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Mpeancnosue

1 NOArOTOBNEH AkunoHepHbIM 06LIECTBOM «BcepocCuinckuii HayuHO-MccrneoBaTenbCKMn MHCTUTYT
ceptudmkaumu» (AO «BHUMC») n Hekommepueckum napTHepcTBOM «Pycckoe oOLwecTBO coAeicTBus
pasBuUTUD BUOMETPUYECKMX TEXHOMOrMN, CUCTEM W KOMMYHMKauui» (HekoMMepyeckoe napTHepCTBO
«Pycckoe 6uomeTpuyeckoe obLLECTBO») HA OCHOBE COOCTBEHHOTO NePeBOAa Ha PYCCKUIA A3bIK AHINOA3BIYHON
BEpCUU CTaHAApPTa, YKA3aHHOrO B MYHKTE 4, NPU KOHCYNLTAaTUBHOW noaaepxke defepansHoOro rocyaapcreeH-
Horo 6oaXeTHOro 06pa3oBaTenbHOrO YYpexXaeHus Bbicwero o6pasosaHusa «MOCKOBCKUIA rocyaapCTBEHHbIN
TEXHUYECKMI yHuBepcuTeT MmeHn H.3. BaymaHa (HaumoHanbHbIn ncenegoBartenbckuin yuusepeutet)» (MITY
uMm. H.3. baymaHa)

2 BHECEH TexHuyeckum KOMUTETOM No ctaHaaptusauun TK 098 «Buometpus 1 GUOMOHUTOPUHIY

3 YTBEPXOEH W BBELEH B JEWCTBUE Mpukasom deaeparnsHOro areHTCTBa M0 TEXHUYECKOMY
perynupoBaHuto n metponorum ot 31 oktabpsa 2019 r. Ne 850-ct

4 Hacrosiumi craHgapt ABNAeTca MOAM(PULIMPOBaHHBIM NO OTHOLLEHUIO K MEXAYHAPOAHOMY CTaHAApPTY
MCO/M3K 30107-1:2016 «WHpopmaumoHHble TexHonoruu. OOHapyXeHue artakm Ha BuomeTpudeckoe
npeabasnenne. Yacte 1. Ctpyktypa» (ISO/IEC 30107-1:2016 «Information technology — Biometric
presentation attack detection — Part 1: Framework», MOD) nytem usmeHeHusa otaenbHbiX ¢pas (cnos,
3Ha4eHWin nokasartersiei, CCbINOK), KOTOPbIE BbIAENEHbI B TEKCTE KYPCMBOM. BHECEHUE YKa3aHHbIX TEXHUYECKNX
OTKIIOHEHWIA HaMNpaBneHo Ha y4yeT NoTPeOHOCTEN HaUMOHANBHO 3KOHOMUKM Poccuiickoin deaepauun.

HauMmeHOBaHME HACTOALIEro CTaHAapTa W3MEHEHO OTHOCUTENbHO HAWMEHOBAHUA YKa3aHHOrO
MeXAYHapOAHOro cTaHaapra AnsA npuseaeHus B cooteetrctene ¢ FOCT P 1.5—2012 (nyHkT 3.5).

CBeaeHnss O COOTBETCTBUM  CCbINIOYHBIX  MEXIOCYAapPCTBEHHbLIX CTaHAapTOB  MEeX4YHapOAHbLIM
cTaHaapTam, MCMoSib30BaHHBIM B Ka4eCTBE CCbINIOYHBIX B NPUMEHEHHOM MEXAYHAPOAHOM CTaHjapre,
npuBeaeHbl B 4ONONHUTENLHOM NpUnoxeHun OA.

CornocraBrneHme CTPYKTYpPbl HacTOSLLEro CraHjapta €O  CTPYKTYPOW MNPUMEHEHHOTO B HEM
MEXOYHapOAHOro ctaHgapTa NpuBeAeHO B AOMONHUTENbHOM npunoxenuu b

5 BBEJEH BrNEPBbIE

6 HekoTopble 3nemeHTbl HacCTOosILero craHgaprta MoOryT ObiTb OObekTamMu NareHTHbIX Npas.
MexayHapoaHas opraHusauus no craHaaprusauuu (MCO) u MexxayHapoaHas anekTpoTexHuyeckas KOMMceus
(M3K) He HecCyT OTBETCTBEHHOCTW 3@ YCTAHOBMEHWUE MOAMMHHOCTM KakMxX-NMMBO Unu BCEX TaKMX MareHTHbIX
npas

lMpasuna npumeHeHus HacmMoswWea0 cmaH0apma ycmaHoerieHbl 8 cmampe 26 dedeparnbHo20 3aKoHa
om 29 uwHs 2015 2. Ne 162-03 «O cmaHOapmu3ayuu e Pocculickoli ®edepayuu». UHpopmayus o6
UBMEHEHUSX K HacmosweMy cmax0apmy nybnuxkyemcs e exxe200HOM (1o cocmosiHuio Ha 1 sHeaps mekyuwjeeo
2o00a) uHopmMayuoOHHOM yKasamerne «HayuoHanbHbie cmaH0apmbil», a ohulyuarbHbIll mekem u3MeHeHUul
U 1onpaeoK — 8 eXeMeCs4YHOM UHOPMaUUOHHOM yka3amerne «HayuoHanbHbie cmaHOapmbl». B criyyae
nepecmompa (3aMeHbl) usiu OmMeHbi Hacmosweao cmaHdapma coomeemcmeyioujee yeedomieHue bydem
onybnuxkoeaHo 6 bnuxalilueM 8bilTyCKe eXeMecsYHO20 UHpOpMauuoHHO20 yka3damens «HayuoHasbHble
cmaHlapmebiy. Coomeemcmeylouiasi uHgopmMmayus, yeeOoMIIeHUe U MEeKCMbl PasMewialomces makke 6
UHGhOPMaUUOHHOU cucmeme obuez0 rnonb30eaHust — Ha oghuyuanbHom calime dedeparnbHo20 azeHmemea
10 MEeXHUYECKOMY pe2ynupoeaHulo u Memporsiozuu e cemu iumepHem (www.gost.ru)

© ISO, 2016 — Bce npaBa coxXpaHsaIoTCA
© CrangaptuHdopmMm, odopmnenue, 2019

Hacrosiupmi craHaapT He MOXKET ObiTb NOMHOCTBLIO UMM YACTUYHO BOCMPOM3BEAEH, TUPAKUPOBAH U pac-
NPOCTPaHEH B KayecTBe ouLManLHoro usganus 6e3 paspelueHus degepanbHOro areHTCTBa No TEXHUYECKO-
My pPeryriMpoBaHU1IO U METPOJIOTUK
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BBepneHue

BuomeTpuuyeckue TEXHONOMMM YacTo UCMONb3YIOTCA B cMCTemax 0e30nacHOCTM Ans pacno3HaBaHWA
MHAMBUZIOB HA OCHOBE UX BMONOrMYECKUX M MOBEAEHYECKUX XapakTepucTuk. C NOMOLLbLIO BUOMETPUYHECKUX
cucteMm 6e30MacHOCTU MOTYT COBepLUATbCSl MOMbITKM pacno3HaBaHWA CyObekToB cbopa GUOMETprYecKux
JaHHbIX, CYOLEKTOB — HapylwumTenei cbopa GMOMETPUYECKUX AAHHBIX UM CyObLeKToB, BuoMeTpuyeckue
JaHHbIE KOTOPbIX OTCYTCTBYIOT B CUCTEME.

C camoro Hauyana npuMeHeHuss BUOMETPUYECKUX TEXHOMOIMN OTMEevanacb BO3MOXKHOCTb B3NOMa
pacno3HaBaHusi CO CTOpPOHbl CyGbLeKTOB — HapylumTenen coopa GUOMETPUYECKMX AaHHLIX, a TaKkke He-
00X0AMMOCTb NPUHATUSA Mep AnA OOHApYyXXeHUsI M MpecevYeHUn MOMbITOK B3NIOMA pacno3HaBaHWUA WIM
atak Ha Ouomerpuyeckoe npeabsBreHue. O6GNAcTb NPUMEHEHUS CEepUM HAUMOHaMbHLIX CTaHAapTOB
«MHopmayuoHHbie mexHonozuu. Buomempus. ObHapyxeHue amaku Ha 6uomempuydeckoe npedbseneHue»
orpaHu4eHa MeToaaMmn aBToMaTu4eckoro obHapyxeHus atak Ha GuomeTpuyeckoe npeabaBNeHne, OCyLLeCT-
BnsieMbiMu cybbektammu cbopa GUOMETPUYECKUX JaHHBbIX B mpouecce GUOMETPUYECcKOro NpeabABNeHUs M
cbopa COOTBETCTBYIOLLIUX GUOMETPUYECKMX XapakTEPUCTUK. [laHHbIe aBTOMAaTMYeCckue MEeToAbl Ha3bIBaOTCA
MeToaamu oGHapy>XeHus! ataku Ha GuomeTpudeckoe npeabsinedne (OABIM).

BeposiTHOCTb B3noma GUOMETpUYECKMX CUCTEM B npouecce cbopa AaHHbIX UHAUBUAAMU, UMUTUPYIO-
LwuMKu cybbekToB cbopa GMOMETPUYECKMX AAHHBIX, OFPaHUYKUIIA BO3MOXHOCTb UCMNONbL30BaHUA Guomerpum
B NPUIOXEHUSX, KOTOPbIE HE KOHTPOSMPYIOTCA OnepaTtopoM OUOMETPUYECKOW CUCTEMBI, HANMPUMEpP Takue,
KaK yaaneHHbli coop OUOMETPUYECKMX AAHHBLIX C UCMOMNb30BAHMEM HEHAAEXHBbIX ceTeld. B aBTOHOMHbIX
NPUNoXeHuAX, HanpuMep Takux, Kak yaganeHHas aYTeHTM(pMKaLWIH C UCNONb30BaHUEM OTKPbLITbIX ceTe|7|, ansa
CHWXEHUS pUcKa arak MOTyT NPUMEHATLCA METOA bl aBTOMATUYECKOTO 0OHapYXXeHus1 atak Ha GuomeTpudeckoe
npeavasnenue. lMpuMeHeHWe CTAHAAPTOB, PEKOMEHAAUMM U  METOAbl HE3aBUCUMOW OLEHKU MOryT
noBbICUTL Ge30nacHOCTb BGUOMETPUYECKUX CUCTEM, BKIoYas GUOMETpUYECKME CUCTEMbI PACNO3HABaHUA,
o6ecneunpaowme 6e30NacHOCTb OHNAWH-TPAH3aKUMIA, BHE 3aBMCMMOCTM OT TOr0, KOHTPOMMPYETCA mu
npouecc coopa GUOMETPUYECKMX AAHHbIX ONEPaTOPOM UIU HET.

Kak n metoabl buomeTpuyeckoro pacnosHaBanus, metoabl OABI nogBep>xeHbl NOXHONONOXMTENbHbLIM
U MOXHOOTpULATENbHbIM pesynbTataM. B cnyyae noxkHONMONOXUTENbLHOTO pesynbrata cucrtema OoLmbo4vHO
knaccuduuupyetr Haanexaiiee GuomeTpudeckoe npeabsBreHue Kak ataky, TeM CambiM CHuaa addek-
TUBHOCTb CUCTEMbI, @ B Criydae NOXHOOTPULIATENbHOrO pesynbrara cucreMa owmbo4yHO Knaccuduumpyet
ataky Ha OMoOMETpUYECKOe NpeabABNEHUE KaK Haanexallee OMoOMeTpUYECKoe NpeabaBeHne, B pe3ynsrare
Yero npouCXoAuT HapyweHue 6esonacHoOCcTW. osToMy pelueHune o6 UCMONb3OBAHUM OUMOMETPUYECKOM
cucTtemon KOHKpeTHoro Mmetoga OABI ByaeT 3aBUCETb OT €e NPUMEHEHUS U KOMNPOMUCCA MEXAY YPOBHAMM
6e30nacHOCTU U 3P DEKTUBHOCTH.

Hacrtoawmin crangapt ycraHaBnuBaeT TepMmuHbl W cTpyktypy OABIM ¢ uenbio oOGHapyxeHus,
Knaccudukaumu U AeTanbHOro ONUCaHWa atak Ha GuomeTpuueckoe npeabsiBrieHne ANs NOCneaylLwWwero
NPUHATUS peLLeHNst O CPaBHEHUM W OMPEAENeHUs IKCMIyaTaUMOHHbIX XapakTepucTuk cuctembl. OaHako
metoa OABI, onpeaeneHHbIn B HACTOSILLEM CTaHAAapTe, He NPEeACTaBMNAeTCA B Ka4eCTBe 0OLENPUHATOrO.

BIOCT P 58624.2 (MCO/M3K 30107-2:2017) ycTtaHoBneHbl TpeboBaHus Kk choopMaty 06MeHa AaHHLIMU U
pesynsratamu pabotel MeToaos OABI. B FOCT P 58624.3 (MCO/M3K 30107-3:2017) onpeaeneHbl NPUHLMMbI
U MeToAbl oueHkn adhchekTuBHOCTU paboTbl MeTogos OABIM.
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HAUMWOHANBbHBIMW CTAHAOAPT POCCUMNCKON ®EQAEPALUUMN

MHdopMaLMOHHbIE TeXHONOrumn
BUOMETPUA
O6HapyxeHue aTaku Ha GuomeTpuveckoe npeabsaBreHne

YacTtb 1

CTpykTypa

Information technology. Biometrics. Biometric presentation attack detection. Part 1. Framework

Hara BBegeHna — 2020—06—01

1 ObnacTtb NnpuMeHeHus

Hacroswuii cTaHaapT ycTaHaBNUBaET TEPMUHbLI U ONpeaeneHnus, MCNonb3yeMble ANA ONUCaHUS, a TaKkke
CTPYKTYPY METOAO0B 0BHapy>XeHus atak Ha buomeTpuyeckoe npeavasneHue (OABIM) ¢ uenbto 0BHapyXXeHusA,
knaccudukauum u AeTanbHOr0 OMMCaHWs atak Ha OuoMeTpuyeckoe npeabsiBNeHue ANS nocrneayloLwero
MPUHATUA PELLEHUA O CPABHEHUU U OnpeaeneHnst 3KCNNyaTauMoHHbIX XapakTepUCT UK CUCTEMBI.

B 06nactb NpuMEHEHUA HACTOALLEro CTaHAapTa He BXOAAT:

- CTaHaapTusauusa KoOHKpeTHbIx Metogos OABIT;

- nogpobHasa nHdopmauma 0 Mepax NpeaoTBpaLLeHUa atak (TO eCTb MeToAax 3awmTbl OT CnyduHra),
anroputmax unu 6uoMeTpu4ecKkux ckaHepax;

- KOMMMeKkcHas oueHka 6e30nacHOCTU UK YASBUMOCTM HA CUCTEMHOM YPOBHE.

ATaku, pacCMOTPEHHblE B CEepUU HaLMOHaMbHbLIX CTaHAAPTOB «/HGOPMaAUUOHHbBIE MEXHO02uU.
Buomempus. ObHapyxeHue amaku Ha buomempu4eckoe npedbsierieHuUey, HanpasneHbl HA BUoOMeTpUYECKUin
CKaHep BO BpeMsi DMOMETPUYECKOro NPeabABNeHNa u coopa BMOMETPUYECKUX AAHHBIX.

Hacrosimin ctaHgapt He pacnpoCTpaHAETCA Ha Apyrue TUMbl atak.

2 HopmaTtuBHbI€ CCLIFIKU

B HacToswem craHaapTe UCnonb3oBaHbl HOPMAaTUBHLIE CCbISIKM HA CreayloLme CTaHaapThbl:

TOCT ISO/IEC 2382-37 NHghopmayuorHbie mexHosoauu. Crioeapb. Yacmp 37. buomempust

FOCT ISOAEC 19794-1 UHopmayuoHHblie mexHonozuu. buomempus. ®@opmambi 0bMmeHa
buomempuyeckumu GaHHbIMU. Yacmb 1. Cmpykmypa

MpumeyaHue — lNpunonb3oBaHUM HACTOSALLUM CTaHAAPTOM Lieriecoobpa3sHo NpoBepuTb AEACTBUE CCINTOYHBIX
CTaHfapToB B UHGOPMALMOHHOI cucTeMe obLLero nonb3oBaHUs — Ha oduumansHoM caiTe defeparnbHOro areHTcTBa
Nno TEXHUYECKOMY PeryrnMpoBaHUio U METpornorun B ceTu UHTEpHET Mnu no exerofiHoMy UHMOPMaLIMOHHOMY yKa3aTenio
«HaumoHanbHble cTaHfapThi», KOTOpbIA onybnukoBaH No COCTOSAHUIO Ha 1 AHBaps TeKyLlero roga, M no BbiNyckam
eXeMecaYHOro MHopMaLMOHHOTO yKkasaTens «HauuoHanbHble cTaHaapThl» 3a TeKyLMiA rofi. Ecrin saMeHeH CCbiNOYHbIiA
CcTaHapT, Ha KOTOpbliA flaHa HefaTupoBaHHasA CChbifika, TO PEKOMEHAYETCS UCMOoNb3oBaTh AEUCTBYIOLLYIO CChINIKY 3TOro
cTaHfapTa ¢ y4eTOM BCeX BHECEHHbLIX B JaHHYIO BEPCUIO U3MEHEHWA. ECN N3MeHEeH CCLINOYHBINA CTaHAapT, Ha KOTOPLIiA
flaHa faTupoBaHHas cCbifika, TO PEeKOMeHAYyeTCcsl UCMOMNb3oBaTbk BEPCUI0 3TOr0 CTaHfjapTa C yKasaHHbIM Bbllle rofjoM
yTBepXAEHUA (NpUHATUA). ECnn nocrne yTBepXAeHUA HacTOSILLEro cTaHfjapTa B CChINOYHbIA CTaH[apT, Ha KOTOPLIA faHa
fAlaTupoBaHHas cchifika, BHECEHO U3MEeHeHue, 3aTparmsatoLlee rnornoXeHne, Ha KOTopoe laHa CChifika, TO 3TO MOooXeHue
pekoMeHAYeTCA MpUMeHaTb 6e3 yyeTa AaHHOrO U3MeHeHWs. Ecnu cChbinouyHbld cTaHAapT OTMeHeH 6e3 3ameHbl, To
ronioXeHue, B KOTOPOM JjaHa cChifika Ha Hero, peKoMeHAYETCS NPUMEHATb B 4acTK, He 3aTparnsatoLleil 3Ty CCbINKy.

W3paHue opmumanbHoe
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3 TepMmuHbI N onpeaeneHus

B HacTosLLeM cTaHaapTe NnpuMeHeHbl TepMuHbl N0 FTOCT ISO/NEC 2382-37 u FOCT ISO/IEC 19794-1, a
TakKe cneayloLlme TepMUHbl C COOTBETCTBYIOLLIMMU ONPEAENEHUMM:

3.1 apredpakt (artefact): MckyccTBeHHbIi OOBbEKT MMM MPEACTaBMeHue C Konuern GuomMeTpudecknx
XapaKkTepPUCTUK UMN CUHTE3UPOBAHHBbIMU OMOMETPUHECKUMU AaHHBLIMM.

3.2

ButanbHocTb (liveness): CBOWCTBO WM COCTOAHWE XMBOMO WHAMBUAA, MNOATBEPXKIAEMOE
aHaTOMUYECKUMU XapaKTepUCTUKaAMU, HEMPOU3BOSbHLIMU peakuusiMu, dU3MonornyeckuMm yHKLUUAMM,
NPON3BONbHLIMU PeaKLMAMU UK NOBEAEHYECKUMU XapakTepucTukamm uiansunaa.

[1], [2].

lMpumepsb!

1 lMoeanoujeHue ceema Koxell U Kpoebio siesITemcs aHamoMUYeCKUMU Xapakmepucmukamu Yacmel mena.

2 Peakuyus padyxHol 060/104KU 2/1a3a Ha ceem U MyNbcuposaHue Kpo8omMoKa s16/15110mcsl Hernpou360Jsikb-
HbIMU peaKkyusamu (Ha3bieaeMbIMU maikoke hu3uosioaudecKUMU PYyHKUUAMU).

3 CxumaHue nanbyee pyK npu udeHmuguKayuu no eeoMmempuu KOHmMypa Kucmu pyku u 6uomempuyeckoe
npednsesieHUe @ omeem Ha NPAMYI KoMaHOy 6J11HI0mMCA NMPOoU3680SIbHLIMU peaKyusiMu (HasbleaeMbIMU Mmakke
noesedeHYecKUMU XapakmepucmuKkamu cyb6bLexma).

3.3

obHapyxeHue ButanbHocTu (liveness detection): W3mepeHne u aHanu3 aHaTOMUYECKUX
XapaKTEPUCTUK, HEMPOU3BOSIbHBIX UM MPOU3BOSIbHLIX Peakumnii MHAUBKUAA C LIENbIO ONpeserneHuns Toro, YTo
BuomeTpuyeckuii obpaseL nonyyYeH oT XXMBOTO UHAUBUAA.

1 2]

MpumedvaHune — OBHapyxeHUe BUTaANbHOCTU BXOAUT B Yncrno metogos OABI.

3.4 Hagnexawee OuomeTpuveckoe npeabsABneHune (normal presentation): Bsaumogencrsue
cybbekTa cbopa BUOMETPUHECKMX AAHHLIX U NOACUCTEMbI cOOpa BUOMETPUYECKUX AAHHBIX B COOTBETCTBUU C
NONUTUKOW BUOMETPUYECKON CUCTEMDBI.

MpumedaHne — TepMUH «Hagnexawuiny aHanorvdyeH TEepMUHY «CTaHLapTHBIA», Korfga pevb uaer o
«HagnexalieMm GuoMeTpudeckoM npegbsBneHnn». Jlroboe BGuomeTpuyeckoe npefbsasreHne, He ABNAIOLWEeeca aTakon,
cuNTaeTCa «Hagnexalum GUoOMETPUHECKUM NpeabaBneHnem».

3.5 artakaHa 6uomeTpuyeckoe npeabaBneHue (presentation attack): BuomeTpuyeckoe npeabABREeHUe
noacucreme cbopa GMOMETPUUECKNX AAHHBIX C LIEMNbI0 BMELLATENLCTBA B paboTy GUMOMETPUYECKOW CUCTEMBI.

MpumeyaHus

1 Ataka Ha GMoMeTpuYecKoe NpeAbsBrieHne MOXET GbITb peanusoBaHa MHOXECTBOM METOAO0B, Hanpumep nyTeMm
Ucnonb3oBaHWsA apTedakTa, NOBPEXAEHUS, BOCMIPOU3BEAEHUA U Tak fanee.

2 ATakv Ha BUoMEeTpUYeckoe NpesbABeHNe MOryT UMETh psif Lienei, HanpuMep UMUTaLWS UK He pacno3HaBaHue
GMOMETPUHECKON CUCTEMOIA.

3 BUOMETpUYEcKue CUCTEMbI HE MOTYT OTIIMHUTL aTaky Ha BuoMeTpUYeCcKoe NpeabABNEHWE C Lienbio BMellaTenseTea
B paboTy cucTeMbl U HeHaanexallee GuoMeTpuyeckoe NpeabsBIIeHue.

3.6 oGHapyxeHue aTaku Ha OmomeTpuueckoe npeabsaenenune; OABI (presentation attack detection;
PAD): ABTOMaTH4eckoe 0OHapyXeHne atakm Ha OMOMETPUYECKOE NpeabsaBeHue.

MpumedaHne — OABI He no3somnseT onpefenuTb HamepeHus cybbekTa. MonbiTka 0BHapYXUTL aTaky B
npouecce cBopa GUOMETPUYECKUX AaHHLIX UM B NOSy4eHHOM BUOMETpUYeckoM obpaslie MOXET OKal3aTbCs HEeBOo3-
MOXHOW.

3.7 MHCTPYMEHT aTtaku Ha 6uomeTpuueckoe npeanseneHune; MABI (presentation attack instrument;
PAl): BuomeTpuyeckass xapakTepuctuka unu OObEeKT, UCMOoNb3yeMble ANnA aTtaku Ha Ouometpuyeckoe
npeabsBneHne.

MpumedaHue — lMomumo aptedpakToB WABI BkmtodaeT B cebA BuomMeTpuyeckMe XapaKTepucTUKW, Nomy-
YeHHble OT MepTBOro WHAMBUAAE, U U3MEHEHHble BUOMETpUYEeckne XapakTepUCTUKN (HanpuMep, UBMEHEHHbIe OTNeYaTKu
nanbLes), KOTOpbIe UCMOSL3YHTCA AMA aTaku.
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4 OGO03Ha4YeHUA U COKpalLeHUsi

B HacToALeM ctaHaapTe UCNOMb30BaHbl crieayowmue 0603HAYEHUS U COKPALLEHUSA:
OABIN — oGHapyxeHue atakn Ha BMOMETPUYECKOE NPeabABIEHUE;
WNABI — MHCTPYMEHT aTaku Ha BUOMETpUYECKoe nNpeabsBreHne.

5 ATtaku Ha GuomeTpuyeckoe npeabABIEHUE

5.1 OOwme nonoxeHus

ATakm Ha OMOMETPUYECKYID CUCTEMY MOTYT OCYLLUECTBNSATLCA MOObIM CyOLEKTOM B moBOI TOuke
OUOMETPUYECKON CUCTEMbI. HacToAwmin CraHfapT nocBsAleH OMOMETPUYECKUM arakam Ha noacucTemy
cbopa OMomeTpuyeckux AaHHbIX cybbekTtamm coopa GUOMETPUUECKUX AAHHbIX, NbITALMMUCA BMELLATbCS B
paboTy 6MOMETPUYECKON CUCTEMbI. ATaku, NPOBOAUMbBIE APYTMMU CyObeKkTaMu 1 B APYrux To4Kax CUCTEMBI,
B HACTOSILEM CTaHAapTe He pacCMOTpeHbl. B HacTosiwem craHgapre He onpeaeneHbl MeToAdbl 3alyuTbl
noacucrtembl cbopa BUOMETPUYECKUX AAHHbIX, BKIOYaaA OMOMETPUYECKUI CKaHep, OT Moandukauum, same-
Hbl UM N3BNeYeHna, a Takke MeToAbl 3aLUTbl KAHANOB CBA3N MeXAy FIOJJCVICTBMOVI c6opa 6VIOMGTpI/NeCKI/IX
AaHHbIX N ApyrmMu nogcucreMamu.

ATakn Ha OMOMETPUYECKOE NPEAbSBMEHUE MOTYT BbIMOMHATLCA ABYMSA Tunamum CyObekToB —
HapyLwmTenei coopa GUOMETPUYECKUX AAHHbIX: CAMO3BaHLUEM, TO €CTb CyObEKTOM — HapywmTenem coopa
OUOMETPUYECKMX JAHHBIX, KOTOPLIN HaMepeBaeTCs OblTb PACMO3HAHHBLIM KaK APYro UHAUBUZA, WU YKPbIBA-
Ternem NUYHOCTH, KOTOPLI HamepeBaeTca usbexars CoBNageHus ¢ NiobbiM GUOMETPUYECKUM KOHTPOSbHLIM
wabnoHom, XpaHAaWwmnmMca B GUOMETPUYECKON CUCTEME.

CamMo3BaHUbl MOryT COBepLlaTb ataku ABYMSI pasHbiMu crnocobamu. B nepBoMm cny4dae CyObekT-
HapyLumMTenb HaMepeBaeTcsl ObITb PACNO3HAHHBIM Kak ONpeAeneHHbIn UHAUBUI, U3BECTHbIN OMOMETPUYECKON
cucrteme. Bo BTOpoMm cnyvae CyObeKkT-HapyLUMTENb NbiTAaeTCs ObITb pacno3HaH kak nobon nHauBua, N3BecT-
HbI BUOMETPUYECKON CUCTEME.

YKpbIBaTENb JIMYHOCTU, HAOOOPOT, OyAeT MbiTaTbCA CKPbITb CBOM COOCTBEHHbIE OMOMETPUYECKUE
XapakTepucTUKU NyTeM MoAAenku OGMOMETPUYECKUX XapakTEPUCTUK, U3BECTHbIX OUOMETPUYECKON CUCTEME
CyObEeKTOB, Hanpumep C MUCMNOnb3oBaHWeM apTedakta Wnu C MOMOLLBID MAaCKMPOBKM WKW U3MEHEHUS
COBCTBEHHbIX BUOMETPUYECKUX XapaKTEPUCTHUK.

5.2 NHCTPYMEHTbI aTaku Ha GUoOMeTpuYecKkoe npeabABIIeHUe

OOBLEKTOM UMM XapPaKTEPUCTUKON, MCMONb3YEMON AN atakm Ha DMOMETPUYECKOe NpeabsABMNEeHne, AB-
nsetca WABI. Atakn Ha GuomeTpuyveckuii ckaHep ¢ ucnonb3oBaHueM WMABI genarca Ha aBe kareropuu:
WCKYCCTBEHHO CO34AaHHbIE MMM HA OCHOBE YENOBEYECKUX XapakTepucTuk. CyLlecTBYeT TPeTbs Kateropusi
MABI — Ha OCHOBE >XWBOTHLIX UM PACTEHWMN.

B HacToswem pasgene, U B 4acTHOCTM B Tabnuue 1, UCNOMb3YOTCA TEPMUHBI KCOBMECTUMbIAY» U
«HECOBMECTUMbINY, HO OHW HEe BNMSAIT Ha kogupoBaHue OABIT, NOCKoNbKY MX 3HA4YeHWEe CBA3aHO C B3au-
MoAencTBMEM CyObekTa u BMOMETPUYECKOrO CKaHepa, KOTOpoe TPYAHO OOLEKTUBHO U3MEpPUTb U KOTOPOE,
CcnefoBaTenbHO, HEe MOXeT ObiTb 3akoaupoBaHo. [MpuMepom Takoro HeCOBMECTMMOrO B3auMOAENCTBUS
SIBNAETCA pa3meLLeHne nanbLa 60KOBOI NOBEPXHOCTLIO HA paboyelt MOBEPXHOCTU BUOMETPUYECKOTO CkaHepa
OTMEYaTKOoB NanbLEes BMECTO NoAyLUEeYKH nanbLua.

OOHapyeHHaa araka MoxeT OblTb Bbi3BaHa npobnemamu 06LIEeAOCTYNHOCTM unu  yaooGcTBa
UCMOMb30BaHUs OBMOMETPUYECKOTO CKaHepa, a He NONbITKOW atakoBaTk GUOMETPUYECKYIO CUCTEMY.

Ha pucyHke 1 nokasanbl kateropun MABI n COOTBETCTBYOLLME UM TUMbI.



FOCT P 58624.1—2019

MABIM
WckyccTBeHHO co3gaHHble Ha ocHoBe yenoBeuecKux xapaKkTepucTuk Opyrve
MonHocTbio YacTtuuHo
HexuBble MN3ameHeHHble | | HecoBMecTUMbIe np”“gﬂ?enb' CoemecTUMbIe

PucyHok 1 — Tunkl aTak Ha BuomeTpudeckoe npeawsiBreHne

B Tabnuuye 1 npuBeaeHbl NPUMEPLI KaXa0ro KOHKpeTHoro Tuna MABIT, npeacTtaBneHHOro Ha pucyHke 1
Ha TpeTbeM ypoBHe. C NoMOLLBI0 NpunaratensHOro U3 BTopon rpaddbl Tabnuuesl 1, 3a KOTOPBLIM CneayeT CNoBo
13 nepeon rpadbl Tabnuubl 1, MOXHO onucatb KOHKpeTHbIN MABI. Hanpumep, Yacte Tena, nony4yeHHas ot
Tpyna, ABNseTCcA npumepoM «HexmBoro MABIT Ha oCHOBE YenoBe4YeCKUX XapaKTEPUCTUKY .

Tabnwuya 1 — lNpumMepsbl UckyccTBEHHO cosfaHHbiX MABTM u MABI Ha oCHOBE YenoBEYECKUX XapaKTepUCTUK

MckyccTBEHHO MonHocTeio KenaTuHoBbI NogAenbHLIV Nanew, Buaeo3anuch nuuya
co3paHHble MABT

YacTuyHo HaHeceHne knesa Ha naneu, COJNIHUE3ALUUTHbLIE OYKM,
MacKuUpyIoLLMe KOHTaKTHbIE NIMH3bI, MaKUsX

WABI1 Ha ocHoBe HexuBble YacTb Tpyna, oTpesaHHblil nanew unu pyka
YernoBe4ecknx
XapaKTepucTuK M3ameHeHHble HaHeceHne yseuuit, onepauus no nepecagke y4yacrKos

KOXKN Mexay nanbuamMu pykK n/vnu nansuamMun Hor

HecoBmecTUMbIe N3aMeHeHWe BblpaxeHUs nuvua/MpoBefeHne MIacTUHecKux
onepauuii nuuya, pasmelleHne nanbLa Ha paboyeil NOBEPXHOCTU
GMOMETPUYECKOro ckaHepa OTnevaTKoB narbLeB KOHYMKOM UK
©0oKOBOW CTOPOHOIA

MpuHyguTENEHBIE? CybbekT B 6ecco3HaTenbHOM COCTOSIHUM, TMPUHYXAEHWE
cyGbeKTa K BbINOMHEHNIO HEOBX0AMMBIX AeiicTBUiA

CoBmecTUMbIe MonblTka camo3BaHLUa 6e3 3aTpaunBaHns ycunui

a [MpepnornaraeTcs, YTO HEBO3MOXHO OBHapyXUTb BCe criydan NpUHYAUTENBHOTO GUOMETPUYECKOTO NPeLbABNEHUS.
HekoTopble MOAaNnbHOCTW MO3BOMAIOT OMPefensATb NokasaTenu MPUHYXAEHWS, TakMe Kak HanmpskeHWe B ronoce,
BbICOKasi YacToTa Mynkca UM BbipaXeHe 3MOLMM Ha nuue (cTpax).

6 CtpykTypa meTooB OOHapyXeHUs1 aTakm Ha BuoMeTpuyeckoe npeabABreHne

6.1 Tunbl MeTOAOB OOHApPYXEHUSA aTaku Ha GuoMeTpUvYecKoe npeabABrNeHne

Kak nokasaHo B Tabnuue 2, metoabl OABIT genATcs Ha ABe KaTeropuu: MeTodbl Ha OCHOBE [aHHbIX,
MOMYYEHHbIX C MOMOLLUbIO noacucTeMbl cbopa OMOMETPUYECKMX AAHHbIX, U METOAbl HA OCHOBE Mep
obecneyeHns 6e30NacHOCTU Ha CUCTEMHOM YPOBHE. He CyLlecTByeT B3aUMHO-O4HO3HA4YHOr0 COOTBETCTBUA
mMexay metogamu OABI u Tunamm MABI (CM. pUCYHOK 2).
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OBbHapyxeHue Ob6HapyxeHue Ob6HapyXeHWe XxapaKkTepHblX OCOBEeHHOCTeN, YyKa3biBaloLuX
aTak Yyepes apTedakTos Ha ucnonb3oBaHWe apTtedakrta. Hanpumep, anekTpuyeckoe
noacucremy cbopa CONpOTUBIEHWE NanbLja Ha GUOMETPUYECKOM CKaHepe HaxoAMUTCA 3a
BromeTpu4ecknux npegenaMm TUNUYHOIO AuanasoHa; U3o6paxeHNss NOBEPXHOCTHOrO
AaHHbIX 1 MOAKOXKHOro OTMNeYaTKoB NanbLa CyLWecTBEHHO OTNuYaloTcA

OB6HapyxeHue Onpepenenue npusefeHo B 3.3. Mpumepsl npuseaeHsl B 6.2.1
BUTaNbHOCTU n6.22
OB6HapyxeHue OGHapyXeHne xapaKTepHblX O0COBEHHOCTel, YyKa3sblBaloLuX
N3MEHEHUI Ha MonbITKU U3MeHeHUs BuomeTpudeckoro npusHaka. Hanpumep,
onpejeneHne HanuMuus Wpama Ha oTnedvaTke nanbua
OBHapyxeHue Ob6Hapy>XeHne OTKITOHEHWIA, KOTopble He AOMKHBI HabrnioaaTbea
HecoOTBETCTBUA npu Hagnexailem GUOMeTpU4ECKOM npeAabsaBneHun. Hanpumep,
obHapyxeHue HecooTBETCTBUSA YPOBHS OCBELLEHHOCTH
HOpMaribHbIM YCIIOBUSAM aKCniyaraLum
OBHapyxeHue Hanpumep, aHanua HanpsbkeHWs B ronoce v Hanuune amMounin
NPUHYXAEeHNS
OB6HapyxeHue ObHapyXeHne TOro, 4YTo OGUOMeTpUYeckMe MpU3HaKn Gbinun
NCKaXeHN YaCTUYHO MMM MONHOCTLIO CKPbITE. Hanpumep, obHapyxeHue
akceccyapa (wwapda unu LWNAnel), 3aKpbIBaroLLero YacTb nuua

OBHapyxeHwue CyeTtunk Hanpumep, obHapyxeHue nocnefoBaTernbHOCTU OAHOTUMHBLIX
aTaK Ha CUCTEMHOM oBHapyxeHus Heyfia4HbIX NOMbITOK
ypOBHe HeyAaqHbIX NonbITOK

OnpepeneHue Hanpumep, ob6HapyXeHWe MeCTOMOMOXEHUA WU BPEMEHN
MecTa aTaku 6uometpuyeckoro npeabABNeHUs, He[onyCcTUMOro unm
HexapaKTepHOro Ansa cybbekTa cpaBHeHUA
OnpeaeneHue
BpEMEeHU aTakun
BuaeoHabniopeHne Hanpumep, obHapyxeHWe atakn onepaTtopom (Y4erioBEKOM UIu
CUCTEMOI BUieOaHanuTKun)

6.2 MeTtoa «3anpoc-oTBeT»

Meton oBHapyxeHua aTak «3anpoc-OTBET» LUMPOKO MCMONb3YeTcA B CUMCTEMAaxX pacrosHaBaHus,
OCHOBaHHbIX Kak Ha OWOMETPUYECKMX, TaKk M Ha HeOUOMETPUYECKMX XapakTepucTukax. B HacTosiem
noapasaene npeacraBneHa CTPyKTypa MeToa 0OHApY)KEHUs! aTakn «3anpoc-OTBET» 06LIEro BMaa, a Takke
peanusaunsa AaHHOrO MeTofa AnA oOHapyXeHus arak Ha OMOMETpUYecKue CUCTEMbI M AN onpeaeneHust
UBOTO MHANBUAA.

B AnaHHOM KOHTEKCTE Mo 3anpocoM MOoApasyMEBaEeTCs LereHanpaeneHHoe [AeicTBue, KoTopoe
NPUBOAUT K OXKMAAEMOMY OTBETY NPU HANMUUU LIENEBOTO YCIOBUSI.

6.2.1 ObHapyxeHue BUTANIbHOCTU C UCMOSb30BaHUEM METOAA «3anpoc-0TBET»

MeTtoa «3anpoc-0TBET» MOXET MCMOSb30BaTLCA AN onpeaerieHust Toro, Nosly4yeHo nm GuomeTpuyeckoe
npeabsBneHne cybbekTa ot XMBoro cybbekra coopa BuomMerpuieckmx AaHHbix. Hanpumep, oxmnaaerca, 4to
M3MEHEHUs1 B UHTEHCMBHOCTU BUAUMOrO CBETA (3anpoC) NpUBEAYT K UBMEHEHMSAM pa3Mepa 3padka (oxuaaembli
OTBET B Cly4yae NpeabABNEHUA Paay>XHOW 06ONOYKM [11a3a XXMBOTO YErOBEKa).

B tabnuue 3 npeacraBneHa CTpykTypa BCEX KOMMOHEHTOB METOAA «3anpoC-0TBET» ANA OOHAPYXEHUs
BUTanbHOCTM GuomeTpuyeckoro obpasua. MeToa, npeacTaBneHHbit B nocriegHei rpade tabnuubl 3, B
OTNU4YME OT ABYX JIPYIMX METOAOB HE MOXET MCMONb30BaTbCsl MPU NMEPBOM B3aMMOAENCTBUMU CyObekTa
¢ Buometpuueckoit cucremomn unu ansa oGHapy>XeHusi BUTaANbHOCTU BO Bpemsi npouecca GUOMETPUYeCcKom
perucrpauyuu.
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Tabnuya 3 — OGHapyXeHUe BUTANbLHOCTU C UCNONMb30BAHMEM METOAA «3aNpoC-OTBET»

Metop HenpoussonbHble Mpou3asonbHbIe peakymn CoueTaHue Toro, YTO 3HaeT CybLeKT, U
peakuuu TOro, YTO ABMAETCA YacTblo cybbekTa
3anpoc LlenernanpaBneHHbIN Mopcka3sku (3ByKOBbI€, Yka3aHusa no 6Guomerpudeckomy
UMNyrnbC, BU3yanbHble U T. A4.), Hanpas- | NpeAbABIEHUIO C UCNONMb3OBaHUEM
npeaHa3HaYeHHbIA NeHHble Ha BLINOMTHEHUE KOH- | paHee 3aperucTpupoBaHHoOi HGOpP-
ANA N3BECTHLIX KpeTHOro AeWcTBUs, pesyrbrar | Mauuu
6uomeTpu-eckux KoToporo AormkeH ObITb Mony-
XapaKTepuCcTUK YeH BUOMETPUUECKON cMCTEMOM
OrtBeTt EcTecTBEHHbIE, Peakyuu, OCHOBaHHblEe Peakuuu, ocHoBaHHblE Ha BOCNPUATUN
HENPOU3BOnbHLIE Ha  BoCNpUATUM  cybbekTa, | cybbekTa  BoMeTpuyeckol peructpa-
peakuuu, N NpOU3BONbHLIE  peakuuu, | LM uHaveuaa
He KOHTponupyemble KOHTpOnupyeMble cyGbekTom
cy6bekTom
Mpumepskl M3meHeHue pasmepa M3meHeHWe yrna HakmnoHa Mopsaok nanbLes (BbIOpaHHbIA cny-
3payka B 3aBUCMMOCTU | FONOBbI B OTBET Ha npockOy | YailHblM 06pa3oM cUCTEMOIA) onpeae-
OT U3MEHEHUA NOBEPHYTL ronoBy. NSET NpaBUNbHLIA NOPSAOK NpoLecca
MHTEHCUBHOCTHU CBETa Okknto3una pagyxHoi | BuoMeTpn4eckoro npeabABNeHUs
060no4K1 NeBOro rnasa B OTBET | U cpaBHEHUSA NanbLEB.
Ha npocbby 3aKpbiTb NeBbliA Mopsaok undp onpepensieT npaBunb-
rnas HbIA NOPAAOK NPOU3HECEHUA N CpaBHe-
HUA undp

6.2.2 OGHapyXeHue BUTANbLHOCTU 6e3 UCNONb30BaHUA METOAA «3anpPoC-0TBET»

O6HapyxeHue BuTansHOCTU 6e3 UCNONb30BaHWUA METoAA «3anpoC-OTBET» HA3bIBAETCA NPOBEPKOW
NMOCPEACTBOM HEBKIIOYEHHOTO HabMIOAeHUA 3a BUTANbHOCTLIO (MM «NACCUBHBLIM»  OBGHapy>XeHUeMm
BUTanNbHOCTU). B 3TOM cny4yae oBHapyxeHue BUTanbHOCTU NPOBOAUTCA HA OCHOBE AAHHbLIX, NOSYYEHHbIX
OMOMETPUYECKMM CKAHEPOM 3a onpeaeneHHbIn nepuos BpemeHn 6e3 UCNoNb30BaHWA LieNeHanpaBneHHoro
umnynesca. NpuMepsl METOA0B NACCUBHOTO OOHAPY>XEHUS BUTANbHOCTH:

- NOTOOTAENEeHNE NanbLUeB (3a onpeaesneHHoe BpeMs),

- Marnble ABMXEHUA paay>HOW 060N0YKM rmasa/yactora ABUXKEHUI (32 KOPOTKOE Bpems),

- U3MEpEHNEe Nynbca (3a onpegeneHHoe Bpemsl),

- MyrnbTUCNEeKTpanbHoe ocBeLleHre (aHanu3 KoadULMEHTOB MOITOLLEHUSA CBETA KPOBbLIO UMW KOXEN).

6.2.3 MeTtoa «3anpoc-oTBET» Ansi HeGUOMETPUYECKOro pacno3HaBaHUA

Hekotopble meToabl ayTeHTMdUKaUMW, HEe OCHOBAHHble HAa OMOMETPUYECKUX XapaKTepUCTUKaX
MHAUBUAA, UCMONb3YIOT METOA «3aMnpOoC-0TBETY» ANA NOBbLILLIEHUS YPOBHA 6€30NaCHOCTU CUCTEMBI, KaK Npasu-
no, ¢ NOMOLLbI0 MHOrohakTopHOM ayTeHTudukauyum (6e3 ucnonb3oBaHMsA BUOMET PUECKUX XapaKTePUCTUK AN
pacno3HaBaHusl). B aTom crniyyae 3anpoc MOXET NPeACTaBnsATb COOOM NONbITKY ayTeHTUdUKaLUMm ycTponcTea
Mnu MAEHTUPUKALIMOHHOM KaPTbl HA OCHOBE UMAPOBLIX CepTU(RMKATOB UNK 3anNpoca OTBETA HA KOHTPOSMbHbLIN
BOMPOC (CEKPETHbIN).

6.3 Mpouecc oOHapyXeHUsa aTaku Ha GuomMeTpuyeckoe npeabaBneHue

Mpouecc OABIT moxeT ObITb NpeacTaBNeH B BuAe 3TanoB, aHanoOrM4YHbIX 3ranam npouecca
OMOMETPUYECKOro Pacno3HaBaHUA:
1) cbop HeobpaboTaHHbIX AaHHLIX CyObekTa nogcuctemon cbopa GuomeTpuyeckux AaHHbix ans OABIT;

MpumeuyaHue — YcrpoitictBa cbopa AaHHbIX OABI MOryT oTnNU4aTLCA OT BUOMETPUYECKUX CKaHepoB, a cbop
BromeTpuyecknx gaHHbIX M gaHHbIX OABI MOXET pacxoAuTbLCA BO BpEMEHU, HTO MOXET NPUBECTU K YSI3BUMOCTU CUCTEMBI.

2) u3BneveHue npu3HakoB U3 gaHHbix OABIT;

3) cpaBHeHue nony4yeHHbIX npu3Hakos OABIT ¢ yCTaHOBNEHHbIMU KPUTEPUAMM;

4) BO3BpaLleHue pesynbrara cpaBHeHUs (OOHApYXXeHHaA aTtaka, OTCYTCTBUE aTtaku, OLueHKa U T. 4.). 3tu
AaHHble OTAENbHO UMW B COMETaHUU C APYTUMU 4aHHbIMK OyAYT YUUTbIBATLCA NPU NMPUHATUM OKOHYATENbHOTO
peLueHuss BUOMETPUYECKON CUCTEMBI O MPUHATUM UK OTKNOHEHUM BUOMETPUYECKOro obpasua.

Otanbl npouecca OABI A0MKHBI BINOAHATLCA B NPUBEAEHHOM BbiLLE NOPAAKE, HO OHU HE 06sA3aTENLHO
AOIKHbI BbITb HENPEPLIBHLIMU BO BPEMEHU U NPOCTPaHCTBE.
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KpuTepum npuHATUA pelleHuns, ucnonb3yemMblie Ha TpeTbeM 3tane npouecca OABI, moryT 6bITb 06WK-
MU 471 BCEX CYOBEKTOB WM MHAUBUAYANbHBIMU AN1A KaXA0ro cy6bekta. Hanpumep, Ana o6HapyXeHnsa atakm
Ha 6uomeTpuyeckoe npefbsBEHNE Ha OCHOBE HEMPOW3BOJIbHbIX peakuuii, husnonornyeckmx QYHKUWUNA,
NPOU3BOJIbHbIX Peakuuinl unM noBefeHYEecKUX XapakTepucTuk cybbekta MOryT UCNONb30BaTbCA KpUTepuu
OABN, obwwne AnsS Bcex CyGBLEKTOB, B Cliyyae HEBLICOKOW TOYHOCTU WX namepeHus. Mpu mMcnonb3oBaHMK
kputepnes OABI, M3MepeHHbIX C BbICOKOJ TOYHOCTbH, OHW MOTYT 6bITb MHAUBUAYANbHBLIMW LS KaXAOro
cyb6bekTa.

CnepoBartenbHO, Mpouecc perucTpauum Kputepues Heo6Xo4MM B TeX C/yyasX, Korga OHW SABASKTCSA
MHANBUAYANBbHBIMU ANA KaXAOro cybbekTa.

6.4 Moagcuctema ob6HapyXeHUa aTtakm Ha 6uomMeTpuyeckoe npeabsaB/ieHUe B CTPYKType 6nome-
TPNYECKON CUCTEMBI

6.4.1 Moacunctema o6HapyXeHUs aTakm Ha 6uMomMeTpuyeckoe npenbsiB/eHUE B CTPYKType 6uO-
MeTpu4yeckoli cnctembl obuiero Buga

XoTa B o06nacTb MNPMMEHEHWSA HacToAulero crtaHgapTa BXOAAT TOMIbKO artakM B Touke cbopa
6romeTpuyecknx AaHHblx, npouecc OABI MoxeT 6biTb BbIMOMHEH B NO60A TOuke cuUCTEMbl U B M06OM
npouecce, BbINOJIHAEMOM CUCTEMOIA.

Ha pucyHke 2 nokasaHa ofgHa W3 BO3MOXHbIX peanunsauumin nogcuctemol OABIM B CTPyKType
6nomeTpumyeckoin cuctemol obuiero suga. CyuiectByeT HECKO/IbKO cnoco60B BkIOYeHMA nogcuctembl OABI
(n ee oTAeNbHbIX NPOLLECCOB) B CTPYKTYpPYy 6romeTpuyeckoit cuctembl ob6uiero suga. Npouecc o6HapyxeHus
aTakm Ha buomeTpuyeckoe npenbsABieHVE MOXeT ObiTb BbINMOSIHEH nocne (UM BO BpemsA) npouecca cbopa
GroOMeTPUYECKNX faHHbIX U/unn nocne npouecca o6paboTKM curHana, kak nokasaHo MyHKTUPHbIMU ANHUAMMN
Ha pucyHke 2. lMpouecc OABI MoxeT Takke OblTb BbINOSIHEH Mocne paboTbl MOACUCTEMbl CpaBHEHUA WU
NnoACUCTEMbI NMPUHATUA pelleHuin (faHHaa peanu3alns He nokasaHa Ha pUCYHKe 2) WM B HECKOJIbKMX TOYKax
cuctembl. Kpome TOro, B cMcteme MOXeT ObiTb peann3oBaHOo annapaTtHoe, BpeMeHHoe Wan DyHKLMOHanbHoe
pacnapannenueaHve npouecca c6opa OMOMETPUYECKUX AaHHbIX C Le/iblo pacrno3HaBaHWMs JIMYHOCTU U
npouecca o6HapyXxeHusa aTtakm Ha OuomeTpuyeckoe npeabssneHve. B 6.4.2 n 6.4.3 npepctaB/ieHbl
[OMNONHUTENbHbIE CBefEeHWss O BO3MOXHbIX peannsaumax npouecca OABI B pasfiMyHbIX TO4ykax
6MOMETPUYECKON CUCTEMBI.

r 1
MoacncTtema c6opa
6V|0MeTpVIHECKI/IX AaHHbIX

Hapnexauwee
6romeTpuyeckoe

\Y

BromeTpuyeckuii
ckaHep

BromeTtpuyeckoe 3asBneHve

PucyHok 2 — CTpyKTypa 6MOMeTpryeckoii cucTeMbl 06LLEro BrUAa C NOACUCTEMON 0GHAPYXEHWsT aTak
Ha 6MoMeTpuYeckoe npeabsiBleHNE
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Ha pucyHke 3 npvBefieHbl A0MNOIHUTESIbHbIE CBEAEHUSA 0 KOMMOHeHTax nogcuctemsl OABI. B HeKoTopbIX
peanu3aumax nogencremol OABIT MOXET He 6bITb 6/10Ka n3BneveHnss npusHakos OABI, HO 610K cpaBHEHNSs
OABIN 1 xpaHuMble KpuTepun OABI ABnAOTCA 06s3aTeNbHbIMM KOMMOHEHTaMU noacuctemsl. Kputepun
OABI1 mMoryT 6bITb 06LWMMK AN BCEX CYOBEKTOB MM MHAVBUAYA/IbHBIMU ANS KaXKO0ro cybbekTa.

PrcyHOK 3 — KOMMOHEHTbI NoAcucTEMbl 06HApYXeHUa aTak Ha 6UomeTpuyeckoe NpeabsaBaeHne o6 ero Buga

6.4.2 O6paboTka AaHHbIX OABI OTHOCUTENBHO APYIUX GUOMETPUYECKUX NOACUCTEM

C60p 1 06paboTKy gaHHbIX OABIT 1 gaHHbIX BMOMETPMYECKOro obpasua cneayeTt pasgensitb BO BPEMEHN
n npoctpaHcTee. Oba Tvna AaHHbIX MOryT Cyl,ecTBOBaTb O4HOBPEMEHHO WM CYLLECTBOBaTb B OTCYTCTBUE
apyroro. Mpouecc OABI MOXET BbINOMHATLCA GUOMETPUYECKON CUCTEMOI OAHOBPEMEHHO, A0 WM nocne
npouecca paboTbl 060 n3 ee nogcucteM. KomnoHeHTbl nogcuctemsl OABIT MOryT 6biTb peann3oBaHbl B
KayecTBe OTAE/bHOM NOACUCTEMbI, MEXAY NpoLieccaMmn paboTbl HECKOTbKMX NOACUCTEM U/UNN OAHOBPEMEHHO
C Humn. PesynbtaTr OABIT MOXEeT 3aBMCETb OT MHOXECTBa MOJIlyYEeHHbIX GMOMETPUYECKMX 06pasLoB K He
0653aTe/IbHO ABNSETCA NPOCTbIM ABOUYHLIM UHONKATOPOM.

Mpumepsl

1 buomMeTpuUUYeCKniA cKkaHep MOXeT co3faBaTb AaHHble 6uomeTpuyeckoro obpasua u gaHHole OABI
4N Kaxaoro cobblTusa cbopa pfaHHbiX. B 3aBMCMMOCTM OT KOHCTPYKUMW OGMOMETPUYECKON CUCTEeMbI
61MoMeTpuYecKuii CkKaHep MOXeT BbIBOAUT b laHHble 6UOMeTpuyeckoro obpasua He3aBucnmMo oT pesdybTaTa
npouecca OABI nan TONbLKO B TOM cnyyae, ecnum nogeuctema OABI He obHapyxuna aTaku. MNMpu co3gaHnu
faHHbIX OABI 6e3 nonyyeHns 6uomeTpuyeckoro obpasua pesynbsTtaTom OABI 6yaeT ABNATbLCA NPOCTON
ABOVYHbIN UHAUKATOP 06HAPYXEHHOW aTaku.

2 Mony4yeHHble faHHble OABI mMoryT 6bITb NpoaHanu3npoBaHbl B npouecce 06paboTKM curHana
nocsne nonyyeHus 6uomeTpuyeckoro obpasuya. B aTom cnyyae 6uomeTpuueckunii obpasew, 6uomeTpuleckmne
npu3Haku nnm 6uoMeTpuyeckas Mofesnb, NoNYyYEeHHble N3 NOLCUCT EeMbl 06paboTKN curHana, MoryT COMpoBO-
XaaTbca nokazaTenem OABI, onpefeneHHbiM B npouecce 06paboTKu curHana.

3 Mpouecc c6opa gaHHbIXx OABIM 1 npouecc nx aHanmsa MoryT pa3gensaTbCcs BO BpeMeHU. B 3 Tom cnyvae
curHan 3sanycka o6paboTku faHHbix OABI xpaHnTCA ¢ 6MOMeTpuyYeckum obpasuom, GUOMeTpPUYECKUMU
npusHakamu nam 6nome T puyYeCcKon MOAENbIO.

MpumeuaHune — TakkakcucTeMa He BCErAa MOXET KOHTPOMPOBATL NpoLecc c6opa AaHHbIX B peXuMe peasb-
HOro BPEMEHU, BUAEOHABI04eHNE N aHa0TUYHbIe CNOCOGbI 3aNMcu MOTyT CcTaTb 3 (HEKTUBHBIM MEXaHU3MOM 0GHAPYXeHNs
atakM M aHanusa npouecca(oB) GMOMETPUYECKOTO MPeAbsB/IeHUss U YC/NOBU 6UMOMETPUYECKOro NpefbsBeHus, Kak,
Hanpumep, o6HapyXXeHnsi Kpaxkn CPeACcTB M3 aBTOMATMYECKMX KACCOBbIX MALLIWH C UCMO/Ib30BaHNEM HE3aKOHHO CO3[aHHbIX
Ay6n1MKaToB KapT. ATO MOr0 6bl MOBbLICUTL 3(MEKTUBHOCTL WUCMOML3YEMOrO METoAa O6HapyXeHus aTaku (ycneLHoro
WM HET) WM MpUHYXAeHust cy6bekTa. JaHHblii MexaHusm Mo3BOMSIET MOMYUYUTb LOMOSHUTENbHblE GUOMeTpUUYeckue
o6pasubl 415 PETPOCNEKTUBHOTO aHanu3a (Hanpumep, M306paxeHus nuua, nojlyyeHHble C KajpoB BuAeoHaGM0AeHUs
33 aBTOMATMYECKMMU KAacCOBbIMU MallMHaMW, AOCTYN K KOTOPbIM OCYLLECTB/SIETCS C MOMOLLbI OoTnevatka nasnbla), 4YTo
MO0 6bl YCUNNUTL (DAKTOP CAEPXMBAHUS atak Ha Takue cucTembl. OMNMUCaHHblE pelleHUst UCMO/b3yTcs B HacTosliee
BpeMsi A5 NpeAoTBpalLeHusi U 06HapyXeHNUs HeHaAexallero 1Cnosb3oBaHUsi CUCTEM U MOTYT MPUMEHSTLCS B KaYecTBe
pekomeHaauuii Npu peanusaumn 6UOMETPUUYECKUX CUCTEM.

6.4.3 BnusaHue peanusauymn OABIT Ha 06MeH AaHHbIMU

KomnoHeHTbl nogcuctembl OABI MOTyT GbITb peasin3oBaHbl B Pa3/IMUHbIX TOUKaX CUCTEMbI (KTMEHTCKOA
WM CEpPBEPHOI YacTU CUCTEMbI, MHTEpPEiCHON WM NPUKNAAHOK YacTu, MOOWILHOM YCTPOICTBE WM B
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nporpaMMHoM o6ecneyeHun npunoxenus/obnake). MpoaykTol, nogaepxusatowmue OABI, MOryT npeacraBnsATb
coBGOoI pasnuyHbIe YCTPOWCTBA U ObITb peanu3oBaHbl B Pa3fMYHbIX TOYKaX CUCTEMDI.

Hwxe npuBeaeHbl BO3MOXHble noaxodbl kK OABIN, HEKOTOPbIE U3 KOTOPbIX HE CBSA3aHblI C MPOLECCOM
oBMeHa AaHHbIMKU (MM HEe 3aBUCAT OT HETO).

Mpouecc OABIT MOXET BbINONMHATLCA HA BUOMETPUUECKOM ckaHepe. [pu ncnonb3oBaHUM YyCTPOMUCTBA,
MMEIOLLIEr0 AO0CTATOYHYIO BbIMUCIIMTENbHYIO MOLLUHOCTL Ans BbiNOoNHeHusa npouecca OABI, MOXeT He
TpeboBaThcA nepeaaya pesynsrata OABIT n3 ycrpoicTea (HanpumMep, nepeaada Ha KoMnbloTep 6a3bl AaHHbIX,
cepBep unu npunoxenue). BoiBoa aaHHbIX BuoMeTpuyeckoro obpasua unv npefocTaBneHne npae Aoctyna
(MM HEBBINONMHEHUE YKa3aHHbIX AEWCTBUIN) MOXET ObiTb AOCTAaTOMHbLIM NOKa3aTenem pesynsrara npouecca
OABIN.

C Apyrov CTOPOHbI, Aa)e eCNK BCe KOMMOHEHTLI nogcucteMbl OABI peanu3oBaHbl B BUOMETPUYECKOM
CKaHepe, NPUNOXeHUs C yA3BUMOCTSAMU BbICOKOW CTEMEHU pUCKA MOrYT HanpaBWTb 3anpoc Ha MonyyeHue
uHdopMaLuum O B3aUMOAEWCTBUM C OUOMETPUYECKUM CKaHEpPOM, AaHHbIX O HEeyAaBLUMXCA NOnbITKax
M HagexHocTu 6uomerpuyeckoro obpasua Ha OCHOBaHWM [AOCTYNHbIX AaHHbiX OABI1 (Hanpuwmep,
HeoBbpaboTaHHbIX AAHHbIX UMW OLIEHOK).

OaHHble OABIN MoryT ObiTb MOMyYeHbl AOBEPEHHbIM YCTPOWCTBOM UM MEpeaaHbl Ha CepBep WU B
npunoXxeHne (3anyLeHHoe nporpaMMHoe ofbecnevyeHue, COo3[aHHOEe ApYruM paspaboTyMkoM) C UEenbio
NPUHATUS PELLEHUA MO YTBEPXAESHUIO MMYHOCTU U NpaBax A4oCTyna. B 3aBUCUMOCTU OT NPUIOXKEHUS AaHHbIE
OABI, BKNOYEHHbIE B Npouecc oOMeHa AaHHbIMK, MOTYT NpeAcTaBnsiTb co0oW HeobpaboTaHHble AaHHbIe,
nepesaBaemble B TOM BUAE, B KOTOPOM OHU ObifM MOMyYeEHbl, UNK NOKasaTenu U AaHHble, U3BMEYEHHbIE 10-
KanbHbIM YCTPOWCTBOM M3 BUOMeETpuYeckoro odbpasua.

7 NMpornBoaencTBME aTakam caMO3BaHLLa Ha OMoMeTpuueckoe npeabsaBreHue
B OMOMeTpUUYEeCKOn cucTteme

[nsa npoBeaeHust yCneLwHol atakm caMmo3BaHLa Ha BUOMETpUYECKOe NpeabABneHne B GUOMETPUHECKOMN
cucreme:

1) GBuometpuueckuii obpasel Ana NpoBeAeHNUs aTakn Ha BUOMETpUUECKoe npeabsaBneHne 40oMmkeH ObiTb
nony4eH nogcucrtemon cbopa GUOMETPUYECKUX AAHHBIX;

1) Buometpuyeckuii obpaseL Ans NpoBeaeHUs atakn Ha GUOMETpUYEcKoe NpeabsaBNeHne JOMKeH ObITh
ycnewHo o6paboTaH aAns nony4YeHns GuoMeTpuyeckoro wabnoHa unu GuoMeTpudeckor npoodel;

Ill) pewieHne o cpaBHEHUM BUOMETPUYECKON NPOGbI UM GUOMETPUYECKOro WabnoHa, NONyYeHHbIX B
npouecce araku Ha GUOMETpUYECKOE NpeabsaBneHne, 1 OMOMETPUYECKOTO KOHTPOMBHOIO WwabnoHa AOMKHO
ObITb MONOXUTENLHLIM;

IV) npoBeaeHue ataku 4OMMKHO ObITh peann3oBaHo npu cobnogeHun mep 6e30nacHOCTU HA CUCTEMHOM
YPOBHE;

V) noacuctema OABI, npn ee Hanu4umM B CUCTEME, HE AOMKHA KnaccuduumpoBaTb NpeabsaBNeHHbIN
BrnomeTpuyecknii obpasel, kak nonbITKy aTaku.

ATaka Ha BMOMETPUYECKOE NPeAbSABNEHME MOXET OblTb NPEAOTBPALLEHA Ha NIOOOM M3 9TUX 3TanoB B
3aBMCUMOCTM OT TUNa OMOMETPUYECKOIN CUCTEMBI U CIIOXKHOCTM ataku. Hanpumep (B COOTBETCTBUU C NOPSAKOM
3TanoB NPOBEAEHUA aTaku, NPeACTaBNEHHbIM BbILLE):

1) mMOXeT ObITb NoONy4YeH oTkas B OMOMETPUIECKOI permcTpauun aptedakra dnarogaps 0Co6eHHOCTAM
KOHCTPYKLUMM OUOMETPUYECKOTO CKaHepa W CBOWCTB, KOTOPblE OH KOHTPOMMPYET MpU MOMyYeHUM
BGuomeTpuyecknx o6pasLioB, HanpuMep Npu NpeabsBIEHUM CUITMKOHOBOIO MOAAENbLHOrO oTnevarka nansua
€MKOCTHOMY CKaHepy OTne4yaTKoB narnbLeB;

1) nogcucrema 006paboOTKM CuUrHama MOXET OTKMOHUTbL OuoMeTpuyeckuini obpasel, MOnyyYeHHbIn C
ucnonb3oBaHuem apredakra, BBUAY HEYAOBNETBOPUTENBHOIO Ka4YeCTBa;

1) pesynetat CpaBHEHUS MOXET He NPEBbIWATbL YCTAHOBMEHHbLIA MOPOr MPUHATUSA PELUEHUn BBUAY
UCMONb30BaHUSA ANS CPABHEHWUSA NEYATHOW KOMUU UCTUHHOTO BUOMETpUYECcKoro obpasua HU3KOro Ka4yecTBa;

IV) npegbsABneHWe ronoBbl MaHEKeHa B HATypamnbHYlO BEMUYMHY, BEPOATHO, OyAeT 3ameyeHo
onepaTopoM CUCTEMBI.
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MpunoxeHune OA
(cnpaBouHoe)

CBefieHMs1 0 COOTBETCTBUM CChUTOYHbLIX MEXroCYyAapCTBEHHbIX CTAHAAPTOB MEeXAYHAPOAHbLIM
CTaHAapPTaM, UCNOMb30BaHHbLIM B Ka4eCTBe CCbITIOYHbIX
B NMPUMEHEHHOM MeXAyHapOAHOM CTaHaapTe

Tabnuya JA1

O6o3HayeHne cCbiNOYHOro CreneHb O6o3Ha4yeHne N HaumeHoBaHne
MeXrocyjapCTBeHHOro craHgapta CoOoTBETCTBUA CCbINOYHOro MeXayHapoaHoro ctaHgapTa

[OCT ISO/IEC 2382-37—2016 IDT ISO/IEC 2382-37:2017 «MHdPOPMaLMNOHHBIE TEXHONOTUN.
CnoBapb. Yactb 37. Buometpua»

FOCT ISO/IEC 19794-1—2015 IDT ISO/IEC 19794-1:2011 «MHpOpMaLUNOHHEIE TEXHONOTUN.
dopmatbl 0bmeHa GuomeTpudeckuMu gaHHbiMu. YacTe 1.
CTtpykrypa»

MpumeyaHune — B HacTosleid Tabnuue wcnonb3oBaHO cneaylollee ycnoBHoe o603HavYeHWe CcTeneHu

COOTBETCTBUS CTaHAapTOB:
- IDT — naeHTUYHbIE CTaH[apThI.

MNpunoxenue OB
(cnpaBouHoe)

ConocTtaBrieHne CTPYKTYpPbl HACTOSALLEro CTaHAapTa co CTPYKTYPON NPUMEHEHHOTO
B HeM MeXOyHapoaHOro craHaapra

Tabnuuya [OB.1

CTpyKTypa MexayHapoaHoro ctaHgapra
CTpyKTypa HacTosiLero cTaHAapTa 2 WVFIJCO/MSA% 30p1 ;‘7_1 2016 aap

MpunoxeHuwe JA CBefeHUA O COOTBETCTBUU CChINOYHBIX MEXIO-
CyAapCTBEHHbIX CTaHAAPTOB MEXAYHapOoAHEIM CTaHfapTam, UCNonb-
30BaHHbBIM B KA4€CTBE CChINIOYHBIX B NPUMEHEHHOM MEXAYHaPOAHOM
CTaHZdapTe

Mpunoxerue b ConocTaBneHue CTPyKTYpbl HACTOSALLEro CTaH-
AapTa co CTPYKTYpOi MPUMEHEHHOIrO B HEM MEXLYHapogHoro cTaH- —
JapTa

MpumedvyaHune — ConocTaBreHne CTPYKTYpbl CTaHAapTOB MPUBEAEHO Ha4YuHas ¢ mpurioxeHus A, Tak Kak
npeablgyLine pasgerns CTaHAapToB UAEHTUYHBI.
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