@®EQEPAJIbHOE ATEHTCTBO

MO TEXHUYECKOMY PEMYNIUPOBAHUIO U METPOJIOIMK

HALUVWOHANBbHBIN rocTP
CTAHOAPT
POCCUWCKOM 58603—
®EOQEPALMUMN 2019
(MCO/MIK

20922:2016)

UHdopmaLMOHHbIe TEXHONOrMun

MHTEPHET BELLEW

MpoTokon opraHU3auMM oyepenen AOCTaBKU
TenemeTpuueckux coooueHmn MQTT.
Bepcus 3.1.1

(ISO/IEC 20922:2016, MOD)

W3panue odpuumansHoe

Mocksa
Cranpapturdopm
2019


https://www.kruzhevo-len.ru/vyazanye-skaterti.html

FOCT P 58603—2019

Mpeaucnosue

1 NOAIOTOBNEH AkuuoHepHbIM 00LLIECTBOM «BCepoCcuiickuin Hay4Ho-UCCNeaoBaTenbCKUA UHCTUTYT
ceptucpmkaumu» (AO «<BHUUC») n OOLLECTBOM C OFPAHMYEHHON OTBETCTBEHHOCTLIO «MH(popMaLMOHHO-aHa-
TNIUTUYECKUIA BblUMCNIUTENBHBIN LeHTp» (OO0 UABL) Ha ocHOBE COOCTBEHHOTO MEPEBOAA HA PYCCKUIA A3bIK
aHrnosA3bIYHON BEPCUM AO0KYMEHTA, YKa3aHHOro B NyHKTe 4

2 BHECEH TexHu4yeckum komuteToM no craHaaptusauumn TK 022 «NHpopMaLUOHHbIE TEXHONOTUNY

3 YTBEPXXJEH W BBEJEH B [IEMCTBWE Mpukasom deaepansHOro areHTcTea no TEXHUYECKOMY pe-
ryrnupoBaHuIO U METPONOrumn oT 16 okTAbpsa 2019 r. Ne 1005-ct

4 HacrosiLmii cTaHaapT ABNAETCA MOANPULIMPOBAHHBIM MO OTHOLLEHMIO K MEXAYHAPOAHOMY CTaHAApPTY
MCO/M3K 20922:2016 «UHdopmaumoHHbIe TexHONoruun. MNMpoTokon opraHuM3auum ouepenen A0CTaBku Tene-
MeTpuyeckux coobuueHuin MQTT. v3.1.1» (ISO/IEC 20922:2016 «Information technology — Message Queuing
Telemetry Transport (MQTT) v3.1.1», MOD) nyreMm usMeHEHUs ero CTPyKTypbl Ansl NpMBEAEHUA B COOTBET-
CTBME C MpaBunamu, ycraHosneHHoiMu B FOCT 1.5 (noapasaenst 4.2 u 4.3). CpaBHeHUE CTPYKTYPbl HacTo-
AILEero craHaapTa Co CTPYKTYPOUW yKasaHHOIo MeXAyHapOoAHOro craHjapra NpUBEAEHO B AOMNONMHUTENBHOM
npunoxexuu

5 BBEJIEH BINEPBbIE

6 HekoTopble NONOXEHUA MEXAYHAPOAHOIO CTaHAapTa, YKa3aHHOrO B NYHKTE 4, MOTYT ABNATLCA 00b-
eKTOM naTteHTHbIX npaB. UCO n M3K He HecyT OTBETCTBEHHOCTHU 3a UAEHTU(UKALMIO NOAOGHbIX NAaTEHTHbIX
npas

lpasuna npumeHeHus Hacmosweeo cmarHdapma ycmaHoaneHs! 8 cmampe 26 ®edepanbHo20 3aKoHa
om 29 uwHa 2015 2. Ne 162-03 «O cmanlapmusauyuu e Pocculickoli ®edepauuuy. VHpopmayus 06 u3-
MEHEHUSX K HacmosaweMy cmaHdapmy nybrukyemcs 6 exe200HOM (no cocmosaHuo Ha 1 sHeapsa mekyuie20
200a) uHhopMayUoOHHOM yKaszamene «HayuoHanbHble cmaHd0apmbiy, a ochuyuanbHblll mekem usMmeHeHull
U 10npaeoK — 8 EXEeMECAYHOM UHGOPMaUUOHHOM yka3amene «HauuoHanbHbie cmaHOapmel». B criyyae
nepecmompa (3aMeHbi) unu ommMeHbl Hacmosuweeo cmaHfapma coomeemcemeyowjee ysedomneHue 6ydem
ony6nukosaHo e bruxaliluem 6bilycKe eXeMeCAYHO020 UHOPMAayUOHHO20 ykasamensa «HauuoHarnbHbie
cmanOapmbiy. Coomeemcmeyrowjasa uHgopmayus, yeedoMneHuUe U meKcmsl pasMmewjalomes makxe 6 UH-
ghopmayuUoHHOU cucmeme obuieeo nob30s8aHuUs1 — Ha oguyuanbHoM calime ®edepanbHo20 azeHmemaea rno
MEXHUYECKOMY pezyriupoeaHuro u Memponoauu 6 cemu VIimepHem (www.gost.ru)
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BBeneHue

MQTT — KknueHT-cepBepHbI NPOTOKON Nepeaaymn coobLIeHHIi, OCHOBAHHBIA Ha Moaenu «usaaTtenb —
noanucuYuky. OH ABNAETCH NErkuM, OTKPbITLIM, MPOCTLIM, U CNPOEKTMPOBAH TakuM 06pa3oM, 4ToObl €ro nerko
MOXHO ObINno peann3oBaTtb. [JaHHbIE XapakTePUCTUKKU AEnatoT €ro uaeanbHbIM A5 UCNONb30BAHUA BO MHOTUX
CcUTyaLusiX, B TOM YUCNE B OFPAHMYEHHBIX Cpedax, Hanpumep, Ans opraHu3aummu CBA3U B Cpeae MEeXMALLNH-
Horo B3aumopecTeua (M2M) n UntepHera sewen (loT), rae Tpebyerca HebonbLLON pa3Mep Koga u/unu npo-
NyckHas CNoCOBHOCTb CETU ABNSIETCA NPUOPUTETOM.

[MpoToKkon BLINOAHAETCA C UCNONL30BAHWEM NPOTOKONOB U3 Habopa TCP/IP unu yepes apyrue cetesble
NPOTOKOSbI, KOTOPbIE 06ECNEeYnBalOT YNOPsiAO4EHHbIE [1ByHaNpaBneHHble coeauHenns 6es notepb. Ero gyHk-
LUK BKAIOYAIOT:

a) ucnonb3oBaHue WwabnoHa NPOEKTUPOBaHUS «U3AaTeNb — NOAMNUCYUK», KOTOPLIN 06ecneunBaeT pac-
npeaeneHne CoobLLEHNI MO NPUHLMMY «OAUH KO MHOTUMY;

6) aocTaska coObLLEHMIA, He 3aBUCsALLAs OT COAEPXKMMOTO UHPOPMALIMOHHOTO HANOSHEHUS;

B) TPU YPOBHSA KadecTBa ycnyru (QoS) nepeaaymn faHHbIX:

- «He 6onee oaHoro pa3say, koraa coobLEeHUA 4OCTABNSAIOTCA B COOTBETCTBUM C ONTUMAsIbHLIMMU 3aTpa-
TaMu onepauuoHHou cpeabl. MoXeT npon3onTu notepa coobLleHuin. [JaHHbIN YPOBEHb MOXET UCMONb30BaThb-
cd, Hanpumep, ANs NepefayYy AaHHbIX AaT4nka TEMNEpaTypbl OKPYXXaloLwen cpeabl, rae NoTepsi OTAenbHOro
U3MEPEHUS HE UMEET 3Ha4YEHUs, NOCKONbKY BCKOpe nocne 3roro Gyaer onybnukoBaHo cneayiollee nsMepe-
HUE;

- «He pexe ogHOro pasa», B 3TOM Cfly4ae rapaHTupyerca 40cTaBka CoOOLLEeHNI, HO BO3MOXHbI Ay Onu-
KaTbl;

- «PoBHO ofuH pasy, B 9TOM Cry4Yae rapaHTUpyeTca A0CTaBka COOGLLEHWI POBHO OAWH pa3. [aHHbIv
YPOBEHb MOXET NCMONb30BaTLCA, HAaNpuMep, B GUNNMUHIOBLIX CUCTEMAX, TA€ AYONUPYIOLMECS UMK NOTepsiH-
Hble COOOLLEHMA MOTYT NPUBOAUTE K MPUMEHEHUIO HENPABUAbHLIX COOPOB;

r) manbii 06bem cryxe6Horo Tpaduka u NPoTOKONbHLIE OOMEHbI CBOAATCA K MUHUMYMY ANSi CHUKEHUS
CeTeBoro Tpaduka;

4) MEXaHU3M yBEAOMIIEHUS 3aNHTEPECOBAHHbIX CTOPOH B Cly4ae aBapuitHOTrO pa3pbiBa CBsI3W.
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Information technology. Internet of things.
Message Queuing Telemetry Transport (MQTT) v3.1.1

Dara BBepeHna — 2021—01—01

1 Obnactb NPUMEeHeHusA

Hacrosawmii crangapt onpeaenset Tpebosanua k paspabdorke Knuenta MQTT u peanusauun Cepsepa
MQTT.

O6Gsa3aTenbHble HOPMATUBHLIE NOMOXEHWUS HACTOALLEro CTaHaapra, cocTaBnsiowme TpeboBaHus K pe-
anusauuu npotokona MQTT, oTMeYeHbl cneuyuansbHbiMU 0603HaYEHUAMU, CCOOPMUPOBAHHBIMK MO LLIAGNOHY
[MQTT-x.x.x-y] (cM. pasgen 3), 1 pasMeLleHHbIMA Ccpa3y Nocne COOTBETCTBYIOLLEr0 HOPMaTUBHOIO MONOXe-
HUA. [onHbIN NepeveHb 00A3aTeNnbHbIX HOPMATUBHBIX NOMOXEHUI CNPABOYHO NPEACTaBIEeH B NpunoxeHuu b.

CTeneHb 3HAaYMMOCTW OTAENbHbIX TPEGOBAHMII U NONOXEHUI HACTOALEro craHgaprta obo3HavaloTcst
cneymanbHbIMU TEPMUHAMM, MPUBEAEHHBIMW B noapasaene 2.1 HacTosALWero craHaapra.

Kputepum oueHkm cootBetcTBuA peanusauun KnueHta MQTT unu Cepsepa MQTT TpeGoBaHuaM Ha-
CTOALLEro CTaHgapTa, npuBeeHble B paszerne 9 HaCcToALLEro ctaHaapra.

2 TepMUHbI N onpeaeneHns

B HacToslLLeM CTaHAapTe NPUMEHEHbI CrieayoLLe TEPMUHBI C COOTBETCTBYIOLLIMMU ONpeaeneHUsIMM.

2.1 Knioyesble cnosa «JOIPKEH», «HE OOJDKEH», «TPEBYETCA», «BYAET», «HE BYOET»,
«CINEQYET», «<HE CIIEQYET», «<PEKOMEHOYETCSA», «MOXET» u «OMNUMNOHANBHO» B Hacroswewn
Cneumdukaumm MHTEpPNpPeTUpYKTCs, kak onucaHo B IETF RFC (paGovem npeanoXxeHun uHxeHepHown pabo-
yeli rpynnel MHTEpHeTa) 2119 [1], cneayowmmM o6pasom:

2.1.1 AOJDKEH (MUST), a Takke Tepmunbl «Tpebyetcay (REQUIRED) u «HyxHOo» (SHALL) ucnonb3y-
eTcs Ans TpeboBaHuii, KOTOPbIE ABNSKOTCA aBCONOTHO HEOOXOAUMBIMU B AAHHOW cneuundukauun.

2.1.2 HE QOMKEH (MUST NOT) unu cnoea SHALL NOT (He no3eonsieTcsa) o3Havalor abCONIOTHBII
3anper B paMkax cneumgukagum.

2.1.3 CNIEQYET (SHOULD), a Takxe rmaron pekomenayerca (RECOMMENDED) ucnonb3yetrca ans
0603HayeHus TpeboBaHuii, OT BbINOMHEHUS KOTOPLIX MOXHO OTKA3aTbCA NPU HaNUYMKU pasyMHbIX NPUYUH.
OpaHako npu TakoM OTKa3e cregyer NoOMHUTb O BO3MOXHbLIX Npobnemax B pe3ynbrare oTkasa U NPpUHMMaThb
B3BELLEHHOE peLleHue.

2.1.4 HE CNIEQYET (SHOULD NOT) u rnaron He pekoMmeHayetca (NOT RECOMMENDED) ucnonb3y-
0TCA NPUMEHUTENBHO K OCOBEHHOCTSIM MU (DYHKLMSM, KOTOPLIE AONYCTUMbI M MOTYT ObiTh NONE3HLIMU, HO
MOTYT BbI3blBaTb Npobremsl. Mpu peanusauum Takux ONLMI CneayeT yuuTbliBaTb BO3MOXHOCTb BO3HUKHOBE-
HWA Npobnem u NPUHUMATL B3BELLUEHHOE peLLEeHUE.

U3paHue opuumanbHoe
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2.1.5 MOXET (MAY), a Taioke npunararenbHoe HeobsizatenbHblii (OPTIONAL) 0603HauyaloT aneMeHThI,
peanu3aums KOTOpbIX ABNAETCA HeobAsaTenbHou. OfHU pa3paboTymKku MOTyT BKIIIOHaTh Takue onuuu B CBOIO
NPOAYKLMIO ANA pacLLUMPEHUA BO3MOXHOCTEN, a ApyrMe — OnycKkaTb B LeNnsix ynpoileHusi. Peanusauus, He
BKIIOYAIOLLASA TY UMM MHYIO ONUMIO, AOMKHA ObITb roToBa K pabote ¢ peanusaumsiMu, KOTOPbIE UCMOMNb3YIOT
3Ty onuuio (BO3MOXHO COBMeECTHasA pabota Gyaet obecneumBaTbCsl 3@ CYET HEKOTOPOTO yuiepba yHKLMO-
HanbHOCTK). Bknioyaowme onuuio peanusaunmn AOMmkHbl ObiTb rOTOBbI (€CTECTBEHHO, 6e3 UCnonb3oBaHUA
Takon onuuu) K B3aMMOAENCTBUIO C peanu3auuaMm, KOTOPbIE TaKylo OMNLMIO HE NOAAEPKUBAIOT.

2.2 ceteBoe coenquHeHmne (network connection): CTpykTypa, npegocraesnsiemas 6a3oBbiM TPaHCNOPT-
HbIM MPOTOKOSIOM, KOTOPbIN ncnonb3yerca MQTT.

- noaknoyaer Knuenra k Cepsepy;
- NPEefOoCTaBNsAET CPeACTBA ANS OTNPABKU YNOPSAOYEHHOTO NoToKka 6aiToB B ABYX HanpaBneHusix bes
novepsb.

MpumMmevyaHue — MNpumepsl NpuBegeHs! B noagpasaene 7.2.

2.3 coobmenmne npunoxenua (application message): laHHble, nepeaaBaemMbie npotokoriom MQTT no
cetu Ana npunoxenus. Mpu nepeaade cooblieHuit ¢ ucrnonb3osaHuem npotokona MQTT obecneunsaeTcs
COOTBETCTBYIOLUWI YPOBEHL Ka4€CTBa YCNYr Nepeaayvum AaHHbIX U YKa3biBaeTCA Ha3BaHME TEMbI.

2.4 knvenr (client): Mporpamma unu ycTponcreo, ucnonb3yiowiee MQTT. KnueHT BCeraa yctaHaBnmBa-
€T ceTeBoe noakmnmo4veHune Kk Cepaepy. KNnMeHT MOXeT:

- ony6nukoBaTb COOOLLIEHUA NPUIIOXKEHWNIA, B KOTOPbIX MOTYT ObITb 3auHTEepecoBaHbl Apyrne KnueHTol;

- BbINOAHWUTBL NOANUCKY ANA 3aNpoca COOBLLEHNI NPUNOXKEHUS, B NONYYEHUN KOTOPbIX KNUeHT 3auHte-
pecoBaH;

- OTMEHUTb NOANMUCKY, YTOObI yAANUTbL 3aNpOC Ha COOBLLEHUS NPUNOXKEHWUIA;

- OTKNIOUNTLCA OT Cepaepa.

2.5 cepBep (server): MNporpamma unu yCcTpoiCTBO, KOTOPOE BLICTYNAET B KA4ECTBE NOCPEAHUKA MEXay
KnueHtamu, KoTopble ny6rnkyloT coobLUeHUs NPUIOXKEHWI, U KnueHTamu, koTopble BbINOAHUAKM Moanucku.
CepBep MOXeT:

- NPUHUMATb CETEBbIE NOAKMIOYEHNSA OT KNneHTos;

- NPUHUMATh COOOLLEHUA NPUNOXEHUIA, NyGnukyemble KnueHtamu;

- obpabaTbiBaTb 3aNpOCkl HA MOAMUCKY U OTMEHY NOAMUCKM OT KnneHToB.;

- MepecbinaTb COOOLLIEHUSA NPUINOXEHWIA, COOTBETCTBYIOLLME NogNuckam KrnnmeHToB.

2.6 noanucka (subscription): Moanucka BkNOYaeT PUILTP NO TEMaM M MaKCUMarbHbIA YPOBEHb Ka-
YecTBa ycnyr nepegayn gaHHbIX. llognucka cessaHa ¢ ogHMM CeaHcoM. CeaHC MOXET BKMHOYaTb HECKOMBKO
Moanucok. Kaxxaasa Moanucka B paMmkax CeaHca UMEET pasnuyHbie punsTpbl No TEMaM.

2.7 nasBaHue Tembl (topic name): MeTka, NnpuKpenneHHasa K COOOLLEHMIO NMPUIOXEHUS, CONOCTaBse-
mas ¢ Noanuckamu, ussectHeiMm Cepaepy. Cepeep OTNPaBnseT KOMuI0 COOOLLEHNSA NPUNOXEHUS KaXaoMy
KnueHTy, uMmetoLiemy CoOTBETCTBYIOLLYIO Moanucky.

2.8 duneTp no Temawm (topic filter): BoipaxkeHue, cogepxalleecs B NOANUCKE, onpeaensiowee nHTepec
K COODLLUEHWAM OfHON UMM HECKONbKMX TEM. PUMBTP TEMbI MOXKET COZEP>KaTb NOACTAHOBOYHLIE 3HAKM.

2.9 ceaHc (session): MexceTeBoe B3aumoaencTesme mexay KnueHtom n CepBepom C COXpaHeHMeMm
COCTOsAHUSA. HekoTopbie CeaHchl NPOAOMKAIOTCA TONbKO BO BPEMSI CETEBOIO COEUHEHUS, APYrMe MOTyT OXBa-
TbiBaTb HECKOMbKO MocnefoBaTerbHbIX CETEBbIX COeAnHEeHnn Mexay KnueHtom n Cepeepom.

2.10 ynpaensawowuin naket MQTT (MQTT control packet): MakeT uHcpopmaumm, KoTopelil oTnpaens-
ercqa yepes Ceresoe noaknoveHune. Cneumdpukauma MQTT onpeaenser YeTbipHaAUaTb Pa3NUYHbLIX TUMOB
yNpaBnsaoLwWmX NakeToB, 0ANH U3 KoTopbix (naket PUBLISH /OMYBIIMKOBATb/) ucnons3yetcs ans nepeaaym
COOBLUEHNI NPUITOXKEHUIA.

2.11 nocnednaa eonsa (will): Mexanuam npomokona MQTT, exmoqarowull cneyuansHoe coobLuueHue
npUnoXeHus u Habop xapakmepusyowux e2o napamempos, npedHasHaq4eHHbIl 0ns 06pabomku cumyauyutli
aesapuliHozo paspbiea coedureHus mexdy KnueHmom u Cepsepom, KOmopbie MO2ym 803HUKamMb npu:

- owubkax esoda/ebieoda u omkasoe cemu, oObHapyxeHHbix Cepeepom;

- npeebieHUsX epeMeHu oxudaHus Knuenmowm;

- owubkax cobnodeHusa npomokona.
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3 O603HauYeHns1 U COKpaleHUs

3.1 O603HaYeHNA

3.1.1 [MQTT-x.x.x-y]: O603HauaeT NONOXeHUA HACTOALLEro CTaHAapTa, 006s3arenbHble C TOYKM 3peHus
TpeboBaHwuii k npotokony MQTT, rae x.x.Xx — HOMep pasgena, y — nopsakosbii HOMEP MOJNOXEHUsSI B paMKax
pasaena. O6o3Ha4YeHne pa3meLLaeTcsl HeNOCPEACTBEHHO NOCe NepPBOro NOSBNEHUs1 COOTBETCTBYIOLLIETO NO-
NOXKEeHUs B TEKCTE HACTOALLEro craHaapra.

3.1.2 U+XXXX: Obo3Ha4aeT Homep cumeona B koguposke UTF-8, rae X — cumBon uucna B 16-m uc-
yucnenuu (0ot 0 go F).

3.2 CokpaueHua

MQTT KnueHT-cepBepHbI MPOTOKON nepeaayu coobLieHun, OCHOBAHHLIM Ha Moagenu «usparenb —
NoANUCHUKY

UTF-8 dopmar npeobpasoBaHusa FOHuUKoaa, 8-6ut

ASCII 7-GUTHbII KOAUPOBAHHLIN HAGOP CUMBONOB

QoS KauyectBo npegocraBnsembix ycnyr

TCP/IP  Habop ceTeBbIX NPOTOKONOB Nepeaayn 4aHHbIX

UDP [poTokon nonb3oBaTenbCKUX gatarpamm

TLS MpoTokon 3awuTbl TPAHCNOPTHOIO YPOBHA

IANA AAMUHUCTPALMSA aapeCcHOro NpocTpaHcTBa MIHTepHeT
SSL YpoBeHb 3aLULLEHHbIX COKETOB

4 MNpepacraBneHne faHHbIX

4.1 but

Butbl B 6aiite 0603HaueHbl ¢ 7 no 0. BUT Homep 7 sBNsieTcsl cCambiM 3HA4YUMbIM OUTOM, HaMMeHee 3Ha-
yaiyemy Buty npuceanBaetcsi Homep 0.

4.2 LlenovyucneHHble 3HAYeHUA JAHHbIX

LlenoyncneHHble 3Ha4YeHUs AaHHbIX COCTaBnAlT 16 6uT B 06parHom nopsgke GanTos: crtapLumi 6ant
npeaLwecTByeT mnagwemy 6anty.

3710 03Havaert, YTo 16-OMTHOE CNOBO NMpPeacCTaBneHo B ceTu kak Haubonee 3Havawmi 6ait (MSB), 3a
KOTOPbIM CrneayeT HauMmeHee 3Havawun 6ant (LSB).

4.3 3akoaupoBaHHble cTpoku UTF-8

TeKkcTOBbIE MOMNSI B YNPABMSAOLLMX NaKeTax, ONUCaHHbIX HUXKE, KOAUPYIOTCA Kak cTpokn UTF-8. UTF-8
[2] — adhdhekTmBHLIN MeTOA KoaupoBaHust cumeonoB Unicode [5], KOTOPbIA ONTUMU3UPYET KOAOBYIO Tabnuuy
ASCII ana nogaepxku obMeHa TEKCTOBLIMU COOBLLEHNAMMN.

Kaxxaoit u3 aTux CTpok npeaLuecTsyeT npedmke AnNMHoN B ABa 6anTa, KOTOPbIN OnpeaensieT KONU4YecTBo
GanToB B caMoii koauposaHHol cTtpoke UTF-8, kak npueseaeHo B Tabnuue 1. CnegosatenbHO, CyLIeCTBYeT
OrpaHM4YeHune Ha pasmep CTPOKU, KOTOpas MOXeET ObITb NnepeaaHa B 04HOM U3 3TUX KOAUPOBAHHBLIX KOMMOHEH-
ToB UTF-8; HEBO3MOXXHO Nepeaarb CTPOKY pasamepom bonee 65535 GalT.

Ecnu He yka3aHo nHoe, Bce KoaupoBaHHble cTpoku UTF-8 mMoryT umeTb nobyio ANMHY B AnanasoHe oT
0 po 65535 GaiiT.

Tabnwuya 1— CTpykTypa KoaupoBaHHbIX cTpok UTF-8

But 7 6 5 4 3 2 1 0
BaiiT 1 OnuHa ctpoku MSB
Baliit 2 OnuHa ctpokn LSB
Bait 3... HanHble 3akogupoBaHHoro cumeona UTF-8, ecnun agnuHa > 0
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CUMBOIbHbIE JaHHbIE B koAMpOBaHHOW cTpoke UTF-8 OOIDKHbI GbiThb npaBunbHO cHOpMUPOBAHDI,
kak onpegeneHo cneuudukaumen Unicode [5] u noateepxaeHo B RFC 3629 [2]. B yacTHOCTH, 3TN AaHHble
HE OOJIPKHbI BknioyaTb kogoBble To4ku mexay U+D800 u U+DFFF. Ecnu Cepsep unu KnueHTt nony4aer
ynpasnAoLLmMin NakeT, coaepxaLyuin HenpasunbHo copmuposaHHbii UTF-8, on JOJDKEH npepsarb cetesoe
noaknoyeHue [MQTT-4.5.3-1].

3akoguposaHHas ctpoka UTF-8 HE JOJPKHA skniodatb KOgMpoBKy Hynesoro cumsona U+0000. Ecnu
nonyuarens (Cepsep unu KnueHT) nonyyaer ynpasnsiowmii naket, cogepxatumii U+0000, o JOIDKEH npe-
pBaTtb ceTeBoe coeguHeHne [MQTT-4.5.3-2].

B panHble HE CNEAOYET Bkniouatb koaoBble NyHKTbI Unicode [5], nepeuncnenHble Huwxe. Ecnu nony-
yarens (Cepeep unu KnueHT) nony4vaet ynpaensiowmin NakeT, coaepxaiyuin no6ou us Hux, o MOXKET npe-
pBaTb CETEBOE COEAUHEHME:

- ynpasnsiowue cumsonsl U+0001..U+001F;

- ynpasnsiowme cumsonbsl U+007F..U+009F;

- KOAOBbIE TOYKM, KOTOpbIE cornacHo cneuudukauyum Unicode [5] He aBnaoTca cumBonamm (Hanpumep,
U+0FFFF).

KoauposaHnHas UTF-8 nocnegosarensHocTb OXEF OxBB OxBF Bcerga AomkHa MHTEPNPETUPOBAaTLCS Kak
U+FEFF («<HEPA3PbIBHbLIV NMPOBEN C HYNEBOW LUMPUHOW»), rae 6bl OHa HU NOSABNANachk B CTPOKE, U
HE OOITKHA 6b1Tb NnponyLieHa unu yaaneHa nonydvarenem nakera [MQTT-1.5.3-3].

Mpumep — Cmpoka A, komopas npedcmaeneHa 3AMTTABHOMN JIATUHCKOU BYKBOU A, 3a komopoii criedy-
em kodoeast moyka U+2A6D4 (npedcmaensiioweld MOQEOMPAOUYECKOE PACLUMPEHUNE CJK cumeon B), kodupy-

emcs cnedyouum obpa3om, npueedeHHbIM é mabnuye 2.

Tabnuya 2 —NMpumep cTpoku B koguposke UTF-8

but 7 | 6 | S | 4 | 3 | 2 | 1 | 0

BainT 1 OnuHa ctpoku MSB (0x00)

o | o | o | o | o | o | o | o
bainT 2 [Anuna ctpokn LSB (0x05)

o | o [ o | o | o [ 1+ ] o |
BaiT 3 ‘A (0x41)

o | 1+ | o | o | o [ o | o |
BaiiT 4 (OxFO0)

o o ] o ] e ] o | o
Baint 5 (OxAA)

| o 1 ] o | o ] e | 1 ] o
BaiT 6 (0x9B)

| o ] o | 1 | | o | 1 R
BaiT 7 (0x94)

1 o | o | o ] 1 | o | o

5 ®opmar ynpasnsitouwiero nakera MQTT

5.1 CTpyKTypa ynpasnsiouwero nakera MQTT

Mpotokon MQTT pa6oTtaet, o6MeHuBasAcL cepueii ynpasnswowux naketos MQTT onpeaeneHHbIM 006-
pa3om. B gaHHOM pasaene onuckiBaeTcs hopmMar Takux NaKkeTo..

Ynpasnsowumin naketr MQTT COCTOMT U3 Tpex YacTen, BCeraa pacnonoXeHHbIX B CreayowemM nopsake,
npueseaeHHOM B Tabnuue 3.



Ta6nuua 3 — CTpykTypa ynpasnsiowlero naketa MQTT
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Ne Yactu ynpasnsaiowero naketa MQTT

1 DUKCUPOBaHHLIA 3aronoBoK, NPUCYTCTBYIOLLMIA BO BCex nakeTax ynpasneHna MQTT
2 MepeMeHHbIA 3aronoBoK, NPUCYTCTBYIOLLMA B HEKOTOPLIX NakeTax ynpasneHna MQTT
3 MonesHas Harpyaka, NPUCYTCTBYIOLLAA B HEKOTOPLIX NakeTax ynpasneHna MQTT

5.2 ®ukcupoBaHHbIN 3aronoBOK

Kaxxabiit ynpasnstowmin naket MQTT coaepxut (pMKCUpOBaHHbIN 3aronosok. B Tabnuue 4 npuseaeH

chukcupoBaHHbIi hopMaT 3aronoeka.

Tabnuuya 4 — OukcMpoBaHHbLIN hopmar 3aronoska

but 7 6 5 4 3 2 1 0
o ®naru, onpegenerHble AN Kaxgoro Tnna
Baiit 1 Tun ynpaenstowero naketa MQTT ynpaBnstoLero aketa MQTT
Baint 2... OcTartok 6aiiToB

5.2.1 Tun ynpaBnswowero nakera MQTT
Mosuuua: 6ait 1, OuUTbl 7-4.
3HayeHus, NpeacTaBneHHbIE B BUAE 4-pa3pagHoi BENMUMHLI 6€3 3Haka, npuBeaeHbl B Tabnuue 5.

Tabnuya 5— Tunbl ynpaBnstowmnx nakeTos

HassaHue 3HaveHve Hanpasnexue notoka Onucanune
3apesepBUpoBaHO 0 3anpelyeHo BapesepBupoBaHo
CONNECT 1 KnueHt — Cepsep Banpoc KnueHTa Ha nogkniodeHue k Cepeepy
CONNACK 2 CepBep — Knuent MoaTBepXAEHNE NOAKITICHEHNA
PUBLISH 3 Knment — Cepaep OnybnukosaTtb coobueHue
unu CepBep — KnueHT
KnueHt — Cepsep
PUBACK 4 wnn Cepeep — KnneHT MoaTBepAeHWe nyGnukauum
KnueHt — CepBep MonydeHne nybnukauum (4actb1 MexaHusMma ra-
PUBREC 5 o
unu Cepsep — KnueHt paHTUpOBaHHOW NOCTaBKK)
KnueHt — Cepsep CooblweHne pana nybnukauuu OTNpaBieHo
PUBREL 6 o
unu Cepsep — KnueHt (4acTb 2 MexaHUaMa rapaHTUPOBaHHOI NOCTaBKM
KnneHt — Cepeep My6nukaLua coobleHNna okoHYeHa (YacTb 3 Me-
PUBCOMP 7 _
unu Cepsep — KnueHT XaHW3Ma rapaHTUpoBaHHON NOCTaBKM)
SUBSCRIBE 8 KnueHt — CepBep Banpoc noanuckn ot KnueHta
SUBACK 9 Cepsep — KnueHnt MoaTeepXxAeHne NOAMUCKM
UNSUBSCRIBE 10 KnueHt — Cepeep 3anpoc 06 oTkase oT NoANUCKU
UNSUBACK 1 Cepsep — KnueHT MoaTBepXxAeHUe OTKa3a OT NOAMNUCKM
PINGREQ 12 KnueHt — Cepeep 3anpoc PING
PINGRESP 13 CepBep — KnueHt OtBet PING
DISCONNECT 14 KnuneHt — Cepeep CoobLeHune o6 oTknioueHun KnueHTa
3apesepBupoBaHo 15 3anpelyeHo 3apesepBUpoBaHo
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5.2.2 dnaru

OcranbHble 6uThl [3-0] Barita 1 B dhMKCMPOBAHHOM 3aronoBKe cogepxar cnaru, cneyuduyHbie ans
Kaxkgoro Tuna ynpasnsaowero naketa MQTT, kak npusegeHo B Tabnuue 6. Ecnu B Tabnuue 6 6ut dnara ort-
MeYeH, KaKk «3ape3epBMpoBaHOy», TO OH 3apesepBupoBaH ans byayuero ucnonb3osanus u JOIMKEH 6biTb
YCTaHOBIEH B 3Ha4YeHWe, yka3aHHoe B AaHHou Tabnuue [MQTT-5.2.2-1]. Ecnu nonyyeHHbIn NAkeT COAEPKUT
HeBepHble dnaru, nonyvarens JOIMKEH npepsatb ceTeBoe coeaunenne [MQTT-5.2.2-2]. bonee noapobHasn
uHcpopmaumsa 06 obpaboTtke owmbok npuesegeHa B noapasaene 7.8.

Tabnuya 6 — butel dnaros

YnpasnsAoLwuii naket PuKkcHpoBaHHble rarn 3aronoBkos But 3 But 2 But 1 But 0
CONNECT B3apesepBnpoBaHo 0 0 0 0
CONNACK 3apesepsBupoBaHo 0 0 0 0
PUBLISH Wcnonbayetea B MQTT 3.1.1 DUP! QoS? QoS82 RETAIN3
PUBACK 3apesepsupoBaHo 0 0 0 0
PUBREC 3apesepsuposaHo 0 0 0 0
PUBREL 3apesepBupoBaHo 0 0 1 0
PUBCOMP 3apesepsupoBaHo 0 0 0 0
SUBSCRIBE 3apesepBupoBaHo 0 0 1 0
SUBACK 3apesepBupoBaHO 0 0 0 0
UNSUBSCRIBE 3apesepBupoBaHo 0 0 1 0
UNSUBACK 3apesepBupoBaHo 0 0 0 0
PINGREQ 3apesepBupoBaHo 0 0 0 0
PINGRESP 3ape3epBuUpoBaHo 0 0 0 0
DISCONNECT 3apesepBuUpoBaHo 0 0 0 0

DUP! = MoBTopHas gocraeka ynpasnsioLiero nakera PUBLISH

QoS? = Kayectso ycnyru nepeaayum PUBLISH

RETAINS3 = ®nar coxpareHusi naketa PUBLISH

B nyHkTe 6.3.1 npuseaeHo onucaHune DUP, QoS n RETAIN B coctase ynpaensioLiero naketa PUBLISH.

5.2.3 OctaTtok baiToB

Mo3uuua: HaunHaetca ¢ banTa 2.

OcTtaTok 6aTOB — 3TO KONMYECTBO BanNTOB, OCTABLUMXCA B TEKYLLEM NakeTe, BKMOYas AaHHbIE B nepe-
MEHHOM 3aronoBKe M MOME3HYI0 Harpysky. B 910 uncno He Bxoaar 6anTbl, UCMONb3yeMbIe AN KOAUPOBAHUSA
€amoro yucna ocTaBLUMxcs B6anToB, yKa3aHHOTo B PMKCUPOBAHHOM 3aronoBKe.

Yucno ocraBLUMXCS B AAHHOM MakeTe OaWTOB KOAWPYETCS C UCMONb3OBAHUEM CXEMbI KOAMPOBAHUA C
nepemMeHHol ANUHON, KOTOpasa UCNONb3yeT oanH 6anT AnA 3HadeHun ao 127. bonee KpynHble BENUYUHbI 06-
pabatbiBatoTcsa cneaytolmm obpaszom. HaumeHee 3HaunmMble ceMb BUT Kaxkgoro GainTa KoaAUPYyIOT AaHHble, a
caMmblii CTapLumin 6UT UCMONL3YETCA ANS yKka3aHus, YTo B NpeACTaBneHun NPUCYTCTBYIOT cneayiowme 6anTobl.
Takum 06pasom, kaxabin 6ant kognpyet 128 3Ha4eHUn u «OUT NPoAOIMKEHMAY. MakCumMarnbHOe KOnMyecTBo
GaviToB B none «OcTaTok 6aiTOB» PABHO YETbIPEM.

Mpumep — JecsamuyHoe yucso 64 kodupyemcsi Kak 0OuH 6alim, decamuy4Hoe 3HayeHue 64, wecmHadyame-
puyHoe 0x40. Jlecamuy4Hoe yucno 321 (= 65 + 2*128) koAupyemcs kak dea Galima, HauMeHee 3Ha4YUMble yKa3bi-
earomcsi nepenimu. Mepewili 6alim paeeH 65 + 128 = 193. O6pamume eHUMaHue, Ymo eepxHulli 6um ycmaHoesneH
Ans ykazaHus xomsi 661 00Ho20 cnedyroujeeo 6alima. Bmopoli 6alim paeeH 2.

MpumedvaHune — KogupoBaHue octaTka 6alTOB NO3BOMSAET MPUNOXKEHUAM OTMPABMATL YrpaBnAloLLUe NakeTsl
pa3mepom fo 268435455 (256 MB). MpeacTaBneHune sToro Yncna B sakogmposarHHoM Buge: OxFF, OxFF, OxFF, Ox7F.

B Tabnuue 7 npuBeaeHsbl 3HaYeHusa octaTka 6anToB, NpeacTaBneHHbIe B NOPSAAKE BO3pacTaHWA Yucna
0anToB.

6



FOCT P 58603—2019

Tabnuya 7 — Pa3Mmep nonsa octatka 6anTos

Uuchpbl or fo
1 0 (0x00) 127 (OXTF)
2 128 (0x80, 0x01) 16 383 (OXFF, OXTF)
3 16 384 (0x80, 0x80, 0x01) 2 097 151 (OxFF, OxFF, Ox7F)
4 2 097 152 (0x80, 0x80, 0x80, 0x01) 268 435 455 (0xFF, OxFF, OxFF, Ox7F)

MpuMevaHus

1 Anroput™ KogupoBaHUA HeoTpuLaTernHoro Leroro (X) B cxeMy KOAMPOBaHUS C NePEMEHHOR ANNHOA BbIMAANT
cneayroLmm obpasom:

- BBOA

- encodedByte = X MOD 128

- X=XDIV 128

- Il ecnn ansi KOMPOBAHWS AaHHBIX JOCTYMHO Gonblie AaHHbIX, YCTaHOBUTe BEPXHWit BuT aToro Gaiita

- ecnu (X>0)

- encodedByte = encodedByte LA 128

- endif

- ‘output’ encodedByte

- korga (X > 0)

ecnu MOD sensieTcs onepaTtopoM modulo (% in C), DIV sisnsieTes ueneim genenuem (/in C), a OR — nopaspsagHeim
vnu (| B C).

2 AnropuTMm fekoaupoBaHus nons «OcTaTok 6aiiToB» BLIMMAAUT cneayrowmm o6pasom:

- MHOXMUTENb = 1

- 3HayeHue =0

- BBOJ

- encodedByte = «cneaytowuii 6aiiT U3 notoka»

- 3HayeHue + = (encodedByte AND 127) * MHOXUTeNb

- MHOXWUTenb * = 128

- ecnu (MHoxuTens> 128 * 128 * 128)

- BbIBOAMT owubky (HegonyctuMas OcTaTok 6aiToB)

- korga ((encodedByte AND 128)! = 0)

- rae AND — 6uTt-6muT 1 onepatop (& 8 C).

Koraa 3ToT anroputm 3aBepLUaeTcs, BENUYUHA COAEpPXUT 3HadeHne «OcTaBLUENCA ANUHBI».

5.3 NMepeMeHHbIN 3aronoBOK

HekoTopblie Tunbl ynpasnawowmx naketos MQTT cogep>xar KOMMOHEHT nepeMeHHoro 3aronoska. OH Ha-
XoauTcsa Mexay chMKCUpPOBaHHbLIM 3arofIOBKOM U MONE3HON Harpy3kon. CoaepmkuMoe NePeMEHHOrO 3aroyoBka
3aBUCUT OT TUNa ynpaensawoLwero nakera. MNone «AaeHTudukaTop naketa» nepemMeHHOro 3arornoBka ABnsaeTcs
0BLUMM ANA HECKONMbKUX TUNOB NaKeToB.

5.3.1 UpenTtudukatop naketa

B Tabnuue 8 npuBeaeHsl BanTel naeHTUUKaToOpa nakera.

Tabnwuya 8 — BaifTel naeHTUdMKaTopa NakeTa

But 7 6 5 4 3 2 1 0
Bant 1 NaeHTUMkaTop naketa MSB
Baiit 2 NoeHTudukartop naketa LSB

KOoMNOHEeHT nepeMEeHHOro 3arofioBka Afis MHOrMX TUMOB YNPaBnsAoLLMX NaKETOB BKNIOYAET B cebs none
naeHTudukaropa nakera u3 2 6aitos. Takumu ynpasnsiowmmmn naketamu asnsiotcs PUBLISH (rae QoS > 0),
PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK, UNSUBSCRIBE, UNSUBACK.

Ynpasnsiowme naketel SUBSCRIBE, UNSUBSCRIBE u PUBLISH (B cnyyasix, korga QoS > 0) AOIDKHbI
coagepxatb HeHyneBow 16-pa3psigHbi uaeHTudukarop nakera [MQTT-5.3.1-1]. Kaxabii pas, korga Knuent
OTNPAaBNAET HOBLIN NAKET 0AHOro U3 aTUX TUNOB, OH AOIMKEH Ha3HauMTbL eMy Hencnonb3yemblii B HACToALLEE

7
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Bpems naeHtudukarop nakera [MQTT-5.3.1-2]. Ecnu KnueHT nOBTOPHO OTNpaBRAET KOHKPETHbLIW yrpaBnsio-
wwmin naket, oH JOIMKEH ncnone3oBaTb TOT e MAeHTUdUKaTop nakera B NocrneayoLwmx NoBTOPHbLIX OTMpas-
Kax 3Toro nakera. MiaeHtudukatop nakera CTaHOBUTCA AOCTYMHbIM AFS MOBTOPHOrO UCMOMbL30BAHMA Nocne
TOro, kak KnueHt obpabotan COOTBETCTBYIOLMI NakeT noaTeepxaeHusi. B cnyvyae QoS 1 PUBLISH — aT0
cooreetcTBytomin PUBACK; B cnyvae QoS 2 — ato PUBCOMP. ina SUBSCRIBE unu UNSUBSCRIBE —
aTo cootBetcTByoWmit SUBACK nnn UNSUBACK [MQTT-5.3.1-3]. Te ke ycrnosusi NpuMeHsoTca K Cepeepy,
korga oH otnpasnser PUBLISH ¢ QoS > 0 [MQTT-5.3.1-4].

Maker PUBLISH HE JOIMKEH coaepxartb naeHtudukaTop nakera, ecnu ero 3HadyeHue QoS ycraHos-
nexo Ha 0 [MQTT-5.3.1-5].

Maketsl PUBACK, PUBREC unun PUBREL OOJDKHbI coagepxatb TOT e UAEHTUMUKATOP NaKeTa, Yto
U nepBoOHayanbHO oTnpaeneHHbiit naket PUBLISH [MQTT-5.3.1-6]. AnanornyHo SUBACK n UNSUBACK
OOIMKHbI coaepxaTb uAEHTUUKATOP NaKeTa, KOTOPbIM MCMONb30BancA B COOTBETCTBYIOLLUEM MakeTe
SUBSCRIBE n UNSUBSCIBE, coorBetctBeHHO [MQTT-5.3.1-7].

Ynpasnsaiowme naketol, Tpebytowme naeHtudukarop nakera, npuseaeHsl B Tadbnuue 9.

Tabnuya 9 — YnpaensoLwue nakeTsl, cogepxallyne ngeHTudmuKaTop naketa

Ynpasnstowuii naket | Mone uaeHTudpukaTopa naketa
CONNECT HET
CONNACK HET
PUBLISH DA (ecnu QoS > 0)
PUBACK OA
PUBREC
PUBREL OA
PUBCOMP DA
SUBSCRIBE DA
SUBACK OA
UNSUBSCRIBE OA
UNSUBACK OA
PINGREQ HET
PINGRESP HET
DISCONNECT HET

KnueHT n Cepep HasHavaloT MAEHTUDUKATOPLI NAKeTOB HE3aBUCUMO Apyr OT apyra. B pesynbrate
napel KnueHT-Cepeep MOryT y4acTBOBaTh B naparnsenbHeix 0OMeHax CooBLIEeHUI ¢ MICNOSb30BaHWEM OAUHA-
KOBbIX MUAEHTUPUKATOPOB NAKETOB.

TMpumep — Knuenm moxkem omnpaeums nakem PUBLISH ¢ udenmudpukamopom nakema 0x1234, a samem

nonyyume dpyzoli nakem PUBLISH ¢ udenmugukamopom nakema 0x1234 co ceoezo Cepeepa, npexde Yem oH
nonyyum PUBACK no omnpaeneHHomy PUBLISH.

KnueHt Cepsep
MaeHTndukatop naketa PUBLISH = 0x1234 — —
«— -- MaeHTndukatop naketa PUBLISH = 0x1234
MaeHTudpukatop naketa PUBACK = 0x1234 — —
«— -- NgeHtTudpukarop naketa PUBACK = 0x1234
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5.4 Mone3Hana Harpy3ka

HekoTopble ynpasnstowme naketel MQTT cogepxaT NONE3Hyl0 Harpysky B KauecTBe KOHEYHOW 4acTu
nakerta, Kkak onucaHo B rnaee 6. B cny4ae nakera PUBLISH — aro coobLyeHue npunoxenus. B Tabnuue 10
npuBeaeHbl yNpaensoLLmMe nakeTbl, B KOTOPble HE0BX0AUMO BKIOYaTh NONE3HYH Harpysky.

Tabnuya 10 — YnpasnatLme nakeTbl, cCOfepXaLline NonesHyro Harpysky

YnpasnswoLumii naket MonesHas Harpyska
CONNECT O6asaTensHo
CONNACK Het
PUBLISH OnuyuoHaneHo
PUBACK Het
PUBREC Het
PUBREL Het
PUBCOMP Het
SUBSCRIBE ObszaTtensHo
SUBACK ObszatensHo
UNSUBSCRIBE O6asaTensbHoO
UNSUBACK Het
PINGREQ Het
PINGRESP Het
DISCONNECT Het

6 Ynpasnsiowume nakerol MQTT

6.1 CONNECT — KnueHT 3anpawmsaeTt noakniovyeHue k Cepsepy

Mocne Toro, kak KnueHT yctaHoBun cetesoe coeguHeHne ¢ CepsepomM, NepsbIM NakeToM, OTrnpaBneH-
HbIM Knnentom Ha Cepsep, AOJPKEH 6biTb naket CONNECT (COEAUHEHUE) [MQTT-6.1.0-1].

KnueHnt moxet ornpaeutb naketT CONNECT 4epe3 ceTteBoe NMOAKIIOYEHUEe TONbKO oauH pas. Cepsep
OOIPKEH ob6paborarb Bropon naket CONNECT, otnpaBneHHbin KnueHTOM, kak HapylLleHue npoTokona,
U npepeatb coeuHeHue ¢ KnueHtom [MQTT-6.1.0-2]. Mndopmauus o6 obpabotke npuseaeHa B noapas-
nene 7.8.

Mone3Hasa Harpy3ka COAepXXMT OAHO UMM HECKONMbKO 3aKOAMPOBAHHBLIX nonein. OHu onpeaensiior yHu-
KanbHbI uaeHTudpukatop Knuenta ana KnueHra, TeMy «nocnegHen Bonmy, CoOoOLLEHMe «noCneaHen BOnuy,
UMsi NoNb3oBaTensA U naponb. Bce nonsa, kpome naeHtudpukaropa Knuenta, aBnsaoTca Heobsa3aTenbHbIMU 1
UX HanuMuue onpeaensieTcs Ha OCHoBe (hnaroB B NEPEMEHHOM 3arofioBKe.

6.1.1 ®PUKCUPOBAHHbIN 3arofoOBOK

B tabnuue 11 npuBeaeH ukcuposaHHbiii 3aronosok naketa CONNECT.

Tabnuya 11 — dukcupoBaHHIi 3aronosok naketa CONNECT

- T 1 o | s | s s | 2 | 1 | o
Baiit 1 Tun ynpaenstouwero naketa MQTT (1) 3apesepBupoBaHo
o | o | o | 1 o | o | o | o
Baiit 2... OcTatok 6GaiftoB
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Mone «OcTaTok 6auTOB»

Ocratok 6aiiToB — 9T0 ANWMHA NepeMeHHOro 3arofoska (10 6anT) NAOC ANMHA NONEe3HON Harpy3ku. Cym-
MapHoe Konu4ecTBo H6anT B OCTaTke KOQUPYETCHA CNOCOOOM, ONUCAHHLIM B NOANMYHKTE 5.2.3.

6.1.2 NepeMeHHbIN 3aronoBoK

MepemeHHbi 3aronosok AnA nakera CONNECT cocTtouT U3 4eTbipex rnomnen B cneayowem nopsake:
MMA NPOTOKONA, YPOBEHb NPOTOKONA, chnaru NoAKNIOYEHNA U MHTepBana NoAAEPXKU aKTUBHOTO COEANHEHUA.

6.1.2.1 ma nporokona

B Tabnuue 12 npuBeaeHbl 6anTbl UMEHU NPOTOKONA.

Ta6nuya 12 — baiiTbl UMeHW NpoToKkona

Wma npoTokona OnucaHue 7 6 5 4 3 2 1 0
BanT 1 Anuwa MSB (0) 0 0 0 0 0 0 0 0
Bant 2 [nuua LSB (4) 0 0 0 0 0 1 0 0
Bait 3 «M» 0 1 0 0 1 1 0 1
Baiit 4 «Q» 0 1 0 1 0 0 0 1
Baiit 5 «T» 0 1 0 1 0 1 0 0
Bait 6 «T» 0 1 0 1 0 1 0 0

Wma npotokona — 310 koagupoBaHHas crpoka UTF-8, kotopasa npeacrasnser coboi umsi npoTokona
«MQTTy», 3anucaHHoe 3arnaBHbIMM OykBamu, Kak nokasaHo. CTpoka, ee CMeLLeHne 1 AfIMHA HE MEHAIOTCS B
nocneayowmx nsaaHusx cneumdukauum MQTT.

Ecnu uma npotokona HeeBepHo, Cepsep MOXXET npepeatb coeauHeHne ¢ Knuentom, unu MOXET
npogomkute 06pabotky nakera CONNECT B COOTBETCTBUM C HEKOTOPLIMU ApyruMu cneuudpukaumamn. B
nocrnegHem cnyvae Cepsep HE OOIMKEH npogomxarts obpabartbiath naket CONNECT B cooTBETCTBUU C
Hactosie cneundukaumein [MQTT-6.1.2-1].

TMpumep — UHcnekmopkl nakemos, Hanpumep, 6paHOMay apbl, MO2ym UcnonbL306amb MmMs npomokona ons
udeHmucpukayuu mpagpuka MQTT.

6.1.2.2 YpoBeHb npoTokona
B tabnuue 13 npuBeaeH GaiiT ypoBHA NPOTOKONA.

Tabnuya 13 — BaiiT ypoBHst npoTokona

YpoBeHb npoTokona OnucaHne 7 6 5 4 3 2 1 0

Bant 7 YpoBeHsb (4) 0 0 0 0 0 1 0 0

8-6uTHas BenuuuHa Ge3 3Haka, NPeACTaBNAOLAA YPOBEHb BEPCUM NMPOTOKONA, UCMOMb3yemsbli Knu-
eHTOM. 3HauyeHue nonsi «YpoBeHb npoTokona» ans sepcun 3.1.1 npotokona 4 (0x04). Cepsep OOIMKEH
orBetTuTb Ha naket CONNECT nepegadeit naketa CONNACK c kogom 0x01 (Henogaepveaemas Bepcus
NpOTOKONa), a 3aTeM NpepBaTh CoeauHEHNUE ¢ KNMEHTOM, eCrniv ypoBEHb NpOoToKONa He noaaepxueaercs Cep-
Bepom [MQTT-6.1.2-2].

6.1.2.3 ®narn coeguHeHus

BaiT chnaroB coegMHEHUs coaepXnT PsAa napameTpoB, onpeensowmx nosegeHue coeauHesna MQTT.
B HeM Takke yKasblBAETCA Hanuyue Unu OTCYTCTBUE Noneli B None3Hon Harpyske. B Tabnuue 14 npuseaeHbl
GaiiTel hnaroB CoeANHEHUS.

Tabnuya 14 — Baiitel ¢naros coegnMHeHUs

But 7 6 5 4 | 3 2 1 0
®nar ®nar ®nar QoS ®nar ®nar 3apesep-
UMEHK naponsi coxpaHeHus «rnocnegHeln | «nocrnegHen | O4YNCTKM | BUPOBaHO
none3oBaTens «rnocregHei Bonu» BOMA» BOMU» CeaHca
BaiiT 8 X X X x | x X X X

10
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Cepeep OOJTKEH nposepuTb, UTO 3ape3epBUpoBaHHbIN dnar B nakete ynpasneHns CONNECT ycra-
HOBMEH Ha HOMb W NpepBaTb CoeuHEHNE ¢ KNMeHTOM, eCnun 3Ha4YeHne oTnu4Ho ot Hynsa [MQTT-6.1.2-3].

6.1.2.4 ®dnar ounctkn CeaHca

Mo3uuusa: 6ut 1 GaitTa cnara coeaMHEHUS.

3HayeHue atoro buta onpegensier cnocob obpaboTku coctosiHus CeaHca.

KnueHT n Cepeep MOryT coxpaHsatb MHGOpmauuio 0 cocTosiHuM CeaHca, 4Tobbl 0becneunTb Hagex-
HYI0 nepegady coobLLeHuii B NOCNef0BaTeNbHOCTU CETEBbIX NOAKMIOYEHWUA. JaHHbIn BT ncnonbayercs ans
yrnpaBneHnss BpEMEHEM XpPaHEHUS COCTOAHUA CeaHca.

Ecnu ansa dpnara ounctkn CeaHca yCTaHOBNEHO 3Ha4eHue «0», Cepeep JOIPKEH B0306HOBUTL 0GMEH
AaHHbIMKU € KnNMeHTOM Ha OCHOBE COCTOSIHUS TEKYLLEro ceaHca (Kak onpeaeneHo naeHtudukaropom Knue-
Ta). Ecnu HeT CeaHca, cBA3aHHOro ¢ naeHtTugukatopom Knuenrta, Cepeep JOJIPKEH co3aaTtb HOBbIN CeaHC.
KnueHt n Cepeep JOITKHbI coxpaHaTb nHopMmaumio 0 COCToAAHMM Tekywero CeaHca nocne npekpaiieHus
coeguHeHuns mexay Knuentom n Cepsepom [MQTT-6.1.2-4]. MNocne 3aseplueHus CeaHca, N0 KOTOPOMY na-
pameTp «O4ncTuTh ceaHcy» yctaHoBneH Ha 0, Cepeep OOIMKEH coxpaHuTb 4ONONHUTENbHbIE COOOLLEHUS C
YPOBHEM KadecTtBa obcnyxuaHus 1 u 2, COOTBETCTBYIOLME NIOOLIM NOANUCKAM, KOTOPbIEe CyLLeCTBOBaNM y
KnueHTa Bo Bpems 3asepLueHus Ceanca [MQTT-6.1.2- 5]. OH MOXKET Takke XpaHuTb COOBLLEHUA C YPOBHEM
KavecTBa o6cnyxuBaHusa 0, COOTBETCTBYIOLLME TEM XKE KPUTEPUAM.

Ecnu gns donara ounctkn CeaHca yctaHOBREHO 3HaveHue «1», Knuent u Cepeep JOJIPKHbI 3asepwnTh
noboi npeabiaywmint CeaHc mexay KnueHtom n Cepepom U 3anyCTUTb HOBbIM. ITOT CeaHC ANUTCA A0 Tex
nop, NoKa CyLeCTBYET ceTeBoe nogknioyeHne. [laHHble COCTOAHUA, CBA3aHHbIE ¢ 3TuM CeaHcom, HE JOIDK-
Hbl noBTOpHO Ucnonb3oBaTbCA B NOOOM nocneaywLem ceaHce [MQTT-6.1.2-6].

CoctosHne ceaHca y KnueHrta coctouT ua:

- cOOOLLEHMIT C YypOBHEM KayecTBa 0BCnyxmBaHusa 1 U 2, KOTopble Obinu oTnpasneHbl Ha Cepeep, HO He
ObINM NONHOCTLIO NOATBEPXKAEHbI,

- co00LeHnn ¢ ypoBHEM KadecTBa 06cnyuBaHus 2, KoTopble Obinu nony4veHbl ¢ Cepeepa, HO He Obinu
MONMHOCTbIO NOATBEPKAEHbI.

CocroaHne CeaHca Ha CepBepe COCTOUT U3:

- npusHaka cywectsoBaHua CeaHca, Aaxe ecnmu ocTanbHasa 4acTb coCcToaHuA CeaHca nycra;

- noanucok KnuewTa;

- QoS 1 n QoS 2, koTopble BbiNU OTNpaBneHbl KnMeHTy, HO He BbiNM NONHOCTLIO NOATBEPXKAEHDI.

QoS 1 n QoS 2, oxxupaowme nepegaumn Knuenry;

- coobuweHuna QoS 2, nonyyeHHble oT KnueHTa, HO He NOMHOCTLIO NOATBEPXKA,EHHLIE;

- OnuMoHanbHO coobueHnsa QoS 0, oxuaaiowme nepegaqum Knuenry.

CoxpaHeHHble COO0LEHU He ABMAIOTCA YacTblo coctosiHuAa CeaHca Ha Cepsepe, onn HE OQOJTMKHbI
yaanarbcs, korga CeaHc 3akaHuuBaetrca [MQTT-6.1.2.7].

Bonee nogpobHas uHdOpPMaUMA U OrpaHMYEHUS] COXPAHEHHOTO COCTOSIHUA NpPUBEAEHbI B Noapas-
pene 4.1.

Ecnu ans napameTtpa «O4nMCTUTL CEaHC» YCTAHOBMEHO 3HayeHue 1, KnueHT u Cepeep He AOMKHbI 00-
pabaTtbiBaTb yaaneHue COCTOSIHMS aTOMApPHO.

MpuMevyaHus

1 Uro6bl 06ecneunTb Haanexatlee cocTosiHUe B cnydae c6os cBsizn, KnueHT fomkeH NOBTOPUTL NONLITKN NOAKIHO-
YeHus1, ycTaHOBMB napameTp «O4MCTUTL ceaHey» Ha 1, moka coeiuHeHWe He ByAieT yCnewHo BINOMHEHO.

2 Kak npaBuno, KnueHT Bcera 6yAeT NoAknodaTbes ¢ Ucnonb3oBaHneM napaMeTpa «O4nucTuTb CeaHe», ycTaHoB-
neHHoro Ha 0 unu Ha 1, u He ByAeT NepeknoYaTbCs C OJHOrO 3HaYeHUs Ha Apyroe. Boibop Gyaer saBuUceTb OT Npuroxe-
HUA. KnueHT, ucnonb3ytowmii «OuncTuTe CeaHc», yCTaHOBMEHHLIA Ha 1, He NONy4YUT cTapble coobLLeHNS NPUNOXeHUs
1 JOIDKEH 3aHOBO NOANUCHIBATLCS Ha Mtobble TEMbI, KOTOPbIE €0 MHTEPECYIOT, NPW KaXxaoM nogkntodeHun. KnuenT, uc-
nonb3yowmii «O4ncTutb CeaHcy, ycTaHOBMNEHHLIN Ha 0, nonyuuT Bee coobleHna QoS 1 unu QoS 2, koTopble Gbinu ony-
6rnukoBaHbl, Noka oH 6bin oTkMoYeH. CriegoBaTenbHO, YTOOLI rapaHTUPOBaTh NONYyYeHWe COOBLYEHNIA NOCNE OTKIIOYEHUS,
ucnone3yite QoS 1 unu QoS 2 ¢ napametrpoM «O4NCTUTL CeaHcy, yCTaHOBNEHHBLIM Ha 0.

3 Mpu nogkniodeHnn Knuenta ¢ napamMeTpoM «OUUCTUTB CeaHCy», YCTaHOBMNEHHBIM Ha 0, OH 3anpaluuBaet, YToObI
Cepgep coxpaHun coctosiHme ceaHca MQTT nocne ero oTkntodeHUs. KnueHTbl 4OMKHbI NOAKNIOMATLCA TONMBKO C Napame-
TpOM «OuUCTUTEL CeaHe», yCTaHOBMEHHBIM Ha 0, €CNKM OHWU NNaHUPYIOT NOBTOPHO NOAKNIOMUTLCA K CepBepy B KakOW-TO
6onee nosgHUit MOMEHT BpeMeHu. Korga KnueHT pewmn, 4To oH 6onblle He ucnonb3yet CeaHc, OH AOMKEH BbIMOMHUTL
OKOHYaTeNbHOe coefiuHeHUe ¢ napaMeTpoM «OUnCTUTL CeaHey, YCTAHOBMEHHLIM Ha 1, @ 3aTeM OTKIIUUTLCS.
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6.1.2.5 ®dnar «nocneaHei Bonu»

Mo3uuua: 2 6uta hnaroB NOAKMOYEHUS.

YcraHoBka cnara «nocrieaHen BONU» Ha 1 03HAYaET, YTO, €CNK 3anpoc 0 COEANHEHNMN NPUHAT, CO00LLe-
Hue «nocnegHen sonu» JOJDKHO xpanutbcsa Ha Cepeepe u 6biTb CBA3AHO C CeTEeBbIM NoAKmMoyeHueMm. Co-
obuieHne o «nocneaHein soney» JOIDKHO 6biTh onybnukoBaHo, koraa Ceresoe nogkniodeHne Gyaer 3akpeiTo,
ecnu coobLieHne He 6bino yaaneHo Cepsepom npu nonyveHun naketa DISCONNECT [MQTT-6.1.2-8].

CuTyauuu, B KOTOPbIX NyOnMKyeTca coobLleHue 0 AanbHEenLnMX AeNCTBUAX, BKIIOYAIOT, HO HE OrpaHu-
4YKMBALOTCA:

- owmnbKoin BBOAA-BbIBOAA UNW CETEBLIM COOEM, 0OHapyeHHbIMU CepBepom;

- KnueHT He MOXET BbINONHUTbL COEAUHEHNE B TEYEHUE BPEMEHU aKTUBHOIO COEANHEHUS,

- KnueHT 3akpbiBaeT ceteBoe coeanHeHne 6e3 npeasaputensHon otnpaskn naketa DISCONNECT;

- CepBep 3aKpblBaeT CETEBOE NOAKMNIOYEHUE U3-3a OLUMOKM NpoToKona.

Ecnu donar «nocrneaHen Bonu» yCTaHOBSEH Ha 1, MOnsa ypoBHSI kayecTBa o6cnyxmBaHna coobLyeHus
«nocneaHein BONM» W COXpaHeHue COoBLLEHUs «nOCneaHeN Bonu» BO ¢hnarax coeauHeHus G6yayT ucnonb-
3oBaTbca CepBepoM, a NoNa TEMbl «NOCNEAHEN BONUy U coobLieHnsa «nocnegHen sonu» AOIPKHbBI npucyT-
CTBOBAaTb B NONe3Hom Harpyske [MQTT-6.1.2-9].

CoobueHue o «nocnegHen sone» NOIMKHO 6biTb yaaneHo M3 COXpaHEHHOro coctosiHust CeaHca Ha
Cepsepe nocne nybnukauuu, unm korga Cepsep nony4uun ot Knuenrta naketr DISCONNECT [MQTT-6.1.2-10].

Ecnu ¢hnar ganbHenwmx AencTeuii ycraHoeneH Ha 0, sHaueHusa nonen QoS u byayuiee coxpaHeHue
OOMKHbI ObITb YCTAaHOBMEHbI HA HOMb, a nons Oyaywien TemMbl U coobLeHne 0 aanbHenwmnx aencreusax HE
OOJDKHbI npucytcTeoBaTh B nonesHown Harpydke [MQTT-6.1.2-11].

Ecnu donar ganbHenwmx 4encTBun ycraHoeneH Ha 0, coobwenue «nocneaHen sonuy HE OOIMKHO
nybnukoBaTbCA NPW 3aBEPLUEHUM AAHHOTO CETEeBOro nogknioveHusa [MQTT-6.1.2-12].

Cepeepy CINEOYET HemeaneHHO nyOnukoBaTb COOOLLEHNA «nocneaHen Bonuy. B cnyyae oTknioveHusn
unu c6os Cepaepa, oH MOXET otnoxuts nyénukaymio coobLieHuin «nocnegHen Bonmy A0 NOCneayLwero
nepesanycka. Ecnu a10 npousoigeT, MOXeT HabnoaaTbCs 3aAepXKka Mexay BpeMeHeM, Koraa npousoLuen
cbow Cepsepa, N BpeMeHeM nNybnukaumm CooOLLEHWI «NOCNEAHEN BONEY.

6.1.2.6 YpoeeHb kavecTBa obcnyxusaHua (QoS) «nocneaHen Bonu»

No3uuma: 6utebl 4 n 3 ¢hnaros coeanHeHUs.

O1u aBa BuTa ONpeaensioT ypoBEHb KavecTBa oGcnyxuBaHus QoS, KOTopblii ByaeT Mcnonb30BaTbecs
npu nyGnukauun coobLUEeHNUin «nocneaHen Bonuy.

Ecnu cpnar «nocnegHen Bonuy ycrtaHoeneH Ha 0, To 3HaueHne QoS «nocnegHen sonu» JOJIDKHO 6biTb
ycraHosneHo Ha 0 (0x00) [MQTT-6.1.2-13].

Ecnu donar «nocneaHen Bonu» yctaHoBneH Ha 1, 3HadyeHne QOS «nocnegHew Bonu» MoXeT ObiTb 0
(0x00), 1 (0x01) unu 2 (0x02). 3naveHne HE AOIMKHO 6biTb ycranosneHo Ha 3 (0x03) [MQTT-6.1.2-14].

6.1.2.7 dnar coxpaHeHUs «nocneaHemn Bonu»

Mo3uuumsa: 6ut 5 naroe coeauHeHus.

3TOT OUT yKa3biBaET, cneayer Nu COXPaHATb COODLLEHUE «NOCHeAHEl BONUy, KOrga OHO onyGnuMKkoBaHo.

Ecnu chnar «nocneagHei sonuy» yctaHosneH Ha 0, To conar 6yaywero coxpaHenus JOIMKEH 6biTh ycTa-
HoBneH Ha 0 [MQTT-6.1.2-15].

dnar «nocneaHen BONUy YCTaHOBMEH HA 1 B cneayloLmx Cnyyasx:

- ecnu ana Byaywiero coxpaHeHus yctaHoBneHo 3Havenune 0, Cepsep JOIDKEH ny6nukosatb coobiue-
HUE O AanbHenLwnx AeNCTBUAX KaK He coxpaHeHHoe coobeHne [MQTT-6.1.2-16];

- ecnu ana Byayliero coxpaHeHus yctaHosneHo 3Havenune 1, Cepsep JOJDKEH ny6nukosatb coobiue-
HUE 0 AanbHENWMX AeCTBUAX KaK COXpaHeHHoe coobeHune [MQTT-6.1.2-17].

6.1.2.8 dnar umeHn nonb3osarens

Mo3uuua: 6ut 7 hnaros coeauHeEHUs.

Ecnu napametp donara umMeHu nonb3osatens ycraHoeneH Ha 0, ums nonb3osatens HE JOJDKHO npu-
CYTCTBOBaTb B NONE3HON Harpyske [MQTT-6.1.2-18].

Ecnu napametp ¢hnara umenun nonn3osarens ycraHosneH Ha 1, uma nonb3osatens JOIPKHO npucyt-
CTBOBAaTb B NonesHoun Harpyske [MQTT-6.1.2-19].

6.1.2.9 ®nar naponsa

Mo3uuua: 6ut 6 6aiToB (hnaroB coeanHEHUs.

Ecnu dnar napons ycradosned Ha 0, naponb HE AOIDKEH npucyTcTBOoBaTh B MONME3HON Harpyske
[MQTT-6.1.2-20].
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Ecnu donar napons yctaHosneH Ha 1, naponb JOIMKEH npucyTcTBOBaTh B NONe3How Harpyske [MQTT-
6.1.2-21].

Ecnu napametp dnara uMeHun nonb3osartena ycraHosrneH Ha 0, conar napona JOIMKEH ObiTb ycTaHOB-
neH Ha 0 [MQTT-6.1.2-22].

6.1.2.10 MnTepsan noaaep>Kkm akTMBHOIO COeANHEHUS

B tabnuue 15 npuBeaeHbl 6aiTbl aKTUBHOTO COEAIMHEHUS.

Tabnuya 15 — baifTbl aKTUBHOrO COEAUHEHUS

but 7 6 5 4 3 2 1 0
Baiit 9 AKTUBHOe coeanHeHne MSB
Bait 10 AKTUBHOE coefiuHeHne LSB

AKTMBHOE COeWHEeHUe — 3TO BPEMEHHON MHTEepBan, uaMepsaeMblii B CeKyHaax U npeacTaBnsembiin B
Buae 16-OMTHOrO CNoBa, YTO SAIBNSETCA MakCUManbHO AONYCTUMbIM BPEMEHHBIM MPOMEXYTKOM MEXay MO-
MEHTOM, B KOTOPbIA KNWeHT 3akaH4yMBaeT nepegady OAHOro ynpaensAoLero nakera U MOMEHTOM, B KOTOPbIN
OH HaAYMHAaET OTNPAaBnATbL Crneayowmin. KnMeHT HeCceT OTBETCTBEHHOCTb 3a TO, YTOObLI NMPOMEXKYTOK Mexay OT-
npasnsgeMbiMW YNpaBnsoLWUMK NakeTaMy He NpeBbiLan 3Ha4YeHne akTUBHOTO CoeanHeHus. B cnyvae oTcyT-
CTBUA HEOBXOAMMOCTU B OTMPaBKe Kakux-nubo apyrux ynpaensowwmx naketos Knuent JOIMKEH ornpasutb
naker PINGREQ [MQTT-6.1.2-23].

KnueHT moxet otnpaeute PINGREQ B nio6oe Bpemsi, HE3aBUCUMO OT 3HAYEHUS] aKTUBHOTO COEAUHE-
Hus, n ucrnonssosate PINGRESP anst onpegenenus Toro, 4to ceTb u Cepeep paboTator.

Ecnu 3HaueHne akTMBHOTO COEMHEHUA He PaBHO HyMo, U CepBep He nony4yaer ynpaBnstoLLmMii NakeT oT
KnueHTta B Te4eHne nonytopa MHTEPBANOB NepuMoa akTUBHOMO coeamHeHus, oH JOIMKEH oTknounTb ceTe-
BOE€ coefuHeHune ¢ KnmeHTom, kak ecnu Gbl npousowsen cboii cetn [MQTT -3.1.2-24].

Ecnu KnueHT He nonyyaet naket PINGRESP B TeyeHue pasymHOro npoMelkyTka BPEMEHW nocne of-
npaekn PINGREQ, emy CINEQYET npepBatb CeTeBO€ NoakntoveHue k Cepaepy.

3Ha4yeHWe akTMBHOIO coeguHeHusi, pasHoe Hymo (0), NPMBOAUT K OTKIIOYEHUIO MEXaHW3Ma OTCREXU-
BaHWA aKTUBHOTO COEAMHEHUs. OTO O3Ha4aeT, YTo B 3TOM cnydae Cepeep He 00si3aH oTkniodarb KnueHnrta no
npu4UHEe OTCYTCTBUA AEICTBUNA.

O6patute BHUMaHUE, YTo CepBepy paspeLueHo oTkniouarb KnueHta, KOTOpOro OH onpeaenserT, Kak He-
aKTMBHOIO UNK He pearupyowero, B Nio6oe BpeMs, He3aBUCUMO OT 3HAYEHUA aKTUBHOTO COEIMHEHMA, NPE/O-
CTaBNEHHOro 3TuM KnueHtom.

MpumevyaHue — DakTMHecKoe 3HA4EHNE aKTUBHOrO COSANHEHUS SBNAETCA CneLUUYHBIM AN NPUIOXKEHUs;
06bIMHO OHO COCTaBNSAET HECKONBbKO MUHYT. MakcuManbHoe 3HadeHne cocTaBnsieT 18 YacoB 12 MUHYT U 15 cekyHA.

Tpumep — lMepemeHHbIl 3a20n1060K NpueedeH e mabnuye 16.

Tabnuuya 16 — MNpumep NepeMeHHOro 3aronoeka

Onucaxve | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
Mma npoTokona
Bait 1 Annna MSB (0) 0 0 0 0 0 0 0 0
Baift 2 AnuHa LSB (4) 0 0 0 0 0 1 0 0
Baiit 3 «M» 0 1 0 0 1 1 0 1
Bait 4 «Q» 0 1 0 1 0 0 0 1
Bawnt 5 «T» 0 1 0 1 0 1 0 0
Baiit 6 «T» 0 1 0 1 0 1 0 0
YpoBeHb npoTokona

BaiiT 7 YposeH (4) 0 o [ o | o | o | 1 [ o] o
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OKoH41YaHue mabnuupi 16

OnucaHue |7|6|5|4|3|2|1|0
®dnaru coeuHeHus

®dnar ¢ UMeHeM nonb3osatens (1)

®nar napons (1)

Byayulee coxpaHeHue (0)
BaiiT 8 Byayuiee QoS (01) 1 1 0 0 1 1 1 0

®nar fansHenwux gencreuni (1)

OuuncTUTb cearc (1)

3apesepsuposaHo (0)

AKTUBHOE cOeuHEHNE

Bait 9 AkTuBHOE coeanHeHue MSB (0) 0 0 0 0 0 0 0 0
Bant 10 AkTuBHOE coefuHeHue LSB (10) 0 0 0 0 1 0 1 0

6.1.3 MonesHan Harpy3ka

MonesHas Harpyska naketa CONNECT cogep»uT OIHO UNM HECKONbKO MOnen ¢ npedukcom AnuHbI,
Hanuuue KOTOpbIX onpeaenserca dnaraMmu B NepeMeHHOM 3aroroBke. 3TU Nons, ecnu oHu ectb, JOJMKHbI
noaBnATLCA B nopsaake: naeHtudmkarop Knuenrta, tema «nocnegHer Bonuy», COo6LLEHUE «NOCneaHen Bonuy,
umsi nonb3osartens, naporns [MQTT-6.1.3-1].

6.1.3.1 Upentudpukarop Knuenta

Uaentudoukarop Knuenta (Clientld) nossonaer Cepeepy naeHtudumumposarb Knuenta. Kaxabii Knu-
eHT, nogkniovaouiics kK Cepsepy, UMeET yHukanbHbin Maentudukarop Knuenta (Clientld). UaeHtudukatop
Krmenta JOIMKEH ncnone3osatecs KnueHtamu n Cepeepamu AnsA onpeaeneHust UX COCTOAHUS B OTHOLLE-
Huu atoro ceaHca MQTT mexay KnueHtom n Cepsepom [MQTT-6.1.3-2].

Uaentudukarop Knuenta (Clientld) LOIPKEH npucytcreoats u JJOJDKEH ObiTh nepBbIM nonemM B no-
nesHon Harpy3ke naketa CONNECT [MQTT-6.1.3-3].

Clientld QOJTKEH 6bITb KOAMpoBaHHOI cTpokoi UTF-8, kak onpeaeneHo B pasaene 4.5.3[MQTT-6.1.3-4].

Cepeep JOIMKEH o6pabatbiBatb uaeHtTudukatopbl KnmeHToB, AnMHa KOTOPbLIX NONaaaeT B AManasoH
1—23 KoaMpoBaHHbIx 6aiToB UTF-8, n KOTOpbIE COCTOAT TOMLKO U3 cuMBonoB «0123456789abcdefghijkimno
pqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ» [MQTT-6.1.3-5].

Cepeep MOXKET o6pabartbiBatb MaeHTMdUKATOPLI KnneHToB, KoTopble coaepxar Gonee 23 3akoau-
poBaHHbIx 6aiToB. Cepep MOXET paspewwmTtsb Clientld, coaepxawime cMMBOnbI, HE BKIIOYEHHbIE B CMIUCOK,
yKa3aHHbIi BbILLE.

Cepeep MOXET nossonute Knuenty npegocrasutb Clientld, gnvHa kOTOpOro pasHa Hysnio, 0QHaKo,
ecnu oH genaet ato, Cepsep JOIPKEH paccmatpusaTtbh 9TO Kak 0COObIA Criyyal MU Ha3HAYUTb YHUKANbHbIN
Clientld gns atoro Knuenta. OH JOJPKEH obpabatbiate naker CONNECT, kak ecnu 661 KnueHT npegocra-
BUN yHUKanbHbli Clientld [MQTT-6.1.3-6].

Ecnu Knuent otnpasnsiet Clientld ¢ Hynesbim Gaiitom, Knuent JOIDKEH Takke yctaHoBuTb chnar
ounctku CeaHca Ha 1 [MQTT-6.1.3-7].

Ecnu Knuent otnpaensiet Clientld ¢ Hyneebim 6ainTom, ¢ yCTAHOBMEHHbIM 3HaYeHneM cnara o4mncT-
kn CeaHca paBHbim 0, Cepeep OOJDKEH otBeuars Ha ynpasnsiowmi naket CONNECT otnpaskoin nakera
CONNACK ¢ kogom Bo3spara 0x02 (0OTKNOHeHne naeHTudukaropa), a 3atem npepeatb CETEBOE COeAUHEHUE
[MQTT-6.1.3-8].

Ecnu Cepsep otknonset Clientld, on JOIDKEH oreBevats Ha naker CONNECT ornpaskont CONNACK ¢
kogom Bo3epara 0x02 (maeHTuduKkaTop OTKMOHEH), a 3aTeM npepsartb ceresoe coeauHeHne [MQTT-6.1.3-9).

MpuMeyvaHue —Peanusauus KnueHta MoxeT o6ecneunTs ya06HbI MeToa ANs reHepaumu cnydaiiHoro Clientld.
Wcnonb3oBaHue Takoro MeToga He peKoMeHAyeTcA, eCnu AN napameTpa «OUNCTUTL CeaHe» YCTaHOBMEHO 3HaYeHue 0.

6.1.3.2 Tema «nocneaHen sonu»

Ecnu cbnar «nocneaHei Bonu» yCTaHOBIEH Ha 1, Tema «nocnegHen Bonuy Gyaer cneaylowmm nonem B
nonesHou Harpy3ke. Tema «nocneaHei sonu» JOIPKHA 6biTh koagnpoBaHHou cTpokoii UTF-8, kak onpeaene-
Ho B Pa3gene 4.5.3 [MQTT-6.1.3-10].
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6.1.3.3 CoobLueHune «nocneaHemn BonNu»

Ecnu cnar «nocnegHeit Bonu» yCTaHOBNEH Ha 1, TO 910 ByaeT cneaytoLlee none B NONe3HON Harpyske.
CoobLeHune «nocnegHen BonMy onpeaenseTt coobLueHne NpunoXeHns, KOTOpoe A0MKHO ObiTk onybnmMKoBaHO
B TEME, YKa3aHHOW B nosie Tema «nocnegHen Bonmy», Kak onnucaHo B NoAgnyHkTe 6.1.2.5. 310 none cocTout u3s
AByx DaiiT, onpeaensowmx pasMep coodLleHus], 3a KOTOPbIM CrieyeT none3Hasa Harpyska ans Oyaywero co-
o6LeHuns, BbipaXkeHHas B BUAE NOCNea0BaTenbHOCTU M3 Hynst unu 6onee Gantos. None pasmepa coobLueHNst
onpeaenser KonM4ecTso DaNTOB B CrEAYIOLLMX HUXKE AaHHbIX U HE BKIIOYaET B cebsi 2 6anTa, 3aHATLIX CaMUM
nonem.

Korga cooGuwieHune «nocnegHer Bonu» nyGnukyeTca B TEME «MOCneaHel BONWy, ero none3Has Harpy3ska
COCTOUT U3 AaHHbIX COOBLLEHNSA, U HE BKMIOYAET NONe pasmepa coobLLeHuS.

6.1.3.4 Nma nonb3oBarens

Ecnu dnar umeHn nonb3oBaTens yCTaHOBMEH Ha 1, SABNSETCA Crneaylowyum B MNOSIE3HOW Harpys-
ke. Mma nonb3osarena OOIMKHO GbiTe KogupoBaHHOW cTpokon UTF-8, kak onpegeneHo B nyHkTe 4.5.3
[MQTT-6.1.3-11]. OHO MOxeT ucnonb3oBarbca CepepoM Ang ayTeHTUdUKaLMKN U aBTopU3aunu.

6.1.3.5 Naponb

Ecnu chnar naponsi yctaHoBneH Ha 1, none, onpeaensioLlee napornb Nonb30BaTensi, ABNSETCA Cneayto-
MM B nonesHoi Harpy3ke. Mone «Maponby coaepxut ot 0 40 65535 6alTOB ABOWNYHbIX AAHHbIX C ABYXOaNTO-
BbIM NPePUKCOM, YKa3biBaAIOLLMM KONUYECTBO BANTOB, 3aHATHIX ABOUYHBIMU AAHHBIMU (OHO HE BKIOYAET ABa
GaiTa, 3aHaTbIX camum npedukcom). BarTel naponsa npueseaeHsl B Tabnuue 17.

Tabnuya 17 — Baiitsel napons

but 7 | 6 | 5 4 3 2 | 1 | 0
Bant 1 Pasamep gaHHbIX MSB
Bawnt 2 Pasmep faHHbIx LSB
BanT 3... HaHHble, ecnn gnuHa > 0
6.1.4 OTBeT

BaxkHbiM MOMeEHTOM aBnseTcs To, 4To Cepeep MOXET nogaepxuBatb HECKONbKO MPOTOKOMOB (BKIHO-
yasa 6onee paHHWE BEpPCUM 3TOrO MPOTOKOMA) Ha 0AHOM U TOM e TCP-nopTy unm apyron KOHEYHOW TOYKe
cetn. Ecnu Cepeep onpeaenset, yto npotokon asnaetrca MQTT 3.1.1, oH npoBepsAeT NONbITKY NOAKIMIOYEHUS
cneayoLwmmMm 06pasom:

a) Ecnn Cepsep He nony4vaer naket CONNECT B TedeHue pa3ymMHOro npomMekyTka BPEMEHU nocne
yCTaHOBMEHMA CETEBOro noaknoveHus, Cepeepy CIIEOYET 3akpbiTb COEAUHEHME.

0) Cepeep OOIPKEH noateepautb, 4to naket CONNECT COOTBETCTBYET OMUCAHWUIO, AAHHOMY B
nogpasgene 6.1 un 3akpbiTb ceTeBoe coeguHeHue, He otnpaBnas CONNACK, ecnv OH He COOTBETCTBYET
[MQTT-6.1.4-1].

B) Cepeep MOXET nposeputb, 4uT00bl cogepxumoe naketa CONNECT coorBeTrcrBoBano nobbiM
AOonoNHUTENbHbIM orpaHnyeHnam n MOXXET BbINONHATL NPOBEPKUA NOANMMHHOCTU U aBTopu3auuun. Ecnu ka-
kasi-nubo n3 3TUX NpoBepok He Obina nporiaeHa, Cepeepy CINEOYET otnpaBuTb COOTBETCTBYIOLLUMIA MaKET
CONNACK c HeHyneBbIM KOAOM BO3BpAaTa, Kak OnuMcaHo B nogpasaene 6.2, u 3akpbiTb CETEBOE COEAUHEHUE.

Ecnu nposepka npowmna ycnewHo, Cepsep BbINOMHAET CreayroLume Lwaru:

a) Ecnn naentudukatop Knuenta npegcrasnsaetr Knuenrta, yxxe nogkntodeHHoro kK Cepsepy, Cepsep
OOJIPKEH npepBaTb coeanHeHune ¢ cywectByowmm Knuentom [MQTT-6.1.4-2].

©0) Cepaep OOJPKEH BbinonHWTL 04ncTKy CeaHca cornacHo npoueaype, OnucaHHow B noanyHkre 6.1.2.4
[MQTT-6.1.4-3].

B) Cepsep OOJDKEH noateepantb naket CONNECT c¢ nomouwbto naketa CONNACK, cogepxawiero
HyneBon koa Bo3sparta [MQTT-6.1.4-4].

r) 3anyCTuTb AOCTABKY COOBLLUEHNIA U MPOAOIKUTE MOHUTOPUHT.

KrnneHTam paspelueHo oTnpasnsaTb AONOAHUTENbHbIE YNPaBnALLMe NakeTbl cpady nocne oTnpasku na-
keta CONNECT: KnueHTtam He HyxHO goxuaateca noctynneHusa naketa CONNACK ¢ Cepsepa. Ecnin Cep-
Bep oTknoHseTr CONNECT, on HE JOJTKEH o6pabartbiBaTth nobble gaHHble, OTNpaBneHHble KnueHtom no-
cne naketa CONNECT [MQTT-6.1.4-5].
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MpumeyaHune — Knuentbl 06biMHO oxupatotr nakeT CONNACK. Oanako, ecnu KnNWEHT Mcnonb3yeT BO3MOX-
HOCTb OTMpaBnATb ynpasensowme nakeTsl, npexae 4eMm oH nonyunt CONNACK, 310 MOXET ynpocTUTb MPOrpamMmMHyo
peanusauuto KnneHTa, nockonbky KnueHTy He TpebyeTca oTCnexuBaTb COCTOAHUE coeAuHEHUs. KnueHT cornawaeTcs ¢
TeM, 4To Mobble faHHbIe, oTnpaBneHHble UM Ao nonyveHnsa naketa CONNACK c Cepsepa, He 6yayT obpabaTbiBaTbes,
ecnu CepBep OTKIIOHUT COeAUHEHNE.

6.2 CONNACK — lNoareepxaeHue 3anpoca Ha NogKIovYeHue

Maker CONNACK — 3710 nakert, oTnpasneHHblit Cepsepom B oTBeT Ha naket CONNECT, nonydyen-
Hbln oT Knuenta. Mepebiti naket, otnpasneHHbin ¢ Cepeepa Knuenty, JOIMPKEH 6bitb naketom CONNACK
[MQTT-6.2.0-1].

Ecnu KnueHT He nonyyaet naket CONNACK ¢ Cepsepa B Te4eHUe pa3yMHOro NpoMeXyTka BPEeMeHH,
Knuenty CNEQYET npepsaTb ceTeBoe coeauHeHue. «Pa3yMHblii» NPOMEXYTOK BPEMEHU 3aBUCUT OT Tuna
NPUINOXEHUA N UHPPACTPYKTYPbI CBA3MN.

6.2.1 PUKCUpPOBAHHbIN 3arofIOBOK

dopmar huKCUPOBAHHOTO 3aronoska NnpueeaeH B Tabnuue 18.

Tabnuuya 18 — ®dukcupoBaHHbI 3aronoBok naketa CONNACK

But 7 | 6 I 5 | 4 3 | 2 | 1 | 0
Baitt 1 Tun ynpasnstowlero naketa MQTT (2) 3apesepeupoBaHo
o T o T + T ¢ [ o o] [
Baiit 2 OcTtatok 6ainToB (2)
o [ o | o | o | o | o ] 1+ | o

Mone «OcTaTok 6anuTOB»

[aHHOoe none onpeaenseTt pasmep nepeMeHHoro 3aronoska. Ana naketa CONNACK oHa umeer 3Have-
Hue 2.

6.2.2 NepeMeHHbIN 3aroNnoBOK
dopmaT nepeMeHHOro 3aronoska npueeaeH B Tabnuue 19.

Tabnuya 19 — MNepeMeHHbIN 3aronosok naketa CONNACK

| OnucaHue 7 | 6 | 5 | 4 | 3 | 2 ’ 1 0
®Prarv NofTBEepPXAEHUs coegUHEHNs 3apesepBUpoOBaHO SP1
BaiiT 1 | o [ o o[ o] o of o] x
Koa BosBpaTa coefuHeHUst
BaiiT 2 | x| x| x | x| x [ x| x| x

6.2.2.1 dnaru noaTBepPXXaeHUSA COeAUHEHUSA

Bant 1 — 910 «dnarn nogTeepxaeHUA coeauHeHnsay. butel 7-1 3apesepsuposanbl u JOJDKHbI GbiTh
ycTaHoBnEeHbl Ha 0.

But 0 (SP') — aT0 chnar TekyLuero ceanca.

6.2.2.2 dnar TekyLlero ceaHca

Moauumsn: 6ut 0 hnaroB NOATBEPHKAEHNA COEAUHEHNS.

Ecnu Cepsep npuHumaeTr coeguHeHue ¢ dnarom ounctkm CeaHca, ycraHoBneHHbiM Ha 1, Cepeep
OOIMKEH ycraHoButh cnar Tekywlero CeaHca Ha 0 B nakete CONNACK B AONOMHEHUE K YCTaHOBKE HYNeBo-
ro koga sosspara B nakete CONNACK [MQTT-6.2.2-1].

Ecnu CepBep npuHumMaeT coeauHeHne ¢ dnaroM ounctkn CeaHca ycTaHOBNEHHbIM Ha 0, 3HayeHue,
ycTaHaBnueaemoe aAnsa dnara Tekywero CeaHca, 3aBUCUT OT TOro, coxpaHun nu Cepeep coctosHue CeaHca
ANsA npeaoctasneHHoro naeHtudukaropa Knuerra. Ecnu Cepsep coxpaHun coctosiHue ceaHca, oH JOIMKEH
yCcTaHoBMTL donar Tekyulero Cearca Ha 1 B nakete CONNACK [MQTT-6.2.2-2]. Ecnu Cepsep He coxpaHun
CoCTOsIHME ceaHca, oH OOJDKEH ycranoBute donar Tekywero Ceanca Ha 0 B nakete CONNACK. 310 BbInos-
HAETCA AOMONHUTENBHO K YCTaHOBKE HyneBoro koaa so3spata B nakete CONNACK [MQTT-6.2.2-3].
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®nar Tekywiero CeaHca no3sonsier KnueHty yctaHoBUTb, COBNAAaloT nu npeacrasneHna Knuenta u
Cepsepa 0 CyLLUeCTBOBAHWUU Y)XXe COXPAHEHHOro cocToaHua CeaHca.

Kak Tonbko HauanbHasa HacTpouka CeaHca 3aBepluieHa, KnMeHT ¢ coxpaHeHHbIM coCcToAHueM CeaHca
oxuaaer, yto Cepsep Oyaer noaaepxuBarb COXpaHeHHOe cocTosiHue CeaHca. B cnydyae, ecnu 3HavyeHue Te-
kywiero CeaHca, nony4yeHHoro KnueHtom ¢ CepBepa, He COOTBETCTBYET OxuAaHusAM, KnueHT MoxeT BblOpaTh,
cneayet nu npogorkare CeaHc unm HeobxogumMo npepeatb coeamHeHue. KnueHt Moxxet cOpocutb COCTOsIHUE
CeaHca kak y KnuenTa, Tak u Ha Cepsepe, BbiNOIHUB OTKMOYEHNE, YCTAHOBUB COEAUHEHNE C onarom OUmncT-
KM CeaHca, yCTaHOBMNEHHbIM Ha 1, a 3aTEM CHOBA OTKNIOYMBLUUCS.

Ecrnu Cepsep ornpaensietr naket CONNACK, coaepxawmin HeHyneBou kog Bosspara, oH JOIMKEH
ycraHoBuTh hnar Tekyiiero Ceanca Ha 0 [MQTT-6.2.2-4].

6.2.2.3 Moaknmiountb Ko Bo3Bpara

Bant 2 B 3arornoBke nepemMeHHou.

3HaueHus ana bariToBoro 6e33HakoBOro NOMNA KoAa BO3BpaTa CoeAUHEHUs! nepeuncnerbl B Tabnuue 20.
Ecnu Cepsep npuHan npasunbHO chopmupoBaHHbiii naket CONNECT, Ho CepBep He MOXeT ero obpaboTarb
no kakon-nu6o npuunHe, Torga Cepsepy CIIEQYET nonbitathes otnpasuTtb nakeT CONNACK, cogepxawumi
COOTBETCTBYIOWMN HeHyneBou koa Bo3Bpata CONNECT u3 ston tabnuubl. Ecnu Cepeep otnpasnser na-
keT CONNACK, coaepxalumi HeHyneBoit koA sBossparta, oH JOIDKEH 3arem npepsath ceTeBoe COeAUHEHNE
[MQTT-6.2.2-5].

Tabnuya 20 — 3Ha4yeHUA koAa BO3BpaTa COeANHEHNS

3HaueHne OTBeT Kofa Bo3BpaTta OnucaHue

0 0x00 CoeanHeHne noaTBEPXAEHO CoefiMHeHne NoATBEPXKAEHO

1 0x01 CoeauHeHWe OTKINOHEHO, Hernpuemnemasn | CepBep He noaAepXuBaeT ypoBEeHb NpPOTOKona
BEpCUA NpoTokorna MQTT, 3anpoLueHHblt KnueHtom

2 0x02 CoeanHeHue OTKIMOHEHO, uaeHTUdUkaTop | MaeHTudukatop KnueHta — npasunbHoO copmu-
OTKIMOHEH poBaHHas cTpoka UTF-8, Ho He pa3pelleH CepBe-

pom

3 0x03 CoeguHeHue otkroHeHo, Cepsep Hepo- | CeTeBoe NOAKMIOYEHWE BLINOMHEHO, HO cepBUC
CTyneH MQTT HepocTyneH

4 0x04 CoepuHeHWe OTKMOHEHO, HempasunbHoe | [aHHble B UMeHM nonb3osaTens Unu napone He-
1MSA Nonb3oBaTens unu napons BEPHbI

5 0x05 CoefjHeHWe OTKIOHEHO, He paspeLleHo KrnneHT He UMeeT NpaBa nogkntodaTbes

6-255 3apesepBUpoBaHo AN OygyLLero UCnons3oBaHus

Ecnu HM oauH u3 KOAOB BO3BpaTa, NEPeYUCnEHHbIX B Tabnuue 20, He cYMTaeTcs NPUMEHUMbIM, Toraa
Cepsep OOJDKEH 3akpbiTh ceTeBoe coeguHeHue, He otnpasnasa nakeT CONNACK [MQTT-6.2.2-6].

6.2.3 None3Hasa Harpy3ka

Maker CONNACK He nmeet nonesHomn Harpysku.

6.3 PUBLISH — My6nukauua coobweHus

Ynpaenawowmi naket PUBLISH otnpasnsieTca Knuentom Ha Cepeep unu ot Cepeepa k KnueHty ans
nepegaqy coobLLUEHUS NPUIOXKEHUA.

6.3.1 ®MKCUPOBaHHbIN 3arosIOBOK

B tabnuue 21 npueeaeH hopmar pUKCMPOBAHHOIO 3aronoBKa.

Tabnuya 21 — OuKcUpoBaHHeIiA 3aronoBok naketa PUBLISH

But 7 | 6 ‘ 5 | 4 3 2 | 1 0
Baiit 1 Twn ynpaenstowlero naketa MQTT (3) ®nar DUP YposeHb QoS ®dnar coxpaHeHus
o | o | 1 | 1 X x | x X
Bait 2 Ocrartok 6aiiToB
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6.3.1.1 ®dnar gyénuposanus (DUP)

Mosuuus: 6ant 1, 6mT 3.

Ecnu ana dnara ayénuposanua (DUP) yctaHOBNEHO 3HadeHue 0, 3T0 03HAYaeT, YTo 3TO NEpPBbLIN Cny-
yan, koraa Knuent unu Cepsep nonbiTanucb oTnpaeButb 10T naket MQTT PUBLISH. Ecnu donar ay6nuposa-
Hua (DUP) ycTaHoBMEH Ha 1, 3TO 03HAYaET, YTO 3TO MOXET ObITb MOBTOPHOW MOMNBLITKON AOCTABUTL NAKET, YXe
OTNpPaBIEHHbIW paHee.

®nar aybnuposanua (DUP) OOIMKEH 6biTk ycraHoBneH Ha 1 KnuentoMm unu Cepeepom, korga ogHa
M3 CTOPOH MbITAETCA MOBTOPHO oTnpasuTb naker PUBLISH (OMNYBJ/IMKOBATb) [MQTT-6.3.1.-1]. $nar
DUP OOJPKEH GbiTe ycTaHoBneH Ha 0 ans ecex cooOLleHuit ¢ ypoBHEM kayecTBa o6cnyxusanus (QoS) 0
[MQTT-6.3.1-2].

3HaueHue cnara ayonuposanusa (DUP) u3 npunatoro Cepsepom nakera PUBLISH He aomxHO BRUATL
Ha dnarn nakera PUBLISH, otnpasnsemoro Cepsepom csoum nognucunkam. dnar DUP B ucxoagsiuem nake-
Te PUBLISH ycraHaBnuBaetca He3aBucumMo oT Bxoasulero nakera PUBLISH, ero 3Hayenne JOIDKHO 6biTb
onpeaeneHo ToNbKO MCxoaa u3 Toro, nepeaaerca nu naket PUBLISH nostopHo [MQTT-6.3.1-3].

[TfpumMeyaHuda

1 Mony4yeHune KnueHtom unu CepsepomM ynpaensioLLero naketa, cofgepallero gnar gyénuposanus (DUP), ycta-
HOBIEeHHbIN Ha 1, He ABNAETCA NpU3HaKkom Toro, YTo KnueHT unu Cepsep yxe nonyyanu 6onee paHHIOW KONUIO 3TOrO
naketa.

2 BaxHO 0TMeTUTb, uTo conar DUP oTHOCUTCA K camMoMy yrpaBnstoLLeMy NakeTy, @ He K coAepxallemMyca B HeM co-
obLLeHuto npunoxeHus. MNMpu ncnonb3oBaHUKM ypoBHA KadecTBa obenyxusaHus 1 KnmeHT MoxeTt nonyqnts naket PUBLISH
¢ conarom DUP, yctaHoBneHHbIM Ha 0, KOTOPbIA COAEPXUT NOBTOPEeHWe COOBLLEHUS NPUNOXeEHNWsA, KOTOpPOe OH MONy4un
paHee, HO C JpyruM ugeHTudukatTopom naketa. B nyHkTe 5.3.1 cogepkutca fononHuTenbHas Hdopmauusa o6 ngeHTu-
dmKaTopax NakeTos.

6.3.1.2 YpoBeHb kavecTBa o6cnyxusaHus (QoS)

Mo3nums: Gant 1, 6ut 2-1.

370 none ykasbiBaeT ypoBeHb NOATBEPKAEHUSI JOCTABKM COOOLLEHUSI NPUNOXKEHUSA. YPOBHU KavecTBa
obcnyxuBaHua (QoS) npuseaeHobl B Tabnuue 22.

Tabnuya 22 — Onpegenexuns QoS

3HaveHne QoS | But 1 but 2 Onucanve
0 0 0 He 6onee oaHolt aocTaBKu
1 0 1 Mo kpaitHe# Mepe ofHa AocTaBKa
2 1 0 PoBHO ogHa gocTaBeka
- 1 1 3apesepBUpPOBaHO — 3anpeLyeHo UCNonNbL3oBaTb

Maker PUBLISH HE AOJDKEH umets 06a 6uta QoS, yctaHoBneHHble Ha 1. Ecnu Cepsep unu KnueHt
nonyyaert naket PUBLISH, y kotoporo o6a 6uta QoS ycraHoeneHol Ha 1, oH JOJPKEH npepeatb ceteBoe
coeauHenne [MQTT-6.3.1-4].

6.3.1.3 ®nar coxpaHeHus

No3uuua: 6ant 1, 6ut 0.

Ecnu dnar coxpaHenus ycraHosneH Ha 1, B nakete PUBLISH, otnpaBneHHom KnueHtom Ha Cepsep,
Cepsep AOJIPKEH xpaHutb co00LLIEHUE NPUNOXKEHUA N 3HAYEHUE €r0 YPOBHA KavyecTBa 00CNyXMBaHUS, YTO-
Obl OHO MOrNo 6bITb AOCTABNEHO ByAyLLIMM NOANMUCHUKAM, NOANUCKU KOTOPLIX COOTBETCTBYIOT HAa3BaHUIO TEMbI
coobenns [MQTT-6.3.1-5]. Koraa yctaHOBneHa HoBast NoAnNMcKa, nocneaHee CoxpaHeHHoe coobLeHune, npu
Hanuuuu, no kaxaow cosnagaiwowien Teme AOIPKHO 6biTb oTnpasneHo noganucuuky [MQTT-6.3.1-6]. Ecnun
Cepsep nony4aert coodLLeHne ¢ ypoBHEM KadyecTBa o6cnyxusanna 0 ¢ hnarom COXpaHEeHUs, yCTaHOBIEHHbIM
Ha 1, oH JOJDKEH ypanute moboe coobuieHune, paHee coxpaHeHHoe ansa 3tou Tembl. CNEOYET coxpaHutb
HoBoe coobueHne QoS 0 B kayecTBe HOBOIO COXPaHEHHOTO coobLweHus ansa aToi Temobl, HO MOXXHO otka-
3aTbCA OT Hero B Nioboe Bpemsa — eCnv 310 NPOU3oNAeT, ANs 3TON TeMbl He ByaeT COXpaHEHHOro coobLeHus
[MQTT-6.3.1-7]. JononHUTENbHYI0 MHMOPMALIMIO O COCTOSIHUM COXPaAHEHUA CM. B noapasaene 4.1.

Mpu otnpaske naketa PUBLISH Knuenty Cepeep OOIDKEH ycTtaHoBUTL hnar coxpaHeHus Ha 1, ecnu
coo0LeHne oTNpaBrieHo B pedyrnbTate HOBOW NOANUCKU, caenanHoin Knuentom [MQTT-6.3.1-8]. O AOIMKEH
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ycTaHoBuUTb (onar coxpaHennn Ha 0, koraa naker PUBLISH otnpasnsieTcsa KnueHTy, NOCKONbKY OH COOTBET-
CTBYET YCTaHOBIIEHHOM NOANUCKE, HE3aBUCUMO OT TOTO, KaK Oblnl ycTaHOBMEH chnar B NOAY4EHHOM COOBLIEHUM
[MQTT-6.3.1-9].

Maker PUBLISH ¢ dnarom coxpaHeHus, yCTaHOBMEHHbIM Ha 1, U nonesHas Harpy3ka, cojepxaiyas
Hynesble GaiiTbl, ByaeT oBpabaTbiBaThbCa Kak 06blMHO CepBepOM M OTNPaBnATLCA KnueHtam ¢ noanuckow,
COOTBETCTBYIOLLEN Ha3BaHWO TeMbl. Kpome Toro, nioboe CyLLecTByoLee CoOXpaHeHHOe COOBLIEHUE C TEM Xe
umeHeM TeMbl JOIMKHO BbiTh yaaneHo, u niobsle ByayLine noanNMCHUKK AN TEMbI HE NONyYaT COXPaHEHHOE
coobueHne [MQTT-6.3.1-10]. «Kak 06blMHO» O3Ha4aeT, YTo driar COXpaHeHNs He YCTAHOBMEH B COOBLIEHUN,
nonyyeHHom cyliecteytowmmmu KnneHtamu. CoxpaHeHHoe coobLueHne ¢ HynesbiM 6aiitom HE JOJDKHO xpa-
HUTLCA KaK CoXpaHeHHoe cooblieHne Ha Cepeepe [MQTT-6.3.1-11].

Ecnu cnar coxpaHeHus ycraHosneH Ha 0, B nakete PUBLISH, otnpaeneHHom KnueHtom Ha Cepsep,
Cepeep HE OOMKEH xpaHutb ato coobuwenve n HE OOIMKEH yoanate unu 3aMeHsiTb CyLLECTBYIOLLEE CO-
XpaHeHHoe cooblieHne [MQTT-6.3.1-12].

MpumMmedaHue — CoxpaHeHHble COOBLLEHUA NONE3HbI, KOrAa aBTOPbl OTMNPABMSIOT COOBLLEHUS O COCTOSHUM Ha
HeperynapHoi ocHoBe. HoBbI aGOHEHT MOMy4UT camyto MOCHEHIOI BEPCHIO.

Mone «OcTaTok GanToB»

3T0 pasmep nepemMeHHOro 3arofoBKa nmc pasMmep None3Hol Harpy3ku.

6.3.2 NMepemMeHHbIN 3arofioBOK

MepemeHHbIn 3aronoBOK COAEPXMT Crieayilowmue nonsi no nopsigky: Ha3BaHUe TeMbl, UaeHTuduKaTop
nakera.

6.3.2.1 HasBaHue TeMbl

HaseaHue Tembl onpeaensieT MHPOPMALIMOHHBIN KaHan, B KOTOPOM NyOnuKylOTCA AaHHbIe MONEe3HOM
Harpy3sku.

HassaHue Tembl JOIMKHO npucyTcTBoBaTh B Ka4eCcTBE NEPBOro nonsi B 3aronoske nakera PUBLISH.
310 AOITKHA 6bITh KOAMposaHHas cTpoka UTF-8 [MQTT-6.3.2-1], kak onpeaeneHo B nyHkTe 4.5.3.

HassaHue Tembl B nakete PUBLISH HE JOJPKHO cogepxartb nogcraHOBOYHbLIX 3HaKos [MQTT-6.3.2-2].

HassaHue Tembl B nakete PUBLISH, otnpasneHHoM Cepeepom KnneHTy-noanucHuky, AOMKHO COOT-
BETCTBOBATb (PUNLTPY TEMbI MOANUCKA B COOTBETCTBUM C MPOLIECCOM CONOCTABMEHUs!, OnpeaeneHHbIM B Pas-
nene 4.7 [MQTT-6.3.2-3]. OgHako, nockonbky Cepeepy pa3peLueHO 3aHOBO onpeAensTb Ha3BaHUe TEMbI, OHO
MOXET He COBMagaTh C Ha3BaHNEM TeMbl B UCX0AHOM nakete PUBLISH.

6.3.2.2 UpeHTuchukarop nakera

Mone Wpentudukatop nakera npucyTcTeyeT Tonbko B naketax PUBLISH, rae yposeHb QoS paseH 1
wnu 2. MyHkT 5.3.1 npeaocTaBnaeT AONONHUTENBHYIO MHOPMaLmio 06 naeHTudMkaTopax nakeTos.

6.3.2.3 HeHopMaTMBHbIN NPUMEP NEPEMEHHOTO 3arofioBka

B tabnuue 23 npuBeaeH npumepHbii MepemeHHbIi 3aronosok ana nakera PUBLISH.

Tabnuya 23 — HeHopmaTuBHbIN NpUMEpP NepeMeHHoro 3aronoBka nakera PUBLISH

HassaHue Tembl OnucaHue 7 6 5 4 3 2 1 0
Baut 1 OnuHa MSB (0) 0 0 0 0 0 0 0 0
Bant 2 OnuHa LSB (3) 0 0 0 0 0 0 1 1
Bant 3 ‘a’ (0x61) 0 1 1 0 0 0 0 1
Bait 4 ‘I (0x2F) 0 0 1 0 1 1 1 1
Baitt 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0
MaeHTudukaTop nakera
Bant 6 MaeHTudpukartop naketa MSB (0) 0 0 0 0 0 0 0 0
Bant 7 MaeHTndmkaTop naketa LSB (10) 0 0 0 0 1 0 1 0

KpaTkoe onucaHue HeHOpMaTUBHOTO NpuMepa nepemeHHoro 3aronoska nakera PUBLISH npuseaeHo B
Tabnuue 24.
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Tabnuya 24 — HeHopmaTuBHbIi npumep naketa PUBLISH

Mone 3HaueHune
HasBaHue Tembl H/a
UpeHTudurkatop naketa 10

6.3.3 MNones3Han Harpyska

MonesHas Harpy3ska coaepxut nybnukyemoe coobLieHne npunoxeHus. KOHTEHT u hopmar AaHHbIX che-
UndMYHBI ANA NPUNOXeHUs. [nMHa NoNesHoW Harpy3ku MOXET ObITb BbIMUCNEHA NYTEM BblYMTaHMA pasMepa
nepeMeHHOro 3aronioska U3 nona «OcTatok 6aMToB», KOTOpPOe HaxoauTcs B PUKCUPOBAHHOM 3arornoBke. 3TO
AeNcTBUTENBHO B TOM unchne u ana nakera PUBLISH, cogepxaluero nonesnyio Harpy3sky HyneBsoro pasmepa.

6.3.4 OTBer

Monyvarenb naketa PUBLISH AOJDKEH orBetuth cornacHo tabnuue 25, kak onpeaerneHo ypoBHEM
kauecTBa o6cnyxmBanus B nakere PUBLISH [MQTT-6.3.4-1].

Tab6nuya 25 — Oxugaemelit oteeT naketa PUBLISH

YpoBeHb QoS OxXupaembilii oTBeT
QoS 0 Het
QoS 1 Maker PUBACK
QoS 2 MNaker PUBREC

6.3.5 flecTBUA

KnueHT ncnonbsyer naketr PUBLISH ana ornpasku coobweHua npunoxeHnsa Ha Cepeep ans pacnpo-
CTpaHeHusi cpean KnMeHToB ¢ COOTBETCTBYIOLMMM MOANUCKAMMU.

Cepsep ucnonb3yet naketr PUBLISH ans otnpaBku coo6LWEHNA NpUoXeHns kaxaomy Krnimenty, Koto-
pblii UMEET COOTBETCTBYIOLLYYIO NOAMMUCKY.

Korga KnueHTbl BINONHAT Mognuckn ¢ punstpamm no TeéMam, KOTOpbI€ BKIIOYAIOT NOACTAaHOBOYHbIE
3HaKu, CTAaHOBUTCH BO3MOXHbIM NepeKpbITue PUNLTPOB, M ONybnukoBaHHOE COObLLEHNE MOXET COOTBETCTBO-
BaTb HECKOMbKUM huneTpam. B atom cnyvae Cepeep AOJPKEH gocrasnsaTe coobuieHne KnueHty B COOTBET-
CTBMM C MakcuMarbHbIM YPOBHEM Ka4ecTBa 00CyXKMBaHWA BCEX COOTBETCTBYIOWMX NoaANMCoK [MQTT-6.3.5-1].
Kpome Toro, Cepeep MOXKET AoCTaBnsiTb AONONHUTENbBHbIE KONUM COOBLLEHNA, MO OAHOMY ANA KaXA0M Co-
OTBETCTBYIOLLEN NOANUCKK, ANA COBniogeHnsa yCTaHOBNEHHOIO YPOBHA KayecTBa 00Cny>kuBaHus coobLeHuni
B KaXAOM cry4ae.

HeiicteuA nonyyarensa nocne npuema nakera PUBLISH, 3aBucaT ot yposHs QOS, kak onucaHo B noa-
pasgene 4.3.

Ecnu Cepsep B BUAE KOHKPETHON peanu3auum, no HEKOTOPbIM NPUYUHAM CHMTAET HEZONYCTUMbBIM MO-
nyyenue naketa PUBLISH ot KnueHTa, oH He MOXeT coobwmtb 06 aTtoM KnueHty. Cepeep JOIMKEH nnu
noaTBEPAWTb NMOMyYeHue COOOLEHUA B COOTBETCTBUM C 3a4aHHbIM YPOBHEM KavyecTBa 0OCMYXMBaHUSA UMK
npepsartb ceTesoe coeauHeHne [MQTT-6.3.5-2].

6.4 PUBACK — MNoarBepxaeHue nyonukaumm

Maket PUBACK — 310 oTBeT Ha naket PUBLISH ¢ yposHem QoS 1.
6.4.1 ®UKCMpPOBAHHbINA 3aroyfIOBOK
dukcuposaHHbIin 3aronoeok naketa PUBACK npueeaeH B Tabnuue 26.

Tabnuya 26 — OuKcMpoBaHHbIii 3aronoBok naketa PUBACK

Bur 7 | 6 ‘ 5 | 4 3 ‘ 2 | 1 | 0
Bait 1 Tun ynpasnstowero naketa MQTT (4) 3apesepBrpoBaHoO
o | 1+ | o | o 0 o | o
Bant 2 OcrTartok 6aiiToB (2)
o | o | o | o [ o T
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Mone «OcTtatok 6aUuTOB»

3710 pa3mep nepemeHHoro 3aronoska. Ans nakera PUBACK oHa umeet 3nauenue 2.

6.4.2 NMNepeMeHHbIN 3aronoBoOK

MepemenHbin 3aronosok naketa PUBACK, coaepxawumin nuaeHtudmkarop nakera ans nakera PUBLISH,
npueeaeH B Tabnuue 27.

Ta6nuya 27 — MNepeMeHHbIi 3aronosok naketa PUBACK

But 7 6 5 4 ‘ 3 | 2 1 0
Bant 1 NaenTudukatop naketa MSB
Bant 2 MaeHTudunkaTop naketa LSB

6.4.3 NMonesHaa Harpys3ka

Maket PUBACK He UMeET NosnesHon Harpysku.
6.4.4 encTBuA

OnncaHune npuBeaeHo B NyHKTe 7.3.2.

6.5 PUBREC — lNMoareepxaeHue nonyveHus nakera PUBLISH ¢ QoS 2

Maketr PUBREC — 3t0 oTBeT Ha nakeT PUBLISH ¢ ypoeHem kayectea obcnyxusanus (QoS) 2. 310
BTOPOIi NaKkeT npyu opraHu3aunn obMeHa no NPOTOKOJY C YPOBHEM KayecTsa 00CnyXnBaHus 2.

6.5.1 PUKCUpPOBaAHHLIN 3arosI0BOK

dukcupoBaHHbIi 3aronoeok naketa PUBACK npuseaeH B Tabnuue 28.

Tabnuya 28 — dukenpoBaHHbIN 3aronoBok naketa PUBACK

- 1 & [ s [ s s [ 2 [ [ o
Baiit 1 Tun ynpasnsioilero naketa MQTT (1) 3ape3sepBrpoBaHo

o | 1 | o | 1 o | o [ o | o
Baitt 2 OcTatok 6aitToB (2)

o [ o [ o J o o o | 1+ | o

None «OcTaTok 6anToB»

3710 pasmep nepemeHHoro 3aronoska. [ina nakera PUBREC oHa umeet 3HaueHue 2.

6.5.2 NepemeHHbIN 3aronoBokK

MepemeHHbIN 3aronoBok coaepXuT naeHtTudukarop naketa us nakera PUBLISH, koTopbliit noaTeepxaa-
etcs. MepeMenHbIl 3aronosok naketa PUBREC npuseaeH B Tabnuue 29.

Tabnunya 29 — MNepeMeHHbIN 3aronosok naketa PUBREC

But 7 6 | 5 | 4 3 2 1 0
Baint 1 UneHtudukatop nakera MSB
Bant 2 Mpentudukartop nakera LSB

6.5.3 NMonesHaa Harpy3ka

Maker PUBREC He umeeT None3Hon Harpy3ku.
6.5.4 fencreun

MonHOCTLIO oNucaHo B NyHkTe 7.3.3.

6.6 PUBREL — Buinyck nakera PUBLISH c QoS 2

Maker PUBREL aBnsieTca otseToM Ha naket PUBREC. 310 TpeTui naker npu opraHusayum obmeHa no
NpPOTOKOINy C ypOBHEM kayecTBa obcnyxuBanua (QoS) 2.
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6.6.1 ®UKCMpPOBaHHbINA 3arofIOBOK
dukcuposaHHsblii 3aronosok naketa PUBREL npusegeH B Tabnuue 30.

Tabnuya 30 — dukcupoBaHHEIii 3aronoBok naketa PUBREL

But 7 | 6 I 5 | 4 3 l 2 | 1 | 0
Baint 1 Tun ynpaenstowero naketa MQTT (6) 3apesepBUpoBaHo
o | 1+ | 1 ] o o | o | 1 | o
Baiit 2 OcTaTtok 6aiiToB (2)
o [ o [ o | o | o | o | 1 | o

Butbl 3, 2, 1 n 0 dukcupoBaHHOro 3aronoBka B nakete ynpasnenus PUBREL 3apesepsupoBaHbl u
OOIMKHbI 6bITh ycTaHoBneHsbl Ha 0, 0, 1 u 0 cooTeeTcTBEHHO. Cepaep AOJPKEH cuntath nioboe gpyroe 3Ha-
YeHUe UCKaXKEHHBLIM 1 NpepbIBaTh ceTeBoe coeauHeHne [MQTT-6.6.1-1].

Mone «OcTaTtok 6anTOBY

370 pasmep nepemeHHoro 3aronoska. Ana naketa PUBREL 310 3Ha4yeHue paBHO 2.

6.6.2 NMepeMeHHbIN 3arosioBOK

MepeMeHHbI 3aronoBOK COAEPXUT TOT XXe& uAaeHTudukaTop nakera, 4to u naketr PUBREC, kotopbiii
noateepaaetca. MepemeHHbii 3aronoBok naketa PUBREL npueegex B Tabnuue 31.

Tabnuya 31— lNepemeHHbI 3aronoBok naketa PUBREL

But 7 6 5 | 4 | 3 2 1 0
Bait 1 NoeHTudukatop naketa MSB
Baiit 2 MaeHTudnkaTop naketa LSB

6.6.3 None3Hast Harpy3ka

Maket PUBREL He umeeT nonesHomn Harpysku.
6.6.4 OencrBunA

OnucaHue npusedeHo B nyHkTe 7.3.3.

6.7 PUBCOMP — My6nukauus 3aBeplueHa

Maketr PUBCOMP — 310 oTBeT Ha naket PUBREL. 310 4eTBepTLIN U NOCNEAHUMA NaKEeT Npu opraHu3a-
uum obmeHa no NPOTOKOMNY C YPOBHEM Ka4ecTBa 00CNyXMBaHUA 2.

6.7.1 ®UKCMpPOBAHHbIN 3arofIOBOK

dukcupoBaHHsbIiii 3aronosok naketa PUBCOMP npuseaeH B Tabnuue 32.

Tabnuya 32 — OukcupoBaHHbIi 3aronosok naketa PUBCOMP

BuT 7 | e | s | 4 s | 2 | 1 | o
Baiit 1 Tun ynpaenstowero naketa MQTT (7) 3apesepBUpoBaHo
o [ 1+ | 1 ] 1 o | o | o | o
Baiit 2 OcTartok 6aitToB (2)
o | o | o | o [ o | o | 1 [ o

Mone «OcTaTok 6anuTOB»

370 pasmep nepeMeHHoro 3aronoska. [ina naketa PUBCOMP 310 3HayeHue paBHO 2.

6.7.2 MNMepeMeHHbIN 3aroyoBOK

MepeMeHHbI 3aroyioBOK COAEPXKUT TOT e uaeHTudukarop naketa, 4to u naketr PUBREL, kotopbiit noa-
TBEepxaaetca. MepeMeHHbIi 3aronoBok naketa PUBCOMP npuseaeH B Tabnuue 33.
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Tabnuya 33 — MepeMeHHIi 3aronosok naketa PUBCOMP

but 7 6 5 4 3 2 1 0
Baiit 1 NaeHTudukatop naketa MSB
Baitt 2 MaeHTndmkaTop naketa LSB

6.7.3 MonesHan Harpy3ska

MNaker PUBCOMP He umeeT nonesHon Harpysku.
6.7.4 NencTBuna

OnucaHue npuBeaeHo B NyHKTe 7.3.3.

6.8 SUBSCRIBE — lNoanucka Ha TeMbl

Maketr SUBSCRIBE otnpasnserca KnueHtom Ha Cepeep AnA cO34aHUsi OAHOW MK Heckonbkux loa-
nucok. Kaxkaan nognucka noateepxaaeT uHTepec KnueHTa K 04HOIM unu HeckonebkuM TeMam. Cepsep oTnpas-
nset naketbl PUBLISH KnneHTy, 4to6bl nepeHanpaBuTs COOOLLEHUS NPUNOXKEHWI, ONyONMKOBAHHLIE B TEMAX,
COOTBETCTBYOLWMX nognuckam Knuenta. MNaker SUBSCRIBE Takke onpeaenset (4na kaXkaon noanmcku) Mak-
cuMmarnbHbIn ypoBEHb KadecTBa obcnyxuaHus (QoS), kotopein Cepsep AomkeH obecneunsarb Npu oTnpaske
COOBLUEHNI NpunoXeHust Knuenty.

6.8.1 PMKCMpPOBaAHHbIN 3arofi0BOK

dukcupoBaHHbIi 3aronoeok naketa SUBSCRIBE npuBeaeH B Tabnuue 34.

Tabnuya 34 — dukcuposaHHbIi 3aronosok naketa SUBSCRIBE

But 7 | 6 | 5 | 4 3 | 2 | 1 | 0
BaiiT 1 Tun ynpasnsiollero naketa MQTT (8) 3apesepBupoBaHo
1 | o | o | o o | o | 1+ | o
Baint 2 OcrtaTtok GaiiToB (2)

Buthl 3, 2, 1 1 0 hukcupoBaHHOro 3aronoska ynpasnsiowero naketa SUBSCRIBE 3apesepsupoBaHbl U
JOIMKHbI 6biTb ycTaHoBneHbl Ha 0, 0, 1 u 0 cooTBeTcTBeHHO. Cepeep AOIMKEH o6paborars noboe apyroe
3HaYeHMe KaK UCKaXKeHHOEe U npepBartb ceTeBoe coeauHenne [MQTT-6.8.1-1].

Mone «OctaTok 6anToB»

3710 pazMep NnepeMeHHOro 3aronoBka (2 6aiTa) nnc ANUHA NONE3HON HarpysKu.

6.8.2 MepeMeHHbIN 3arofoBoOK

MepemeHHbIN 3aronoBok coaepxmuT naeHtTudukarop naketa. B nyHkre 5.3.1 conepxmtcst AONONHUTENb-
Hasi uHchopmauma 06 uaeHTucdmkaTopax nakeTos.

lMpumep — B ma6nuuye 35 npueedeH nepeMeHHbIl 3220710680k ¢ UdeHMuUuUKamMopoMm nakema, ycmaHoesieH-
HbIM Ha 10.

Tabnwuya 35— NepemMeHHbIl 3aronoBoK ¢ naeHTuduKkaropom nakera 10

Onucaxue | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
MaeHTudukaTop naketa
BanT 1 UaenTudukatop naketa MSB (0) 0 0 0 0 0 0 0 0
Bait 2 MpeHTudukatop nakera LSB (10) 0 0 0 0 1 0 1 0

6.8.3 NMones3Hana Harpyska
Monesnas Harpy3ka nakera SUBSCRIBE cogepxut cnucok punsTpos Mo Temam, B KOTOPOM YKa3aHbl
TeMbl, Ha KoTopble KnueHT HamepeH noanucaTtbeA. dunsTpbl TeM B nonesHoun Harpyske naketa SUBSCRIBE
OOIMKHbI 6biTh 3akoaupoBaHHbiMu UTF-8 cTpokamu, kak onpeaeneHo B nyHkte 4.5.3 [MQTT-6.8.3-1]. Cep-
Bep JOJDKEH nopgaepxusatb punbTpbl TEM, COAEPXKALLME CUMBOSbI NOACTAHOBKU, ONPEAENEHHbIE B NYHKTE
7.7.1. Ecnn peanu3auua Cepsepa He noaaepimMBAET UNLTPbl TEM, KOTOpblE COAEepXaT NOACTAHOBOYHbLIE
3Hakn, oH JOIDPKEH oTknoHuTh Nio6Goii 3anpoc Ha NOAMUCKY, B KOTOPOM coaepXatcs NnogobHble puneTpbl
[MQTT-6.8.3-2]. 3a kaxabiM hunsTpoM cnegyet 6aiiT, Ha3biBaembI 3anpowweHHbiM QoS. OH onpeaenser
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MakCUMarkHbI YPOBEHb KavyecTBa OOCNY>XMBaHWUSA, KOTOPbIA A0mkeH obecneunsarsca CepBepoM Mpu OT-
npaske COOOLLEHUI NPUNOXKeHUIA KnneHTy.

lNonesHas Harpy3ka nakera SUBSCRIBE OOJIPKHA cogepxarb N0 MEHbLUEN Mepe O4HO COYETaHUe
dunsTpa TeMbI U 3anpowieHHoro QoS. Maker SUBSCRIBE 6e3 none3Hon Harpy3ku SABNsIETCA HapyLLeHWeMm
nporokona [MQTT-6.8.3-3]. Mndopmauusa 06 obpaboTke owmbok npuBeaeHa B nogpasaene 7.8.

Mone 3anpoLIeHHOro MakCMMarbLHOrO YPOBHS KadecTBa 06Cny>xMBaHus 3akoauposaHo B baite, cneay-
IOLLEM 38 KaXKabIM UMeHeM TeMbl B koguposke UTF-8, n aTn couetaHns uneTpoB TEM U 3anpoLleHHbix QoS
POPMUPYIOT HEMPEPbLIBHbLIV NAKET.

dopmar nonesHon Harpy3ku naketa SUBSCRIBE npuseaeH B Tabnuue 36.

Tabnwuya 36 — dopmat nonesHoit Harpyskn naketa SUBSCRIBE

OnucaHue 7 6 5 4 3 2 1 0
duneTp TEM
Baiit 1 OnuHa MSB
Baiit 2 OnuHa LSB
Baint3... N duneTp TEM

BanpolueHHblii QoS

3ape3epBupoBaHO QoS

Baiit N+1 o|o|o|o|ooxx

BepxHue 6 6ut GaiTa 3anpoweHHOro QoS He UCMonb3yTCA B TEKYLLEN Bepcun nporokona. OHu 3ape-
3epBupoBaHbl Ansa 6yayuiero ncnons3osanua. Cepsep JOIMKEH cuutate naketr SUBSCRIBE uckaXeHHbIM U
npepbiBaTh CETEBOE COEAUHEHUE, €CMU MO0 U3 3ape3epBUPOBAHHBLIX GUTOB B MONE3HONW HArpy3ke OTNMYEH
oT Hyns, unu QoS He pagHo 0, 1 umm 2 [MQTT-6-8.3-4].

lMpumep — B mabnuye 37 npueedeHa nosiesHasi Haepy3ka Ans nakema SUBSCRIBE.

Tabnuya 37 — BaiiToBblii popmaT nonesHoii Harpysku ans nakera SUBSCRIBE

OnucaHue | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
DUneTp No Temam
Baitt 1 AnuHa MSB (0) 0 0 0 0 0 0 0 0
bant 2 OnuHa LSB (3) 0 0 0 0 0 0 1 1
BaiiT 3 ‘a’ (0x61) 0 1 1 0 0 0 0 1
BaiiT 4 ‘I (OX2F) 0 0 1 0 1 1 1 1
Bait 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0
BanpolueHHbIn QoS
Baiit 6 3anpoLueHHbIi QoS (1) | 0 | 0 | 0 l 0 | 0 | 0 I 0 l 1
DUneTp Mo Temam
Baiit 7 Onuda MSB (0) 0 0 0 0 0 0 0 0
bant 8 OnuHa LSB (3) 0 0 0 0 0 0 1 1
Baiit 9 ‘c’ (0x63) 0 1 1 0 0 0 1 1
Baiit 10 ‘I (0x2F) 0 0 1 0 1 1 1 1
Bant 11 ‘d’ (0x64) 0 1 1 0 0 1 0 0
3anpoluerHbIn QoS
Baiit 12 3anpoLueHHbI QoS (2) | 0 | 0 | 0 ‘ 0 | 0 | 0 ‘ 1 | 0
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OnucaHue nonesHol Harpysku ans nakera SUBSCRIBE npuseaeHo B Tabnuue 38.

Tabnuya 38 — MNpumMep nonesHoi Harpyaku

HassaHue Tembl “a/b”
3anpolleHHbIn QoS 0x01
HasBaHve TeMbl “c/d”
BanpoleHHbin QoS 0x02

6.8.4 OTBeT

Mpu nonyveHun Cepeepom nakera SUBSCRIBE ot Knuenta, Cepsep OOJDKEH oTeevyatb ¢ naketom
SUBACK [MQTT-6.8.4-1]. Maker SUBACK OOJTKEH umeTb TOT e MAeHTUdMKATOP NakeTa, YTo M nakeT
SUBSCRIBE, kotopebiii oH nogTeepxaaet [MQTT-6.8.4-2].

Cepsepy paspeLueHo HaumHaTb oTnpasky naketos PUBLISH, cooTeetcTBytowmx [Nognucke, 40 TOro, Kak
Cepsep otnpaeuTt naketr SUBACK.

Ecnu Cepeep nony4yaet naketr SUBSCRIBE, coaepxxawmii YUnsTP TEM, KOTOPbIA MAEHTUYEH CYLLECTBY-
owemy unstpy Tem Moanucku, o JOJPKEH nonHOCTbIO 3aMeHUTb CyLuecTBytoLyio MNoanucky HoBow MNoa-
MUCKOW. dunbTp TEMbI B HOBOM Moanucke OyaeT naeHTuydeH hunstpy Tembl B npeabiayluen MNognucke, xors
€ro MakcumanbHoe 3Ha4YeHne ypoBHSA kadecTsa obcnyxueaHusa (QoS) MoxeT oTnuyarbest. Jliobble CyLuecTBy-
oLLME COXpPaHeHHble cO00LLeHns1, cooTBeTCTBYOLME PunbTpy TeMbl, JOJDKHbDI 6biTb NOBTOPHO OTNPABMEHbI,
HO noTtok nybnukauuin HE OOJPKEH npepbiBatbea [MQTT-6.8.4-3].

Ecnu chunerp Tembl HE naEHTUYEH cylecTeylolemMy unerpy Nognucku, cosgaercs HoBas Moanucka un
OTNPaBNATCH BCE COOTBETCTBYIOLLME COXPAHEHHbIE COO0LEHUA.

Ecrn Cepsep nonyyaetr naket SUBSCRIBE, kOTOpbIN COAEPXUT HECKONbLKO (hunsrpos Tem, oH AOJT-
YKEH o6pabatbiBaTh 3TOT MakeT, kak ecnu Obl OH MONYyYUN NOCNEAOBAaTENbHOCTL M3 HECKONbKUX MAaKeToB
SUBSCRIBE, 3a uckntoyeHnem Toro, Yto OH 00beAMHAET OTBETLI HAa HUX B 0auH oTBeT SUBACK [MQTT-6.8.4-4].

Maketr SUBACK, otnpaBneHHbiii Cepsepom Knuenty, JOIMKEH coaepxartb koa BO3BpaTa Ans Kaxao-
ro coyetaHus OUNLTPOB TEM M 3anpoLueHHbiX Qo0S. 31ot ko BosBparta JOIMKEH unu 0603HauMTh Makcu-
MankcHbIA YPOBEHb Ka4ecTBa 0OCNyXUBaHMs, KOTOPLIN Obin obecneueH Cepeepom ans artoi [Nognucku, unu
ykasatb Ha c6oin nognucku [MQTT-6.8.4-5]. Cepeep MmoxeT obecneuntb Gonee HU3KUIA YpPOBEHbL KayecTBa
obCny>xuBaHus, Yem 3anpocun nognucyuk. [ns nepecoinaemsix coobuieHuii npunoxenus Cepsep JOIDKEH
obecneunTb TaKOii Xe YypOBEHb KauecTBa 00CNyXunBaHus, 4to 6bin ykasaH B NONMy4eHHbIX coobLieHusx. Ecnu
3TO HEBO3MOXHO, TO Cepeep OOIMKEH obecneunTb MakCMManbLHO BO3MOXHbBIN YPOBEHb KauecTBa 00CNyxu-
BaHWUA, NPeayCMOTPEHHbIA peanusauuein. Cepeepy paspeLLeHo oTnpaBnATb Aybnukarbl Coo0LWeHni noanumc-
4YKMKy B Crny4ae, Korga ucxogHoe coobueHume 6bino onybnukosaHo ¢ QoS 1, a MakcumanbHbIM NPe0CTaBNEH-
HbiM QO0S 6bin QoS 0 [MQTT-6.8.4-6].

TMpumepsbi

1 Ecnu Knuenmy-nodnucyuky 6bin npedocmaeneH MakcuManbHbil QoS 1 Onsi KOHKpemHo20 unbMpa
mem, mo coobujeHue npunoxeHus QoS 0, coomeemcmeyiowjee punsmpy, docmaensemcs Knuenmy npu QoS 0.
Omo o3Havaem, ymo KnueHm nony4aem He 6osiee 00HOU Konuu coobujeHusi. C dpyaoli cmopoHbl, coobuieHue

QoS 2, ony6nukoeaHHoe 1o moll e meme, 661710 NOoHUXeHo Cepeepom do QoS 1 dns docmaexu KnueHmy, ymo-
61 Knuenm moe nonyvyame Oy6nukamsel Konuil coobuweHus.

2 Ecnu Knuenmy-nodnucquky npedocmassieH makcumanbsHbill QoS 0, moada coobujeHue NMpusIoXeHUs,
nepeoHayanbHO onybnuxkoeaHHoe Kak QoS 2, Moxem romepsimscs npu nepexode K Knuewmy, Ho Cepeep He
dosmxeH omnpaename Oybnukam amo2o coobujeHusi. CoobuwjeHue QoS 1, onybnukoeaHHoe e moll xe meme,
Moxkem 6bImb nomepsiHo unu AyénupoeaHo npu e2o nepedave makomy Knuenmy.

MpumeyaHue —T[lognucka Ha OUNLTP TeM ¢ obecnedeHHbIM YPOBHEM KadecTBa 0BCyXUBaHUS 2 3KBUBANEHT-
Ha BbicKa3blBaHMio «51 xoTen 6kl Nony4aTh cOobLLeHUs, COOTBETCTBYIOLLME STOMY (PUMETPY C TEM YPOBHEM KadecTBa 00-
CIYXWBaHUS, C KakuM OHU BbinK onyGnUKoBaHbi». OTO 03HAYaET, YTO U3gaTeNb HECET OTBETCTBEHHOCTL 3@ onpeferieHne
MaKcuMarbHOro YpoBHSA KavecTBa oBCnyXuBaHns, KoTopblil OyaeT obecneyeH nNpu focTaBKke COOBLLEHUS, HO MOAMUCHUK
MOXeT noTpebosaTb oT CepBepa NOHW3NTL STOT YPOBEHb NMPU HEOBXOANMOCTHU.

6.9 SUBACK — lNoareepxaeHue noanucku

Maker SUBACK otnpaensietcsi Cepsepom KnueHTy ans nogTBepaeHusa nonydveHus u obpaboTtku na-
keta SUBSCRIBE.
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Maker SUBACK cogep>uT CNUCOK KOAOB BO3BpaTa, KOTOPblE ONpPeaenaAioT MakCMmMmarsibHbli YPOBEHb
QoS, koTopblli BbiN NpegocTaBneH no kaxaon Moanucke, 3anpolueHHol naketom SUBSCRIBE.

6.9.1 PMKCUPOBAHHbIN 3aroyIOBOK

dukcuposaHHbIii 3aronosok nakera SUBACK npusegeH B Tabnuue 39.

Tabnuya 39 — GukcnpoBaHHebIii 3aronosok naketa SUBACK

But 7 | 6 | 5 | 4 3 | 2 | 1 | 0
Bawt 1 Tun ynpasnstoLero naketa MQTT (9) 3apesepBrUpoBaHO
1 | 0 I 0 | 1 0 | 0 | 0 | 0
Bait 2 Octarok 6aitToB

Mone «OcTaTok 6akTOB»

3T0 pasmep NnepeMeHHOro 3aronoeka (2 barrta) nnc ANMHA NONEe3HON Harpy3Ku.

6.9.2 MepeMeHHbIN 3aronoBokK

MepeMeHHbIli 3aronoBoK cogemkut maeHtTudukarop nakera u3 nakera SUBSCRIBE, koTopbin noa-
TBEpXKAaeTcsa. B Tabnuue 40 npuBeaeH doopmar nepeMeHHOro 3aronoBka.

Tabnuya 40 — lNepemeHHbIin 3aronoBok naketa SUBACK

But 7 6 ’ 5 | 4 | 3 2 1 0
Bant 1 MpeHTudgpmkatop naketa MSB
Bant 2 UaeHTndpukatop naketa LSB

6.9.3 MNonesHaa Harpy3ka

lNonesHaa Harpy3ka cogepXuT CNMCOK KOA0B Bo3BpaTa. Kaxzabli Ko BO3BpaTa COOTBETCTBYET PUNLTPY
Tem B noaTeepxxaeHHoM nakete SUBSCRIBE. Mopsaaok kogos Bo3Bpata B nakete SUBACK OOJPKEH coort-
BETCTBOBATbL Nopsaaky unsrpoB TeM B nakete SUBSCRIBE [MQTT-6.9.3-1].

B tabnuue 41 npuBeaeHo none Koga Bo3BpaTa, 3akoAUpOBaHHOE B BaliTe B NOME3HYIO HArpys3ky.

Tabnuya 41 — dopmaTt nonesHoi Harpysku naketa SUBACK

BuT 7 | 6 I 5 | 4 | 3 | 2 | 1 | 0
Kog Bo3Bpata
Baiit 1 X | 0 | 0 | 0 | 0 | 0 | X | X

Pa3pewueHHble KOAbl BO3BpaTa:

0x00 — YcnewHo — Makc. QoS 0

0x01 — YcnewHo — Makc. QoS 1

0x02 — YcnewHo — Makc. QoS 2

0x80 — Ortkas

Koabl Bospata SUBACK, otnuyHble ot 0x00, 0x01, 0x02 1 0x80, sapesepsuposanbl 1 HE JOJTKHbI
ucnonb3oarbcsa [MQTT-6.9.3-2].

lMpumep — B ma6nuue 42 npueedeH 6alimoesili popmam rnosie3Hol Haepy3Ku 0 nakema SUBACK.

Tabnuya 42 — MpuMep NonesHow Harpysku

OnuncaHune 7 6 5 4 3 2 1 0
Bawt 1 YenewHo — MakcumaneHoe QoS 0 0 0 0 0 0 0 0 0
Baiit 2 YcnewHo — MakcumaneHoe QoS 2 0 0 0 0 0 0 1 0
Baiit 3 Otkas 1 0 0 0 0 0 0 0

Kpatkoe onucanue naketa SUBACK npueeaeHo B Tabnuue 43.
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Tabnuya 43 — MNpuMep NonesHon Harpy3ku

HaumeHoBaHue 3HaueHue
YenewHo — MakcumanbHoe QoS 0 0
YenewHo — MakcumansHoe QoS 2 2
Ortkas 128

6.10 UNSUBSCRIBE — OTMeHUTb NOANUCKY HA TeMbl

Maker UNSUBSCRIBE otnpasnsietca KnueHtoM Ha Cepsep € Lienbio 0TKkasa OT NOAMUCKN Ha TeMbI.
6.10.1 ®duKCUPOBaHHbIN 3aroNOBOK
dukcupoBaHHbIi 3aronoeok naketa UNSUBSCRIBE npuseaeH B Tabnuue 44.

Tabnuya 44 — OukenpoBaHHbIii 3aronosok naketa UNSUBSCRIBE

Bur 7 | e | s | 4 s | 2 | 1 | o
Baiit 1 Tun ynpaenstowlero naketa MQTT (10) 3apesepBupoBaHo
| o | 1 | o o | o | 1 | o
baiir 2 OcrTatok Gaiitos

Butbl 3, 2, 1 1 0 pukcuposaHHOro 3aronoska ynpasnsaiowero naketa UNSUBSCRIBE 3apesepsuposa-
Hbl 1 JOJMKHbI 6biTb ycTaHoBneHsl Ha 0, 0, 1 u 0 cooTBeTcTBEeHHO. Cepeep JOIDKEH cuutate nioboe apyroe
3HaYyeHne UCKaKEHHbIM M NpepBaTb CETEBOE coeauHeHne [MQTT-6.10.1-1].

Mone «OcTaTok 6aiTOB»

3710 pasMep NepeMeHHOro 3aronoska (2 6airta) nnc gnMHa NONE3HON Harpy3ku.

6.10.2 NMepeMeHHbII 3aronoBokK

MepeMeHHbI 3aronoBoK COAEPXKUT naeHTudukarop naketa. B nyHkre 5.3.1 coaepxmrtca AONONHUTENb-
Hasa uHdopmauyus o6 naeHtTudmkatopax naketos. B Tabnuuye 45 npuBeneH nepeMeHHbIn 3aronoBoK nakeTa
UNSUBSCRIBE.

Tabnuya 45— NepemeHHblit 3aronosok naketa UNSUBSCRIBE

BuT | 7 I 6 | 5 4 3 2 1 0
Baiit 1 UneHTtudukatop naketa MSB
Bait 2 MaeHTtndukatop naketa LSB

6.10.3 NMones3nas Harpy3ka

MonesHasa Harpy3ka ansa naketa UNSUBSCRIBE cogepxut CnUCOK oMNLTPOB TEM, OT KOTOpbIX Knuent
HamepeH oTnucarbesi. Punsrpol Tem B nakete UNSUBSCRIBE AOMKHbI 6biTh 3ak0aupoBaHHbIMK CTPOKaMK
UTF-8, kak onpeaeneHo B nyHkTe 4.5.3, oopmmpoBaTb HENPEepPbIBHLIN NaKeT AaHHbIX [MQTT-6.10.3-1].

MonesHasa Harpy3ka naketa UNSUBSCRIBE [JOJDKHA coaepxaTb, Kak MUHUMYM, OAUH (OUNLTP TEM.
Maker UNSUBSCRIBE 6e3 none3Hon Harpy3ku sSBnseTcsa HapyweHwem nporokona [MQTT-6.10.3-2]. Uudop-
mauua no obpabortke owmbok npuBeaeHa B nogpasaene 7.8.

lMpumep — B mabnuye 46 npueedeH npumep nonesHol Hazpy3ku dnsa nakema UNSUBSCRIBE.

Tabnuya 46 — lNpumMep GaitToBoro popmara NonNesHoi Harpy3ku

OnucaHnue | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0

OunsTp No Temam
Baiit 1 Onuua MSB (0) 0 0 0 0 0 0 0 0
Baiit 2 Anuna LSB (3) 0 0 0 0 0 0 1 1
Baiit 3 ‘a’ (0x61) 0 1 1 0 0 0 0 1

27



FOCT P 58603—2019

OKOH4YaHue mabnuupi 46

OnucaHne 7 6 5 4 3 2 1 0
Baitt 4 ‘I (0x2F) 0 0 1 0 1 1 1 1
Bant 5 ‘b’ (0x62) 0 1 1 0 0 0 1 0

dUnLTp Mo TeMam

Baiit 6 OnuHa MSB (0) 0 0 0 0 0 0 0 0
Bait 7 OnuHa LSB (3) 0 0 0 0 0 0 1 1
Baiit 8 ‘c’ (0x63) 0 1 1 0 0 0 1 1
Baiit 9 ‘I (0x2F) 0 0 1 0 1 1 1 1
Bait 10 ‘d’ (0x64) 0 1 1 0 0 1 0 0
Maker UNSUSCRIBE kpaTko onucaH B Tabnuue 47.
Tabnuya 47 — MNpumep NonesHo Harpysku

HanmeHoBaHWe Tema
HassaHue TeMbl “alb”
HassaHne Tembl “c/d”

6.10.4 OrBeT

duUnbTpbl TEM (HE3aBUCUMO OT TOr0, COAEPXaT N OHU NOACTAHOBOYHLIE 3HAKU UM HET), YKa3aHHble B
nakere UNSUBSCRIBE, AOITPKHbI cpaBHuBaTLCA N0 KaXXA0OMY CUMBOIY C TEKYLLUM HaBOPOM hUNLTPOB TEM,
xpaHAawmxca Ha Cepsepe AnA KnveHTa. Ecnv HanaeHo ToUHOEe COOTBETCTBME, TO NOANUCKA yAansieTcs, B Npo-
TUBHOM Cry4yae HUKaKow A0NOMHUTENbHOW 06paboTkn He npoucxoaut [MQTT-6.10.4-1].

Ecnu Cepsep yaansiet noAnucky:

- oH AOJDKEH npekpatutb 400aBnsATb HOBbIE COOBLLEHMA B o4epeab Ha nepechinky [MQTT-6.10.4-2];

- oH JJOJTKEH 3aBepLumTb AOCTaBKY Mio6bIX co0obLeHnit QoS 1 unu QoS 2, KOTopble OH Hayan oTnpas-
natb Knuenty [MQTT-6.10.4-3];

- oH MOXXET npogomkuTb AOCTaBKY MioDObIX CyLLECTBYIOLMX COOOLLEHMI, COXpaHeHHbIX B Bydepe ans
aoctasku KnueHnry.

Cepsep AOJPKEH oTBeuatb Ha 3anpoc UNSUBCRIBE, otnpasus nakeTt UNSUBACK. Maketr UNSUBACK
OOIMKEH umeTb TOT Xe naeHtudukarop nakera, 4yro um naketr UNSUBSCRIBE [MQTT-6.10.4-4]. Oaxe ecnu
Hukakue Moanuckn Ha Tembl He yaaneHbl, Cepsep JOIPKEH otnpasute UNSUBACK [MQTT-6.10.4-5].

Ecnn Cepsep nonyyaer naketr UNSUBSCRIBE, cogepxawmin Heckonbko dunsrpos Tem, oH OOJ-
>KEH o6pabartbiBaTb 3TOT MAakKeT, Kak ecnu Obl OH NONy4YMN NOCNEAOBaTESNIbHOCTL U3 HECKOSIbKMX MakeToB
UNSUBSCRIBE, 3a UCKIIO4YEHMEM TOTO, YTO OH OTnpaBnsieT Tonbko oauH oteeT UNSUBACK [MQTT-6.10.4-6].

6.11 UNSUBACK — lNMoareepxaeHne 0TMEeHbl NOANUCKHU

Maket UNSUBACK otnpaBnsetcs CepsBepom KnueHTy AnA nNOATBEPXKAEHUA MOIyYEHMA nakeTa
UNSUBSCRIBE.

6.11.1 PuUKcUpoBaHHbIN 3aroNIOBOK

dukcuposaHHbIit 3aronobok naketa UNSUBACK npusesieH B Tabnuue 48.

Tabnuya 48 — dukcupoBaHHbIii 3aroroBok naketa UNSUBACK

bur 7 | 6 | 5 | 4 3 | 2 | 1 | 0
Bait 1 Tun ynpasnstowyero naketa MQTT (11) 3apesepBUpoBaHo
I o | o [ o | o
Baiit 2 Ocrtartok GaiitoB (2)
o | o | o ] o | o | o | 1 | o
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Mone «OcTaTok 6aluTOB»

370 pasmep nepeMmeHHOro 3aronoska. Ans nakera UNSUBACK paHHOe 3HauyeHue paBHo 2.

6.11.2 NepemMeHHbIN 3aronoBOK

MepemMeHHbIN 3aronoBok cogepxuT uaeHtudukarop nakera UNSUBSCRIBE, koTopblii nogTeepxaaer-
cs. MepemMeHHbIit 3aronoeok naketa UNSUBACK npuseaeH B Tabnuue 49.

Tabnuya 49 — MNepemeHHblit 3aronosok naketa UNSUBACK

But 7 6 | 5 | 4 3 2 1 0
BaiT 1 UaeHTudukartop naketa MSB
Baitt 2 MaeHTndukatop nakera LSB

6.11.3 Mone3Hasa Harpyska
Maker UNSUBACK He umeeT nones3Homn Harpy3sku.

6.12 PINGREQ — 3anpoc PING

Maket PINGREQ otnpaensietcss KnueHtom Ha Cepsep. Ero MOXXHO MCMONb30BaTb ANA TOr0, YTOObI:

- ykasaTb CepBepy, UT0 Kn1eHT akTUBEH, MPU OTCYTCTBUM KaKUX-NMOO APYrMx ynpasnsaowmx NakeTos,
otnpasnaemMbix KnueHtom Ha Cepsep;

- HanpasuTb 3anpoc AN NONy4YeHUs NOATBEPXKAEHUSA, YTO CepBep aKTUBEH;

- MPOBECTMW TECT CETU Nepeaayn AaHHbIX, YTOObl NOATBEPAUTDL, UTO CETEBOE NOAKNIOYEHUE aKTUBHO.

[aHHbIN nakeT ucnonb3yercs Ans obpaboTkn akTMBHOIO coeanHeHus, bonee nogpobHaa uHpopmauus
npueseaeHa B noagnyHkre 6.1.2.10.

6.12.1 PMKCHMPOBAHHbIN 3aroyoBOK

dukcmpoBaHHbIi 3aronoeok naketa PINGREQ npuseaeH B Tabnuue 50.

Tabnuya 50 — OukcuposaHHbli 3aronosok naketa PINGREQ

- T 1 & | s | s s | 2 | 1 | o
Baint 1 Tun ynpasnsiowero naketa MQTT (12) 3apesepBuUpoBaHO

v | 1 | o | o o | o | o | o
Baiit 2 Ocrarok 6aiitos (0)

o | o | o | o | o | o | o ]| o

6.12.2 MNepeMeHHbIN 3aronoBoOK

Maket PINGREQ He umeeT nepeMeHHOro 3aronoska.

6.12.3 NonesHan Harpy3ka

Maker PINGREQ He umeeT nonesHoun Harpysku.

6.12.4 OrBer

Cepsep JOIDKEH otnpasuTb naketr PINGRESP B oreet Ha nakeT PINGREQ [MQTT-6.12.4-1].

6.13 PINGRESP — OtBet PING

Maketr PINGRESP otrnpasnsiercsa Cepeepom Knuenty B otBeT Ha nakeT PINGREQ. OH ykasbiBaeT, uto
Cepsep akTuBeH.

[aHHbIN NakeT Mcnonb3yeTcst AnNs NOAAEPXKKM aKTUBHOIO coeauHeHus mexay Cepsepom u Knuentom,
6onee noapo6Hasa uHgopmaLusa npuBeaeHa B noanyHkTe 6.1.2.10.

6.13.1 ®ukcupoBaHHbIN 3aroNoBOK

dukcuposaHHbIi 3aronosok nakera PINGRESP npuseaeH B Tabnuue 51.
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Tabnunya 51 — ®ukcnposaHHblii 3aronosok naketa PINGRESP

But 7 [ 6 | 5 | 4 3 | 2 | 1 | 0
Bait 1 Tun ynpaenstowyero naketa MQTT (13) 3ape3sepBUpoBaHO
1 r 1 | 0 | 1 0 | 0 | 0 | 0
Baiit 2 Ocrtartok Gaittos (0)
o [ o [ o [ o [ o | o [ o | o

6.13.2 NepeMeHHbI 3aronoBOK

Maketr PINGRESP He umeeT nepemMeHHOro 3arofnoska.
6.13.3 NonesHaa Harpyska

Maketr PINGRESP He umeeT nonesHoi Harpy3sku.

6.14 DISCONNECT — YBegomnenue 00 OTKAHOYEHUMN

Maker DISCONNECT saBnaerca nocrneaHum ynpasnsiiowuMm NakeToM, otnpasnsiembim KnueHTom Ha
Cepsep. OH yka3biBaeT, YTo KnueHT oTknioyaeTca npeaHaMmepeHHo, B COOTBETCTBUM C NPOLEAYPOiA, YCTaHOB-
TIEHHOW HACTOALUMM CTAHAAPTOM.

6.14.1 ®uKCcMpOBaHHbIN 3aroyIOBOK

dukcuposaHHbIin 3aronoeok naketa DISCONNECT npuseaeH B Tabnuue 52.

Tabnuuya 52 — dukcmpoBaHHblii 3aronosok naketa DISCONNECT

- T 1 & | s | s s | 2 | 1 | o
Bant 1 Tun ynpasensiowiero naketa MQTT (14) 3apesepBUpoBaHO

1 | 1 | 1 | 0 0 | 0 | 0 | 0
Baiit 2 Ocrtartok 6aiitos (0)

o [ o | o | o [ o | o | o [ o

Cepeep OOJPKEH npoBeputb, YTOOLI 3ape3epBupoBaHHbIE OUTbI OblNIU YCTAHOBNEHBI HA HOMb U OTKIIO-
YnTb KnueHTta, ecnv oHu He pasHbl Hyno [MQTT-6.14.1-1].

6.14.2 MNepeMeHHbII 3aronoBOK

Maket DISCONNECT He uMeeT nepeMeHHOro 3aronoBKa.

6.14.3 MNone3Han Harpy3ska

Maketr DISCONNECT He UMeeT nonesHon Harpy3sku.

6.14.4 OtBeTt

Mocne otnpaeku naketa DISCONNECT KnueHr:

OOJDKEH pasopsartb ceteBoe coeguHerne [MQTT-6.14.4-1];

6onbwe HE [OO/MPKEH otnpaBnsiTb ynpaensiolMe MakeTbl 4Yepe3 310 CeTeBOEe MNOAKIoYEHue
MQTT-6.14.4-2].

Mpu nonyvyennn DISCONNECT Cepsep:

OOIMKEH ypanute ntoboe coobLueHne «nocrneaHein BONU», CBA3aHHOE C TEKYLLUM NoakmnioveHnem, 6e3
ero nybnukaumu, kak onucaHo B pasgene 6.1.2.5 [MQTT-6.14.4-3];

CIIEOYET npepeatb ceTeBOe coeauHeHue, ecnu KnueHT eLle aToro He caenan.

7 OnucaHue paboTbl MPOTOKONOB

7.1 CoxpaHeHue cOCTOAHUSA

KnueHTy n CepBepy HeobxoAMMO COXpaHsiTb coctosiHue CeaHca, yToObl 4omKHbIM 0Opa3oM obecne-
yYnBaTb HEOBXOAUMbIN YpOBEHb KadecTBa obcnyxmBaHusa (QoS). Knuent n Cepeep AOJPKHbI coxpaHsaTb co-
cTosHne CeaHca Ha npoTsbkeHun Bcero CeaHca [MQTT-7.1.0-1]. Ceanc JOJDKEH aonuTbCsl KAk MUHUMYM 0
Tex nop, noka akTUBHO ceTeBoe coeauHenne [MQTT-7.1.0-2].
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CoxpaHeHHble cO0DLLEHUA He ABNAIOTCA YaCTbl0 COXpaHeHHOro coctosaHua CeaHca Ha Cepeepe. Cep-
sepy CINEIYET coxpaHaTb Takue coobLeHus, noka nx He yaanut Knuent.

MpumevaHua

1 ObbeM xpaHunuwy KnueHta n CepBepa, KOHEYHO, orpaHudeH. CamMu XxpaHunuiya MoryT BbiTb 06beKkTaMm nonuTUK
aAMUHUCTPUPOBaHUSA, HaNpuMep, B YacTU MaKCUManbHOro BPeMEHW XpaHeHUs cocTosiHua CeaHca Mexay MOBTOPHLIM
yCTaHOBIEHUeM CeTeBOro coefiuHeHns. CoxpaHeHHoe cocTosiHue CeaHca MOXET BbITb aHHYNMPOBaHO B pesynbrarte Aei-
CTBUIA aAMUHUCTpATOpa, BKINIOYaA aBTOMaTUYECKUI OTBET Ha OnNpeAeneHHble YCcrnoBusa. 3TO NPUBOAUT K 3aBEPLUEHUIO
CeaHca. [laHHble AeiAcTBUA MOTYT GbiTb BbI3BaHbLI OrPaHUHMEHNSIMIA PECYPCOB UIMU APYTMMWA ONEPaLMOHHBIMU MPUYUHAMK.
Bynet pa3yMHbIM OLIEHUTb BO3MOXHOCTU XpaHunuw KnueHTta n Cepsepa, 4Tobbl rapaHTUpoBaTh WX J,0CTaTOMHOCTb.

2 Cbou B annapaTHOM MNK NporpaMMHOM o6ecneYeHnn MOryT NPUBECTU K NOTEpe UMW NMOBPEXAEHNIO COCTOSIHUSA
CeaHca, coxpaHeHHoro KnueHtom unu Cepsepom.

3 lNpu HopManbHOM hyHKUMOHMpoBaHUN KnueHta unu Cepsepa NpUHUHOW NOTEPU UMUK MOBPEXAEHUSA COXpaHEH-
Horo coctosiHua CeaHca MoryT ctaTb AeWCTBUA agMUHUCTpaTopa, c6oil NporpaMMHOro Unn annapaTtHoro obecneveHust.
[eiicTBNA agMUHUCTpaTopa MOryT 6bITb aBTOMaTUYECKUM OTBETOM Ha onpeaeneHHble ycnosus. [JaHHble AeAcTBUA MOryT
6bITb Bbi3BaHbl OrPaHU4EHUAMN PECYpPCOB UMK APYrMMU onepauuoHHbEIMU NpuinHamu. Hanpumep, CepBep MOXET onpe-
AenuTb, YTO, COMMAacHO BHeLLHel nHdopmaunm, cooblieHne unu cooblieHnsa 6onblue He MOryT AOCTaBNATLCA TEKyLeMy
unu 6yaywiemy Knuenry.

4 MNonb3osatenu npotokona MQTT AomMKHBI OUEHWBaTL BO3ZMOXHOCTU XpaHUNULL TeX UNU UHbIX peanusauui Knu-
eHTa n Cepsepa, A1 JOSKHOro o6ecnedeHns nx Co6CTBEHHbIX HYXA.

lMpumepbi

1 Hanpumep, nonb3oeamens, xenarowul cobpamb nokazaHus cCHemyuKoe afleKmpoaHepauu, Moxem pe-
wumb, Ymo eMy Heob6xoAuUMO UcnoJIb3068amb coobuleHuss QoS 1, NOCKOLKY OH AOJDKeH 3auyumume NoKa3aHusi
om nomepu no cemu, 0GHaKoO OH MoXxem onpedenums, YMo UCMOYHUK NUMaHUs1 A0cmMamoYHoO HadexHbil, Ymo-
661 daHHbIe y Knuenma u Cepeepa Moasiu XpaHuUmbCs € aHepao3aeucumoli namamu 6e3 0cob6020 pucka nomepu.

2 U, Hao6opom, coz0amerib NPUIIOKEHUS NO Oofflame NapKoeKu Moxem peuiumb, Ymo naamexHoe co-
obujeHue He Moxem Obimb MOMEPSIHO HU NMPU Kakux obcmosmenscmeax, NoamomMy mpebyemcsi, Ymobbl ece
OaHHble 6bi/lu 3anucaHbl @ 3Hepa2oHe3aeucumoll namsimu Ao mozao, Kak oHu 6ydym nepedaHbi 1o cemu.

7.2 CeTeBble NOAKNIOMEHUA

Ons paGotel npotokona MQTT Tpebyetcs 6a30BbIit NPOTOKON NepeAayu AaHHbIX, KOTOpbI o6ecneunt
yrnopsifoYeHHYI0 nepeaadvy notoka bawTtos 6e3 notepb ot KnueHta k Cepsepy u ot Cepsepa k Knuenty.

MpuMmeyaHus

1 TpaHcnopTHLIM MPOTOKONOM, UCToNb3yeMbiM Ana pabotel MQTT 3.1, 66in TCP/IP, kak onpegeneHo B [6]. TCP/IP
MOXeT ucnonb3oBatbea Ang MQTT 3.1.1. Takke nogxofaT criefytoLiume:

- TLS[3];

- WebSocket [4].

2 TCP-nopTe! 8883 1 1883 3apernctpupoBaHel B IANA B oTHoweHun MQTT TLS u otnu4Hoi ot TLS kKoMMyHUKaLuK,
COOTBETCTBEHHO.

MpoTokonbl nepeaadu AaHHbIX, HE NpeaycMaTpuBaiowme NpeaBapuTensHOro0 YyCTaHOBEHUA CoeauHe-
HuA, Takne kak UDP, He nogxoaaT ana obecneyueHus pabotol MQTT, NOCKONbKY OHU MOTYT NOTEPSTbL UMK U3-
MEHUTb NOPAAOK AAHHBIX.

7.3 YpOBHMU KayecTBa 0OCINyXXUBaHUA U NOTOKU NPOTOKONOB

MQTT obecneuynBaer JOCTABKY COOOLLEHUI NPUMOXKEHUI B COOTBETCTBUU C YPOBHAMM KayecTBa o6cny-
»xusaHua (QoS), onpeaeneHHbIMU B HACTOSALLEM cTaHAapTe. MpPoTokon AOCTaBKM ABNAETCH CUMMETPUYHBIM,
B onucaHuu Hmxke KnueHt u Cepsep MOIyT BbIMOMNHATL ponbk Otnpasutens unu Monyyarens. MNpotokon Ao-
CTaBKW OMUCbLIBAET UCKMIOUMTENLHO JOCTABKY COOOLLEHUS NPUNOXEHUA OT OAHOIO OTNPaBUTENS K O4HOMY MO-
nyyarenio. Koraa CepBep goctaBnsieT coobLueHne NpunoXKeHnsa HeCKonNbkum Knuentam, kaxxabiii KnueHt ob-
pabaTbiBaeTCA HE3aBMCUMO. YPOBEHb kKadyecTBa 00cnyxuBaHus, obecnedmeaemblit Npu 4OCTaBKE UCXOASILLETO
coobLeHus npunoxeHus KnueHTy, MoXeT oTnuyaTbCs OT TAKOBOTO ANS BXOAALLETO COOOLLEHUS NPUNOXEHUS.

HeHopmaTuBHbIE BMOK-CXEMbI B CRIEAYIOLLMX pasaenax npeaHasHaveHbl Ans AEMOHCTPaLUUU BO3MOXK-
HbIX MOAXOAO0B K peanu3aLuu.

7.3.1 QoS 0: focTtaBka He 60omnee ogHOrO pasa

CoobLweHne JOCTaBnaeTca B COOTBETCTBUM C BO3MOXHOCTAMU GasoBon ceTu. Monyyatens He oTnpas-
NAEeT OTBET, U OTNPABUTENb HE BbINOMHAET HUKAKMX MOBTOPHbIX NONLITOK OTNpaBku. CoobuieHne gocrasnsaer-
€A NONy4aTento ToNbKO OAUH Pa3s UK He JOCTaBMSIETCA BOBCE.
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Mo npotokony agoctasku QoS 0 oTnpaBuTenb:

- AOIMKEH ornpasutb naket PUBLISH ¢ QoS = 0, DUP = 0 [MQTT-7.3.1-1].

Mo npotokony agoctasku QoS 0 nony4yatens:

- npuHUMaeT coobLieHue npu nonyveHumn naketa PUBLISH.

B Tabnuue 53 B kayecTBe Nnpumepa NnpuBeaeHa TEXHONOrn4eckasa cxema nporokona QosS.

Tabnuya 53 — TexHonorndyeckas cxema npotokona QoS 0

OelicTBuA oTnpasutens Ynpasnatowuii naket [LencTBuA nonyyartens

PUBLISH QoS 0, DUP=0

OTnpaBuTb CoOBLLEHNE MPUMOXKEHUS] COOTBET-
CTBYIOLLEMY MOSTy4aTento (nosyyarensm)

7.3.2 QoS 1: [loctaBka He MeHee OQHOro pasa

Mpu gaHHOM ypOBHE kadecTBa 00CNYyXMBaHUA rapaHTUPYETCH, YTO coobLueHue Byaer AOCTaBneHo no-
nyyarento He MeHee oaHoro pasa. Maker PUBLISH QoS 1 uMeer naeHtudukarop nakera B nepeMeHHOM
3aronoske u noaTeepxaaerca naketom PUBACK. [lononHutensHas undopmauus o6 ngeHtudukaropax na-
KETOB ykasaHa B nyHkre 5.3.1.

B npotokone aocrasku QoS 1 ornpasurens JOIDKEH:

- HasHayaTb HEMCNONb3yeMbll MAeHTUUKATOP NakeTa Kaxabli pas, KOraa y Hero eCctb Hopoe coobLue-
HWE NPUIOXEHNA ANa nySnukauuu;

- otnpasutb naket PUBLISH, copepxatumii aToT naeHtudukarop nakera ¢ QoS = 1, DUP = 0;

- paccmarpuaTb naket PUBLISH kak «HenoaTBEepKAEHHbIN», NOKA OH HE MOMY4YUT COOTBETCTBYIOLLMIA
naker PUBACK ot nony4atensi. Bonee noapo6Hasi nHopmauumsa 0 HENOATBEPXKAEHHLIX COOOLLUEHUSX Npu-
BeAeHa B nogpasaene 7.4.

[MQTT-7.3.2-1].

MaeHTndukarop nakera CTaHOBMTCA AOCTYMHBLIM ANA NOBTOPHOTO MCNOSMb30BaHUS, KaK TONMbKO OTMNpaBu-
Tenb Nony4un coorsercTByowmin naket PUBACK.

O6patuTe BHUMaHUe, YTO OTNPABUTENIO Pa3peLleHo OTNPaBNATL ganbHelmne naketsl PUBLISH c pas-
NUYHBIMKU UAEHTUPUKATOPAMK NAKETOB, MOKA OH OXMAAET NONY4YEHUS NOATBE PKAEHUNA.

B npotokone gocrasku QoS 1 nonyyatens JOIDKEH:

- NpuHAB coobuleHne npunoxennsa us nakera PUBLISH, otBetutb naketom PUBACK, coaepxxalumm
COOTBETCTBYIOLLMI MAEHTU(DUKATOP NakeTa;

- nocne otnpasku naketa PUBACK cuutatb no6oi exoaawmin naket PUBLISH, koTopblii conepXuTt TOT
XKe NAEHTMdUKATOp nNakeTa, HOBOW nyGnukauunein, He3aBMCMMO OT ycTaHoBku chnara DUP.

[MQTT-7.3.2-2].

TexHonoruyeckasi cxeMa NPOTOKONa ypOBHsA kadecTea o6cnyxueanus (QoS) 1 npuseaeHa B Tabnuue 54.

Tabnuya 54 — TexHonorn4eckasn cxema npotokona QoS 1

[eiicTBua oTnpasuTens Ynpaensowuii naket [HelicTBMA nonyyaTtens

CoxpaHuTe coobLyeHue

Otnpasutb PUBLISH QoS 1, DUPO, | -—— >
<MaeHTUdUKaTop nakeTa>

WMHnumnpoBaTk oTnpasky coobyeHns npunoxerus

Leomr——— Otnpasute PUBACK <UgeHTudukaTop naketa>

AHHynupoBaTk coobLyeHune

) Monyuatento He TpebyeTca AOCTaBNATL COOBLUEHME NPUIOXEHUA Nepe oTnpaskoii PUBACK. Koraa ero nep-
BOHaYarnbHbI oTnpaBuUTenb nonydvaeT nakeT PUBACK, npaBo co6CTBEHHOCTU Ha coOBLLEHWE NPUNOXEHUS NepeEXoanT
K nonydarento.

32



FOCT P 58603—2019

7.3.3 QoS 2: PoBHO oaHa AocTaBKa

[aHHbIil ypoBeHb kayecTBa 00CNYXXMBAHUSA ABNSETCS CaMblM BbICOKUM YPOBHEM Ka4yecTBa 06CcnykuBa-
HWA ANA UCNONL30BaHMS B CryYasx, Korga HempuemnemMbl HU NOTEPU, HWU AybnuposaHue coobuyeHui. Mpu
nepegayve cooOLLEeHuii C AaHHbIM YPOBHEM KavecTBa 00CNyXMBaHUS BO3PaCTAIOT HaKnagHble pacxoasbl.

CoobueHue QoS 2 nmeer ngeHTudukaTop nakera B nepeMeHHom saronoske. B nyHkre 5.3.1 coaep-
XKUTCSA AONONHUTENbHAsS MHopMauma 06 naeHTudukaropax naketos. MNonyyarens naketa PUBLISH ¢ QoS 2
MHULMANM3UpyeT NpoLEce NOATBEPXKAEHUS, COCTOALLMIA M3 ABYX 3TanoB.

B nporokone gocraBku QoS 2 oTnpaBuTensb:

- OOIMKEH HasHaunTb HEMCNOMNb3yeMbIi MAEHTUMDMUKATOP NAKeTa, €CMN Y HEro eCTb HOBOE CO0BLLEeHne
NpUNoXxeHus Ansa nyonukauum;

- JOMKEH otnpasutb naketr PUBLISH, cogepxalumin AaHHbIA UAeHTUduUKaTop nakera, ¢ QoS = 2,
DUP = 0;

- OOJTKEH cuutatb naketr PUBLISH «HenoaTBep>aeHHbIMY, NOKa OH HE MONYyYUT COOTBETCTBYIOLLMMI
naket PUBREC ot nony4yarens. CM. uHcopMaLuio 0 HENOATBEPKAEHHbIX COOOLIEHUAX B noapasaene 7.4;

- AOIMKEH otnpaeutb naker PUBREL, korga oH nonyyaet naket PUBREC ot nony4yarens. [JaHHbIi
naker PUBREL AOOIMKEH coaepxaTb TOT >ke naeHTudmkarop naketa, 4to U ucxoaHoii naker PUBLISH;

- JOMKEH cuutate naket PUBREL «HenoaATBEPXAEHHbIM», NOKA OH HE MNOMYYUT COOTBETCTBYIOLLUM
naker PUBCOMP ot nonyuarens;

- HE MOXET nostopHo otnpasute PUBLISH nocne ornpasku cooteeTcTeylowero nakera PUBREL
[MQTT-7.3.3-1].

MaenTtudukarop naketa CTaHOBUTCA AOCTYMHbLIM AN NOBTOPHOMO UCNONb30BaHUSA, KAaK TONbKO OTNPaBu-
Tenb Nony4un cooreseTcTeyowmin naket PUBCOMP.

O6partuTte BHUMaHUE, YTO OTNPABUTENIO paspeLLeHOo oTnpasnsaTb cneayowme nakersl PUBLISH ¢ pas-
SIMYHBIMU MAEHTUDUKATOPAMM NAKETOB, NOKA OH OXXMAAET MOMNYyYEHUs NOATBEPXAEHUN.

B npotokone aoctasku QoS 2 nonyyatens JOIDKEH:

- npuHAB coobLleHune npunoxeHua u3 nakera PUBLISH, oteBetuth naketom PUBREC, coaepxaimm
COOTBETCTBYIOLUMIA AEHTUdMKATOP NakeTa;

- 0O TeX Mnop, noka OH He nonyyuT cooteeTcTBytowmii naket PUBREL, noaTteepxaarb niobon nocne-
ayowmii naket PUBLISH ¢ Tem ke uaeHtudukaropom nakera, ornpasms PUBREC. B atom cnyyae oH HE
OOIMKEH uHuummposatb AybnuposaHue cOOOLLEHWIT ANsi nocneayiowmx nony4arenen;

- oTBedvatb Ha nakeT PUBREL, otnpasus naket PUBCOMP, cogepalumi TOT Xe naeHTudukarop na-
keta, Yto u PUBREL,;

- nocne Toro, kak oH otnpasun PUBCOMP, cuutatb no6oi nocneayowumini naker PUBLISH, cogepka-
LUMIA JaHHbI AEHTUdKUKATOP nakeTa, HOBOW nybnukayuei [MQTT-7.3.3-2].

HeHopMmaTuBHbII NpUMeEP TEXHONOrMYECKOI CXeMbl MPOTOKONA YPOBHSA kayecTea obcnyxwvsanus (QoS) 2
npueeaeH B Tabnuue 55.

Tabnuya 55— TexHonoruyeckasi cxema npotokona QoS 2

M YnpasnsroLyuii o
Helcteua oTnpasmTens naKeT [HeicTBNA nonyyatens
CoxpaHutb coobLyeHne
PUBLISH QoS 2, DUP 0,
<UNgeHTUdUKaTOp NakeTa>
————— >
Cnocob A, coxpaHuTb coobLyeHue unu
Cnocob B, coxpaHuTe <MgeHTUdMKaTop naketa>, 3atemM
WMHULMNPOBaTL Nepefady JOCTaBKW COOBLLEeHNA npuno-
werual
PUBREC <MpaeHTudukaTop naketa>
[
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OkoH4YaHue mabnuupl 55

M Ynpaenstowun N
,D.eI/ICTBVIﬂ oTnpasuTena nakeT ﬂeI/ICTBI/IFl nony4vyartena
AHHynupoBaTb coobLleHne, COXpaHWUTb
nony4veHHbln PUBREC <UpgeHTudgukatop
naketa>
PUBREL <UgeHTudpuKaTop nakeTa>
————->
Cnocob A, MHWLUMPOBaTbL OTNpaBKy COOBLLEHNS Npuno-
KeHus 1, 3aTeM OTMeHUTb coobLLeHue; nnn
Cnocob6 B, aHHynupoBaTh <MgeHTudukatop naketa>
Otnpasute PUBCOMP <UgeHTudunkatop naketa>
L
AHHYNUpoBaTb COXpaHEeHHOe COCTOSAHUE
) Monyuarento He TpebyeTca 40CTaBNATL COOBLLEHUE NPUMOXEHNS Nepes oTnpaskoit PUBREC unu PUBCOMP.
Korga ero nepBoHavanbeHbI oTnpaBuTens nonyyaeT naket PUBREC, npaBo cob6cTBEHHOCTU Ha coobLleHne npunoxe-
HWSA NepexoauT K nonydaTento.

B tabnuue 55 onucatbl ABa cnocofa, ¢ MOMOLLbLIO KOTOpPbIX Q0S 2 moxeT obpabartbiBaTbCa nonyyare-
nem. OHKM pasnuyaloTca B TON TOYKE, B KOTOPOW COOBLLEHME CTAHOBUTCS AOCTYMNHbLIM ANA NOCNeayowen ao-
ctaBku. Boibop cnocoba A nunu cnocota B ABNAETCA KOHKPETHbLIM ANA Ka)aoro cnydas. Ecnn npu gocraeke
BbIOPaH O4MH U3 3TUX NOAXOA0B, 3TO HE BNMSAET Ha rapaHTum notoka QoS 2.

7.4 MoBTOpHAA AOCTaBKa COOGLWEHUNA

Korga KnueHT NoBTOPHO nogkniovaetca ¢ donaroM o4uctku CeaHca, yctaHoBneHHoMy Ha 0, KnveHTt u
Cepsep JOJPKHbI noBTOpHO OTNpaenATe nodble HenoaTBepXaeHHble naketel PUBLISH (rae QoS> 0) u na-
keTbl PUBREL ¢ ncnonb3oBaHmem ux MCxoaHbIX MaeHTudukatopos naketos [MQTT-7.4.0-1]. 3T0 eAUHCTBEH-
Hoe 00cToaTenbCTBO, Koraa KnueHT unu Cepeep OOIMKHbI nOBTOPHO OTNpaBnATe COOOLLEHNUS.

MpumMevyaHune — McTopuyecku nosTopHas nepefaya ynpasnsaoLwmx naketos Tpebosanachb AN NPEOfONeHNs
noTepn AaHHbIX B HEKOTOPLIX CTapbix ceTax TCP. 3To MoxeT ocTaBaThes Npobnemol, koraa peanusauyns MQTT 3.1.1
JomxkHa BbiTb pa3BepHyTa B TakuUxX cpeaax.

7.5 Mony4yeHue coobweHun

Mpu nonyyeHun CepBepom npaBa COGCTBEHHOCTU HA BXoAsLLee coobLeHne npunoxernus, oH JOIDKEH
[06aBuUTb €ro B COCTOSIHNE ceaHca Anda Tex KnMeHToB, KOTOpbie UMEIOT COOoTBETCTBYIOWME Moanucku. MNpasu-
na COOTBETCTBMA onpeaeneHsl B nogpasaene 7.7 [MQTT-7.5.0-1].

OObIMHO KnueHTbl nony4arT coobLieHnsa B OTBET Ha CO34aHHble uMu MNoanuckn. KnueHT Take MOoXet
nony4artb coo6LIEeHUs1, KOTOPbIe HE COOTBETCTBYHOT HU OAHOW M3 €ro npsiMbix oANMCcoK. 3TO MOXKET NPOU30N-
M, ecrnim Cepeep aBTOMaTU4eCckn HazHavymn noanucky KnueHty. KnueHT Takke MOXET nonyyarb Coo0LeHus,
noka BbinonHaercs onepauyns UNSUBSCRIBE. Knuent OOJDPKEH noagTeepautb niobon naker PUBLISH, ko-
TOPbI OH MOSIyYaeT, B COOTBETCTBUM C YPOBHSIMU Ka4ecTBa 00CNyXMBaHWA AOCTABKM 3TOrO NakeTa, He3aBUCH-
MO OT Toro, 6yaet nu oH oBpabaTtbiBaTb cogepxalleecsa coobeHme npunoxenus. [MQTT-7.5.0-2].

7.6 Mopaaok oTnpaBKU COOOIWEHUI

Knnent JOIMKEH cnegosartb 3TMM npasunaM npu peanu3saumm NoTOKOB AaHHbIX, ONPeAeneHHbIX B AaH-
HOM pasgene HacTOSALEro ctaHgapra:

- Korza OH NMOBTOPHO OTnpaBnsieT kakme-nnmbo nakersl PUBLISH, noBTOpPHO OTNpaBuUTb MX B TOM NOpsia-
Ke, B KOTOPOM Bblnu oTnpaBneHbl ucxoaHble naketbl PUBLISH (310 0THOCUTCA K co00LLEeHnsiM QoS 1 n QoS 2)
[MQTT-7.6.0-1];

- oTnpaenAtb naketbl PUBACK B TOM nopsake, B KOTOPOM Oblfin NONyYeHbl COOTBETCTBYIOLLNE MAKEThI
PUBLISH (coobweHus QoS 1) [MQTT-7.6.0-2];
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- otnpaenATtb naketsl PUBREC B TOM nopsaake, B KOTOPOM Obiny NONy4Y€Hbl COOTBETCTBYIOLLME MAKEThI
PUBLISH (coobweHus QoS 2) [MQTT-7.6.0-3];

- otnpaenATb naketbl PUBREL B TOM nopsake, B KOTOPOM ObInu NONy4eHbl COOTBETCTBYIOLLME NAKETbl
PUBREC (coobweHusa QoS 2) [MQTT-7.6.0-4].

Cepsep OOIMKEH no ymonuaHuio cuntath Kaaylo TeMy ynopsgoveHHon temon. OH MOXKET npegno-
CTaBUTb 8AMUHUCTPATUBHbIA UM NHOW MEXaHU3M, MO3BONSAIOLLMIA CHUTATb OAHY UITM HECKOMNbLKO TEM YNOpPAA0-
YeHHbIMU Temamu [MQTT-7.6.0-5].

Mpu o6pabotke CepBepoM COOBLLEHUS, ONYONMKOBAHHOTO B ynopsinoveHHon teme, oH IOIDKEH cne-
A0BaTb NPUBEAEHHLIM BbILLE MpaBuiaM MNpu AOCTaBKE COOOLIEHMIA KaXaomy U3 CBOMX noanucuukos. Kpo-
me Toro, oH JOIMKEH otnpasnate nakersl PUBLISH KnueHtam (B 9TOM e TEME U C TEM K& YPOBHEM Ka-
yecTtBa 06Cny>xMBaHuUs) B TOM MOpPsiAke, B KOTOPOM OHM Obinu nony4yeHbl OT noboro ykasaHHoro Knuenta
[MQTT-7.6.0-6].

MpumeyvaHue — lMpaBuna, NepeynCrneHHbIe Bbille, rapaHTUPYIOT, YTO, Korga NoTok cooblyeHuit nybnukyetca
W Ha Hero ohOpPMIAETCS MoAMnucKa ¢ YypOBHEM KadecTBa 0GCNyXuUBaHUA 1, OKOHYATENbHbIE KOMUU KaXgoro coobLeHus,
nepefaBaeMoro nognucunkam, 6yayT 4ocTaBneHsl B TOM NOpsiAKe, B KOTOPOM OHM BLbINK NepBoHayansHO ony6nukoBaHbl,
HO BO3MOXHOCTb Ay6rnnpoBaHnsa coobLeHUiA MOXET NPUBECTM K B MOBTOPHOM oTnpaBke 6onee paHHero coobLyeHus, nony-
YEHHOro Nnocre Of4HOro U3 ero nocnegyoLmnx coobLeHunii. Hanpumep, aBTop MOXET OTNpaBnATL coobLeHmns B nopsaake 1,
2, 3, 4, a abOHeHT MOXeT Mx nony4nTb B nopsagke 1, 2, 3, 2, 3, 4.

Ecnn KnueHt n Cepsep ygoCcToBepsIOTCs, UTO B MPOLECCe AOCTABKM HAXOAUTCA TONbKO OAHO coobLue-
Hue B NoBOI MOMEHT BpeMEHU (He oTnpaBnsas cooblieHue A0 Tex nop, Noka AoCTaBka npeablayLiero co-
o6LueHnn He ByaeT noATBepAEHA), TO Nocne noboro nocneaylowero coobuleHus He OyaeT NonyyYeHo nepe-
CblnaeMoe paHee cooblueHue QoS 1 — HanpuMmep, aBOHEHT MOXET Nony4uTb ux B nopsake 1,2,3,3,4, HO He
1,2,3,2,3,4. OrpaHuyeHne pasMepa NoToka nepecbinaeMbix coobLueHuii 40 1 coobLLEHUs TaKkKe 03HAYaET,
YTO NopsiaoK DYAET COXpaHeH, Aaxe eCnyu aBToOp OTNPAaBMsAET NOCHEA0BaTENbHOCTbL COOOLIEHUI C pasHbiMU
ypoBHAMKU QOS NO OAHON U TON XKE TEeME.

7.7 HasBaHusa TeM 1 punNbIPbI TEM

7.7.1 NMoacTaHOBOYHbIE 3HAKU B HA3BaAHUAX TEM

Pasgenutenb ypOBHSi TEMbl UCMONb3YETCA ANA BBEAEHUSA CTPYKTYpPbl B Ha3BaHue Tembl. ECnn OH npu-
CYTCTBYET, OH AENUT Ha3BaHMe TeMbl HA HECKOSIbKO «TEMaTUYECKUX YPOBHEWY.

dunbTp TEM NOANUCKM MOXET COAepXaTb CneuuanbHble CUMBOSLI NOACTAHOBKM, KOTOPbIE NO3BONAIOT
cpasy nognuckLIBATLCA HA HECKOMNBbKO TEM.

CumBONbI MOACTAHOBKM MOTYT MCNONbL30BaTLCA B punbrpax Tem, Ho HE AOIMKHbI ucnons3osarbca B
HasBaHuu TemMbl [MQTT-7.7.1-1].

7.7.1.1 PasgenuTenb ypoBHA

Mpsamas kocas yepta (/' U + 002F) ncnonb3dyerca Ans pasgeneHns Kaxaoro ypoBHA B AepeBe TEM U
obecneyeHns nepapxuyeckoi CTPyKTypbl HasBaHui Tem. icnonb3oBaHue pasaenutens ypoBHA TEM SBNAETCA
BaXKHbIM, KOr4a OAMH U3 ABYX CUMBOSIOB MOACTAHOBKM BCTPEYAETCA B punbTpax Tem, ykasaHHbix KnueHtamu-
nognucynkamu. Pasgenutenu TeMaTu4eckux YpoBHEH MOryT oTobpaxkatbCa B MO6OM MecTe B hunbTpe Tem
UNn Ha3BaHuK TeMbl. CMEXHble pa3aenuTeny YPOBHA TEM YKa3biBalOT HA YPOBEHb TEMbI HYNEBON ANWHbI.

7.7.1.2 MHOroypoBHeBbII LLIAGMOH

3Hak pewetku (# U + 0023) sBNAeTCS NOACTAHOBOYHbLIM CMMBOMIOM, KOTOPLI COOTBETCTBYET Ni06GO-
MY KOMNMUYECTBY YPOBHEN BHYTPU TE€Mbl. MHOrOypOBHEBLIN NOACTAHOBOUHbLIN 3HAK NpeAcTaBnsaeT cobon poau-
TenbCKMii U Noboe KoNMYeCcTBO A04ePHMX YPOBHEN. MHOrOypOBHEBLIN NOACTAHOBOYHbIN 3HAK JOIMKEH 6biTb
ykasaH nubo camocrosTensHo, NMbo nocne pasgenuTtenst ypoHA Tem. B niobom cnyyae, o JOIMKEH 6biTb
nocneaHUM CUMBOMOM, yKasaHHbIM B unstpe tem [MQTT-7.7.1-2].

lMpumep — Ecnu KnueHm nodnucklieaemcs Ha «cnopm/meHHuc/ meHHucucmi/#», oH 6ydem nosny4ams co-
obujeHusi, ony6nukoeaHHbIe ¢ UCI0Ib308aHUEeM maKux Ha3eaHuli mem:

- «Cnopm/meHHUc/meHHUcucm1»;

- «Cnopm/meHHuc/meHHucucmi/pelimuHaen»;

- «Cnopm/meHHuc/meHHucucm1/cyem/Yum6ndoHy».

Kpome amoezo:

- «crnopm/#» makxke coomeemcmeyem eQUHCMEEHHOMY «Criopmy», mak Kak # exsiroyaem podumensckull
ypoeeHb;

- «#» delicmeumerneH u 6ydem nosy4amb Kaxdoe coobuieHue NPUsIoKeHUs;

- «Cnopm/meHHuc/#» delicmeumerneH;
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- «Cnopm/meHHuc#» HedelicmeumeneH;
- «Cnopm/meHHuc/#/pelimune» HedelicmeumerseH.

7.7.1.3 NoacTaHOBOYHbLIN LWAGNOH OAHOIO YPOBHA

3Hak nnoca (‘+' U + 002B) asnaeTca noagCTaHOBOYHbIM CUMBOSIOM, KOTOPbLIN COOTBETCTBYET TONbKO 04-
HOMY TEMAaTU4ECKOMY YPOBHIO.

OpHOYPOBHEBLIN LLIAOMOH MOXHO MCMNONb30BaTb HA NOOOM ypoBHE (hunbTpa TEM, BKNIOYAsA NEPBbIN 1
nocneaHui yposHu. Ecnu oH ucnonb3ayercsa, oH JOIDKEH 3aHumatb Becb ypoBeHb unetpa [MQTT-7.7.1-3].
OH MOXET MCMOosb30BaTLCH HA HECKOMNBbKUX YPOBHAX B (PUABTPE TEM, U MOXKET UCNONbL3OBATLCA B COMETAHNU
C MHOTOYPOBHEBbLIM LLIAGNOHOM.

lpumep — «criopm/meHHuUc/+» coomeemcmeyem «Cnopm/meHHuc/ meHHucucmi1» u «Cnopm/merHHuc/
meHHucucm2», Ho He «Crniopm/meHHuc/ meHHucucmi/pelimuxe». Kpome moeo, NocKobLKy oOHOypoeHesebill Wa-
6510H coomeemcmeyem MmMoJILKO 0OHOMY ypoeHio, «Criopm/+» He coomeemcmeyem «cnopmy», HoO OH coomeem-
cmeyem «cropm/».

Kpome amoeo:

- «+» OelicmeumerieH;

- «+/TeHHuc/#» delicmeumeneH;

- «Cnopm+» HedelicmeumeseH;

- «Cnopm/+/meHHucucmi» delicmeumersieH;
«/chuHaHchI» coomeemcemeyem «+/+» U «/+», HO He «+».

7.7.2 TeMbl, HaUMHawWuecs ¢ $

Cepsep HE OOJPKEH otoxaecTsnaTb (hunbTpbl TEM, KOTOPbLIE HAYMHAKOTCS C CUMBONA NOACTAaHOBKK (#
Unu +) ¢ Ha3BaHWAMU TEM, HAUMHaIOWMMKCA ¢ cumBona $ [MQTT-7.7.2-1]. Cepsepy CNEQYET 3anpewiatb
KnmeHTam ncnons3oBaTb Takue MMeHa Tem ansa oomeHa coobweHuammu ¢ apyrumm Knuentamu. Peanusauuu
Cepeepa MOTI'YT ucnonb3oBarb Ha3BaHUS TEM, HAYMHAIOLWMECA C CUMBONA «$» ANs ApyrMx uenen.

MpumMedyaHnsa

- $SYS/ wupoko ucnonb3yercs B kKayecTse npedukca AnNa TeM, KoTopble cogepxaT MHpOpMaLMio O KOHKPETHOM
CepBepe unu ynpasnsoLyo uHdopmavuio AP,

- [MpunoxeHnsi He MOTYT UCMONBL30BaTb TEMY C Ha4anbHLEIM cUMBOMNOM $ ANS CBOUX Uenei;

- MNognucka Ha «#» He NO3BONUT NonyyaTb coobLleHUs], onybrnmkoBaHHLIE B TEME, HauvUHaoWenca ¢ «$»;

- Moanucka Ha «+/MOHUTOPUHI/KNNEHTLI» HE NMO3BONWT nonyyarb cooblieHus, onybnukoBaHHele B Teme «$SYS/
MOHUTOPUHI/KMUEHTBLI»

- Mognucka Ha «$SYS/#» no3sonuT nonyyatb coobLUeHUsl, onybnukoBaHHble NO TeMaM, HauuHarwmumes ¢ «$
SYS/»

- Mognucka Ha «$SYS/MOHWUTOPUHM+» MO3BONMUT MofyyaTb cooblieHus, onybnukoBaHHble B Temax «$SYS/
MOHUTOPUTL/KNUEHTbI»

Onsa nonyyeHns coobLueHunii no Temam, HaumHaLwmmca ¢ $ SYS/ u no TeMam, KOTOpbIe He HAYMHAIOTCA
¢ $, Knuenty CIEQYET noanucatbes Ha «#» n «$SYS/#»

7.7.3 CeMaHTUKaA TEMbI U €€ UCMONb30OBaHUe

K HasBaHWAM TeM M (PUNBETPOB TEM NPUMEHSIOTCS CrneayloLme npasuna:

- BCe Ha3BaHusg TeM U punsTpbl TeM JOIPKHbI umeTb, kak MUHUMYM, oauH cumeon [MQTT-7.7.3-1];

- HasBaHusA Tem u PUNLTPLI TEM YYBCTBUTENbHbLI K PETUCTPY;

- UMEeHa TeM U hUNBTPLI TEMbI MOTYT BKIHO4aTL CUMBON npobena;

- MEepBbIi NN KOHEYHbIN CUMBON «/» CO34aeT OTAeNIbHOE Ha3BaHWe TeMbl UNK UNLTP TEM;

- HasBaHue TeMbl UK PUNLTP TEM, COCTOALLMIA TOMbKO U3 CUMBONA «/», AENCTBUTENEH;

- HasaHue Tembl U puneTpel TeM HE OOIMKHbI Bknovate Hynesoin cumeon (Unicode U + 0000) [5]
[MQTT-7.7.3-2];

- Ha3BaHue Tembl U PUNBLTPbI TEMbl — 3TO KOAMPOBaHHbIE CTPokM UTF-8, onn HE OOJPKHbI kogaupo-
BaTtb Gonee 65535 G6aint [MQTT-7.7.3-3]. Cm. nyHkT 7.5.3.

HeT orpaHuyeHuin Ha KONMYECTBO YPOBHEN B HAa3BaHUM TEMbI UNK PUNBTPE NO TEMaM, KPOME TEX, KOTO-
pble HaknaabiBaoTca 06LEen ANMHOW KogMpPOBaHHONW cTpokn UTF-8.

Mpu conoctaenenun noanucok Cepeep HE OOJDKEH BbINONHATL Kaky-nubo HOpManusauui Ha-
3BaHWN TEM unu GUNLTPOB TEM, a TaKkke Nobylo MoaUdMKALMIO UMM 3aMEHY Hepacno3HaHHLIX CUMBOOB
[MQTT-7.7.3-4]. Kaxxgblii ypOBEHb B PDUMLTPE TEM, 3@ UCKIIOYEHMEM COAEPXALUMX CUMBOIbLI NOACTAHOBKY,
[JOMKEH NOCUMBONBLHO COBMaAaTk C COOTBETCTBYIOLLMM YPOBHE B HA3BAHUM TEMbI Arsi YCNELUHOrO YyCTaHOBMe-
HWA coBnageHus.
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MpumevyaHue — lNpasuna koguposaHua UTF-8 o3HayaloT, YTo cpaBHeHWe unsTpa TeMbl U Ha3BaHWUSA TEMbI
MOXeT BbITh BbINOMNHEHO NGO NyTeM CpaBHeHWS KOAUPOBaHHbIX GaiiToB UTF-8, nubo nyTem cpaBHeHWUS 4EKOANPOBaHHbIX
cumBoroB OHUKoAA.

- «AKKAYHTbI» n «AkkayHTbl» — 3TO ABa pa3HbIX HA3BaHUA TEM;

- «Kpeautopckas 3aao/mKeHHOCTbY — 3T0 AEUCTBUTENbHOE Ha3BaHUe TEMbI;

- «/(PUHAHCBI» OTNMYAETCA OT «(PMHAHCHIY.

Coo0LeHne nNpunoXeHUs oTNpaBnseTcs No Kaxaon noanucke KnueHTa, cunbTp TEM KOTOPOW COOT-
BETCTBYET Ha3BaHWIO TEMbI, NPUKPENIEHHOMY K COOBLLIEeHUI0 npunoxeHus. Pecypc Tembl MOXKET 6biTb nu6o
npepgonpeaeneH Ha Cepeepe aagmuHuctparopom, nn6o MOXKET 6biTb AMHamMu4ecku cozaaH CepeBepom, Kor-
Zla OH Mory4yaeT nepsylo NOAMUCKY UNU COOBLLEHUE NPUSIOKEHUS C STUM UMeHeM Tembl. Cepeep MOXKET
TalKe UCNONb30BaTb KOMMOHEHT 6e30NacHOCTM ANA BLIGOPOYHON aBTOpU3aLMK AEWCTBUI B pecypce TeMbl
Ans koHkpeTHoro KnueHTa.

7.8 O6paboTka ommnbokK

Ecnu He ykasaHo uHoe, korga Cepsep unu KnueHT CTankuBaloTcsl C HapyLLUeHWeM MPOTOKOMNa, OHU
OOJPKHbI pasopBaTb ceTeBoe coeauHeHne, NocpeacTBOM KOTOPOro Gbin NonyyYeH ynpaensitowmin Naker, Bbl-
3BaBLUMIA HapyLueHue npotokona [MQTT-7.8.0-1].

B npouecce pa6otbl KnueHT unu CepBep MOTyT CTONKHYTLCSI C HECUCTEMATMYECKOIH OLUMBKON (Hanpu-
mep, nepenonHeHne Oydepa), kOTopas He AAaeT BO3MOXHOCTM BbIMNONMHUTL YCNeluHylo o6paboTky nakera
MQTT.

Ecnu KnueHt unu Cepsep 0OHapy>XMBAIOT HECUCTEMAaTU4ecKylo oLumbKky npu oOpaboTke BXOASLLETO
ynpasnswowero naketa, onn JOJDKHbI pasopearb ceTeBoe coeauHEHME, NOCPEACTBOM KOTOPOro Nomy4eH
JaHHbIn ynpaensowmin naket [MQTT-7.8.0-2]. Ecnu Cepsep 0OHApy>XMBaeT HECUCTEMATUYECKYIO OLUMOKY,
emy HE CNEQYET otcoeanHATbLCS MM OKa3biBaTb Kakoe-nubo Apyroe BRUSIHUE HA €ro B3auMOAENCTBUE C
no6bIM Apyrum KnneHtom.

8 Ncnonb3oBaHue WebSocket B kauecTBe npoTokorna nepegayun JaHHbIX

B cnyuae, ecnu ynpasnsowme naketel MQTT nepepatorcsi nosepx npotokona WebSocket [4], npume-
HAIOTCA cneayoLlne ycrnosus:

- ynpaensiowue nakerbl MQTT JOIPKHbI 6biTb noOMeLLeHbl B BUHapPHbIE NakeTbl JaHHbIX WebSocket.
Ecnu nony4yeH kakon-nmbo apyron Tun naketa AaHHbix, nonydarens JOJDKEH npepeaTh ceTeBoe coeauHe-
Hue [MQTT-8.0.0-1];

- OAMH nakeT faHHbIx WebSocket moxeT coaepxaTk Kak MHOXECTBO yNpaBnsAoLLMX NAKETOB, TaK U
N1 YacTb 04HOro ynpasnstoLero nakera MQTT. MNonyyarens HE OOIMKEH npeanonaratb, 4TO ynpaensio-
wue naketbl MQTT COOTBETCTBYIOT pamMkam naketa gaHHbix WebSocket [MQTT-8.0.0-2];

- Knuent OOIMKEH BKknto4aTh KnoyeBoe cnoo «mqtt» B cnmcok cy6-npotokonos WebSocket, KoTopbin
OH npeanaraet [MQTT-8.0.0-3];

- uma cybnpotokona WebSocket, BbiGpaHHoe u BosBpawjaeMoe CepBepoM, AOMKHO ObiTb «mgtty
[MQTT-8.0.0-4];

- URI WebSocket, ucnonbsyemolin gns nogknoyenus Knumenta n Cepeepa, He BMMSIET Ha NpoTOKON
MQTT.

8.1 MpumevaHus IANA

B Hactosawem craHgapte IANA peructpupyet cy6-npotokon WebSocket MQTT B peectpe noanpo-
rpammMHoro umenn WebSocket Name co cneayowmmm gaHHbIMK, NpUBEAEHHbIMU B Tabnuue 56.

Tabnuya 56 — VaeHtudukatop IANA WebSocket

YacTb cyB-npoTokona [aHHble peructpaumn
MneHTndukaTop cyb-npoTokona Matt
ObLyee nms cyb-npoTokona Mqtt
Onpegenexue cy6-npoTokona http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html
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9 CoBMEeCTUMOCTb

Cneuudukauua MQTT onpeagensieT COBMECTUMOCTb peanu3aumi Knuenta MQTT u peanusauuu Cep-
Bepa MQTT.

MonoxeHna crangapra MQTT MOIYT ucnonb3oBatbca AnA peanu3auun kak Knuenta, tak u Cepse-
pa MQTT. Cepsep, KOTOPbIA NPUHUMAET BXOAALLME NOAKMIOYEHMA U YCTAHABNMBAET UCXOASALLME NOAKIOYE-
HUs K apyrum Cepsepam, JOIDKEH 6biTb coBmecTum kak ¢ Knuentamu MQTT, tak n ¢ Cepsepamn MQTT
[MQTT-9.0.0-1].

CoemecTuMble peanusauyun HE OOMKHbI Tpe6oBaTh MCNONb30BaHMSA KakMx-nnbo pacLumMpeHuii, onpe-
[JerneHHbIX BHE HACTOsLLEero ctaHaapra, Ytobbl B3aMMoAEeNCTBOBATL C NOGON Apyroi COBMECTUMON pa3paboT-
kon [MQTT-9.0.0-2].

9.1 Llenn coBMeCTUMOCTHU

9.1.1 CepBep MQTT

CepBep MQTT COOTBETCTBYET HACTOsILLEMY CTAHAAPTY, TOMbKO €CNu OH YAOBNETBOPSIET BCEM MpuBe-
OEHHbIM HUXXE UHCTPYKLIUSM:

a) dopmart BCex ynpasnsaioLLmMX NakeTos, oTnpasndemblx CepBepoM, COOTBETCTBYET popmaTy, onucaH-
HOMY B pasgenax 5 u 6;

0) OH COOTBETCTBYET NpaBuUiaM COnoCTaBneHns TeM, ONUCaHHbIM B nogpasaene 7.7;

B) OH cooTBeTcTBYET BCceM TpebosaHuam yposHa MUST (QOJMKEH) B cnegyowmx pasgenax, KoTopble
yKasaHbl HUXKE, 3@ UCKIIOYEHUEM TEX, KOTOPbIE NPUMEHUMbI TONbKO K KnueHTy:

- Pasgen 4 — lNpeacraBneHne faHHbIX;

- Paspgen 5 — dopmar ynpasnsiowiero nakera MQTT;

- Paspgen 6 — Ynpaenstoume naketol MQTT;

- Pasgen 7 — Onucanune paboTbl NPOTOKONOB;

- Paspgen 8 — Ucnonb3osaHne WebSocket B kayecTBe NpoTokona nepeaayn AaHHbIX;

- Paszpen 9 — CoBMECTUMOCTb.

CoBmecTumbllii Cepeep OOIMKEH noaaepxuBatb MCNONb30BAHWE OAHOMO WUIIM HECKONbKMX Ga30BbIX
TPaHCMOPTHLIX MPOTOKONOB, KOTOPLIE 06ecneuYnBatoT ynopsaov€eHHbI, HE JONYCKAKOLWMIA NOTEPL NOTOK Baii-
ToB oT Knuenta k Cepsepy u ot Cepsepa k Knuenty [MQTT-9.1.1-1]. OgHako cooTBeTcTBUE TpeboBaHu-
SIM CTaHZapTa He 3aBUCUT OT BbINOMHEHUS UM KaKMX-MUOO KOHKPETHbIX TPAHCMOPTHBLIX NpoTOoKonoB. Cepaep
MOXET noaaep»xuvBatb NoGON U3 TPAHCMOPTHBIX NPOTOKOMOB, NEPEYNCIEHHbIX B noapasaene 7.2, unu nio-
OOV Apyron TPaHCNOPTHbIM NPOTOKON, COOTBETCTBYOWMI Tpebosanuam [MQTT-9.1.1-1].

9.1.2 Knuent MQTT

Knuent MQTT cooTBETCTBYET 3TOW cneuudukauuu, TONbKO €Crnv OH YAOBNETBOPSET BCEM MPUBEAEH-
HbIM HUXE MHCTPYKLUUAM:

a) dopmar Bcex ynpasnsaoLLmMx NakeTos, oTnpasnsemblx KnueHTomM, COOTBETCTBYET hopmary, OnncaH-
HOMY B pasgenax 5 u 6.

©) OH ygosneTtsopsAeT BceM TpeboBaHusam yposHa MUST (OOJDKEH) B cneayowmx pasgenax, Kotopble
yKa3aHbl, KpOMe TeX, KOTOPbIe NMPUMEHSIIOTCA TONbKO k Cepaepy:

- Pasgen 4 — lMNpeacraBneHne AaHHbIX;

- Pasgen 5 — dopmar ynpasnsiowiero naketa MQTT;

- Pasgen 6 — Ynpaensawowme naketol MQTT;

- Pasgen 7 — Onucanune paboTbl NPOTOKONOB;

- Paspgen 8 — Ucnonb3osaHne WebSocket B kauecTBe NpoTokona nepeaayn AaHHbIX;

- Paspen 9 — CoBMeCTUMOCTb.

CosmMectumbin Knuent OOJIMKEH nogaepkuBatb UCNOMNb30OBAHUE OAHOTO UMM HECKONbKUX BasoBbIx
TPaHCMOPTHLIX NMPOTOKOMOB, KOTOPLIE 06eCneYnBatoT YNnopsaA0UYEHHbIN, HE AOMYCKAKOLWUIA NOTEPL NOTOK Han-
ToB OT KnneHta k Cepeepy n ot Cepsepa k Knuenty [MQTT-9.1.2-1]. OgHako cooTBeTcTBUE TpeboBaHMAM
HaCTOALLEro CTaHAapTa He 3aBUCUT OT BbIMOJTHEHUSI UM KaKUX-TMBO KOHKPETHbIX TPAHCMOPTHLIX NPOTOKONOB.
Knvnent MOXKET noaaepxumBatb noOO M3 TPAHCMOPTHbLIX NPOTOKOMOB, NEPEYUCTIEHHbIX B noagpasaene 7.2,
unu noGoi Apyron TPaHCNOPTHBLINM NPOTOKOM, COOTBETCTBYIOLWMI TpebosaHusam [MQTT-9.1.2-1].
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Mpunoxexue A
(pexoMeHAayemoe)

Be3onacHOCTb

A.1 BBeneHue

JaHHoe npuroxeHue NPeaoCTaBNAETCA TOMBKO B Ka4ecTBe CMPaBOMHOINO MaTepuana u SBMsSETCA HEHOPMaTUB-
HbIM. TeM He MeHee, Mo HacTOATENbHOW pekoMeHAaLUun, NPUBEAEHHOI B HacTosILEM CTaHaapTe, B peanusauusax Cepse-
pa, ucnoneaytoLux npotokon TLS, ucnonesosanca TCP-nopT 8883 (HassaHue cnyx6ul IANA: secure-mqtt).

CyllecTByeT psg yrpos, KOTopble CnegyeT yuuTbiBaTh paspabotimkam, Hanpumep:

- ycTpoircTBa MOryT ObITb AedeKTHb;

- BaHHble, XxpaHswumecs y Knventos n Ha Cepeepax, MOryT 6biTb AOCTYMHL;

- NoBefeHNe NPOTOKOMa MOXET UMETb NOBoUHEIE 3P DEKTLI (HANPUMED, KBPEMEHHbIE aTaku»);

- aTaku, Bbl3blBatoLne otkas B obcnyxusaHum (DoS),

- CBA3b MOXET ObITb NepexsayeHa, U3MeHeHa, NepeHanpasneHa Unmn packpoITa,;

- B MOTOK A@HHLIX MOTYT 6bITb BHEAPEHB NOAAENbHBIE YNPaBNSAIOLLUE NaKeTbI.

PelwweHna MQTT 4acTo pasBepTeiBaoTcs BO BpaxaebHbIx cpefax cBsA3n. B Takux cnyvasx peanusaumsm 4acTo He-
06x08MMOo NPeaycMOTPETE MEXaHU3MbI AN

- uaeHTUdmMKaLumn nonb3oBaTenen U yCTpoMCTB;

- aBTOpu3aLuM AocTyna Kk pecypcam Cepeepa;

- LEnocTHOCTM ynpaensoLwmx naketoB MQTT u 4aHHbIX NPUNOXEHUS, CORESPXKALLMUXCS B HUX;

- KOHduAeHUnansHocT ynpaensowmux naketos MQTT 1 faHHbLIX MPUNOXEHUS, COASPKALLMXCA B HUX.

B kadecTtBe TpaHcnopTHoro npoTtokona MQTT 3aHuMMaeTcs TONbKO nepeaadent coobLeHWid, N OTBETCTBEHHOCTD 3a
obecneyeHne Ge30NacHOCTM NEXMUT Ha paspaboTuuke. [ns atoro o6Gbi4HO NpuMeHseTcs npotokon TLS [3].

B pononHeHune kK TexHu4Yeckum npobnemamM 6e3onacHOCTM TakKe MOryT cyllecTBoBaTb reorpaduyeckue (Hanpu-
mMep, «3oHa GesonacHocTu» CLUA-EBpona [25]), oTpacneBkie (Hanpumep, PCl DSS [16]) n perynstuBHble (Hanpumep,
Sarbanes-Oxley [24]).

A.2 Pewenua MQTT: 6esonacHocTb U cepTudmKkaums

Peanusayus mMoxeT noTpeboBaTb COOTBETCTBUS OMNpefeneHHbIM oTpaciieBbiM cTaHAapTam 6e30nacHoCTH, Takum
kak NIST Cyber Security Framework (MHdppacTpykTypa knbepbesonacHoctu [13], PCI-DSS [16]), FIPS-140-2 [9] n NSA
Suite B [15].

PykoBogctBo no ucnonssosaHuto MQTT B pamkax NIST Cyber Security Framework [13] MOXHO HaiiTU B AONOMHK-
TenbHbIX Ny6nukaymsax MQTT, MQTT v NIST Framework for Improving Critical Infrastructure Cybersecurity (CTpykTypa
NS yNyYLUeHUs KpuTudecko nHpacTpykTypbl knbepbesonacHocTu) [12]. Ucnonb3oBaHWe NpoOBEPEHHBIX B OTPACNH, He-
3aBMCHUMO NPOBEPEHHBIX U CEPTUDULMPOBAHHBIX TEXHONOMMIA MOMOXET COOTBETCTBOBATb TpeboBaHNAM.

A.3 YnpolueHHas kpunTorpadus U orpaHUYEHHbIE YCTPOUCTBa

LLinpoko npumMeHsaeTcs YnyYlueHHbI cTaHgapT windposaHusa (AES) [7] u CtanaapT wudposaHua faHHbIX (DES) [8].
ISO 29192 [11] fAaeT pekoMeHfauun B OTHOLUEHUW KpunTorpadpuyeckux NpMMUTMBOB, cneunanbHO HAaCTPOESHHbIX
Ans paboTbl Ha yCTPOWCTBAX «HU3KOTO YPOBHS» C OrpaHUYEHHbIMU BbIYUCIIMTENBHBIMA MOLLHOCTAMMW.

A.4 3amMeuaHuAa no peanusauuu

Mpu BHegpeHuu unu ucnonbsosanum MQTT HeobxoguMmo y4uTeiBaTh MHOrME nNpobnemel 6esonacHocT. Cnepyto-
LM pasgen He crneayeT paccMaTpuBaTh Kak NpsiMoe pyKOBOACTBO.

Peanusayus MOXET BbINOMHATb BCE UMU HEKOTOPLIE U3 NMPUBEAEHHBIX HIKe TpeboBaHWii:

A.4.1 UpeHnTudukauua Knuentos Cepeepom

MakeT CONNECT copepxuT nons «ms nornbsoBatens» u «Maponby». Mpu peanusayum MOXHO BbibUpaThb, Kak Uc-
Nonb3oBaTh COAEPXKUMOe 3TWX noseil. OHU MOTyT NPefoCTaBUTL CBOW CODCTBEHHBIN MEXaHWU3M naeHTUdUKaLmumn, NCnons-
30BaTh BHELLHIOIO CUCTEMY UaeHTUdMKaLmK, Takyto Kak TokeHsl LDAP [18] unu OAuth [22], unu ncnonb3osatb MexaHU3Mbl
N eHTUMKaLMmM onepaLoHHOR CUCTEMBI.

Peanusauuu, nepegaroLime AaHHble naeHTUMUKaL MU C NOMOLLbIO OTKPBITOro TEKCTa, UFHOPUpYIOLWWe 3TN napaMe-
Tpbl UNu TpebytoLne oTCYTCTBUA AaHHbLIX WAEHTUUKALMKN, JOMKHEl 3HATL, YTO 3TO MOXET NPUBECTU K aTakaMm, CBA3aH-
HbIM C MOAKIIOYEHNEM B3NOMLUMKa K KaHany CBSi3W U B3MIOMOM 3alyuThl MyTeM 3aMelleHns opuruHana. B nogpasgene
5.4.5 onucaHel cnocobel obecnedeHns KOHPUAEHLNaNBLHOCTYU AaHHbIX.

BupTyanbHas YacTHas ceTb (VPN) mexgy KnueHtamu n Cepepamu MoxeT obecneqnTb yBEPEHHOCTb B TOM, YTO
JaHHble NPUHUMAaKOTCS TOMbLKO OT aBTOPKU3oBaHHbLIX KNneHToB.

Ecnun ncnonbayetca TLS [3], SSL-cepTudmnkathl, oTnpaeneHHele oT KnueHTa, MOryT ucnons3oBatbca CepsepoM
ans ngeHTudukaumm Knuenra.
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Peanuaauus MOXeT AONYCTUTb UAEHTUDUKALWIO, KOrfa YYeTHbIE AaHHble OTNPaBnsTCA B COOOLLUEHUN NpUnoxe-
Hua KnueHtom Ha CepBep.

A.4.2 AsTropusauua KnueHtos Cepsepom

Peanusauusi MoxXeT orpaHnumMBaTh JOCTYN kK pecypcam CepBepa Ha 0CHOBe UHopMaLu, NpeaocTaBneHHon Knu-
€HTOM, Takoi kak NMs nonb3osatens, MaeHTudukatop Knuenta, uma xocta/lP-agpec KnueHTta unu pesynsrat MexaHus-
MOB ayTeHTUdUKaLUM.

A.4.3 AytenTndpukauma Cepsepa KnmeHtom

Mpotokon MQTT He sBNAETCA HaAEXHBIM CUMMETPUYHBIM NPOTOKOIIOM: OH HE NPeAOCTaBNAeT MeXaHU3m Ans Npo-
Bepku nognuHHoctu Cepsepa.

Ecnn ucnonb3yetca TLS [3], SSL-ceptudpukatsl, otnpaBneHHble ¢ CepBepa, MOryT UcMonb3oBaTbcA KnueHTom
Ana ngeHtudukayun Cepeepa. Peanusauuu, npegocrasnsowme yenyry MQTT anst HeCKONbKUX UMEH XOCTOB € OAHOro
IP-appeca, AomKHbI ObITb OCBEAOMITIEHBI O paclUMpeHUM ykasatens uMeHn CepBepa Ans TLS, onpefeneHHbix B pasgene 3
RFC [21]. 3To no3sonser KnueHty cooblyate CepBepy nms xocta Cepsepa, K KOTOPOMY OH MbITAeTCA NOAKNIOYUTLCS.

Peanunsayus MoXeT no3BoNUTb UASHTUMUKALMIO, KOfAla yYeTHble laHHble OTMPaBNAoTCA B COOGLEHNN NPUNoXe-
Hus ot CepBepa KnueHTy.

VPN mexgy KnueHtamm n CepBepamu MOXET obecneunTb yBEPEHHOCTE B TOM, YTO KnUeHTbl NOAKNHOMaTCA K
npeanonaraeMomy CepBsepy.

A.4.4 LlenocTHOCTb COOGLLIEHUIA NPUINOXEHVIA U YNPaBhnsOWUX NaKeToB

MpunoxeHns MOryT He3aBMCUMO BKIIIOYATL X3LU-3HA4YEHNS B CBOM CcOOBLLeHMs npunoxeHuit. 3to moxet obecne-
YUTb LENOCTHOCTb COAEPXKMMOro ynpaenstowux nakeros PUBLISH.

TLS [3] npenocTaBnsieT Xall-anropuTmel ANS NpoBepKu LIENOCTHOCTYU laHHbIX, NepejaBaemblX NO CETH.

Ucnonb3oBaHue VPN ans noakntodeHns KnuentoB u CepBepoB MOXET 06ecne|nTb LUENOCTHOCTE AaHHLIX B pas-
nene cetu, oxBatbiBaemoin VPN.

A.4.5 KoHdmaeHUManbHOCTb COOGLUEHUIA NPUIOKEHUI M YNPaBNAIOWMX NAKeTOB

TLS [3] moxeT obecneunBaTh UMppoBaHne AaHHbLIX, NepefaBaeMbiX NO CETU. MMeloTcA AeicTBUTENBHBIE NAKEThI
wudposaHusa TLS, KoTopble BKMoYaloT anroputM wudposaHus NULL, koTopbii He WwndpyeT AaHHbIe. YUTo6L 06ecnevnTs
KoHduAeHUmanbHocTb KnueHTsl n CepBepbl A0MKHLI U3beratb aTux Habopos WK pos.

MpunoxeHne MOXeT CaMOCTOATENBHO WNdPOBaTL COAEPXUMOE CBOUX COOBLLEHUI NPUNOXKEHUA. STO MOXET 0be-
CNeYnTb KOHMUAEHLMANbHOCTb COOBLLEHNA NPUNOXEHNUS KaK MO CETH, Tak U B COCTOAHUN NOKosA. 3To He obecne4vunno 6bl
KOH(UAEHLUMANbHOCTb ANSA APYruX CBOUCTB COOBLLEHWS NPUIIOXKEHNS, HAanpuMep, HasBaHUA TeMbI.

Pa3paboTku KnueHta n Cepeepa MOryT npefocTaensaTb 3allndpoBaHHOe XpaHUnULLE ANA AaHHBIX B COCTOAHUU
MOKOSR, TaKUX Kak COOBLLEHWNS MPUOXEHUIA, XpaHsLLMecs Kak YacTb CeaHca.

Wenone3osaHue VPN ans nogkrtodenns KnueHtos n CepeepoB MoxeT obecneunTs KoOHUAeHUMaNbHOCTb AiaHHbIX
B pasgene ceTu, oxsatbiBaemMoM VPN.

A.4.6 OTKa3 oT nepegaum coobiueHui

Pa3paboTymku NpUnoxeHuin, BO3MOXHO, AOMXHbI BYAYT pacCMOTPETL COOTBETCTBYIOLLME CTpaTerum Ansa JoCTuxXe-
HWS NOMHOW HEBO3MOXHOCTU OTKa3a OT (hakTa nepegadun no ceTu.

A.4.7 HaxoxpageHue komnpomucca mexay KnueHtamu u CepBepamm

Peanusauun Knuenta n Cepeepa ¢ ucnonb3oBaHmeM TLS [3] formxHbl o6ecneydnBaTbh BO3SMOXHOCTb TOrO, YTOObI
ntobele SSL-cepTudmkaTel, NpegocTaBnaemsle npu 3anycke coefuHeHnsa TLS [3], Gbinu cBsS3aHbl ¢ UMEHEM XOCTa Mog-
KrtovatoLerocs KnueHTa, unu ¢ Cepsepom, K KOTOPOMY NMPOUIBOAUTCH NOAKITIOHEHNE.

Peanusayuu KnueHTta u Cepsepa ¢ ucnonb3oBaHueM TLS [3] MoryT npefocTaBnsATb BO3MOXHOCTU NPOBEPKU CMU-
ckoB oTabiBa cepTudukato (CRLs [20]) n oHnaiH npoTokona cratyca ceptudukaros (OSCP) [23] ons npegoTepalleHus
MCronb30BaHUst 0TO3BaHHLIX CEPTUUKATOB.

dusnyeckoe paspepTbiBaHNE MOXET codeTaTb 3allULLEeHHOe OT HECaHKLMOHUPOBaHHOMO AocTyna obopyaoBaHue
C nepepaqeil KOHKPETHBIX AaHHbLIX B MPUNOXEHUAX. Hanpumep, cHETUNK MOXET UMETb BCTPOeHHbIN GPS, 4ToGbl rapaH-
TUPOBATb, YTO OH HE UCMONL3YETCA B HECAHKLIMOHUPOBAHHOM pacnonoxeHuu. [10] SBnAeTcs cTaHLapToM Ans peanusa-
LM MEXaHU3MOB ayTeHTUb1KaLMm naeHTudmnkaTopa ycTpoicTBa ¢ Mcnonb3oBaHUeM KpunTorpaduyecku npuBs3aHHoro
naeHTudukaTopa.

A.4.8 O6HapyxeHWe aHOManbHOro NoBeAEeHUsA

Peanusauuu Cepsepa MoryT oTcrexvsarb nosegeHve KnueHta ana obHapyXeHWs NoTeHUManbHbIX UHUUAEHTOB
6e3onacHocTu. Hanpumep:

- MOBTOpPHLIE MNOMLITKN NOAKNHOYEHUS;

- MOBTOpPHbIE MOMLITKN ayTeHTUUKaLmy;

- HEKOppeKTHoe NnpekpalleHne coeuHeHWi;

- CKaHWpoBaHWe TeMbl (MOMNbITKA OTMPaBUTb UMW NOANNCATLCA HAa MHOTUE TeMbI);

- OTnpaBka coobLLEeHNii, JOoCTaBKa KOTOPbLIX HEBO3MOXHa (6€3 NognMcHnKoB Ha TeMbI);

- MOAKMo4eHne KnueHToB, He OTMNPaBnSAtoLWLMX AaHHbIE.

Peanuaayun Cepaepa MOryT oTKO4UTL KNMEHTOB, KOTOpbIe HapyLlatkoT ero npasuna 6esonacHoCTy.

Peannsauun Cepeepa, obHapyxuBatoLlmMe HexenaTernlbHOe NoBefeHue, MOTYyT CO3AaBaTbh AMHaMUYECKUe CTUCKU
ONOKMPOBOK Ha OCHOBE Takux WAEeHTUdUKaTopoB, Kak IP-agpec unu nagextudukatop Knuexra.
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Peanusaumu MoryT ncnonb3oBatb CpefiCTBa YrpaBneHWa CETEBLIM YPOBHEM (e AOCTYNHO) ANA OrpaHUYeHUa unu
BGNoKNPOBKN CKOPOCTHU Ha ocHoBe IP-agpeca unu Apyroi MHopMaLnu.

A.4.9 NIpyrue coobpaxeHun 6e3onacHoOCTU

Ecnu yTepsHbl ceptucdmkatsl SSL KnneHtoB unu CepBepoB, UK CYUTAETCA, YTO OHM MOTYT BbITb UCNOPYeHbl, UX
cnepyet aHHynuposaTb (Ucnonb3ya CRL [20] u/unu OSCP [23]).

YueTHble faHHble Ans NpoBepkn noanuHHoctu KnueHta unu Cepeepa, Takue kak UMSA Nofib3oBaTens U naponkb,
KOTOpble MOTEPSIHbI UMW CHUTAOTCA MCNOPYEHHBLIMU, AOMKHLI ObITb aHHYNMPOBaHLI U/MNK NepensaaHsl.

B cnyvae npoaomkuTenbHbIX NO BpeMEHN COeJMHEHNIA;

- peanusauuu KnueHta n Cepsepa ¢ ucrnonbsoBaHnem TLS [3] gomkHbl faBaTb BO3MOXHOCTb NOBTOPHOIO 06CYyX-
Aerus CeaHca, YTo6bl ycTaHaBNMBaTb HOBLIE KpUMTOrpadryeckne napameTpel (3aMEHSTb KNoYK ceaHca, MeHaTb Habop
LWNPOB, U3MEHSATb YHETHbIE JaHHbIE AN NMPOBEPKUA NOAMMHHOCTH);

- CepBepbl MOryT oTknioqaTe KnueHToB U TpeboBaTb OT HUX NOBTOPHOW MAEHTUUKAUUW C HOBBIMU YYETHHLIMU
DaHHbIMMU.

YcTpoiicTBa ¢ orpaHNYeHHbIMU BbIMUCTTUTENBHBIMA MOLLHOCTAIMU U KNUEHTBI B OFpaHUYEHHBIX CETSX MOTYT MCTONb-
30BaTb Bo306HOBNEeHWe ceaHca TLS [19], yToObI CHU3UTBL 3aTpaThl Ha NOBTOPHOE NogKNto4eHne ceaHcoB TLS [3].

KrneHTsl, nofknoveHHble K Cepeepy, UMEIOT TPaH3UTUBHBLIE A0BEPUTENBHBLIE OTHOLWEHUA C ApYrUMU KnneHtamu,
NOAKHOYEHHBIMUA K OHOMY U TOMY e CepBepy, U Y KOTOPbIX €CTb NMofHOMOYUs NybrnkoBaTk AaHHbLIE N0 TEM Xe Temam.

A.4.10 Ncnonb3oBaHue CepBepoB SOCKS

Peanusayus KnueHToB AonmKHa y4UTLIBATL, YTO B HEKOTOPLIX CpeAax TpebyeTcs ucrnonb3oBaHWe Npokcu-cepeepoB
SOCKSVS [17] ansa cosfaaHnsa ucxoasLux ceTeBbix NofkoyeHunid. Hekotopble peanusauyun MQTT moryT ucnons3osatb
ansTepHaTUBHbIE 3allMLLeHHbIe TYHHenu (Hanpumep, SSH) ¢ ucnons3oBaHueM npokcu-cepeepos SOCKS. B Tex cnyyasix,
Koraa paspaboTku npegnoduTatoT ucnonesoBare SOCKS, oHWM A0MmMKHbI BEINMONHATE 0ba Tuna (AaHOHMMHEIA U ¢ Naponem,
noATeepxaaroWwum UM nones3osartens), naeHtudukayum npokcu-cepsepa SOCKS. B nocnegHeM crnydae peanusauuu
JOIMKHEI ObITb OCBE4OMIIEHBI O TOM, YTO uaeHTUudukauma SOCKS MoXeT BO3HMKaTL B TEKCTOBOM Buie, NO3TOMY cneayet
nsberaTb UCMOMbL30BAHUA TEX Xe YUYETHBIX AaHHbIX AN nofkntodeHus kK Cepsepy MQTT.

A.4.11 Npodounu GesonacHocTn

WNcnonHuTtenu 1 paspaboTymkn peLlleHunii MoryT OTHECTUCH K 6e30nacHOCTU Kak K Habopy npoduneil, koTopble MoryT
npuMeHaTbes K npoTokony MQTT. Huxke npuBeaeH npuMep uepapxumn ypoBHe MHOroypoBHeBOI 6e3onacHocT.

A.4.11.1 YuncTolil npodunb KOMMYHUKaLUK

Mpu Mcnonb3oBaHUM YUCTOro Npouna KOMMyHUKauun npotokon MQTT paboTaeT no oTKpbIToi ceT 6e3s kakux-
NM60 AONOMHUTENMBHBIX 3aLUULLEHHBIX MEXaHU3MOB CBS3M.

A.4.11.2 SalyuLeHHbIA Npodunb ceTeBON CBA3K

Mpu nenonb3oBaHUK Npoduns 3awuLeHHoN ceTeBoi cBA3n npotokon MQTT npoxoAWUT Yepes PUUYECKYIO UMK
BUPTYarbHyo CeTb, KOTOpas UMEET aneMeHThI ynpasneHusa 6e3onacHocTblo, Hanpumep, VPN unu dpusmydecku sawmieH-
HYIO CETb.

A.4.11.3 SawuLeHHbIA Npodune TpaHCNOPTHOrO NpoToKoNa

Mpu Mcnonb3oBaHWK 3alMLLEHHOro NpoduUna TpaHCNopTHLIA npoTtokon MQTT NpoxoAuT Yepe3 U3NYECKyIo Unm
BUPTYanbHyto ceTb U ucnoneayeT TLS [3], uTo obecneunsaeT naeHTUdUKaLMIO, LLENOCTHOCTb U KOHMUAEHLMANbHOCTb.

TLS [3] MaeHTndpuKaumsa KnmeHTa MoXeT UCNONb30BaTLCA B AOMNOSHeHWe K ngeHtudukauum Knuenta MQTT unu
BMECTO Hee, KaK ykasaHo B nonsx Mms nons3osatens u Mapone.

A.4.11.4 OtpacneBtle npodunu 6esonacHoCTU

Mpegnonaraetcs, 4To npoTokon MQTT GyaeT BCTpoeH B oTpacreBble Npodunm NpUNOXeHUA, Kaxabiin U3 KOTOPbIX
onpefenseT MoJenb Yrpo3bl U KOHKPETHBIE MEXaHN3Mbl 6e30NacHOCTH, KoTopble ByAyT UCNONBL30BAaTLCA ANA YCTPaHEHNUN
aTUX yrpo3. PekoMeHZaLmm Mo KOHKPETHEIM MexaHW3Mam 6e3onacHoCTU YacTo NPUHUMAIOTCA Ha OCHOBAHWUMN CyLLECTBYIO-
LYMX AOKYMEHTOB, B TOM YucCne:

- WHdppacTpykTypa knbepbesonacHoctu NIST [13];

- NISTIR 7628 PekoMeHAaLuun no obecneveHunto 6€30nacHOCTN UHTENNEKTYanbHbIX ceTen [14];

- TpeGoBaHus 6ezonacHocTn Ans kpuntorpadudeckux moaynein (FIPS PUB 140-2) [9];

- CtaHpapT 6e30nacHOCTM gaHHbIX Ana nnatexHeix kapt PCI-DSS PCI [16];

- NSA Kpuntorpacus, kaT. B [15].
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MpunoxeHune
(cnpaBouHoe)

Ob6sasaTenbHble HOPMaTUBHbIE NOJNTOXKeHUNA

[HaHHoe npunoxeHne npefocTaBNAETCA TONTBKO B KadecTBe crnpaBOo4YHOrMo Marepuana U ABNAeTCA HeHOpMaTUuB-
HbIM. B Ta6n|/|qe B.1 npuBefeH nepeyeHb 3aABfeHNA O COBMECTUMOCTH, coAepxalluxcs B OCHOBHOW YacTu HacTosLWwero
cTangapTa. OKoHYaTenbHbBIA CrIUCOK TpesoBaHVIVI K COOTBETCTBUIO NpUBEAEH B pasjene 9.

Tabnuya B.1 — MNepe4veHb HOPMATUBHbLIX MOMOXEHU O COBMECTUMOCTH

Homep HopmaTuBHOrO

HOpMaTI/IBHOE nonoxeHue

nonoXxeHna

[MQTT-4.5.3-1] CuMBOMbHBIE faHHble B kKogupoBaHHol cTpoke UTF-8 JOJKHbI 6biTb npaBunbHo chopmupo-
BaHHbIMU UTF-8, kak onpeaeneHo cneundukaumen Unicode [5] u nepecynTaHsl B RFC 3629
[2]. B yacTHocTH, T AanHble HE OOJTKHbI BkitovaTh KOAMPOBKU KOAOBLIX TOYEK MeXAy
U+D800 u U+DFFF. Ecnin Cepsep unu KnueHT nonyyaeT ynpasnaowWwmii NAKeT, coepKalluii
HenpaBunbHo chopmuposaHHbil UTF-8, o JOITKEH npepBaTh ceTeBoe NoakmniodeHue

[MQTT-4.5.3-2] BakogupoBaHHasa ctpoka UTF-8 HE [OO/MKHA Bknio4aTb KOAWPOBKY HyneBoro cumBeona
U+0000. Ecnu nonyyatens (Cepsep unu KnueHT) nonyqaeT ynpaBnsaowmnii NakeT, coaepxa-
wmin U+0000, on AOJTKEH npepBaTh ceTeBoe coeguHeHne

[MQTT-4.5.3-3] KoauposaHHasa nocneposartensHocTb UTF-8 OXEF 0xBB OxBF Bcerga gomxHa WHTepnpeTu-
poBaThbCA Kak o3Havatowas U+FEFF («Hynesas wupuna 6e3 npoGenax), rae 6bl oHa HU no-
sBnanack B cTpoke, U HE JOIMKHA 6bITb NponyLleHa UK oTKNIoYeHa nonyvatenemM nakeTos

[MQTT-5.2.2-1] Ecnu 6ut donara otmeveH Kak «3apesepBupoBaHo» B Tabnuye 5.2 — BuTtbl dnaros, oH 3a-
peaepBupoBaH AnA 6yayLero ucnonsaosaHus u JOIMKEH 6Tk ycTaHOBNEH B 3Ha4YeHWe, yKa-
3aHHoe B 3TOM Tabrnuue

[MQTT-5.2.2-2] Ecnu nonyyeHnsl HegonycTumele cdnaru, nonyyarens JOIMKEH npepBath ceTeBoe coeguHeHUe

[MQTT-5.3.1-1] SUBSCRIBE, UNSUBSCRIBE 1 PUBLISH (B cnyyasix, korga QoS > 0) ynpaensioLue nakebl
OOMKHbI cogepxaTb HeHyneBoln 16-pa3psaHbIil AeHTUdUKaTOp NakeTa

[MQTT-5.3.1-2] Kaxabli pas, korga KnueHT oTnpaBnsieT HOBLIA NakeT ogHoro M3 stux Tunos, oH JOIMKEH Ha-
3Ha4YMTb EMy HEUCNONb3YyeMbIii B HACTOsILLEe BPEMS MaKETHLIA uaeHTUdUKaTop

[MQTT-5.3.1-3] Ecnu KnueHT NoBTOPHO OTNpaBnseT KOHKPeTHLINA ynpaensowui naket, oH JOIMKEH ucnonb-

30BaTh TOT Xe WAEHTUMUKATOP NakeTa B NocneAyoWmUX NOBTOPHLIX OTMPaBKax 3Toro nakera.
MAGHTVI(*)VIKQTOP nakeTa CTaHOBUTCA AOCTYNHBIM ANA NOBTOPHOIO UCNONb3oBaHUA Nnocre Toro,
kak KnueHT o6paboTan cooTBETCTBYOWMIA NakeT nogTBepxaeHus. B cnyyae QoS 1 PUBLISH
310 cootBeTcTBYlOWMA PUBACK; B cnydyae QoS 2 sto PUBCOMP. ins SUBSCRIBE unu
UNSUBSCRIBE — a10 cooTBeTcTBYtoWMiA SUBACK nnu UNSUBACK

[MQTT-5.3.1-4]

Te xe ycnosus npuMeHstotes kK Cepsepy, korga oH otnpaensieT OMNMYBJTMKOBATE /PUBLISH/
cQoS>0

[MQTT-5.3.1-5] Maketr PUBLISH HE OOITKEH coaepxaTbk ngeHTuduUkaTop naketa, ecinu ero sHadeHne QoS
ycTaHoBneHo Ha 0

[MQTT-5.3.1-6] Maker PUBACK, PUBREC wnu PUBREL JOIMKEH cogepxaTb TOT Xe ugeHTudukatop nake-
Ta, YTO U NepBOHaYansHo oTNpaBneHHslii naket PUBLISH

[MQTT-56.3.1-7] AHanoruyHo SUBACK 1 UNSUBACK JOIMKHbI cogepxaTtb naeHTUdUKaTop nakeTa, KOTOpbIi
ncnonb3oBarncs B cooTeeTcTBYOWEeM nakete SUBSCRIBE n UNSUBSCIBE, cooTBETCTBEHHO

[MQTT-6.1.0-1] Mocne Toro kak KnMeHT ycTaHoBWI ceTeBoe coeanHeHne ¢ CepBepoM, NepBLIM NAKETOM, OT-
npaeneHHelM KnueHToM Ha Cepsep, JOITKEH 6biTb naket CONNECT

[MQTT-6.1.0-2] Cepsep JOIMKEH obpaboTaTe BTOpoit nakeT CONNECT, oTnpaBneHHblil KnneHToMm, Kak Ha-

pyLLeHuWe npoToKona, U oTKMoYUTE KnneHTa
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lpodomxernue mabnuupi 5.1

Homep HopMaTUBHOIO
nonoxeHusa

HopmaTtusHoe nonoxexue

[MQTT-6.1.2-1]

Ecnu UMma npotokona HeBepHo, Cepsep MOXKET otkniountb Knuenta, unu MOXET npogon-
XuTb 06paboTky naketa CONNECT B cOOTBETCTBUW C HEKOTOPLIMU APYFrMMU chelyudmrKayms-
mu. B nocnegHem cnyyae Cepeep HE JO/MKEH npogonxate o6pabaTeiBate nakeT CONNECT
B COOTBETCTBUU C HaCToOsLLEl crneuudukauumei

[MQTT-6.1.2-2]

Cepeep JOITKEH pearuposatb Ha naket CONNECT nepepadeit koga CONNACK 0x01 (He-
npuemMneMsblil ypoBeHb NpoToKona), a 3aTeM oTkModaeT KnueHTa, ecnu ypoBeHb NPOTOKONa He
noaaepxuBaetcsi CepBepom

[MQTT-6.1.2-3]

CepBep AOIPKEH noaTBepaWTb, YTO 3ape3epBUPOBaHHbIA hnar B nNakeTe ynpaBneHWs
CONNECT ycraHoBneH Ha Horfb W npepBaTh coefuHeHue ¢ KnueHToMm, ecnu 3HaveHue He
paBHO Hymnio

[MQTT-6.1.2-4]

Ecnu ana napameTtpa « O4NCTUTL ceaHe» YCTaHOBNEHO 3HadveHune «0», Cepeep JOITMKEH Bo3-
06HOBUTL 06MeH flaHHbIMU ¢ KNMEHTOM Ha OCHOBE COCTOSHWUSA € TEKYLUEro ceaHca (Kak onpe-
feneHo naeHTudukatopom KrnmeHra). Ecnu ceaHc He cBA3aH ¢ naeHTudukatopom KnneHTa,
Cepgep JOJPKEH cospatk HoBbI ceaHc. KnueHT un Cepaep AOIMKHbBI coxpaHaTe ceaHc no-
cre pasbeguHerusa KnueHta u Cepsepa

[MQTT-6.1.2-5]

Mocne oTkntodeHns CeaHca, No KOTOPOMY NapaMeTpoM « OUUCTUTL CeaHC» YCTaHOBNEH Ha 0,
Cepsep JOIPKEH coxpaHuTb gononHutenbHble coobwernsa QoS 1 n QoS 2, cooTBeTCTBYIO-
e ntobelM NoANMcKaMm, KoTopble cylliecToBanu y KnmeHTta Bo BpeMs OTKNIOYEHUA B COCTaBe
cocTosHuA CeaHca

[MQTT-6.1.2-6]

Ecnu ana napamerpa « O4UCTUTE ceaHey ycTaHoBNeHO 3HadeHne 1, Knuent n Cepsep JOIMK-
Hbl oTMeHWUTL NpefbliAyLLMi CeaHc 1 3anycTUTb HOBLIN. 3TOT CeaHc ANUTCA A0 Tex Nop, Noka
CYLLECTBYET ceTeBoe MnofkmodeHne. [aHHble COCTOAHUA, cBA3aHHble ¢ 3TUM CeaHcoM, HE
OOIMKHbI nosTopHO Mcnonb3oBaThes B N060I nocnegyowei ceccum

[MQTT-6.1.2.7]

CoxpaHeHHble coobLUeHWs He sBnstoTcA YacTblo cocTosiHusi CeaHca Ha Cepeepe, oHu HE
AOOITKHbIl yganaTecs, korga CeaHc 3akaH4YMBaeTCA

[MQTT-6.1.2-8]

Ecnu dnar gansHeidwnx geicTBUiA ycTaHOBNEH Ha 1, STO O3HAYaEeT, YTo, ecnu 3anpoc O Co-
efuHeHWn npuHsT, CooblyeHune o ganbHelwnx geicteusax JOIPKHO xpaHutees Ha CepBepe
U cBA3aHO ¢ ceTeBbIM NogkntodeHmem. CoobuyeHmne o gansHeinwmux geincreusax JOIMKHO bbiTb
onybnukoBaHo, korga CeTeBoe NogkmntoMeHne byfeT 3akphiTo, ecrnu cooblyeHue He Bbino yaa-
neHo CepBepom npu nony4eHnn nakera DISCONNECT

[MQTT-6.1.2-9]

Ecnu donar gansHeiwnx geicTBuii yctaHoBrneH Ha 1, nonsa byayuiero QoS u Gyayuiero co-
xpaHeHus B pnarax CONNECT 6yayT ucnonbsoearbcst CepBepom, a nons 6yayluei Tembl 1
coobLleHune o aanbHewnx gercteusax JOIMKHbBI npucyTcTBOBaTHL B MONE3HOW Harpyske

[MQTT-6.1.2-10]

CoobueHune o gancHeillunx geiictBusax JOIMKHO 6bIT yaaneHo M3 coxpaHEHHOro COCTOSHUSA
CeaHca Ha CepBepe nocne ero nybnukauuu, unu, korga Cepsep nony4un ot KnveHta naket
DISCONNECT

[MQTT-6.1.2-11]

Ecnu dnar ganbHelunx geidctBuil ycraHoeneH Ha 0, sHadeHus nonei QoS u Byayuyero co-
XpaHeHUs AOMKHbI ObITb yCTaHOBMEHbI paBHBEIMU HYIO, @ nona ByayLias Tema n coobLyeHue o
AanbHenwwux aeicreusax HE JOIMKHbI npucyTcTBoBaTh B NONE3HOIA Harpyske

[MQTT-6.1.2-12]

Ecnu dnar panbHeWwnx geircTBuii ycraHoBneH Ha 0, cooblieHne o ganbHewmx geicTBumsx
HE AOIMKHO nybnukoBaTbCa NpY 3aBepLUEHUN 3TOr0 CETEBOMO NOAKIIOMEHUS

[MQTT-6.1.2-13]

Ecnu dnar ganbHeldlunx geictBuii yctaHoeneH Ha 0, To 6yaywmint QoS JOITPKHO 6biTh ycTa-
HoeneHo Ha 0 (0x00)

[MQTT-6.1.2-14]

Ecnu donar ganbHeiwnx JencTBUIA ycTaHOBMEH Ha 1, 3HaveHue Byayiiero QoS moxet 6biTe 0
(0x00), 1 (0x01) nnu 2 (0x02). 3Hayenne HE JOIMKHO 6biT ycTaHoBNeHo Ha 3 (0x03)

[MQTT-6.1.2-15]

Ecnu donar ganbHellLux AeAcTBMiA ycTaHoeneH Ha 0, To dnar Byaywero coxpaHenusa JOIMKEH
6bITb ycTaHoBMEH Ha 0
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[MQTT-6.1.2-16]

Ecnu ana 6yayuwero coxpaHeHusi yctaHoBreHo 3HadeHne 0, Cepep JO/MKEH nybnukosarb
coobLeHne o0 AanbHeNWNX AeWCTBUSAX KaK He COXpaHeHHOe coobLeHue

[MQTT-6.1.2-17]

Ecnu ana 6yayulero coxpaHeHusi ycTaHoBreHo 3HadeHune 1, Cepep JOIMKEH nyonukosarh
coobueHne o0 aanbHeNLNX AeACTBUAX KaK COXpaHeEHHOe coobLeHne

[MQTT-6.1.2-18]

Ecrnn napameTp donara ¢ nmeHeM nonb3oBatens ycTaHoBneH Ha 0, uMA nonb3oBatens HE
OOIMTKHO npucyTcTBOBaThL B MONE3HON Harpy3ke

[MQTT-6.1.2-19]

Ecnu napaMeTp cdnara ¢ MMeHeM norb3oBaTens ycTaHoBMNeH Ha 1, umA nonb3oBaTens
OOJIMKHO npucyTcTBOBaThL B MONE3HON Harpy3ke

[MQTT-6.1.2-20]

Ecnu conar napons yctaHosneHd Ha 0, napons HE JJOIMHKEH npucyTcTBOBaTH B NONE3HON Ha-
rpyake

[MQTT-6.1.2-21]

Ecnu donar napons yctanosneH Ha 1, naporns JOITKEH npucytctBoBaTh B NONE3HOW Harpyske

[MQTT-6.1.2-22]

Ecnu napameTp cnara ¢ uMeHeM nonb3oBatens yctaHoBneH Ha 0, dnar napona JOMKEH
6bITb ycTaHoBMEH Ha 0

[MQTT-6.1.2-23]

KrnneHT HeceT OTBETCTBEHHOCTb 3a TO, YTOBbI NPOMEXYTOK MeXAY OTNpaBnAeMbIMW ynpas-
NAWWMN NakeTaMu He MpeBbillarn 3HaYeHWe aKTUBHOro coefnHeHus. B cnydvae oTcyTcTBUS
OTMNpaBKW Kakux-nmbo gpyrux ynpasnsowmx naketoB Knuent OOIMKEH oTnpasuTe naket
PINGREQ

[MQTT-6.1.2-24]

Ecnu 3Ha4eHne akTUBHOMO COeJUHEHWA He paBHO Hyro, U CepBep He NONy4aeT KOHTPONb-
HbIl NakeT oT KnueHTa B Te4YeHWe nonytopa UHTepBanoB nepuoga akTUBHOrO CoeauHEHUs1, OH
OOIMKEH npepBaTh ceTeBoe nogkritodeHune ¢ KnmeHtom, kak ecnu 66l nponsoluen cboi cetu

[MQTT-6.1.3-1]

MonesHan Harpy3ka naketa CONNECT cofepXuUT ofHO UMM HECKONLKO MOrei ¢ npeduKcom
ANWHBI, HanM4me KoTopeIxX onpefdensaerca dpnaraMmu B 3aronoske NnepemMeHHONW. 3TU Nons, ecnu
oHu ecTb, JOIDKHBI nosenaTbca B nopsiake: naeHTudukatopa Knuenta, byaywas tema, co-
obLeHne 0 ganbHelWwmnx geinctausx, MiMa nonb3oBatens, naponb

[MQTT-6.1.3-2]

Kaxgelid KnueHT, nogkntovatomiica k Cepaepy, UMeeT yHukanbHel Clientld. MaenTudukatop
Knuenta JO/MKEH ncnonb3oBatbea KnueHtamu u Cepeepamu Ana onpeaeneHna Ux cocTos-
HWA B OTHOLWEeHWK aToro ceaHca MQTT mexay Knuentom u Cepepom

[MQTT-6.1.3-3]

NaeHnTudmkatop Knuenta (Clientld) JOITKEH npucytctoBate u JOJTMKEH 6biTb NEepBLIM NO-
neM B noneaHoin Harpyske naketa CONNECT

[MQTT-6.1.3-4]

Clientld OOMKEH 6bITb kogupoBaHHO cTpoko UTF-8, kak onpepeneHo B nyHkte 4.5.3
[MQTT-6.1.3-4].

Cepeep JOIMKEH ponyckats Clientlds, aAnuHa koTopbix NonagaeT B AnanasoH 1—23 koaupo-
BaHHbIX 6aittoB UTF-8, 1 cogepxuT Tonbko cumeonbl «0123456789abcedefghijkimnopgrstuvwx
yzABCDEFGHIJKLMNOPQRSTUVWXYZ»

[MQTT-6.1.3-6]

Cepeep MOXET nossonute KnueHty npepaoctasuth Clientld, gnuHa KoToporo pasHa Hyrmio,
ofHako, ecrniv oH genaet ato, Cepeep AOIMKEH paccmaTpusaTh 3TO Kak ocobblil criyvait
W HaszHauuTb YHWKanbHbld Clientld gna storo Knuenta. OH AJO/MKEH obpabatbiBaTh nakeT
CONNECT, kak ecnu 6bl KnueHT npegocTtasun yHukaneHblid Clientld

[MQTT-6.1.3-7]

Ecrnn KnueHnt otnpaenset Clientld ¢ HyneBbiM 6aiiToM, Knnent JOIMKEH Takke ycTaHOBUTL
«O4nNCTUTL ceaHe» Ha 1

[MQTT-6.1.3-8]

Ecrnn Knuent otnpaensiet Clientld ¢ HyneBbIM 6aiiToM, ¢ YCTaHOBMEHHBIM 3Ha4YeHneM «Oun-
CTUTL ceaHc» paBHbiM 0, CepBep JOIDKEH oTtBedath Ha nakeTr CONNECT koaom BosBpata
CONNACK 0x02 (oTkrnoHeHuWe uaeHTudukaTopa), a 3aTem npepBaTb CETEBOE COeAUHEHNE

[MQTT-6.1.3-9]

Ecrnn Cepeep otknoHsieT Clientld, on JOJPKEH oteBevath Ha nakeTr CONNECT koaom BO3-
Bpata CONNACK 0x02 (ugeHTndukatop OTKNOHEH), @ 3aTeM npepsaTtb CeTeBOe CoejuHeHUe
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[MQTT-6.1.3-10]

Ecnu cnar ganbHelwmnx geicTBuid yctaHoBneH Ha 1, Bygywas Tema 6yaeT cneayrowmm no-
neM B nonesHol Harpyske. Byaywasn tema JOIMKHA 6biTh KogupoBaHHol cTpokoii UTF-8, kak
onpegeneHo B NyHkTe 4.5.3

[MQTT-6.1.3-11]

Wms nonbsoBatensa JOJTKHO 6biTh kogupoBaHHoi cTpokoit UTF-8, kak onpeaeneHo B NyHKTe
453

[MQTT-6.1.4-1]

Cepeep OOMKEH noaTtBepantb, yuto naket CONNECT cooTBeTcTBYeT Pasgeny 6.1, u npe-
pBaTb ceTeBoe coeauHeHue, He otnpaenas CONNACK, ecnu oH He cOOTBETCTBYET

[MQTT-6.1.4-2]

Ecnu Clientld npeacraengaet KnueHTa, yxe nogkntodeHHoro k Cepsepy, Cepsep JOITPKEH oT-
KINOYUTL cyllecTBytolero KnuenTa

[MQTT-6.1.4-3]

Cepep JOIMKEH BbINONHUTE 06paboTKy « O4UCTUTL CeaHe», ONUcaHHoro B noanyHkTe 6.1.2.4

[MQTT-6.1.4-4]

Cepaep OOIMKEH noateepauts naket CONNECT ¢ nomouybto naketa CONNACK, coaepxa-
Liero HyneBoW Kog Bo3BpaTa

[MQTT-6.1.4-5]

Ecnu Cepeep oTkrnoHsieT CONNECT, oH HE JOIMKEH obGpabatbiBaTh ntobble gaHHbIE, OT-
npaeneHHble KnueHntom nocrne naketa CONNECT

[MQTT-6.2.0-1]

[NepBblit nakeT, oTnpaeneHHbln ¢ Cepaepa KnnenTty, JOIMKEH 6biTe nakeTom CONNACK

[MQTT-6.2.2-1]

Ecnu CepBep NpuHUMaeT coefjiMHeHWE C yCTaHOBKOW napameTrpa «O4UCTUTL ceaHe» Ha 1,
Cepaep OOIMKEH ycTtaHoBWUTL Tekylmit ceaHc Ha O B nakete CONNACK B gononHeHue K
yCTaHOBKe HyrneBoro kofa Bo3spata B nakete CONNACK

[MQTT-6.2.2-2]

Ecnu Cepsep npuHUMaeT coeMHEHNe C yCTaHOBKOW NapaMeTpa «OUYUCTUTL ceaHe» Ha 0, 3Ha-
YeHMWe, YCTAHOBMNEHHOE ANS TEKYLLEro ceaHca, 3aBUCUT OT TOro, coxpaHun nu Cepeep cocTos-
HWe ceaHca ANA NpefocTaBneHHoro uaeHTudukaropa Knmenra.

Ecnu CepBep coxpaHun cocTosiHue ceaHca, o JOIMKEH ycTaHoBUTL TekyLUi ceaHc Ha 1 B
nakete CONNACK

[MQTT-6.2.2-3]

Ecnn Cepeep He coxpaHun coctosHue CeaHnca, oH JOIMKEH ycTaHOBUTL TeKyLUN ceaHe Ha
0 B nakeTe CONNACK. OTo AoMoNHATENbHO K YCTAHOBKE HYNEBOro koga Bo3BpaTa B NakeTe
CONNACK

[MQTT-6.2.2-4]

Ecnu Cepsep otnpaenser naket CONNACK, coaepxawmii HeHyneBoil Koj Bo3BpaTa, OH
OOMKEH ycTtaHoBUTL TeKyLMid ceaHe Ha 0

[MQTT-6.2.2-5)

Ecnu Cepsep otnpaensier naket CONNACK, coaepxawuii HeHyneBoil Kog Bo3BpaTa, OH
OOIMKEH 3atem npepBaThb ceTeBOe coeUHEHUE

[MQTT-6.2.2-6]

Ecnu H1 0aMH M3 koA 0B Bo3BpaTa, nepevncrieHHblx B Tabnuye 6.1 — 3HaveHuns koga Bo3BpaTa
coefluHeHuns1, He cuuTaetcs npumeHuMbiM, Torga Cepeep JOIMKEH 3akpbiTh ceTeBoe coean-
HeHue, He otnpaBnas nakeT CONNACK

[MQTT-6.3.1-1]

®nar DUP OOIMKEH 6biTb ycTaHoBneH Ha 1 KnueHtom unu CepBepoM, Korga OH NbiTaeTca
NOBTOPHO oTNpaBuTb NakeT PUBLISH

[MQTT-6.3.1-2]

®nar DUP JOIMKEH 6biTh ycTaHoBNeH Ha 0 Ans Bcex coobuieHuit QoS 0

[MQTT-6.3.1-3]

3HaveHune dnara DUP u3 Bxogsuero naketa PUBLISH He pacnpocTpaHsieTcsi, Korfa naket
PUBLISH otnpasnsietca nognucunkam CepeepoM. Gnar DUP B ucxoasuwem nakere PUBLISH
ycTaHaBnuBaeTcs He3aBUCUMO OT BxogsLero naketa PUBLISH, ero aHauenne JOIMKHO 6biTb
onpeaeneHo ToNbKO UCXoAsl U3 Toro, ABnsieTcsl N ucxoaswmii naker PUBLISH noBTopHON
nepegadei

[MQTT-6.3.1-4]

Maket PUBLISH HE AOIMKEH uMeTb 06a buta QoS, ycTaHoBneHHsle Ha 1. Ecrin CepBep unu
KnueHT nonyyaet naket PUBLISH, y koToporo o6a 6uta QoS ycraHoeneHsl Ha 1, oH JOIMKEH
npepsaTb ceTeBoe NOAKMoYEHNe
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[MQTT-6.3.1-5]

Ecnu ¢nar RETAIN ycTaHoBneH Ha 1, B nakeTe PUBLISH, oTnpaBneHHom KnueHtom Ha Cep-
Bep, Cepsep AOIMKEH xpaHuTb coobuieHne npunoxeHus u ero QoS, 4tobel OH Mor gocTaB-
nateea GyaywmM NoANMCHUKaM, NOAMMUCKU KOTOPLIX COOTBETCTBYIOT MX Ha3BaHUIO TEMbI

[MQTT-6.3.1-6]

Korpa ycTaHoBneHa HoBas nognucka, nocrnefHee coobLleHWe ¢ COXpaHEeHUEM, €CM OHO eCTb,
no Kaxaomy uMeHu cootseTcTaytoero Tuna JOIMKHO 6bITe 0TNpaBneHo NognucyHuky

[MQTT-6.3.1-7]

Ecnu Cepsep nonyvaet coobeHune QoS 0 ¢ pnarom RETAIN, yctaHoBNEHHbLIM Ha 1, oH [AOJ-
YKEH otmeHnuTb ntoboe coobleHne, paHee coxpaHeHHoe Ans 3Toi Tembl. CIIEQYET coxpa-
HUTb HoBOE coobLeHne QoS 0 B kauecTBE HOBOIO COXpaHEHHOrO COOBLLEHUs ANsl STOW TeMbI,
Ho MOXXHO oTka3aTbcs OT Hero B nioboe BpeMsi — ecriv 310 Npou3oiAeT, ANSA 3Toro pasgena
He 6yaeT coxpaHeHHoro coobLleHus

[MQTT-6.3.1-8]

Mpu otnpaske naketa PUBLISH Knuenty Cepsep JOJDKEH yctaHoButb conar RETAIN Ha 1,
ecnu coobLyeHne oTNpaBNeHo B pesynsraTe HOBOW NOANUCKK, caenaHHoi KnueHTom

[MQTT-6.3.1-9]

Ox AOJMKEH yctanosuTb dpnar RETAIN Ha 0, koraa naker PUBLISH ortnpaensieTcs KnueHy,
NOCKONbKY OH COOTBETCTBYET YCTAaHOBMEHHOW Nognucke, He3aBMCUMO OT Toro, Kak 6bin ycTa-
HOBNEH ¢nar B Nony4eHHOM coobLeHum

[MQTT-6.3.1-10]

Maket PUBLISH ¢ ¢narom RETAIN, ycTaHOBRNEeHHBIM Ha 1, U nonesHas Harpyska, cogepxa-
wan Hynesble GaliTbl, 6yaeT o6pabaTbiBaThCca Kak 06bi4HO CepBepoM U oTnpaBnsATbes Knuex-
TaM ¢ NOANWUCKOW, COOTBETCTBYIOLLEIH Ha3BaHuMIo TeMbl. Kpome Toro, nio6oe cylecTsylollee co-
XpaHeHHoe coobLeHne ¢ TeM xe umeHeM TeMbl [JOIMKHO 6biTh yaaneHo, u nobbie 6yaylume
noanNUCHUKN ANA TEMbl HE Nony4aT coxpaHeHHoe cooblleHune

[MQTT-6.3.1-11]

CoxpaHeHHoe coobLeHune ¢ HynesbiM 6aiiTom HE JJOIMKHO xpaHuUThCS Kak coxpaHeHHoe co-
obuweHune Ha Cepepe

[MQTT-6.3.1-12]

Ecnu cdnar RETAIN paseH 0, B nakete PUBLISH, otnpaBneHHom KnueHtoM Ha Cepsep, Cep-
Bep HE [IOIPKEH xpaHuTb 310 coobuieHnune n HE JOMKEH yaanatb unu 3ameHsTh cyllecTsy-
toLLiee coxpaHeHHoe coobLeHne

[MQTT-6.3.2-1] Hassanue Tembl JJOIPKHO npucytctBOoBaTh B Ka4ecTBe NEpPBOro NONA B 3aronoBke MakeTa
PUBLISH. On AOIMKEH 6bITe kognpoBaHHo# koguposkoi UTF-8

[MQTT-6.3.2-2] HassaHue Tembl B nakete PUBLISH HE JOIMKHO cogepxaTb NoACTaHOBOYHbLIX 3HAKOB

[MQTT-6.3.2-3] HassaHue TeMbl B nakete PUBLISH, oTnpaBneHHoe Cepepom KrMeHTy-NnoanucquKy, Aonx-
HO COOTBETCTBOBaTb (PUNLTPY TEMbI NOAMMUCKA B COOTBETCTBUM C MPOLIECCOM CONOCTaBNEHNS,
onpegeneHHelM B Pasgene 4.7

[MQTT-6.3.4-1] Monyyatens naketa PUBLISH AOIMKEH otBeyaTh B cooTBeTCTBMU C Tabnuueit 6.4 — Oxuga-
eMblil oTBeT naketa PUBLISH, kak onpegeneHo QoS B nakete PUBLISH

[MQTT-6.3.5-1] Cepsep JOIMKEH pocTtaensAtb cooblyeHne KnueHTy B COOTBETCTBUM C MakcuMasnbHbiM QoS
BCEX COOTBETCTBYIOLLMX NOJNUCOK

[MQTT-6.3.5-2] Ecnu peanusaumna Cepsepa He paspeluaet KnueHTty BeinonHATL NakeT PUBLISH; oH He MoxeT
coobuwmTb 06 atom KnueHty. OH JOIMKEH caenaTb nonoxutensHoe NoATBEPXAEHUE B COOT-
BETCTBUW C 0ObIYHBIMMY NpaBunamn QoS unv npepBaTh CETEBOE COEAUHEHMNE

[MQTT-6.6.1-1] Butbl 3, 2, 1 1 0 coukcmpoBaHHoro 3aronoska B nakeTe ynpasnenus PUBREL 3apesepsupoBa-
Hbl 1 JOIMKHbI 661Th ycTaHoBneHsl Ha 0, 0, 1 1 0 cooTBeTcTBeHHO. CepBep JOIMKEH cuntath
noboe Apyroe 3Ha4YeHNe NCKaXXeHHbLIM, U NpepBaTh CETEBOE COeJUHEHNE

[MQTT-6.8.1-1] BuTel 3, 2, 1 1 0 hukcnpoBaHHoOro 3arofioBka ynpaenstolyero naketa SUBSCRIBE sapesep-
BupoBaHbl U JOITPKHBI 6b1Tb ycTaHoBneHsl Ha 0, 0, 1 u 0 cootBeTcTBeHHO. Cepaep AOIMKEH
cyuTaTh Ntoboe fpyroe 3HaYeHne UCKaXeHHEIM U NpepBaTh CETEBOE COeAMHEHNE

[MQTT-6.8.3-1] ®dunbTpel TEM B NonesHoi Harpyske naketa SUBSCRIBE AOJTKHbI 6biTe 3akogupoBaHHbIMU

UTF-8 cTpokamu, Kak onpegeneHo B Pasgene 4.5.3
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[MQTT-6.8.3-2]

Ecnu oH npeanovuTaeT He noaaepxmsaTs PUNLTPLI TEM, KOTOPLIE CogepXaT NOACTAHOBOYHbLIE
3Haku, oH JOIMKEH oTknoHuTe noboii 3anpoc Ha NOANUCKY, UNBTP KOTOPOFO WX COAEPXUT

IMQTT-6.8.3-3]

[MonesHasa Harpyska naketra SUBSCRIBE [JOIPKHA coaepxaTb No MeHbweW Mepe OAuH
dunesrp Tem/napy QoS. Maker SUBSCRIBE 6e3 nonesHoit Harpyskn ABNAETCA HapylueHUeM
npoTokona

[MQTT-6-8.3-4]

CepBep AOJTKEH cunTath naketr SUBSCRIBE uckaxeHHBIM 1 NpepBaTb CETEBOE COefUHE-
HWe, ecnu Noboii U3 3apesepBUpPOBaHHLIX BUTOB B MONE3HOIN Harpy3ke OTNIMHEH OT HyIs, UIu
QoS He paBHO 0, 1 vnu 2

IMQTT-6.8.4-1]

Korga Cepsep nony4aet nakeT SUBSCRIBE ot Knuenta, Cepsep AOJPKEH oTBevaThb € nake-
Tom SUBACK

IMQTT-6.8.4-2]

Maker SUBACK OOJPKEH umMeTk TOT Xe upeHTudukaTop naketa, 4to U naket SUBSCRIBE,
KOTOpbIA OH NnoaTBepXAaeT

[MQTT-6.8.4-3]

Ecnn Cepsep nonyyaet naketr SUBSCRIBE, coaepxalymnit punsrp Tem, KOTOpbIil UAEHTUYEH
cyuecTtaytowemy cunstpy Tem lMognuckn, od JOIMKEH nonHocTbio 3aMeHUTL CyLLecTByio-
wyto Mognucky Hosow Moanuckoit. PunsTp TeMbl B HOBOIA Mognucke GyaeT uaeHTUYeH dpune-
TPy TeMbl B NpeAbigyLueii MNoanucke, XoTa ero MakcumaribHoe 3HadeHne QoS MOXeET oTnuyaTh-
ca. Jiobble cyllecTBYOWMUE cOXpaHeHHbIe COOBLLEHUS, COOTBETCTBYIOWME DUNBTPY TeMbI,
OOIMKHbI 6bITe MOBTOPHO OTMpaBneHsl, Ho NoTok nybnukaumii HE JOMKEH npepobiBaThes

IMQTT-6.8.4-4]

Ecnu Cepsep nony4vaet nakeT SUBSCRIBE, KoTOpbl COAEPXUT HECKONBbKO PUNLTPOB TEM,
oH JOIMKEH obpabaTbiBaTh 3TOT MakeT, kak ecnu 6bl OH Mony4yus NocneaoBaTenbHOCTL U3
Heckonbkux naketoB SUBSCRIBE, 3a UCKMOYEHMEM TOrO, YTO OH OOBLEAUHAET UX OTBETHI B
oauH otBeT SUBACK

[MQTT-6.8.4-5]

Maker SUBACK, otnpasneHHslit Cepsepom KnnenTy, JJOIMKEH coaepxaTtb Kog Bo3BpaTta AnA
Kaxxgoro cunsrpa Tem/napsl QoS. 3ToT koa BozBparta AOIMKEH nokasaTb makcumansHoe
QoS, koTopoe Bbino npegocTaBneHo 4na aToi Mognuckn, Unu ykasaTtb Ha c6oil nognncku

[MQTT-6.8.4-6]

CepBep MOXET NpefocTaBUTb 6onee HU3KWA MakcumanbHbli QoS, 4eM 3anpocun NognNUCHKK.
QoS coobLeHuit nornesHoi Harpyaku, oTnpasrieHHbIX B OTBET Ha nognucky, JOMKHbI 6biTb
MUHUMasbHEIM QOS M3HaYanbHO onyGrnUMKOBaHHOrO COoBLLEeHUA U MakcumanbHoro QoS, npe-
pocrtaeneHHoro CepeepoM. CepBepy paspelleHo oTnpaBnAaTe Aybnukatbl konuin cooblueHus
NOAMUCHUKY B Cry4ae, Koraa uexogHoe cooblieHue Geino onybnvkosaHo ¢ QoS 1, a makcu-
MasbHEIM NpefocTaBneHHeEIM QoS 6bi1 QoS 0

[MQTT-6.9.3-1]

Mopsgok kogos BoaspaTa B nakete SUBACK AOIMKEH cooTBeTcTBOBaTL NOPAAKY punsrpos
Tem B nakeTe SUBSCRIBE

[MQTT-6.9.3-2]

Koabl Bosepata SUBACK, oTnuuHele oT 0x00, 0x01, 0x02 n 0x80, 3apesepsupoBansl 1 HE
OOIMXKHbBI ucnonbsoBatbeA

[MQTT-6.10.1-1]

Butbl 3, 2, 1 1 0 hukecmpoBaHHOro 3aronoeka ynpasnstoLlero naketa UNSUBSCRIBE 3apesep-
BupoBaHbl U JOIPKHbBI 6biTb yeTaHoBneHel Ha 0, 0, 1 n 0 cooTBeTcTBEHHO. CepBep JOMKEH
obpabartbiBaTh Nto6oe Apyroe 3HaYeHNe Kak UCKaXeHHOe W 3aKpbiBaTk CETEBOE COEANHEHMe

[MQTT-6.10.3-1]

Ounetpel Tem B nakete UNSUBSCRIBE JOJPKHbLI 6biTh 3akogupoBaHHeIMU cTpokamu UTF-8,
Kak onpegeneHo B pasaene 4.5.3, popMupyst HenpepbIBHLIA NaKeT

[MQTT-6.10.3-2]

Ounetpel Tem B nakeTe UNSUBSCRIBE JOJTPKHbBI 6biTh 3akognpoBaHHeIMU cTpokamu UTF-8,
Kak onpegeneHo B NyHKTe 4.5.3, hopMUpYs HernpepbIBHbIA NakeT

[MQTT-6.10.4-1]

PUNETPLI TeM (He3aBUCUMO OT TOro, COZEpXKaT NN OHW NMOACTAHOBOYHbLIE 3HAKU UMK HET), no-
ctasnsgemble B nakeTe UNSUBSCRIBE, AO/MKHbBI cpaBHMBaThECA NO Kaxgomy cUMBOY C Te-
KyLum Habopom unsTpoB TeM, XpaHswmxes Ha Cepsepe ansa KnueHTa. Ecnu kakoi-nnbo
UNETP TOYHO COOTBETCTBYET, TO ero co6cTBEHHas MNMoanucka ygansercs, B NPOTUBHOM cryvae
HWKaKO AononHUTenbHoW 06paboTku He NponcxoguT
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[MQTT-6.10.4-2]

Ecnn Cepeep ynanser noanucky, oH JOIMKEH 3aBepwutb noctaBky Ntobbix cooblieHuin
QoS 1 unm QoS 2, KoTopkle OH Ha4yan oTnpaBnATb KnueHTy

[MQTT-6.10.4-3]

Ecnu Cepsep yaanset noanucky, o JOJTKEH npekpatutb f06aBNATL HOBLIE Co0bLeHus Ana
JocTtaBku KrnneHty

[MQTT-6.10.4-4]

Cepaep JOIMKEH otBeuats Ha 3anpoc UNSUBSUBCRIBE, otnpasus nakeT UNSUBACK. MNa-
keT UNSUBACK JOJITXKEH umeTb TOT Xe ngeHTtudmkatop naketa, 4to n naket UNSUBSCRIBE

[MQTT-6.10.4-5]

Oaxxe ecnu Hukakue Mognucku Ha TeMbl He yaaneHsl, Cepaep JO/MKEH otnpasuts UNSUBACK

[MQTT-6.10.4-6]

Ecnu CepBep nonyyaeT nakeT UNSUBSCRIBE, cogepxallyuii HECKONbKO (OUNLTPOB TeM, OH
OOMKEH obpabatbiBaTh 9TOT NakeT, kak ecrniv 6kl OH NOMyYnUn NOcnefoBaTernbHOCTb U3 He-
ckonbkux naketos UNSUBSCRIBE, 3a nckitodeHneM Toro, 4To OH OTMNpaBfsieT TOSbKO OAUH
otBeT UNSUBACK

[MQTT-6.12.4-1]

Cepaep AOIMKEH otnpasute nakeT PINGRESP B oTBeT Ha nakeT PINGREQ

[MQTT-6.14.1-1]

Cepsep OOMKEH npoBepuTb, 4TOOHI 3ape3epBUpoBaHHbIe GUTLI BbINM YCTaHOBMNEHEI Ha HOMb,
¥ NpepeaTb coeauHeHne ¢ KNeHToM, ecrnii OHW He paBHbI HymHo

[MQTT-6.14.4-1]

Mocne otnpasku naketa DISCONNECT Knuent JOJMKEH npepBaTh ceTeBOE COEAUHEHUE

[MQTT-6.14.4-2]

Mocne otnpaBku naketa DISCONNECT Knuent HE JOMKEH oTtnpaensaTs 6onblue ynpaBns-
FOLLIMX MaKeTOB 3TUM CETEBLIM MOAKITIOHYEHUEM

[MQTT-6.14.4-3]

Mpu nonyvernun DISCONNECT Cepsep AOITKEH oTMeHMTb Ntoboe cooblueHne, cBsizaHHoe C
TeKyLuM nogkntodeHmem, 6e3 ero nybnukauuu, Kkak onvcaHo B pasgene 6.1.2.5

[MQTT-7.1.0-1] KnueHt n Cepep JOIMKHbBI coxpaHaTb cocTosiHWE ceaHca Ha NPOTSXKEHWU BCEro ceaHca
[MQTT-7.1.0-2] CeaHc JOJTKEH gnuTbCA Kak MUHMMYM A0 TeX Mop, NOKa eCTb aKTUBHOE CETEBOE COeAUHEHUE
[MQTT-7.3.1-1] B npoTtokone goctaekn QoS 0 oTnpasuTens:
OOMKEH otnpasuTe nakeT PUBLISH ¢ QoS =0, DUP =0
[MQTT-7.3.2-1] B npoTokone goctaskm QoS 1 otnpasutens JOIMKEH:
HasdHa4aTb HeUCnonb3yemblii UAeHTUdUKATOP NaKeTa KaxAabIA pas, Koraa Y Hero ecTb HOBOE
coobLeHne NpunoxeHus Ans nyénukauyuu,
oTnpasuTb nakeT PUBLISH, coaepxawuit sTot uaeHtudukartop naketa ¢ QoS =1, DUP = 0;
paccmatpusath nakeT PUBLISH kak «HenoaTBepXAeHHbIA», NOKa OH He NONYYUT COOTBET-
cteytownin naket PUBACK ot nonyuatensi. CM. 6onee nogpo6Hyto nHgopmauuio o Henoa-
TBEPXAEHHBLIX COObLEeHUAX B nogpasaene 7.4.
[MQTT-7.3.2-2] B npotokone aoctaBkn QoS 1 nony4atens JOJDKEH:

HanpaBuTb naker PUBACK, copepxawuii maeHTUUKATOp NakeTa U3 BXOAAWEro MakeTa
PUBLISH, npuHsB npaBo cob6cTBEHHOCTM Ha COOBLLEHNE NPUNOXKEHUS,
Mocne oTtnpaskn naketa PUBACK cuutath nioboii Bxogawmin naket PUBLISH, koTopeblit co-

AePXWT TOT Xe UAEHTMMDUKATOP NakeTa, HOBOW Nybrnukauuen, He3aBUCUMO OT YCTAHOBKW €ro
¢nara DUP
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[MQTT-7.3.3-1]

B npotokorne foctaBku QoS 2 oTnpasuTens:

OOJIPKEH HasHauuTb Heucnonb3yemblil uAEHTUdUKaTOp nakeTa, €Cnu y Hero ecTb HoBOE Co-
obLieHne npunoxeHusa ansa nyénukayum;

OOIMKEH otnpasuTb naket PUBLISH, cogepxalyuit sToT ngeHtudukatop naketa, ¢ QoS = 2,
DUP =0,

OOITMKEH cuutatk nakeT PUBLISH «HenoaTBepXAeHHBLIMY», MOKa OH He NONY4YUT COOTBETCTBY-
towmii naket PUBREC ot nonyyatens. CM. MHGopMaLyio 0 HEMOATBEPXAEHHBIX COOBLLEHNNAX
B Paspene 4.4;

JOOIMKEH otnpaBuTb naket PUBREL, korga oH nony4yaet naket PUBREC oT nonyvatens.
3tot naket PUBREL JOIMKEH coaepxaTb TOT Xe uaeHTUdUKATOP NakeTa, YTO U UCXOAHBIN
naket PUBLISH;

OOIMKEH cuutatb naketr PUBREL «HenogTBEpXAEHHBLIMY, MOKa OH HE NOAYYUT COOTBETCTBY-
towymii naket PUBCOMP ot nony4vartens,

HE MOXET nostopHo otnpasuTe PUBLISH nocne otnpaBku cOOTBETCTBYHOLEro NaKeTa
PUBREL

IMQTT-7.3.3-2]

B npotokone goctaBku QoS 2 nonydatens JOIPKEH:

otBeqatb PUBREC, copepxawuMm ngeHtudumkarop nakera us Bxopsawero naketa PUBLISH,
NpWUHSAB NPaBo COBCTBEHHOCTU Ha coobLUeHUe NPUNOXEHUS,

o Tex nop, Noka OH He Nony4uT cooTeeTcTBYloWMIA NakeT PUBREL, noaTeepAUTs Nto6oi no-
cnepytowuin naket PUBLISH ¢ TeM xe uaeHTudukatopoM naketa, ornpasms PUBREC.

B atoMm cnyyae oH HE JJOIMKEH nHuunmpoBaTs AybnimpoBaHue coobLeHuWid Ansa nocneayto-
KX nony4varenen;

B npotokone poctaskn QoS 2 nonyyatens JOJPKEH:

otBevaTb PUBREC, cofepxawuMm naeHtTudmkatop nakera us exopsLero naketa PUBLISH,
NPUHSB NpaBo cOBCTBEHHOCTU Ha COOBLUEHNE NPUNOXEHNS,

o Tex nop, nNoka oH He nony4nT cooTeeTcTBYtOWMIA NnakeT PUBREL, nogTeepauTs nioGoit no-
crnegyoLmit naket PUBLISH ¢ TeM xe naeHTudukatopoM naketa, otnpasus PUBREC. B atom
cnyyae oH HE JOIMKEH nHuymupoBaTth AyOnupoBaHue coobLyeHuniA ANa NOCReayoLWwmX nony-
YaTenewn;

oTBevaTb Ha naket PUBREL, otnpasus naket PUBCOMP, cogepalluii TOT Xe naeHTudmuka-
Top nakeTa, 4To 1 PUBREL,

Mocne Toro, kak oH oTnpasun PUBCOMP, cuutats noboit nocneaytowmii PUBLISH-nakerT, co-
JepxaluMil STOT MAEHTUMKATOP NakeTa, HOBOW Nybnukaumven

[MQTT-7.4.0-1]

Korga KnueHT noBTOpHO NogkntodaeTcs k napameTpy « O4MCTUTL CeaHCy, yCTaHOBMEHHOMY Ha
0, KnueHT n Cepeep AOJPKHbBI noBTOPHO OTNpaBnAaTb Ntobble HenogTBePXKAEHHbIe NaKeThl
PUBLISH (rge QoS> 0) u naketel PUBREL ¢ ucnons3oBaHnem nx UCXoAHbIX WAEHTUgUKaTO-
pOB MaKeToB

IMQTT-7.5.0-1]

Korga Cepsep nory4aeT npaBo co6CTBEHHOCTU Ha BXOASLIee COOBLiEeHME MPUMOXKEHUS], OH
OOIMKEH po6aBuTb ero B COCTOAHME ceaHca Ansa TeX KnueHToB, KOTOpble UMEKT COOTBET-
cTBytowme Moanucku. MpaBuna cooTBETCTBUSA ONpefeneHsl B pasaene 7.7

IMQTT-7.5.0-2]

Knvent JOIMKEH nogtBepanTs, YTo Nto6oi onybrinkoBaHHeI NakeT, KOTOPLIA OH Mony4vaeT B
COOTBETCTBUM C NPUMEHUMbIMU NpaBunamu QoS, He3aBUCUMO OT TOro, BelGMpaeT N oH 06-
paboTky coobLLeHNs NPUNOXEHUS O TOM, YTO OHO COZEPXKUT

[MQTT-7.6.0-1]

Korga oH noBTOpHO oTnpaBnsaeT Kakne-nubo naketol PUBLISH, oH OOMKEH nosTopHO OT-
npaBuTb UX B TOM Nopsiike, B KOTOpOM ObiNv oTnpaBneHkbl ucxogHele naketsl PUBLISH (sTo
oTHocuTeA K coobLyeHnam QoS 1 1 QoS 2)

IMQTT-7.6.0-2]

Knuent JOMKEH oTtnpaensaTe naketsl PUBACK B TOM rnopsgke, B KOTOPOM Bbinn nomyyeHbl
cooTBeTcTBytoLMe nakeTbl PUBLISH (cooblieHuns QoS 1)
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[MQTT-7.6.0-3]

Knuent QOMKEH otnpansaTe naketsl PUBREC B ToM nopsiake, B KOTOPOM GbINK NonyYeHs
cooTBeTcTBYOWME NakeTsl PUBLISH (coobwernsa QoS 2)

[MQTT-7.6.0-4]

Knuent JOMKEH otnpaenaTb nakeTsl PUBREL B TOM nopsigke, B KOTOPOM 6binn NOMy4YeHbl
cooTBeTcTBYOWMEe NakeTel PUBREC (coobwennsa QoS 2)

[MQTT-7.6.0-5]

Cepsep JOITKEH no ymonyaHuio paccMaTpusaTh KaXayto TEMY Kak «YNopaaoHEHHYI TeMY ».
OH MOXET npepocTaBuTb aAMUHUCTPATUBHLIA UM UHOW MEXaHU3M, MO3BONSAIOWWIA paccMa-
TpUBaTb OAHY UMW HECKOMBKO TEM KaK «HEYNOPS[0YEHHYI0 TeMY»

[MQTT-7.6.0-6]

Korpa CepBep o6pabatbiBaeT coobLeHue, onybnukoBaHHOe B ynopsgodeHHon Teme, oH AON-
YKEH cnegosatb npuBeAeHHbLIM BhILLE NpaBUiiaM Npy JocTaBke cO0bLLeHNiA KaXA0MY U3 CBOUX
noanucdukos. Kpome Toro, o JO/MKEH otnpasnaTe nakeTsl PUBLISH Knuentam (no Ton xe
Teme U Q0S) B TOM nopsiake, B KOTOPOM OHM DbInu nonyyeHsbl ot ntoboro ykasaHHoro KnueHta

[MQTT-7.7.1-1]

CuMBONLI NOACTAHOBKU MOTYT Ucnonb3oBaTbes B punsrpax tem, Ho HE JOIDKHbBI ncnons3so-
BaTbCH B Ha3BaHWKN TeMbl

[MQTT-7.7.1-2]

MHoroypoBHeBbIit NnoagcTaHoBOUHLIN 3Hak JOJPKEH 6biTh ykasaH nubo caMmocTosATeNnbHO, N6o
nocne pasaenuTens TeMaTU4eckux ypoBHeA.

B no6om cnyqae on AOIMKEH 6biTb NocregHUM CUMBOIOM, YKa3aHHLIM B (OUNLTpe TeM

[MQTT-7.7.1-3]

OpHOYpOBHEBLIN WAGNOH MOXHO WCMONb30BaThb Ha NMboM ypoBHe dunsrpa Tem, BKIoYas
nepsbI U NocneaHuin yposHU. Ecnun oH ucnonesyetes, o JJOJMKEH 3aHumarh Becb ypoBeHb
dunetpa

[MQTT-7.7.2-1]

Cepeep HE OOIMKEH coeanHATb pUnLTpbl TEM, KOTOPbIE Ha4YMHAIOTCA ¢ CUMBOSA NofJCTaHoB-
KU (# unu +) c HasBaHUAMK TeM, Ha4uMHaloLWMMUCH ¢ cuMBona $

[MQTT-7.7.3-1] Bce Ha3BaHuA TeM U punistpel Tem JOIMPKHbLI uMeTb Kak MUHUMYM OAWUH CUMBON

[MQTT-7.7.3-2] HaseaHue TeMbl U counstpel Tem HE JOIMKHbBI BkntovaTs Hynesoin cumeon (Unicode U + 0000)

[MQTT-7.7.3-3] HassaHue Tembl M DUMETPBI TEMBI — 3TO KoAWpoBaHHble cTpokn UTF-8, ovn HE AOMKHbI
kogupoaTb 6onee 65535 GaiT

[MQTT-7.7.3-4] Korga BbINonHAeTCA coefMHEHUE B COOTBETCTBUM ¢ nognuckoi Cepeep HE JOJTKEH Bbinon-
HATb Kakyro-nnbo cTaHAapTWU3aLuio HasBaHUA TeM UNU PUNLTPOB TeM, a Talkoke nobyio Moan-
durKaLuio unNu 3ameHy Henpu3HaHHbIX CUMBONOB

[MQTT-7.8.0-1] Ecnun He yka3aHo uHoe, ecnv CepBep Unu KrMMEHT CTankuBaloTeA ¢ HapyLleHMeM NpoTOKoNa,
onn JOJTKHbI 3akpbITe ceTeBOE COeAUHEHNE, Ha KOTOpOe NoNyYeH Takon ynpaensaowmin na-
KeT, KOTOpLIN BbI3BaN HapyLleHWe npoTokona

[MQTT-7.8.0-2] Ecnu KnueHT nnn Cepaep oBHapyXuBaroT HecucTeMaTu4eckyto owmnbky npu o6paboTke BXO-
Aslero ynpaenstowero naketa, oHn JOMKHbBI 3akpbiTe ceTeBoe coeiMHEHUe, Ha KOTopoe
nosly4YeH Takoi ynpasnsioLLmnii naket

[MQTT-8.0.0-1] Ynpaenstowme naketsl MQTT OOMKHbBI 6biTe oTnpaBneHsl B GUHapHLIE NaKkeTbl JaHHbIX
WebSocket. Ecnu nonyuyeH kakoi-nubo gpyrov TMn nakeTa AaHHbix, nony4artens JOIMKEH
npepBsaTh ceTeBOe COeiUHEHNE

[MQTT-8.0.0-2] OpwH nakeT gaHHbIx WebSocket MoxeT cofepxaTb MHOXECTBEHHbIE UM YacTUYHbIE ynpaB-
narowme naketsl MQTT. Monydvatens HE AOMKEH npepnonarats, 4To ynpasnsiowme nakeTb
MQTT cooTBeTcTBYIOT pamKaM nakeTa AaHHbIX WebSocket

[MQTT-8.0.0-3] KnueHt JOIMKEH BrntovaTh «mqtt» B cnncok cyb-npotokonos WebSocket, koTopeiit oH npea-
naraet

[MQTT-8.0.0-4] Mms cyb-npoTtokona WebSocket, BeiGpaHHoe W Bo3BpallaeMoe CepBepoMm, AOMXKHO ObiTb

«maqtt»
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[MQTT-9.0.0-1]

CepBep, KOTOpPLIA NPUHUMAET BXOASLLME MOAKITIOYEHNSA U YCTaHABMMBAET CXOASALLNE MOAKITIO-
YeHusa k gpyrum Cepsepam, JOITPKEH cooTtBeTcTBOBaTh Kak KnueHty MQTT, Tak u Cepepy
MQTT

[MQTT-9.0.0-2]

CootBetcTBytowme peanusayun HE JOMKHbBI TpeboBaTh Mcnonb3oBaHus kakux-nubo pac-
LUMPEHUIA, onpeaeneHHbIX BHe 3TON cneuumduKkauum, 4Tobbl B3aMmMogeicTBOBaTh C Mo6oi py-
roi coBMecTUMOW peanusaumeit

IMQTT-9.1.1-1]

CootsetcTtBytowunii Cepaep JOITKEH nogaepxumBaTs UCNofb3oBaHWe O4HOMO UM HECKOMBbKUX
6a30BbIX TPAHCMOPTHEIX NPOTOKONOB, KOTOPLIe 06ecneyYnBaroT YNopsAAOHEHHbIR, He [oMnycKato-
LM noTepb noTok 6aiiToB oT KnueHTa k Cepepy u oT Cepepa Kk KnueHTy

IMQTT-9.1.2-1]

CootsetcTtByrownin Knnent JOIMKEH noggepxuBats UCnonb3oBaHUe OQHOMO UMW HECKOMNBKUX
6a30BbIX TPAHCMOPTHLIX NPOTOKOSIOB, KOTOpble 06ecneynBatoT ynopsifoYeHHbIR, He Jomnyckato-
LM noTepb NoTok 6aiiToB oT KnneHTa k Cepeepy 1 oT Cepeepa K KnueHTy
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Mpunoxexue B
(cnpaBouHoe)

Mpeaucnosue K OPUrMHaNIbLHOMY U3AAHUIO

ISO (MexpayHapofHas opraHusayus no craHgaptusauyum) n IEC (MexayHapoaHas anekTpoTeXHUYecKas KOMUCCUSR)
06pasyioT creLuanm3mpoBaHHyto CUCTEMY CTaHAapTU3aLum Bo BceM Mupe. HaluoHansHble opraHel, Bxogsiuve B 1ISO unu
IEC, yyacTByloT B paspaboTke MeXAyHapoAHbIX CTaHAaPTOB Yepes TEXHUYECKNe KOMUTETEI, CO3AaHHbLIE COOTBETCTBYHO-
el opraHW3aLueil AN pacCMOTPEHUSA KOHKPETHBIX obnacTell TEXHUYECKON feATenbHOCTU. TexHudeckme komuTeTsl 1ISO
n IEC coTpygHuyatoT B obnacTsx, NpeAcTaBnsaoWwmX B3auMHbId MHTepec. B paboTe Takke NpUHUMALOT y4acTue apyrue
MeXAyHapoAHble opraHu3aLymn, NpaBUTENbLCTBEHHbIE U HEMPaBUTENbLCTBEHHLIE, B coTpyaHuYecTBe ¢ ISO u IEC. B obna-
CTU UHOPMaLMOHHLIX TexHonoruid 1ISO n IEC co3ganu coBMecTHbIW TexHudeckul komumem ISO/IEC JTC 1.

Mpoueaypel, ucnonesayemele AN pa3paboTku HacTosLero cTaHaapTa U NpefjHasHaYeHHble 415 ero faneHeiero
obcnyxusaHus, onucadsl B Aupektue ISO/IEC, YacTb 1. B 4acTHOCTH, cneflyeT OTMETUTL pasnndHbie KpUTEpUN yTBEPX-
LleHns, HeobxoMMble AA Pa3HbIX TUMOB JOKYMEHTOB. HacTosALWmiA cTaHAapT COCTaBINEH B COOTBETCTBUMN C peAaKLMOHHbI-
Mu npasunamm Qupektussl ISO/IEC, YacTb 2 (cM. www.iso.org/directives).

CrnepyeT 06paTuTb BHUMaHWE Ha BO3MOXHOCTb TOr0, YTO HEKOTOPbIE SNIEMEHThI HAaCTOSILLEro cTaHgapTa MoryT ObiTh
npeaMeToM naTeHTHbIX npa.. 1ISO n IEC He HecyT OTBETCTBEHHOCTU 3a BhISBMEHWe NOBbIX UK BCEX TaKUX MaTeHTHBIX
npas. MoapobHas uHdopMaLums 0 Kakux-Nnmbo MaTeHTHbIX NpaBax, onpeAerneHHbIX npu paspaboTke cTaHgapTa, 6yger
npegcrasneHa BO BBe4EHUU W/UK B cincKe 3asBOK Ha naTeHT ISO (cMm. www.iso.org/patents).

Jllo6oe ToproBoe Ha3BaHWe, UCMONb3yeMOe B HACTOSLLEM CTaHAapTe, ABNAETCA MHdopMaLmeil, NpeaocTaBlIeHHO
Lnsa yaobcTBa nonb3oBaTteneil, U He SBNSAETCA NOATBEPXatOLLMM KaYecTBO.

ISO/IEC 20922:2016 6bin NoaroToBneH TexHuyYeckum Komumemom no CeTeBOMy NpoTokony obmeHa coobLeHns-
My mexgy yctpoicteamu (MQTT) B OASIS 1 6bin NpUHAT B cOOTBETCTBUM C Npoueaypoil PAS CoBMECTHBIM TEXHUYECKAM
komuteToM ISO/IEC JTC 1 «MHDOpMaLUOHHBIE TEXHONOMMU» NapanienbHO ¢ ero yTBepxaeHnemM HaluoHanbHeIMKU opra-
Hamu ISO u |EC.
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MpunoxeHune I
(cnpaBouHoe)

U3BeweHune npasooonagaTens OPUrMHaNbLHOro U3AaHUA

AsTtopckoe npaso © OASIS Open 2014. Bce npaBa 3alyLLeHbI.

Bce TepMUHbI ¢ 3arnaBHoit BykBbI B crieytoLLeM TeKCTe UMEIOT 3Ha4YeHUs], MPUCBOEHHbIE UM B Monutuke OASIS no
3awWuTe NpaB Ha UHTeNnekTyanbHyto cobctBeHHocTh («MonuTuka OASIS no 3AMNMUCK»). MonHbIA TEKCT NONIMTUKA MOXHO
HaliTh Ha Beb-caiiTe OASIS.

HacTosAwmiA cTaHgapT u ero nepeBoAbl MOryT ObiTb CKONMPOBaHbLI U NPeAoCTaBlieHbl CTOPOHHUM Nuuam, a npo-
n3BogHble paboTbl, KOTOpble KOMMEHTUPYIOT UIK UHBIM 06pa3oM OOBLACHSAIOT €ro UM NMOMOratoT B €ro OCYLLEeCTBIEHMH,
MOryT 6bITb NOATOTOBMEHBI, CKONUPOBaHbLI, onNybnukoBaHbl U pacnpocTpaHeHsb! MOMTHOCTLIO UK YacTUYHO 6e3 Kakux-nméo
orpaHUYEeHWin NpU YCITOBUM, YTO BhILLEYNOMSHYTOE yBeAoMIleHne 06 aBTOpPCKUX NpaBax W AaHHbIA pasgen BKITIOYEHbl BO
BCe Takue KOnuu u NpousBoAHble paboThl. TeM He MeHee, HacTOSAILMIA cTaHAapT caM Mo cebe He MOXeET BbITb Kakum-nu6o
o6pa3oM U3MeHeH, B TOM Y1che NMyTeM yAaneHusi ysefoMrieHusi o6 aBTopckux npasax unu cceinok Ha OASIS, 3a ucknio-
YeHWeM cny4aes, Kora 3To HeobxoAuMo AN paspaboTku Nboro AoKYMEeHTa UK NPOeKTHOW AOKYMEHTaLMn TexHuye-
ckum komuteToM OASIS (B 3TOM crnydae omkHbl cobrniofaTbesi npaBuna, NPUMEHMMbIE K aBTOPCKMM MpaBaM, Kak ykasaHo
B Monutuke OASIS no 3MNNUC) unu, ecnu TpebyeTca BLINONHUTL NEPEBOJ, Ha ApYrue A3bIKU, KpOME aHTIMIACKOro.

OrpaHuyeHHble paspelleHus, NpefocTaBneHHble Bhille, BNATCA 6eccpouHbiMU U He ByayT oTosBaHbl OASIS, ero
npeemMHUKamMn Unu HasHa4YeHHbIMMU MLaMH.

HacTosilmiA cTaHfapT W cofepXaljasica B HeM WH(OpMaLUa NpefocTaBnsloTCs «B CYLLECTBYIOLWEM Buae», U
OASIS OTKASLIBAETCHA OT BCEX FTAPAHTUN, SABHBLIX UMM NMOOPA3YMEBAEMbIX, BKITKOYASA, HO HE OMPAHU-
UMBAACH JMIOELIMU TAPAHTUAMMW, UTO UCMONL30OBAHUE MHOOPMALIMK, COOEPXALLEMCA B HACTOSILLEM
CTAHOAPTE, HE HAPYLLAET KAKUE-TIMBO MNMPABA COBCTBEHHOCTWU UIKN JNKOBbLIE NMOAPA3YMEBAEMBIE TA-
PAHTUW KOMMEPYECKOW LIEHHOCTU UINU NMPUrOAHOCTU ANl ONPEAESIEHHOW LIENN.

OASIS npocuT, utobbl kakas-nmbo CtopoHa OASIS unu nobas apyras cTopoHa, KOTopas CHMTAaET, YTO OHa UMeeT
naTeHTHbIe NPeTeH3nn, KoTopble HenpeMeHHo ByAyT HapylleHbl B pe3ynkrate NpUMEHeHUa HacTosLero ctaHaapTa Ko-
muteta OASIS unu CraHpapta OASIS, yBegomuna Agmunuctpatopa TK OASIS n coobuuna o rotoBHocTH npegocTta-
BWUTb NaTEeHTHbIE SIMLEH3UW NO TaKUM MaTeHTHLIM NPETEH3NSAM B COOTBETCTBUU C pexxuMoM 3IMTUC TexHnyeckoro KOMUTETa
OASIS, KoTopblil NoAroToBUN HacToALWYK Cneyudukayuio.

OASIS npegnaraet nto6oit U3 cTopoH ceAsaTeea ¢ AgMuHuctpatopom TK OASIS, ecnu eMy ussectHo o Tpebo-
BaHWW NpaBa COBCTBEHHOCTU Ha Ntobble NaTeHTHbIE MPETeH3UN, KOTopble HeNpeMeHHO ByAYT HapyleHbl B pesynsrate
peanuaaunn HacToswen CneyudmnKkaLlum BnajenbsLUem naTeHTa, KOTopbli He XenaeT NPeAoCTaBNATbL NULEH3NIO Ha Takne
naTeHTHbIE NPETEH3UN B COOTBETCTBUM € pexxumomM 3IMNC TexHudeckoro komuteTa OASIS, KOTOPLIA NOArOTOBUM HACTONA-
wyto Cneundpuraumio. OASIS MoxeT BKNtoUaTh Takne NPeTeH3Nn Ha cBoeM Beb-caiiTe, HO OTKa3bIBaAeTCA OT Kakux-Nubo
0653aTenbCTB B 3TOM OTHOLLEHWM.

OASIS He 3aHMMaEeT NO3NLMI0 OTHOCUTENBHO LENCTBUTENBHOCTYU UK cdpepbl NpUMeEHeHUsA Moboi HTennekTyanb-
HOW COBCTBEHHOCTW WMWK ApPYrUX Npae, KOTOpble MOryT ObiTb 3asBMeHbl B OTHOLWEHUW peanusauun Wnu UCnonb3oBaHUs
TEXHOMOrMW, ONUCaHHO! B HACTOALLEM CTaHAapTe, UMK B CTEMeHU, B KOTOPOI Mtobas NUUEH3NA No TakUM nNpaBam MOXeT
6bITb MW He BbITb AOCTYMHOM; KOMUTET TakKe He 3asABMAET O TOM, UTO MPUIIOKUIT BCE YCUNUA ANSA BLISBNEHUS Takux Npas.
WHdpopmaLmio o npoueaypax OASIS B 0THOLLEHWUM rnpaB Ha Ntoboi JOKYMEHT UMW NPOEKTHYHO AOKYMEHTaLMIO, NOArOTOB-
neHHyto TexHudeckum koMuteToM OASIS, MOXHO HalWTU Ha Beb-caiite OASIS. Konuu 3aseneHuit o npaBax, NnpefocTas-
NeHHbIX AN nyGnukauun, u nobble rapaHTUy BelAa4u NULEH3NA, UK pesynbTaT NonbITKW NONy4nTb obLLYI0 NULEH3U0
Unn paspelleHne Ha UCronb3oBaHWe Takux WMYLLECTBEHHbIX NMpaB WCMOMHUTENAMW UNW NONb30BaTENAMU HacTosILLen
Cneuundukaummn Komuteta OASIS unu Ctangapt OASIS, MoxHo nonyuuTs y AgMuHucTpaTtopa TK OASIS. OASIS He ge-
naeT HUKaKUX 3asBfIeHUiA 0 TOM, YTO Ntobas HDOPMaLIUA UM CAUCOK NpaB MHTENNEeKTyanbHoW co6CTBEHHOCTU B Ntoboii
MOMeHT ByAeT 3aBepLUeH, UNK YTOo Niobble NPETEH3UN B TaKOM CriMcke hakTU4ecku SABNAoTeA OCHOBHBIMW NPETEH3UAMM.

HasBaHue «OASIS» siBnsieTcs ToBapHbIM 3HakoM OASIS, Brnagenbla 1 paspaboTyunka HacTosLelR cneyudukaLmu,
W ero cnepyeT UCNonb3oBaTh TONbKO A8 0603Ha4YeHUst opraHnsaumm 1 ee odulmanbHelx npoaykroB. OASIS npusetcTay-
€T YNoMWHaHWe, MPUMEHEHUE U UCTIONb30BaHWe crneLudUKaLmnii, CoOXpaHsasa nNpaBo MPUHYAUTENLHOTO NPUMEHEHNS CBOUX
3HaKOB B OTHOLLEHWW BBOASALLMX B 3abnyxaeHne BUAOB UCMonb3oBaHus. BeilLeyKkasaHHble pekoMeHAaLnmn M. No agpecy:

X - icies-guidelines/t| .
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CBegeHunsi 06 N3MEHEHUAX, BHECEHHbIX B TEKCT HALMOHANbLHOro CTaHaapTa
Mo OTHOLIEHUIO K UCXOOHOMY CTaHAapTy

CrangapT «MHdopMaLmoHHble TexHonornn. MHTepHeT Belleit. MpoTokon opraHu3auun ovepefell JOCTaBKU Tere-
MeTpuyeckux coobLyeHnii MQTT. Bepeus 3.1.1» saBnseTcs MOAUPULMPOBAHHBLIM MO OTHOLLEHMIO K MeXAYHaPOAHOMY CTaH-
fapty MCO/M3K 20922:2016 NHdopMaLMoHHbIe TeXHONornn. MNMpoToKon opraHusauuu odepenei 0CTaBKN TenemeTpu-
Yeckunx coobujeHnin MQTT v3.1.1 (ISO/IEC 20922:2016 Information technology — Message Queuing Telemetry Transport
(MQTT) v3.1.1) nyTemM U3MEHEHUsI ero CTPYKTYpbl B COOTBETCTBUM C YCMOBUAMM, YKazaHHbIMKU B N B.13 TOCT 1.3—2014 ¢
Lienbto NpuBefeHNs ero B COOTBETCTBUE TpeboBaHWAM, ycTaHoBMNeHHbIM B FOCT 1.5.

B npouecce mogmdmrkaLm B MCXofHbLIN cTaHgapT 6binv BHeCEHbl cnegytolne U3MeHeHNs:

a) [lo6aBneHune pasfgenos K UCXOAHOMY CTaHAapPTy

1 [o6aeneHbl pasgensl «[pegucnosuney, «BeegeHney, «OBnacte npumeHeHus», «OBo3Ha4YeHUA U Cokpalle-
HUSA», «Bubnuorpadusa».

2 TekcT pasgena «ObnacTb NnpuMeHeHus» fobaBneH Ha OCHOBE MOMOXEHWA UCXOAHOrO CTaHAapTa.

3 B pasgen «TepMuHbl 1 onpefeneHusa» aobaBneHbl OCHOBHLIE MOMOXEHUS AOKYMeHTa [1] Kak 3Ha4YMMble Ans
M3NOXEHUA HaLMOoHansHoro cranfapTta. BeTaBrneHHbIA TEKCT BelgeneH BepTUKansHoh nuHueid. JobasneH TepmuH 2.11,
BblerneH KypcuBoM.

6) YnaneHue pa3fenoB NCXOAHOTO CTaHAapTa

1 Y6paHbl noagpasaensl ucxogHoro ctaHgapta « URL-cneyudumkayumy, «TexHudecknin komuteTy, «lpegcepare-
nu», «Pefaktopbl», «CMeXHble HanpasneHus uccrneaoBaHunity, «Popmat cehifku», « CMMCOK pUCYHKOB U Tabnuuy», «1.1
Opranusauus MQTT», «McTopusa peaakumity, “BeipaxeHue npusHatensHocTh'.

B) [MepeHoc pasfenoB UCXO[HOro CTaHaapTa.

1 TekcT pasfena «peauncrnoBne» UCXOAHOro CTaHJapTa NepeHeceH B NpuroxeHue B (cnpaBoyHoe) HaLMoHanb-
Horo ctangapra.

2 TekcT noppasfena «Bolgepxka» UCXOQHOrO CcTaHfapTa nepeHeceH B pasgen «BeepeHuWe» HaumoHarbHOro
CTaHjapTa.

3 TekcT nogpaspena «W3BeLleHUA» UCXOQHOIO cTaHAapTa nepeHeceH B NpunoxeHue [ (cnpaBo4vHoe) HayWo-
HanbHoro ctanfjapra.

4 TekcT nogpaspena «1.3 CcbiNKW Ha HOPMaTUBHLIE [LOKYMEHTLI» UCXOQHOIO CTaHAapTa NepeHeceH B pasaen
«bubnuorpadun» HaUWOHaNbHOrO cTaHAapTa, NPU 3TOM CChINTIOYHbIE 3HAKU W HYMEpaLUWsa NpUBEAEHbI B COOTBETCTBUE C
poccuitckummn TpeboBaHUAMKN NO CTaHAapTU3aLuK.

5 MonoxeHuna nogpaspena «1.6 PegakuynoHHble cornalleHns» UCXOAHOro CTaHAapTa BKIIOYEHbl B TEKCT pasfena
«OBnacTb NpUMEHEHNA» HaLWOHaNLHOro CcTaHAapTa.

6 Paspen «5 besonacHOCTb» UCXOAHOMO CTaHAapTa NepeHeceH B NpuUnoxeHne A (pekoMeHgyeMoe) HauuoHanb-
HOro cTangapra.

7 U3MeHeH NOpAAoK cnefoBaHWA NPUITOXEHWIA HaLMOHaNbHOro cTaHaapTa ¢ y4eToMm AobaBrneHnss HOBbIX Npu-
NOXEHWNA.

r) U3aMeHeHna TeKCTa UCXOAHOro cTaHAapTa B COOTBETCTBMU € TpeGoBaHUAMU PoccuiACKO cTaHaapTU3aLmu.

1 M3meHeHa HyMepaLuua 3aronoBKoB 1-ro YPOBHS U NPUIIOKEHWUIA UCXOAHOrO CTaHAapTa.

2 PucyHku npeacTaBneHsl B BUAe Tabnuy. Hymepauus tTabnuy B COOTBETCTBUM C HyMepaLUeid pasgenos oTMe-
HeHa. Tabnuuam npucsoeHa cnnoLlHas HymepaLus No HapacTaHuWIo Mo BCEMY TEKCTY CTaHAapTa.

3 N3meHeHa Hymepauua o603Ha4YeHU 0653aTeNbHBIX HOPMATUBHBIX NONOXEHUN, NPeAYCMOTPeHHbIX N. 3.1.1 Ha-
LMoHanNbLHOro ctaHaapTa, a Talke BHYTPEHHUX CCLINTOK Ha pa3fienbl B COOTBETCTBUN C U3MEHUBLLENCH HyMepaLuei pas-
Aenos.

4 W3 TeKkcTa UCXOQHOMO CTaHAapTa UCKIMIOYEHO BhierNieHne LIBETOM.

5 U3 TekcTa UCcxoaHOro craHfapTa UCKNOYEHb! CroBocoveTaHna «HeHopmaTuBHbIA NpuMep» n «HeHopmaTue-
HbIi KOMMEHTapUit», cooTBeTCTBYIOLME BNOKK TEKCTa BbIAENEHb! Kak NPUMEpPb! UK Kak NpUMeYaHus (B 3aBUCUMOCTH OT
coflepXxaHua cooTBETCTBYOLWEro 6rnoka) B cooTBETCTBUMN ¢ TpebosaHuamu MOCT 1.5.
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KntoueBble cnoBa: MHMPOPMALMOHHbIE TEXHONOTUK, UHTEPHET BeLei, npotokon MQTT

B3 9—2019/14

Pepaxtop I H. CumoHosa
TexHu4eckuin pegaktop M.E. Yepernkosa
KoppekTtop #1.A. Koponesa
KomnbtoTepHas BepcTka E.A. KoHdpawoesol

CpaHo B Habop 21.10.2019.  TloanucaHo B neyate 28.10.2019.  dopmaT 60%84%.  lapHUTypa Apuan.
Yen. ney. n.6,98.  Yu.-u3a. n. 6,28.

MoAroTOBMNEHO Ha OCHOBE ®MNEeKTPOHHOI Bepcum, MpeJocTaBrneHHol paspaGoTunkoM CTaHaapTa

Co3zgaHo B eANHUYHOM ucronHeHun so ®ryrn « CTAHOAPTUHOOPM»
AnA KoMnnekToBaHUA degepanbHoOro MHopMaLUMoHHOro hoHba CTaHAapToB,
117418 Mockea, Haxumosckun np-T, 4. 31, k. 2.
www.gostinfo.ru  info@gostinfo.ru
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