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BBeaeHue

HacToswme pekomengauuu coaepxar onucaHue (hopmaToB KOAMPOBAHUA, naeHTudukaTopos U dop-
maTtoB napameTtpos ans anroputmos MOCT P 34.10—2012 u NOCT P 34.11—2012 npu ux ncnonb3osaHuu
Ha TeppuTopun Poccuiickoii deaepauum, B yupexxaeHusix Poccuiickon deaepauun 3a pyGexxom u B Haxoas-
wmxca 3a pybexxom 060CoONeHHbIX NogpasaeneHusx puandeckux nuy, odbpasoBaHHbIX B COOTBETCTBUM C
3aKkoHogaTenbLCcTBOM Poccuiickon degepauumu.

HeobxoaumocTb paspaboTkv HOBOW BEPCMU HACTOSILLIMX PEKOMEHAALMI Bbi3BaHA NOTPEeOHOCTLIO B 00€-
cnevyeHnn CoOBMECTMMOCTM UCTONbL30BaHMA poccurckux anroputmos nognucu NOCT P 34.10—2012, anropuT-
MoB pyHKUuK x3wmposaHua MOCT P 34.11—2012, anropuTMOB COrnacoBaHusA Knoven B MHAPPaAcTPyKType
oTKpbITbIX Knoven (PKI), a Taoke npunsaTuem anroputmoB wngposanua MOCT P 34.12—2015 u pexxumon
wudpoBanus NOCT P 34.13—2015.
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PEKOMEHAOAUWUWN NO CTAHAOAPTU3ALUUNN

MHucdopmaumnoHHan TexHonorua
KPUNTOMPA®UYECKASA 3ALLMTA UHPOPMALIMA

Ucnonb3oBaHue anroputmoB NOCT P 34.10—2012, TOCT P 34.11—2012 B cepTudmkare,
CNUCKe aHHyNUpoBaHHbIX cepTudukaToB (CRL) u sanpoce Ha ceptudukar PKCS #10
MH(PACTPYKTYPbI OTKPLITbIX Knrovein X.509

Information technology. Cryptographic information security. Usage of GOST R 34.10—2012 and GOST R 34.11—2012
algorithms in certificate, CRL and PKCS#10 certificate request in X.509 public key infrastructure

Dara BBegeHus — 2019—06—01

1 O6nacTb npuMmeHeHUus

Hactoawume pekomengauun asnawotca gononHeHwem kK FTOCT P MCO/M3K 9594-8. B pekomeHaauu-
sIX ONUCbIBAKOTCA npaBuna ucnonb3oBaHua anroputMma nognucu FOCT P 34.10 u pyHKUMKM X3LWIMPOBAHMUA
FOCT P 34.11—2012 B uHdpacTpykType oTKpbITbIX Kntoven (PKI) X.509.

Onsa knioyeir, cooTeeTcTByOWMX anroputmy nognucu MOCT P 34.10—2012, onpeaeneHbl naeHTudu-
KaTopbl anropuTMOB U COOTBETCTBYIOLLUMX UM napameTpoB. Takke B AOKYMEHTE yKasaHbl UAEeHTUUKATOPbI
anroputmos yHkuum xawmposaHus MOCT P 34.11—2012 ¢ anroputmoM noanucu MOCT P 34.10—2012.

B pokymeHTe onpedeneHo coagepXuMMoe nonen signature, signatureAlgorithm #
subjectPublicKey B ceptudmkarax X.509, cnuckax aHHynMpoBaHHbIX CepTuchnkaToB u 3anpocax Ha cep-
Tndpukarsl PKCS #10.

2 HopmaTUBHbIe CCbINKK

B HacToALMX peKOMEHAALUMAX UCTONb30BaHbI HOPMATUBHbLIE CCLINIKM HA CNeAyloLme CTaHAapThbI:

FOCT P 34.10—2012 NHpopmaumoHHasa TexHonorua. Kpuntorpaduueckas sawmra uHcopmauuu. Mpo-
Lecchl hOPMUPOBaAHNUA U NPOBEPKM AMEKTPOHHOW LMPOBOIA nognucu

FOCT P 34.11—2012 WndopmaumoHHasa TexHonorus. Kpuntorpaduyeckaa 3awmra uHdopmayum.
PYHKUMA XILUMPOBaHMSA

FOCT P NCO/M3K 8824-1 UnhopmaLmoHHan TexHonorus. AGCTpakTHas CUHTaKCU4ecKkas HoTauus Bep-
cum oguH (ACH.1). Yactb 1. Cneuudpukaumsa OCHOBHON HOTaLUK

MOCT P NCO/M3K 8825-1—2003 UHdopmaumoHHan TexHomorus. lNpasuna koaupoBanua ACH.1.
Yacrtb 1. Cneuyudhukauyus 6a3osbix (BER), kaHoHnyeckux (CER) u otnmuutenbHbix (DER) npaBun koguposaHus

FOCT P UICO/M3K 9594-8—98 UHopmaLmoHHas TexHonorus. B3auMocss3b OTKPbITLIX cucTeM. Cnpa-
BOYHMK. YacTb 8. OCHOBbLI ayTeHTUduUKaLmm

P 50.1.113—2016 UudopmauuoHHasa texHonorusn. Kpuntorpaduyeckas sawmrta nHgpopmauyuu. Kpun-
Torpachmyeckue anropuTMbl, GONYTCTBYIOLLME NMPUMEHEHUIO anrOPUTMOB NEKTPOHHOW LMdPOBON NOANUCH U
OYHKUMU X3LUMPOBAHUSA

P 50.1.114—2016 UndopmaumoHHasa texHonorna. Kpunrorpaduueckasa 3awmra uddopmauuu. Mapa-
METPbI ANNUNTUYECKUX KPUBBIX AN KpUNTOrpapuyecknx anroputMoB U NPOTOKONOB

MpumMmeyaHune —Mpu NonNb3oBaHUKM HACTOAWMMKU PeKOMeHAaLMAMMU LienecoobpasHo NpoBepuTh AeicTBre
CCLINOYHBLIX CTaHAAPTOB B UH(OPMALMOHHON cucTeme o6Lero Nonb3oBaHUs — Ha oduLManbHOM caiiTe deaepanbHoro
areHTcTBa No TEXHUYECKOMY PEerynupoBaHuio U METPONOrn B CeTU MHTEPHET UNK No eXerogHoMy UHGOPMaLMOHHOMY
yKkasaTenio «HauvoHanbHble CTaHAapThbi», KOTOPLIA ONYBNMKOBaH NO COCTOSIHUIO Ha 1 sAiHBaps TeKyLlero roaa, U no Bbl-
nyckam exeMecs4Horo MHpopMaLIMOHHOro yKasaTens «HauuoHasnbHele cTaHaapThi» 3a TekyLui rof. Ecnu sameHeH ccbl-

UspaHue odpuumanbHoe
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TNOYHbIA CTaHAapT, Ha KOTOpPEIN flaHa HefjaTupoBaHHasA Ccchblfika, TO pEKOMEHAYETCA UCNOMb30BaTh p,eVICTByI'OLLlyI'O Bepcuro
9TOro CtaHjapTa € y4eTOM BCEX BHECEHHbIX B AJaHHYH BEpCUto N3MeHeHW. Ecnn 3ameHeH CCbINOYHbIN CTaHAapT, Ha KOTO-
pbll7| AaHa AaTupoBaHHasA CCblflka, TO peKoOMeHAYyeTCA UCNOoNb30BaTh BEPCUIO 3TOM0 CTaHAapTa C yKadaHHbIM BbilLe rogom
yTBEPXKAEHUA (I'IpVIHHTVIH). Ecnu nocne yTBEPXAEHNA HACTOALLNX peKOMeH,D,aLI,VIVI B CCbISTOMHbIA CTaHgapT, Ha KOTOprVI
AaHa gatupoBaHHaA CChlfika, BHECEHO UBMEHEHUE, 3aTparmBatoLlee rnorioXXeHne, Ha KoTopoe faHa CChlfika, TO 3TO Nnos1o-
XeHune pekoMeHAyeTcA NPUMEHATb Oes3 yyeTa JaHHOro USMeHeHuA. Ecnu ccbinoyHblii CTaHfapT OTMEHeH Oes 3aMeHbl, TO
nonoXxeHwe, B KOTOPOM JaHa CChiflka Ha Hero, NpuMeHAeTCcA B 4acTu, He 3anarv|Barou.|,e|7| OTY CChBINKY.

3 TepMUHbI 1 onpeaeneHus

B HacTOALMX peKOMEeHaaumsX NPUMEHEHbI CneayioLmMe TEPMUHBLI C COOTBETCTBYIOLLIMMU ONPEaEneHUs MU,

3.1 ACH.1: AGcTpakTHasa cuHTakcuyeckas Hotauus, onpegenenHas B FOCT P MICO/M3K 8824-1.

3.2 DER: MpaBnno KogupoBaHusa CTPYKTYP AaHHbIX, CO34aHHbIX B cooTBeTCTBUM ¢ ACH.1, onucaHHoe
B [1].

I punmMmedyaHune — B HacCTOALWWX peKoMeHAaunAax TePpMUHbI «KntoY NMPOoBEPKU NoanUCHU» U «KNKY noanu-

cuy, BeegeHHble B [OCT P 34.10—2012, ABNAKOTCA CUHOHUMaMN TEPMUHOB «OTKPBLITLIA KIHOU» U «3aKPbLITLIA KIo4Y»
COOTBETCTBEHHO.

OTeyecTBEHHbLIE HAGOPLI NAPAMETPOB W aNrOPUTMbl, UCMONbL3YEMbIE B PEKOMEHAALMSAX, ONPEAENEHbI B
P 50.1.114—2016 un P 50.1.113—20186.

4 Ncnornb3yeMble CTPYKTYpPbI

MexaHu3m MHOPMALMOHHOTO OGMEHa MPU UCMONb30BAHUN CEPTUMKATOB ONUCLIBAETCA CNeayowmMm
obpasom:

1 Cyb6bekT hopMUpyeT 3anpoc Ha cepTudukar B COOTBETCTBUU C 4.1 1 NOCLINAET AaHHLIA 3anpoc yao-
cToBepsioLeMy UeHTpy (YL);

2 YU hopMUpyeT Ha OCHOBaHUKM JAHHOIO 3anpoca cepTudUuKaT ¢ OTKPbITLIM KNtowom B chopmare X.509
B COOTBETCTBUU C 4.2 U NOCLINAET €ro cyObekTy;

3 Ons oT3biBa CepTUMKATOB A0 UCTEUYEHUA CpoKa uxX Aencteua YL, hopMUpyeT CNMCOK OTO3BAHHbLIX
cepTuduKaToB B COOTBETCTBUM C 4.3

4.1 3anpoc Ha cepTucdukat

3anpoc Ha ceprtudukat npeacrasnseT cobon CTPYKTypy CertificationRequest B popmare ACH.1

(cm. [2]):
CertificationRequest ::= SEQUENCE
{

certificationReguestInfo CertificationReguestiInfo,

signatureAlgorithm

AlgorithmIdentifier{{SignatureAlgorithms}},

signature BIT STRING

Mons CTPYKTYpbl UMEIOT CReaylolme 3HaYeHuns:

certificationRequestInfo — uHopmMaLma 3anpoca Ha cepTudmkar, cogepaLlas, B YaCTHOCTH,
OTKPbITLIN KNOY cybbekTa, chopMmpoBaHHasa B COOTBETCTBUM C 4.1.1;

signatureAlgorithm — MH(opMauma 06 anropuTMe NOANUCU, KOTOPLIN MCNONb3oBancs npu dop-
MUPOBaHUKN NOAMUCKU AaHHbIX NONA certificationRequestInfo CTPYKTYpbl CertificationRequest,
chopMupoBaHHasi B COOTBETCTBUU C 4.1.2;

signature — noanucb AaHHbIX nons certificationRequestInfo CTPYKTYPbI
CertificationReguest, CpopMupoBaHHas B COOTBETCTBUU C 4.1.3.

4.1.1 None certificationRequestinfo cTpykrypsbl CertificationRequest

Mone certificationReguestInfo CTPYKTYpbl CertificationReguest 3a4aeTcs CTPYKTYpOn
CertificationReguestInfo B ¢dopmaTte ACH.1:

CertificationRequestInfo ::= SEQUENCE

{
version INTEGER { v1(0) } (v1,...),
subject Name,
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subjectPKInfo SubjectPublicKeyInfo{{PKInfoAlgorithms}},
attributes[0] Attributes{{CRIAttributes}}

Monsa CTPYKTYpbl UMEIOT CReayloLwme 3HAYEHNS:

version — HOMep Bepcumn ctaHaapra. [ina cranpapra PKCS#10 v1.7 gaHHoe none A0MmKHO NPUHK-
MaTtb 3Ha4yeHue 0;
subject — uMs cyObekTa, Yel OTKPbITLIN KMIOY UCNOMnb3yeTcs Ans (POpMUPOBaHUS ceptudukara;

subjectPKInfo — Habop anemeHToB, cogepalux nHpopmanmio 06 OTKPLITOM Krilove cepruduka-
Ta u cam KIou;

attributes — Habop aTpuGyTOB.

Bonee nogpo6Hoe onucaHne nonen cTpykTypbl CertificationRequestInfoMOXHO HanTu B[2). Mone
subjectPKInfo CTPYKTYpbl CertificationRequestInfo UMEET CTPYKTYPY SubjectPublicKeyInfo
3a4a€eTcs B COOTBETCTBMM C 5.2,

4.1.2 None signatureAlgorithm cTpyktyptl CertificationRequest

Mone signatureAlgorithm CTPYKTYpbl CertificationRequest 3a4aeTcs  CTPYKTYpOM
AlgorithmIdentifier, onucanHon B 5.1.1, u coagepxut uHdopmMaumio o6 anroputMe NOAMNUCU, KOTOPLIN
ucnonb3oBarncsa npu opMnpoBaHnn nNons signature CTpykTypbl CertificationRequest (cMm. 4.1.3). Mpu
3TOM UCMONb3YEMbIi aNTOPUTM NOANUCU AOMKEH COOTBETCTBOBATHL OTKPLITOMY K04y CyObekTa, ykasaHHOMY
B Mone subjectPublicKey CTPYKTYPbl SubjectPublicKeyInfo (CM. 5.2.2).

4.1.3 None signature cTpykTypskl CertificationRequest

Mone signature cTpykTypbl CertificationRequest coaepkuT B cebe MoANUCb 3HAYEHUst Mons
certificationReguestInfo CTPYKTYpbl CertificationRequest, 3akoaupoBaHHOro B popmare DER.
3HadeHue nognucu popmupyeTcs B COOTBETCTBUM C arnropuTMOM, yKasaHHbIM B M0N1€ signatureAlgorithm
CTPYKTYpPbl CertificationRequest Ha 3aKPbITOM Krove CyObekTa, COOTBETCTBYIOLLEM OTKPLITOMY KoYy
cyObekTa, ykazaHHOMY B none subjectPublicKey CTPYKTYPbl SubjectPublicKeyInfo (cM. 5.2.2), n
dopmMupyeTcsi B COOTBETCTBUM C 5.1.2.

4.2 Ceptudukar

Ceptudukar dopmara x.509 sagaerca CTpykTypon Certificate B popmate ACH.1 (cm. [3]):
Certificate ::= SEQUENCE
{

tbsCertificate TBSCertificate,
signatureAlgorithm AlgorithmlIdentifier,
signatureValue BIT STRING

Mons CTpyKTYpbl UMEIOT CNEAYIOLINE 3HAYEHUS:

tbsCertificate — HABOP NapamMeTpoB cepTudpmkara, KOTopbl€ AOMKHbI ObITb NOANUCAHBI;

signatureAlgorithm — uHpOpMauus 06 anroputme NOANMCH, KOTOPBLIN MCNONb30BaNCcA npu op-
MMPOBAHUM NOANMUCH AAHHBIX NONA tbsCertificate CTPYKTYphl Certificate;

signatureValue — 3Ha4eHWe NOANUCU, CPOPMNPOBAHHOE OT AAHHBLIX NONA thsCertificate CTPYK-
Typbl Certificate B COOTBETCTBUM C anrOpUTMOM, YKa3aHHbIM B Nofe signatureAlgorithm CTPYKTYPbI
Certificate.

4.2.1 None tsbCertificate cTpykrypsi Certificate

None tbsCertificate CTPYKTYpbl Certificate cogepxut B cebe nHdopMaumio 0 cepTugukare,
koTopas formkHa ObITb MOANUCaHa, U 3a4aeTca CTPYKTYpor TBSCertificate, NpeacTaBnswoWencs B dop-
mare ACH.1 cneaytowmm o6pasom:

TBSCertificate ::= SEQUENCE

{
version[0] EXPLICIT Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueID[1] IMPLICIT Uniqueldentifier OPTIONAL,
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subjectUniquelID[2] IMPLICIT Unigueldentifier OPTIONAL,
extensions|[3] EXPLICIT Extensions OPTIONAL

Bonee nogpobHoe onucaHue BCeX MONEN CTPYKTYPbl TBSCertificate cogepxuTca B [3].

Mone signature CTPYKTYpbl TBSCertificate 3agaerca CTPYKTYpoW AlgorithmIdentifier
B cooTBeTcTBUM C 5.1.1 M QOMKHO coBMajarb CO 3HAYEHUEM MNonfA signatureAlgorithm CTPYKTYPbI
Certificate (cM.4.2.2).

Mone subjectPublicKeyInfo  CTPYKTYpPHI TBSCertificate 3ajaerca  CTPYKTYpOW
SubjectPublicKeyInfo B COOTBECTBUM C 5.2.1 N COAEPXKMUT anropuTm OTKPbLITOTO KIo4a U caM KIoY.

4.2.2 MNone signatureAlgorithm cTpyktyphl Certificate

Mone signatureAlgorithm CTPYKTYPbl Certificate 3anaeTca CTPYKTYpPOn AlgorithmIdentifier
onucaHHon B 5.1.1, u coaepXuT nHopmMayuo 06 anropuTme NOANUCU, KOTOPLIN UCMONBL30BaNcs npu ¢op-
MUPOBAHUWN NONA signature CTPYKTYpbl Certificate (CM. 4.2.3). [pu 3TOM UCMONbL3yEMBbIA anropuTm
NOAMNUCU AOIMKEH COOTBETCTBOBATL OTKPLITOMY KWy usgarens ceprtudukara, yka3aHHOMY B None issuer
CTPYKTYpPbl TBSCertificate (cM. 4.2.1).

4.2.3 Mone signatureValue cTpyktyphbl Certificate

Mone signatureValue CTPYKTYpbl Certificate cogep¥ut B cefe NOANUCb 3HAYEHUs1 nons
tbsCertificate CTPYKTYpbl Certificate, 3akogupoBaHHoro B popmare DER. 3HavyeHue noanucu cop-
MUPYETCA B COOTBETCTBUMM C 5.1.2 NO anropuTMy, ykasaHHOMY B none signatureAlgorithm CTPYKTYpbl
Certificate, Ha 3aKpbITOM KNOYE ugartens ceprudukara, MM KOTOPOro yka3aHo B None issuer CTpyKTypbl
TBSCertificate (cM. 4.2.1).

4.3 Cnucok oTo3BaHHbIX cepTuduKaToB

CnMcoK OTO3BaHHbIX CepTUdUKATOB 3aaaeTcs CTPYKTYpOl Certificatelist B ¢hopmare ACH.1

(cm. [3)):

CertificatelList ::= SEQUENCE

{
thsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING

Mons CTPyKTYpbl UMEIOT CrieayloWwme 3HaYeHUS:

tbsCertList — Habop napaMeTpoB CNMCKA OTO3BAHHbLIX CEPTUPUKATOB, KOTOPbIE AOMKHBI ObITb NOA-
nucaHbl;

signatureAlgorithm — uHcdopmaums 06 anroputme NOANUCH, KOTOPbIN UCNONb3OBaNCA Npu ¢op-
MUPOBaHUKN NOANUCK AaHHbIX NONA tbsCertList CTPYKTYpPbl CertificatelList;

signatureValue — 3HayeHue noanucu, cchopMMpOBaHHOE OT AAHHBIX NONA tbsCertList CTPYKTY-
pbl CertificatelList B COOTBETCTBUN C aNTOPUTMOM, YKa3aHHbIM B NONE signatureAlgorithm CTPYKTY-
pbl CertificateList.

4.3.1 None tbsCertList cTrpykrypsbl CertificateList

Mone tbsCertList CTPYKTYpbl CertificateList coaep»mT B cebe uMHpopmauuio o cnucke oTo-
3BaHHbIX CepTUMUKATOB, KOTOPasa AOIMkHA ObiTb NoANMCAaHA, N 3aAaeTcA CTPYKTYPON TBSCertList, npea-
cTasnsioulelica B popmate ACH.1 cnepytolmm o6pasom:

TBSCertlList ::= SEQUENCE
{
version Version OPTIONAL,
signature AlgorithmIdentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE
{
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL
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} OPTIONAL,
crlExtensions|[0] EXPLICIT Extensions OPTIONAL

Bonee nogpobHoe onucaHue BCeX Nonemn CTPYKTYpbl TBSCertList coaepkuTcs B [3].

Mone signature CTPYKTYpbl TBSCertList 3apaerca CTPYKTypoW AlgorithmIdentifier B
COOTBETCTBUM € 5.1.1 M JOMKHO coBnagartb CO 3Ha4YeHWem nonsa signatureAlgorithm CTPYKTYpHI
CertificateList.

4.3.2 None signatureAlgorithm cTpyktypsbl CertificateList

Mone signatureAlgorithm CTPYKTYpbI Certificatelist 3apaertcs CTPYKTYPOW
AlgorithmIdentifier, onucanHoi B 5.1.1, u copepxut uHdopmaumio o6 anroputMe nNoAnUCcH, KOTOpPbIN
MCNONb30Bancs Npu HOPMUPOBAHNUM MOMA signature CTPYKTYPbl Certificatelist (cM. 4.3.3). Mpu aTom
UCNONb3yeMblil anropuTM NOANUCKH AOSMKEH COOTBETCTBOBATb OTKPLITOMY KIHOYYy M3AaTensi Crnucka oTo3BaH-
HbIX CepTUPUKATOB, UMA KOTOPOro yKa3aHo B Mone issuer CTPyKTypbl TBSCertList (CM. 4.3.1).

4.3.3 MNMone signatureValue cTpykTypbl CertificateList

Mone signatureValue ctpykTypsl CertificateList conepxut B cebe nognuck 3Ha4eHus nons tbsCertlist
cTpykTypbl CertificateList, 3akoauposanHoro B popmate DER. 3HaueHue nognucu oOpMUMPYETCH B COOTBET-
ctBun ¢ 5.1.2 no anroputmy, ykazaHHomy B none signatureAlgorithm ctpykrypel CertificateList, Ha 3akpsbl-
TOM KMNIOYE u3gaTenst Cnmcka OTO3BaHHLIX CEPTUAUKATOB, UMSI KOTOPOTO yKa3aHO B NOMeE iSsuer CTPYKTypsl
TBSCertList (cm. 4.3.1).

5 MopsaaoK NCNonb30BaHUA POCCUNCKUX ariropuTtMoB

5.1 Noanuce NOCT P 34.10—2012

5.1.1 NoenTudpukatop u napametpsl (cTpykTypa Algorithmldentifier)

Mone signatureAlgorithm CTPYKTYpbl CertificationRequest (cM. 4.1.2), none signature
CTPYKTYpbl TBSCertificate (CM. 4.2.1), nome signatureAlgorithm CTPYKTYpbl Certificate
(cm. 4.2.2), none signature CTPYKTYpbl TBSCertList (cM. 4.3.1), none signatureAlgorithm CTpyk-
TYypel Certificatelist (cMm. 4.3.2), 3agaetca CTPyKTypoW AlgorithmIdentifier, (cM. pasgen 8
FOCT P NICO/M3K 9594-8—98 u [2]):

AlgorithmIdentifier ::= SEQUENCE
{
algorithm OBJECT IDENTIFIER
parameters ANY DEFINED BY algorithm OPTIONAL

Mons CTPYKTYPbl UMEIOT CMEAYIOLME 3HAYEHUS:

algorithm — naeHTudukaTop anroputmMa noanNucK, 3agaroLmMincsa B cCOoTBeTcTBumM ¢ 5.1.1.1;

parameters — napameTpbl OTKPLITOFO KMniova anroputMa noanucy, 3aaaloLumecsl B COOTBETCTBUM C
5.1.1.2.

5.1.1.1 None algorithm cTpykTypbl Algorithmlidentifier

Mone algorithm CTPYKTYPbl AlgorithmIdentifier coaep¥MT uaeHTudUkaTop anroputma noanu-
CU U1 CBSI3aHHbIX C HUM NAapamMeTPOB, KOTOPbLIA UCNONb3yeTcst NpU (POPMUPOBAHMU NOAMUCKU AAHHbBIX:

- Ana anroputma anekTpoHHoi nognucu MOCT P 34.10—2012 ¢ AnuHo# knioya 256 6ut u anroputma
xawwmposanua NOCT P 34.11—2012 ¢ anuHoii Bbixoaa 256 6ut naeHtudukarop B opmare ACH.1 3agaerca
cneayowmm obpasom:

id-tc26-signwithdigest-gost3410-12-256, «1.2.643.7.1.1.3.2»;

- Ana anroputma anekTpoHHon noanucu MOCT P 34.10—2012 ¢ anuHon knioda 512 6ut n anroputma
xawwuposaHusa FOCT P 34.11—2012 ¢ anuHoi Beixoaa 512 6ut naentudmkartop B popmare ACH.1 3apaercs
cnenyowmM o6pasom:

id-tc26-signwithdigest-gost3410-12-512, «1.2.643.7.1.1.3.3».

5.1.1.2 lNone parameters cTpykTypsl Algorithmldentifier

MNMone parameters AOMMKHO OTCYTCTBOBATL. 3HAYEHNE NAPAMETPOB HACNEAYETCH M3 COOTBETCTBYIOLLIMX
nonew ceprudukara usgarens.

5.1.2 3HavyeHue nognucu

Mone signature CTPYKTYpbl CertificationRequest (CM. 4.1.3), none signaturevValue CTPYKTY-
pbl Certificate (CM. 4.2.3), none signaturevalue CTPYKTYpbl CertificateList (CM. 4.3.3) coaeput

5
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B cebe noanuch AaHHbIX, 3aK0AUpPOBaHHLIX B chopmate DER. Mpu atom pesynsratoMm pabotel anroputma nog-
nucu NOCT P 34.10—2012 ¢ annHom knio4a 256 6ut n 512 6ut sSiBNSIIOTCA ABa YMCha r v S, onpefieneHHbIe B
MOCT P 34.10—2012 u umetoyme anuHy 256 6ut u 512 6ut Kaxxablit COOTBETCTBEHHO.

Mpu ncnonb3osanum anroputma NOCT P 34.10—2012 ¢ anuHown kniova 256 6ut none signature 3a-
Aaetcsa outoBon crpokoit (BIT STRING) anuHbl 512 6uT; npu 3TOM nepeble 256 GUT coaepar Yucno s B
npeacraeneHun big-endian (crapLumii 6uT 3anucbiBaeTcs nepsbiM), @ BTOpble 256 OUT cogepar YMcno r B
npeacraenexum big-endian.

Mpu ncnonb3osaHum anroputrma NOCT P 34.10—2012 ¢ gnuHow knova 512 6ut none signature 3a-
Aaerca 6utoson cTtpokon (BIT STRING) anunbl 1024 6uTa; npu STOoM nepebie 512 BUT cogepkar Yucno S B
npeacraenexun big-endian, a sTopbie 512 6uT cogepxart uMcno r B npeacraesneHum big-endian.

5.2 OTKpbLITLIN KIMKOY U ero napameTpbl (CTpykTypa SubjectPublicKeyinfo)
CTpykTypa SubjectPublicKeyInfo (cM. FTOCT P MICO/M3K 9594-8—98, pasgen 8]) umeet cneayio-

i BUA:

SubjectPublicKeyInfo ::= SEQUENCE

{

algorithm AlgorithmIdentifier

subjectKey BIT STRING
}
Mons CTPYKTYpbI MMEIOT CrieayloLme 3HaYEHUS:
algorithm— anropuTM u Habop NnapaMeTpPoB OTKPLITOrO KIio4a, 3aAaloLmecs B COOTBETCTBUU € 5.2.1;
subjectPublicKey — OTKpbITbIN KIioY, 3agal0Wmecs B COOTBETCTBUM € 5.2.2.
5.2.1 None algorithm cTpykTypbl SubjectPublicKeylnfo
Mone algorithm CTPYKTYPbI SubjectPublicKeyInfo 3agaerca CTPYKTYpon AlgorithmIdentifier:
AlgorithmIdentifier ::= SEQUENCE
{
algorithm OBJECT IDENTIFIER
parameters ANY DEFINED BY algorithm OPTIONAL

MonsA CTPYKTYPbl MMEIOT CNeayloLme 3HaYeHus:
algorithm — uaeHTuduKaTop anroputmMa noanucu, 3agaroLLmninca B COOTBETCTBUM € 5.2.1.1;
parameters — napameTpbl OTKPLITOTO KIlo4a anroputMa noanucu, 3ajarolmecs B COOTBETCTBUU C
52.1.2.
5.2.1.1 MNone algorithm CTPYKTYpbl AlgorithmIdentifier
Mone algorithm CTPYKTYPbl AlgorithmIdentifier AOMKHO coaepXaTb CneaywLmin naeHTuduka-
TOp anropuTma:
- Ana anroputma anekTtpoHHom nognucu MOCT P 34.10—2012 ¢ aAnuHoii kntoya 256 GUT naeHTuduka-
Top B hopmate ACH.1 3agaerca cneayolumm obpasom:
id-tc26-gost3410-12-256, «1.2.643.7.1.1.1.1»;
- Ana anroputma anekTpoHHon nognucu MOCT P 34.10—2012 ¢ anuHoii kntova 512 6ut naeHTuduka-
Top B cpopmare ACH.1 3agaerca cnegyromm obpasom:
id-tc26-gost3410-12-512, «1.2.643.7.1.1.1.2».
5.2.1.2 MNone parameters CTPykTypbl AlgorithmIdentifier
Mone parameters CTPYKTYpbl AlgorithmIdentifier WMeeT CTPYKTYpY GostR3410-2012-
PublicKeyParameters B dpopmate ACH.1:

GostR3410-2012-PublicKeyParameters ::= SEQUENCE

{

publicKeyParamSet OBJECT IDENTIFIER,
digestParamSet OBJECT IDENTIFIER OPTIONAL

}

MonA CTPYKTYpbl MMEIOT CneaytoLue 3Ha4YeHus:

publicKeyParamSet — WAEHTUMPUKATOP NapameTpPoB OTKPbLITOro Kr4va, COOTBETCTBYHOLLErO anro-
putmy noanucu MOCT P 34.10—2012;

digestParamSet — uaeHTUdukatop pyHkumm xawmposaHua NOCT P 34.11—2012. JaHHoe none fB-
NAETCA ONYMOHAaNbHbIM:

[laHHOe none He pekoMeHAYeTCa BKMOYaTh, €CNKM MCnonb3yeTcs anroputM noanuck MOCT P 34.10—2012
C ANUHOW Knto4a 512 buT;

6
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[laHHoe none JOMKHO NPUCYTCTBOBATbL, €CAW UCMOML3YETC anroputm nognuck TOCT P 34.10—2012 ¢
ANUHOM KIio4a 256 6uT Npu Creayiomx 3Ha4eHnaxX nons publ icKeyParamSet:
id-GostR3410-2001-CryptoPro-A-ParamSet, «1.2.643.2.2.35.1»;
id-GostR3410-2001-CryptoPro-B-ParamSet, «1.2.643.2.2.35.2»;
id-GostR3410-2001-CryptoPro-C-ParamSet, «1.2.643.2.2.35.3»;
1d-GostR3410-2001-CryptoPro-XchA-ParamSet, «1.2.643.2.2.36.0»;
id-GostR3410-2001-CryptoPro-XchB-ParamSet, «1.2.643.2.2.36.1».
Mpu atomM upentTudmkatop digestParamSet AOMKEH ObiTb paBeH WAEHTUAMKATOPY anropuT-
Ma xdumpoBanus FOCT P 34.11—2012 ¢ anuHoii Bbixoga 256 OuT: id-tc26-gost3411-12-256,
«l1.2.643.7.1.1.2.2»;
[laHHO€e none He pekOMeHAYETCA BKMIOYaTb, €CNN UCMONbL3YETCA anropuTM noanucy MOCT P 34.10—
2012 ¢ aAnuHoii Kroua 256 6UT Npu cneaylowem 3Ha4eHumn nons publicKeyParamSet:
id-tc26-gost-3410-2012-256-paramSetA, «1.2.643.7.1.2.1.1.1»;
[laHHO€e none AomKHO OTCYTCTBOBATbL, €CAN UCMONbL3yeTcs anroputm nognucn MTOCT P 34.10—2012 ¢
ANWHOW KAio4a 256 GUT Npu cneayiowmMx 3HaYeHNaxX nons publicKeyParamSet:
id-tc26-gost-3410-2012-256-paramSetB, «1.2.643.7.1.2.1.1.2»;
id-tc26-gost-3410-2012-256-paramSetC, «1.2.643.7.1.2.1.1.3»;
id-tc26-gost-3410-2012-256-paramSetD, «1.2.643.7.1.2.1.1.4».

5.2.2 None subjectPublicKey cTpykTypki SubjectPublicKeyinfo

Mone subjectPublicKey CTPYKTYpbl SubjectPublicKeyInfo COAEPKUT OTKPLITLIA KNIOY, KOTOPbINA 3a-
AAETCA Napoi KoopauHar (X, y), onpeaenenHoil B FOCT P 34.10—2012, npeacTaBneHHbIX B crieaylowemM gopmare:

- OTKpbITBIN KNo4, COOTBETCTBYOLMIE anroputmy FOCT P 34.10—2012 ¢ AnuHoiA Knioya 256 6ur, umeer
npeacTaBneHne GostR3410-2012-256-Publ icKey, KOTOpOe 3aaaeTcs 6anToBoN CTPOKOWH AnuHbI 64 Gail-
Ta, rae nepsble 32 GaiTa cogepxat npeacTaBreHue koopauHatel x B hopmare little-endian, a nocnegnue
32 GaliTa cogepxar npeacTaBneHue koopauHartel y B hopmare little-endian.

- OTKpbITBINA Ktod, COOTBETCTBYIOLMI anroputmy FTOCT P 34.10—2012 ¢ anuHol knioda 512 6uT, ume-
€T NnpeacTaBneHne GostR3410-2012-512-PublicKey, KOTOpoe 3aaaerca GalToOBOW CTPOKOW ANUHBLI
128 6ant, rae nepsble 64 BaiiTa cogepxar npeacTasneHue KoopauHarel X B popmare little-endian, a nocnea-
Hue 64 BaiTa cogepxar npeacTaBneHne KoopanHaThl y B hopmare little-endian.

Kntoun nposepkn noanucu GostR3410-2012-256-PublicKey u GostR3410-2012-512-PublicKey aomx-
Hbl ObITk npefcTaeneHsl B DER-koaupoeke B Buge ctpoku oktetoB (OCTET STRING) B cOOTBETCTBMU
¢ MOCT P NCO/M3K 8825-1—2003 (pasgen 8.6):

GostR3410-2012-256-PublicKey ::= OCTET STRING (64),

GostR3410-2012-512-PublicKey ::= OCTET STRING (128).

5.3 O6nacTb ucnonb3oBaHuA Krrova

Pacwmpenne KeyUsage (cMm. [3], pasgen 4.2.1.3) ABNSeTcA ONUMOHamNbHbLIM MOMEM CTPYKTYpbI
TBSCertificate (oM. 4.2.1). [inA knio4yeir, COOTBETCTBYOLWMX anroputMmy nognucu FTOCT P 34.10—2012,
[aHHOe paclUMpeHne MOXET UMETb criegytoLime dnaru:

KeyUsage ::= BIT STRING

{
digitalSignature
contentCommitment
keyAgreement
keyCertSign
cRLSign
encipheroOnly
decipherOnly

7
7

)
)
)I
)i
)
)
)

7

o ~Jo Ul PO

}

Mpu 3TOM €cnu K4 MOXET UCMOSb30BaTLCA ANA (POPMMPOBAHMSA KIIIOYEN COrnmacoBaHus, To dnar
keyAgreement 006a3aTenbHO AOMMKEH NPUCYTCTBOBATb B pacluMpeHnn KeyUsage, a pnarm encipheronly
N decipherOnly MOTYT NPUCYTCTBOBATL ONUMOHANBHO. MpKn 9TOM pnaru encipherOnly U decipherOnly
He MOryT NPUCYTCTBOBATb B PaCLUMPEHUN KeyUsage OAHOBPEMEHHO.
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Mpunoxexune A
(cnpaBouHoe)

KoHTpOnbHbIE NpUMEpPI

B gaHHOM pasgene npuMBoAATCA NpuMepbl 3anpoca Ha cepTudukat PKCS #10, cepTudpmkata u cnucka aHHynupo-
BaHHbIX CEPTUGUKaTOB ¢ NapameTpom anroputMa nognucu FOCT P 34.10—2012 ¢ gnuHoi kitova 256 but.

A1 Mpumep 1

A.1.1 3HayeHusa napamMeTpoB

B gaHHOM npumepe WCMonb3yoTes criegytolme napameTpol, onpeaenedrble B FTOCT P 34.10—2012, npunoxe-
Hve A.1:

- Mogyne annunTUYeCKoin KpUBOW;

- KoathpnuyneHTs! SNInnTUYECKOA KpUBOW;

- MopAZokK rpynmel TOYEK SNUATUHECKOR KPUBOMH;

- MopsaaoK LUMKIMYecKoi NOArpynnel TOYEK ANMMITUYECKON KPUBOA,

- KoopguHaTel 6230B0OI TOHMKM 3MMNTUYMECKON KPUMBOIA.

B kavecTBe WAEHTWMKaTOpa MPUBEAEHHLIX BhILLE MapameTpoB WCMONb3yeTcA 3HadeHue «1.2.643.2.2.35.0».
B kayecTBe Ktova NOAMNUCU UCMONb3yeTca Kiiod, onpegeneHHslil B FOCT P 34.10—2012, npunoxeHue A.1.1.6:
d = 7A929ADE789BB9BELOED359DD39A72C11B60961F49397EEE1DI9CE9891EC3B28,

B kayecTBe OTKPLITOrO KtoWa UCNonb3yeTcs KITkod NpoBepku nognucy, onpeaenerHolit B FOCT P 34.10—2012, npu-
noxeHve A1.1.7:
X, = 7F2B49E270DB6DI0D8595BEC458B50C58585BA1DAEIBT 88F6689DBDSES6FDSOB, ¢
Y, = 26F1B489D6701DD185C8413A977B3CBBAF64D1C593D26627DFFB101A87FF77DA ¢

B kauecTBe cnyqaitHoro Yvucna Ansi nognucu ucnonbsyetces k, onpegenenHblid B FOCT P 34.10—2012, npunoxexue
A1.2:
k = 77105C9B20BCD3122823C8CF6FCCTBY56DE33814E95B7FE64FED924594DCEAB316

A.1.2 3anpoc Ha cepTuchukar

A.1.2.1 3anpoc Ha cepTudukar B koguposke BASEG4
MIHTMIGBAGEAMBIXEDAOBGNVBAMTE 0V4YW1wbGUwWZ jATBggghQMHAQEBATATBgCQ
hQMCAIMABggghQMHAQECAGNDAARACOhvEAIbiWaPeJtOHbqFheVQi0XsWinYkG3b
cOJJK3/ad/+HGhD73ydmOpPFOWSvuzx71zpBy IXRHXDWi bTxJgAAMAOGCCgFAwWCE
AQMCAOEAaggz] JXUgqQUX1AMBeZE12FVIT1efTLUuWl jz£3zrMQypBgijS8asUgoDN
ntvv7aQZdAulvKOnZ7g60EPIOAWEKwW= =

A.1.2.2 ACH.1 npeacTaBneHune 3anpoca Ha cepTudukar

0 211: SEQUENCE {
3 129: SEQUENCE {
5 1: INTEGER O
8 18: SEQUENCE {
10 16: SET {
12 14: SEQUENCE {
14 3: OBJECT IDENTIFIER commonName (2 5 4 3)
19 7 PrintableString ‘Example’
: }
}
: }
28 102: SEQUENCE {
30 31: SEQUENCE {
32 8: OBJECT IDENTIFIER
: id-tc26-gost3410-12-256 (1.2.643.7.1.1.1.1)
42 19: SEQUENCE {
44 7 OBJECT IDENTIFIER
: 1d-GostR3410-2001-TestParamSet (1 2 643 2 2 35 0)
53 8: OBJECT IDENTIFIER
id-tc26-gost3411-12-256 (1.2.643.7.1.1.2.2)
}
: }
63 67 BIT STRING

66 64 : OCTET STRING
: OB D8 6F EL D8 DB 89 66 8F 78 9B 4E 1D BA 85 85
C5 50 8B 45 EC 5B 59 D8 S0 6D DB 70 E2 49 2B 7F
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DA 77 FF 87 1A 10 FB DF 27 66 D2 93 C5 D1 64 AF
BB 3C 7B 97 3A 41 C8 85 D1 1D 70 D6 89 B4 Fl1 26
: }
133 0: CONTEXT SPECIFIC (0){

}
: }
135 10: SEQUENCE {
137 8: OBJECT IDENTIFIER

id-tc26-gignwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
147 65: BIT STRING
6A AA B3 8E 35 D4 AA A5 17 94 03 01 79 91 22 D8
55 48 4F 57 9F 4C BB 96 D6 3C DF DF 3A CC 43 2A
41 AA 28 D2 F1 AB 14 82 80 CD 9E D5 6F ED A4 19
74 05 35 54 A4 27 67 B8 3A DO 43 FD 39 DC 04 93
: }
A.1.3 Ceptuchukar
A.1.3.1 CepTuchukar B koauposke BASE64
MITBGDCBXgADAGECAGEKMAOGCCYFAWCBAQMCMBI x EDAOBGNVBAMTRBOV 4 YW1 whGUwWT BeNMDEWMTAXMDAWMDAWWhg PM
jAIMDEYMz EWMDAwWMDBaMB I X EDAOBgNVBAMTBOV4 YW1wbGUwZ j AT BggghQMHAQEBATATBg cqhQMCA i MABggghQMHAQ
ECAgNDAARACOhv5djbiWaPed tOHbgFhcVQi0XsWinYkG3bcOJIK3 /ad/ +HGhD73ydmOpPFOWSvuzx71zpBy IXRHXD
WibTxJJjAKBggghQMHAQEDAGNBAEOGD1 XxBQFCTPHXIEPISZpCT8mass1FbiDokJQqzGC2u+Qaco0vGrFIKAZZ7Vh+2k
GXQFNVSkJ2e40tBD/TncBIM=
A.1.3.2 Ceptucpukar B ACH.1 npeacraBneHum

0 280: SEQUENCE {
4 198: SEQUENCE {
7 3: [0] {
9 1: INTEGER 2
}
12 1: INTEGER 10
15 10: SEQUENCE {
17 8: OBJECT IDENTIFIER
: id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
27 18: SEQUENCE {
29 16: SET {
31 14: SEQUENCE {
33 3: OBJECT IDENTIFIER commonName (2 5 4 3)
38 7 PrintableString ‘Example’
: }
}
: }
47 32: SEQUENCE {
49 13: UTCTime 01/01/2001 00:00:00 GMT
64 15: GeneralizedTime 31/12/2050 00:00:00 GMT
: }
81 18: SEQUENCE {
83 16: SET {
85 14: SEQUENCE {
87 3: OBJECT IDENTIFIER commonName (2 5 4 3)
92 7 PrintableString ‘Example’
: }
}
: }
101 102: SEQUENCE {
103 31: SEQUENCE {
105 8: OBJECT IDENTIFIER
: id-tc26-gost3410-12-256 (1.2.643.7.1.1.1.1)
115 19: SEQUENCE {

117 7 OBJECT IDENTIFIER
: 1d-GogtR3410-2001-TectParamSet (1 2 643 2 2 35 0)
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126 8: OBJECT IDENTIFIER
1d-tc26-gost3411-12-256 (1.2.643.7.1.1.2.2)

: }
136 67: BIT STRING
139 64 OCTET STRING
: OB D8 6F E5 D8 DB 89 66 8F 78 9B 4E 1D BA 85 85
C5 50 8B 45 EC 5B 59 D8 90 6D DB 70 E2 49 2B 7F
DA 77 FF 87 1A 10 FB DF 27 66 D2 93 C5 D1 64 AF
BB 3C 7B 97 3A 41 C8 85 D1 1D 70 D6 89 B4 F1 26

: }
205 10: SEQUENCE {
207 §: OBJECT IDENTIFIER
id-tc26-gignwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
217 65: BIT STRING
: OF D2 33 A6 C5 10 4A 94 BA 81 58 0C DO C1 52 77
39 45 E6 DA 1B EA 06 84 3B 02 29 C7 2D 08 B6 7F
41 AA 28 D2 F1 AB 14 82 80 CD 9E D5 6F ED A4 19
74 05 35 54 A4 27 67 B8 3A DO 43 ¥D 39 DC 04 93
: }
A.1.4 CnncoK aHHYyNMpoBaHHbIX cepTUdMKaToB
A.1.4.1 Cnncok aHHYNMpPOBaHHLIX cepTUuKaToB B kogupoBke BASEG4
MIGSMEECAQEWCQY IKoUDBWEBAWIWE j EQMA4GA1UEAXMHRXhhbXBs%RcNMTQWMTAXMDAWMDAWWhC NMTQWMTAYMDAWM
DAWWJ AKBggahQMHAQEDAGNBAEK /OSoU0+vpV68+RstQv19CIaADIrTOXJI1PISpw30x0gQaool0vGrFIKAZZ7Vb+2kGX
QFNVSkJ2e40tBD/TncBIM=
A.1.4.2 ACH.1 npeacTaBneHne crmcka aHHyIMpoBaHHbIX cepTUdUKaTOB

0 146: SEQUENCE {
3 65: SEQUENCE {
5 1: INTEGER 1
8 10: SEQUENCE {
10 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
20 18: SEQUENCE {
22 16: SET {
24 14 : SEQUENCE {
26 3: OBJECT IDENTIFIER commonName (2 5 4 3)
31 7 PrintableString ‘Example’
}
}
: }
40 13: UTCTime 01/01/2014 00:00:00 GMT
55 13: UTCTime 02/01/2014 00:00:00 GMT
: }
70 10: SEQUENCE {
72 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
82 65: BIT STRING

42 BF 39 2A 14 D3 EB E9 57 AF 3E 46 CB 50 BF S5F

42 21 A0 03 AD 3D 17 27 53 C9 4A 9C 37 A3 1D 20

41 AA 28 D2 F1 AB 14 82 80 CD 9E D5 6F ED A4 19

74 05 35 54 A4 27 67 B8 3A DO 43 FD 39 DC 04 93
}

A.2 Npumep 2

B gaHHOM pa3sgene npuBoAATCA NpuMepbl 3anpoca Ha cepTudukatr PKCS #10, cepTudmkara U cnucka aHHynmpo-
BaHHbIX cepTudukaTtoB ¢ napameTpoM anroputma nognucu NOCT P 34.10—2012 «1.2.643.7.1.2.1.1.1» ¢ KIo4oM Noa-
nNUCK ANnHbl 256 BUT AA CKpyYEHHON INAUNTUYECKON KpUBON JaBapaca.

10
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A.2.1 3HayeHua napameTpoB

B naHHOM npumepe ucnonb3ytoTes criegyrolle napaMeTphl:

- Moaynb annMnTU4eCcKoi KpMBOIA;

- KoadhpmumeHThl annmnTuyYecKoi KpUBOW,

- MopsAgok rpynnbl To4eK SNAUNTUYECKON KPUBOW;

- MopsAAOK LMKNUYeckoil NOArpyNnbl TOMEK ANMUNTUYECKOR KPUBOWR;

- KoopauHaTthl 6a30B0i TOYKM 3MAUNTUYECKOW KPUBOWA.

B kadecTBe ugeHTUdMKaTOpa NpUBeAEHHbIX BhILLIE MAapaMeTpoB UCNOSb3yeTcs 3HadeHne «1.2.643.7.1.2.1.1.1» us
P 50.1.114—2016, npunoxeHune A.3. B kayecTBe KITto4a noAnucu UCNoNb3yeTcs KIou:
d = 7A929ADE789BB9BE10OED359DD39A72C11B60961F49397EEE1IDI9CE9891EC3B2816

B kauecTBe krto4a NpoBepKM NMOANMUCH UCTIONb3YETCA KNIoY, COOTBETCTBYIOLLUIA BLIOpaHHOMY KNHOMY MOAMNUCK:
Xg = DCB8EA3CDDF95C6D77A00BCE4A7E31354D156D9D0C54A2240403E9859C1F4422B16
Yg - 568C1E8197EF5270E24AB0214C6F6F9CA4FDEFD2C154DB7ACFCIALACE3A4888AB16

B ka4yecTBe cny4ainHoro yncna Ansa nognNMcK UCNonb3yeTcs cneayoliee sHadyeHue k.
k = 27105C9B20BCD3122823C8CF6FCC7B956DE33814E95B7FE64FED924594DCEAB316

A.2.2 3anpoc Ha cepTudukar

A.2.2.1 3anpoc Ha cepTudukar B koauposke BASEG4
MTHKMHKCAQAWE j EQMA4GA1UEAXMHRXhhbXBsZTBeMBcGCCgFAWCBAQEBMASGCSQF
AwcBAgEBAQNDAARAKOLOWVmMYPkBATkr FONIWOVQT40fOC6B3bVz53TzquNyriEg6
zgTJz3rbVMHST /2knGOvTCGwSuJwUu + XgREMVQAAMAOGCCFAWCBAQMCAOEADT £ 8
UlTrnkOFi+9PQ7w6BN/gogc8+LPJktdNvX1wEpsdDh21vjR8bxtSVseurCAK1krH
em9bOgd4Jcxjnrm7naQ=-

A.2.2.2 ACH.1 npegcTaBneHune 3anpoca Ha cepTudukar

0 202: SEQUENCE {
3 121: SEQUENCE {
5 1: INTEGER O
8 18: SEQUENCE {
10 16: SET {
12 14: SEQUENCE {
14 3: OBJECT IDENTIFIER commonName (2 5 4 3)
19 7 PrintableString ’‘Example’
: }
}
: }
28 94 : SEQUENCE {
30 23: SEQUENCE {
32 8: OBJECT IDENTIFIER
: id-tc26-gost3410-12-256 (1.2.643.7.1.1.1.1)
42 11: SEQUENCE {
44 9: OBJECT IDENTIFIER
id-tc26-gost-3410-2012-256-paramSetA (1.2.643.7.1.2.1.1.1)
}
: }
55 67: BIT STRING
58 64: OCTET STRING
: 2B 42 F4 C1 59 98 3E 40 40 22 4A C5 DO D9 56 D1
54 13 E3 47 CE 0B A0 77 6D 5C F9 DD 3C EA B8 DC
AB 88 48 3A CE A4 C9 CF 7A DB 54 C1 D2 EF FD A4
9C 6F 6F 4C 21 BO 4A E2 70 52 EF 97 81 1E 8C 56
: }
124 0: CONTEXT SPECIFIC (0){
}
: }
126 10: SEQUENCE {
128 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
138 65: BIT STRING

OE BB 7C 53 54 EB 9E 4D 05 8B EF 4F 43 BC 3A 04
DF EA A2 A7 3C F8 B3 C9 92 D7 4D BD 79 70 12 9B
1D OE 1D A5 BE 34 7C 6F 1B 52 56 C7 AE AC 20 0OA

11
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D6 4A C7 7A 6F 5B 3A OE 09 73 18 E7 AE 6E E7 69
: }

A.2.3 Ceprudpukar

A.2.3.1 Ceptudukar B kogupoeke BASE64
MIIBEDCBVQADAgECAgEKMAOGCCFAWCBAQMCMBIXEDAOBgNVBAMTBOV4YW1wbGUwIBcNMDEWMTAXMDAWMDAWWhg PM
jA1MDEyMz EWMDAWMDBaMB I x EDAOBgNVBAMTBOV4 YW1wbGUWX j AXBggghQMHAQEBATALBgkghQOMHAQ IBAQEDQWAEQA
VYb+XY2T1mj3ibTh26hYXFUILF/FLZ2JBE23DiSSt/2nf/hxoQ+98nZtKTxdFkr7s8e5¢c6QciFORIwlom08SYwCgY
TKoUDBWEBAWIDQQAJDh21vjR8bxtSVseurCAKlkrHem9bOgddcexjnrm7/naTePiX/cZ4wlywyMeJAfheCxsSnRTiLn
3Q0JXcgW38rB

A.2.3.2 Ceptudpukar B ACH.1 npeacraBneHuum

0 272: SEQUENCE {
4 190: SEQUENCE {
7 3: [0] |
9 1: INTEGER 2
: }
12 1: INTEGER 10
15 10: SEQUENCE {
17 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
27 18: SEQUENCE {
29 16: SET {
31 14: SEQUENCE {
33 3: OBJECT IDENTIFIER commonName (2 5 4 3)
38 7 PrintableString ‘Example’
}
}
: }
47 32: SEQUENCE {
49 13: UTCTime 01/01/2001 00:00:00 GMT
64 15: GeneralizedTime 31/12/2050 00:00:00 GMT
: }
81 18: SEQUENCE {
83 16: SET {
85 14: SEQUENCE {
87 3: OBJECT IDENTIFIER commonName (2 5 4 3)
92 7 : PrintableString ‘Example’
}
}
: }
101 94 : SEQUENCE {
103 23 SEQUENCE {
105 8: OBJECT IDENTIFIER
: id-tc26-gost3410-12-256 (1.2.643.7.1.1.1.1)
115 11: SEQUENCE {
117 9: OBJECT IDENTIFIER
id-tc26-gost-3410-2012-256-paramSetA (1.2.643.7.1.2.1.1.1)
}
: }
128 67 : BIT STRING
131 64 : OCTET STRING
OB D8 6F E5 D8 D8 89 66 8F 78 9B 4E 1D BA 85 85
C5 50 8B 45 EC 5B 59 D8 90 6D DB 70 E2 49 2B 7F
DA 77 FF 87 1A 10 FB DF 27 66 D2 93 Cb D1 64 AF
BB 3C 7B 97 3A 41 C8 85 D1 1D 70 D6 89 B4 F1 26
}
: }
197 10: SEQUENCE {
199 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
209 65: BIT STRING

12
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37 8F 89 7F DC 67 8C 25 CB 0C 8C 78 90 1F 85 CO
Bl B1 29 D1 4E 22 E7 DD 03 89 5D CA 96 DF CA Cl
1D OE 1D A5 BE 34 7C 6F 1B 52 56 C7 AE AC 20 OA
D6 4A C7 7A 6F 5B 3A OE 09 73 18 E7 AE 6E E7 69
: }
A_2.4 CNUCOK aHHYINUPOBaHHbLIX cepTUdUKaToB
A.2.4.1 Cnncok aHHyNUpoBaHHbIX cepTudukaTos B 16-pmuHoM popmate
MIGSMEECAQEWCQY IKoUDBWEBAWIWE j EQMA4GA1UEAXMHRXhhbXBsZRCNMTQWMTAXMDAWMDAWWh cNMTQWMTAYMDAWM
DAWW]j AKBggghQMHAQEDAGNBABS9aAh805A8egKLB/ 6y571v4JY/V3InNZ9c20qOUFmtHQ4dpb40 fG8bUlbHrqwgCt
ZKx3pvWzoOCXMY565u52k=
A.2.4.2 ACH.1 npeacTaBrneHue cnmcka aHHynupoBaHHbIX cepTUdunKaToB

0 146: SEQUENCE ({
3 65: SEQUENCE {
5 1: INTEGER 1
8 10: SEQUENCE {
10 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)
: }
20 18: SEQUENCE {
22 16: SET {
24 14: SEQUENCE {
26 3: OBJECT IDENTIFIER commonName (2 5 4 3)
31 7: PrintableString ‘Example’
}
}
: }
40 13: UTCTime 01/01/2014 00:00:00 GMT
55 13: UTCTime 02/01/2014 00:00:00 GMT
: }
70 10: SEQUENCE {
72 8: OBJECT IDENTIFIER

id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.2)

82 65: BIT STRING
: 14 BD 68 08 7C 3B 90 3C 7A A2 8B 07 FE B2 E7 BD
6F EO 96 3F b6 32 67 35 9F 5C D8 EA B4 50 59 AD
1D OE 1D A5 BE 34 7C 6F 1B 52 56 C7 AE AC 20 OA
D6 4A C7 7A 6F 5B 3A OE 09 73 18 E7 AE 6E E7 69
}

A.3 Mpumep 3

B aaHHOM pasgene npuBogsaTca npumepsl 3anpoca Ha ceptudunkar PKCS #10, cepTudunkata n cnmcka aHHynmpo-
BaHHbIX cepTudukaTor ¢ napameTpom anroputMa nognuc FOCT P 34.10—2012 «1.2.643.7.1.2.1.2.0» C KNOHOM
nognucu AnuHel 512 our.

A.3.1 3HauyeHUs napamMeTpoB

B gaHHOM npuMepe UCMonb3ayoTCA credytoLlue napaMeTpsl:

- Mogyrb annMnTUYecKoi KpMBOIA;

- KoadhbnumMeHTsl SnIUMnTUYECKoi KpUBOW;

- [MopsagoK rpynnbl TOMEK aNUNTUYECKON KPUBONA;

- [MopagoK Luknuyeckon NOArpynnel ToYeK aMfMNTUYECKOR KPUBOIA;

- KoopaunHaThl 6a30B0i TOYKW SMMIMNTUHMECKOR KPUBOIA.

B KavecTBe naeHTUbMKaTOpa NPUBEAEHHBIX Bbile NapaMeTpoB MUCMONbL3YETCH 3HaYeHWe «1.2.643.7.1.2.1.2.0»
s TOCT P 34.10—2012, npunoxeHne A.2. B kavecTBe Kro4a MOAMMCUM WUCMONB3YETCA KIKOY, OMNpeAerieHHbIn B
MOCT P 34.10—2012, npunoxexue A.2.1.6:

d = O0BA6048AADAE241BA40936D47756D7C93091A0E8514669700EE7508E508B1020\\
72E8123B2200A0563322DAD2827E2714A2636B7BFD18AADFC62967821FA18DD4

B kavecTBe Kkntoda NpoBepKU MognucK ncnonb3yeTca KoM, onpegenenHbii B FTOCT P 34.10—2012, npunoxexue
A21.7:

Xq = 115DC5BC96760C7B48598D8ABOE740D4C4A85A65BE33C1815B5C320C854621DD\N
5A515856D13314AF69BC5B924C8B4DDFF75C45415C1D9DDIDD33612CD530EFEL ¢
Y_ = 37C7C90CD40BOF5621DC3ACIB751CFAOE2634FA0503B3D52639F5D7FB72AFD6INN
EA199441D943FFE7F0CT70A2759A3CDB84C114E1F9339FDF27F35ECA93677BEEC ¢

13



P 1323565.1.023—2018

B kauyecTBe cny4aitHoro Yncna npu noanucu ncnonbsyeTes K, onpegeneHHsil B FOCT P 34.10—2012, npunoxeHue
A22:
k = 0359E7F4B1410FEACC570456C6801496946312120B39D019D455986E364F3658\\
86748ED7A44B3E794434006011842286212273A6D14CF70EA3AF71BB1AEGTIFL,

A.3.2 3anpoc Ha cepTucukar

A.3.2.1 3anpoc Ha cepTudukat B koguposke BASE64
MITIBTzCBVATIBADASMRAWDGYDVQQDEWAFeGF tcGX1MIGOMBCGCCFAWCBAQECMASG
CSqQFAwWCBAgECAAOBhAAEGYDh7 zDVLGEz3dmdHVxBRVZ 33 02LTIIbvGmvEFDPRV1hR
WELOhRoUMM1xbgcEzvmVagMTUQOe5101Z2SHsMdpa 8xVOR7L53NgnsNX/y/TmTHO4R
TLjNolknCsfw5/9D2UGUGeph/Sg3f12fY1I1901CgT2PioMIRL8E63 CFWDwWvUDMNH
N6AAMAOGCCQFAWCBAQMDA4GBAEM7HWzZKC1HX5XN+sWgixoOCmkBbnZEn4hJdg/J1g
wF2HvyTibEUNnilwhkgdbqUmTq9YHTN/xvwP9L10Xr 6HZRVgvhvpgoIEJGiPdeVie
PGie5RKjyC7g3MIJkPHjugPys018SVYSGeg8cnsGXyQazhQJdgyTvLzZxcMxfhk0Th
c642

A.3.2.2 ACH.1 npeacTaBneHune 3anpoca Ha cepTudunkar

0 335: SEQUENCE ({

4 188: SEQUENCE {
7 1: INTEGER O
10 18: SEQUENCE {
12 16: SET {
14 14: SEQUENCE {
16 3: OBJECT IDENTIFIER commonName (2 5 4 3)
21 7 PrintableString 'Example’

: }

}

: }
30 160: SEQUENCE {
33 23: SEQUENCE {
35 8: OBJECT IDENTIFIER

: id-tc26-gost3410-12-512 (1.2.643.7.1.1.1.2)
45 11: SEQUENCE {

47 9: OBJECT IDENTIFIER
: id-tc26-gost-3410-12-512-paramSetTest (1.2.643.7.1.2.1.2.0)

: }
58 132: BIT STRING
62 128: OCTET STRING
: E1 EF 30 D5 2C 61 33 DD D9 9D 1D 5C 41 45 5C F7
DF 4D 8B 4C 92 5B BC 69 AF 14 33 D1 56 58 51 5A
DD 21 46 85 0C 32 5C 5B 81 C1 33 BE 65 5A A8 C4
D4 40 E7 B9 8A 8D 59 48 7B 0C 76 96 BC C5 5D 11
EC BE 77 36 A9 EC 35 7F F2 FD 39 93 1F 4E 11 4cC
B8 CD A3 59 27 0OA C7 FO E7 FF 43 D9 41 94 19 EA
61 FD 2A B7 7F 5D 9F 63 52 3D 3B 50 A0 4F 63 E2
A0 CF 51 B7 C1 3A DC 21 56 OF OB D4 0C C9 C7 37
: }
195 O: CONTEXT SPECIFIC (0){

}
: }
195 10: SEQUENCE {

197 8: OBJECT IDENTIFIER
: id-tc26-signwithdigest-gost3410-12-512 (1.2.643.7.1.1.3.3)
: }
207 129: BIT STRING
: 43 3B 1D 6C E4 OA 51 F1 E5 73 7E Bl 6A A2 C6 83
82 9A 40 5B 9D 91 27 E2 12 60 FC 9D 6A CO 5D 87
BEF 24 E2 6C 45 27 8A 5C 21 92 A7 5B A9 49 93 AB
D6 07 4E 7F F1 BF 03 FD 2F 53 97 AF Al D9 45 58
2F 86 FA 60 A0 81 09 1A 23 DD 79 5E 1E 3C 68 9E
E5 12 A3 C8 2E EO DC C2 64 3C 78 EE A8 FC AC D3
54 92 55 84 86 B2 OF 1C 9E C1 97 C9 06 99 85 02
60 C9 3B CB CD 9C 5C 33 17 E1 93 44 E1 73 AE 36
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A.3.3 CepTudpmkar

A.3.3.1 Ceptudpukar B koguposke BASE64
MIIB1TCCAQGgAWIBAQgIBCZAKBggghQMHAQEDAZASMRAWDgYDVQODEWdFeGF tcGx IMCAXDTAXMDEWMTAWMDAWMEO YD
Z IWNTAXM jMxMDAWMDAWW j ASMRAWDg YDVQQODEWAFeGF t cGX1MIGMBCGCCQFAWCBAQECMASGCSgFAWCBAGECAAOBIA
AEgYDh7zDVLGEz3dmdHVxBRVZ3302LTIJJbvGmvFDPRV1IhRWt 0hRoUMM1xbgcEzvmVagMTUQOe51 01 Z2SHsMdpa8xV0
R7L53NgnsNX/y/TmTHO4RTLjNol1knCsfw5/9D2UGUGeph/Sg3£f12fY1I1901CgT2PioMIREEEG 3CFWDWVUDMNHNZAK
BggqhQMHAQEDAWOBgQA9VAS th8PV+E70R0601y2W4DQS5 +enYn2gg+f FAnQm2 2r 2MVNYGRUyCj2h+aNGM7r87Q72B
PcvG+UVN6IYEPJIsLAb6 YKCBCRoJj3X1eHjxonuUSo8gudNzCZDx47¢j 8 rNNUK1WEhr IPHI7B18kGmYUCYMk7y82cXD
MX4ZNE4XOuNg==

A.3.3.2 ACH.1 npegcTtaBneHue ceptudukata

0 405: SEQUENCE {
4 257: SEQUENCE {
8 3: [0] {
10 1: INTEGER 2
}
13 1: INTEGER 11
16 10: SEQUENCE {
18 8: OBJECT IDENTIFIER
: id-tc26-signwithdigest-gost3410-12-512 (1.2.643.7.1.1.3.3)
: }
28 18: SEQUENCE {
30 16: SET {
32 14: SEQUENCE {
34 3: OBJECT IDENTIFIER commonName (2 5 4 3)
39 7 PrintableString ‘Example’
: }
}
: }
48 32: SEQUENCE {
50 13: UTCTime 01/01/2001 00:00:00 GMT
65 15: GeneralizedTime 31/12/2050 00:00:00 GMT
: }
82 18: SEQUENCE {
84 16: SET {
86 14: SEQUENCE {
88 3: OBJECT IDENTIFIER commonName (2 5 4 3)
93 7 PrintableString ‘Example’
}
}
: }
102 160: SEQUENCE {
105 23 SEQUENCE {
107 8: OBJECT IDENTIFIER
: id-tc26-gost3410-12-512 (1.2.643.7.1.1.1.2)
117 11: SEQUENCE {
119 9: OBJECT IDENTIFIER
id-tc26-gost-3410-12-512-paramSetTest (1.2.643.7.1.2.1.2.0)
}
: }
130 132: BIT STRING
134  128: OCTET STRING
: E1 EF 30 D5 2C 61 33 DD D9 9D 1D 5C 41 45 5C F7
DE 4D 8B 4C 92 5B BC 69 AF 14 33 D1 56 58 51 L5A
DD 21 46 85 0C 32 5C 5B 81 C1 33 BE 65 5A A8 C4
D4 40 E7 B9 8A 8D 59 48 7B 0C 76 96 BC Cb5 5D 11
EC BE 77 36 A9 EC 35 7F F2 FD 39 93 1F 4E 11 4cC
B8 CD A3 59 27 0A C7 FO E7 FF 43 D9 41 94 19 EA
61 FD 2A B7 7F 5D 9F 63 52 3D 3B 50 A0 4F 63 E2
AQ CF 51 B7 C1 3A DC 21 56 OF 0B D4 0C C9 C7 37
}
: }
265 10: SEQUENCE {
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267 8: OBJECT IDENTIFIER
id-tc26-gignwithdigest-gost3410-12-512 (1.2.643.7.1.1.3.3)
: }
277 129: BIT STRING
: 3D 55 DE 6D 87 C3 D5 F8 4E E8 46 8E 8E 8B 2D 96
EO 34 12 E7 E7 A7 62 7D A0 83 E7 C5 76 74 26 DB
6A F6 31 53 72 19 15 32 0OA 3D Al F9 A3 46 33 BA
FC ED OE F6 04 F7 2F 1B Eb 2F 37 A2 18 12 92 6C
2F 86 FA 60 A0 81 09 1A 23 DD 79 HE 1E 3C 68 9E
E5 12 A3 C8 2E EO DC C2 64 3C 78 EE A§ FC AC D3
54 92 55 84 86 B2 OF 1C 9E C1 97 C9 06 99 85 02
60 C9 3B CB CD 9C 5C 33 17 E1 93 44 E1 73 AE 36
: }
A.3.4 CnucoK aHHYNMpoBaHHLIX cepTUchbnKaToB
A.3.4.1 Cnucok aHHyNWpoBaHHLIX cepTudmnkaToB B Koguposke BASEG4
MIHTMEECAQEWCQY IKoUDBWEBAWMWE jEQMA4GA1UEAXMHRXhhbXB ¢ ZRCNMTQWMTAXMDAWMDAWWhcNMTQWMTAYMD
AWMDAWW AKBggqhOMHAQEDAWOBGQAGE/ t67NLVYOT7 2E3 2 8XdAZGkXMuv7NpCh/Ax +1k7uo IMH1kjU3AMGXGqHs /
vkx69C67Q1InH1ZVMo5/2zg777BRINLAb6YKCBCRoJ3X1eHjxonulUSo8guaNzCZDx47q]j 8rNNUK 1WEhr I PHJ7B18kGm
YUCYMk7y82cXDMX4ZNE4XOuNg==
A.3.4.2 ACH.1 npeacTtasneHune cncka aHHyNnMpoBaHHbIX cepTUdUKaToB

0 211: SEQUENCE {
3 65: SEQUENCE {
5 1: INTEGER 1
8 10: SEQUENCE {
10 8: OBJECT IDENTTIFIER
id-tc26-gsignwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.3)
: }
20 18: SEQUENCE {
22 16: SET {
24 14: SEQUENCE {
26 3: OBJECT IDENTIFIER commonName (2 5 4 3)
31 7 PrintableString ‘Example’
}
}
: }
40 13: UTCTime 01/01/2014 00:00:00 GMT
55 13: UTCTime 02/01/2014 00:00:00 GMT
: }
70 10: SEQUENCE {
72 8: OBJECT IDENTIFIER
id-tc26-signwithdigest-gost3410-12-256 (1.2.643.7.1.1.3.3)
: }
82 129: BIT STRING

3A 13 FB 7A EC DB 55 60 EE F6 13 7C FC 5D D6 46
91 73 2E BF B3 69 OA 1F CO C7 E8 A4 EE EA 08 30
7D 64 8D 4D CO 98 6C 46 A8 7B 3F BE 4C 7A F4 2E
A3 43 59 C7 95 95 4C A3 9F F3 AB BE D9 05 1F 4D
2F 86 FA 60 A0 81 09 1A 23 DD 79 5E 1E 3C 68 9E
E5 12 A3 C8 2E EO DC C2 64 3C 78 EE A8 FC AC D3
54 92 55 84 86 B2 OF 1C 9E C1 97 C9 06 99 85 02
60 C9 3B CB CD 9C 5C 33 17 E1 93 44 E1 73 AE 36
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