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BBeaeHue

Hacroawuit ctaHgapt BxOAWT B KOMMMEKC CTaHAAPTOB, YCTAHABMMBAKOLWIMX AETanu3auuio aHanusa
YSI3BUMOCTEN NPOrpaMMHOro o6ecnevyeHms B 4acTu UCNoNb30BaHUS JOCTYMHbIX UCTOYHMKOB AN uaeHTudu-
Kauumn noTeHUMarnbHbIX YA3BUMOCTEN U TECTUPOBAHUSA NPOHUKHOBEHUS.

HacToawwit ctaHaapT yTOuHSAET U geTanuanpyeT AeiCTBUA OLEHLUMKa (MCnbiTaTenbHoi naboparopun),
n3noxeHHole B FOCT P NCO/M3K 18045, BbinonHAeMble NPU aHanuse yassuMocten. CtaHgapT npeaHasHa-
YeH Ans COBMECTHOro ucnonb3osaHua unu B gononHenme kK NFOCT P NCO/M3BK 18045. YTouHeHune, getanm-
3auua U PyKOBOACTBA, NPeACTaBNEHHbIE B HACTOALLEM CTaHAApTe, HE NPeAHAa3HaYeHbl AN BbINOMHEHUSA BCEX
TpeboBaHun, npeabsiensieMbix cemencrsom AVA_VAN MOCT P NCO/M3K 18045, u He orpaHuunBaloT aes-
TENbLHOCTb, OCYLLECTBNSIEMYIKO OLIEHLUMKOM, HO 06eCcneunBatoT COrnacoBaHHOCTb MOCPEACTBOM AeTanu3auum
MUHUMAaTbHbIX 6230BbIX AENCTBUI OLIEHKM BbiNONHEeHUsa TpeboBaHuii cemernctea AVA_VAN.

Hacroswmin ctaHgapt pacnpoCTPaHAETCA Ha AeATENbHOCTb OLEHLLMKOB (MCMbITATENMbHLIX nadoparo-
puin), ncnonbayowmx NOCT P MCO/MOK 18045, akcnepToB opraHoB No ceprudukanumn, NpoBepaoLLmnx Bbl-
NOSIHEHME LUAroB OLEHWUBAHUSA, a TaKkKe 3asBuTenei Ha ceptudukaumio, paspaboTyMKOB CPEACTB 3aLuuThbl
UHopMaLumM M nNporpaMMHOro obecnevyeHus u Apyrue rpynnbl NONb30BaTenen, y4yacTBylOWMX B NpoLec-
Ce OLEHKM CPeAcCTB 3alumTbl MHpOpPMaALMK U nNporpaMMHOro obecnedeHusi no TpeboBaHusM Be3onacHoOCTu
nHdopMaumn.
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HALUMWOHANBbHBIU CTAHAAPT POCCMUCKOWN GOEANEPALNMU

UHpopmaumoHHaa TexHonorua
METOAbl U CPEACTBA OBECINEYEHUA BE3OMNACHOCTU

JeTanusauua aHanusa ya3sBuMocTen NPOrpaMMHOro o6ecneyeHusi B COOTBETCTBUMN
¢ FOCT P UICO/M3K 15408 u 'OCT P MCO/M3IK 18045

YacTtb 1

Ucnonb3oBaHue AOCTYNHbLIX UCTOYHMKOB At MASHTU(UKALIMM NOTEHUMANbHbIX YA3BUMOCTEH

Information technology. Security techniques. Refining software vulnerability analysis under GOST R ISO/IEC 15408
and GOST R ISO/IEC 18045. Part 1. Using of available information for identification of potential vulnerabilities

Oara BBegeHusa — 2018—11—01

1 Ob6nactb npuMmeHeHUsA

HacTosawmn ctaHgapT yTOUHSIET AEACTBUS OUEHLWMKA, onpeaeneHHble cemencTtsom aosepus AVA_VAN
FOCT P NCO/M3K 18045, u npeacrasnser AeTanu3MpoBaHHOE PyKOBOACTBO NO MAEHTUdMUKALMUN akKTyarb-
HbIX MOTEHLUMarnbHbIX YA3BMMOCTEN MpU NPOBEAEHUN OLEHKM OObekTa oueHku B coorBerctBun ¢ NOCT P
MCO/M3K 15408. B HacTosiLLeM CTaHAapTe UCNONb3yeTca Knaccudukayma yassBumocTen B COOTBETCTBUU C
[OCT P 56546 n onucaHue ysissumocten B cooreTctBum ¢ FOCT P 56545.

2 HopmaTtuBHbIE CCbINIKU

B HacTosiLeM cTaHhapTe UCNOnb30BaHbl HOPMAaTUBHbIE CCLINIKM Ha crieayloLime cTaHaapThl:

FOCT P NCO/M3K 15408-3 UHdopmaunoHHasa TexHonorusa. Metoabl u cpeacrea obecnedyeHus 6es-
onacHocTu. Kputepuu oueHkn 6e30nacHOCTU MHAPOPMALMOHHBIX TEXHONMOrNI. Yactb 3. KOMNOHEHTbI AoBepUua
k 6esonacHoCTH

FOCT P UICO/M3K 18045 NHdopmaumnoHHas TexHonorusi. Metoabl n cpeactea obecnedverusn 6esonac-
HocTu. MeToaonorua oueHkn 6e30nacHOCTU MHPOPMALMOHHBIX TEXHONOTUI

FOCT P 56545 3awwuTa uHdpopmaumm. Ya3asumoctTn MHGOOPMaLUOHHbIX cuctem. MpaBuna onucaHust yss-
BUMMOCTEW

FOCT P 56546 3awumTa uHdpopmaummn. Ya3BuMocTu MHpopMaLUmMoHHbIX cuctem. Knaccudukauma yassu-
MOCTEN UHPOPMALMOHHBIX CUCTEM

MOCT P 58143—2018 WudopmauuoHHas TexHonorus. Metogbl u cpeacrtea obecnedeHus 6es-
onacHocTu. [eTanusauusi aHanu3a Yys3BUMOCTENH NpPOrpamMMHOro oOecneyeHuss B COOTBETCTBUM C
OCT P UICO/M3K 15408 n MTOCT P MUCO/M3K 18045. YacTb 2. TecTupoBaHue NPOHUKHOBEHMSA

MpumedaHune —Ipu nonb3oBaHUM HACTOSALLMM CTAHAAPTOM LieriecoobpasHo NpPoBepUTE AENCTBUE CCbINou-
HbIX CTaHAaPTOB B MHOPMAaLMOHHOW cucTeMe obLLero nonbL3oBaHus — Ha oduymansHoM caiite PefgeparbHOro areHT-
CTBa MO TEXHWYECKOMY PEryriMpoBaHuio U METPOSOrMK B CETU VIHTEPHET UNK NO eXerogHOMYy UHPOPMaLMOHHOMY yKasa-
Tento «HauuoHanbHble CTaHAapThl», KOTOPLIA ony6nukoBaH No COCTOSHUIO Ha 1 AHBaps TeKyLero roga, U no Belfyckam
€XeMeCAYHOro MHPOPMaLMOHHOro yKkasaTensi «HaumoHanbHble cTaHAapThI» 3a TeKYLWMiA rog. ECnv 3aMeHeH CCbINOYHbINA
CTaHAapT, Ha KOTOPbIA AaHa HejaTupoBaHHas CChlflka, TO PEKOMEHAYETCS MCMONb30BaTh [eiCTBYIOLYI0 BEpCUio 3TOro
AOKYMEHTa C YY4ETOM BCEX BHECEHHbIX B [JaHHY BEPCUIO U3MEHEHUIA. ECriu 3aMeHeH CChINOYHbINA CTaHfapT, Ha KoTo-
pbliii faHa faTUpoBaHHas CCbINKa, TO PeKOMeHAYETCA UCMOoNb30BaTh BEPCUIO STOTO CTaH4apTa C YKasdaHHbBIM Bbille rofoM

U3pnaHue ocbuymnanbHoe
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yTBEPXAeHNs (NpuHATURA). Ecnin nocre yTBEPXAEHUS HACTOSILLEro CTaHAapTa B CChINOYHbIA CTaH[apT, Ha KOTOpLIA AaHa
NaTMpoBaHHas CCbifika, BHECEHO M3MEHEHMWe, 3aTparvBartoLLiee NoNoXKeHWe, Ha KOTOPOe fjaHa CChifika, TO 3TO NONOoXeHWe
pEKOMEHAYeTCA NPUMeHsATb 6e3 yueTa AaHHOro M3MEHEHMUS. ECrn cCbiNouYHbI cTaHaapT oTMeHeH 6e3 3aMeHbl, To norno-
XeHue, B KOTOPOM AaHa CChifika Ha Hero, PEKOMEHAYETCA NPUMEHATL B YacTW, He 3aTparuBatoLyeil STy CChINKY.

3 TepMuHbI U onpeaeneHns

B HacTosLeM cTaHAapTe NPUMEHEHbI CrieaytoLwue TePMUHbLI C COOTBETCTBYIOLLIMMK ONPeaENneHUAMU:
3.1 BepudmumpoBartb: MpoBECTM CTPOryI0 A€TanbHYIO MPOBEPKY C HE3ABMCMMbIM ONpeaeneHnem ee
[0CTaTOMHOCTH.

MpumMmeudaHue— CM. Takke TEPMUH «NOATBEPAUTL». TEePMUH «BepUdULMpoBaTL» UMeeT Gonee rnybokuii
cMblcn. OH Ucnonb3yeTcsl B KOHTEKCTE AEACTBUIA OLIEHLLMKa, Korfa TpebyloTca He3aBUCUMble YCUUA OLEHLLMKA.

3.2 noarBepauTb: [leknapupoBartb, YTO YTO-TO AETaNbHO NPOBEPEHO C HE3ABUCUMBIM ONpeaeneHnem
AOCTaATOMHOCTMW.

MpuMeyaHune — TpebyeMblit ypoBEHb CTPOrOCTW 3aBUCUT OT TUMA paccMmarpuBaeMoro npegmeta. JaHHbiit
TEPMUH NPUMEHNM TOJBKO K 1eCTBUSAM OLieHLLUKa.

3.3 penartb 3aknioveHnue: lNoarBepauTb HEKOTOPOE 3aKmnioyeHue, OCHOBAHHOE HA HE3aBUCUMOM aHa-
nuse Ans A0CTUXKEHUS STOFO 3aKMIOYEHUS.

n pumMmevyaHune — Mcnonb3oBaHue gaHHOro TepMUHa nogpasymMeBae€T BbiMNoJfIHEHUe OEeNCTBUTENBHO HE3aBUCK-
MOro aHanusa, 06bIYHO B yCcnoBuAX OTCYTCTBUA KaKoro 6bl TO HKM BbINo npejLlecTeyloLlero aHanuaa. TepMVIH «pgenarb 3a-
KnioveHue» oTnu4vaeTcA oT TePMUHOB «NMOATBEPAUTLY UIA «BepI/ICbI/ILMPOBaTb», KOTOpbl€ npeanonaratoT HeobxoaMMoCTb
npoBepPKN paHee BbINONMHEHHOro aHarnuaa.

3.4 BbIOOP: BbhiaeneHne oAHOIO MU HECKOMBLKUX MYHKTOB M3 NMEPEYHS B KOMMNOHEHTE TPeBOoBaHUA.

3.5 o6bekT oueHku: COBOKYNHOCTb MPOrpamMMHOrO, MPOrpaMMHO-annapaTtHoOro W/MNKM annapaTtHoro
obecneyeHuns, cConpoBoXaaemasi pyKkOBOACTBaMM.

3.6 noteHuuan HanageHuna: Mepa ycunui, BolpaXXeHHas B NOKa3aTensax KOMNETEHTHOCTU, OCHALLEH-
HOCTM pecypcaMy U MOTUBALMKN HAPYLUUTENS.

3.7 wabnoH ataku: Cnoco® (Moaenb) UCNONb30BaHUA YSI3BUMOCTM NS peanu3almm KOMMbIOTEPHOW
aTaku.

3.8 yasBumocTb: HepocTatok (cnabocrb) NPOrpamMmMHOro (MporpaMMHO-TEXHUYECKOTO) CpeacTBa iU
MHOPMaLMOHHON CUCTEMbBI B LIENTOM, KOTOPLIA (KOTOpasi) MOXET ObITb MCNONb30BaHa ANS peanu3auuu yrpo3
6e30nacHOCTN MHGOPMAaLIUH.

3.9 HepocTaToK: XapakTepucTuka Unu CBOMCTBO OOBbEKTA OLIEHKU, KOTOPOEe NpU onpeaeneHHbIX yCno-
BUSIX MOXET cnocoOCTBOBAaTL BHECEHUIO YAI3BUMOCTU B OOBLEKT OLEHKMU,

3.10 obHapyXeHHble NOTeHUMWasnbHble YA3BUMOCTU: [1OTEHUMANBHO ysi3BMMbIE MecTa obbekTa
OLEHKM, UAEHTUDULUUPOBAHHLIE OLIEHLLMKOM NPWU BbIMNOMHEHWM BUOOB AEATENILHOCTU NO OLEHKE, KOTOpble
MOFK Bbl BbITb NCNONb30BaHbI ANS HAPYLIEHMA (DYHKLUMOHANbHbLIX TpeGoBaHMt 6e3onacHoCTH.

3.11 npurogHas Ans MCNOSfIb30BaHUA YA3BUMOCTbL: YS3BMMOE MECTO 06bekTa OLEHKU, KOTOPOE MO-
XeT ObITb MCNONBL30BAHO AN HApPyLUEeHUA PYHKLMOHAaNbHLIX Tpe6GoBaHuit 6esonacHocTu B cpeae pyHKLMOHU-
poBaHusi 06bekTa OLIEHKH.

3.12 noteHumanbHasa yA3BMMOCTb: [lpeanonaraembiit, HO HEe NOATBEPXKIAEHHbI HEAOCTATOK 0O6bEKTa
OLIEHKM.

MpuMeuvaHue — MpeanonoxeHne OCHOBLIBAIOT Ha TEOPETUYECKU JOMYCTUMOI CXeMe HanafeHUsi ¢ Lerblo
HapyLLeHUA (yHKUMOHasbHLIX TpeGoBaHuit 6e3onacHoCTU.

3.13 octaTrouHasa yASBUMOCTb: YA3BMMOE MECTO 00beKTa OLeHKM, KOTOPOE HE MOXET ObITb UCMOMb30-
BaHO B cpeae (DYHKLMOHUPOBAHUA 06BEKTa OLIEHKU, HO KOTOPOE MOXET GbITb UCMONb30BAHO ANSA HAPYLUEHUN
yHKUMOHanNbHbLIX TpeboBaHuii 6e3onacHocTu HapywmTeneMm ¢ Gonee BbICOKMM MOTEHUMANOM HanaaeHus,
YeM npegnonaraerca B cpee PyHKLUMOHMPOBAHUS 0OBbEKTA OLEHKMU.

3.14 npodmnb 3awmTbl: HesaBucUMOE OT peanusauuu M3noxeHue noTpebHocTein B obecneveHum
6e30nacHOCTU 41151 HEKOTOPOTO TUNa OGLEKTa OLIEHKM,

3.15 3apaHue no 6e3onacHOCTU: 3aBMCUMOE OT peanu3aunun n3noxeHme notpebHocTel B obecneve-
HUKM 6e30NacHOCTU AN KOHKPETHOrO MAEHTUULUPOBAHHOTO OOBLEKTA OLIEHKH.
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4 O603Ha4YeHUs N COKpaLLeHUA

B HacToALem cTaHaapTe NpUMEHeHb! creaytoLme 0603HaveHns:
3B — 3apaHue no 6e3onacHoCTy;

NT — nHdopMaLMOHHasa TEXHONOrUs;

OO — 06bEeKT OLEHKHK;

TOB — tpeGoBaHue gosepus k 6€30NacHOCTH;

TOO — TexXHU4eCKUN OTYET NO OLEHKE;

STE — pyHKUMOHaNbHOE TpeboBaHue 6e30nacHOCTH.

5 Obwme nonoxeHus

Moapasagen 15.1 FOCT P MCO/M3K 15408-3 onpeaenseT «ys3BMMOCTU, BO3HUKaOLWMe npu pazpaboT-
ke», KaK ys3BMMOCTU, BHECEHHbIE B X0Ae npouecca paspaboTku OO, CBA3aHHbIE C BO3MOXHOCTLIO NPeoao-
FIeHUs1 HEKOTOPbIX ero CBoWcTB. B ToM e nogpasaene FOCT P MICO/M3K 15408-3 onpepensercs, 4To OueH-
Ka ysi3BMMOCTE, BOZHUKAIOLWMX Npu pa3paboTke, oxBayeHa CeMeiCcTBOM AOBEPUA «AHaNU3 ysa3BUMOCTEN»
(AVA_VAN). B cooteetcteun ¢ NTOCT P UCO/M3K 15408-3 oxuagaercs, 4TO AaHHbIM aHanu3 Onpeaenur,
MOTYT NN MAEHTUULMPOBAHHbIE NOTEHUMANbHbIE YA3BUMOCTU HApPYyLUUTbL BbinonHeHue OTHB; npu aHanuse
YUYUTLIBAETCS Yrpo3a TOro, YTO HAPYLUMTENb MOXET BbIMOMHATL NOUCK HELOCTATKOB [Kak uaeHTuduumpoBaH-
HbIX NOTEHLUManNbHbIX yazsumocTen] (FOCT P UCO/M3IK 15408-3, nyHKT 15.2.1).

KomnoHeHTbl cemeiictBa gosepusa AVA_VAN paHxupoBaHbl crneaylowmumM obpasom:

- AVA_VAN.1 «O63op yassumocrteii» (TOCT P UCO/M3K 15408-3, nyHkT 15.2.3);

- AVA_VAN.2 «AHanu3s yassumocteny (FOCT P UICO/M3K 15408-3, nyHkT 15.2.4);

- AVA_VAN.3 «®PokycupoBaHHbIi aHanu3 yassumoctei» (TOCT P MICO/M3K 15408-3, nyHkT 15.2.5);

- AVA_VAN.4 «Metoanyeckuit aHanus yassumoctein» (TOCT P MICO/M3K 15408-3, nyHkT 15.2.6);

- AVA_VAN.5 «YcuneHHbin metogudeckuin ananusy» (FTOCT P MCO/M3K 15408-3, nyHkT 15.2.7).

KomnoHeHT AVA_VAN.1 — mnagLumii no nepapxmm KOMNOHEHT B cemencree gosepus AVA_VAN, koMm-
noHeHT AVA_VAN.5 — crapLumi.

Tekywas pegakuus FOCT P MICO/M3K 15408 He npeabsBnsieT TpeboBaHwii k 3aasuTtenio (paspaboruu-
Ky, NPOM3BOAUTENIO) NO NPOBEAEHUIO aHanu3a yasBUMOCTEN.

«AVA_VAN.4 MeTogn4eckuit aHanu3 ysi3BuMOCTEN

3neMeHTbl AencTeuin 3aasutensa (pa3paboTumka, Npou3BoAUTENS)

AVA_VAN.4.1D  PaspaGotuuk aomkeH npeacrasutb OO Ans TeCTUPOBaHUA.

3nemMeHTbl coAepXaHua n NpeacTasBneHns J0KyMEeHTUPOBaHHON UHpopmauun (CBMAETENLCTB)

AVA_VAN.41C OO pgomxeH ObiTb NpUroaeH Ans TECTUPOBAHUS.

_—

[ns obecneyeHns NnpeeMCcTBEHHOCTU TpebOoBaHMI U COXPaHEHUS! MPUHATON TEXHONOMMKM cepTudukaLmun
B npodmnax 3awuTel, yTBepxaeHHbix PCTIK Poccun, TpeboBaHMA NO NPOBEAEHUIO aHAnNU3a yA3BUMOCTEN
3asButenem (pazpaboT4yMKoM, NPOU3BOAUTENEM) ONPEAENAIOTCA MYTEM BbINOSIHEHUS YTOUHEHUS HaAA COOT-
BETCTBYHOLMMU KOMNOHeHTamn TOB u3 cemencrea AVA_VAN:

«AVA_VAN .4 MeTtoan4eckuit aHanu3 ya3BumocTen

3neMeHTbl AeNCTBUIA 3aaBuTens (paspaboTumka, NpoOM3BOAUTENS)

AVA_VAN.X.1D 3assutensb (paspaboTumk, NpOU3BOAUTEND) AOIMKEH BbINOMHUTL aHANN3 ya3sBUMO-
cren OO.

3neMeHTbl CoaepXKaHns U NpeacTaBneHns AOKYMEHTMPOBaHHON UHAOPMaLUK (CBUAETENLCTB)

AVA_VAN.X.1C JlokymeHTauua aHanusa ysi3BUMOCTEN AOJIKHA:

- cogepxaTb pe3ynbraTbl aHanu3a, BbINOIIHEHHOIO ANA NOMCKA CNOCO60B, KOTOPLIMU NOTEHLIU-
anbHO MOXeT ObITb HapyweHa peanusauusa PTb;

- naeHTMdMUMPOBaATL NPOaHaNM3UpPOBaHHbIE Npeanonaraembie yasBUMOCTH;

- AEMOHCTPUMPOBaTb ANA BCEX UAGHTU(PULMPOBAHHBLIX YASBUMOCTENW, YTO HU OOQHA U3 HUX He
MOXeT ObITb UCMOMNb30BaHa B Npeanonaraemon cpege dbyHkunoHnposanua 00.

D

[etanusauyns npoBepku yka3aHHbIX TpeboBaHW NPUBOAUTCA B HACTOALLEM CTaHAapTe B pamKax Bbi-
nonHeHua aevictauit AVA_VAN.X.1E B cootsetctBuM ¢ FOCT P UCO/M3K 15408 u FOCT P UCO/M3K 18045.
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Kpome Toro, B HacTosiLLEM CTaHAapTe NpuBoauTCs aetanu3aums aelcteun AVA_VAN.X.2E B cooTeeT-
cteumn ¢ FTOCT P UCO/M3K 15408 u TOCT P MICO/M3K 18045 no noucky u uaeHTuUKaLum noTeHUUanbHbIX
yHSBVIMOCTeVI Ha OCHOBE AOCTYMHbIX NCTOYHUKOB ANA aHanuaa:

- BAVA_VAN.1.2E (TOCT P UICO/M3K 15408-3, noanyHkt 15.2.3.4.2);

B AVA_VAN.2.2E (TOCT P UICO/M3K 15408-3, noanyHkT 15.2.4.4.2);
- BAVA_VAN.3.2E (TOCT P UICO/M3K 15408-3, noanyHkT 15.2.5.4.2);
B AVA_VAN.4.2E (TOCT P UICO/M3K 15408-3, noanyHKT 15.2.6.4.2);
B AVA_VAN.5.2E (TOCT P UICO/M3K 15408-3, noanyHkT 15.2.7.4.2).

OCT P NCO/M3K 18045 ycraHaBnuBaeT KOHKPETHbIE Laru OLUEHUBAHUSA, CBA3aHHbIE C AENCTBUEM
«NaeHTudrKaumMm noTeHUnanbLHON ya3BUMOCTU B AOCTYMHbIX UCTOYMHMKAX» (B nognyHkTax 14.2.1.5, 14.2.2.5,
14.2.3.5, 14.2.4.5) cnegyowmm 06pasom.

AVA_VAN.1-3, AVA_VAN.2-3, AVA_VAN.3-3, AVA_VAN.4-3

OueHwumk (ucneiTarensHas naboparopusi) AOMKEH UCCNeaoBaTk AOCTYNHbIE UCTOMHUKM MH(OPMALUK,
4yTO0ObI MAEHTUDULMPOBATE NOTEHLMANBHBIE YA3BUMOCTU OO.

B0o3MOXHOCTb NPOCTOro AOCTYyNa HapyLumTens K uHgopMauumm, koTopas NOMOraeT naeHTUdUUpoBaTb
YyA3BMMOCTM M 00ONerynTb HanajeHue, CyLECTBEHHO yBENUYMBAET NOTEHUWan HanaaeHWsa AaHHOIO HapyLumM-
Tensa. JoCTynHOCTb B ¢eTu MHTepHeT uHdopmauum 06 yAa3BUMOCTAX U COBPEMEHHbIX CpeAcTBax peanu3a-
LMK atak Mo3BONAET C BbICOKOW CTENEHbIO BEPOATHOCTU NPEANONOXuUTb, YTO AaHHaa uHdopmauus Oyaer
MCMNoNb30BaTbCA NPU NOMbITKAX MAGHTUULUPOBATL NOTEHUManNbHbIE Yya3BUMOCTU B OO U Mcnonb3oBaTtb UX.
CoOBpEMEHHbIE MOMCKOBbLIE CUCTEMBI AENAIOT TaKylo UHGOPMALMIO NErKOAOCTYNHON OLEHLLUKY, U 3aKIlOYEeHNe
0 crolikocTn OO K HanageHnsaMm C UCMOMb30BAHMEM ONyONUKOBaAHHBIX MOTEHUManNbHbIX YS3BUMOCTEN, a Tak-
e K XOPOLLO U3BECTHLIM TUMOBLIM HAMNAAEHMAM (arakam) MOXET ObiTb AAaHO B TEPMUHAX «3DPEKTUBHOCTb-
CTOUMOCTb».

Mouck AOCTynHOM MHAOPMALMKU HEOBXOAMMO COCPEAOTOUUTL HA UCTOYHUKAX, OTHOCALLUXCA K KOHKpPET-
HoMy npoaykTy WUT, Ha ocHoBaHuu kotoporo nonydyeH OO. MNpu onpeaeneHun TpebyemMoi LWMPOTLI NOUCKA
HeoBX0AMMO paccMOTpPeTh crieayrowme akropsl: Tun OO, ONbIT OLEHLUMKA AN NPOBEPKU AAaHHOrO Tuna OO,
OXXMAAaeMbI NOTEHUMAN HaNageHUs U YPOBEHb AOCTYNHBLIX CBUAETENLCTB NO Knaccy ADV «Paspa6otkay.

AVA_VAN.1-4, AVA_VAN.2-5, AVA_VAN.3-5, AVA_VAN.4-5

OueHwmk gomkeH npueectt B TOO nAEHTUPULUUPOBAHHBLIE NOTEHUMANbHLIE YA3BUMOCTHU, KOTOPbIE AB-
NATCA NPeAMETOM TECTUPOBAHUA U NpUMEHUMbI K AaHHOMY OO B cpeae ero PyHKUMOHUPOBaHUS.

MoxkeT ObITb YCTAaHOBMEHO, YTO He TPeOYEeTCA AanbHelwee pacCMOTPEHUE KOHKPETHON NOTEHUMAaNbHON
YA3BUMOCTU, €CNU OLEHLUMK WAESHTUDULMPYET, YTO UCMOMb3YIOWUXCA B cpeae (PYHKLUMOHUPOBAHUA MEp 3a-
LLWUTbI, OTHOCALLMXCA UMK HE OTHOCALLMXCA K VT, 4OCTaTOMHO ANns NpeaoTBpaLLUeHU BO3MOXHOCTH UCMONb30-
BaHWS NOTEHUMANbHOW YA3BUMOCTU B JaHHOW cpeae PyHKLUOHUPOBAHUA.

OueHLWMK uKeupyeT niobble NPUYUHBI UCKIIOYEHUS MOTEHUMAanNbHBIX YA3BUMOCTEN U3 AanbHelLwero
paccMOTPEHUSA, €CNM OH CAEernaeT 3akniodeHue, YTO MOTEeHUManbHas yAa3BMMOCTb HE MPUMEHUMA B cpeae
YHKUMOHUPOBAHUA. B MHOM crnyyae OUEeHLUMK PUKCUPYET BLISIBMEHHYIO NOTEHLMANBbHYIO YA3BUMOCTL ANA
AanbHenwero pacCMOTPEHMUS.

OueHwWwuK gomkeH npueect B TOO nepeveHb NOTeHUManbHbIX YA3BUMOCTEN, NpUMeHUMbIX K OO B ero
cpeae hYHKLMOHUPOBAHUSA, KOTOPbIN MOXET UCMONb30BaTLCA B Ka4eCTBe MCXOAHbLIX AAHHbLIX ANS AENCTBUN
no TECTUPOBAHMIO MPOHUKHOBEHUS.

Kak yka3aHo B nyHkTe 14.2.5 TOCT P UICO/M3K 18045, TOCT P UCO/M3K 18045 He onpeaenseT waru
oueHusaHus ans komnoHeHta AVA_VAN.5.

KpaTtkoe usnoxeHue cogep>xaHus 4encTBuUs oleHLmka «MaeHtudukaumus noTeHunansHom ysa3suMocTu
B AOCTYMHbIX UCTOYHUKAX» NPUBEAEHO HA PUCYHKeE 1.

Hetanusauns AeWCTBMI, NpeaycMOTPEHHbIX KoMnoHeHTamu TOB cemeiictBa AVA_VAN, ceasaH-
HbIX C TECTUPOBAHMEM MPOHMKHOBEHUS, B 4aCTM MOMCKA CNOCOOOB U METOAOB TECTUPOBAHUS NPUBEAEHA B
MOCT P 58143—2018.
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AVA_VAN.1.2E/2.2E/3.2E/4.2E: BLINONHWUTbL NOUCK AOCTYNHBLIX UCTOYHUKOB ANA
naeHTUUKauMmM NnoTeHunanbHeIX yassumocten B OO

AVA_VAN.1-3/2-3/3-3/4-3: nccneposatb AOCTYMHBLIE UCTOHHUKA
nHdpopmaumm, 4Tobb! MAEHTUDULIMPOBATL NOTEHUMANbHLIE YSI3BUMOCTU

v

AVA_VAN.1-4/2-5/3-5/4-5: oTpa3uTb B oTueTe MAEHTUMLNPOBAHHBIE
NOTEHUWarnbHbIE YA3BUMOCTU, KOTOPbIE ABNAOTCA KaHAUAATAMU HA
TecTupoBaHue

v

PucyHok 1 — Onucanue aeiicteusa oueHwmka «MaeHTndgukauma noteHymansHON ya3sBUuMOCTU B AOCTYMHBIX UCTOYHUKAX»

6 [lencTBUA NO OLEHKE YA3SBUMOCTEN

FOCT P NICO/M3K 18045 onpeaenseT waru oueHMBaHMSA U OKYMEHTUPOBAHUSA ANsi ONpeaeneHus ak-
TyanbHbIX NOTEHUUANbHLIX YA3BUMOCTEN:

6.1 Noaesua peatrenbHocTu No oueHke (AVA_VAN.1)

OeiictBue AVA_VAN.1.2E

AVA_VAN.1.2E OueHWMK A0MKEH BbINOAHUTL NOUCK MHGOPMALMKU B AOCTYMHbLIX UCTOYHUKAX, UTOObI
naeHTuduumMpoBaTb NoTeHUManbHble yassumoctu B OO.

a2 oueHusaHuss AVA_VAN.1-3

B cooteerctBum ¢ TOCT P UICO/MO3K 18045

OUEHLUMK AOMMKEH UCCreaoBaTh AOCTYNHbIE UCTOMHUKU MHDOPMALMK, YTOObI MAEHTUDULMPOBATL NO-
TeHumnanbHble yassumoctu B OO.

OueHLWuK nccneayert AOoCTYMHbIE MCTOYHUKUM MHGpOPMaLMK B LIENAX AEHTUAUKALMN BO3MOXHbIX MOTEH-
yunaneHbix ya3sumoctein B OO. CyLecTBYET MHOXECTBO JOCTYMHbIX UCTOYHMKOB UH(POPMALMU, KOTOPLIE He-
00X04MMO PacCMOTPETL OLeHLLMKY. Hanpumep, cnucku paccsinku u hopymel 6esonacHocTu B cetu UHTepHer,
B KOTOPbIX NyGnuKyeTca uHopmauusi 06 U3BECTHLIX YA3BUMOCTAX KOHKPETHbIX UT.

OLEHLUMK HE AOIMKEH OrpaHNYMBaTLCA PACCMOTPEHUEM AOCTYNHON UHOPMALIMK U3 BbILLEYNOMSAHYTbIX
WCTOYHUKOB: HEODOXOAMMO PACCMOTPETL MOBYI0 APYrYO AOCTYMHYIO MHOPMALMIO, UMEIOLLYIO OTHOLLEHUE K
yaszsumoctam OO.

B npouecce uccrnenoBaHusi NpeocTaBrieHHbIX 3asaButenem (paspaboTunkom, NpOU3BoAUTENEM) CBU-
[1eTenbCTB, OLIEHLUMKOM [0IDKHA UCMONb30BaTLCA AOCTYNHAA MHOPMaUUS ANa AanbHENLWEero NoMcka noTeH-
LmanbHbIX ya3BumocTeir. OLEHLLUKY Takxe HeobxoauMo 0co60 pacCMOTPETb BCIO AOCTYNHYIO MHGOpMaLUIO,
UMEIOLLYIO OTHOLUEHWE K MAEHTUMDULMPOBAHHBIM YA3BUMOCTAM OO.

Mouck focTynHoi nHpopMaummn HeobxoaAMMO COCPEAOTOUUTL HA TEX UCTOMHUKAX, KOTOPbIE OTHOCATCA K
KOHKpeTHOMY npoaykTy UT, npunsatomy B kadectee OO. MNpu onpeaeneHumn TpebGyemon o6nacrtu 3Toro noucka
Heobx0aMMo paccMOTpeTh cneaytowme daktopbl: TN OO, ONbIT oueHWwMKa ana aaHHoro tuna OO, oxuaa-
€MbIl NOTEHUMan HanageHus U ypoBeHb (CTEMEHb AeTanu3auum) AOCTYNHLIX CBUAETENLCTB NO Knaccy ADV
«PaspaboTkar.

Mpouecc naeHTUdUKaLMU ABNSETCS UTEPALMOHHBIM (NOBTOPAIOWMMCS), T. €. UAEHTUdUKALUA OAHON
NOTEHUManNLHON YA3BUMOCTM MOXET NMPUBECTU K MOAEHTUUKALUN UHBIX NOTEHLMANbHbIX HEAO0CTATKOB, KOTO-
pble TpebyloT AanbHeLIero UccrnefoBaHus.

OLUEHLUMK NPUBOANT B OTYETE (COOOLLEHUM) MHOPMALUIO O AENCTBUSX, NPEANPUHATLIX UM AN NAEH-
TUdUKaLMM NOTEHUManbHbIX YA3BUMOCTEN Ha OCHOBE AOCTYNHON MHopMaLmmn. OaHaKo, OCYLLECTBIAS MOUCK
YSI3BUMOCTEN HA OCHOBE AOCTYNHOWM MHpOpMALIMK, OLEHLLMK MOXET HE UMETb BO3MOXHOCTM A0 Hayana aHa-
nn3a M3NOoXuTh LIary, KOTOPbLIE OH NPEANPUMET NPU AEHTUPUKALUN NOTEHLIMANbHLIX YA3BUMOCTEW, MOCKOMb-
Ky NOAXOA K aHarnm3y MOXeT U3MEHSITbCS B 3aBUCUMOCTU OT MHOPMAaLMK, BbISIBNEHHOW B NPOLIECCE NOMCKA.

OUEHLUMK NpUBOAUT B OTYETE CBUAETENbCTBA, UCCNEAOBAHHbLIE B MPOLIECCE MOUCKA MOTEHLMANbHbIX
YA3BUMOCTEMN.
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Oetanusaumna B coorsercTeumn ¢ MCO/M3SK TO 20004

OueHLLMK AOMKEH NPOBECTU aHanu3 uHdopmaumm 06 yasBUMOCTSX, NONMYYEHHON:

a) u3 6aHka aaHHbIX yrpo3 6ezonacHocTu MHpopmaumm (6asbl 4aHHbIX YA3BUMOCTEN);

6) OT yNONHOMOYEHHbIX hefepanbHbIX OPraHOB UCTONHUTENbHON BNACTH;

B) M3 UHbIX MCTOYHUKOB (Hanpumep, CVE, CWE).

BaHk gaHHbIX yrpo3 6es3onacHOCTU MHpopMaLMn pasMeLleH Ha ocuumanbHom caiite PCTIK Poccun
(www.bdu.fstec.ru) u cogepxut nHcopMaLuo 06 ysiI3BUMOCTSX Pa3NUYHbIX KIACCOB (TUMOB), BbISIBNEHHbLIX B
nporpamMMHOM oBecneyeHnu (BKMoYas nporpaMMHoe obecnevyeHme cpeacTs 3almuTbl MHpopmayum), npume-
HAEMOM B MHCPOPMAaLIMOHHbLIX CUCTEMAX.

MpumeyaHune—B 3b npu usnoxerHnn yrpoa 6e3onacHocTv MHPOPMaLMK, KOTOPBIM MPOTUBOCTOUT NPOAYKT
WT, onucelBaroTcsa UCMOnb3yeMble YA3BUMOCTWU Ha YPOBHE KraccoB (TUMoB) ysasBumocTel. OueHLMK, ucnonbsys BaHk
faHHbIX yrpo3 6esonacHocTh MHbopMaLuun GCTIK Poceuu, ocyLlecTBnseT GUNETpaLmio YS3BUMOCTER N0 HauMeHoBa-
HWIO (MM TUMY NporpamMmmHoro obecnedeHns) u knaccy (Tuny) yssasumocteit us 36. Mony4eHHble onncaHus ya3sBUMOCTeNn
MCMonb3yOTCA OLIEHLMKOM ANSA fanbHelLwero aHanusa.

YnonHomo4veHHble dpeaepansHble opraHbl MCMONHUTENBHO| BMacTM MOTYT NPEA0CTaBUTL B UCNIbITATENb-
Hyl0 naboparopuio onucaHue ysa3BMMOCTEN, XapaKTepHbIX Ans Tuna usgenua WUT, 3a8BNEeHHOro Ha cepru-
dukauuio, ¢ y4etom npegnonaraemon cpeabl hyHKUMOHUPOoBaHUA. UHopmauuio 06 ya3BUMOCTSAX YNOSHO-
MOYEHHbIV heaepanbHbIi OpraH UCNOMHUTENBHON BRACcTU MOXET NpeaoCTaBUTb NPU BbiNyCKE peLLeHUs Ha
cepTudUKaLnIo Unmn B NPoLECce NPOBEAESHUSA CePTUDPUKALMOHHBIX NCMLITAHUNA.

B ka4yecTBe MHbIX UCTOYHWUKOB MHAOPMaLIMK 06 YASBUMOCTAX MOTYT BLICTYNATh UMEIOLLMECA AOCTYNHbIE
UCTOYHUKM (Takue, Hanpumep, kak CVE, CWE).

MpumeyaHune — OBWMIA NepeveHb yassumocTel n puckos (Common Vulnerabilities and Exposures, CVE)
ABMSETCA CMPaBOYHUKOM OBLLEN3BECTHBIX yA3BUMOCTEN nporpamMHoro obecneveHus. MNepedveHb CVE SBRsieTCA WMPOKO
NPUMEHAEMbIM UHAYCTPUAnbHBIM CTAHAAPTOM ONUCAHUA YA3BUMOCTEH U puckoB. OCHOBY cnpaBoyHuKa coctaBnaoT CVE-
naeHTUdKKaTopLl, KoTopble obecnevnBatoT ocHoBy 6a3 AaHHbIX YA3BUMOCTEN UHCTPYMEHTaNbHLIX CPEACTB U CEPBUCOB,
1cnomnb3yemblX A OLEHKN 3aLULLEHHOCTU CUCTEM.

Kpome Toro, cyLecTByeT He3aBUCUMbIA CTaHAAPTN30BaHHBLIA NepeYeHb NOTEHUMANbHBIX YA3BUMOCTEN (HegocTaT-
KoB) nporpaMmHoro obecneyeHus B Buge ObLiero nepeyvns HegoctatkoB (Common Vulnerabilities and Exposures, CWE).
O6Lyuit nepedeHb HepocTaTkoB CWE siBnsieTcs paspabaTtbiBaeMbIM MeXAYHapOAHbLIM coobLLecTBOM (popManu3oBaHHbLIM
nepevHem obwmx HegocTaTkoB NporpammHoro obecneveHus. MNepeueHb CWE obecneunBaeT Hanuyue oblyero ssbika
LA orMcaHWa Hefo0CTaTKOB NPOrpamMMHOro obecneveHus], CTaHAapTHBIX €iUHUL, U3MEPEHUSI UHCTPYMEHTAaNbHLIX CPEACTB
OL|EHKW 3alMLLEHHOCTH, BLISIBASIOLLMX 3TU YSI3BUMOCTH, OCHOBY ANS UAEeHTUMKaLMK, YMEeHbWEHUS U NpefoTBpaLleHusi
yassumocten. CoepxaHue nepedHs CWE nonornHaeTcs Ana hopMUpoBaHUs CTaHAapTU3UPOBAHHOMO MeXaHU3Ma U eH-
Tudpnkauum, cbopa, coBepLUIEHCTBOBAHUSA U pacnpocTpaHeHUsi NepeyHs HeloCTaTKoB NporpaMmHoro obecnevenunst cpeam
coobLecTBa pa3paboTumKoB.

OUEHLMK AOIDKEH 33J0KYMEHTUPOBATb UAEHTU(ULMPOBAHHbIE NPU aHanu3e yassuMocTu. OnucaHue
NAEHTUPULMPOBAHHBIX YS3BUMOCTEN PEKOMEHAYETCS BbINONMHATL C y4eToM FOCT P 56545 n FOCT P 56546.

[na BLINONHEHUA AAHHOIO LLAra OLEHUBAHUA OLEHLUMK JOIDKEH ONPEeAEenuTb NepeveHb yA3BUMOCTEN,
nonyyeHHbin U3 6aHka AaHHbIX yrpo3 6esonacHocTu uidopmauum (6asbl 4aHHLIX YA3BUMOCTEN) U aeHTUM-
LMpoBaThb YS3BUMOCTU AN NpoBefeHna aHanu3a. OUEHLUMK AOMKEH ONpeaenuTb (B Cny4Yae NPpMMEeHUMOCTH)
T€ yA3BUMOCTU, KOTOPLIE OH MONy4un OT YNONMHOMOYEHHbIX hefilepanbHbiX OPraHOB UCNOSIHUTESILHON BNAcCTH.
OueHLLMK AOMKEH ONpeaennTb T€ YA3BUMOCTM, KOTOPbIEe OH UAEHTUDUUMPOBAN ANa NPOBEAEHUSA aHanm3a u3
MHbIX UCTOYHUKOB (Hanpumep, CVE, CWE).

MpumeyvyaHnue — lNpu noncke uHopmaLm OLEHWNK JOMKEH y4uTbIBaTb, 4TO OO MOXET ObITb NPOAYKTOM
WT, yacTbto npoaykTa UT, Habopom npoaykToB UT. Takum o6pa3omM fomkeH GbiTh ocylecTeneH c6op uHpopMaLmm o npo-

aykre UT (npoaykrax UT), KOTOpeIiA (KOTOpbIE) YaCTUYHO MK NOMHOCTLIO OXBadeH (oxBadeHbl) 06bekTOM oLeHku. Bonee
noapo6HO NPUHLMIMLI COOTHECEHUS MOHSTUIA «OGBLEKT OLeHKU» U «npoayKT UT» npuseaeHsbl B FOCT P UCO/M3K 15408-1.

Wae ouenueanus AVA_VAN.1-4

B cootBetcTBum ¢ FOCT P NICO/M3K 18045

OueHwyk aormkeH npuBect B TOO uMaeHTUOUUMPOBAHHLIE NOTEHUMANbHbLIE YA3BUMOCTU, KOTOPbIE
nNoAnexaT TECTUPOBAHUIO U NPUMEHUMBI K AaHHOMY OO B cpeae ero hyHKUMOHMPOBAaHUS.

MoxxeT ObITb YCTAHOBMNEHO, UTO He TpebyeTca AanbHelwee pacCMOTPEeHUe KOHKPETHONW NOTEHLMANbLHOM
YA3BUMOCTU, €CNKU OLIEHLLMK MAEHTUMDULMPYET, YTO UCNONb3YIOLLMXCA B cpeae hyHKLUMOHUPOBAHUS Mep 3a-
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LWMTbl, OTHOCALLMXCS UNK He oTHOCcALWMXCA K VT, 4oCTaTouyHO Ang npeaoTBpaLLEeHUs BOSMOXHOCTU UCMONb30-
BaHWA MOTEHLMANbHOW YA3BUMOCTU B AAHHOW cpeae dpyHKUMOHMpOBaHuUSA. Hanpumep, orpaHuyeHune usu-
yeckoro goctyna k OO v npegocTaBneHne Takoro AOCTYNa TONbKO YNONHOMOYEHHbLIM NOMb30BaTENSAM MOXET
3HAUYUTENBHO CHU3UTb BEPOSITHOCTb UCNONb30BAHUA NOTEHLUMANBHON YA3BUMOCTU AN HECAHKLIMOHUPOBAHHO-
ro BMeLlaTenbcTea B npouecc PyHKkUMoHuposaHus OO.

OueHLMK PUKcMpyeT niodble MPUYMHBI UCKIOYEHUST NOTEHUMAaNbHbIX YSA3BUMOCTER U3 AanbHeWnLue-
ro pacCMOTPEHUS, €CNN OH AEenaeT 3aKnyYeHne, YTo NoTeHuuansHasa ysa3sBMMoCTb HEe NPpUMEHUMa B cpeae
YHKLUMOHUPOBAHUSA. VIHaue OLEHLUMK PUKCUPYET BbISBMEHHYIO NOTEHLMANbHYIO YI3BUMOCTb KaK YsiI3BUMOCTb,
npeaHasHaYeHHYIo AN AanbHENLLEero paccMOTPEHUS.

OueHwuk gomkeH npueect B TOO nepedeHb NOTEHUMAmNbHbIX YSI3BUMOCTEW, NPUMEHUMMbIX K OO B ero
cpeae PyHKLUMOHMPOBAHUSA, KOTOPbIA MOXET UCMONb30BaTLCA B KAYECTBE MCXOAHBIX AAHHbIX A8 NPOBEAEHUs
TECTUPOBaHUS NPOHUKHOBEHMUS.

Oeranusauua B cooreercteumn ¢ UCO/MIK TO 20004

Llenbto ucnonb3oBaHns G0MbLLOMO KONMMYECTBA UCTOMHMKOB MH(popMaumn 06 ysa3BMMOCTAX SIBMAETCA
aKCnnyaTaums yasBuMOCTEN, KOTOPbIE MOTYT ObITb akTyanbHbIMW AN PA3NUYHbIX YCNOBUIA (PYHKLMOHUPOBA-
Hua OO. [na Toro 4To6bl OrpaHNYUTL MHOXECTBO MOTEHUMANbHbIX YI3BUMOCTEN, UCMONb3YEMbIX MPU OLEHKE
no TpeboeaHmsAM 6e30MacHOCTU MHOPMALMKN, UCXOLHOE MHOXECTBO MOTEHLMANbHO aKTyarbHbIX YA3BUMO-
CTel AOIMKHO ObITb OTCOPTUPOBAHO METOAOM UCKIIOYEHNUSA YA3BMMOCTEN, KOTOPBIE HE AABMSAIOTCA aKTyaslbHbi-
MK KU3-3a NPUMEHSAEMbIX B cpeae dyHkumoHmpoBaHusa OO mep 6e30nacHOCTU, NPeaoTBpaLLAIOLUX HAaMYne
NoTeHLManbHLIX YA3BUMOCTEN B IaHHOI cpeae pyHKUUOHMPOBaHUA. OUEHLUNK AO0MKEH 3340KYMEHTMPOBaTh
060CHOBaHME KaXKgoro MCKIIOYEHNS YA3BUMOCTMH.

Mcnonb3ys ykasaHHbIe BbilLe AEACTBUA AN COPTUPOBKM YASBUMOCTM, YTOUHAIOTCA LWarM OLeHUBaHUA
AVA_VAN.1-3 B 4yacTtu paccmoTtpeHus yassumocten ana OO u chopMmupyeTca akTyanbHbl NepeYeHb ya3eu-
MOCTEeN.

Hdemanusayus wazoe AVA_VAN.1-4 — AVA_VAN.1-10— e coomeemcmeuu ¢ F'OCT P 58143—2018.

C yyemowm ebinonHeHus wazoe AVA_VAN.1-4 - AVA_VAN.1-10 ebinonHaemcs waz AVA_VAN.1-11.

lae oueHueaHus AVA_VAN.1-11

B cooteetcreumn ¢ FOCT P UCO/M3K 18045

OueHLuK gomkeH npuectu B TOO nHdopmaumio 060 BCeX NPUrOAHbLIX ANSA UCMONb30BaHUSA YA3BUMO-
CTAX U OCTATOYHbIX YSA3BUMOCTSIX, AETANU3NPYS AN KAKIO0M:

a) UCTOYHMK YA3SBMUMOCTM (Hampumep, cTana u3BeCTHa npu BbinonHeHun aencteuin FOCT P
NCO/M3K 18045, nssecrHa oLEeHLLMKY, NpoYnMTaHa B nybnukayum);

6) cBA3aHHbIE C YA3BUMOCTbIO HEBLINOJTHEHHbIE OTH;

B) ONUCaHue ysi3BUMOCTMH;

r) MPUroZiHa N yA3BUMOCTb ANsi UCNOMb30BaHUSA B cpee (hyHKLMOHUPOBAHUSA (T. €. MPUrogHA Nk yas-
BUMOCTb A1 UCNONb30BAHUS UK SIBIISIETCS OCTAaTOYHOW YSI3BUMOCTbBIO);

[) KONUYECTBO BPEMEHU, YPOBEHb KOMMETEHTHOCTH, YpPOBeHb 3HaHus OO, Heobxoaumbili ypo-
BeHb aoctyna k OO, obopyaoBaHue, TpeOyemble Ans UCNONb30BAHMA UAEHTU(PULIMPOBAHHLIX YA3BUMO-
CTel, a TaKkke COOTBETCTBYIOLLME 3HAYEHUSA, MOMyYEHHble HA OCHOBe Tabnuy B.2 u B.3 npunoxexus B.4
FOCT P UICO/M3K 18045.

Hderanu3auusa B coorBerctBumn ¢ MCO/M3K TO 20004

B pnononHenue Kk uHpopmMavmm, nanoxeHHon B noanyHkre 14.2.1.6.7 FTOCT P NICO/M3K 18045, oueH-
LMK JIOIDKEH BKINIouuMTL B TOO cneayioLyio noapotHyio nHgopmaumio 060 BCex NpUroaHbIX a4ns UCnonb3oBa-
HUS YA3BUMOCTSIX U OCTaTO4YHbIX YSI3BUMOCTSIX:

a) COOTBETCTBYIOLUME WAEHTU(DUKATOPbI YASBUMOCTENW (MAESHTUUKATOP, HAaUMEHOBaHWE, KpaTkoe
onucaHue);

6) uaeHTudMKaTopsl WAGNOHOB arak (MaAeHTUdhUKaTop, HAMMEHOBaHUE), UCNONb3yeMble AnNA AoKa3a-
TenbCTBa NOATBEPXAEHUS YS3BUMOCTHU.

MpumeyaHune— OueHWMK (a Taloke 3asBUTENb cepTUdUKaLMKU Npu paspaboTke CBUAETENLCTB) NpU onpe-
LeneHUn KonuyecTBa BPEMEHH, YPOBHS KOMMETEHTHOCTH, YPOBHS 3HaHWA OO, ypoBHA BO3MOXHOCTW AOCTyna, oGopy-
[oBaHus, TpebyeMbIX ANS UCNONb30BAHUA UAEHTUMULMPOBAHHBIX YA3BUMOCTEW, AOMKEH CTPEMUTBLCA K COKpaLLEHUto
cybbekTuBM3MA.

MoryT cywjectBoBaTk MHble (Mo oTHoweHuo kK FTOCT P UCO/M3K 18045) meTtoaukn onpeaeneHus noreHuyuana
HapyLuuTens, HeobxoAMMOro AN UCMONbL30BaHUS YA3BUMOCTEW, pesynsTaTbl NPUMEHEHUA KOTOpPbLIX (NPU Hamuuum co-
OTBETCTBYIOLMX UCXOAHbLIX [JAHHBLIX) MOXHO cpaBHUBaTL ¢ pesynsratamu no MOCT P MCO/M3K 18045 ans nosblLLeHUst
06bLEKTUBHOCTU OLIEHKH.
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HanpumMep, MoXeT NPUMEHATBLCA HEKOTOpas MeToAMKa BbIMUCIIEHUST NOTeHLUMana HapyLwutens, 6asupytowascs Ha
riokasaTtensx onacHoOCTU YA3BUMOCTU, N3NOXEHHbLIX B «[1acnopTe ya3BMMOCTU» B cooTBeTcTBUU ¢ TOCT P 56545.

6.2 NMoaBuabl geAaTenibHOCTU No oueHke (AVA_VAN.2 — AVA_VAN.5)

Dencrteue AVA_VAN.X.1E

AVA_VAN.X.1E OueHLMK AOMKEH MOATBEPAUTb, YTO NpeacTaBneHHas MHgopMauusa yaoBneTsopsier
BCEM TPeBOBaHNUAM K COAEPXKAHUIO U NPELCTaBIEHNIO CBUAETENLCTB.

Mpoeepka BbinonHenusa Tpe6oeanua AVA_VAN.X.1C

AVA_VAN.X.1C [lokymeHTauus aHanu3a ysi3BUMOCTEN AODKHA:

cofepxatb pesynsrarbl aHanuaa, BbINOMHEHHOTO AN noucka cnocobos, KOTOPLIMKU NOTEHLMATBHO MO-
XeT ObITb HapyweHa peanusauusa $TB;

naeHTUULMpoBaTh NpoaHanM3MpoBaHHbIe npeanonaraeMble yA3BUMOCTH;

AEMOHCTPUPOBAaTh A BCEX UAEHTUMULIMPOBAHHbBIX YA3BUMOCTEN, YTO HU OAHA U3 HUX HE MOXET ObITb
ucnonb3oBaHa B npegnonaraemoi cpeae yHkumoHuposaHusi OO.

B cooteetrcTBumn ¢ TOCT P MICO/M3K 18045

LLlary oueHnBaHuA He onpeaeneHbi.

Oetanusauus B cooreercTeumn ¢ UCO/M3K TO 20004

Llae oueHueaHus AVA_VAN.X-1

OUEeHLUMK AOMKEH MCCneaoBaTk Marepuanbl aHanu3a ysa3BUMOCTEN, BbIMOMHEHHOrO paspaboTvmKomMm,
yTo6bI CaenaThb 3aknioyYeHue, BCA N MHAOpMaLUs pacCMOTPEHa npu NoMcKe ysisBUMOCTEN.

OueHLWuK gomkeH ybeauTbesi, YTO pa3paboTymk npoBen aHanu3 uHgopMmauum 06 ya3BUMOCTAX, NOny-
YEeHHOI 13 6aHka AaHHbIX yrpo3 6e3onacHocTu uHdopmauun (6assbl JaHHbIX YA3BUMOCTEN) U MAEHTUULUPO-
Ban yA3BUMOCTM Arsi NPOBEAEHUSA aHanuaa.

OueHLMK AomKkeH onpeaenutb (B cnydyae MPUMEHUMOCTH) T€ YSI3BUMOCTU, MHCPOPMALIMIO O KOTOPbLIX
paspaboTymK NOMyuMn OT YyNOMHOMOYEHHbIX hefepanbHbIX OpPraHOB UCMONHUTENbHOM BNACTH.

OUEeHLLMK AOIKEH onpeaenuTb T€ ya3BUMOCTM, KOTOPbIE pas3paboTymk MaeHTUULMpOBan ans npoee-
OeHuUs aHanusa u3 uHbIX UCTOYHUKOB (Hanpumep, CVE, CWE).

Ona onpefeneHus akTyanbHbIX NOTEHUMANbHLIX YA3BUMOCTENW OLEHLIMK AOMKEH CAMOCTOATENbHO
U3Y4UTb JOCTYMHbLIE NCTOYHUKW ANA UASHTUMDUKALMKU NOTEHUMANBHBIX YA3BUMOCTEN.

[N BbINONHEHWA AaHHOTO Lara OLEHUBAHUA OLEHLLUMK JOSDKEH NPOBECTU UCCNEA0BaHUE MaTepranos
aHanu3a ys3BMMOCTEN, BbINOMHEHHOTO pa3paboTyMKoMm, a TAaKKe CAMOCTOSITENLHO ONPeAEnUTL NepeYeHb yas-
BMMOCTEN, MOMYyYEHHbIN U3 6aHKka AaHHbIX yrpo3 6e3onacHocT nHdopmaumm (6asbl AaHHbLIX YI3BUMOCTEN) U
naeHTMUUMpPOBaTb YA3BUMOCTHU ANA NPOBEAEHUA aHanu3a.

OUEHLLMK JOMKEH onpeaenuTh (B Crnyvae NPMMEHUMOCTH) Te YA3BMMOCTH, MHCDOPMALMIO O KOTOPbIX OH
nony4un oT YNosIHOMOYEHHbIX peaepanbHbiX OPraHOB UCTIONHUTENbLHOM BNACTU.

OUEHLUMK JOMKEH ONPEaenuTb Te YASBUMOCTH, KOTOPbIE OH MAEHTUMULMPOBAN ANSA NPOBEAEHUA aHa-
nu3a U3 MHbIX UCTOMHUKOB (Hanpumep, CVE, CWE).

3ameyaHus N0 NPUMEHEHUI

Mo dakty npoxoxaenua OO ceptudmkauuum, a Taike B NpoLecce NpoBeAEHUs cepTUPUKALMOHHLIX
UCNbITAHUIA YNONHOMOYEHHbIN ddeaepanbHbIil OPraH MCNONMHUTENBLHON BNAacTu MOXET nNoTpeboBaTk NPOBEPKY
orcytcTBUA B OO AONONHUTENBHBIX YA3BUMOCTEN, ONUCAHNUE KOTOPbIX OTCYTCTBYET B 6a3e AaHHbIX yA3BUMO-
creit. [pu 3TOM YNONHOMOYEHHbIN peaepanbHblii OpraH CMONHUTENbLHOW BNACTM NPeaoCTaBnsaeT B UCNbITA-
TenbHy0 nabopaTopuio ONMCaHNE AaHHbIX YA3BUMOCTEN.

Llla2 ouyeHueaHus AVA_VAN.X-2

OueHLUMK AOMKeH UccnepoBsaTb Marepuansl aHanu3a ya3BUMOCTEN, BbINONMHEHHOTO pa3paboTyuKoOM,
4yTOObLI CAEenaTh 3akniovYeHne, onucaHa nu KaXxxaasa naeHTudULUUPOBaHHAA YA3BUMOCTb U 4aHO M 06OCHOBAa-
HWe TOro, NOYEMY OHa ABAAETCA HENPUTOAHON ANS UCNONbL3OBaHUSA B NnpeaonpeaeneHHoi cpeage 00.

[ina BbINONHEHWUA AAHHOTO LWAara OLEHUBAHUSI OLIEHLLMK JOIDKEH NPOBECTU UCCNEeaOBaHUE MaTepManos
aHanusa ysi3BMMOCTEN, BbINOSIHEHHOIO paspaboTuMkoM, U yAOCTOBEPUTLCA B HEMPUIOAHOCTU YA3BUMOCTEN
And ncnonb30BaHUA.

Ya3sumocmb cyumaemcs Henpu2o0Hol 0nsa ucnonb308aHus1, €Cru ebifosHsemcs 00HO unu 6onee u3
cnedyowux ycnosuli:

- yA38UMOCMb s1en19emcs npu2odHoli 0118 ucronb3068aHUS MOJILKO Hapywumensamu, 0bnadarouwumu ebi-
COKUM riomeHyuanom Hanaderus;

- 8 3b nnubo He ymeepxBdaemcsa 0 NpomueocmosHuUuU coomeememeytoueli yzpose, nubo He ymeepxoa-
emcs o cnedosaHuu noaumuke 6esonacHocmu opaaHu3ayuu, komopas Moxxem 6bimb HapywieHa.
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Deiicteue AVA_VAN.X.2E

OUEeHLUMK A0MKEH BLINOMNHNTL MOMCK MH(POPMaLMK B AOCTYNHbIX UCTOYHUKAX, YTOObI MAEHTUDULIMPO-
BaTb NoTeHUunanbHble yassumoctu B OO.

llae oueHueaHus AVA_VAN.X-3

B cootBercrBumn ¢ FOCT P UICO/M3K 18045

OUEHLLMK A0MKEH UCCNEeA0BaTb AOCTYMHbIE UCTOMHUKU MHOpMauun, YToObl aAEHTUDULMPOBATL NO-
TeHUmanbHble yazsumoctn B OO.

OueHLLMK uccneayeT AOCTYMHbIE UCTOYHUKM MHPOpMAaLMK, B LIENSAX UWAEHTUMUKALUN BO3SMOXKHBIX NO-
TeHumanbHbix ya3sumocten B OO. CyLeCTBYET MHOXECTBO AIOCTYMHbIX UCTOYHUKOB MH(pOpPMAaLUUK, KOTOpbIE
HeoOX0AMMO pacCMOTPETb OLEHLMKY. Hanpumep, AOCTYMHbIE UCTOMHUKU MHpOopMauun B ceTu UHTepHeT,
BKNIOYAA:

a) cneumanbHble nyénukauum (KypHarnbl, KHUIW);

6) pe3ynbraTbl MCCNEAOBaHUNA.

OUEHLLMK HE JOIDKEH OTPaHUYUBATBLCS PACCMOTPEHUEM AOCTYNHOW UHGOPMALIUKM U3 BbILLEYNOMSIHYTbIX
UCTOYHMKOB, HEOOXOAMMO PacCMOTPETL MODYI0 APYrYI0 AOCTYMHYIO UHGOPMALUIO, UMEIOLLYIO OTHOLLIEHUE K
yassumoctam OO.

B npouecce uccnenoBaHusi NpeaoCTaBneHHbIX pa3paboTYMKOM CBUAETENLCTE OLIEHLUMKOM AOMKHA UC-
nonb30BaTbCA AOCTYNHAA UHdOPMaLMA AN AaNbHEALLEro NOUCKa NOTEHUMaNbHbLIX YA3BUMOCTEN. OLUEHLLMKY
TaKke HeobxoaMMo 0cob0 pacCcMOTPETb BCIO AOCTYNHYIO MHGpOPMAaUMIO, UMEIOLLYIO OTHOLIEHNE K nAeHTUM-
LMpoBaHHbIM ya3Bumoctsim OO.

Mouck gocrynHon uHdopMaLmMmM HEOBX0AUMO COCPEAOTOUUTL HA TEX UCTOYHUKAX, KOTOPbIE OTHOCATCA K
KOHKpeTHOMY npoaykty UT, npuHaTtomy B kauecrse OO. Npu onpeaenexdun Tpebyemon o6nactu 3Toro nomcka
Heobxoaumo paccmoTpetb cneaytowme daktopbl: Tun OO, ONbIT OUeHLWMKa aAna aaHHoro tuna OO, oxuaa-
€MbIil NOTEHUMan HanageHus u ypoBeHb (CTeNeHb AeTanu3auum) A0CTYNHbIX CBUAETENLCTB NO knaccy ADV
«PaspaboTkay.

Mpouecc naeHTudrkaumm SBngeTCa uTepaymMoHHbiM (MOBTOPAIOWMMCS), T. €. uaeHTudukauma ogHon
NOTEHUManLHON yA3BUMOCTU MOXET MPUBECTU K MAEHTUDUKALUN UHBIX NOTEHUMANBHBLIX HEAO0CTATKOB, KOTO-
pble TpebyloT AanbHENLIEro NCCrnefoBaHus.

OUeHLLMK MPUBOAUT B OTYETE (COOBLLEHMN) MHOPMALMIO O AENCTBUSX, NPEANPUHATLIX UM AN UAEH-
TUdUKaLMUM NOTEHUManNbHbIX YA3BUMOCTEN Ha OCHOBE AOCTYNHOM MHopMaumu. OaHAaKo, OCYLLECTBIISAS MOMCK
YSI3BUMOCTEN HA OCHOBE AOCTYMHOW MHPOPMALIMK, OLIEHLLUK MOXET HE UMETb BO3MOXKHOCTM 0 Hayarna aHa-
n13a U3noXuTb Laru, KOTopble OH NPeANPUMET NPU MAEHTUMUKALMN NOTEHLUMANbHbIX YA3BUMOCTEN, NOCKOMb-
Ky NOoAX0A K aHanu3y MOXeT USMEHATLCS B 3aBUCMMOCTU OT MHAPOPMaLK, BbISBIIEHHOW B NpOLIecce Nomncka.

OUeHLLUMK NPpUBOAUT B OTYETE CBUAETENLCTBA, UCCNEAOBAHHbIE B MPOLECCE MOMCKA MOTEHLUANbHbIX
ysI3BUMOCTEN. BbiGOp CBUAETENLCTB MOXET OCYLLECTBNSATLCA HA OCHOBAHMM UAEHTUMULMPOBAHHBLIX OLIEH-
LLIMKOM MOTEHUMAnNbHbIX HEAOCTATKOB BE€30MaCHOCTM, CBA3AHHBIX C BO3MOXXHOCTBIO MOMNYYEHUS HApyLUMTENem
KOHKPETHbIX CBUAETENLCTB, UMK COrMacHo APYromy 060CHOBaHUIO, NPEANOKEHHOMY OLIEHLLIMKOM.

Oetanusaunsa B coorsercTeum ¢ MICO/M3K TO 20004

OueHLWuK JomkeH uaeHTuduumposaTb noteHuynansHble yassumoctu B OO, KOTOpble Ha ero B3rnag
He Bblnu onpeaeneHsl pa3padorynkom OO, AnA STOr0 OLEHLUUK JOIDKEH NMPOBECTM aHanus uHdopmauum ob
YA3BUMOCTSX, NOSYyYEHHON:

a) u3 6aHka AaHHbIX yrpo3 6e30nacHOCTM UHdopMaumm (6asbl JaHHBIX YI3BUMOCTEN);

6) OT yNnONMHOMOYEHHbIX dheAepanbHbIX OPraHOB UCTIONHUTESLHONW BMacTy;

B) M3 WHbIX UCTOMHMKOB (Hanpumep, CVE, CWE).

OUeHLUMK JOIKEH 3aJ0KYMEHTUPOBATh UAEHTUMUUUPOBAHHBLIE NPKU aHanuse ysa3suMocTu. OnucaHue
MAEHTUPULMPOBAHHDBIX YA3BUMOCTEN PEKOMEHAYETCA BbINOMHATL ¢ yyeTtom FOCT P 56545 u FOCT P 56546.

lae ouenusanuss AVA_VAN.X-5

B cooteetctBumn ¢ FOCT P UICO/M3K 18045

OueHwuk gomkeH npusectn B TOO MAEHTUPULUMPOBaAHHbIE MOTEHUMANbHbIE YA3BMMOCTU, KOTOPbIE
noanexar TECTUPOBaHUIO U NpUMEHNUMBbI K AaHHOMY OO B cpeae ero PyHKLUMOHUPOBAaHUS.

MoxkeT GbITb YCTAHOBINEHO, YTO HE TpelyeTcs JanbHENLIEE paCCMOTPEHUE KOHKPETHOW NOTEHUMaNLHON
YSI3BUMOCTM, €CNU OLIEHLLMK MAEHTUDULMPYET, YTO UCMOMb3YIOLMXCA B cpeae (PYHKLMOHUPOBaHUS Mep 3a-
LWMTbl, OTHOCALUMXCS UNK He oTHocALwmXes K VT, gocTaTouHo Ang npeaoTepaLleHUs BO3SMOXHOCTU MCNOMb30-
BaHWUA MOTEHUMaNbHON yA3BUMOCTU B AAHHOW cpeae oyHKUMOHMpOBaHMA. Hanpumep, orpaHudeHne usu-
yeckoro goctyna k OO U npegocTaBneHne Takoro 40CTYNa TOMbKO YNONHOMOYEHHbIM NOMb30BaTENAM MOXET
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3HAYUTENILHO CHU3UTb BEPOSTHOCTbL UCNONbL30BAHUA NOTEHLUMANbLHOW YSI3BUMOCTHU NSl HECAHKLMOHUPOBAHHO-
ro BMELLATENbLCTBA B Npouecc (yHKUmoHmposaHus OO.

OueHWMK OUKCUpyeT niodble MPUYUHBI UCKIOYEHUA MOTEHLUAnNbHbLIX YSA3BUMOCTEW U3 AanbHeuLe-
ro pacCMOTpEeHUsA, €crnn OH Aenaet 3akrnw4veHue, YTo noTeHuuarnbHasa yda3BMMOCTb HE NMpUMEHUMA B cpeae
yHKUMOHMpOoBaHUA. MHaue oueHLLUMK OUKCUPYET BbIABMEHHYIO NOTEHUUANbHYIO YI3BUMOCTb KakK YA3BUMOCTb,
npeaHasHaYeHHyIo ANs AanbHENRLIEro paccMOTPEHUA.

OueHwumk aormkeH npusectu B TOO nepeveHb NOTEHUManbHbIX YS3BUMOCTEN, NpUMEHMMBbIX K OO B ero
cpeae yHKLMOHUPOBAHUS, KOTOPLIA MOXET UCNOMNb30BaTLCA B KAYECTBE UCXOAHBIX JaHHLIX ANsi NPOBEAEHUS
TECTUPOBAHUSA NPOHUKHOBEHUS.

Jetanusauus B coorBercTteum ¢ UCO/M3K TO 20004

Llenbio ucnonb3oBaHusi 60OMNbLIOIO KONUYECTBA UCTOMHMKOB MH(pOpMaLmmu 00 yA3BUMOCTAX ABNSETCA
9KCnnyaTaums ya3BUMOCTEN, KOTOPbIE MOTYT ObiTb aKTyanbHbLIMW ANS PA3NUYHbIX YCNOBUI hyHKLUMOHUPOBA-
Husi OO. [insi TOro YTo6bl OrPAHUUUTL MHOXECTBO NOTEHUMANbHbIX YSI3BUMOCTEN, UCMOSNb3YEMbIX NPU OLIEHKE
no TpeboBaHnsamM 6e30MacHOCTU UHOPMALMKN, UCXOAHOE MHOXECTBO MOTEHLMANbHO aKTyarnbHbIX y3BUMO-
CTel JOIMKHO ObITb OTCOPTUPOBAHO METOAOM UCKIIOHEHUS YA3BUMOCTEN, KOTOPbIE HE ABNAIOTCA aKTyasbHbl-
MM U3-3a NPUMEHSEMbIX B cpeae yHKUMOHUpoBaHua OO mep 6e30nacHOCTU, NPeAOTBPALLAIOLNX HAanM4ue
NOTEHLManbHLIX YA3BUMOCTEN B JaHHON cpeae (PYHKUMOHUPOBAHUA. OUEHLLUNK AOMKEH 3340KYMEHTMPOBATL
060CHOBaHUE KaXA0r0 UCKITIOYEHNS YA3BUMOCTM.

Mcnonb3ya ykasaHHble BbllLe AeWCTBUA ANSA COPTUPOBKM YASBUMOCTH, YTOYHAIOTCA LWArM OLEHUBaHUA
AVA_VAN.X-3 B yactu paccmotrpeHus yassumocten ansa OO u hopmMupyeTca akTyanbHbii NepevYeHb ysi3Bu-
MOCTEMN.

Jemanu3sauus wazoe AVA_VAN.X-5 — AVA_VAN.X-11 e coomeemcmeuu ¢ F'OCT P 58143—2018.

C yyemom ebinonHeHuss uwia2oe AVA_VAN.X-5 - AVA_VAN.X-11 ebintonHaemcss waa
AVA_VAN.X-12.

Ula2 ouyeHueanus AVA_VAN.X-12

B cootetcTBumM ¢ TOCT P NICO/M3K 18045

OueHwwmk gomkeH npusectn B TOO uHcopmaumio 060 BCeX NPpUrogHeiX AN UCNONb30BaHUS YA3BUMO-
CTAX U OCTaTOYHbIX YA3BUMOCTAX, ACTANU3UPYA ANA KAKAOM:

a) UCTOYHWK YA3SBUMOCTM (Hanmpumep, cTana u3BeCTHa Mnpu BbiNonHeHuw aeincrteun MOCT P
MCO/M3K 18045, nasecrHa oueHLUuMKy, MpouuMTaHa B nybnukaumm);

0) cBAI3aHHbIE C YA3BUMOCTBIO HEBLIMONHEHHbIE DTB;

B) OMNMCaHue ysa3BUMOCTH;

r) NpUrogHa nu yassuMOoCTb AN UCMONb30BaHUA B cpeae (PyHKUMOHMPOBaHUA (T. €. NpUrogHa nu yss-
BMMOCTb A5l UCMONb30BAHUA UMK SIBMIAAETCA OCTAaTOYHON YA3BUMOCTbIO);

A1) KONMMYEeCTBO BPEMEHKW, YPOBEHb KOMMETEHTHOCTW, YpoBeHb 3HaHua OO, HeobXxoauMmbli ypo-
BeHb goctyna k OO, obopyaoBaHue, Tpebyemble ANA UCNOMb30BaHUA UAEHTUDULMPOBAHHLIX YSA3BUMO-
CTel, a Takke COOTBETCTBYIOLUME 3HAYEHUS, MONyYEHHble HA OCHoBe Tabnuy B.2 u B.3 npunoxexns B.4
FOCT P NICO/M3K 18045.

Hetanusaumnga B coorsercreum ¢ NCO/M3K TO 20004

B pononHeHue k uHdopMaLmm, U3NOXEHHOW B noanyHkTax 14.2.2.7.7, 14.2.3.7.7n 14.247.7 TOCT P
NCO/M3K 18045, oueHLmk AormkeH BkNiouuTb B TOO cneayioulyto nogpobHyio nHdopmaumio 060 Bcex npu-
rOAHbIX A UCTIONb30BAHUSA YA3BMMOCTSAX U OCTATOYHbIX YA3BUMOCTAX:

a) COOTBETCTBYIOLUME WAEHTUDUKATOPLI YAIBUMOCTEN (MAEGHTUMUKATOP, HAUMEHOBaHWE, KpaTkoe
onucaHue);

6) maeHTudumkaropsl WAONOHOB arak (MAeHTUUKATOP, HAMMEHOBAHUE), UCTIONb3YEMbIE ANA AOKA3a-
TenbCTBa NOATBEPXKAEHUA YA3BUMOCTH.
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