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1 PASPABOTAH OG6LLECTBOM C OFPaHU4EHHOW OTBETCTBEHHOCTbIO «LleHTp 6e3onacHocTn uHdopma-
yum» (OO0 «LIBWN»)

2 BHECEH TexHu4yeckum komuteToM no ctaHgaptusauum TK 362 «3awmTa uHgopmaummn»

3 YTBEPXXOEH WU BBEJEH B IEICTBUE npukasom deaepanbHOro areHTcTBa No TEXHUHECKOMY pery-
NUPOBaHUIO U MeTponorum ot 24 mas 2018 r. Ne 274-ct

4 Hactosiuint ctanpapt paspabotaH ¢ y4eTOM OCHOBHbIX HOPMAaTUBHBLIX MOMOXEHWUI MEXAyHapoa-
Horo ctaHgapTa ISO/IEC TR 20004:2015 «MudopmaumoHHan TexHonorua. Meroael u cpeacrtea obecne-
YyeHuss GesonacHocTu. fetanusaums aHanu3a ys3BMMOCTEN NPOrpaMMHOrO obecnevyeHus B COOTBETCTBUM
¢ UCO/M3K 15408 nu MCO/M3K 18045» (ISO/IEC TR 20004:2015 «Information technology — Security
techniques — Refining software vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045», NEQ)

5 BBEJIEH BINEPBbIE

lpasurna npumeHeHuUs1 HacCMoAWEea0 cmaHdapma ycmaHoeseHbl 8 cmamee 26 ®edepanbHo20 3aKOHa
om 29 urwoHsa 2015 2. Ne 162-03 «O cmanlapmusauyuu e Poccutickoli ®edepayuu». NHopmayusa 06 us-
MEHEHUSIX K HacmosiuueMy crmand0apmy nybrnukyemcs e exe200HOM (N0 cOCMOAHUI0 Ha 1 sHeaps meKyuiezo
200a) uHgopmayuoHHOM yKkazamene «HayuoHanbHblie cmaHdapmbly, a oguyuanbHbill mekem usMeHeHull
U 1onpaeoKk — 8 eXemMeCcs4HOM UHhOpMaUyUOHHOM yKka3amene «HayuoHanbHblie cmaHdapmbl». B criyvae
nepecmompa (3aMmeHbi) unu OMMeHbI Hacmosweeo cmaHGapma coomeememasytouwiee yeedomneHue 6ydem
onybnuKkosaHo 6 OrualiluemM 6biMyCKe EXEeMEeCAYHO20 UH(OPMaYUOHHO20 ykaszamensa «HauyuoHanbHble
cmaHOapmbi». Coomeememesyrouiasa uHgopmayus, yeeOoMsieHue U meKembl pasMmewaromes makxe 6 UH-
ghopmayuoHHOU cucmeme obuieeo nonp30e8aHusi — Ha oghuyuanbHoM calime ®edeparnbHo20 azeHmemea o
MEXHUYECKOMY pezyiupoeaHuio u Mempornoauu e cemu ViHmepHem (www.gost.ru)
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Hacroawmi ctaHaapT He MOXET ObiTb NOMHOCTBLIO UMW YACTUYHO BOCTMIPOM3BEAEH, TUPAXKUPOBAH U pac-
NPOCTPaHEH B kayecTBe ohuLManbLHOro usaanus 6es paspelweHus degepanbHOro areHTCTBa No TEXHUYECKO-
MY PerynupoBaHuio 1 METPONOrnu
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BBeneHue

Hacrosiumi ctaHaapT BXOAMT B KOMMNIEKC CTaHAAPTOB, YCTAHABNUBAIOLMX AeTanuM3auumio aHanusa yas-
BMMOCTEI NPOrpaMMHOro o6ecneveHuns B 4aCTu MCMONb30BAHWUA AOCTYNHbIX UCTOMHUKOB AN uaeHTUdMKaumum
NOTEHUManbHbIX YA3BUMOCTEN U TECTUPOBAHUSA MPOHUKHOBEHMUS.

Hacroswmi craHaapt coaepxuTt AeTanu3auuio pekoMeHaauun No NAAaHMPOBAHMIO, BbIMONHEHUIO U
COCTABJIEHUIO OTYETHOCTU TECTUPOBaHUA NMPOHMKHOBEHUSI 0ObEKTa OueHKU Ha Gase TpebGoBaHui «AHanu3
yassumocren» u3 NOCT P MICO/M3K 15408 u TOCT P UICO/M3K 18045. Hacrosiumn crangapt coaepxur
PYKOBOACTBO U NPOLEAYpPLl TECTUPOBAHUS NPOHUKHOBEHUS, MO3BONAIOLLME NOMYUYUTH COIMAaCcOBaHHbIE BOCNPO-
M3BOAMMbIE Pe3ynbTaTbl NPU MAEHTUMKALUK, OLIEHKE U ONTMCAHUKN YA3BUMOCTEN.

HacToawuin ctaHpapt pacnpocTpaHAETCA Ha AeATEeNbHOCTb OLEHLMKOB (MCMbiTaTenbHbIX naboparo-
puii), ucnone3yowmx FOCT P NCO/M3K 15408 n TOCT P NICO/M3K 18045, akcneproB opraHoB Mo CEpTU-
dukauun, NPOBEPAIOLLMX BLIMONHEHWE LLIAroB OLIEHUBAHMA, a Taloke 3aaBuTenen Ha ceptudukaumio, paspa-
6GOTYNKOB CPEACTB 3aLUMTbl MHpOPMALMM U NPOrPAMMHOIO obecneveHus u apyrue rpynnbl Nonb3oBaTenen,
y4acTByOLMX B NPOLIECCE OLIEHKW CPeaCTB 3aLumuTbl MHpopMaLMmn u nporpaMmHoro obecneyeHusi no Tpedo-
BaHMsAM 6e30nacHOCTU MHAOPMaLUN.

HacToawmin ctaHgapT MOXET UCMONb30BaTLCS CreyioLmum 06pasom:

- OueHWmMKaMu — npu pa3paboTke TECTOB NPOHUKHOBEHUS (KaK 4aCTb AENCTBUI NO OLeHKe, Tpebyemblx
B cooteeTcTBuUmM ¢ FTOCT P UICO/MOK 15408 u NTOCT P ICO/M3K 18045;

- paspaboTunMkaMum — npu paspaboTke CBOUX TECTOB NPOHUKHOBEHUSA (KaK 4acTb npouecca pa3paboTku
06beKTa OLEHKN);

- 3aABUTENAMM CcepTUdMKALUM — AN MOHUMAHUS TOTO, Kakue AeNCTBMS NO TECTUPOBAHMUIO ByayT Bbl-
MOMHATLCA B XOAE OLEHKU;

- paspabotuukamu npodunen sawmTbl/3agaHui no 6€30nacHOCTU — ANA YETKOro onpeaeneHus NoTeH-
Luuanos HanageHus v wabnoHOB aTak.
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HAUWOHANBbHBLIA CTAHJOAPT POCCMUCKOW SGEJLEPALUUMN

MHpopmMmaLnoHHan TexHonorma
METOAbI N CPEACTBA OBECIMNEYEHUA BE3OMNACHOCTU

JeTanusaums aHanusa ya3sBuMOCTel NporpaMMHOro o6ecnevyeHusi B COOTBETCTBUM
¢ MOCT P UICO/M3K 15408 n TOCT P NICO/M3K 18045

YacTtb 2
TecTupoBaHue NPOHUKHOBEHUA

Information technology. Security techniques. Refining software vulnerability analysis under
GOST R ISO/IEC 15408 and GOST R ISO/IEC 18045. Part 2. Penetration testing

Dara BBegeHusa — 2018—11—01

1 O6bnactb NnpuMeHeHusA

HacTosAwmii ctaHaapT CoaepXUT PyKOBOACTBO MO MNAHMPOBAHMIO, BLINOMHEHUIO U COCTaBIIEHUIO OT-
YETHOCTM TECTUPOBaHUS NMPOHUKHOBEHUSI 06bekTa oLeHkn Ha Base TpebGoBaHuil «AHanNMU3 ysa3BUMOCTEN» U3
MOCT P MCO/M3K 15408 n TOCT P NCO/M3K 18045. B 4aCTHOCTM, AaHHbIN CTaHA4APT YTOUHAET AEeNCTBUA
no TECTUPOBAHUIO MPOHUKHOBEHWSA, NPEAYCMOTPEHHbIE KOMMNOHEHTamMu TpeboBaHuii aoBepus k 6e3onacHo-
ctn u3 cemencrea goeepus AVA_VAN «AHanu3 ya3sumocteny u onucaHHele B FOCT P MCO/MOK 18045, u
obecneuynBaet 6onee NOMHOE PYKOBOACTBO MO MX BbIMOMHEHUIO. HaCTOALWMIA CTaHAAPT BKIKOYAET Npouecc-
OPVEHTUPOBAHHOE PYKOBOACTBO U NpoLieypbl TECTUPOBaHNSA, HEOOX0AMMbIE ANt NONYYEHNUS COMMacoBaHHbIX
BOCMPOW3BOAUMbBIX PE3YNLTaToB NPU MAEHTUMUKALUK, OLEHKE U ONUCAHUN YA3BUMOCTEMN.

2 HopmaTuBHbIe CCbISIKM

B HacTofieM cTaHaapTe UCNOMb30BaHbl HOPMATUBHBIE CCbINIKM Ha crieayowmue cTaHaapThbl:

FOCT P NCO/M3K 15408-3—2013 NHdopmMaLmoHHas TexHonorusa. Metoabl n cpeacrea obecneveHns
6esonacHocTu. Kputepumn oueHkn 6e30nacHOCTU MHAOPMALMOHHbLIX TexHoNormn. Yactoe 3. KOMNOHEHTHI Ao-
Bepus kK 6e3onacHoCTu

FOCT P MICO/M3K 18045—2013 UNHopmaumoHHasn TexHonorusa. MeTtoabl n cpeactea obecneyeHust
6esonacHocTu. Metogonorus oueHku 6e30nacHOCTM MHAOPMALIMOHHBIX TEXHONOTUI

[OCT P 56545—2015 3awuTta nHcopmayun. Ya3smuMoctTn MHPOpMaLnOHHbIX cuctem. Npasuna onuca-
HUS YS3BUMOCTEN

FOCT P 56546—2015 3awumTta nHcopmauun. Ya3ssuMoctn MHPOPMaLNOHHbIX cuctem. Knaccudpukauus
YA3BMMOCTEN UHAOPMALMOHHBIX CUCTEM

FOCT P 58142—2018 NHdhopmaumoHHaga TexHonorua. Metoabl u cpeacrea obecneyveHns 6e30nacHOCTU.
Hetanusaunsa aHannsa ysisBUMOCTEN NPOrpaMmMmHOro obecneyeHusi B coorserctaun ¢ FOCT P MICO/M3K 15408
n NOCT P NCO/M3K 18045. YacTtb 1. Vicnonb3oBaHue AOCTYMHbIX UCTOYHUKOB ANA MAEHTUPMKAUMN NOTEH-
LMarnbHbIX ysI3BUMOCTEN

M3paHue ocpuuymanbHoe
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MpumedaHue —Mpu NoNb30BaHUM HACTOSALMM CTaHAAPTOM LienecoobpasHo NpoBepuTs LeNcTBUE CChINOYHBIX
CTaHgapToB B UH(OPMALMOHHOI cucTeMe oGLLero Nofb3oBaHus — Ha oguLmMansHoM caiite degeparnbHOro areHTcTsa no
TEXHW4ECKOMY PerynupoBaH1io U METPOIOruM B CETU VIHTEPHET UMK Mo eXXerogHoMy MHGOpMaLMOHHOMY yKasaTento «Ha-
LMOHanbHble cTaHaapThl», KOTOpPLIA onyGnukoBaH Mo COCTOSIHUIO Ha 1 AHBaps TeKyLLero roga, 1 no BeinyckaM exeMecsy-
HOTO MHXPOPMALIMOHHOTO YKasaTensi «HalumoHanbHble CTaHgapThl» 3a TeKyLWii roa. Ecnu samMeHeH cChiNMOYHEIA cTaHgapT,
Ha KOTOpbIA AaHa HefaTUpoBaHHas CChiNKa, TO PEKOMEHLYETCA UCMONb3oBaTh LEeNCTBYIOLLYIO BEPCUID 3TOMO AOKYMeHTa
C Y4€TOM BCEX BHECEHHbIX B [JaHHYH BepCuio UsMeHeHUn. ECni 3saMeHeH CCbINoYHbI CTaHAapT, Ha KoTopeIi AaHa gaTu-
poBaHHas Ccblflka, TO PEKOMEHAYETCA MCMONb30BaTL BEPCUIO 3TOMO CTaHAapTa C yKasaHHbIM BhiLe FofoM YTBEpKAEeHUSs!
(NpuHATWS). Ecnu nocne yTBePXAEHNA HacTOSLLEro CTaHhapTa B CChINOYHLIA CTaHAapT, Ha KOTOpbLIl AaHa AaTupoBaHHas
CCbINKa, BHECEHO M3MEHeHWe, 3aTparuBaroLLee NonoXeHNe, Ha KOTOPOe AaHa CChISlka, TO 3TO NOMOXeHWe PeKoMEHAYEeTCn
NPUMeHsTL 6e3 y4eTa JaHHOro M3MeHeHUs. ECrn CChINOYHBIN CTaHgapT OTMeHeH 6e3 3aMeHbl, TO MOMOXEeHUe, B KOTOPOM
[aHa ccblfika Ha Hero, pekoMeHLYeTCA NMPUMEHSATE B YacTy, He 3aTparnBatoLeit STy CChImKy.

3 TepMmuHbI 1 onpeaeneHusi

B HacTosiLeM craHgapTte npumeHeHbl TepmuHbl no NTOCT P 58142, a Takke cneayowmini TEpMUH C CO-
OTBETCTBYIOLLMM OMNpeaeneHnemM:;

3.1 dha33uHr: TecTupoBaHue, UCMOMb3YIOLLEE KaK KOPPEKTHbIE, TAK U CNy4YalHble (BKNIOYAA HEKOPPEKT-
Hble) BXOAHbIe AaHHbIe A1 NPOBEPKMW, yCTaHaBnuBatowen, o6pabarbiBaloTca NM AOMKHBIM 00pa3oM UHTEp-
elricom crny4ariHble BXOAHbIE AaHHbIE UMW BO3HWKAET owwmbovHasa cutyauus (owmbo4yHoe ycrnoswue), yka-
3blBaOLWan (ykasbiBaloLLEE) Ha HanMuMe HeaoCTaTKoB Npu pa3paboTtke (OWwMOKU UCXOAHOrO KOAAa) UNK Npu
akcnnyaTauuu.

4 O603Ha4YeHNsA U COKpalLeHUs

B HacTosiLLEeM cTaHaapTe NpUMEHEeHbl cneaytowme 0603HavYeHus:
NPBO — untepderic PBO;

OO — 06bEKT OLEHKM;

TOB — TpeboBaHne goBepua kK BE30MNacHOCTH;

TOO — TexXHUYECKUIA OTHET NO OLIEHKE;

$®BO — dyHKUMOHaNbHbIE BO3MOXHOCTU Be3onacHocTu OO;
®TB — dyHKUMOHanNLHOe TpeboBaHue 6e30NacHOCTM.

5 Oowume NonoxeHus

Mogpasaen 15.1 TOCT P MICO/M3K 15408-3 onpeaenseT «ysi3BUMOCTU, BO3HUKAIOLLME npu pa3pabor-
Ke», KaK ya3BMMOCTH, BHECEHHbIE B X0A€e npouecca paspaborkm OO, cBA3aHHbIE C BO3MOXHOCTLIO NPeoso-
NEeHUA HeKOTOPbIX ero ceoncTB. B Tom e nogpasgene FOCT P UCO/M3K 15408-3 onpeaensaeTca, UTo OLEH-
Ka ysa3BUMOCTEN, BO3HMKAIOLIMX Npu pa3paboTke, oxBayeHa CEMENCTBOM A0BepuUs «AHaNU3 ys3BMMOCTEN»
(AVA_VAN). B cootBetctBumn ¢ NOCT P UICO/M3K 15408-3 oxxmgaerca, Yto faHHbI aHanu3 onpeaenur, Mo-
ryT N1 MAeHTUPUUMPOBaHHbIE NOTEHUMAaNbHbIE YA3BUMOCTU HAPYLUUTL BbiNONHeHue ®TH; npu aHanuse yuu-
TbiBAETCA Yrpo3a TOro, YTO HAPYLUMTEMb MOXET BbIMOSIHATL NOUCK HEAOCTATKOB [kak nAEHTUDULMPOBAHHBIX
noteHumanbHbix yassumocten] (FTOCT P UCO/M3IK 15408-3, nyHkT 15.2.1).

KomnoHeHTbl cemelictBa gosepua AVA_VAN paHXupoBaHbi CriegyiowpmmM obpasom:

- AVA_VAN.1 «O630p yassumoctei» (FTOCT P NCO/M3K 15408-3, nyHkT 15.2.3);

- AVA_VAN.2 «AHanus yassumocTteliy (TOCT P NCO/M3K 15408-3, nyHkT 15.2.4);

- AVA_VAN.3 «®dokycupoBaHHbIii aHanus yassumocteny (TOCT P MCO/M3K 15408-3, nyHkT 15.2.5);

- AVA_VAN.4 «Metoguyeckuii aHanus yassumoctei» (FTOCT P MICO/M3K 15408-3, nyHkT 15.2.6);

- AVA_VAN.5 «YcuneHHoblt Mmetoguyeckuii aHanus» (FTOCT P UCO/M3K 15408-3, nyHkT 15.2.7).

KomnoHeHT AVA_VAN.1 — Mnaawmi no nepapxmm KOMNoHeHT B cemeincTtee aosepua AVA_VAN, kom-
noHeHT AVA_VAN.5 — ctapwmit.

Hetanusauns gencTsumi, NPEAyCMOTPEHHbIX KoMnoHeHTamu TOB cemencrea AVA_VAN, cBsi3aHHbIX C
naeHTMdukaLmein noteHynanbHbix yassumocTei, npuseaeHa B FOCT P 58142,

B HacTosilem cTaHdapTe NpuMBOAMTCA AeTanusauusa AeWCTBUiA oueHwmka B cooteercteun ¢ FOCT P
MNCO/M3K 15408 n TOCT P UCO/M3K 18045 npu TecTUpoBaHUM NPOHUKHOBEHUS.

2
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OUEHLMK AOMKEH NPOBECTU TECTUPOBAHUE NPOHUKHOBEHUA, OCHOBAHHOE HA MAEHTU(PULIMPOBAHHbLIX
ySI3BUMOCTAX, 4TOObI caenarb 3aknodeHne, 4to OO ABNAETCA CTOMKUM K HanageHUAM, BbIMONHAEMbIM Ha-
pywmTtenem, obnagaoLmm:

- 6a3oBbiM noteHuuanoMm Hanagenusa B AVA_VAN.1.3.E (TOCT P UCO/M3K 15408-3, nognyHkT
15.2.3.4.3);

- 6a3oBbiM noteHuuanoMm Hanagenus B AVA_VAN.24.E (TOCT P UCO/M3K 15408-3, nognyHkT
15.2.4.4.4);

- ycuneHHbiM 6a30BbIM NoTeHuunanom HanageHnsa B AVA_VAN.3.4.E (FOCT P MICO/M3K 15408-3, noa-
nyHKT 15.2.5.4.4);

- yMepeHHbIM noTeHunanom HanageHus B AVA_VAN.4.4.E (TOCT P UCO/M3K 15408-3, noanyHKT
15.2.6.4.4);

- BbICOKMM noTteHuuanoMm HanageHus B AVA_VAN.5.4.E (TOCT P UCO/M3K 15408-3, nognyHKT
15.2.7.4.4).

FOCT P MCO/M3K 18045 ycraHaBnuBaEeT KOHKPETHbIE LUAar OLUEeHUBAHUSA, CBA3AHHbIE C AENCTBUEM
«TecTupoBaHue NPOHUKHOBEHUA» (B noanyHkTax 14.2.1.6, 14.2.2.7, 14.2.3.7, 14.2.4.7) cneaytomm o6pasom.

AVA_VAN.1-5, AVA_VAN.2-6, AVA_VAN.3-6, AVA_VAN.4-6

OUueHLMK fomKeH paspaboTaTb TECTbl NPOHMKHOBEHUS, OCHOBLIBASAICL HA NPOBEAEHHOM HE3aBUCUMOM
NOUCKe NOTEHUMATNBHBIX YA3BUMOCTEN.

TecTbl NPOHMKHOBEHUA NPeAHa3HaYeHbl AN TOro, YToObl OLUEHLUMK MOr caenaThb 3akiiovyeHne O BOC-
npunmynsoctn OO, HaAxXoAAWErocs B CBOEN cpefe (PyHKUMOHUPOBAHUA, K NOTEHUUASNbHLIM YA3BUMOCTAM,
UAEHTUDPULMPOBaHHBEIM B MPOLIECCE NOUCKA MO UCTOMHMKAM AOCTYNHOW uHcpopmaumn. MNpu aTtom Tekyas
UHbopMauusa 06 M3BECTHbIX NOTEHUMANBbHBIX YA3BUMOCTAX, MPEAOCTABNEHHASA OLEHLLUKY TpeTbel CTOPOHOW
(Hanpumep, opraHoM No cepTudukaLmm), pacCMaTpPUBAETCA OLIEHLLMKOM HApAAY C OGHAPY>KEHHbIMU B Pe3yrib-
TaTe BbINOMHEHUS APYIUX 4eiCTBUIA NO OLEHKE MNOTEHUMUANbHLIMU YA3BUMOCTAMM.

He npepgnonaraerca TECTUPOBAHWE OLEHLLMKOM Ha NPEAMET Hanu4us NOTEHUWArbHbIX YS3BUMOCTEN
MOMUMO TeX, ANs UCMONb30BaHUA KOTOPbIX TPEOyeTCs:

- 6as3oBblit NOTeHUMan HanageHus (B cnyyae AVA_VAN.1-5);

- 6as3oBblit NOTeHUMan HanageHus (B cnyyae AVA_VAN.2-6);

- YCUIEHHbIN 6a30BbIi noTeHuuan HanageHus (B cnydae AVA_VAN.3-6); unu

- YMepeHHbIn noteHuman HanageHus (B criydae AVA_VAN.4-6).

AVA_VAN.1-6, AVA_VAN.2-7, AVA_VAN.3-7, AVA_VAN.4-7

OUEHLUMK fomkeH pa3paboTaTb TECTOBYIO AOKYMEHTALMIO ANsi TECTOB NMPOHUKHOBEHUSl, OCHOBAHHBIX
Ha nepeyvHe NoTeHunanbHbIX yFI3BI/IMOCTeI71; aetanusauus aTON AOKYyMEeHTaLuu A0mKHa ObITb AocTaToyHa ana
obecneyeHuss BOCMPOM3BOAUMOCTH TECTOB.

Ansa Kaxxgon noTeHUManbHO ya3BUMOCTU OLEHLUMK AOMKEH onpeaenuTs Haubonee noaxoasLwmi cno-
co6 TectupoBaHus OO. Mpu 3TOM JOIKHbI BbITb PACCMOTPEHbI:

a) NBO unu apyroii uHtepderic OO, KOTOPbI GyAET MCMONb30BaH AN UHULMMPOBAHUA BbINONIHEHUS
$BO 1 HabnioaeHus 3a pesynsraTomMm;

6) HayanbHble yCnoBus, kKOTopble OyayT He0BXoAUMbI ANsi BLINOMHEHUS TECTUPOBaAHUSA (T. €. Kakue-nubo
KOHKpPETHble HeobXoANMble 0BbEKTBI UM CYOBEKTHI U UX aTpubyThl 6e3onacHocTH);

B) cneuumanbHoe obopyaoBaHue Ans TeCTUPOBaHUsi, koTopoe noTpebyercsa nMbo AN UHUUMMPOBAHUA
NOBO, nubo ana HabnogeHus 3a APBO;

r) BO3MOXHOCTb MCMONb30BAHUSA MPU aHANU3e ysa3BUMOCTM PE3YNLTATOB PaHEE BbINOSIHEHHbIX TECTOB
(6e3 nx NOBTOPHOrO NPOBEAEHUS), KOTAa PesynbTaThl HaNaAeHUs ABNAIOTCA OYEBUAHBIMU.

AVA_VAN.1-7, AVA_VAN.2-8, AVA_VAN.3-8, AVA_VAN.4-8

OUEHLUMK AOMKEH NPOBECTU TECTUPOBAHUE NPOHUKHOBEHUS.

OUEHLUMK MCMoNb3yeT AOKYMEHTaLUMI0 AN TECTOB NPOHUKHOBEHUSA, NOATOTOBIIEHHYIO HA LLare OUeHu-
BaHUA:

- AVA_VAN.1-5 (B cny4yae AVA_VAN.1-7);

- AVA_VAN.2-6 (B cny4yae AVA_VAN.2-8);

- AVA_VAN.3-6 (B cnyyae AVA_VAN.3-8); unu

- AVA_VAN.4-6 (B cny4ae AVA_VAN.4-8)

KaK OCHOBY AfSA BbINOSIHEHWA TECTOB NPOHUKHOBEHUS MO OTHOWEHUIO K OO, HO 3TO He NPEensaTCTBYET
OLIEHLLMKY BbINONHUTL AOMNONHUTENLHBIE CNeunanbHbie TECTb NPOHUKHOBEHUS.

AVA_VAN.1-8, AVA_VAN.2-9, AVA_VAN.3-9, AVA_VAN .4-9

OueHLUMK AOMmKeH 3admkcMpoBaTb hakTM4eckue pesynbraTbl BbINOSHEHUS TECTOB NPOHUKHOBEHUS.
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AVA_VAN.1-9, AVA_VAN.2-10, AVA_VAN.3-10, AVA_VAN.4-10

OueHumk gormkeH npusectu B TOO nHdopmaumio 0 pesynsrarax 4eAaTenbHOCTU N0 TECTUPOBAHUIO NPO-
HUKHOBEHMSA, KPaTKO U3NOXMB NOAXO/ K TECTUPOBAHUIO, TECTUPYEMYIO KOHDUIypauuio, rmy6GuHY U pesynbTaThbl
TeCTUPOBaHUSI.

AVA_VAN.1-10 n AVA_VAN.2-11

OUEHLLMK JOIMKEH UCCNEeA0BaTh Pe3ynbTarbl BCEr0 TECTUPOBAHUSI MPOHMKHOBEHUSA U BbIBOAbI N0 BCEMY
aHanuay ya3BuMOCTEN, UTOObI cAenarb 3aknioueHune, apnsercs nu OO, HaxoAsALMIACSA B cBOeN cpeae pyHKLU-
OHMPOBAaHWSA, CTOMKUM K ISNCTBUAM HapyLuuTens, obnagaiollero 6a3oBbiM NOTEHLMANOM HanaaeHus.

Ecnu pesynesrathbl nokasbisator, 4to OO, HaxoaAAWMIACS B CBOEN cpeae (PYHKLMOHUPOBAHUS, UMEET ys3-
BMMOCTH, NPUrOAHBIE AN UCNONB30BaHUA HapyLUMTENeM, 06rnagaioLMm MEeHbLLMM, YEM YCUNEHHbIN 6a30BbIiA,
NOTEHLManom HanageHus, To No aTomy Aencreuto (@ umeHHo, AVA_VAN.1.3E unu AVA_VAN.2.4E) oueHLu-
KOM Aienaercs oTpuuarenbHOe 3aKmioyeHue.

PykoBoacTBo, npeacraeneHHoe B npunoxenuun B.4 NOCT P MCO/M3K 18045, Heob6xoanMMO UCNOSb30-
BaTb ANs ONpeAerneHns noTeHumana Hanagexus, Tpebyemoro Ans Ucnornb30BaHUs KOHKPETHON YS3BUMOCTH,
M YCTAHOBMNEHUS BO3MOKHOCTU UCMONb30BaHUA YA3BUMOCTU B Npeanonaraemon cpege hyHKLUUMOHUPOBaHUS.

AVA_VAN.3-11

OUEHLUMK JOIDKEH UCCNE0BaTh pesynsTaThl BCEro TECTUPOBAHUSI NPOHMKHOBEHUS U BbIBOALI N0 BCEMY
aHanu3y yassumocTen, 4Tobbl caenartb 3aknoveHue, ssnsetca nu OO, HaxoasLwmiics B CBoel cpeae yHk-
LIMOHUPOBAHUSA, CTOMKUM K JEeACTBMAM HapyLwmTens, obnagaioLero ycuneHHoiM 6a30BbIM NOTEHUMANOM Ha-
nageHus.

Ecnu pesynsrartsl nokasbisator, yto OO, HaxoAALWMIACA B CBOEN cpeae (hyHKLMOHMPOBAHUA, UMEET yA3-
BMMOCTU, MPUTOAHBIE AN UCNONBb30BaHWA HapyLwmMTenem, 06naaalowmm MeHbLLMM, YEM YMEPEHHbIN, NOTEH-
Luuanom HanaZeHus, To No 3ToMy AeUCTBuMIO (a uMeHHo, AVA_VAN.3.4E) nenaercs otpulatenbHoe 3akniode-
Hue.

PykoeoacTso, npeacraBneHHoe B npunoxenun B.4 FOCT P NICO/M3K 18045, Heob6x0anMO UCnonb3o-
BaTb ANA ONpeAeneHns noTeHumana HanaaeHus, Tpebyemoro ans Ucnonb30BaHUs KOHKPETHO YA3BUMOCTH,
W YyCTaHOBMNEHUSA BO3MOXHOCTW MCMOMb30BaHWUA YA3BUMOCTU B Npeanonaraemoi cpeae OyHKLUUMOHUPOBaAHUSA.

AVA_VAN .4-11

OueHLLUMK AOMKEH UCCneaoBaTh pe3ynbrarthl BCEro TECTUPOBAHUA NPOHUKHOBEHUS U BbIBOALI MO BCEMY
aHanuay yasBuMOCTEN, YTOObI caenaTh 3akniodeHue, saenserca nu OO, Haxoasawminca B cBoel cpeae yHk-
LMOHMPOBAHUSA, CTOMKUM K AENCTBUSAIM HapyLuuTens, 06naaaioLero ymepeHHbiM NOTEHUManomM HanageHust.

Ecnu pesynsraTtbl nokaseieatot, 4to OO, HaxoAsLMIACS B CBOEN cpeae hyHKLUMOHUPOBAHUA, UMEET ys3-
BUMOCTU, MPUrOAHbIE ANA UCMONb30BAHMA HapyLUMTenem, o6naaatowmm MeHbLUMM, YeM BbICOKMIA NOTEeHLUa-
NI0M HanageHus, To No aTomy Aencrento oueHwmka (AVA_VAN.4 4E) nenaetca otpuyarensHoe 3aknioueHue.

PykoBoacTso, npeacraeneHHoe B npunoxenun B.4 FOCT P NICO/M3K 18045, Heo6x0aumo Ucnorne3o-
BaTb ANA ONpedeneHns noTeHumana HanageHusi, Tpebyemoro Ansa UCnonb30BaHMS KOHKPETHON YS3BUMOCTH,
1 yCTaHOBMNEHUSA BO3MOXHOCTW MCMONb30BaHWUA YS3BMMOCTU B Npeanonaraemon cpeae OyHKUMOHUPOBAHUS.

AVA_VAN.1-11, AVA_VAN.2-12, AVA_VAN.3-12, AVA_VAN .4-12

OueHLuk gomkeH npusectu B TOO mHopmaumio 060 BCEX NPUTOAHLIX ANS UCNOMb30BAHUA YA3BUMO-
CTAX U OCTATOYHbIX YSI3BUMOCTAX, AETANU3UPYS AN KKAOM:

a) ee UCTOYHUK (Hanpumep, crana u3BecTHa npu BoinonHeHuu gencreuin FTOCT P MICO/M3K 18045; us-
BECTHa OLEHLLMKY; NpoYnTaHa B nybnukauumm);

0) cBsi3aHHbIE C Hel HEBLINONMHEHHbIE PTB;

B) onucaHue;

r) NpurogHa nu oHa AN NCNONb30BaHUs B cpefie (PYHKLMOHUPOBAHUS UMM HET (T. €., MpUrogaHa nu ans
MCNOSb30BaHUA UMK ABASIETCA OCTATOYHOMN YA3BUMOCTbIO);

A1) KONUYECTBO BPEMEHU, YPOBEHb KOMIMETEHTHOCTU, YPOBEHb 3HaHui OO, ypoBEeHb BO3MOXHOCTU A0-
cTyna, obopyaosaHue, TpebyemMble AN UCMONb30BAHUS MAEHTUULIMPOBAHHLIX YS3BUMOCTEN, a TaKkke Co-
OTBETCTBYIOLLME 3HAYEHUA, NONYYEHHbIE HA OCHOBe Tabnuy B.2 n B.3 B npunoxexnun B.4 UCO/M3K 18045.

Mpumevyanune — Kak ykasaHo B nognyHkre 14.2.5 TOCT P UICO/M3K 18045, TOCT P MICO/M3K 18045 He
onpefenseT wWwarn oueHnBaHnA ansa komrnoHeHTa AVA_VAN.S.

KpaTtkoe usnoxeHune cogepxaHus AeiCTBus OLEHLLMKA « TeCTUPOBAHUE NPOHUKHOBEHUS NPUBEAEHO HA
pucyHke 1.
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AVA_VAN.1.2E/2.2E/3.2E/4.2E: BbINONHUTL TECTUPOBAHUE NPOHUKHOBEHUS, YTOOLI caenaTb
3akniodeHne o Tom, 4to OO sBNAETCA CTOMKUM K HANAAEHUIO, BLINOMHAEMBIM HapyLLUTENEM,
obnagaLmmM COOTBETCTBYIOLMM MOTEHLMANOM HanageHus

r

AVA_VAN.1-5/2-6/3-6/4-6: paspaboTtaTtb TeCTbl NS NPOBEPKU HANUUNA
noTeHyuanbHbIX y‘ilsBMMOCTeﬁ C y4eTOM COOTBETCTBYIOLLIero noTeHunana HanageHusa

AVA_VAN.1-6/2-7/3-7/4-7: paspaboTaTb TECTOBYIO AOKYMEHTALMIO ANl TECTOB
NPOHUKHOBEHUS ANs o6ecneyeHns BOCNPOM3BOAUMOCTH

\ 4

AVA_VAN.1-7/2-8/3-8/4-8: ucnonb3oBatb warun oueHmBaiua AVA_VAN.1-5n
AVA_VAN.1-6 B kayecTBe OCHOBbI 41151 BLINOMHEHNUSA TECTOB

v

—

v

AVA_VAN.1-8/2-9/3-9/4-9: 3achmukcupoBaTh pesynbTaTbl TECTUPOBAHWS

. J

ﬁ R
AVA_VAN.1-9/2-10/3-10/4-10: npuectn B TOO uHcbopmaumio o6 ycunusax
oueHLLMKa No TECTUPOBAHUIO MPOHUKHOBEHUSA

AVA_VAN.1-10/2-11/3-11/4-11: nccnepoBatb pe3ynbTatbl TECTUPOBAHWUA U cAenaTb
oTpuuatenbHoe 3aknioyeHure no Aencrauio oueHwmka AVA_VAN.1.3.E, ecnu
pesynbTathbl nokasanm, 4to OO He siBNsieTCA CTOMKUM K HapyLIUTenio,
obnapatoliemy 6a30BbIM NOTEHUMANOM HanaaeHus

AVA_VAN.1-11/2-12/3-12/4-12: npusectu 8 TOO uHcopmaumio 060 Bcex NpUrogHbIX
Ans NCnonb30BaHNA yA3BUMOCTAX U OCTATOYHbIX YA3BUMOCTAX

\ 4

PucyHok 1 — Onucanune genctensa oueHwuka « TectuposaHme nNpoHUKHOBEHUA»

6 Ctagun TecTupoBaHuUsi MPOHUKHOBEHUSA

Bolgensiotcsa cneayowme cTaaum NpoBeaeHUst TECTUPOBAHNUS NPOHUKHOBEHUS:
- NnaHupoBaHue TeCTUPOBAHUS MPOHUKHOBEHUS;

- paspaboTka TeCTOB NPOHUKHOBEHUS;

- NpoBeaeHue TeCTMPOBAHUSA NPOHUKHOBEHMUS;

- paspaboTka OTYETHOCTU NO pe3ynbTatam TeCTUPOBAHWUSA NPOHUKHOBEHUS.

6.1 MnaHupoBaHue TeCTUPOBAHUA NPOHUKHOBEHUA

MnaHMpoBaHWe TECTUPOBAHUSA MPOHUKHOBEHMUSA BKIHOYAET:

- onpeaeneHune npoduns HanageHus;

- MAEHTUMKALMIO NOTEHUMANbHbIX YSI3BUMOCTEN;

- OMUcaHWe BO3MOXHOCTEN U MOTUBALIMM HAPYLLUUTENS;

- uaeHTudukaumio WwabnoHoB aTak.

6.1.1 OnpenenexHve npodunAa HanageHUsa

OnpeaeneHune npoduns HanageHus ABNAETCA NeEPBbIM 3TanOM NPU TECTUPOBAHMM NPOHUKHOBEHUSA. Ha
3TOM 9Tane Heob6xoanmo:
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- OMpeaenuTb UCCReayemyro apxXuTekTypy;

- OnpeaenuTb apxuTekTypy 6e3onacHOCTM (COCTaB U CTPYKTYPY CPeACTB 3awuTbl UHhopMaLmu), BKIO-
yasi 4OBEpPEHHble 0bnacTy;

- MAeHTUUUUPOBaTb NPeaHA3HAYEHHbIE ANSA TECTUPOBAHUS UHCPOPMALIMOHHBIE PECYPCHI (aKTUBbI, SIB-
naLwmecs Lenbto ataku) ¢ 060CHOBaHUEM BKIIOYEHUS UM UCKITIOMEHUS UX U3 06nacTn NnpoBeaeHust TeCTu-
pOBaHUS;

- naeHTuuruymposatb nHTepdenc P60, AOCTYNHBLI NOTEHLMANbLHOMY HapyLLUTENIO;

- knaccuduumpoBaTb MHTepdERchl, CNocoObl X UCNONB30BAHUA U CTENEHb AOCTYNHOCTW NOTEHUManb-
HOMY HapyLUUTENIO;

- MAEHTUMUUUPOBATb NAapaMETPbl, KOTOPbIE HapyLUMTENb MOXET OnpeaenuTb C UCNOMNb30BAHUEM WH-
Tepdenca.

Ha panHom aTane obecneunsaercs coop mHopmaLum ana onpeaeneHnsa npoduna ataku.

6.1.2 UpeHTMDMKALMA NOTEHUNANIbHbIX YA3BUMOCTEMN:

- U3y4YeHue AOCTYNHbIX UCTOYHUKOB AN MAESHTUMUKALMM NOTEHUMANbHbIX YA3BUMOCTEN U NOUCK YA3-
BUMOCTEN, XapakTepHbix ana OO;

- hassunHr;

- AOKYMEHTUpPOBaHWE NOTEHLUUANbHbIX YSI3BUMOCTEN.

MpumevyaHue — MNpeanonaraerca ucnorb3oBaHue (paspaboTka U NoaAepXKaHNe) HALUMOHANBHOrO NCTOMHUKA
VHpOpMaLMKM O HanpaBreHusx (BekTopax) atak. [Npu 3Tom 3apyGexxHble MCTOMHUKU UHGbOPMAaLMU MOTYT UCMOSMb30BaTHLCS,
Kak BCrIOMOraTefbHble.

B cooteetcTBUM ¢ FTOCT P UCO/M3K 18045 onpeaensioTcs nuua, OTBETCTBEHHbIE 3a peanu3auuio aen-
cTBuA «MaeHTndukaums noTeHUMansHOW yS3BUMOCTUY .

®a33nHr a¢pheKkTUBHO MCNONL3YETCA AN HAXOXKAEHUS OLLMOOK NPOrPamMMHON peanusauuu, a Takke ana
naeHTuukauMmn NoTeHUManbHbIX yA3sBMMOCTEN NpPOrpamMmMHOro obecneyeHus. HecMotps Ha To, 4TO hasauHr
HEenocpeaCTBEHHO HE ABNAETCA NPOBEPKOW TECTUPOBAHUSA NPOHUKHOBEHUS, €r0 Pe3ynbTaThl NPeaHa3HaYEeHbI
Ana onpegeneHna noTeHuuanbHbIX yF|3BVIMOCTel7I.

da33uHr HanpaeneH Ha BbisiBNEHME OWMOOK B MpOorpaMMHOM obecneyeHnn nocpeacTBOM BBOAA CIy-
YaliHbIX (B TOM YMCINE U HEKOPPEKTHbIX) AAHHbIX M OOHAPYXXEHUS BO3MOXHbBIX OTKA30B. Pa33nHr ABNAETCA, Kak
npaBusio, aBTOMaTU3UPOBAHHBLIM WUITN NMOMYaBTOMATUYECKUM NPOLIECCOM, KOTOPLIN BKIMIOYAET HEOAHOKPATHOE
cdhopMmupoBaHue u Beoa AaHHbix B OO aAna nocneayiowen o6patoTku. OueHWmMK AoMmMKeH onpeaenuTb, Ae-
CTBUTENbHO N ha33MHT BbI3bIBAET 0TKA3 NporpaMMHoro otecnevenus. MpeumyllecTeo ha3smHra ¢ TOUKMU
3peHuss 6e30MacHOCTU COCTOUT B BO3MOXHOCTU OBHApPY>KeHUSI paHee HEeU3BECTHbIX YA3BMMOCTEN, KOTOpble
CMOXHO UMK HEBO3MOXXHO OOHAPYXUTb MPU NPOYUX YCIOBUAX.

BapuaHTbl TECTUPOBaHKUSA, OCHOBAHHbLIE HA HENPABUILHOM YMBILLSIEHHOM UAWU HEYMBILUNEHHOM UCNOSb-
30BaHUN BHELUHMX OOBLEKTOB MNU 3aBUCUMbIX OT OO KOMMOHEHTOB, AOSMKHLI MOAENMPOBaTbL CO0U NpOrpamm-
Horo obecneyeHuns Ansi BbisiBNeHUsi oLuMBok 6e30NacHOCTU U NOTEHUMANbHbLIX YA3BUMOCTEN. OUEHLLMK Aorn-
JKEH Taloke MOAENMPOBaTb HETUMUYHbIE AEACTBUA, KOTOPLIE HAMPABMEHbl HA paspyLueHWe NPeanoNoKEeHNN,
C03AaHHbIX Npu paspaboTke NPOrpamMmmHOr0 06ecne4eHnst OTHOCUTENBHO COBCTBEHHOTO COCTOSHUSI U COCTO-
SIHWA cpeabl PYHKUMOHUPOBAHUS.

MpuMevyaHue — Pesynsrar oWUGKU MOXKET ObiTb HEOHEBUAHLIM, NOCNEACTBUS OLWNWGKN MOXET BbiTb CHOXHO
o6HapyxuTb BHe OO. PesynkraT MoXeT ObiTb NpeacTaBneH B Buae coobuyeHns o6 ownbke unu NONHOrO HapyLleHus
pyHKUMOoHUpoBaHua OO.

MpuMmevyaHne — [nNs BOCNPOU3BEAEHUSI Pe3YNLTaTOB TECTUPOBaHUS HEOGXOANMO 3aperncTpupoBarh ycrno-
BWUS TECTUPOBAHMS, MPK KOTOPLIX MPOUCXOAUT cBOit UnW Jpyroe HETUNWYHOE MOBeAeHWe, a Takke HeoGXOAUMO 3aperu-
CcTpupoBaThb cocTosiHue OO Bo BpeMsi c6Ost UNu APYroro pesyrnsTUPYIOLLEro AeiCTBUA B XOAe TECTUPOBaHHUS.

MoTeHuManbHble yA3BUMOCTM, MAEHTUMULIMPOBAHHbIE NOCPEACTBOM (ha33nHra, MOryT UCMONb30BaThCA
B Ka4eCTBe LeNneil ataku ¢ UCMonb30BaHWEM METOAA TECTUPOBAHUS NPOHUKHOBEHUSA. Pesynbtathl tha3suHra
J0MkHbI ObITb KNaccuuLMPOBaHbI M PaHXUPOBAaHbI C LIEMNLIO YNOPSAL0MMBaAHNUA AanbHeRLLIero nopsaka TecTu-
pOBaHuS.

[aHHbI NYHKT ONUCLIBAET NPoLieaypy NPoBeaeHNs (ha3snHra, OpUEHTUPOBAHHOTO Ha MPOHUKHOBEHKE, U
npoueasypy UCMONb30BaHWA PE3YNLTaToB AN WASHTUKUKALMM NOTEHUMAarbHbIX YA3BUMOCTeIi. Takke onuchl-
BAETCA NpoLeaypa MCrornb30BaHus pe3ynstaTos as33nuHra Ans yTOMHEHUs WabroHOoB aTak.

MoTeHUManbHble YA3BUMOCTU (HEJ0CTaTKu) AOMKHbI ObITh 3a40KYMEHTUPOBAHLI. JJOKYMEeHTauus JOmxK-
Ha BKJIIOMaTb XapaKkTepUCTUKY CIeayoLUUX SNTEMEHTOB:

6
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uccneayemas cucrema(bl) Unu KOMnoHeHT(bl) OO;
ysi3BuMbIN uHTepdenc $bO B paMkax oueHeHHON koH(purypauuu OO;
TUMbI YA3BMMOCTEI (HEQOCTaTKOB);

- onucaHue ysa3BuMMOCTEeN (HeAOoCTaTKOB);

- NOTEeHLManLHoe BO3leNCTBUE IKCIIyaTauuu yasBuMoCTeN (HEAOCTaTKOB).

6.1.3 OnucaHne BO3MOXHOCTEN U MOTUBALMKN HapywuTena

Mpu onucaHum pakTuyeckmx (Tpedyembix) 3HaHWUI HAPYLUMTENA NPEANONAaraeTcsl, YTo OLEHLLMK AOMDKEH
onpeaenuTb, kKakor 00bem MHopMaLKn AOHKEH UMETL COOTBETCTBYIOLLIMI MOTEHLMANbHBIA HapyLuMTenbL 00
OO0, ero B3auMoaencCTBUM C BHELLUHUMU OOBbEKTaMu U cnocobax B3zaumoaencTeust kKomnoHeHtos OO apyr ¢
apyrom. O6bem 3HaHWMI, KOTOPbIN HapywumTenb umeetr 06 OO, MOXET U3MEHATLCA OT HAYanbHOr0 YpOBHA
0CBEOMIIEHHOCTM A0 MONHOro, BKIO4as BrnageHue uidhopmauumen o6 ncxoaHoM Koae, Unu HEKOTOpbIN Npo-
MEXYTOYHbIV YPOBEHb OCBEJOMITEHHOCTU.

Hanpumep, ana OO, saBnsowerocs cCoObCTBeHHON pa3paboTKon, MeHee BEPOATHO 3HAHUE HapyLLUTENEM
€ro UCXOAHOTO koAa. TeM He MeHee, B cry4ae C AOCTYNHbIM NPOrpaMMHbIM o6ecnevyeHnem HapyLmTenb Mo-
et obnagarb NonHbIM 06beMOM UHdOpMaLmMm 06 UCXOAHOM KOAE, HO He 06A3aTenbHO 3HaHWEM O cpefae ero
PYHKLIMOHMPOBAHUSA.

[nsa onucaHus Tpebyemoro ypoBHS AOCTYNA HAaPYLUMTENS OLEHLUMK AOMKEH ONpeaenuTb, Kakas Moaenb
pocryna k OO u ero cpefe (hyHKLUMOHUPOBAHUA ABNAETCA TUMMYHOW ANS NErMTUMHBIX NOfb3oBaTenen u Bo3-
MOXXHa AnA UCnonb30BaHUA HApPyLUUTENEM.

Mpu onucanum hakTUYECKONn MOTUBALIMM HAPYLLMTENS OLIEHLLMK IOMKEH ONPeAEenuTb, HAMEPEH N Ha-
pyLUMTENb HApYLUMTL CBOIMCTBA KOH(DUAEHLMANBHOCTH, YTODObLI MOCTABUTbL NOA YIrPo3y LENOCTHOCTL W/UnK 3a-
TPOHYTb AOCTYMHOCTL LIENEBOr0 NPOrpaMMHOro o6ecneyeHus npu OLEHKe.

PackpbITe 4eCTBUIN HApYLUMTENS BO3MOXHO MyTeM MOAENUPOBAHUA AENCTBUI HAPYLUMTENA 1 onpeae-
neHusi cnoco6oB peanu3auum WabnoHOB aTak.

6.1.4 peHTUduUKauusa wabnoHOB aTak

MpeHtudukaums wabnoHoB atak OCHOBaHAa Ha HAOMIOAEHMUSIX 3a YCNELUHbIMU peanu3auusaMu atak Ha
pa3nuyHble aBTOMAaTU3NPOBAHHBLIE CUCTEMBI.

OLEHLUMK JOIMKEH PACCMOTPETh MHGOPMALMIO OTHOCUTENBHO NPU3HAKOB COOTBETCTBRYIOLLIETO BUAA aTa-
KW, NOEHTUDULUMPOBAHHBIX MOTEHUMANbHBLIX YA3BUMOCTEN (HEQOCTaTKOB), BO3MOXHOCTEW HAPYLLUMTENS U ero
MOTUBALUMW, COOTBETCTBYIOLLETO YPOBHS 0CTYNA HAPYLLUMTENSA U €70 HAMEPEHUI C Lenbio uaeHTuuLMpoBaTb
akTyanbHble LWabnoHbl atak AN KOHKPETHOro TecTa NPOHUKHOBEHUA.

NCO/M3K TO 20004 onpeaensieT MexaHu3m naeHtTudukaumm npumeHumMbix WwabnoHoB artak.

6.2 Pa3paboTka TeCTOB NPOHUKHOBEHUA

Pa3paboTka TECTOB NPOHUKHOBEHMS BKIIOYAET:

- pa3paboTKy TEeCTOB NPOHMKHOBEHWS, UCMOSNb3YA MAEHTUDULUPOBAHHBIE LWAONOHDLI aTak;

- pa3paboTKy TECTOB MPOHMKHOBEHUSI C UCMONb30BAHMEM METOAAa runotes (NPeanonoKeHuin) o Heao-
cTaTkax;

- OOKYMEHTUPOBaHWE TECTOB MPOHUKHOBEHUA.

Mcnonb3ys pesynsratbl onpefeneHus WabnoHoB atak U uaeHTuduKauum COoTBETCTBYIOLMX YA3BUMO-
CTEN M HegoCTaTKOB, OUEHLUMK pa3pabaTtbiBaeT nnaH TeCTUPOBaHWA NPOHMKHOBEHUS, Onpeaenss COOTBET-
CTBYIOLLMI LWABNOH ataku No OTHOLLEHUIO K BUAY aTaku, NOPAAOK BbINONHEHUA aTtaku, onpeaeneHne yCcrnoBui
NPOBEAEHUA aTtaku, NOPSAOK TECTUPOBAHUA U ONPEAENEHUE OXUAAEMbIX PE3YNLTATOB, KOTOPLIE NO3BONAIOT
OLEHLLMKY peLINTb, BbINO N NPOHUKHOBEHME YCMELUHbIM, HE YCNeLUHbIM unu TpedyeT aanbHenLwero ncene-
[I0BaHMA.

Pa3paboTka TeCTOB MPOHUKHOBEHUS C UCNOSIb30BAHMEM MAEHTUDULMPOBAHHBIX LWIAGNOHOB aTak 3aknio-
YaeTcsa B ONMUCAHWK Nopsiaka nonyvyeHus cneunduyHbIX NPUMEpPoB peanu3auum atak u3 WabnoHos aTak.

PaspaboTtka TeCTOB NPOHMKHOBEHMUS C UCNOMb30BaHMEM METOAA rMNoTE3 (NPeanoNoXKeHU) 0 HegocTaTt-
Kax 3akniovaeTcs B MOAENMPOBaHWM AeiCTBUI HapyLUMTENs 1 onpeaeneHus cnocobos peanusaunu um uc-
nosib30BaHMsA LWabnoHOB aTak.

[lOKyMEeHTMpOBaHME TECTOB NMPOHMKHOBEHUA 3aKMOYAETCA B PErMCTPaLIMK JAHHBLIX O TECTE NPOHUKHOBE-
HUSA, NOPSAKE TECTUPOBAHNS U OXUAAEMbIX pe3yribTaTax TECTUPOBAHUA.

JOKyMEHTMpPOBaHME MOXET BbIMONHATLCSA KaK ANsi OTAENBHOIO TECTUPOBAHUA KOMMOHEeHTa OO, Tak u
Ans KOMMNeKcHoro TectuposaHua OO B LenoMm.
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6.3 NpoBeaeHne TeCTUPOBAHUA NPOHUKHOBEHUA

I'Ipoaep,eHme TECTNPOBAHUA NPOHUKHOBEHUA BKIIOYaET:

- BbINOJIHEHUE TECTOB NPOHUKHOBEHUSA,

- aHanus pesynsTaTtoB TECTOB;

- YTOYHEeHne TeCTOB C y4E€TOM NOJTy4YEHHbIX PEe3ynbTaToB;

- AOKYMEHTUpPOBaHWE pe3yneratoB TECTUPOBAHNA NPOHUKHOBEHUA.

Mpu BbINOMHEHUW TECTOB NMPOHUKHOBEHMS OLIEHLLMK AOMMKEH OCYLLECTBNATL UX B TECTOBOW cpeae, CooT-
BETCTBYIOLLEN ycrnoBusim akcnnyatayum OO (MogenvpoBaHHas, BUPTyanbHasi, 9KCnnyaTauuoHHas);

I-lpVI BbINOJIHEHMU TECTOB NMPOHMKHOBEHUA OLUEHLUMK AOIKEH UCNONb30BaTb UHCTPYMEHTaNbHbIE Cpea-
cTBa.

TectoBasi nocneaoBaTenbHOCTb AeVICTBVIVI, BbINONMHAEMbIX MPU TECTUPOBAHUU NPOHUKHOBEHUA, A0IMKHA
o6ecneynBaTb BO3MOXHOCTb MOBTOPHOMO BOCMPOU3BEAEHMSA TECTA U NONYYEHUA pe3ynerarta, KOTopbii Obin
nony4yeH OLEHLLIUKOM.

AHanu3 pesynsratoB TECTOB 3aKMKOYAETCA B CPABHEHMMN NONYYEHHBIX PE3YNLTAaTOB C OXKUAAEMbIMU pe-
3ynsTatamu, a TaKkke B NpoBEpPKax:

- ObIN10 NI NPOHMKHOBEHME YCMELLUHBIM, HE YCMELLHbIM UM HEBLINOMHUMBIM;

- UMEETCA N Hanu4ne Apyrux HenpeackasyemblxX pe3ynbratos.

Pesynbrartbl AOMKHbI ObITb 3240KYMEHTUPOBAHbLI U AOMMKHLI OTpPaXKaTtb COOTBETCTBME chneumdukauun
00.

Mpu He06GXOAMMOCTH, MCNONb3YA PE3yNbTaTbl TECTUPOBAHUS, TECT MPOHUKHOBEHUA MOXET ObiTb YTOYHEH
1 BOCMPOU3BEOEH. YTOYHEHME MOXKET BKIMIOHYATH:

- TECTMPOBaHWE OAHOrO U TOrO XXe UHTepdenca ¢ pasnMYHbLIMKU NapameTpamu Ana NONyYeHUa AocTyna
k OO BbIGpaHHbLIM NpU TECTUPOBAHMKU CNOCOOOM;

- TECTUpOBaHWE APYruX Unu AONOMHUTENBbHLIX UHTEPMENCOB ANA nonyveHusa aoctyna k OO BbiGpaH-
HbIM NPU TECTUPOBAHUU CNOCOGOM;

- TECTMPOBaHUE OAHUX U TexX Xe UHTepdhenCcoB ANA NPOBEpPKM C UCMONb3OBAHMEM MeETOoAAa runotes
(NpeanonoXxeHun) o HegocTarkax.

Bce pesynbrathl TECTUPOBaHUSA, a TaKKe AENCTBUA OLEHLLMKA A0MKHbI ObiTh 3a10KYMEHTUPOBAHbI.

6.4 Pa3paGoTKa OTYETHOCTU NO pe3ysibrataM TECTUPOBAHUS NPOHNKHOBEHUS

OT4YETHOCTb NO pe3ynbratam TeCTUPOBAHUS NMPOHUKHOBEHUS [ODKHA COAEepPXaTh:

- YCrOBUSI NPOBEAEHUA TECTUPOBAHUSI NPOHUKHOBEHMUS;

- 0006LEHHbIE pe3ynbTaThl TECTUPOBAHUSI MPOHUKHOBEHUS;

- AeTanu3auuio pesynbTatoB TECTUPOBAHUS MPOHUKHOBEHUS MO OTHOLLIEHUIO K K&XXA0W NOTEHLUManLHON
YSA3BUMOCTU.

O0606LUeHHble pe3ynbraTbl TECTUPOBAHUS NPOHMKHOBEHUS AODKHbI COAEPKATb:

- onucaHue moaenu npoduns HanageHus;

- nokpbiTue OO TecTtamn NPOHUKHOBEHMUS,

- M3noxeHue uaeHTUPULMPOBAHHbLIX YSI3BUMOCTEN C YKa3aHMEM UX OMACHOCTMU.

MNokpbiTne OO TecTamu NPOHUKHOBEHUSA BKIIOYAET ONUCAHME:

- COMOCTAaBMNEHUs runotes (NpeanonoXXeHui) 0 HEAOCTATKAX U BbINOMHEHHLIX LWAGNOHOB arak;

- COMOCTAaBMNEeHUs runoTtes (NPeAnonoXeHWi) 0 HeaoCcTarkax U LWabnoHOB atak, KOTOPbIE MOATBEPXKAAIOT
MAEHTU(PUUUPOBAHHBLIE HEAOCTATKMK;

- conocrasneHus runotes (NPeanornoXeHui) 0 HegocTaTkax U WabnoHOB arak, KOTopble Obinu NpusHa-
Hbl HEpeanu3yeMbiMM1 MO OTHOLUEHUIO K paccMmatpusaemomy OO;

- CONOCTaBMneHusl rMnoTe3 (NpeanonoXeHui) 0 HeAOCTaTKax U WAabNoHOB arak, N0 KOTOPbIM HE nony-
YMNOCh BLIHECTU PELLEHUE MO pPe3ynbTataM BbiNONMHEHHOTO TECTUPOBAHUA NPOHUKHOBEHUS.

JeTtanusauusa pesynsratoB MO OTHOLLEHUIO K KaXA0W NOTEHUMANbHON YA3BMMOCTH BKIIOYAET:

- M3NoXeHue pe3ynbTaToB TeCTUPOBaHUS;

- onucaHue NOATBEPXKAEHHbIX YA3BUMOCTEMN;

MpuMeyaHue —OnucaHne NoaTBEPXAEHHLIX YA3BUMOCTEH peKOMEHAYETCA BbIMONHATL ¢ y4eToM [OCT P 56545
u FOCT P 56546.

- OMUCAHWE UCMONb30BaHUSA LIAONOHOB aTak, BKMOYas anropuTm BbINONMHEHUA WwabnoHa (M UCNonb30-
BaHHble Bapuayun);
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- OLEHKY OnacHOCTMN ysI3BUMOCTH;

- pekoMeHaauuu Ana Kaxaoro Hegocratka (ya3BUMOCTM).

PekoMeHgauumn ana kaxaoro Hegocrartka (yA3BUMOCTU) MOTYT BKIOYaTh:

- OnucaHne HegoCTaTkoB (YSI3BMMOCTEN) U HA3HAYEHHOTO BPEMEHU UX YCTPAHEHUS, NPeLIeCTBYIOLLEro
ceprucpukauyum OO;

- OMnuUcaHue HegoCTaTkoB (YI3BMMOCTEN), KOTOpPble He0BXxoauMO 06CyaNTL ¢ pa3paboTUNKOM 1 OpraHoOM
no ceptudmkaluu;

- OMUCaHWEe HefoCTaTKOB (YS3BMMOCTEN), KOTOPbIE HE MOTYT GbITb MCMONBL30BAaHbLI B NpeanonaraeMoii
cpeae akcnnyartauun OO.

7 OencTBUA NO TECTUPOBAHUIO MPOHUKHOBEHUA

FOCT P UICO/M3K 18045 onpegenser warn oLueHMBaHUA Npu TECTUPOBAHUMN NPOHUKHOBEHUSA:

7.1 Noaeup peatenbHocTU no oueHke (AVA_VAN.1)

OeiictBue AVA_VAN.1.3E

OUEHLUMK JOMKEH NPOBECTU TECTUPOBaAHWE NPOHUKHOBEHWUS, OCHOBAHHOE HA MAEHTU(PULIMPOBAHHBLIX
YA3BUMOCTAX, YTOOLI caenatb 3aknodeHune, 4to OO ABNSAETCA CTONKUM K HAanageHUAM, BbINOMHAEMbIM Ha-
pyLUMTENEM.

a2 ouenusaHuss AVA_VAN.1-5

B cooteetctBumn ¢ FOCT P UICO/M3K 18045

OueHLMK formkeH paspaboTarb TeCTbl MPOHUKHOBEHUS, OCHOBbLIBAACH HA NPOBEAEHHOM HE3aBUCMMOM
MOUCKE NOTEHLMATbHbIX YA3BUMOCTEN.

HasHayeHuem TeCTUPOBaHWA MPOHUKHOBEHUA SABNAETCA NPEAOCTaBMNEHME OLEHLUMKY BO3MOXHOCTM
caenatb 3aknoveHue o socnpunumunsoct OO, HaXoAALEroca B CBoeN cpeae MYHKUMOHUMPOBAHUSA, K NOTEH-
LuaneHbIM YA3BUMOCTAM, WASHTUMULMPOBAHHBIM B NPOLIECCE NOUCKA YA3BUMOCTEW Ha OCHOBE AOCTYMHOW
uHdopmauuu. Mpu 3TOM Tekywas MHpopmMaumsa 00 U3BECTHLIX NOTEHUMAanNbHbLIX YA3BUMOCTAX, NPEAoCTaB-
NeHHasn OLUEHLLUUKY TPETbEN CTOPOHOW (Hampumep, OpraHoM No ceprudukaLmm), paccMaTpPUBAETCA OLIEHLLM-
KOM Hapaay ¢ 0OHapy>XeHHbIMU B pesynbrare BbINOMHEHUs APYruxX AeNCTBUMIA MO OLIEHKE NOTEHUUanbHbIMU
YA3BUMOCTSIMU.

B psge cnyvae uenecootpasHbiM IBNSAETCS BbINOMHEHNE TECTUPOBAHUS KXKA0W KOHKPETHOM NOTEHUU-
anbHoOW yA3BMMOCTU OTAENbHLIM HABOPOM TECTOB.

He npeanonaraeTcsi TECTUPOBAHME OLIEHLLIMKOM NMOTEHLMATIBHBIX YA3BUMOCTEN (B TOM YMCNE U3BECTHBLIX
U3 JOCTYMHbIX UCTOYHMKOB), NS UCMONb30BaHUSA KOTOPLIX TPeByeTcA NoTeHuuan HanaaeHus OTNNYHbIN oT Ba-
30B0ro. OfHaKO B HEKOTOPLIX CyYasx HEOBX0AMMO BhIMOSHUTL TECTUPOBAHUE BO3MOXHOCTU UCMONb30BaHUSA
YA3BUMOCTM Npexae, YeM MOXKET ObITk onpeaeneHa npurogHocts OO k ucnonb3oBaHuio. Ecnu B pesynsrare
nuccnegoBaHuii OLEHLUMK OOHApPYXXMBAET HEKOTOPYIO NOTEHLMANbHYIO YSI3BUMOCTb, ANs1 UCNOMNb30BaHUS KOTO-
pon TpebyeTcs noTeHuman HanageHus Bbile BasoBoro, Takas ysisaBumocTb npuBoautca B TOO kak octaTou-
Has yA3BUMOCTb.

Oetranusauus B coorsercTBumn ¢ UICO/M3K TO 20004

TecTbl NPOHUKHOBEHUSI pa3pabaTbIBAIOTCA € YYETOM UAEHTU(ULMPOBAHHBIX YA3BUMOCTEMN.

TecTbl NPOHUKHOBEHMA pa3pabaTbiBaOTCS HA OCHOBE LWIABNOHOB aTak. B kayecTBe nepeyHs wabnoHos
arak MOryT UCMOMNb30BaTLCH AOCTYMHbIE HALMOHANMbBHbIE UCTOYHUKK UK, KaK BCMOMOraTernbHbIe, 3apybesxHble
NCTOYHUKKN (Hanpumep, CAPEC).

MpumedaHne — OOWMIA nepeyeHb WabnoHoB artak W ux knaccudukaumsa (Common Attack Pattern
Enumeration and Classification, CAPEC) ABnsieTcs JOCTYNHBIM UCTOMHWUKOM U NpeAHasHaqeH Ana 6onee 06bLEeKTMBHOMO
OMUcaHUs NoTeHLMana atakum B OTHOLLUEHMW aKTyarbHbIX NoTeHUManbHbIX YA3BUMOCTEN U ONUCaHUS aKTyanbHbIX TECTOB
NMPOHUKHOBEHMS.

O6wwwmii nepeyeHb LWABNOHOB aTak U ux knaccudukauus pazpabaTbiBaeTCA MeXayHapoaHbIM coobLue-
CTBOM U COAEPXMT NepeyeHb LabnoHoB atak Ha nporpamMmmHoe obecneyenune. LLlabnoHbl atak sBnaoTcsa onu-
caHueMm o6Lmx cnocoboB AKCMyaTaumMu NporpaMmmMHOro obecneyeHus, KOTOpoe OTpaXkaeT AENCTBUE C TOUKU
3peHus HapywwuTens. LabnoHbl atak paspaboTaHbl Ha OCHOBE AETarlbHOrO aHanusa peanbHbIX NPUMEpPOB
3KCnnyaTaummn yasBuMOCTeN NporpaMMHOro obecnevyeHus.
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CogepxaHue LWAbnoHOB aTtak nononHseTcs AnA popMUpoBaHUs CTAHAAPTU3UMPOBAHHOIO MEXaHU3Ma
naeHTudukaummn, céopa, COBEPLUEHCTBOBAHUA U PACNPOCTPaHEHUS NepeYHs WabnoHOB aTak Ha NporpaMm-
Hoe obecneveHune cpeamn coobecTsa pa3paboTunKoB.

OueHLLMK J0rmKeH pa3paboTate COGCTBEHHbIE aTaku (pa3paboTaHHbie He no wabnoHam artak), KoTopble
MOTYT YYUTbIBaTb YCIIOBUS NPUMEHEHUA U cpeldy DyHKUMOoHupoBaHust OO.

Wae ouenueanuss AVA_VAN.1-6

B cootBetcTBumn ¢ TOCT P UICO/M3K 18045

OueHLmK formkeH paspaboTaTe TECTOBYIO OKYMEHTALMIO ANA TECTOB NPOHUKHOBEHUS!, OCHOBAHHbBIX Ha
nepevHe noTeHumarnbHbIX YA3sBMMOCTEN, C AeTanu3aumnen, AOCTaToMHOM AnsA obecneveHusi BOCNPOU3BOAUMO-
CTu TecToB. TecToBas JOKYMEHTaUMA AOMKHA BKIOYaTh:

a) naeHTuukaumio TecTupyemon notTeHumanbHon yassumoctu OO;

6) MHCTPYKUMM NO MOAKSIOYEHNIO U HACTPONKe BCero Tpebyemoro TecroBoro 060pyqoBaHUsA B COOTBET-
CTBUM C TPeOOBaHMAMM K NPOBEAEHUIO KOHKPETHOTO TECTA NPOHUKHOBEHUS;

B) MHCTPYKLMK MO YCTAaHOBKE BCEX NpeABapuTenbHbiX (HaYanbHbIX) YCNOBUM BLINOMHEHUS] TECTA MPO-
HUKHOBEHUSI;

r) MHCTPYKLMKM MO MHULUUPOBAHUIO TeCcTupyembix ®BO;

Z) UHCTPYKUUM No HabniogeHunio pexxuma BbinonHeHus $bO;

€) onncaHue BCEX OXnAaeMmbIxX pesynsTaTtoB U COAEPXKAHUA aHanu3a, KOTopbii HEOOXOAMMO BbLINOMHUTL
B OTHOLLUEHWUK HabnoaaeMoro pexuma soinonHeHna ®BO anA cpaBHEHUA C OXXMAAEMbIMU pe3ynbTaTtamu;

) UHCTPYKLUM MO 3aBEPLUEHMNIO TECTA M YCTaHOBKe TpeByeMoro nocnerecroBoro cocrosiius OO0,

OUeHLUMK OCYLLIECTBAAET NOArOTOBKY K TECTUPOBAHMIO MPOHUKHOBEHWUS1, PYKOBOACTBYSICb MEPEevHEM No-
TEeHUUanbHbIX YSI3BUMOCTEN, MAEHTUMULUUPOBAHHBLIX MPU NOUCKE YA3BUMOCTEN HA OCHOBE JOCTYNHON UHAOP-
Mauum.

He npeanonaraercs, 4To OUEHLMK CAenaeT 3aknioveHne 0 BO3MOXHOCTU UCMOSIb30BaHUA NOTEHLUMANb-
HbIX YI3BUMOCTEN ANA peanu3auun atak, MCnonb3oBaHUe KOTOPbIX TpebyeT Hanuuue noteHumana Hanage-
HWA, oTnuyHoro ot Basosoro noteHuwana HanaaeHus. OAHAKO B XOAE€ UCCNEAOBAHUSA OLIEHLLMKOM MOXET
6bITb 0BHapy#eHa NnoTeHuuanbHas ya3BuMOCTb, UCNOSIb30BaHWE KOTOPON BO3MOXHO TOJSIbKO HapyLUMTENeM C
NoTEeHUManom HanageHus, npessiwanwmm basosbit noTeHyuan HanageHus. Takue ysi3BUMOCTU NPUBOASATCA
B TOO Kak ocTaTo4Hble ysI3BUMOCTU.

[na ka>xgon NoTeHUManbHOW ySI3BUMOCTU OLIEHLLMK JOFDKEH onpeaenuTb Haubonee noaxoasLumin cno-
co6 TectupoaHua OO. Npu 3TOM A0IMKHbI ObITb PACCMOTPEHbI:

a) NSBO unu apyroii uutepdenc OO, KOTOPbIN ByAET UCMONb30BaH AN UHULIMMPOBAHUA BbINOMTHEHMUS
B0 1 HabnoaeHUs 3a pe3ynsTaToM BbIMOMHEHUS;

0) HauyanbHbIE YCNOBUSA, HEOOXOAUMbIE AN BLINONMHEHUS TECTUPOBaHUSA (T. €. Kakue-nmbo KOHKPETHbIE
Heobxoanmble 06BbEKTbI UNK CyOBEKTBI U UX aTPUBYTLI 6E30MaCHOCTH);

B) cneuuanbHoe o0opyaoBaHWe AnA TECTUPOBAHUSA, KOTOpoe noTpedyerca nubo Ang MHULMWPOBAHUS
N®BO, nubo ana HabnogeHus 3a UPBO (npu He0BX04MMOCTHK);

r) BO3MOXHOCTb UCMOMb30BaHUA MPU aHanu3e yA3BMMOCTU PE3ynbTaTtoB paHee BbINOMHEHHbIX TECTOB
(6e3 nx NOBTOPHOTO NPOBEAEHUS), €CNU PE3yNnbTaThl HANAAEHUA ABNATCA O4EBUAHBIMMU.

OLEHLUMKOM Npu HeOBX0AUMOCTN MOXET ObITb BLIMOMHEHO TECTUPOBAHUE NMPOHUKHOBEHUS C UCMONb30-
BaHWeM psifa HabopoB TECTOB (TECTOBbLIX CUTYaLIMI), Fae Kaablii Habop TecToB ByAeT UCMONb30BaTLCA ANS
TECTUPOBAHNSA KOHKPETHOW NOTEHLUMATBHOW YA3BUMOCTHU.

Lienbto onpeaeneHunst yCTaHOBNEHHOTO YPOBHSA AeTanu3auumn NoTeHUManbHbIX yAa3BUMOCTEN B TECTOBOW
JOKyMeHTauuu SBnseTca npeaocTaBneHme BO3MOXHOCTU APYroMy OLEHLLUMKY BOCMNPOU3BECTU TECTbI U NOSY-
YUTb SKBUBANEHTHbIN Pe3ynbTarT.

Oetanusauus B coorsercTeun ¢ UCO/M3K TO 20004

OueHwmky Heobxoanmo pas3paboTarb, YTOMHWUTL M 3a40KyMEHTUPOBATL HABOp TECTOBLIX Cry4Yaes Ans
OCYLLECTBNEHNUS B MONIHOM 0ObemMe aHanu3a ysa3BUMOCTEN AN aKTyamnbHbIX HEAOCTATKOB U TECTOB MPOHMK-
HoBeHuss OO Ha OCHOBE BbIMOINHEHUS aKTyanbHbIX LLABNOHOB aTak, HanpaBneHHbIX Ha JKCMnyaTauu CooT-
BETCTBYIOLLMX aKTyanbHbIX HEAOCTaTKOB. Kaxablii TECTOBbIN criyyaii Byaer ucnonb3oBaTbCs ANsi NPOBEPKN
KOHKPETHOTO BapuaHTa, COCTOSILLIETO U3 KOHKPETHOTO LWabnoHa ataku, HanpaBfEHHOro Ha AKCMyaTaLmio KOH-
KPETHOro NoTeHUManbHOro Hegocrarka.

B pononHeHue k uHdopmauuu, onpeaenenHon B nognyHkre 14.2.1.6.2 FOCT P UICO/M3K 18045, Te-
CTOBasA AOKYMEHTALMA AOSMKHA BKINIOYATh CreayoLyo nHdopMaumio AN KaXaoro TeCTOBOro crnyyas:

a) naeHTudukauunio Hegocrartka, Hanu4dme Kotoporo Tectupyetca B OO;

0) naeHTMduMKaumio WabnoHa ataku, KoTopas 6yaeT BbINONHATLCA BO BPEMA UCMbITAHUNA,

10



FOCT P 58143—2018

B) NoApo6HOE OnucaHue BLINOSIHEHMS aTaku B JaHHOM TECTOBOM CIlyyae.

MepeyeHb hakToOpOB, onpeaeneHHbix B nognyHkte 14.2.1.6.2 FTOCT P UCO/M3K 18045, koTopblit uc-
Nonb3yeTcA OLEHLUMKOM Npu onpeaeneHuu Hauwbonee noaxogswiero cnocoba tectuposanuna OO, OomkeH
NPUMEHSITLCHA B KOHTEKCTE MHOXECTBA aKTyarnbHbIX LLIAabNoHOB arak.

Lae oueHueaHuss AVA_VAN.1-7

B cooteetctBumn ¢ FOCT P UICO/M3K 18045

OLEHLUMK AOMKEH NPOBECTU TECTUPOBAHUE MPOHUKHOBEHUA.

OUEHLLUMK UCMOomb3yeT AOKYMEHTaUuU TECTOB NPOHUKHOBEHWS, MOATOTOBIIEHHYIO HA Luare oLeHUBaHus
AVA_VAN.1-5, KaKk OCHOBY A5 BbINOMIHEHUS TECTOB NPOHUKHOBEHWUA N0 OTHOLEHUIO K OO, Npu 3TOM OLIEHLUMK
MOXET BbIMOMHUTb U AOMOMHUTENbHbIE CNeLMarnbHble TECTbl MPOHMKHOBEHUSA. Mpu HEOBXOAUMOCTM OLEHLLUK
MOXET OCYLLEeCTBUTb AONONMHUTENbHbLIE CnelnanbHble TECTbI, OCHOBLIBAACH HA TEKYLLUUX pe3ynbraTtax NnpoBo-
AUMOro UM TECTUPOBAHUSA MPOHUMKHOBEHUSA, MHAOPMALMA O KOTOPbIX AOMKHA ObiTb BHECEHA OUEHLIMKOM B
JOKYMEHTaLMIO TECTOB NMPOHUKHOBEHUA MO (PaKTy UX BbINOMHEHUSA. YKasaHHbIE€ TECTbI MOTYT UCNONb30BaTLCA
C Lenbi UCCNEeaoBaHUa HenpeaBUAEHHbIX PE3ynbTaToB, a Takke NOTEHUMAanbHbIX YA3BUMOCTENW, Npeanono-
JKEHUSI O KOTOPbLIX CAENaHbl NPU NIAHMPOBAHUKU TECTUPOBAHUSA MPOHUKHOBEHUA U CYLWIECTBOBAHUE KOTOPbIX
OLIEHLLUK JOMMKEH NOATBEPAUTL UMK ONPOBEPTHYTD.

He npeanonaraercsi TeCTUpOBaHWe OLIEHLLMKOM NOTEHUMATBbHBLIX YA3BUMOCTEN (B TOM YMCIE N3BECTHLIX
U3 JOCTYMHbLIX UCTOYHMKOB), ANS UCNONb30BaHNUSA KOTOPbIX TPEOYETCA NoTeHUuan HanageHus OTNNYHbIN oT Ba-
30B0ro. OHaKO B HEKOTOPbIX CNy4asix HE0OX0AMMO BbIMOMHUTL TECTUPOBAHUE BO3MOKHOCTU UCMONb30BaHUsA
YSI3BUMOCTHM Npexae, Yem MOXeT ObITk onpegeneHa npurogHoctb OO k ucnonb3oBaHuio. Ecnu B pesynerare
UCCnefoBaHUl OLEHLLUMK OOHAPYXXMBAET HEKOTOPYIO NOTEHLMATBHYIO YSI3BUMOCTb, ANSi UCNONb30BaHUA KOTO-
pon TpebyeTca noTeHuMan HanageHus Boile Ba3oBoro, Takas ya3BumocTb npusoautca B TOO kak octaToy-
HasA yA3BUMOCTb.

Oetanusaums B coorsercteum ¢ MICO/MIK TO 20004

OLEHLLMK JOIMKEH UCMONbL30BaTh aBTOMATM3NPOBAHHbIE CPEACTBA, NO3BONAIOWME MOAENMPOBATbL aTakKu
C Y4ETOM UAEHTUMULUPOBAHHbIX YA3BUMOCTEN, HA OCHOBE BbIOPaHHBIX LWAGNOHOB aTak, a TaKke UCNOoNb3ys
coBCTBEHHbIE TECTHI HA NPOHUKHOBEHUA.

Mpu TectuposaHun NPoHUKHOBEHMA OO AOMKEH HAXOAMTLCA B TOW cpeAe PYHKLMOHUPOBAHMA, AN
KOTOPOIi OH paspabaTbiBancs u3Ha4vanbHO.

Llae oueHueaHuss AVA_VAN.1-8

B cooteetctBumn ¢ FOCT P UICO/M3K 18045

OLEHLUMK AOmKeH 3aduKkeupoBaTh PakTU4eCKkne pesynbTaThl BbINONHEHNS TECTOB NPOHMKHOBEHUS. He-
KOTOpble 0COBEHHOCTM (HaKTUYECKUX PE3YNbTATOB BbIMOSTHEHUS TECTOB MOTYT OTNNYATLCS OT OXKMAAEMBIX (Ha-
npumMep, NONs BPEMEHMW U 4aTbl B 3aNUCK ayauTa), 04HAKO 06LWmii pe3ynbTaT TECTUPOBaHUS MPOHUKHOBEHUS
[I0IKEH COOTBETCTBOBATL OXKMAaeMoMy pesynbrarty. Heobxogmmo nccnegosatb nobble HenpeaBuAEHHbIE pe-
3ynbTaThbl BbIMOHEHWUA TECTOB. BNusiHWEe nony4YeHHbIX Pe3ynbTaToB Ha OLEHKY MPOBEAEHHOM0 TECTUPOBaHUA
NPOHUKHOBEHWSA HEOBX0ANMO YCTAHOBUTL U NTOTMYECKn 06OCHOBATD.

Oeranusauus B coorsercrteumn ¢ UCO/MIK TO 20004

LLlar He geTanusnpyeTcs.

Lla2 oueHusaHuss AVA_VAN.1-9

B cooteetcTBUM ¢ TOCT P UCO/MOIK 18045

OueHLUMK gomkeH npusect B TOO MHGOpMaLuio 0 AeACTBUAX MO TECTUPOBAHUIO MPOHUKHOBEHUS, Kpa-
TKO M3MOXMWB NOAX0A K TECTUPOBAHUIO, TECTUPYEMYIO KOHAMTypauuio, rnybuHy u pesynsrartbl TECTUPOBAHUA.

MHdopMauus o TecTUpoBaHUWU NMPOHUKHOBEHUSA, npueoaumas B TOO, N03BONAET OLEHLUUKY U3MOXUTD
o0LMI NOAX04 K TECTUPOBAHUIO NMPOHMKHOBEHWUA M YCUMUS, 3aTPAYEHHbIE HA 3TOT MOABUA LEATENbHOCTY.
Llenbio npenocTaBneHus ykasaHHOW MHGOpMauuu AenseTcs hopmupoBaHue KparTkoro obsopa AEMCTBUM
OLIEHLLIMKA MO TECTUPOBAHUIO MPOHUKHOBEHUA. MHbopmaums, npusoaumas oueHwmkom B TOO OTHOCUTENBHO
BbINOSIHEHHOTO TECTUPOBAHUS NPOHUKHOBEHMUSA, HE JOMKHA ObiTb TOYHLIM BOCMPOU3BEAEHUEM KOHKPETHbIX
LIAroB TECTUPOBAHWUA UMK PE3ynbLTaTOB OTAENbHbLIX TECTOB MPOHUKHOBEHWS, HO JOIKHA obecnevmBaTtb A0-
CTaTOMHOCTb AaHHbIX, HEOBXOAUMBIX APYTMM OLEHLUMKAM W COTPYAHMKAM OpraHoB Mo cepTudmkauuu ans
NMOHUMAaHUSI BLIOPAHHOTO NoAxoAa K TECTUPOBAHUIO NPOHUKHOBEHUSA, 0OBLEMA BbINOMHEHHOMO TECTUPOBAHUSA
MPOHUKHOBEHUSI, TECTUPYEMbIX KOHUrypaumii OO u obLmx pesynbTaToB AEeNCTBUIA MO TECTUPOBAHUIO Npo-
HWKHOBEHMUS.

MHdpopmaumsa 0 AENCTBUAX OLEHLLMKA MO TECTUPOBAHWIO MPOHUKHOBEHUS, NPEACTABNEHHAsA B COOTBET-
cTByoem pasaene TOO, BKMIOYAET:
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a) onucaHue Tectupyembix KoHurypauuin OO (KOHKpeTHble koHurypauun OO, KOTOopble noaBepra-
NINCb TECTUPOBAHUIO MPOHUKHOBEHUS);

6) nepeveHb MPBO, NpUMEHUTENBHO K KOTOPbLIM OCYLLECTBNSANOCH TECTUPOBAHWE MPOHUKHOBEHMS
(kpatkuin nepedeHb NPBO u apyrux uHtepdericos OO, Ha KOTOPLIX GbIO COCPEAOTOYEHO TECTUPOBAHUE
NPOHWKHOBEHUS);

B) 3aKIIOYEHME NO AAHHOMY NOABUAY AEATENbHOCTU (06LLUMIA BLIBOA MO pe3ynksraTtaM TECTUPOBAHMS NPo-
HUKHOBEHMUS).

MpuBeaEHHbIN NepeYeHb HE ABMNAETCA UCYEPMbIBAIOLWMM U onpeaenser 6a30Bbie CBEAEHUA O BbINOI-
HEHHOM OLEHLLMKOM TECTUPOBAHUM NPOHUKHOBEHUS, KOTOPLIE HEOOX0AMMO npuBecTn B TOO.

Oetanusauus B coorsercTBun ¢ NCO/M3K TO 20004

OueHLMKY HeobXxoauMO onpefennuTh YCIOBUSA MCMONb30BAHUS CrieuMarnbHbiX TECTOB NPOHUKHOBEHUS,
He pa3paboTaHHbIX HA OCHOBE MHOXECTBA aKkTyarnbHbIX LIAONOHOB atak, B cry4vasx, Tpebyowmx ncenegosa-
HUSi HENPeABUAEHHbIX PEe3ynbTaToB UMK NOTEHLUMANbHbLIX YSI3BUMOCTEN, O CYLLECTBOBAHMU KOTOPbLIX OLIEHLLIMK
caenan npeanonoXkeHue Ha ctagun NnaHUpoBaHUA TECTUPOBAHUA.

Ula2 ouyenueanus AVA_VAN.1-10

B cootetcTBumn ¢ TOCT P NCO/M3K 18045

OueHLWMK JOMKEH UCCNEef0BaTh Pe3ynbraTbl BCEX AEUCTBUIA MO TECTUPOBAHMIO MPOHUKHOBEHUSA U Bbi-
BOAbLI MO aHanu3y BCEX YA3BUMOCTEN, UTOObI caenaTk 3aknouenue, aensetca nu OO, HaxoasALMIACA B CBOEN
cpene PyHKUMOHUPOBAHUS, CTOMKMM K HAapyLuMTento, obnagatowemy 5asoBbiM nOTEHUMANoM HanageHus.

Ecnu pesynbratbl nokasbsieator, 4to OO, HaxoaAaLWMNCH B CBOEN cpeae (PYHKLUMOHMPOBAHUS, UMEET yA3-
BUMOCTHU, NPUTroaHbIE ANA NCNONb30BaHNA HAPYLUUTENEM, o6na,qa|ou1,mv| noTeHuymnanom HanageHnsa Huxe Ycu-
neHHoro 6a3oBoro, To N0 3TOMY AENCTBUIO OLEHLLMKOM BbIHOCUTCS OTPULIATENBHOE 3aKnioYeHue.

PykoBoacteso u3 npunoxenus B.4 TOCT P NCO/M3K 18045 HeobxoaumMO MCNONb30BaTh ANS BbiHe-
CEeHUS 3aKNIOYEHNs O noTeHuuane HanageHusi, TpebyeMom Ans UCMOAbL30BAHUS KOHKPETHOW YA3BUMOCTHU, U
BO3MOXXHOCTU MCNOSMb30BaHNSA 3TON YA3BUMOCTH B NpeagnonaraeMon cpeae pyHKkuMoHnposaHus. Boluncnenue
noTeHumana HanageHus Ans Kaxaoro crnyyas MOXeT He TpeboBaTbCA, 3a UCKNIOYEHMEM Cryvaes, Koraa y
OLIEHLLMKA OCTAETCA COMHEHME OTHOCUTENBLHO TOFO, MOXET NN YSA3BMMOCTb UCNONb30BaTLCS HApYLUMTENEM,
obnagalLwmum NOTeHUManom HanaaeHus MeHbLUMM, YEM YCUNEHHbIN 6a3oBbIN.

Oeranusauma B coorsercreum ¢ UICO/M3K TO 20004

LLar He geTanusupyertca.

Wae oueHueanus AVA_VAN.1-11

B cootBetcrBum ¢ FOCT P UICO/M3K 18045

OueHumk gomkeH npusectu B TOO uHopmaumio 060 BCEX NPUTOAHBIX ANA UCNONb30BAHUA YA3BUMO-
CTAX U OCTATOYHbIX YA3BUMOCTSX, AETANU3UPYS AN KAKAOM:

a) UCTOYHMK YA3BUMOCTM (HampuMep, cTana M3BeCTHa npu BbinonmHeHuun aevicteun MOCT P UCO/
M3K 18045, ussecrHa OLUEHLUUKY, NpOYMTaHa B nybnukauum);

6) cBsi3aHHbIE C YSI3BUMOCTbIO HEBBINOMHEHHbIE OTH;

B) ONMCAHMWE ysI3BUMOCTHU;

r) IPUrogHa nu ysi3BUMOCTb AN UCMONb30BaHUSA B cpeae (DyHKLIMOHUPOBAHUS (T. €. NPUrogHa N ysi3Bu-
MOCTb A5l MCNOMb30BaHUS UMK SBNSAETCH OCTaTOYHOW YA3BUMOCTbIO);

A) KONMUYECTBO BPEMEHU, YPOBEHb KOMMETEHTHOCTU, YPOBEHb 3HAHMA OO, He0OX0AUMbIN YPOBEHDb [10-
ctyna k OO, o6opyaosaHue, Tpebyembie Ans UCNONb30BaHUSA MASHTUMULUPOBAHHBIX YA3BUMOCTEN, a Tak-
)K€ COOTBETCTBYIOLUME 3HAYEHMUs], NONyYEHHbIE HA OCHOBE Tabnuy B.2 u B.3 npunoxenusn B.4 FOCT P UCO/
MO3K 18045.

Oetanusauus B coorBercrBum ¢ MCO/M3IK TO 20004

B pononHenue k uHdopmMaumum, U3noxeHHon B noanyHkre 14.2.1.6.7 TOCT P ICO/M3K 18045, oueH-
LMK AODKeH BKiounTb B TOO cnieayioLyto noapobHyto nHdopmaumio 060 BCeX NPUroAHbIX ANst UCNOMb30Ba-
HUA YAIBUMOCTSX U OCTATOYHbIX YA3BUMOCTAX:

a) COOTBETCTBYIOLLME UAESHTUUKATOPBI YI3BUMOCTEN (MAEeHTMdUKATOP, HAUMEHOBaHWUE, KpaTkoe Onu-
caHue);

6) naeHTucdukaTopbl LWAbNoHoB atak (MAEHTUdUKATOP, HAMMEHOBAHUE), UCTONb3yEMbIE ANS A0Ka3a-
TeNbCTBa NOATBEPXAEHUS YA3BUMOCTH.
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7.2 Noaeuawl geatenbHocTu no oueHke (AVA_VAN.2 — AVA_VAN.5)

DenicTteue AVA_VAN.X.4E

OueHLWMK AOMKEeH NPOBECTU TECTUPOBAHUE NMPOHUKHOBEHMUS, OCHOBAHHOE Ha MAEHTUULMPOBAHHBLIX
yA3BUMOCTAX, YTOObI caenarb 3aknioyeHune, 4yto OO ABNAETCA CTOMKUM K HanageHWsM, BbINOMHAEMbIM Ha-
pywurenem.

Wae ouyeHueaHus AVA_VAN.X-6

B cooteercrBuun ¢ FOCT P UICO/M3K 18045

OueHLWMK omKeH pa3paboTarb TeCTbl MPOHUKHOBEHMUS, OCHOBBLIBAACh HA NPOBEAEHHOM HE3AaBUCMMOM
noncke NOTeHUUanbHbIX YA3BUMOCTEN.

HasHauyeHneMm TecTUpoBaHUS NPOHUKHOBEHUS SBMSIETCA NPEAOCTAaBNEHUE OLEHLUUKY BO3MOXXHOCTU
caenatb 3aknoveHue o socnpummuneoctu OO, HaxoAsLIEerocs B cBoen cpeae yHKUMOHMPOBAHUS, K MOTEH-
UManbHbIM YA3BUMOCTAM, UAEHTUMULMPOBAHHBIM B MPOLIECCE NOUCKA YA3BUMOCTEW HA OCHOBE AOCTYMHOW
nHcpopmauuu. Mpu aTom Tekywias mHdopmaums 06 U3BECTHLIX NOTEHUMANbHbLIX YA3BUMOCTSAX, NPeaocTaB-
NIeHHan OLEHLUUKY TPeTben CTOPOHOW (Hanpumep, OpraHoM no ceptudpukaLm), paccMaTpUBAETCH OLIEHLLM-
KOM Hapaay ¢ 0GHapy>XeHHbIMU B PE3ynbTaTte BbIMOMHEHUSI APYrUX AEWCTBUIA NO OLEHKE NMOTEHLUUAanbHbIMKU
YA3BUMOCTAMMU.

OueHLWMKY HeoBX0aUMO MOMHUTL, YTO MPU PaccMOTpeHUn «OnucaHus apxutekTypbl 6e3onacHOCTU»
Ans noucka yassumocten (kak aetanuampoBaHo B AVA_VAN.X-4), Heo6XxoauMO BbIMOINHUTL TECTUPOBAHUE C
Lenbio NoATBEPXKAESHUSA apXUTEKTYPHbIX CBOMCTB 0€30NacHOCTH, B CBA3M C YEM MOXET noTpeboBaTbCa Npo-
BEeHNEe TECTOB NPOHMKHOBEHUS, HAaNpPaBNEHHbIX HA HapyLLUEeHUe CBONCTB Ge30nacHOCTu apxutekTypsl. Mpu
paspaboTke cTpaTerum TeCTUPOBAHUSA MPOHUKHOBEHMUSA OLEHLLMK 00ECneYmMBaeT NOKPLITUE TECTAMU KAXKA0N U3
OCHOBHbIX XapakTepPUCTUK B «ONUCaHNK apxmMTeKTypbl 6€30nacHOCTU» OO Npu (PYHKLMOHANBHOM TECTUPO-
BaHuUM (kak paccmotpeHo B pasgene 13 FOCT P MICO/MO3K 18045), nubo npu TeCTUPOBAHWUN NPOHUKHOBEHUS,
NPOBEAEHHOM OLIEHLLMKOM.

B psne cnyyaes uenecoobpa3HbiM ABNSAETCSH BbINMOMHEHWUE TECTUPOBAHUA KAXKAOW KOHKPETHOW NOTEHLU-
ancHOl yA3BMMOCTM OTAENbHbIM HAGOPOM TECTOB.

He npeanonaraeTcsi TECTUPOBaHME OLIEHLUMKOM NOTEHLUMASIbHBIX YA3BUMOCTEN (B TOM YMCIE U3BECTHBLIX
13 JOCTYMHbIX NCTOMHUKOB), ANA UCNOSb30BaHUS KOTOPbIX TpebyeTca noTeHuuan HanageHus OTnmyYHbIN ot ba-
30BOrO. O}:lHaKO B HEKOTOPbIX Crny4aax HeO6XO,£lVIMO BbIMNOJIHUTb TECTUPOBAHNE BO3MOXKHOCTU UCIOJNIb30BAHUA
YA3BUMOCTU Npexae, Yem MOXET ObITb onpeaeneHa npurogHocts OO K ucnonb3oBaHuio. Ecnu B pesynsrare
NccnegoBaHMiM OLEHLLMK OGHaPY>XMBAET HEKOTOPYIO NOTEHUMANbHYIO YA3BMMOCTb, AN UCMOSNb30BaHUS KOTO-
povi TpebyeTcs noTeHuman HanageHus Boiwe Ba3oBoro, Takasa yassuMocTb npusoautcs B TOO Kak 0CTaTou-
HaA yA3BUMOCTb.

PykoBoACTBO NO onpefeneHnio HeoBxoauMoro Ans UCMONb30BaHUA MOTEHUMAanNbHOW YA3BUMOCTU NO-
TeHuymana HanageHus npeacrasneHo B npunoxeHun B.4 TOCT P MCO/M3K 18045.

B cnyuasx, korga npeanonaraercs, YTo NoTeHUManbHble YS3BMMOCTU MOTYT UCNOMNb30BaTh TOSMbKO Ha-
pywwuTenu, obnagatLime ycuneHHolM Ba3oBbiM, YMepeHHbIM v BeICOKMM NOTEHUMANIOM HanageHus, Hanu-
yKe Takux ya3BUMOCTEN He TpeOyeT BbIHECEHUS OTPULIATENBHOIO 3aKMKOHYEHNIO MO AaHHOMY AeUCTBUIO. Ecnn
no pesynsratam aHanusa ysa3BMMOCTEN yKasaHHOE NPeAnonoXeHue NOATBEPKAAETCs, STU NOTeHUManbHbIe
YSI3BUMOCTM HE TpebyeTca pacCMaTpuBaTh Janee B Ka4eCTBE UCXOAHbIX AaHHbIX ANA TECTUPOBAHUA NPOHMK-
HOBEHUS. YKa3aHHbIe YA3BUMOCTU NpuBoaaTcs B TOO kak 0CTaTOuHbIE.

MoTeHunanbHeIM YA3BUMOCTSAM, KOTOPbIE, NPEANONOXUTENBHO, MOFYT UCNONb30BaTh HapyLuMTenu, ob-
napawowme basoBbiM NOTEHLUMANOM HanageHus, u UCMNONb30BaHNE KOTOPLIX NMPUBOAUT K HapyLUEHWIO Lenen
6e30nacHOCTU, NPUCBAUBAETCH BbICLLAA CTENEHb ONACHOCTU. YKA3aHHbIE YS3BUMOCTU BKMNIOYAKOTCS B nepe-
YeHb UCXOAHbIX AaHHbIX TECTUPOBAHUA NPOHUKHOBEHUS Kak ysa3BuMocT OO, noanexawime HenocpeacTBEH-
HOMY TECTUPOBAHMIO.

Oetranusauma B cooreerctBumn ¢ UICO/M3K TO 20004

TecTbl NPOHUKHOBEHUSI Pa3pabaTbIBAOTCA € YYETOM UAEHTUMPULMPOBAHHBIX YA3BUMOCTSX.

TecTbl NPOHUKHOBEHUS pa3pabaTbiBaOTCS HA OCHOBE LLIAGNOHOB aTak. B ka4ecTBe nepeyHs wabnoHos
arak MoryT UCMomnb30BaTbCA AOCTYMNHbIE UCTOYHMKK (Hanpumep, CAPEC).

OueHLLMK AomkeH paspaboTaTb COOCTBEHHbIE ataku (pa3paboTaHHble He Mo wabnoHam atak), KoTopble
MOTYT YYUTbIBaATb YCNOBUSA NPUMEHEHUS U cpedy dyHKLMoHUpoBaHusa OO.

a2 oueHueaHuss AVA_VAN.X-7

B cooteetctBum ¢ TOCT P UICO/M3K 18045
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OueHLWmK formkeH paspaboTtarb TECTOBYIO JOKYMEHTALMIO ANA TECTOB NPOHUKHOBEHUS, OCHOBAHHbLIX Ha
nepevHe noTeHumanbHbLIX YA3sBUMOCTEN, C AeTanu3aumnen, 4oCTaToMHON AnsA obecneveHuss BOCNPOU3BOAUMO-
CTu TecToB. TecToBasa AOKYMEHTaUMA AOMKHA BKMOYaTh:

a) uaeHTdukaumio TecTupyemon NoTEHUManbHON ya3BuMOCTU oleHmBaemoro OO;

6) MHCTPYKLMK NO NOAKIIOMEHNIO U HACTPOIKe BCero Tpebyemoro TeCToBoro 060pyaoBaHUA B COOTBET-
CTBUM C TPeOOBaHUAMM K NPOBEAEHUIO KOHKPETHOTO TECTA NPOHUKHOBEHUS;

B) MHCTPYKLMK NO YCTaHOBKE BCEX NPeABapUTENbHLIX HAaYaNbHbIX YCMOBUIA BLINONHEHUSI TECTA NPOHUK-
HOBEHUS;

) MHCTPYKUMUU NO UHULMMPOBAHUIO TeCcTupyembix $BO;

) UHCTPYKUMU No HabnoaeHuio pexvma sbinonHeHus $bO;

€) onncaHue BCEX OXXnAaeMbIX pesynsTatoB U COAEPXKaHUA aHanu3a, KoTopblii HE0BX0AUMO BbLINONHUTL
B OTHOLLUEHMK HabnoaaeMoro pexuma soinonHeHna ®BO anA cpaBHEHMA C OXXMAAEeMbIMU pe3ynbTaTaMu;

) UHCTPYKLUM MO 3aBEPLUEHMNIO TECTA M YCTaHOBKe TpeByeMoro NocnerecroBoro cocrosiius OO0,

OUEHLLMK OCYLLIECTBAET NOATOTOBKY K TECTUPOBAHUIO NPOHMKHOBEHUS, PYKOBOACTBYSICH NEPEYHEM MO-
TEeHUManbHbIX YA3BUMOCTEN, MAEHTUDULUMPOBAHHBIX NPU NOUCKE YA3BUMOCTEN HA OCHOBE JOCTYNMHON MHEOP-
Mauuu, n pesynsratammu aHanu3a CBUAETENLCTB.

He npeanonaraercs, 4To OUEHLUMK CAENAaEeT 3aKio4eHne O BO3MOXHOCTU UCMONb30BaHUS NOTEHLMarb-
HbIX YA3BMMOCTEN ANA peanusauum artak, UCnonb3oBaHWe KOTOPbIX TpebyeT HanMuue noteHuuana Hanage-
HUA, otnu4Horo or ba3osoro noteHuwana HanageHus. OAHAKO B XOAE€ UCCNEAOBaHUSA OLIEHLLUKOM MOXET
6bITb OOHApY>XEHa NOTEeHUManbHas YA3BUMOCTb, UCMOMb30BaHUE KOTOPOW BO3MOXKHO TONIbKO HAPYLUMTENEM C
NOTEHUManom HanageHus, npesbiwanowmm basosbit noTeHuuan HanageHus. Takue ysi3BUMOCTU NPUBOASATCA
B TOO kak ocTraro4yHble Ysi3BUMOCTU.

AnAa kaxaon noTeHuMansHONW yA3BMMOCTHU OLEHLUMK AOSMKEH onpeaenutb Hambonee nogxoaswumi cno-
co6 tectupoBanusa OO. Mpu 3TOM A0MKHbI ObITb PACCMOTPEHDI:

a) NPBO unu apyroii untepdenc OO, KOTOpbI OyaeT UCNONbL30BaH ANS UHULUMPOBAHUS BbINOMHEHUSA
$®BO u HabmoaeHus 3a pe3ynsTaTtoM UX BbINOMHEHUA (BO3MOXHO, YTO OLIEHLUMKY NOTpebyeTcs Mcnonb3oBa-
Hue nHoro nurepdenca OO, nomumo NPBO, ana aeMoHcTpauum ceoncte PBO, B 4aCTHOCTU, NPUBEAEHHBIX
B «OnucaHum apxmuTtekTypbl 6€30nacHOCTUY (B COOTBETCTBMM C TpeboBaHmAMKu cemerictea ADV_ARC). Heo6-
XOAUMO OTMETUTb, YTO, XOTHA MHTEepdencel OO NnpefocTaBnsaloT cpeacTsa TecTupoBaHus ceoucts ®bO, camu
3TN MHTEPENChI HE ABNAIOTCA NPeaMETOM TECTUPOBAHUS);

0) HayanbHbIe YyCNoBUsi, HEOOXOAMMbIE NS BbINOMHEHUS TECTUPOBAHUS (T. €. Kakue-nubo KOHKPETHbIE
HeoBxoanMble 0OBLEKTLI UMK CyGBLEKTHI U UX aTpudyThl 6830NacHOCTK);

B) cneyuanbHoe o6opyaoBaHWe ANsl TECTUPOBaHUS, KOTopoe notpebyercs nMbo Ans MHULIMMPOBAHUA
N®BO, nubo anst HabnoaeHus 3a MPBO (npu HeOBX0AMMOCTK);

r) BO3MOXHOCTb WUCMOMb30BaHWA MPU aHannse ya3BMMOCTU Pe3ynbTaToB paHee BbiMOMHEHHbIX TECTOB
(6€3 nx NOBTOPHOrO NPOBEAEHNS), €CNK pe3ynbTaTbl HanageHus ABMAIOTCSH OYeBUAHbLIMMU.

OUEHLLMKOM Npu HeoBX0AUMOCTU MOXKET BbITb BbINONHEHO TECTUPOBAHWE MPOHUKHOBEHUSI C UCMONb30-
BaHWEM psina HabopoB TECTOB (TECTOBbIX CUTYaLMiA), Fae kaxablii Habop TecToB ByaeT ncnonb3oBaTbCs ANA
TECTUPOBAHUA KOHKPETHON NOTEHUMNANbLHOW YS3BUMOCTH.

Llenbto onpeaeneHusi yCTaHOBNEHHOTO YPOBHSA AeTanu3auuu NoTEHUUAaNbHbIX YA3BUMOCTEW B TECTOBOM
JOKyMEHTaUMKN ABNSETCA NPEAOCTaBNEHNE BO3MOXXHOCTU APYroMy OLIEHLUMKY (HanpuMep, opraHy no ceptu-
dvkaLum) BOCNPOU3BECTN TECTbI U NOMYYNTb SKBUBAMEHTHLIN pe3ynkTarT.

Oetanusauus B coorBerctuu ¢ MICO/M3K TO 20004

OueHLUMKY HeobxoanMo paspaboTtaTb, YTOYHUTE W 3aA0KYMEHTUPOBAaTE HAGop TECTOBLIX Cryyaes Ans
OCYLLECTBMEHUS B MOMHOM 00bEME aHanu3a ya3BUMOCTEN ANs akTyarnbHbIX HEAOCTATKOB U TECTOB MPOHMK-
HoBeHUs OO Ha OCHOBE BbLIMOSIHEHUS akTyanbHbIX LWABGNOHOB aTak, HanpaBneHHbIX Ha 3KCnnyaTauuto cooT-
BETCTBYIOLLMX aKTyalnbHbIX HeaoCTaTkoB. Kaxkabli TecToBbIl cnyyai Byger ucnonb3oBaTbCa AN NPOBEPKU
KOHKPETHOIO BapUaHTa, COCTOSAILLEr0 U3 KOHKPETHOTO LWabnoHa ataku, HanpasfeHHOro Ha SKCnnyaTauuio KOH-
KPETHOro MOTEHUMANbLHOro HegocTaTka.

B pononHeHwe k uHdOpmauuu, onpeaeneHHon B noanyHkrax 14.2.2.7.2, 14.2.3.72 n 1424.7.2
MOCT P MCO/M3K 18045, TecToBas AOKYMEHTALMA AOMKHA BKNIOYMATb CREayOLLY0 MHPOPMAaLMIO AN KadK-
[10r0 TECTOBOTO Crnyyas:

a) naeHTudukaumio HegocTarTka, Hanuyune KoToporo tectupyercs B OO;

6) uaeHTudukauuio WwabnoHa artaku, kotopas 6yaeT BbINOMHATLCA BO BPEMS UCTbITAHWIA;

B) Noapo6HOE ONMCaHUe BLINMOMHEHUS aTaku B AAHHOM TECTOBOM Cryyae.
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MepeueHb dhakTopoB, onpeaeneHHbiX B noanyHktax 14.2.2.7.2, 14.2.3.7.2 n 14.24.72 ITOCT P
MCO/M3K 18045, kOTOpPbLI MCMONb3YETCHA OLIEHLLYMKOM NpU onpeaeneHnn Hanbonee noaxoanwero cnocobda
nNpoTeCcTUPOBaTh BOCIPUUMUYMBOCTE OO, JOMKEH NPUMEHATLCA B KOHTEKCTE MHOXKECTBA aKkTyasbHbIX Wwabno-
HOB arTak.

Ula2 oyeHueanuss AVA_VAN.X-8

B cootBercrBum ¢ FOCT P UICO/M3K 18045

OLEHLLMK A0MKEH NPOBECTU TECTUPOBAHNE NPOHNKHOBEHUS.

OULEHLUMK UCNONb3yeT JOKYMEHTALMIO TECTOB NPOHUKHOBEHUSA, NOATOTOBANEHHYIO HA LWare OLeHNBaHUA
AVA_VAN.X-6, kaK OCHOBY 111 BbINONTHEHUS TECTOB NPOHUKHOBEHMUSA NO OTHOLWEHUIO K OO, NpU 3TOM OLIEHLLUMK
MOXET BbIMOMHUTbL W JOMOMHUTENbHbIE CnieunarnbHble TECTbl NPOHUKHOBEHUA. MpyU HEOBX0AUMOCTH OLEHLLMK
MOXET OCYLLECTBUTb JOMNOSNHUTESbHBIE CreLuarnbHble TECTbl, OCHOBLIBAACh HA TEKYLUMX pe3ynbsratax npoBo-
AWMOr0 UM TECTUPOBAHUSA MPOHMKHOBEHMUS, MHPOPMALMA O KOTOPLIX AOMKHA ObiTb BHECEHA OLEHLUMKOM B
AOKYMEHTALMIO TECTOB MPOHUKHOBEHUSA MO (DAKTY MX BbINONMHEHUA. YKa3aHHbIE TECTbI MOTYT UCNOMb30BaTLCA
C Uenbio UCCrneioBaHMs HENpeaBUAEHHbIX PE3ynbTaTtoB, a TakKe NOTEHUUANbHbIX YA3BUMOCTEN, NPeanono-
XEHUS1 0 KOTOPbIX CAENaHbl NPU MIAHMPOBAHUK TECTUPOBAHUA NPOHUKHOBEHUSA U CyLLLECTBOBAHUE KOTOPbIX
OLEHLUMK AOMMKEeH NOATBEPAUTL NN ONPOBEPIHYTb.

Ecnu TecTupoBaHWe NPOHMKHOBEHUS NOKA3bIBAET, YTO YA3BUMOCTb, O KOTOPOI ObINO caenaHo npeano-
NOXEHWE, He CYLLECTBYET, OLEHLUMKY HEODX0AUMO caenaTh 3aknioveHue, 6bin nm KOPPEKTHLIM aHanu3 OLeH-
LIMKa, U HE ABNSAIOTCH NU NPEAOCTaBEHHbIE ANS OLUEHKU MaTepuanbl HEKOPPEKTHLIMU AU HENOSTHLIMU.

He npeanonaraeTcs TeCTUPOBAHME OLIHLLUMKOM NOTEHUMASBHBIX YA3BUMOCTEN (B TOM YUCIE U3BECTHBIX
U3 AOCTYMHbIX UCTOYHMKOB), 115 UCMONb30BAHUSA KOTOPLIX TPeByeTca NoTeHuuan HanageHns OTANYHbIN oT ba-
30B0ro. OHAKO B HEKOTOPbIX Cy4Yasx HE0OXOAUMO BbIMOSIHUTL TECTUPOBAHUE BO3MOXXHOCTU UCMONb30BaHUSA
YSI3BUMOCTHM Npexae, Yem MOXeT ObITh onpeaeneHa npurogHocte OO k ucnonb3oBanuio. Ecnu B pesynesrare
UCCNeA0BaHNIA OLEHLLUMK OOHAPY>XUBAET HEKOTOPYIO NOTEHLMANbHYIO YA3BUMOCTb, AN UCMONb30BAHUS KOTO-
pon TpebyeTcs noteHuman HanageHus Bbilwe ba3oBoro, Takasa ya3sumocTe npusogutca B TOO kak 0CTaTou-
Has ya3BUMOCTb.

Oeranusauma B cooteercteumn ¢ UICO/M3IK TO 20004

OUEHLLMK JOIMKEH UCNOMb30BaTh aBTOMATU3MPOBAHHbLIE CPEACTBA, NO3BONAIOLME MOAENMPOBATL aTaku
C Y4ETOM UOEHTUPULMPOBAHHbLIX YA3BUMOCTEN, HA OCHOBE BbIOPaHHbLIX LIAGNOHOB atak, a Takke UCNoNb3ys
COOCTBEHHbIE TECTbI HA MPOHUKHOBEHUS.

MNpu TecTuposaHmn npoHWKHoBeHUA OO [OIMKEeH HAXOAUTLCA B TOW cpede (PyHKUMOHMPOBaHUA, ANA
KOTOPOIi OH paspabaTbiBancs u3Ha4vanbHo.

Lla2 oueHusaHus AVA_VAN.X-9

B cooteetcTBum ¢ FTOCT P UICO/M3K 18045

OueHLUMK AOmKEH 3aduKkeUpoBaTh PakTUECKME pe3ynbTaTbl BbINOMHEHNUS TECTOB NPOHUKHOBEHUSA. He-
KOTOPble 0COBEHHOCTU (DaKTUYECKUX PE3YNLTATOB BLIMOMHEHUSI TECTOB MOTYT OTNMYATLCS OT 0XKMAAEMbIX (Ha-
npumep, Nonsa BpeMeHW U AaTbl B 3anucu ayaura), 0aHako obLumii pe3ynbrat TEeCTUPOBAHUA NPOHNMKHOBEHUA
[JOMKeH COOTBETCTBOBATL OXXUAaemMomy pesynsrary. Heobxoaumo nccnegosarb niobble HenpeasuaeHHbIE pe-
3ynbTarthbl BbINOMHEHUS TECTOB. BnusiHue nonyyeHHbIX pe3ynsTatoB Ha OLEHKY NPOBEAEHHOIr0 TECTUPOBAHUA
NPOHMKHOBEHUSA HEOOXOAUMO YCTAHOBUTbL M NOTMYECKN 0OOCHOBATD.

Oetanusauus B coorsercTeun ¢ UICO/MIK TO 20004

LLlar He ageTanusmpyeTca.

Lla2 oueHueaHuss AVA_VAN.X-10

B cooteetcTBum ¢ FOCT P UICO/MIK 18045

OueHwmk gomkeH npusectn B TOO nHOpMaLMIO 0 EeNCTBUAX NO TECTUPOBAHUIO MPOHUKHOBEHUA, Kpa-
TKO U3MOXMB NOAXOA K TECTUPOBAHUIO, TECTUPYEMYIO KOH(Urypauuio, rmyOuHy u pesynsratbl TeCTUPOBaHUSA.

Mudopmauma o TectupoBaHnn NPoOHUKHOBEHUS, npusogumas B TOO, No3BONAET OUEHLWUKY U3NOXUTb
o0LmMI NoaxoA K TECTUPOBAHUIO NPOHUMKHOBEHUSI U YCUMUSA, 3aTPaveHHble Ha 3TOT NoABMA AEATENbHOCTU.
Llenbio npegocraBneHusi ykasaHHOM uHdopmauun sienserca hopMupoBaHue Kpartkoro obsopa aencreum
OLleHLLMKA MO TECTUPOBAHMIO NPOHUKHOBEHUSA. MHdopmauums, npusogmumMas oueHLWUKOM B TOO OTHOCUTENBHO
BbIMOMHEHHOIO TECTUPOBAHWA NPOHUKHOBEHUS, HE AOIDKHA ObiTb TOUYHBLIM BOCNPOU3BEAEHUEM KOHKPETHLIX
LIAroB TECTUPOBAHUS UMW PE3YNbLTATOB OTAENbHbLIX TECTOB NPOHMKHOBEHUSA, HO JOIpkHA obecneunBaTtb Ao-
CTATOMHOCTb JAaHHbIX, HEOOXOAUMBIX APYrMM OLIEHLUMKAM U COTPYAHMKAM OPraHOB NoO ceptuchukauum ans
NOHUMAaHMUS BbIOPAHHOIO MOAX0AA K TECTUPOBAHUIO NPOHUKHOBEHUSI, 00LEMA BbINOMHEHHOTO TECTUPOBAHUS
NPOHUKHOBEHMSA, TECTUPYeMbIX KOHduUrypauun OO u obLmx pe3ynsTatoB AeUCTBUI NO TECTUPOBAHUIO NpO-
HUKHOBEHMS.
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MHdopmaumsa o 4enCTBUSX OLEHLLMKA NO TECTUPOBAHUIO NPOHUKHOBEHUSA, NPeACTaBEHHan B COOTBET-
ctyloweM pasgene TOO, BKMOYaET:

a) onucaHue Tectupyemblx koHdpurypaumn OO (KOHKpeTHble KoHdurypauun OO, KOTopble noasepra-
NUCb TECTUPOBAHUIO MPOHUKHOBEHUSI);

6) nepeyeHb NPBO, nNpuMEHUTENLHO K KOTOPbLIM OCYLLECTBMANOCh TECTUPOBAHME MPOHUKHOBEHUS
(kpaTkuin nepeveHb UPBO u apyrux mntepdencos OO, Ha KOTOPLIX BbINO COCPEAOTOUYEHO TECTMPOBAHUE
NPOHWUKHOBEHUS);

B) 3aKIIOYEHME NO AAHHOMY NOABUAY AEATENbHOCTU (06LLUMIA BLIBOA MO pe3ynbsrataM TECTUPOBAHMS Npo-
HUKHOBEHMUS).

MpuBeaEHHbIN NepeveHb HE ABMNAETCA UCYEPMbIBAOLWMM U onpeaensier 6a3oBble CBeAEHUSA O BbINOI-
HEHHOM OLIEHLLMKOM TeCTUPOBaHUM NPOHUKHOBEHUS, KOTOPbIEe HEOOX0AUMO npueectn B TOO.

Hetanusaumnga B coorsercreun ¢ NCO/M3K TO 20004

OueHLLUMKY HEOOX0AMMO OMNpeAenuTb YCNOBUSA UCNOMb30BaHUA CrieuuarnbHbIX TECTOB NPOHUKHOBEHUS,
He pa3paboTaHHbIX HA OCHOBE MHOXECTBA aKTyarnbHbIX LIAONOHOB atak, B Cryvasx, TpebyoLlmx uccneaosa-
HUS1 HENPEABUAEHHbIX PE3YNbTaToB UM NOTEHUMANbHbIX YI3BUMOCTEN, O CYLLIECTBOBAHWM KOTOPbIX OLIEHLLIUK
caenan npeanonoXeHWe Ha CTaiun NNaHUPOBAHUS TECTUPOBAHMS.

Lla2 ouenueanus AVA_VAN.X-11

B cootsetctBumn ¢ TOCT P NCO/M3K 18045

OLueHLUMK AOMMKEH UccneaoBaTh pesynbraTbl BCEX AEWCTBUM N0 TECTUPOBAHUIO NPOHUKHOBEHUSI U Bbl-
BOAbI N0 aHanu3y BCEX YA3BUMOCTEN, YTOObI caenarb 3akniodeHue, asnserca nu OO, HaxoasILMIACA B CBOE
cpeae PYyHKLUMOHUPOBAHUSA, CTOMKMM K HapywuuTenio, obnagaiowemMy 5aszosbim noTeHUMANom HanageHus.

Ecnu pesynbratbl nokasbieator, 4to OO, HaxoAAaLWMIACH B CBOEN cpeae (PYyHKUMOHMPOBAHUA, UMEET yA3-
BMMOCTHU, NPUroAHbIE AT MCNONb30BaHUA HapyLMTENneM, 06naaaiomm NoTEHUMANoOM HanaJeHus Huwke Ycu-
NeHHOro 6a3oBoro, T0 MO 3TOMY AE€WCTBUIO OLIEHLLMKOM BbIHOCUTCA OTPULATENBHOE 3aKIIOYEHUE.

PykoeoacTteo u3 npunoxenusa B.4 MTOCT P NCO/M3K 18045 HeoGXxoaMMO MCNOMNb30BaTh ANS BbiHE-
CEHUS 3aKII0YEHUs O MoTeHUmMane HanageHus, Tpebyemom Ans UCNONb30BAHUA KOHKPETHOI YsI3BUMOCTH, U
BO3MOXHOCTU UCMOSMb30BAHUS 3TON YA3BUMOCTH B Npeanonaraemon cpeae PyHKUMOHMPOBaHUA. Buluucnexnume
noTeHuMana HanageHus Ans Kaxaoro crny4yas MOXeT He TpebGoBaTbCA, 3a UCKNIOYEHMEM Cryvaes, Koraa y
OLIEHLUMKA OCTAETCA COMHEHME OTHOCUTENbHO TOr0, MOXET NN YS3BMMOCTb UCNONb30BaTLCA HapyLUMTENEM,
obnagalLwuM NoTeHUManom HanageHust MEHbLLMM, YeM YCUNEHHbI 6a30BbIi.

Hetanusauns B coorsercreum ¢ UICO/M3K TO 20004

LLlar He ageTanu3aupyeTcs.

a2 ouenueaHus AVA_VAN.X-12

B cooteercrBum ¢ FOCT P UICO/M3K 18045

OueHwwmk gomkeH npusectu B TOO uHopmaumio 060 BCEX NPUTOAHBIX ANA UCNONb30BAHUA YA3BUMO-
CTSIX U OCTaTOYHbIX YSI3BUMOCTSIX, AETANU3Upys ANs KaOKA0M:

a) UCTOYHUK YSA3BMMOCTM (Hanpumep, crana usBectHa npu BoinonHeHnuu aencreun FOCT P UICO/M3IK
18045, nsgecrHa oueHLMKy, npountaHa B nybnukauum);

6) cBsisaHHbIE C YA3BUMOCTbIO HEBbINONHEHHbIE OTH;

B) OnucaHue ysa3BMMOCTH;

r) npurogHa nu ysa3BuMOCTb AN UCNONb30BaHUS B cpeae (DYHKLMOHUPOBAHUS (T. €. NPUrogHa nu ys3pu-
MOCTb ANS1 UCMOMb30BAHUSA WUITN ABMSAETCA OCTAaTOMHOW YA3BUMOCTbIO);

[l) KONUYECTBO BPEMEHW, YPOBEHb KOMMETEHTHOCTHU, YPOBEHb 3HAHMA OO, HeoGX0AUMbIN YPOBEHDb J10-
ctyna k OO, obopyaoBaHue, TpebyemMbie AN UCNONB30BAHUS MAEHTUMULIMPOBAHHBIX YA3BUMOCTEN, a TaKkke
COOTBETCTBYIOLLME 3HAYEHUS, MOSyYEHHbIE HA OcHOBe Tabnuy B.2 u B.3 npunoxenusn B.4 FOCT P NICO/M3K
18045.

Oetanusauma B coorsercTeumn ¢ UICO/MIK TO 20004

B gononHeHue k nHdopmaumm, 3nNoXxeHHoW B noanyHkrax 14.2.2.7.7, 142.3.7.7 w 14.24.7.7 TOCT P
MCO/M3K 18045, oueHLmk AomkeH BkNovuMTe B TOO cneayioLlyto noapobHyio nidopmauumio 060 Bcex npu-
rogHbIX A4S UCNONb30BaHNUSA YA3BUMOCTSX U OCTaTOYHbIX YA3BUMOCTAX:

a) COOTBETCTBYHOLUME UAESHTUUKATOPbI YA3BUMOCTEN (MAEHTUdMKATOP, HAUMEHOBAHWE, KPaTkoe Onu-
caHue);

6) naeHTudukaTopbl LWabnoHoB atak (MAeHTUAUKATOP, HAMMEHOBaHUE), UCTIONb3YEMbIE ANSA AOKa3a-
TeNbCTBa NOATBEPXKAEHUS YI3BUMOCTH.
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