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MpeancnoBue

1 PA3BPABOTAH ®depepanbHbiM KaseHHbIM y4vpexaeHuem «HayqHo-uccneaoBaTenbCkUA LEHTP
«OXPAHA» depepanbHoi cnyx6bl BOWCK HauMoHanbHoW reapgun Poccuiickon degepaunmn (PKY «HUL
«OXPAHA» Pocreapaun) 1 rpynnoi aKcrneptoB OT koMmnaHuin — uneHoB TK 234: 3A0 HBIM «Bommay,
3AO0 «Apryc-Cnektp», HN® OO0 «Curma», 000 «Kogoc-B», OO0 HIMIM «ACBE «Pekopa»

2 BHECEH TexHun4yeckuM KOMUTETOM Mo cTaHgapTmsaumnm TK 234 «Cuctembl TpeBOXHON cCUrHanuaaumm
1 NPOTUBOKPUMUHATBHOW 3aLUUTbI»

3 YTBEPXIEH M BBEOEH B JEWCTBUE MMpukazom PeaepansHOro areHTcTBa N0 TeXHUYECKOMY
perynuposaHuto n metponorim ot 19 ceHTa6ps 2017 r. Ne 1142-cT

4 BBEJEH BIEPBbIE

lMpasuna npumMeHeHuUs1 Hacmosiweao cmarnlapma yecmaHosneHbi 8 cmamee 26 ®edepallbHO20 3aKOHa
om 29 uroHs1 2015 2. Ne 162-®3 « O cmandapmu3sauuu 8 Pocculickoli ®edepauyuu». UHghopmauusi o6 usmeHe-
HUSIX K HacmosiujeMy cmaHdapmy rybriukyemcsi @ exea00HoM (No cocmosiHuio Ha 1 siHeapsi mekyuje20 200a)
UHGbopMayUuoHHOM yKasamene «HauuoHarbHbIe cmaHOapmbly, a oguyuabHbeIl mekem usMeHeHuld U rorpa-
80K — 8 EXEeMEeCSIHHOM UHGhOpMaUyUOHHOM yKkasamerne «HayuoHasibHbie cmaHOapmei». B criydae nepe-
cMompa (3ameHbl) Unu OomMeHbl Hacmosiweao cmaHOapma coomsemcmesyoujee ysedomneHue bydem
onybnukosaHo 8 BnuxatiuemM 8bIYCKe eXeMeCsYHO20 UH(OpMaUUOHHO20 yKa3amers «HauyuoHarnbHble
cma+Oapmebi». Coomeemcmasyrowjas UHbopMayusi, yeedoMIeHUe U MEKCMbI pasMewaromecsi makxe e
UHgbopMayuoHHoU cucmeme obuezo rons3osaHust — Ha ogpuyuansHoM calime PedeparnbHo20 azeHmemea
10 MEXHUYECKOMY peayriuposaHuto U Memporsioauu 8 cemu ViHmepHem (www.gost.ru)

© CraHgapTuHdopm, 2017

HacTosawuii cTaHAapT He MOXeT BbITb MOMHOCTbIO MW YaCTUYHO BOCTIPOU3BEAEH, TUPaXMPOBaH U pac-
npocTpaHeH B ka4yecTBe oduLmanbHoro uagaHus 6es paspelueHuns deaeparnbHOro areHTCTBa Mo TEXHUYecKo-
MY perynmpoBaHuo U MeTponorum
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HALUWOHANbHBLIN CTAHJQOAPT POCCUUCKOWN OSGEONEPALMUM

UHTEMPUPOBAHHbLIE CUCTEMbI BE3OMNACHOCTU
O6wWwue nonoxeHus

Integrated security systems. General

Data BBegeHnsa — 2018—06—01

1 O6nacTb NpUMMeHeHus

HacToawui ctaHgapT pacnpocTpaHAeTca Ha BHOBb paspabaTbiBaeMble U MOAEePHU3UPYEMbIE UHTErPU-
poBaHHble cucTeMbl 6e3onacHocTu (aanee — UCB), npegHasHaveHHble ans obecneveHnst NPOTUBOKPUMU-
HaNbHOW 3aLWNThl 06 LEKTOB pasHbIX KaTeropun.

HacTtoswmin ctaHaapT ycTaHaBNMBaeT OCHOBHLIE NONOXEHUA (PYHKUMOHaNbHOro HasHavyeHna NCB, nx
COCTaB, a TaKkke TEPMUHBI U onpeaeneHns ans dopMUpoBaHNA eAUHOrO TEXHUYECKOro sidbika B o6nactn UCB
C NepcrneKTUBOI ero NPUMEHEHUs B paspaboTke HOPMaTUBHO-TEXHUYECKON AOKYMEHTaLUN.

2 HopmaTuBHbIe CCbINKKN

B HacTosAwem cTaHaapTe NCnofb3oBaHbl HOPMaTUBHBIE CCLISNIKU Ha crieaytowme cTaHaapThl:

FOCT 28195 OueHka kayecTBa NporpaMMHbIX cpedcTs. ObLme NonoXxeHus

FOCT P 50739 Cpeactsa BbIMUCAUTENBHON TEXHUKW. 3alumMTa OT HECAHKLUMOHUPOBAHHOMO AOCTyNa K
nHcpopmaumn. ObLue TexHudeckune TpebosaHus

FOCT P 51241 CpepcTBa 1 cucTeMbl KOHTPOMS 1 ynpasneHuns goctynom. Knaccudukauma. Obwme
TexHu4eckne TpeboeaHusA. MeToabl UCMbITaHWIA

FOCT P 51558 CpeacTsa U cUCTeMbl OXpaHHble TeneBnanoHHele. Knaccudukauma. Obuwme TexHudec-
kne TpebosaHus. MeToabl UCNbITaHWUA

FOCT P 52551 Cuctembl oxpaHbl 1 6e30nacHoCcT. TepMUHbI 1 onpeaeneHunst

FOCTP53195.1 BesonacHocTb hyHKLMOHANbHasA CBA3aHHbIX C 6€30MacHOCTLIO 30aHWUI 1 COOPYXKEHWUIA
cucteM. HacTb 1. OCHOBHbIE NONOXEHUS

FOCT P 54126 Onosewartenu oxpaHHble. Knaccudukaumsa. O6lume TexHudeckue TpeboBaHusA ©
MeTobl NCTMbITaHUIA

FOCT P 54830 Cuctembl oxpaHHble TeneBu3anoHHble. KoMmnpeccusi oUndpoBaHHbIX BUAeoOaHHbIX.
O6wwe TexHn4yeckne TpeboBaHWs 1 METOAbI OLLEHKN anropuTMoB

FOCT P 54831 CucTteMbl KOHTPOMS U yNpaBsnieHus 4oCTYNoM. YCTpoNCTBa NperpaxaaroLme ynpasnse-
mble. O6wne TexHnyeckne TpebosanHus. MeToabl UCMbITAHUA

FOCT P 56035 CucTembl oXpaHHble TeMeBU3NOHHbIE. 3alluTa oUUdPPOBaHHBIX BUAEOOAHHBIX OT CIly-
YyaliHoro 1 npeaHaMmepeHHoro nckaxkeHns. O6Wwme TpeboBaHnA

FOCT P 56047 CucteMbl oxpaHHble TeneBusnoHHble. Komnpeccus oLncpoBaHHbIX ayanoaaHHbIX.
Knaccudmkauns. O6wme TpeboBaHMa 1 MeToabl OLLEHKN anropuTMOB

FOCTP56102.1 Cwnctembl LeHTpanusoBaHHoro HabnogeHus. Yactb 1. O6Lwme nonoxeHus

MpumedyaHue— lNpy Nonb3oBaHUM HACTOSALWMUM CTAHAAPTOM LienecoobpasHo NpoBepuTb AeNCTBUE CCbINOoY-
HbIX CTaHOAPTOB B MH(OPMAaUMOHHOW cucteme obuiero nonb3oBaHus — Ha odmuuanbHom cante depepanbHOro
areHTCTBa MO TEXHUYECKOMY PeryniMpoBaHuio U METPONorvm B ceTu VIHTepHEeT Unu no exerogHoMy UHopMaLmnoHHOMY
ykasaTenio «HaunoHanbHble CTaHaapThi», KOTOPbIV ONyBruKkoBaH No COCTOAHNIO Ha 1 SHBaps TEKYLLLEro roga, 1 rno Bbinyc-
KaM exxeMeCs4HOro MHpopmMaLnoHHOro ykasartens «HaunoHanbHble cTaHgapThl» 3a Tekywmi rod. Ecnm s3ameHeH cebinoy-
HbIli CTaHOaPT, Ha KOTOPbI AaHa HeJaTMPOBaHHAs CCbiNka, TO PEKOMEHAYEeTCs UCMOMb30BaTh AENCTBYIOLLYI0 BEPCUIO

WUzpanne opnumnansHoe
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3TOr0 CTaHAAPTA C YYETOM BCEX BHECEHHbIX B AAHHYIO BEPCUIO M3MEHEeHUI. Ecnn 3amMmeHeH CCbINTOYHbIN CTaHgAapT, Ha KOTO-
pbifi JaHa 4aTUPOBAHHASA CCbISKA, TO PEKOMEHAYETCS UCNONb30BaTh BEPCMIO 3TOTO CTAHAAPTA C YKa3aHHbIM BbiLLE FOA10M
yTBepxaeHus (NpuHaTMA). Ecnn nocne yTeepxaeHns HaCTOAWEro CTaHAAPTa B CCbINOYHbIA CTaHAAPT, Ha KOTOPLIM AaHa
[[aTMPOBaHHas CCbINKa, BHECEHO U3MEHEHNe, 3aTparmBaloLee NonoxeHne, Ha KOTOpoe AaHa CCbifnka, TO 3TO MONoXeHne
PEKOMEHAYETCA NPUMEHATL 6e3 yueTa 4aHHOro N3MeHeHns1. ECnun ceuinovHbIi cTaHaapT OTMeHeH 6e3 3aMeHbl, TO Moroxe-
HME, B KOTOPOM A1aHa CCbISNKA Ha HEro, PEKOMEHAYeTCs MPUMEHSITb B HacTH, He 3aTParvBalowweit 3Ty CCbIsKy.

3 TepMmuHbI M onpeaeneHun

B HacTosweMm ctaHgapTe npuMmeHeHbl TepmuHbl no MTOCT P 51241, TOCT P 51558, TOCT P 52551,
FOCT P 56102.1, a Takxe cneayowme TepMUHBI C COOTBETCTBYIOLNMN ONpeaeneHNsIMu:

3.1 uHTerpupoBaHHaacuctema6beszonacHocTu; UCE: Cuctema 6esonacHocTM 06bekTa, 06 beanHsIo-
was B cebe Lenesble hyHKUMOHaNbHbIE CUCTEMBbI, NPpeAHa3HauYeHHbIe AN 3aWMThl OT Yrpo3 pasfMyHoni Npupo-
bl BO3HUKHOBEHUSA U XapakTepa NposaBNeHUs.

3.2

CTC: OnexTpuyeckas ycTaHoBKa, NpeaHasHayeHHas Ana obHapyxeHus U curHanusauumn o Hanuunn
OMacHoCTy.
[FOCT 31817.1.1—2012, nyHkT 4.2]

3.3

6a3a paHHbIX (database): COBOKYMHOCTb B3aMMOCBSA3aHHbIX AaHHbIX, OPraHU30BaHHbLIX B COOTBET-
CTBUM CO CXeMOW 6asbl AaHHbIX TakM 06pa3oM, YToBbl C HUMU Mor paboTaTb Nonb3oBaTesb.
[FTOCT 34.321—96, nyHkT 2.1]

3.4

nporpaMmHoe oGecneveHue: COBOKYMHOCTb Mporpamm cucteMbl 06paboTkm uHdopmaumm n npo-
rpaMMHbIX AOKYMEHTOB, HeOBX0ANMBIX ANs SKCnyaTaum 3TUX Nporpamm.
[FOCT 19781—90, Tabnmua 1, NyHKT 2]

3.5

3MeKTPOHHaA BbluUcNUTeNbHaa MawunHa ABM Electronic computer: BoiuMcnurenbHas MalivHa,
OCHOBHbIe hyHKLMOHarMbHbIE YCTPOWUCTBA KOTOPOW BbINONHEH bl HA 3MEKTPOHHBLIX KOMMOHEHTaX.
[FOCT 15971—90, Tabnuua 1, nyHKT 8]

3.6

cneuunanusnpoBaHHasa OBM Specialized computer: 3BM, umetoLas pyHKUMOHaNbHbIE BO3MOXHOC-
T U KOHCTPYKTUBHBIE 0COBEHHOCTU, MO3BOMSAIOLLE UCMONb30BaTL ee ANsi 3hpeKTUBHOro peLLeHWs orpaHm-
YeHHOro Knacca 3afad B onpeferneHHbIX YCNOBUAX OKpyXKatoLLen cpeabl.

[FTOCT 15971—90, Tabnuua 1, NyHKT 14]

3.7 cpefAcTBO BblMMCNUTENBHOM TeXHUKU: CneunanuanposaHHas OBM nnu cneunannsmpoBaHHbIni
KOHTPOMMep ¢ yCTaHOBMEHHbIM NMporpamMMHbIM obecnedeHneMm, npeaHasHavyeHHble ans paboThl B cocTaBe
NCb

4 CokpalleHus

B HacTosiweM cTaHAapTe NpUMeHeHbl criedytoLlne cokpalleHus:
APM — aBTOoMaTuanpoBaHHoe paboyee MecTo;

Bl —6asagaHHbIX;

BLWC —6es3anpecHsbii Wneid curHannsauum;

NCB —unHTerpupoBaHHas cuctema 6e30nacHoCTH;

MO —nporpammHoe obecrneveHue;

CBT —cpeAcCTBO BBIMNCIIUTENBHON TEXHUKN;
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CKY[l — cuctema KoHTPOs U ynpasneHusi LOCTYNOM;

COC —cucrema oxpaHHOM CUrHaNU3aLuu;

COT — cuctema oxpaHHasl TeNIeBU3NOHHaN;

CTC — cuctema TpeBOXHOW cCUrHanNu3auuu;

CUH — cucTema ueHTpanu3oBaHHOro HabnaeHus;

COBM — cneunanunsnpoBaHHas OBM,;
TP TC — TexHu4deckuit pernameHT TaMOXEHHOro cor3a;

3

TC — TexHn4ecKoe cpeCcTBo;

TY — TeXHN4YecKue ycrnoBus;

YIY  —ycTpoicTBa nperpaxjaowme ynpasnsaemMole;
wc — Wwinend curHanusaumu;

OBM — aneKkTpoHHas BblMUCNIUTENbHAs MalLuHa.

5 Knaccudmkauusn

Mo BMAay opraHmnsaLMm NPOTUBOKPUMUHANLHOW 3awmTel UCB nogpasaensioT Ha nokanbHble U LieHTpa-
NN30BaHHbIE.

5.1 NokanbHas UCBE npegHasHadveHa ans obecneveHns nokanbHOW NPOTUBOKPUMUHANBHOW 3aLUTHI,
npy KOTOPOW M3BELLEHUSI O COCTOSIHUM OXpaHsieMoro obbekTa, a Takke ynpaBfieHWe OCYLUEeCTBMSIOT C
MOMOLLbIO CPEeACTB OTOBPaKeHUs MHDOPMaLM 1 yNnpaeneHus (MHAUKaTopHbIe NaHenu, NynbThl), BXOASLMUX
B cocTaB UCB.

5.2 UeHTpanusosaHHas NCE npegHasHaveHa ans obecneveHnss NpoTUBOKPUMUHANBHOW 3aluUThl B
coctase CLIH.

6 OOwWwue nonoxeHus

6.1 Tpe6oBaHusa dyHKLUMOHaNbLHOro Ha3HayeHua UCHB

6.1.1 NCB pomxHa obecneynBaTh BbIMOMHEHUE creaylownx 06a3aTenbHbIX hyHKUWNA:

- oBHapyxeHue yrpos, UMerLmX pasnuyHble NPUYUHBLI BOSHUKHOBEHMUS U XapaKkTep NposiBeHNs, B COOT-
BETCTBUM € PYHKLMOHANbHBLIM Ha3HaYeHneM cuctem, Bxoasawmx B coctas NCB;

- aBTOMaTuyeckoe pearvposaHne NCB Ha 0bHapyXeHHyIo yrpo3y B COOTBETCTBUM C 3aaHHON TakTu-
KO paboThbl KAXO0M N3 CUCTEM, BXOASLLNX B €e COCTaB;

- nepepgady MHdopMaLmM 0 XxapakTepe obHapyXeHHOW yrposbl Ha yCTpoCcTBa oTobpaxeHus, npeaHas-
HayeHHble Ansi UCNOMNb30BaHNA AeXYPHBIM OnepaTopomMm;

- obecneyvyeHre BO3MOXHOCTM PYYHOrO ynpaBrieHUa cuctemamu, Bxoasimmm B coctas MICB;

- BeJeHue 3MeKTPOHHOro NpoTokona yHKUMOHNPOBAHUA cUcTeM, Bxoasilumx B coctaB UCB, ¢ pernct-
paunen ero s B[;

- mogudmkaumio coctasa U koHdburypaumm UCB B cOOTBETCTBUM C M3MEHEHWEM 3aad, pellaeMblX
UCB.

6.1.2 Momumo obs13aTenbHbIX UCB MOXeT BhINOMHATEL BCOMOraTefbHble U A0MOSNHUTENbHbIE (DYHKUUN,
He cBA3aHHble ¢ obecneveHnemM NPOTUBOKPUMUHANBLHOWM Ge3onacHoCTH.

6.2 dyHKuMoHanbHbIN cocTaB UCH un o6liue TpeGoBaHUA K HeMy

6.2.1 B cocTtaB NCB gomkHO BXoAUTbL HE MeHee Tpex U3 ykasaHHbIX 6a3oBbix cuctem: CTC; COC; COT;
CKyL.

JonyckaeTtca yHkUMoHansHoe 06beanHeHne CTC n COC, npu 3ToM B coctase UCH nx yuuTbiBaloT no
OTAENbHOCTM.

6.2.2 CoctaB NCB moxeT ObiTb AOMOMHEH WUHBIMU cucTeMamn obecnedveHua 6e3onacHOCTM Mo
FrOCTP53195.1.

6.2.3 CucteMbl, Bxogsauwme B coctaB UCB, aomkHbl o6ecneunsaTb BbINOMHEHWE CBOMX (DYHKLMIA Kak
B coctase ICB, Tak n aBTOHOMHO.

6.2.4 CocTosiHMe U peXxumbl paboTbl kaXkaoM U3 cucTeM, Bxoaawmx B coctas CB, He AoMKHbI co3aaBaThb
nomMexu B paboTe ocTanbHbIX CUCTEM.

6.2.5 OTkas (HemcnpaBHOCTb) OAHON U3 cUCTeM, BXxoaawmx B coctas UCB, He 4osmkeH BNUATL Ha pabo-
TOCNOCOBHOCTL APYIUX CUCTEM.

6.2.6 Mopgudukauma coctasau koHpurypaumm UCB nocpe ACTBOM YBENUYEHUA KONNMYECTBA UCTIONb3Ye-
MbIX TC B kKaXkaon U3 BXoAALWMNX B Hee CUCTEM He A0IMKHA NPUBOANTD K OTKA3y U yxyaLWeHno dyHKUMOHAb-
HbIX napameTpoB UCH.
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6.2.7 MpuopnTteT Nepeaaqn TPeBOXKHBLIX N3BELLEHUA U oToBpaxeHUst nHpopmaumu 06 obHapyKeHHbIX
yrposax B MICB cnegyet otaaBaTth cuctemam, pyHKLUMOHAPOBAHWE KOTOPbIX HanpasneHo Ha obHapyxeHue
yrpos, 3aHumaroLLmx 6onee BbICOKOE NOMoXKeHUe B crieaytoLeM cnucke:

- Yrpo3a XU3HWU 1 300POBbI0 YenoBeka;

- Yrposa X LLeHWs, MOBPEXAESHUS NN YHUMTOXEHMUS UMYLLIECTBA.

6.2.8 O6HapyxeHue yrposbl 04HOW U3 cucteM, Bxoaswmx B coctaB MCB, B cnyyae HeobxoanmocTu
MOXeT NPUBOAUTL K aBTOMaTU4eckoMy pearnpoBaHuio n apyrux cuctem NCB.

6.2.9 Moaudukauma coctasa U koHdurypauumn cuctem UCH, ocywectBnsiolMx yHKLUN OXpaHbl,
O0IMKHA GbITb BO3MOXKHA TOMbKO NMPU CHATUM 0ObekTa C OXpaHbl.

6.2.10 PyHkumoHanbHaa cxema MICB, coctaBneHHom u3 6a30BbIX CUCTEM, MpUBeAeHa B MPUNOXKeHUU A.
MpuaTtom B cocta ICB MoryT BxoguTh He BCe YKa3aHHbIE CUCTeMbI, @ TOJbLKO TPU U3 HUX.

6.2.11 TMpumep cyHKuMoHanbHOW cxembl UCB, npeacTaensiowein cobod COBOKYNHOCTb 6a30BbIX U
WHBIX BCrioMOraTe bHbIX U AononHuTenbHbix cucteM UCB no FTOCT P 53195.1, npuBeaeH B npunoxeHuu b.

6.3 Tpe6oBaHuak COC uCTC B coctaBe UCH

6.3.1 B coctaB COC n CTC BxoasT 6asoBble TC oxpaHbl U MOAYNW Ansl BLIMOSIHEHWUSI OCHOBHbBIX (PYHK-
LuWiA, a Takke gononHutensHole TC, NnpeaHasHaveHHble Ans paclmpeHus (hyHKLMOHaNbHBIX XapaKTepucTuK
COCuCTC.

6.3.2 ObsazaTtenbHble nselleHusi, nepegasaemble CTC n COC Ha APM UCE u APM CLH o:

- nepexoae B AEXKYPHbIA Pexum;

- nepexoae B TPEBOXHLIN PEXUM;

- OTKIOYEHNM OCHOBHOTO 3/1EKTPOMUTAHUSA U Nepexoe Ha pe3epBHOE;

- BOCCT@HOBIIEHWM OCHOBHOIO 3S1EKTPONUTAHWS;

- HeucnpasHocTax TC (B TOM uucne o paspsiie akkyMynsaTopHbiX 6atapei), MHTepdencoB U IMHUN
CBSA3K;

- B3ATUN 06bekTa Nog oxpaHy;

- CHATWUM 0BbEKTA C OXpaHbI.

6.3.3 CTC n COC gomxHbl UMETb BO3MOXHOCTL NepefasaTth cneayolme nsselleHnst Ha BHyTpeHHue
n/Mnu BHeLWH e yCTpoCcTBa 0TOGpaKeHNUs (onoseLaTenn, UHANKaAToOpPbl, UHANKATOPHbIE NaHeNM U T. N.) O:

- nepexoje B AeXKYPHLIN PEXUM;

- nepexoae B TPEBOXHbIA pEXUM;

- B3AATUM 0ObeKTa Nog oxXpaHy;

- CHATUM 0BbeKTa C OXpPaHbl.

6.3.4 CTC n COC gonxHbl obecneunMBatb KOHTpOmb HencrnpasHocTu BLUC (06pbiB 1 KOPOTKOE 3aMbl-
KaHue).

6.3.5 B CTC n COC gomkHa 6blTb NpeaycMoTpeHa BO3MOXHOCTb npumeHeHua TC, obecnevymnsarowmnx
anekTponuTaHue ussellartenenno LLC.

6.3.6 CTC n COC UCB ponxHbl obecneyMBaTb COBMECTUMOCTb C ONOBeLlaTeNAMU OXpaHHbIMU MO
FOCT P 54126.

6.3.7 B CTC 1 COC pgonxHa 6bITb NpedycMoTpeHa BO3MOXHOCTb NpumeHeHua TC, obecneunsatowmx
B3ATME NOA OXPaHy U CHATMUE C OXpaHbl NPU NOMOLLM CHUTLIBATENEN 3anoM1MHaeMblX MaeHTUdUKaTopos, cun-
ThiBaTENEN BELLECTBEHHbIX MAEHTUDUKATOPOB NMBO cYMTLIBATENE BUOMETPUYECKUX NPU3HAKOB.

6.3.8 B TC, obecneunBatoLlnx B3sATUE NOA OXpaHy U CHATUE C OXpaHbl, He AoNYyCKaeTCs NpUMeHeHne
B Ka4ecTBe YCTPOWCTB CHATUS C OXpaHbl TYMGNEpoB, KHOMOK U T. .

6.4 TpeboBaHus Kk CKYOu COT B coctaBe UCB

6.4.1 CKY[ pomxHa cooTBeTcTBOBaTh TpeboBaHuam FOCT P 51241, npu atom YITY B coctase CKY[
OOIMKHbI 0TBeYaTb TpeboBaHnsam FTOCT P 54831.

6.4.2 COT pomxHbl cooTBeTcTBOBaTL TpebGosaHuam MTOCT P 51558, TOCT P 56035, TOCT P 56047,
FOCT P 54830.

6.5 TpeboBaHuak CBT

6.5.1 CBT pomkHo ObiTb 3awyleHo OT HecaHKLMOHMPOBAHHOTO AocTyna K MHdopmaumM B COOT-
BeTcTBUM ¢ TpeboaHuamn FTOCT P 507 39.

6.5.2 MO UCB pomkHO cooTBeTcTBOBaTh TpebosaHuaMm FTOCT 28195 U LOMKHO ObiTb YCTONYMBO K
cnyyarHblM UK NpegHaMepeHHbIM BO3AENCTBUAM B BUAE OTKMOYEHMS anekTponutanus TC, nporpaMMHoro
unu annapaTtHoro copoca TC. CB gomnkHa o6ecneunBaTb CBOK paboTocnocoBHOCTb U COXPaHHOCTL paHee
NoNyYeHHbIX 4aHHBIX MOCTe YKasaHHbIX BO3AeNCTBUIA U nepesanycka MO.
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6.6 Tpeb6oBaHuA k coCcTaBY AOKYyMEHTaLUU

6.6.1 NCB, cuctemel n TC, Bxoaswme B coctas MCB, AomxHbl nMeTb TY, KOHCTPYKTOPCKYHO U 3KCnyaTa-
LMOHHYI0 OKYMEHTaLMIO 1 AOKYMEHThI, MoATBepKAatoLme cooTBeTCTBNE TpeboBaHuam [1] n[2].

TY, akcnnyaTauMoHHas 1 KOHCTPYKTOPCKas AOKYMeHTaumst AOMKHbI ObiTb BbINOMHEHbI B COOTBETCTBUN C
TpeboBaHnamn ctaHgapTos ECKI.

6.7 Tpe6oBaHuA k uHTerpauum cuctem n TC B coctase UCB

6.7.1 B VICB npnMeHsIloT pasnuyHble BUAbI UHTerpaunmn (06beguHeHns).

6.7.1.1 AnnapatHyto uHTerpaumio UCB ocyluecTBnstoT nyTem obecneveHuns annapatHon CoBMeCTUMOC-
1 cnctem B coctase MICB nocpeactsom obmeHa MHOpMaLMOHHBIMK 1 YNIPABASIOWMMI cUrHanamm, dopmMu-
pyeMbIMU NPY NOMOLLIM KOMMYTaLMU 3NeKTPUYeCcKnX Lienen.

6.7.1.2 TMporpammHyto uHterpauuio UCB ocywecTBnaoT nyTeM obecneyeHns nporpaMmmHON COBMeCTU-
mMocTucuctemin CBT nocpeacTBOM opraHusaLmm Ux Bsanmogenctasns no eguHomy uHtepdency UCB. Ctpykry-
pa nporpaMmHoin nHterpauum cuctem CB npuseaeHa B npunoxxeHuu B.

6.7.1.3 AnnapaTHo-nporpammHyto nHterpaumio UCE ocywecTensoT nyTem obecneveHus annapaTtHon n
NporpamMmHON COBMECTUMOCTU CUCTEM MOCPEACTBOM MPUMEHEHUS Kak annapaTHOW, Tak v NporpamMHoOn
WUHTerpauunm. BoamoxHa peanunsaums annapaTtHO-NporpamMmmMHoOn HTerpaumm kak ¢ nomouwbio COBM, Tak 1 ¢
MOMOLLbIO crelmanbHo paspaboTaHHOro KOHTponepa. AnnapaTHO-NPorpaMMHas MHTerpaLms MoXeT BKI1tO-
YyaTb YeTblipe YPOBHS.

Mpumep dyHKUMOHaNBbHOM cxeMbl YeTbipexypoBHeBoi CE npu annapaTHO-NporpaMMHON MHTerpaumum
npusedeH B npunoxerun I,

6.7.2 OtpenbHble TC MOTYT OCYLLECTBIIATL MEXYPOBHEBOE B3aNUMOLENCTBME.

6.7.2.1 TepBblii ypoBeHb annapaTtHo-nporpammHoin nHTerpaumn NCE obecneunBaeT cCBA3b MeXAay
cepsepom UCH, ogHuM unu Heckonbkumu APM, B TOM 4dnicne Ansi TepputopuansHo paccpeaoTOMeHHbIX
06bekToB. MNepBLI YypoBeHb annapaTHo-NporpaMMHoi nHTerpaumm NCB npeactasnsaeT coboi nokanbHyo
ceTb Ha ocHoBe cTanaapToB Ethernet n cneunanuauposaHHoro MO.

6.7.2.2 BTopou ypoBeHb annapaTtHo-nporpaMmmMHoin nHterpauun UCB obecneunsaet undposoli obMeH
AaHHbiMKn Mexay TC n npeacTtaBnsieT cobol BHYTPUCUCTEMHYO CeTb, peanu3oBaHHyto Ha 6ase Haubonee
pacrnpocTpaHeHHbIX NMPOMBILMEHHBIX UHTepdelcoB. [laHHaa ceTb AofkHa B3auMOAENCTBOBaTL C CETbIO
NepBOoro YpoBHs NocpeAcTBOM NpeobpasoBaHns MHTepdencos.

6.7.2.3 TpeTuin ypoBeHb annapaTtHo-nporpaMmmHoin uHterpauum NCB npeactasnset cobol ceTb unm
oTAenbHble NUHUM CBA3M, obecnevnBatowne LUMdppoBoin obMeH AaHHBIMU MexXay ABYMS (OYHKLMOHANbHO
3aBucumbimun TC.

6.7.2.4 YeTBepTbll YypOBeHb annapaTtHo-nporpaMmHoi wHTerpaumm WCBE npeactasnsieT cobow
3MeKkTpuYeckme Lenu n NMHUN cBsA3u, NpegHasHadveHHble Ansi obecneyeHnst KOHTPoNsA u ynpaeneHns TC 6e3
ncnonb3oBaHna uUncpooro obmeHa AaHHbIMU (6e3agpecHble M3BellaTenu, onosellatenu, peneinHble
WUCNOMNHUTENbHbIE YCTPONCTBa U Ap. ).

6.8 CoctaB u byHKLuMOHanbHoe Ha3sHavyeHune APM UCB

6.8.1 CocTtaB 1 (pyHKUMOHanNLHoe HasHadeHne APM nokanbHbIX 1 LeHTpanusoaHHbIX UCB AomkHbI
cooTBeTCcTBOBaThL TpeboBaHmam FTOCT P 56102.1.
6.8.2 [onyckaeTtca pyHKUMOHaNbHoe 06beanHeHne APM nokanbHbix UCB.
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Mpunoxexne A
(cnpaBoyHoOe)

dyHKUMOHanbHasa cxema NCB, coctaBneHHas 13 6a3oBbiX CUCTEM



Mpunoxexve b
(cnpaBouHoe)

FOCT P 57674—2017

dyHKUMOHanbHas cxema NCB, cocTaBneHHas 13 6a30BbiX M UHbIX BCMOMOraTesibHbIX
M OOMOJIHUTENbHbBIX CUCTEM

Cuctema
NOXaPHON CUTHaM3aLMn

/CncTema aBTOMATUYECKOro
| BoZsHOro NoXxapoTyLleHus

CvicTema a&TomaTumzaLym
MPOTUBOMOXapHOro BofocHabeHs

Cucrema asTomMaTv3aLym
NpOTVMBO6LIMHON 3aLLMTbI

Cucreva
aBapuiiHOTO OCBELLIEHUS

Cucrema
orepaTvBHOl C&3u

Cuctema
KOHTPO/IA paavaLym

VHbEe cucTeMbI n
obecrieyeHnst 6esonacHocTu /

Cuctema KoHTponsa J1
Bo36yLUHO-T030&00 Cpedbl

Cuctema

3aLWmTbI MHGOpPVELMA

Cucrema KOHTpONA
61O/ONYECKON 3aLLTDI
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MpunoxeHve B
(cnpaBo4HoOE)

CTpyKTypa nporpamMmmMHoi nHterpauum cuctem UCB

CBT



CD

MpunnoxeHue I
(cnpaBo4HOE)

dPyHKUMOHaIbHasA CcXeMa YeTblpexypoBHeBO VICB npu annapaTHO-NMPOrpaMMHOl MHTerpauum

¥,9.5d 100

LT0C
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Bubnuorpadua

[1] TexHuueckuii pernameHT TamoxxeHHoro cotoda TP TC 004/2011 «O 6e30nacHOCTU HU3KOBONBLTHOrO 060pya0BaHUSI»
[2] TexHwuueckuii pernameHT TamoxeHHoro cotosa TP TC 020/2011 «3nekTpomMarHuTHasi COBMECTUMOCTb TEXHUYECKUX
cpencTe»
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