GEAEPANBHOE AFEHTCTBO

NO TEXHWYECKOMY PEIYIMPOBAHMIO U METPONOIUA

HAUMOHANBbHbIN rocTpP
CTAHOAPT

POCCUMNCKONM NCco 17090-4—
GENEPALUM 2016

UHbopmaTusaumua 300poBbaA

MHOPACTPYKTYPA C OTKPbITbIM KITFOYOM

YacTtb 4

3ﬂeKTp0HHble noganucu MegUUMUHCKUX OOKYMEHTOB

(ISO 17090-4:2014, IDT)

WU3panue opuumnanbHoe

Mockea
CranpapTuHgopm
2018


https://www.mosexp.ru/proektnye_raboty

FOCT P NCO 17090-4—2016

MpeaucnoBue

1 NOArOTOBJIEH denepanbHbIM rocyaapCTBEHHLIM GIOAKETHBIM yupexaeHnemM «LleHTpanbHbIi Ha-
YYHO-UCCNEA0BATENLCKMIA WHCTUTYT OopraHusauuMn n uHdopmarusauum 3gpasooxpaHeHus MuHucTepcTsa
3gpaBooxpaHeHus Poccurickon ®egepaunmny (ULHWNOW3 Munagpasa) u OGLUECTBOM C OrpaHUYEHHOW OT-
BETCTBEHHOCTbIO «KOpnopaTuBHbLIE SMEKTPOHHBLIE CUCTEMBI» HA OCHOBE COOCTBEHHOrO NepesoAa Ha PyCCKUi
A3bIK AHIMOA3bLIYHO BEPCUMU CTaHAApPTA, YKa3aHHOro B NyHKTE 4

2 BHECEH TexHuueckum komuteTom no ctaHgaptusauum TK 468 «UHudopmaTnsaums 300posba» npu
LUHUMNOW3 Munsgpasa — nocTosiHHbIM npeacrasutenem ISO TC 215

3 YTBEP)XOEH 1 BBEAEH B IENCTBUE Mpukazom denepanbHoOro areHTCTsa no TeXHUYECKOMY pe-
rynupoBaHuio u MeTpornoruum ot 29 aekabpsa 2016 r. Ne 2104-ct

4 HacTosilumi cTaHaapT MAEHTUYEH MexayHapoaHoMmy ctaHaapty NCO 17090-4:2014 «MHpopmaTtu-
3aums 300poBbA. MHGPACTPYKTypa C OTKPLITLIM KIIOYOM. HacTb 4. 3nNeKTPOHHbIE NOANUCU MEAULMHCKUX A0-
kymeHToB» (ISO 17090-4:2014 «Health informatics — Public key infrastructure — Part 4. Digital Signatures
for healthcare documents», IDT).

Mpu npuMeHeHUn HaACTOALLEro CTaHfapTa PEKOMEHAYETCA UCNOMb30BaTh BMECTO CCbISIOYHbLIX MeXAay-
HapOAHbIX CTaHAAPTOB COOTBETCTBYIOLLME UM HALMOHASBbHLIE CTAHAAPTLI, CBEAEHUA O KOTOPbIX NPUBEAEHDI B
AOMNOJSIHUTENbHOM NPUINOXKEHUN ,ﬂA

5 BBEJEH BINEPBBIE
6 NMEPEN3JAHUE. Hos6pb 2018 T.

lpasuna npumeHeHuss Hacmosweeo cmaHd0apma ycmaHoesieHbl 8 cmambe 26 ®edeparnbHO20 3aKOHa
om 29 uwHsa 2015 2. Ne 162-03 «O cmandapmusayuu e Pocculickold ®edepayuuy. NHgpopmayus 06 u3s-
MEHEeHUSAX K HacmosuweMmy cmaHdapmy nybrnukyemcs 8 exe200HOM (N0 cocmosHulo Ha 1 aHeaps mekyuiez0
200a) uHghOopMayUOHHOM yKazamene «HayuoHanbHble cmaHlapmbi». B criywae nepecmompa (3ameHbt) unu
OMMeHbI Hacmosuwie2o cmaHdapma coomeemcemeytowee yeedomnerue bydem onybnukoeaHo e bnuxaliuem
8bIIMYCKE EXEMECAYHO20 UHhOPMaUUOHHO20 yKasdamens «HauuoHanbHble cmaH0apmel». Coomeemcmeyio-
was uHehopmauus, yeedoMmneHue u mekcmbl pasmewjaromes makxe 8 UHhopmayuoHHol cucmeme obuiezo
nonb30eaHUs — Ha oghuyuansHoMm calime dedepanbHO20 azeHmemea no MexXHUYeCKOMY peeayriupoeaHuio U
memponoauu e cemu iHmepHem (www.gost.ru)

© IS0, 2014 — Bce npaBa coxpaHaIoTCA
© Crangaptundopm, opopmnenue, 2017, 2018

Hacroswmin cTaHaapT He MOXET ObiTb MOMHOCTLIO UMK YACTUYHO BOCNPOU3BEAEH, TUPAXUPOBAH U pac-
NPOCTPaHEH B KayecTse ohuymnanbHoro usganus 6es paspelueHus denepanbHOro areHTCTBa N0 TEXHUYECKO-
MY PerynupoBaHuiO U METPOSIONUK


https://mosexp.ru#

FOCT P UCO 17090-4—2016

CopepxaHue

1 OBNACTb MPUMEHEHUS . . . . e ittt e e e et e et et e e e e e e e e e e e e e e e e 1
2 HOPMATUBHDBIE COBINIKM . . . o o oottt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e 1
3 TePMUHBI M OMPEACIIEHMS . . . . ottt it e e et e e e e e e e e e e e e e e 1
4 TIPUKNAAHBIE CUCTEMBI . .\ vttt et e et e e e e e e e et e e et e e et e e e e e 2
4.1 LIENEBAA CUCTEMA . . oottt ettt et e et e e e e e e e e e e 2
4.2 TIPOUECC COZOAHUA . . . . oo oottt ettt e et e e e e e e e e e e e e e e e e e e e e e 3
4.3 TIPOLECC MPOBEPKM . . v v vt e et e e e e et e et e e e e e e e e e e e 4
4.4 Cneundukaumna CAAES ... .. 10
4.5 Crneundukaumsa XAAES . .. ... 14
MpunoxxeHune A (cnpaBoyHOE) LIENEBbIE CLEHAPUMN . . . . . .. .. . e et e e 19

MpunoxeHue OA (cnpaBoyHoe) CBeAEHUA O COOTBETCTBUM CCbINOYHBIX MEXAYHAPOAHbIX CTAHAApTOB
HALMOHAMBHBIM CTAHAAPTAM . . ot ittt it et e et e et et e e e et e e e e e e e 21
BUOMMOTPAMIMA . . . oo 22



FOCT P UCO 17090-4—2016

BBeneHue

Mepepn cuctemon 3gpaBoOXpaHEHUs1 CTOUT NpobremMa COoKpaLLieHUst pacxoAoB C NOMOLLLIO nNepexoaa ot
OyMa)kHOr0 JOKYMEHTUPOBAHNUSA NPOLIECCOB K SNEKTPOHHOMY. B HOBBIX MOAENAX OKa3aHWUA MeaULMHCKOW No-
MoLm 0co60 nog4epkuBaeTca He0bX0aMMOCTb COBMECTHOMO MCMONMb30BAHUA CBEAEHUI O NaUUeHTe pacLuu-
PAOLWMMCSA KPYroM MeAWLMHCKUX CNeLuManncToB, BbIXOASLLEro 3a paMKu TPaaMLMOHHBIX OPraHWU3auUOHHbIX
6apbepos.

MepcoHanbHasa meauuuHcKasa MHOpPMauus 0OblMHO NepeaaeTcs C NOMOLLBIO ANEKTPOHHON NOYTLI, yaa-
NeHHOro goctyna k 6a3e gaHHbIX, 9NEeKTPOHHOro obMeHa AaHHbIMM U Apyrux npunoxeHun. Cpeaa UHtep-
HeT NpeaoCTaBnsAeT BbICOKOA(PMEKTUBHbIE U AOCTYNHbLIE CpeacTBa 0OMeHa uHdopMmauyuein, 04HAKO OHA He
Ge3onacHa v Mpu €e UCMONb30BaHUKM HEOOXOAMMO NPUHUMATHL AOMOMHUTENbLHLIE Mepbl 06ECNeYeHNs KOH-
(OUAEHUMANBHOCTU U HEMPUKOCHOBEHHOCTU JIMYHOW XW3HU. YCUNMBAIOTCA Takme yrpo3bl 6€30nacHOCTH, Kak
cnyyanHbli UnNu NpeaHaMepeHHbIN HECaHKLMOHMPOBAHHbLIN AOCTYN K MEAULIMHCKON MHpopMmaLmum, n cucteme
3paBOOXPaHEeHNs1 HE0BX0AMMO UMETb HAAEXHbIE CPEACTBA 3aALUMTbI, MUHUMU3UPYIOLLME PUCK HECAHKLMOHU-
pOBaHHOro AgocTyna.

Kakum >ce oBpasom cuctema 3apaBoOXpaHeHUs MOXET 06ecneunTb COOTBETCTBYIOLWYIO 3hhEKTUBHYIO
U B TO XKe BPEMS 9KOHOMUYHYIO 3alUuUTy nepegaqn AaHHbiX yepes ceTb HTepHeT? PewweHne aton npodnemol
MOXeT ObITh 06ecneyeHo ¢ NOMOLLbIO TEXHOMNOMMKU UMppOBLIX CepTUdMUKATOB U UHADPACTPYKTYPbI OTKPbITLIX
kntoven (MOK).

Ona npaBWMbHOrO MPUMEHEHWA UMGPOBLIX CepTUdUKATOB TPEOYyeTCs COoYeTaHue TEXHONMOTUYECKUX,
METOANYECKMNX U aAMUHUCTPATMBHbBIX NPOLECCOB, 06eCneYnBaloLMX 3aLLUTy nepeaayn KoHpuaeHuManbHbIX
[AaHHbIX B HE3ALUMLLEHHOW Cpeae C NOMOLLbLIO «LUMPOBAHUA C OTKPBITLIM KNIOYOM» U NOATBEPXKAEHNE UAEH-
TUYHOCTU NnLa unn 0ObEKTa C NOMOLLBIO «cepTudmnkaToBy. B cdpepe 3apaBooxpaHeHUs B 3TO COMETaHNE BXO-
AT CpeAcTBa ayTEHTUdMKaLUM, LUMPOBAHUA U SNEKTPOHHON NOANUCK, NPEAHA3HAYEHHbIE ANSA BINONIHEHUA
aAMUHUCTPATUBHBIX U KNMUHUYECKUX TpeBGoBaHUN KOHMMAEHUMANBHOCTU AOCTYNA U Nepeaavn MeanLUHCKNX
OOKYMEHTOB WHAMBMAYaNbHOro yvera. MHorne u3 atux tpebosaHuii MOryT ObiTb yAOBNETBOPEHbI C NOMO-
Wb Cny>0, UCMONb3YIOLWMX NPUMEHEHNE UMGPOBbLIX CepTUdMKATOB (BKMOYas wudpoBaHue, LEenoCTHOCTb
UHbOPMaLUKM 1 3NeKTPOHHbIE nognucu). Ocobo a¢hdekTUBHO UcnonbL3oBaHue UUPPOBLIX CepTUMKATOB B
pamkax opuumanbHOro craHaapra 3awmtbl MHopMauuun. MHorue opraHm3sauumM BO BCEM MUPE Hayanum Uc-
nonb30BaThb LUMdpPOBbIE cepTuduUKaTbl NOA0OHBIM 06pa3oM.

Ecnn o6meH undopmaumeii 4OmMKEH OCYLLECTBASATLCA MEXAY MEAULMHCKUM NPUKIaAHLIM NporpaMmM-
HbIM oBecneveHnem pa3sHbix OpraHM3aumii, B TOM YMUCIEe OTHOCALLUXCS K pa3HbiM BEAOMCTBaM (Hanpumep,
Mexay MHMOPMALMOHHLIMU CUCTEMAMMU OOMNbHULILI U NONMUKIMHUKM, OKa3biBAIOLLMUX MEAULMHCKYIO MOMOLLb
OJHOMY M TOMY XE NMaLMeEHTY), TO UHTEponepabenLHOCTL TEXHONOTUIN LMpoBbIX CepTUdUKATOB U COMYTCTBY-
IOLUMX NOSIMTUK, PEMMAMEHTOB M NPAKTUYECKMX NPUEMOB NpMobpeTaeT NPUHUMNNANLHOE 3HaYEHHe.

Ana obecneyeHunsi nuteponepabenbLHOCTU pasnUyHbIX CUCTEM, UCNONb3YIOLMX LM poBLIE cepTuduka-
Tbl, HEOOXOAMMO €CO3AaTb CUCTEMY JOBEPUTENBHBLIX OTHOLLEHUI, C MOMOLLLIO KOTOPOW CTOPOHBI, OTBETCTBEH-
Hble 3a obecneveHue nNpaB NMMYHOCTM HA 3aLMTY NepCOoHaNbHOM MHOPMALIMK, MOTYT MONaraTbCsA Ha NONUTYU-
KU 1 NPAKTMYECKUE NpUemMbl U B JONONHEHUE HA AeNCTBUTENbHOCTb 3MNEKTPOHHbIX CePTU(UKATOB, BbIAAHHbIX
APYrMMKU YNONMHOMOYEHHbIMU OpPraHu3auusMu.

Bo mHormx crpaHax cucrema LudpoBbix cepTuukaToB ucnonb3yerca Ans odbecnevyeHmsa 6e3onacHoro
o6mMeHa uHdopmaumen B npeaenax HauMoHanbHbIX rpaHuL,. Ecnu paspabotka ctanaapToB Takxe orpaHuyeHa
3TMMK Npegenamm, TO 3T0 NPMBOAUT K HECOBMECTUMOCTM MOSNUTMK U PErMAaMEHTOB YA0CTOBEPAIOLLMX LIEHTPOB
(YL) v uentpos peructpauyun (LIP) pasHbix CTpaH.

TexHonorus uUMdpoBbIX CepTUMUKATOB aKTUBHO PA3BUBAETCA B pamMKax OnpeaeneHHbIX HanpasneHui,
He cneunduyHbIX Ans 34paBooOXpaHeHus. HenpepbiBHO NPOBOAUTCS BaXkHelLLas paboTta no ctaHaapTusauum
1 B HEKOTOPBIX CIy4asix — Mo NpaBoBOMy obecneveHuto. C Apyroi CTOPOHbI, MOCTABLUMKN MEAULIMHCKUX YCIYT
BO MHOIMMX CTPaHaX Y€ UCNoMb3yloT UNU NNAHUPYIOT UCNOMNbL30BaTh L poBbie cepTudukatel. Hactoawmin
CTaHAapT NPU3BaH yAOBINETBOPUTL NOTPEOHOCTbL B YNPABNEHUU JaHHLIM UHTEHCUBHBIM MEXAYHAPOAHBLIM NPO-
LeCCoM.

Hacroswumin ctaHgapr cogepXuTt obLume TexHUYeckue, IKCnyaraumoHHble U meTognyeckue Tpebosa-
HUS, KOTOPbIe AOMKHbI ObITh YI0BNETBOPEHBI ANA 00ecneyeHns Mcnonb3oBaHua UupoBLIX CepTudMKaTos B
uenax ooMeHa MeguMUMHCKON MHpopmaumen B npeaenax 0O4HOro JIOMeHa, Mexay AoOMeHamu 1 3a npeaenamu
rpaHuy ogHow opucaukumuu. Ero uensio ABnsieTcs co3gaHue 0CHOB rmobanbLHoi uHTeponepabdensHocTu. Ha-
CTOALLUMI CTaHAAPT M3HAYanNbHO NPeiHa3HaYeH AN NOAAEPXKU TPAHCTPAHUYHOTO 0OMeHa AAaHHbLIMU HA OCHO-
B€ UMPPOBbIX CEPTUGDUKATOB, OAHAKO OH TAKKE MOXXET CIY>KMTb PYKOBOACTBOM NO LUMPOKOMY UCMONb30BAHUIO

v
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UM POBLIX CEPTUAUKATOB B 3APaBOOXPAHEHMM HA HALMOHANbHOM WKW PErnoHanbHOM YpoBHAX. WHTepHeT
BCE LUMPE UCMNOMb3YyeTCa Kak CpeacTBO nepegayn MeauUMHCKUX AaHHbIX MEXAy OpraHM3auuamu 34paBoox-
paHeHus U ABNSAETCH €4UHCTBEHHbIM pearibHblM BapuMaHToOM ANs TPAHCrPaHUYHOro obMeHa AaHHbIMU B 3TOW
cepe.

Cepua craHgaptos MCO 17090 gomkHa paccmaTpuBaTbCa Kak e4uHOe Lenoe, NOCKONbKY Kaxaasa u3s
YyeTbIpex ee YyacTelr BHOCUT CBOW BKNaj B onpederneHune Toro, Kak uudpoBbie cepTtudukarbl MOTyT UCMONb30-
BaTbCcA Ans obecneveHns cepsnucoB 6€30NacHOCTU B CUCTEME 34PABOOXPAHEHUS, BKITHOYAsA ayTeHTUMKaLuio,
KOHMAEHUMANBHOCTb, LIEMOCTHOCTb AaHHbIX U TEXHUYECKME BO3MOXHOCTM NOAAEMKKM KAYECTBA SNEKTPOH-
HOW NMoAnucu.

B HacTosLweM cTtaHgapTe npeactaBneHbl NPOMUIM 3NEKTPOHHON NoagnucK, cneunduyrbie ansa cdepsbl
3gpaBooxpaHeHns. OHM OCHOBaHbI Ha cTaHgapTe opraHusauum ETSI u npocdune storo craHgapra, onpeae-
nexHHom B cneumdukaumsax CAJES n XAdES.
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HALULWOHANBHBIN CTAHOAPT POCCUNCKON GEAEPALUUMN

MHdopmaTusauma spopoBbs
MHO®PACTPYKTYPA C OTKPbITbIM KNKOYOM
Yactb 4

OneKTpoHHbIE NOANUCU MEAULUHCKUX JOKYMEHTOB

Health informatics. Public key infrastructure. Part 4. Digital signatures for healthcare documents

Dara BBegeHusa — 2018—01—01

1 Obnactb npuMeHeHUs1

B HacTosiliem ctaHaapre npuBeeHbl MUHUMArbHbIE TPEOOBAHUS K CO3JaHUIO U MPOBEPKE 3NEKTPOH-
HbIX NOAMMCEN U COOTBETCTBYIOLLMX CEPTUUKATOB, a Takke K ux hopmaram, cnocobeTayoLme obecneveHmnio
BO3MOXHOCTWU OOMEHA 9NEKTPOHHbIMU MOAMNUCAMU U NPEAOTBPALLUEHUSA HEKOPPEKTHBLIX UK IOPUANYECKU HE
NPM3HaBaEMbIX 3MEKTPOHHbIX NOANUCEN.

Kpome TOro, B HacTosiLLeM cTaHaapTe onpeaeneHo gokassisaemoe cooretrcreue nonutuke MOK, He-
obxoaumoe B cdhepe 3apaBooxpaHeHus. B HacTosweM ctaHaapTe npusHaoTes hopmaThl AONTOBPEMEHHON
3NEKTPOHHON moanucu, obecnevymBaiolmMe LenoCTHOCTE U HEOCTIOPUMOCTbL ANUTENBHO XPAHALLEHCS Jrek-
TPOHHON MEAULIMHCKON MHAOPMaLNN.

B uenax ynyywieHns u rapaHTMpoBaHns UHTeponepabensHOCTH B chepe 3apaBoOOXPaHEHNSA HACTOALLMNIA
cTaHgapT cooTBeTcTBYyeT ctaHgapram ISO/ETSI, onpegensaowpmm dopmaTthkl 40NTOBPEMEHHON SMEKTPOHHON
noanucu.

Hukakue orpaHuveHus Ha cyGbEeKT NOANUCLIBAEMbIX AAHHbLIX U MX hOPMAT B HACTOSILLEM CTaHAAPTE He
HaknaablBaloTcs.

2 HopmatuBHbI€ CCbISIKU

B HacToswem cTtaHgapte MCnonb30BaHbl HOPMATUBHbIE CCbISIKM HA Criefylolue craHaapThl, NOMHOe
WK YaCTUYHOE COAEepP>KaHMe KOTOPbIX HEPA3PbIBHO CBA3AHO C HACTOALWMM cTaHaapToM. Ecnu B cobinke yka-
3aHa gata nybnukaumu, To LOIMKEH UCNONb30BAaTLCA TONLKO LMTUPYEMbIN cTaHhapT. Ecnu gara B CCbifke He
yKasaHa, TO JOKHO UCMONb30BaTbCA NocneaHee usgaHue craHgapra (BKnovas Bce Nonpasku).

ISO 17090-1:2008, Health informatics — Public key infrastructure — Part 1: Overview of digital certif-
icate services (MHcopmaTusayumsa 3goposbs. MHppacTpykTypa ¢ OTKpbITbIM Knto4oM. Yactb 1. CTpykTypa m
obLme ceegeHus)*

1ISO 17090-3:2008, Health informatics — Public key infrastructure — Part 3: Policy management of certi-
fication authority (MHdopmaTusaums 3goposbs. MHpacTpykTypa ¢ OTKPLITLIM KMo4oM. YacTb 3. YnpasneHue
nonuTUKaMu LIEHTpa cepTudmkanmm)

3 TepmuHbI 1 onpegeneHns

B HacToALem cTaHgapTe npuMeHeHbl TepMuHbl o MCO 17090-1, a Takke cneayowme TEPMUHbI € COo-
OTBETCTBYIOLLMMU ONpeaeneHUsMu:

3.1 uenouka ceptudukatoB (certification path): YnopagoueHHasa nocnegosarencHOCTb cepTuduka-
TOB, CBfI3bIBaIOLLASA NPOBEPSEMbI CEpTUUKAT C cepTUdUKATOM JOBEPEHHONO YAOCTOBEPSIIOLLErO LIeHTpa.

* BameHeH Ha ISO 17090-1:2013.

M3paHue ocpuymanbHoe
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3.2 npoBepka uenoyku ceptucpukaroB (certification path validation): Mposepka kaxaoro ceptuduka-
Ta LenoYyku BnoTh A0 CepTudukara JOBEPEHHOTO YA0CTOBEPSIOLLErO LIEHTPAa, BKIMIOYasA NPOBEPKY BXOXKAEHUS
B CMUCKW OTO3BAHHLIX CepTUMKaTOB.

3.3 xaw-cdyHkuusa (hash function): MeToa BblMUCINEHMIA, NO3BONAIOLLUMI rEHEPUPOBATL Cy4YaiiHOe 3Ha-
YeHne PUKCUPOBAHHOW ANWHbBI MO AAHHbLIM NPOU3BONbHOW ANUHbI.

MpumevyaHus

1 CreHepupoBaHHOe 3Ha4eHue, HasbiBaeMoe «X3LU-KOAOM», oBnafaeT CBOWCTBOM OAHOCTOPOHHOCTW (MCXOAHBIE
AaHHble He MOryT ObiTb BbIMMCNEHb! MO STOMY 3HAYEHWUK) U Manoi BepOSTHOCTLIO MOMYyYEHNS! OAUHAKOBOrO 3HaYeHUs
(kornuaum) No ABYM pasnmnyHbIM AaHHbIM.

2 Ecnu npu oTnpaBKe/NonyveHnn AaHHbIX X3LW-Ko Gbil BEIMUCTIEH Ha CTOPOHE OTMpaBUTENs W coBnan ¢ Xalu-
KOLOM, BEIYUCIIEHHBIM MOMyYaTeneM AaHHbIX, TO Gnarogapa 3TUM CBOWCTBaM MOXHO C BLICOKOW CTeneHbio JOBEpUs yT-
BepXAaThk, YTO JaHHbIe He Bbinu MckaxkeHbl B NpoLiecce Nepegadu.

4 lMpuknagHble cUCTEMbI

4.1 LleneBasa cuctema

CneayoLme cucteMsl ABMSAOTCA LENeBbIMU ANS HACTOALWEro CTaHaapTa:

a) Gubnuorteka aNEKTPOHHOW NOAMUCH, BKNOYatoLWasn B ce6s PYHKUUN BLIMUCNEHNA U NPOBEPKU IMEK-
TPOHHON NOANUCU, NPEAHA3HAYEHHAA AN UCNONb30BAHUA KOMMNOHEHTAMU MEAULIMHCKUX UHOPMALMOHHBIX
cucTem;

b) nporpammbl BEIMMCAEHNUSA U MPOBEPKM SMNEKTPOHHOW NOANUCH, KOTOPbIE MOTYT UCNONb30BaTLCA aBTO-
HOMHO UM BMECTE C KOMMOHEHTaMN MEANLIMHCKMX UHDOPMALMOHHBIX CUCTEM.

K uucny uenesbix He OTHOCATCS CrneayloLmne CUCTEMbI:

a) KOMMOHEHTbI MeAWULMHCKUX UHPOPMALIMOHHBEIX CUCTEM, HE CBA3AHHLIE C HENOCPEACTBEHHOW 0bOpa-
BOTKOI SNEKTPOHHOW NOANUCH;

b) KOMMNOHEHTbI MEeAULUHCKUX MHADOPMALMOHHBIX CUCTEM, KOTOPbLIE 06pabaTbiBaloT 3NEKTPOHHYIO NOA-
MUCb W PE3ynbTaThbl €6 NPOBEPKU C MOMOLLbIO 6UBNMOTEKM SNEKTPOHHON NOANUCH, CNeLUanbHON NPOrpaMMbl
3MEeKTPOHHOW NOANUCU UMK CNEeLUanbHON NPorpamMmbl NPOBEPKU AMEKTPOHHOW NOANUCH;

C) UHTepdENC NpuKNagHbIX NporpaMM U Nonb30BaTenbCkuii uHTepdeinc. Ha pucyHke 1 nokasaH npu-
Mep ypoBHen 06paboTku. B 9TOM npumepe NpuKnagHoON ypoBEHb SMEKTPOHHONW nognucu (Bubnuoteka anek-
TPOHHOM NOANUCK, NPOrpaMMa SNEKTPOHHON NOANUCH UK NPOrpamMmma NPOBEPKU 3MEKTPOHHOW NOAMUCH) SB-
NSeTcA LUenesoi CUCTeMO ANs HACTOSALLEero CTaHaapTa, a CneayloLwmin ypoBeHb, a Takke kpuntonposanaep
n PKCS#11 k uenesbiM CUCTEMaM HE OTHOCATCA.

B WOK, npegHasHayeHHON Anst UCNonb30BaHMSA B CAepe 34paBOOXpaHEHUs, NpeanonaraeTcs, 4Yto co-
rnacHo noanyHkTy 7.6.2.12 NCO 17090-3:2008 yCcTpoOMCTBa XPaAHEHUSA CEKPETHbLIX KIOYENH, UCNONb3yemMble
nX Bnagernsuamu, 40MKHbl COOTBETCTBOBATL CTaHA4apTaM, YPOBEHb KOTOPbIX paBeH ypoBHIO 1 degepanbHOro
cranpgapta CLLUA FIPS-140-2 unu npesbIwaeT ero. Kpome Toro, CEKPETHbIE KIOYM MOTYT XPaHUTLCA HE TOMbKO
Ha cMapT-kapTax, Kak noka3aHo Ha pUCYHKe, HO Takke Ha USB-TokeHax, B MporpamMmHbIX TOKEHaxX U T. 4.
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PucyHok 1— [Mpumep cneumdmkaumm ypoBHein 06paboTkum 31EeKTPOHHOI noanucu

4.2 Tpouecc co3gaHusa

dopmaT 3/IeKTPOHHOI NOANMUCH, ONMUCAHHbIA B HACTOSILLEM CTaHAapTe, OCHOBaH Ha cneuudurkaLmax yco-
BEPLUEHCTBOBAHHOI 3/1EKTPOHHOM noanucu, NpuBeAeHHbIX B cTaHgapTax opraHudaumm ETSI CAJES (CMS
Advanced Digital Signature [5]) 1 XAdES (XML Advanced Digital Signature [6]).

B 3aBMCMMOCTM OT Ha3HayeHWs 3NEKTPOHHOW NoAMMCU B 3TUX cneundukaynsax onpepeneHbl pasHble
dopmaThl, a UMEHHO:

- ES: dopmar, B KOTOPOM nNpefycMOTPeHbl 3HAaYeHWe 3NEeKTPOHHOW NoAnucu, COBCTBEHHO AaHHble, a
Takxe MHopmauma o noanucaHTe;

- ES-T: pacwupeHue copmarta ES, B KoTopom gob6aBneHa MeTka BpeMeHM nognucu, nosyyeHHas oT fo-
BEPEHHOI CNyX6bl BPEeMeHN 1 ucnonblyemasn 418 Aoka3aTeNbCTBa MOMEHTa NMOCTAHOBKM NOAMMUCH;

- ES-C: pacwupeHue copmarta ES-T, B KOTOpoM Ao6aBneHbl CCbINKA Ha foka3aTenbCTBa NOA/MHHOCTMY;

- ES-X: pacwupeHnue chopmaTta ES-C, B KOTOPOM fo6aB/ieHa 3awuta CCbI/IOK Ha fokasaTeNbCcTBa Noj-
JINHHOCTW;

- ES-X Long: pacwupeHne popmata ES-C, B koTopom gobaBneHa uHcopmauna o6 oT3biBe ceptudun-
KaToB, Heobxoaumas ANA NPOBEPKU MOANNUCH;

- ES-A: cbopmar, B KOTOpPbI BK/IOUEHA apXxvMBHas MeTka BpeMeHu, NpejHasHavyeHHas Ans s3awuTtbl Noa-
nncy, MeTOK BPEMEHU ¥ AoKa3aTenbCTB NOA/IMHHOCTH.

B3anmocBA3M pas3nuyHbiX TUNOB )opMarta 3/IeKTPOHHON NOAMUCK NoKa3aHbl Ha PUCYHKe 2.
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ES-A
ES-X Long
ES-C
ES-T
— ES
Ccblnika fOaHHble ApxvBHas
MNognucel- Moanucel- Ha floka3sa- Aokasa- ApxueHas MeTka
3Ha4veHune MeTka MeTKa
Baemoe Baemble TenbcTBa TenLcrea BDEMEHU BPEMEHV
cofepxaHne  aTpnGyTbl noAnnen Bpemenm noAsINH- noAnnH- P
HOCTK HoCTK

PucyHok 2 — Tunbl chopmarta 31eKTPOHHOW nognucu

B HacTosiwem ctaHgapTe onucaHbl ToNbko npodunun ES-T n ES-A. [ipyrue dpopmatsl paccmatpusatoTcs
Kak NpoMexyTOo4Hble, npefHasHavyeHHble 415 reHepupoBaHusa ES-T nan ES-A, n He BxogAT B o6nacte npwu-
MEeHeHWNs HacToslero ctaHgapTa.

dopmaT 3NEKTPOHHOW NOANUCM OCHOBAH Ha cneundukaunsx ycoBeplIEeHCTBOBAHHOW 3/M1EKTPOHHON
nognucu, NpeanoXeHHbIX opraHusauuein ETSI. B HacTosAwem ctaHgapTe onucaHbl dpopmat CAdES [5], oc-
HOBaHHbI Ha cneundukaumm CMS (Cryptographic Message Syntax — cuHTakcuc kpuntorpaduyeckmx co-
obuweHunit), n popmat XAdES [6], ocHoBaHHbI Ha cneuudukaumm XML Advanced Digital Signature (ycoBep-
LWeHCTBOBaHHasA 3/1eKTPOHHasA nognnucb XML-A0OKYMEHTOB).

Mpochune CAdES, onpepenswowunin o6s3atencHble/He06s13aTeNbHble 3/1€MEHTbI, HEOGXoAuMble ANS
co3gaHnsa nognucu B oopmatax ES-T n ES-A, onucaH B 4.4; B 4.5 onncaH npocpunb XAdES npepctaBneHus
topmartoB ES-T n ES-A Ha A3blke XML.

4.3 Tlpouecc npoBepku

B HacToswem noapasfene npuBefeH KpaTkuii 0630p OCHOBHbIX MPOLLECCOB MPOBEPKW. B HacTosem
cTaHfjapTe He npefycMoOTpeHbl MeToAbl NPOBEPKM Heoba3aTesnbHbIX aTpubyToB. ECnu gaHHble nognucu co-
aepxat HeobsizaTenbHble aTpubyTbl, TO OHU AO/DKHbI NPaBW/IbHO NPOBEPATLCA B COOTBETCTBUMU C APYrvMHU
cneyuukaynammn, NnoaMTUKaMn UM pykoBoLCcTBaMU.

4.3.1 Nposepka nognucu B popmarte ES

4.3.1.1 Tpoueccbl NpoBepku nognucu B opmate ES

Hwnxe onncaHbl Npouecchl NPOBEPKN 3NEKTPOHHON nognucu B hopmate ES. MopsafoK BbINOMHEHUS 3TUX
NpoLEeccoB He J0J/IKEH U3MEHATLCA (CM. PUCYHOK 3).

MpoBepka noanvcy B chopmare ES

MpoBepUTL NPaBU/ILHOCTL hopMaTa
MpoBepUTL cepTudvKaT nognmcaHTa

MpoBepuTL 3HaUEHVe Nognmcu
1 naeHTUdMKaTop noanmcaHTa

PucyHok 3 — lMpoueccbl npoBepku nognucu B hopmate ES

Mpoueccbl NPOBEPKN OCYLECTBASATCA crefyrowmnm obpasom:
a) Mposepka popmarta AaHHbIX NogNUCK:

1) npoBepuTb NpaBUNLHOCTb hopmaTa 3/IeKTPOHHOW noAnucu.
b) MpoBepka cepTudmkaTa nognucaHTa.
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[na nposepku AeNCTBUTENBHOCTU cepTUdmKkaTa NOANMCAHTA BbINOAHAIOTCA cneayloLime AeWCTBUS:
1) BBINOMHUTL NPOBEPKY LENOYKM cepTUmKaToB, ONMCaHHYI0 B AokyMmeHTe RFC 5280;
2) BbINONHWUTbL NPOBEPKY pacluMpeHun ceptucbukara, npeaycMoTpeHHbix B MOK 3gpaBooxpaHeHus;
¢) Mposepka 3HaueHUst noagnucu u naeHTudukaTopa noanucaHTa.
Mpu 3TON NpOBEpPKE BLINOMHAIOTCA CReayoLme AeNCTBUS.
1) NpoBepuTb 3HAYEHME NOAMNUCH, UCMONb3YA OTKPLITLIN KMOY NOANUCAHTA;
2) npoBepuTb MAEHTUAUKATOP NOANMUCAHTA, YKa3aHHbIN B cepTudukare.
OG6bACHEHUS K yKa3aHHbIM BbILLE NMPOLIECCAM NPUBEAEHbI B NPUNOXKEHUU A.
4.3.1.2 OnucaHne npoLeccoB NPOBEPKU
OnucaHue npoueccoB NPoBEPKU NpUBeAEHO B Tabnuue 1.

Tabnuya 1 — OnucaHue NpoLieCCOB NPOBEPKM

Mpouecc nposepkn

Onucanne

a) MNposepka opmaTa
AaHHbIX Noagnucu

JonxHo 6bITb NPOBEPEHO BLINOMHEHUE CNeAYIOLWUX YCNOBHIA:

- CTPYKTYpa [JaHHbIX NOAMUCU COOTBETCTBYET yCTaHOBNEHHOMY dhopMmary;,

- AaHHbIe NMOAMUCU copiepXaT BCe ANEeMeHTHI, yKasaHHble 0ba3aTenbHLIMK B npodune;
- HOMep BepCUK JaHHbIX NOAMUCH NpaBUneH

b) Mposepka cepTudukara
noAnucaHTa

1) NpoBepka Ueno4ku cepTUdUKaToB onucaHa B AokymeHTe RFC 5280:
- MOCTPOUTL U NPOBEPUTB LIEMOYKy cepTudUkaToB Ana ceptudmkara nognucaHta

2) MNpoBepuTb pacluMpeHus cepTudukaTta nognucanTa, npegycMmorpeHHisie B MOK agpa-
BOOXpaHeHUs:
- peanusauum HacTOSILLEro craHgapTa AoMmkHbl obecnevmBaTb BINONMHEHUE DYHKUUIA
NPOBEpKX CeLYoLLMX AreMEHTOB:

- UAEHTUUKATOP NONUTKKK cepTudukauuu, npunaton B MOK 3gpaBooxpaHeHus,

- 3HayeHue aTpubyta hcRole, ykazaHHoe B cepTudmkaTe NognucaHTa;

- METOA NPOBEPKM He BXOAUT B 0GNacTb NMPUMEHEHUS HaCTOAIWEro cTaHhapTta. B npu-
NOXEHWsIX MOTyT GbITh BbIGpaHbl Hanbonee NOAXOAALLME METOAbI

c) lMNposepka
3HaYeHus noanucu
W ngeHTudukaropa
rnognucaHTa

1) MpoBepuTL 3Ha4eHNe NOAMNUCHU C NOMOLLIBIO OTKPBLITOrO Kitoya NogrnucaHTa.

JormxHel ObITh BBIMOMHEHBI Criegytolne feicTBUS:

- BbIMUCIIUTL X3LWU-KOA NOAMUCaHHBIX AaHHLIX W yGeauTbCs, YTO OH COBMajaeT € X3L-
KOZOM COOBLLEHUS, yKkasaHHbIM B MOANUCH;

- MPOBEPUTL 3Ha4YeHME NOAMUCHU U MOoANUCaHHbBIX aTpUBYTOB, MCNONb3YSA OTKPLITHIA KIHoM
nognucaxTa

2) MNpoBepuTb COOTBETCTBUE UAEHTUDULMPYIOLLEA MHDOPMaLIMK, YKa3aHHOW B CepTu-
dukaTe nognucaHTa;

- y6efuTbes, 4TO UAEHTUUKATOP NoanucaHTa coBnagaeT ¢ atpubyTamu ceptudmkara
nojnucaHTa, cogepxallMumMucs B AaHHbIX Noanucu

4.3.2 lMpoBepka noanucu B popmare ES-T

4.3.2.1 MNpouecckl npoBepku noanucu B popmare ES-T

B HacToswem nogpasaene onucaHbl NpoLecchl NPOBEPKU SNEeKTPOHHON noanucu B coopmarte ES-T.
MopsaoK BbIMOMHEHUST 3TUX NPOLECCOB HE JOMKEH USMEHATLCA. CM. PUCYHOK 4.

Mpouecchl NPOBEPKM OCYLLECTBAAITCA cneayowmmM obpasom:

MpoBepka METKU BPEMEHU NOAMUCHK:

1) NpoBepUTb CEPTUMUKAT A0BEPEHHON CIY>KDObI, NPEAOCTaBNALIEN METKU BPEMEHWU NOANUCH;

2) npoBepuTb 3Ha4YEHUE NOANUCU METKMU, NOSTYYEHHOWN OT 3TOW CNy>KObI;

3) npoBepuTb OTNEYATOK COOOLLEHUSA B METKE BPEMEHMU.

Mpoeepka AEWCTBUTENBHOCTU NMOANUCU HA MOMEHT, YKa3aHHbIi B METKE BPEMEHM.

1) y6eanTbCs, YTO NOANUCL NoanucaHTa Obina AeWCTBUTENbHA HA MOMEHT, YKa3aHHbIW B METKE Bpe-

MEHMU,

2) npoBepuUTb NPUEMMNEMOCTb JOBEPEHHOIO YAOCTOBEPAIOLLErO LEHTpA.
Yka3aHHbI€ BblLLE NPOLIeCChl PA3bACHAKOTCA B NPUNOXKEHUM A.
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MpoBepka nognucu B popmate ES-T

MpoBepuTL MeTKy BpeMeHu Noanucu

Y6eputbcs, 4TO NoANUCL Gblna AelicTBUTENbHA
Ha MOMEHT, yKasaHHbIli B METKE BpeMeHU

MpoBepka nognucu B popmare ES

MpoBepnTL NPaBUILHOCTL hopmaTa

MpoBepuTb cepTudmkaTt nognucaHTa

MpoBepnThL 3HauYeHne Noanucu
U uaeHTUrkaTop noanucaHTa

PucyHok 4 — lpoueccbl npoBepku nognucu B popmate ES-T

4.3.2.2 OnucaHue npoueccoB NpoBepKu
OnncaHne NpoueccoB NPOBEPKN NpuBefeHO B Tabnuue 2.

Tab6nuuya 2 — OnucaHue NpoLeccoB NPoOBepKn

MNpovuecc nposepkn

a) MpoBepka MeTKU
BpeMEHN NOANUCU

b) Mpoeepka chopmaTa
ES Ha MOMeHT MeTKu
BpeMeHn noanucu

OnucaHve

1) MpoBepuTb cepTudmMKaT JOBEPEHHOI CNyx6bl, NpefocTaBnsaolieli METKM BpeMeHW nofa-
nmcum.

[omKHbl 6bITb BbINO/IHEHbI CneAylolne AeiiCTBUA NPOBEPKU:

- NPOBEPMUTb LEenoYKy cepTudunkaToB B COOTBETCTBUU C JoKymeHTOM RFC 5280;
-ybeaunTtbca, 4TO cepTuduMKaT AOBEPEHHON CNyX6bl BPEMEHU COLEpPXWUT pacliMpeHHbIN
KMI0Y MCNob30BaHNA B Lenax npefocTaBneHnsa MeTOK BpeEMEHMU

2) MpoBepnTb NOANUCH [OBEPEHHON CNYX6bl BPEMEHW, NPEAOCTABASAOLWEA METKM BPEMEHN.
MpoBepuTb 3HAYeHMe NOANUCU METKM BPEMEHU, UCMONb3Ys OTKPLITHIN KoY, cogepxalyuiics
B cepTudmkate JOBEPEHHON CnyX6bl BpeMeHU

3) MpoBepuTb 0TNEYaToK COO6LEeHUA B METKE BPEMEHMU:
- BbIYMCAUTL X3LWW-KOA MOAMWCU nojnucaHTa u y6eauTbecs, YTO OH COBMajgaeT C OTneyvyaTkom
Co06LlWeHNA B METKE BpeMeHH

1) MpoBepuTb hopmaT ES HA MOMEHT METKM BPEMeHW NoAnNuUCH:
- NpoBepuUTb, 4YTO cepTudukaTt nognucaHTa 6bin AeliCTBUTENEH Ha MOMEHT, yKas3aHHbll B
MeTKe BpeMeHW noanucu

2) NpoBepuTb NPUEMIEMOCTb JOBEPEHHOIO YA0CTOBEPSIOLLErO LeHTpa:

- MpoBepKa MOAMMUCK MOXEeT BbINOMHATLCA CNYCTA AAUTesIbHOEe BPEMS NOC/ie CO3faHuns AaH-
HbIX B hopmaTe ES-T. B MOMEHT ee NPOBEPKN A0BEPEHHbI yA0CTOBEPAOLWNIA LeHTp, Aeii-
CTBUTE/bHbIA HA MOMEHT CO34aHusA NOAMNUCK, MOXET oKa3aTbCs 3akpbiTbiM UAW CKOMMPOME-
TUPOBAHHbBIM.

B 3Tom cnyyae npoBepsioWMiA fOMKEH y6eanTbcsi B NPUEMIEMOCTU YLOCTOBEPSIOLLETO
ueHTpa:

- HanpuMmep, NOAMWCAHT U NPOBEpPSALWMI MOrN 3aKNIUYUTbL cornaleHme 06 yA0CTOBEPSIO-
wem ueHTpe (kK Nnpumepy B BuAe MOAUTUKM MOAMNUCKU) U KOHTPONIMPOBATb €ro BbIMOSHEHMUE
AN 3aWunTbl OT KomnpomeTayun YL, nn6o npoBepsatowmnii MoXeT 06paTUTbLCS K LOBEPEHHO
TpeTbell CTOpPOHEe, KOHTpoONupylLwein uctopuio MHopmaLum O NpoBepke cepTUUKATOB.
3TV mMeToAbl He BXOAAT B 06/1aCTb NPUMEHEHUA HaCTOALWero ctaHgapTta
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4.3.3 Tlposepka nognucu B hopmate ES-A

4.3.3.1 Tlpouecchl npoBepku noanvcu B oopmate ES-A

B HacToswem nogpasgene onucaHbl Npouecchbl NPOBEPKW 3NEKTPOHHOW nognucu B dopmarte ES-A.
MopafoK BbINOMTHEHUSA 3TUX NPOLLECCOB HE [0/HKEH U3MEHATbCA. CM. PUCYHOK 5.

MpoBepka nognucu B oopmaTe ES-A

MpoBepUTL NOCNEAHIO0 aPXUBHYID METKY BPEMEHU Y6e4uThCs B NPaBUILHOM MOPsiiKe METOK BPEMEHU

PucyHok 5 — lMpoueccbl nposepkn nognucu B popmare ES-A

Mpouecchbl NPOBEPKN OCYLLECTBAATCA crefylowmm o6pas3om:

a) MpoBepka nocnegHein apxnBHOW METKN BPEMEHMU.

MpoBepuTb, YTO NOCNEAHAA apXUBHas MeTka BpeMeHW AeiNCTBUTeNbHA HA MOMEHT NPOBEPKU NOAMUCK:

1) npoBepuTb cepTUdUKAT LOBEPEHHOW Cnyx6bl, NpefoCcTaBMBLLEl/ NOCNEAHIO apXMBHYI METKy Bpe-
MEeHU;

2) npoBepuTb NOANWCH AOBEPEHHON CNYX06bl, NpefoCcTaBMBLLIEN MOCNELHIO apXMBHYIO METKY BPEMEHN;

3) npoBepuTb COOTBETCTBUE MOC/AEeAHEN apXUBHOI METKM BPEMEHWN U LefieBbIX AaHHbIX METKN BPEMEHMN.

b) lMpoBepka npefblgyLLnX apXnBHbIX METOK BPEMEHU, €C/IN TaKOBble eCTb.

MpoBepuTb, YTO MeTka BpemeHu Oblna AeicTBMTesibHA HA MOMEHT apXWBUMPOBAHWSA MOANUCAHHbIX
OaHHbIX:

1) npoBepuTb CepTUdUKaT fOBEPEHHON CNYXObl, NPeAOCTaBUBLUEA apXUBHYI0 METKy BPEMEHMU;

2) NpoBepuTb MOANUCHL AOBEPEHHOW CNyX6bl, NpeAoCTaBMBLLE apXUBHYIO METKY BPEMEHU;

3) NpoBepuTbL COOTBETCTBME apXMBHOM METKM BPEMEHU W LeneBblX faHHbIX METK/ BPEMEHMU;

4) NpoBepwuTb, YTO AOBEPEHHbI/ YA0CTOBEPAIOWMNA LEHTP apXMBHON METKU BPEMEHU NpUeMem.

c) MNposepka uHopmaLmmn o AeiCcTBUTENBHOCTN cepTudmkarta nognucaHTa:

1) npoBepuTb AENCTBUTENILHOCTb LiENOoYKkMN CepTUrkaToB, apXMBNPOBAHHOW B AaHHbIX O AEeACTBUTE b-
HOCTK cepTudukara,;

2) npoBepuTb NMPUEMIEMOCTb AOBEPEHHOI0 YA0CTOBEPAIOLLEro LEeHTPa;

3) npoBepuTb AeicTBUTENbHOCTL MHOpPMaLun 06 0T3biBE CepTUMKATOB, BK/IOYEHHOW B AaHHble O
AeicTBNTENbHOCTM cepTudmkara,;

4) npoBepuTb NPUEMIEMOCTb [OBEPEHHOIO Y0CTOBEPSAIOLWEro LeHTpa, npefocTaBusllero nHhopma-
Lm0 06 0T3bIiBE CEPTUIUKATOB.
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d) lNMpoBepka METKM BpEMEHU NOANUCH.

MpoBepuTb NPUEMNEMOCTb METKU BPEMEHU NOANUCH:

1) NpoBepuUTb, YTO METKA BPEMEHU noanucu Obina AencTBUTENbHA HA MOMEHT apXMBUPOBAHNS;

2) NpoBepuUTbL NPUEMNEMOCTb AOBEPEHHOIO YAOCTOBEPSIOLLErO LIEHTPA, YKA3aHHOIO B METKE BPEMEHM
NOANUCH.

e) MpoeepuTb NPaABUNLHOCTb AaHHbIX opmaTa ES Ha MOMEHT, yKa3aHHbIN B METKE BPEMEHMW MOAMNUCH:

1) npoBepuUTb, YTO AaHHbIE hopMaTa ES Obinu AeRCTBUTENbHLI HA MOMEHT, yKa3aHHbI B METKE Bpe-

MEHU NoAnucH,

2) NpoBEPUTL NPUEMNEMOCTb LOBEPEHHOIO YAOCTOBEPAIOLLETO LIEHTPA.
f) MpoeepuTb NPaBUNLHOCTL NOPAAKA MOMEHTOB METOK BPEMEHW W MOMEHTOB BbIMycKa MHOPMaLMK

06 0T3bIBE CEPTUGDUKATOB.

OBBLACHEHNUA K YKa3aHHbIM Bbille NPOLECcaM NpUBEAEHbI B NPUNOXKEHUU A.
4.3.3.2 OnucaHue npoueccos NPoBEpPKU
Onucaxune npoueccos NpoBepku npueseaeHo B Tabnumue 3.

Tabnuya 3 — OnucaHue npoueccoB NPOBEPKM

Mpouecc nposepku

Onucaxue

a) Mposepka nocneaHewn ap-
XWBHOI METKW BpeMeH!

1) MNpoBepUTb cepTUdUKaT AoBEpeHHOW cnyxOGbl, NpeaoCTaBUBLLUEA MOCNEAHIO
apXUBHYIO METKY BPEMEHM.

[omxHbl 66T BEIMONHEHEI criegyiowue AeNCTBUA NPOBEPKU:

- NpoBepUTb AEACTBUTENLHOCTB CepTUdUKaTa Ha MOMEHT NPOBEPKMU;

- ybeautbea, UTo cepTudMKaT A0BEPEHHOW CNyXObl BpEMEHU COAEPXUT pacLuMpeH-
HbIR KNOY NCNONb30BaHUsA B LIENAX NPEAOCTaBNeHUs METOK BpeMeHU

2) lMpoBepuTb NoANUCH JOBEPEHHON cnyX6bl, NpeaocTaBMBLLIE NOCEAHION apXuUB-
HY0 METKY BPEMEHH:

- MPOBEPUTL 3Ha4YeHne NoAMNUCU METKU BPEMEHU, NCMNOIb3Ysl OTKPLITLIA KITHoY, coaep-
Kalwuines B cepTudnKaTe LOBEPEHHON CryObl BpeMeHN

3) MNpoBepuTL OTNEYATOK COOBLLEHNA B METKE BPEMEHW:
- BbIYMCNUTL X3LU-KOA LeneBbIxX noreit apxusa u ybeguTbCcs, YTO OH COBMNagaeT ¢ oT-
ne4vyaTkom COOGLL{eHVIH B MeTKe BpeMeHU

b) MpoBepka npegblayLen
apXMBHOW METKN BpeMeHH,
ecnu TakoBasi UMeeTcA

1) MpoBepnTb cepTUdUKkaT fJoBepeHHO CryX6bl, NPeAOCTaBUBLLEH apXUBHYIO METKY
BpPEMeHM:

- NpoBepuTL AEWCTBUTENBHOCTL cepTUdUKaTa AoBEPEHHOW crnyXbbl, NpefocTaBuB-
LIeiA apxMBHYIO METKY BPEMEHW B MOMEHT, yKa3aHHbIl B apXUBHOW METKE BPEeMeHM
npeabIayLLEro NOKONeHus.

CBsi3b C MOMEHTOM MpPOBepKK NMoKkazaHa Ha pUcyHke 6

2) lNpoBepuTb NOANMCL JOBEPEHHON CryXObl, NPeAOCTaBMBLLEN apXMBHYIO METKY Bpe-
MeHU

3) MpoBepUTb COOTBETCTBUE AapXMBHON METKU BPEMEHW W AaHHLIX OTreYaTka

4) MNpoBepuTb, YTO J0BEPEHHLIN YAOCTOBEPSIOLWMNIA LIGHTP apXMBHO# METKM BpeMEHU
npuemnemM:

- RelicTBUE cepTUMKaTa yAOCTOBEPSIIOLLEro LieHTpa MO0 3aBepLUMTLCH K MOMEHTY
NPOBEPKN apXUBHOW METKN BPEMEHH;

- YTO6LI NPOBEPUTL JeHCTBUTENLHOCTL STOTO cepTUdUKaTa, creayeT ybeauTscs B €ro
npUemMneMocTy y yaoctoBepsitoLero LeHTpa. CooTBETCTBYOLME METOLALI HE BXOASAT B
obnacTb NpUMEHEHUsT HaCcTOSALLErO CTaHgapTa

c) MNpoBepka uHbopMaLmm
0 AeiCTBUTENLHOCTU CepTu-
dukara nognucaHTa

1) MNpoBepuUTb AEACTBATENBHOCTL LIENOYKA CepTUUKATOB, apXUBUPOBaHHON B JaH-
HbIX O IGACTBUTENBHOCTM cepTUdUKaTa

2) MNpoBepnTb NPUEMINEMOCTL JOBEPEHHOTO YAOCTOBEPAIOLLIErO LIEHTPa, BLINYCTYBLLE-
ro ceptudpmkar
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MpoLecc npoBepku

OnucaHve

c) Mposepka uHdopmaLun
0 AEWCTBUTENBHOCTU CepTU-
chukaTa nognucaHTa

3) MpoBepuTb AENCTBUTENBLHOCTL MHGOPMaLMKU 06 OT3bIBE CEPTUUKATOB, BKITHOYEH-
HON B AaHHBIE O AEACTBUTENBHOCTYU cepTuduKaTa:;

- CpaBHWUTL BpeMs Bbifycka UHgopMaLumn 06 oT3biBe cepTUdUKaTOB CO BpeMeHeM ap-
XWBUPOBaHUA 1 ybeanTbCA, YTO 3Ta MHGOpMaLUsa Nnpuemrnema

4) MNpoBepuUTb NpUEMNeMOCTb AOBEPEHHONO YAOCTOBEpsOLLEro LieHTpa, npejocTa-
BUBLIEro MHopMaLuio 06 oTabIBE CepTUPUKATOB:

- cnepyer ybeanTbCS, UTO YAOCTOBEPSAIOWMIA LEHTP, BLINYCTUBLUMIA cepTUdMKaT, KOTo-
peiM nognucada uHdopmaLua o6 oTsbiBe, 6biN NpUeMnemM Ha BpeMs NPOBEPKU Aeii-
CTBUTENLHOCTU 3TOrO cepTudmkarta

d) MNpoBepka METKN BpeMeHU
noanMcu B MOMEHT NepBoW
ApPXWUBHOW METKN BpeMeHU

1) MNpoBepuTb, YTO MeTKa BpeMeHU nognucu bbina geilcTBUTENbHA B MOMEHT NEepBOi
apXMBHOI METKN BpEMEHU:

- BBINOMHUTL NpoLEAYpY, ONUCAHHYIO B HacTosWen Tabnuue, AnNs MOMeEHTa NepsBon
apX1BHOI MeTKN BpeMeHW. [1poBepUTb, YTO cepTUdUKaT JoBEepeHHOMN cryX0bl BpeMe-
HN 6bIN AeCTBUTENBHBEIM B MOMEHT NepBOI apXMBHOW METKU BPEMEHM

2) MpoBepuTL NPUEMIIEMOCTL AOBEPEHHOTO YAOCTOBEPSIIOLLEro LIeHTpa, yKasaHHOro B
MeTKe BpeMeHM MofgnucK:

- BelicTBUE cepTUdUKATA YLOCTOBEPAIOLWEro LieHTpa MOrTIo 3aBepLUMTLCSH K MOMEHTY
NpoBepKU cepTdUKaTa NoANUCaHTa,

- YTOObI MPOBEPUTL AEACTBUTENBHOCTL CEPTU(MKATA YAOCTOBEPSIIOLLErO LIeHTpa, cre-
Ayet y6eauTbCs B €ro NMPUEMNEMOCTH y YAOCTOBEPSIOLLEro LieHTpa. COOTBETCTBYHO-
LWe MeTofbl He BXOASAT B 06NacTb NpUMEHEHNUs HacTosAILLEro cTaHaapTa

e) MNpoeepka pencTBUTENb-
HOCTU MOAMUCK MOANUCaHTa
Ha MOMEHT METKW BpeMEHM
noAnueu

1) MpoBepnTb NognNMCb NOANUCAHTa HA OCHOBE NPOLIEAYP, OMUCAHHLIX B MpUIIoXe-
HUK A, ncnonb3ys nHopmaLinio 06 oTabiBe cepTUDUKATOB, NPOBEPEHHYIO C MOMOLL|BIO
npouecca c). CrnepyeT ybeauTbCs, YTO cepTUdUKaT noanucaHTa Gbin geidcTBUTeneH
Ha MOMEHT MEeTKW BPEMEHU NOANUCH

2) MpoBepuTb NPUEMIEMOCTL KOPHEBOTO A0BEPEHHONO YAOCTOBEPSIOLErO LieHTpa Lie-
MOYKN CepTUCDUKATOB, NOCTPOEHHOI ANA cepTudUKaTa NoanucaHTa:

- AelicTBMe cepTUdUKaTa YAOCTOBEPSIIOLLENO LIGHTPA MO0 3aBEpLUMTLCA K MOMEHTY
npoBepKu cepTUdUKaTa NoANUCaHTa,

- 4TOGhI NPOBEPUTHL AENHCTBUTENLHOCTL cepTUdUKaTa YAO0CTOBEPSIOLLEro LieHTpa, He-
obxoguMo y6eauTbCA B ero NpUeMrieMocTH y yAOCTOBEpsioLLero LeHTpa. CooTBeT-
CTBYIOLME METOAbI He BXOAAT B 06M1acTb NPUMEHEHNA HACTOALLEro cTaHAapTa

f) MNpoBepka nopsaka Mo-
MEHTOB BPEMEHN U UX COOT-
BeTCTBUA

lMpoBepuUTb COOTBETCTBUE MOMEHTOB BPEMEHU, HE Y4acTBYIOLUX B OMUCAHHOM BhbllUE
npouecce:

- cnepyet y6eguTbCA B NpaBUbHOM COOTBETCTBUM MOMEHTOB METOK BpeMeHW Mopa-
MUCKU N apXMBHBIX METOK BPEMEHU
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PucyHok 6 — CBsi3b MOMEHTOB BPeMeHU Mpu NpoBepke noAanucu B hopmate ES-A
(B cnyyae AByX apXMBHbIX METOK BpeMeHW)

4.4 Cneundumkauyma CAdES

B HacTosweM nogpasfene onucaHbl TpeboBaHWS K CO34AHUI0 UM NPOBEPKe AaHHbIX, COOTBETCTBYIO-
wux cneundpmkaumm CAdES.

B Tabnvue 4 onvcaHbl cBA3W npoduneid, onpefeneHHbIX B HACTOSAWEM CTaHgapTe, a B Tabnvue 5 onu-
caHa CTpyKTypa AaHHbIX, COOTBETCTBYOWMX cneyndukaumm CAJES. B tabnuuyax 6, 7 n 8 onucaHbl Npodonu,

onpeaeneHHble B HAcTosILLEM CTaHAapTe, a B Tabnuue 9 — 3n1eMeHTbI AaHHbIX, B3siTble U3 Creuugukaumum
CAdES.

4.4.1 MNpodunab A0/TOBPEMEHHON Nnoagnucu

UTO6bI 3/1eKTPOHHAsA NoANUCL MOorna ObITb NpoBepeHa ChycTs AUTeNlbHOe BPeMs Nnocsie ee Co3faHus,
OO/MKHO ObITh MAEHTUULMPYEMO BPeMs MOANUCK, NPU 3TOM AO/DKHbI BbIABNATLCHA BCE HECAHKUWUOHWPOBaH-
Hble M3MEHEHUS MOAMUCAHHbIX AaHHbIX, BKIOYasA CyObekT mHdopmaumm u ceefeHus o6 oT3biBe cepTudimn-
kaToB. Kpome ToOro, go/mkHa obecneunBaTbc UHTeponepabensHOCTb. B HacToslweM ctaHaapTe npuBefeHbl
onpedeneHus cnepywowmx AByx npodunen, yaoBAeTBOPSAOWNX NpedblayluyM TpeboBaHusaM, npegbssnse-
MbIM K cneundukaunam CAJES:

a) Mpodwmne CAJES-T

Mpochusib, OTHOCALLMIACA K FeHepauun 1 NpoBEPKE AaHHbIX, COOTBETCTBYHOLMX cneundmkaumm CAJES-T.

b) Mpodmnb CAJES-A

Mpodhn/ib, OTHOCALLMIACS KTeHepaLun 1 NPOBEPKE AaHHbIX, COOTBETCTBYOLMX cneundmkauun CAJES-A.

Ha pucyHke 7 nokasaHbl OTHOLIEHWUS MeXAy AaHHbIMK, COOTBeTCTBYHOWMMM cneundunkaunam CAJES-T
n CAJES-A.

10
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CreHepupoBaTth MposepuTb
DanHbie n,a?m?:?e g::;ge'r - pnaHHZe
v CAdES-T " CAdES-T
(PacnpoctpaHeHue)
O Bauwsie ooy
CAdES-T V CAdES-T
1 | (ApxusupoBaHue)

Apxu1BHasi MeTKa BpeEMEHU

PucyHok 7 — OTHoOLWweHUA Mexay AaHHbIMKU, COOTBETCTBYIOWMMU cnieyndmukaumam CAJES-T u CAJES-A

4.4.2 MNpeactaBneHune cTeneHn 06a3aTeNibHOCTH

B HacTosiLeM cTangapre onpeaerneHbl cneayiowme MeToabl NPeAcTaBneHusi cteneHn 06s3aTenbHOCTH
(kak NpochnnA) KAXKAOro ANEeMEHTa, BXoasLero B coctas AaHHbIX CAJES-T u CAJES-A:

a) O6GasaTenbHblii (O)

3neMeHTbl, y KOTOpPbIX CTENEeHb 06A3aTeNbHOCTU paBHa «Oy», A0MKHbI ObiTb peanu3osaHbl. Ecnu Takon
3NEMEHT UMEET HeoBA3aTeNbHbIE NOAYMHEHHbIE NEMEHTLI, TO XOTA Obl OAUH M3 HUX AOSMKEH ObITb BbIOPAH.
JTloGovi anemeHT, umelowmii cteneHb 06a3aTenbHOCTN «Oy» U ABNAIOWMNCA NOAYUHEHHBIM 3NEMEHTOM Heobs-
3aTenbHOr0 ANEMEHTA, A0IMKEH ObiTb BbIOpaH, €Cnu BbiOpaH 3TOT HeoBA3aTENbHbLIN SNEMEHT.

b) HeobGsasarenbHebin (H)

Peanu3auus anemeHTOoB, Yy KOTOPbIX CTeneHb 06A3aTenbHOCTU paBHa «H», OCTaBneHa Ha yCMOTpeHue
paspaboTtuumka.

c) YcnosHbili (Y)

Peanusauusi anemMeHTOB, y KOTOPbIX CTeNeHb 0053aTenbHOCTU paBHa «Yy, OCTaBneHa Ha YCMOTPeHue
paspabotunka. JomkHbl OblTb COCTaBMNEHbI A€TanbHbie cneuyudukaumm 0opaboTku nboro anemeHTa co cre-
neHblo o0basatensHOCTU «Y». Hanpumep, paspabotunk npeaocrasnsaer cneuudukaymm Takmx 3MemMeHToB,
packpbiBas 00bsiBNeHMe NocTaBLMKa O COOTBETCTBUM U NpuUnoxeHune K Hemy (cMm. UCO 14533-1:2012, npu-
noxeHue A, unn CO 14533).

d) 3anpeweHHbi (3)

OneMeHTbl C ypoBHEM 06513aTenbHOCTM «3» HE AOIMKHBI MPUCYTCTBOBATL B AaHHbIX. [Mpu nposepke 3a-
NPELLEHHBINA ANEMEHT MOXET UTHOPUPOBATHLCA.

4.4.3 MNMpodunb CAJES-T

CocrtaB anemeHTa Contentinfo npeacraeneH B Tabnuue 4.

Tabnuya 4 — CocraB anemeHTa Contentinfo
OnemMeHT Ob6asaTenebHOCTb 3HaveHne
ContentType O |d-signedData
Content O SignedData
CocraB aneMeHTa SignedData npeacraeneH B Tabnuue 5.
Tabnuuya 5— Cocras anemeHTta SignedData
OnemeHT ObnsaTenbHOCTb 3HayeHue
CMSVersion O
DigestAlgorithmldentifiers O
EncapsulatedContentinfo (@]
—eContentType O

1
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OkoHYaHue mabnuupl 5

OnemeHT 06a3aTenbHOCTb 3HaveHue

T

—eContent

CertificateSet (certificates)
—Certificate
—AttributeCertificate V2

—OtherCertificateFormat

RevocationInfoChoices (crls)

—<CertificateList

—OtherRevocationinfoFormat

Signerinfos

—single

IT|IT|O|K|[IT|IT|®w|Ww|[IT]|XT

—parallel

CocTtaB anemeHTa Signerinfo npeacrasneH B Tabnuue 6.

Tabnuya 6— Cocrae anemeHTa Signerinfo

SremeHT 0O6s3aTensLHOCTD 3HayeHune

©)

CMSVersion

Signerldentifier

—IssuerAndSerialNumber

—SubjectKeyldentifier

DigestAlgorithmlidentifier

SignedAttributes

SignatureAlgorithm

SignatureValue

ofojo|jojo|jx|jxT|o

UnsignedAttributes

CocraB anemeHTa SignedAttributes npeactaeneH B Tabnuue 7. Bce anemeHTbl nognucbiBaeMbiX U
HenognucbiBaembix aTpubyToB, He NepedncnerHble B Tabnuuax 7 u 8, AOMKHbI UMETHL CTeneHb oba3arenb-
HOCTK «Y».

Tabnnuya 7— CoctaB anemeHTa SignedAttributes

OnemeHT ObAasaTenbHOCTb 3HaveHve
ContentType M
MessageDigest M
SigningCertificateReference M
—ESSSigningCertificate Ha)
—ESSSigningCertificateV2 H)
—OtherSigningCertificate 3

12
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OnemeHT ObnszartenbHOCTb 3HaveHune
SignatureAlgorithmldentifier Yy
SigningTime H®)
ContentReference Yy
Contentldentifier Yy
ContentHint Y
CommitmentTypelndicatio Y
SignerLocation Yy
SignerAttribute Yy
ContentTimestamp Y

a) [ormkeH 6bITb BLIGpaH Nnbo anemeHT ESSSigningCertificate, nu6o anemenT ESSSigningCertificateVV2.
b) Ecnmn anemeHT He peann3oBaH, ero MOXHO UrHOPUPOBAT.

J[lononHuTenbHble HenoanucoiBaeMble aTpubyThl NpeacTasneHsl B Tabnuue 8.

Tabnuya 8 — [ononHutenbHble HEMOANUCHIBaeMble aTpUbyThI

OnemeHT Ob6Aa3zaTenbHOCTb 3HaueHue
CounterSignature H
Signing-time O
—SignatureTimestamp (@) MeTka BpemeHu, onpegeneH-
Has B gokymeHTe RFC 3161
—Time-Mark n T. 4. 3

4.4.4 NMpocdune CAJES-A

Mpocdune CAJES-A onpegeneH kak paclumpenHasa dopma npodunsa CAJES-T, k koTopoi Ao6aBneHbl
HenoAnuckiBaemble aTpubyThl, NPpUBEAEHHbIE B Tabnuue 0. Bce anemMeHTbl, He NepeuncrieHHbie B Tabnuue 9,

JOIDKHbI UMETL CTeMNeHb 00A3aTeNnbHOCTU «Yy.

Ta6nuya 9 — [ononHuTenbHble HenognuceiBaemele atpubyTbl

SnemeHT

0Oba3aTenbHOCTb 3HaveHune

CompleteCertificateRefs

O (H npu nposepke)

CompleteRevocationRefs

O (H npu nposepke)

—CompleteRevRefs CRL

H

—CompleteRevRefs OCSP

—OtherRevRefs

Cchinku Ha cepTudmKaTthbl atpubyTos

Cchbinkn Ha aTpubyThl OT3bIBa

CertificateValues

H
3
3
3
(@)

13
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OkoH4YaHue mabnuubl 9

OnemeHT Ob6nAsaTensHOCTL 3HayeHMe

—CertificateValues H
—Certificates (cepTudukatsl, KOHTpONUPyeMble AOBEPEH- 3
Hol cny>x6oit)

RevocationValues O
—CertificateList H
—BasicOCSPResponse H
—OtherRevVals 3
—MWHdopmMaLnsa o6 oTabiBe, KOHTPONMpyeMas L[OBepeH- 3

HoW cnyx6oii

CAdES-C-timestamp 3

Ccbinka Ha cepTUdUKaTbl U CMUCKN OT3blBa C METKaMu 3

BpeEMEHM

ApxuBupoBaHue @]

—ArchiveTimestampV2 id-aa-48 H MeTka BpemeHu, onpegeneH-
Has B JokyMeHTe RFC 3161

—ArchiveTimestamp id-aa-27 H MeTka BpemeHu, onpeaeneH-
Has B aokyMeHTe RFC 3161

—TimeMark n T. 4. 3

4.5 Cneundukaumua XAdES

B HacToslLeM nogpasaene npuBeaeHsbl getanu TpeboBaHum K reHepauum u npoBepke 3NeKTPOHHOM noa-
nncu, cooTeeTcTByoWwen cneyudukaumum XAdES.

Moapasaen 4.5.1 conepxut 0630p npodunen, onpeaeneHHbiX B HACTOALLEM CTaHaapTte, a B noapas-
aene 4.5.2 nokasaHa CTpykTypa, cooTBeTCTByilowasn cneuyndmkaymn XAJES. B nogpasgenax 4.5.3,4.54 u B
Tabnuue 14 npuseaeHbl TpeOOBaHUS K NPOUNSM.

4.5.1 Onpegensiembie npodunu ONroBpeMeHHON NoaAnucu

YUro6bl aneKTPOHHasA NoANKUCL MOorma ObITb NPOBEpPEHa CNycTs ANUTENLHOE BPEMsI NOCHe ee co3faHusg,
JomkHa 6biTb o6ecneyeHa uHTeponepabenbHOCTb. [OMKHO ObITb MAESHTUMUMPYEMO BPEMS NOANUCH, NPU
3TOM AOIMKHBI BbISIBAIATLCS BCE HECAHKLIMOHUPOBAHHBIE U3MEHEHUS1 NOANNCAHHBIX AAHHBIX, BKITIOYas CyObekT
uHdopmauun u ceeaeHus o6 orsbiBe ceptudukaTtoB. B HacTosiLeM CTaHpapTe npuBefeHbl onpeaeneHns
cnenylowmx Asyx npodunen, yaoBNeTBOPAIOLLMX NpeabiaywuM TpeboBaHnAM, NPeabaBNsaeMbIM K cneuudu-
kaumam XAJES.

a) MNpodunb XAJES-T

Mpodunb, OTHOCALLMIACS K reHepaLMmn U NPOBEPKe AAHHbIX, COOTBETCTBYIOLMX cneumdukaummn XAJES-T.

b) Mpocunb XAJES-A

Mpodunb, OTHOCALMICA K reHepaLum 1 NPOBEPKE AaHHbIX, COOTBETCTBYOWMX cneuudukauum XAJES-A.

Ha pucyHke 8 noka3saHbl OTHOLLEHUSI MEXY AaHHbLIMKU, COOTBETCTBYIOLMMU cneumdukaumam XAJES-T
n XAdES-A.

14
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CreHepupoBaTb MpoBeputb
NaHHble [iaHHble Aanubie [iaHHbIe
7 XAdES-T XA"ES'TV XAdES-T
(PacnpoctpaHeHue)
CreHepuypoBaTb JaHHble Mposeputb
AaHHble XAJES-T AaHHble
XAdES-T XAdES-T
t | (ApxvBUpoBaHue)

ApxuBHan MeTka BpeMeHu

PucyHok 8 — OTHOLIEHUA MeXAY JaHHbIMU, COOTBETCTBYOWMMU cneludukaymam XAJES-T n XAdES-A

4.5.2 MNpeactaBneHue cTeneHn 06a3aTeNibHOCTH

B HacTosweM cTangapre onpeferneHbl cneayiowme MeToabl NpeacTaBneHusi creneHn 06a3aTenbHOCTH
(kak NpohunNA) KaXKAOro aNeMeHTa, BXoaALwero B coctas AaHHbIX XAJES-T n XAdES-A.

a) ObasaTtenbHbil (O)

3neMeHTbl, Y KOTOPbIX CTeneHb 00a3aTenbHOCTU paBHa «Oy, 40SMKHbI ObITb peanu3oBaHbl 6e3 oLmnbok.
Ecnu Takoi aneMeHT umeeTt Heobs3aTenbHble NOAYMHEHHbIe 3NeMEeHThl, TO XOTA Obl 0AUH U3 HUX AOIDKEH
ObITb BbIOpaH. JOGON anemeHT, MMeIoLLuI cTeneHb 0053aTenbHOCTU «O» U ABNAIOWMIACA NOAYUMHEHHBIM 3ne-
MEHTOM Heo0A3aTenbHOro dNeMeHTa, AoMmKeH ObITb BbIOpaH, ecnu BbIOpaH 3TOT He0BA3aTerNbHbIA SNIEMEHT.

b) HeobssatenbHbiin (H)

Peanusauus snemeHToB, y KOTOPbIX CTeNeHb 06A3aTenbHOCTU paBHa «Hy, ocTaBneHa Ha yCMOTpeHuUe
paspaboTuuka.

¢) YcnosHblii (Y)

Peanusauusa anemMeHToB, y KOTOPLIX CTENeHb 006513aTenbHOCTU paBHa «Y», OCTaBfieHA HA YCMOTPEHUE
paspaboTtunka. [JomkHbl ObITb COCTABNEHBI A€TanbHble cneludukalum o6paboTku noGoro anemeHTa co cre-
neHblo obs3arenbHOCTU «Y». Hanpumep, pa3spaboTuuk npeaocTaBnsieT crneuudukaumm Takux reMeHToB,
packpbiBas 06bsABNEHNE NOCTABLUMKA O COOTBETCTBUM U MPUSOXEHUE K Hemy (cM. NCO 14533-1:2012, npu-
noxenue A, unu ICO 14533).

d) 3anpeuweHHbli (3)

3neMeHTbl C YpoBHEM 004a3aTeNnbHOCTM «3» He A0SMKHbI MPUCYTCTBOBATb B AaHHbIX. [pu nposBepke 3a-
NPELLEHHbIA 3NEeMEHT MOXET UTHOPUPOBATLCA.

4.5.3 TpeboBaHUsA K NpeaCTaBMEHUIO NOANUCU B COOTBETCTBMMU CO cneundukaumen XAdES-T

Bce aneMeHThl, He nepedncneHHble B Tabnuuax 10, 11, 12 u 13, 4OMKHBI UMETL CTENEHb 0BA3aTeNb-
HOCTU «Y».

Tabnuya 10 — OSnemeHT Signature
OnemeHT unu atpubyT OB6s3aTensLHOCTb Ycnosue
ATpubyT ID anemeHTa ds:Signature O (cM. npumevaHue 1)
ds:Signedinfo O
—ds:CanonicalizationMethod C14n

—ds:SignatureMethod

—ds:Reference

—ds:Transforms

o|lo|O|O|O

—ds:DigestMethod

15



FOCT P UCO 17090-4—2016

OkoH4aHue mabnuupi 10

3nemeHT unu aTpubyT 0O6si3aTeNbHOCT Yenosue
—ds:DigestValue [®)
ds:SignatureValue o
ds:KeylInfo H (cm. npumevaHue 2)
ds:Object (@)

MpuMmevaHunsa

1 ATpubyT He obasaTenen B cneundmkaumn XML Signature, Ho o6asateneH B cneyndukayun XAdES.

2 [omxeH npucyTcTBoBaTh NMM60 aneMeHT ds:Keylnfo, nubo anemeHT SigningCertificate (cm. Tabnuuy 12). Ecnv
BbibpaH anemeHT ds:Keylnfo (obasaTteneH B cneundukaumm XAdES v1.1.1), To anemMeHT AaHHbIX X.509, onpegeneH-
Hbli B cneuudukaymun XML Signature, aonxeH ObITb BKITIOMEH Kak CyGaneMeHT.

Tabnuya 11 — SnemeHT Object

SnemeHT O6ssaTensLHOCTb Yenosue

QualifyingProperties O B atpubyte target gormxHo GbiTb
yKa3aHo 3HadyeHue aTpubyta ID
anemMeHTa Signature

—SignedProperties (@]
—UnsignedProperties H
QualifyingPropertiesRefernce M

Tabnuya 12 — SnemerT SignedProperties

SnemeHT 0O6a3aTenbHOCTL Yenosue
SignedSignatureProperties (0]
—SigningTime H (cM. npumedaHue 1)
—SigningCertificate H (cM. npuMmedanua 1 1 2)
—SignaturePolicyldentifier Y

—SignatureProductionPlace

—SignerRole

SignedDataObjectProperties

—DataObjectFormat

—CommitmentTypelndication

—AllIDataObjectsTimeStamp

K I KKK IK[IK]XK

—IndividualDataObjectTimeStamp

MpuMmevyaHus
1 ATpubyT oBssateneH B cneymdukalmn XAJES v1.1.1.
2 [onxeH npucytcTBoBaThL NMG0 anemeHT SigningCertificate, nnbo anemeHT ds:Keylnfo (cm. Tabnuuy 10).
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Tabnuya 13 — OnemeHT UnsignedProperties

OnemMeHT Ob6sAsaTenbHOCTb Ycnosue

UnsignedSignatureProperties O

—CounterSignature H

—Trusted signing time (@]

—SignatureTimeStamp O MeTka BpeMeHwW, onpeaenex-
Has B okymMeHTe RFC 31612)

—TimeMark unu gpyrovt meTog 3

UnsignedDataObjectProperties Yy

a) Jicnonb3yeTcs cneLMduKaLms MeTKU BpeMeHu, onpefeneHHas B aokymeHTe RFC 3161, nockoneky MeToabl
nony4eHnss METKU BpeMeEHN, ee coxXpaHeHus B AaHHbix hopmaTta XAJES n meTog ee npoBepkn CTporo onucaHbl B
cTaHfapTax.

4.5.4 TpeGoBaHuUs K NpeacTaBreHUIO NoANNCU B COOTBETCTBUM cO cneumndukaumen XAJES-A

Mpochune XAJES-A onpeaeneH kak paclumpeHHaa cdopma npocunsa XAJES-T. CteneHb obasatens-
HOCTU Ka)Kaoro anemMeHTa, Bxogsiwero B anemeHT UnsignedSignatureProperties, onpeaenerHoro B cneuudum-
kaumm XAdes n npueeaeHHOro B Tabnuue 14, 4OmMKHA COOTBETCTBOBATL 3TON Tabnuue. Ecnu aneMeHT He
BKIIOYEH B 9Ty Tabnuuy, TO OH JOMKEH UMETb CTENEHb 0643aTENbHOCTU «Y».

Tabnuya 14 — 3nemeHT UnsignedSignatureProperties

OneMeHT unu metoa o6paboTkn Ob6a3aTenbHOCTL Yenosue

CompleteCertificateRefs H (cM. npumevaHue 1)

CompleteRevocationRefs H (cM. npumedanue 1)

—CRLRef H

—OCSPRef

—OtherRef

AttributeCertificateRefs

AttributeRevocationRefs

SigAndRefsTimeStamp

—HepacnpedeneHHas obpabomka

— pacnpedeneHHas obpabomka

RefsOnlyTimeStamp

—HepacnpedeineHHas obpabomka

— pacnipedeneHHas obpabomka

CertificateValues

—EncapsulatedX509Certificate

—OtherCertificate

Wlw|[I[ET|W|WwW|w|lw|w|w]w|w]|w|I

—Cepmucbukambi, KOHmponupyemblie doeepeHHol cryx6ol

17
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OkoHyaHue mabnuup! 14

OnemeHT unm mMeToj 06paboTKu ObasaTenbHOCTD Ycrosue

RevocationValues M

—CRLValues H

—OCSPValues H

—OtherValues 3

—UWHebopmayus 06 omsbige, KoHmponupyemas OoeepeHHol 3

cnyxboli

AttrAuthoritiesCertValues 3

AttributeRevocationValues 3

ApxusuposaHue @)

—ArchiveTimeStamp 0]

—HepacnpedeneHHas obpabomka o MeTka BpemMeHu, onpe-
JeneHHas B [JOKyMeHTe
RFC 31612

— pacnpedeneHHas obpabomka 3

—TimeMark unu Opyaol memod 3

Nio6oe HenopnucbiBaeMoe CBOWCTBO NOAMNMCH, onpepeneH- 1%

Hoe B NntoGoit gpyroit Bepcun cneyndgpukauymmn XAJES

a) JcronbayeTcs cneLudukaLns MeTk BpeMeHu, onpeaeneHHas B AokymeHnTe RFC 3161, NOCKONbKY MeToabl
Mory4YeHns METKN BpEMEHU, ee coxpaHeHUsl B AaHHbIX dopmaTa XAdJES 1M MeToa ee npoBepkU CTporo onucaHbl B

cTaHjapTax.

MpumevaHua
1 ATpubyT ob6s3aTeneH B cneyudmkaymmn XAJES v1.1.1.
2 Kypcusom BblfjeneHsl MeTofbl 06paboTku.

3 OnewmeHThl AttrAuthoritiesCertValues, AttributeRevocationValues, HepacnpefneneHHaa obpabotka u pacnpege-
neHHasn obpaboTka He onpefeneHbl B Bepcusix cneyndukaummn XAJES v1.1.1 n v1.2.1. SnemenThl AttributeCertifica-
teRefs u AttributeRevocationRefs Takke He onpeseneHsl B Bepcun v1.1.1.
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MpunoxeHue A
(cnpaBouHoe)

LleneBbie cueHapumn

A.1 Kareropuu uenesbix cLueHapueB

OrneKTpOoHHbIE nognucK Ao6aBnAlTCSA K UCXOAHBIM 3NEKTPOHHBIM AaHHBIM B LiensX HeocnopuMocTW. B noeceaHes-
HOI AeATEeNbHOCTU B chepe 3[,paBOOXpaHeHNs MOXHO BbIAEMUTL CreAYHoLLUe KaTeropum Lienesblix cLeHapues:

a) anNeKTPOHHbIE NOANUCH JOKYMEHTOB, OTNpaBnAeMblX BHELHUM OpraHu3aunsaM, Hanpumep HanpasneHus (MHpop-
Mauus 06 ocMoTpe nauueHTa 1 ero neveHnm) n MHpopMaLms o NeveHuy;

b) anekTpoHHasa nognNuch ANs LUeneii SneKTPOHHOro XpaHeHUs JOKYMEHTOB B T€YEHWE CPOKa, YCTAHOBMEHHOro fei-
CTBYIOLMMU HOPMATUBHBLIMU JOKYMEHTamu,;

C) 3NEeKTPOHHasA MOAMUCH APYrNX BHYTPEHHWX AOKYMEHTOB, HanpuMep pesynsraToB nabopaTopHbIX TECTOB M Mpo-
TOKOMOB Jy4YeBbIX UCCIeA0BaHWIA;

d) anekTpoHHasa nognuce, AobaBneHHas K 3NeKTPOHHLIM KOMUAM ByMaXKHbIX LOKYMEHTOB, MOMYYEHHbIX ¢ NOMOLLbIO
CKaHUpOoBaHUsS,;

€) aneKTPOoHHaa NOANUCH XypHanoB AocTyna.

[nsa Kaxgoro us aTux Knaccos NPMBOAUTCSH COOTBETCTBYIOLMIA CLieHapWid, NpeacTaBnsowmin coboi TUMNUYHLIA Npu-
Mep, a He NofHoe onucaHue.

A.1.1 OneKTpoHHbIe NOANMUCU AOKYMEHTOB, OTNPaBNAeMbIX BHELWWHUM OpPraHu3auuam

MeaunuUMHCKUe opraHusaLni HanpasAsaT BHELLHUM OPraHU3auusaM pasnuyHble JOoKYMEHTbl («pacnevaTtkuy). Ana
nepefaqv BHELLHUM OpraHu3auvsaM criefytolime AOKYMeHThl JOoMKHbI BbiTb Npeobpa3soBaHbl B 3MEKTPOHHLIN hopmar:

- BBINWCHOW 3NKUKpK3;

- 3anpoc BbINUCKN U3 MEAMLMHCKON KapThl;

- HarnpasneHue;

- 3anpoc MeAULMHCKOI KapThl,

- pesynbraThl KIMHUYECKOro UCMbITaHuS.

Mpw npeobpa3oBaHUW 3TUX LOKYMEHTOB B AIEKTPOHHLIA (hOpMaT NoApasyMeBaeTcs WX ANUTENbHOE XpaHeHue.
CnepoBaTenbHO, B 3TOM CIyvae MOXET MPUrofUTbCS JONTOBPEMEHHAA ANEKTPOHHAA NOANUCL, ONUCaAHHAA B HACTOALLEM
cTaHfapTe. Hwke npusefeHbl TUNUYHLIE CLIEHapUN e MPUMEHEHWUA K pasHbIM TUMaM AOKYMEHTOB.

BbinMcHoOM aNMKpU3, BbINMCKA 3 MEAULIMHCKON KapThl

MpoBepka feACTBUTENBHOCTU ANEKTPOHHON NOANUCH MOXET NoTpeboBaTbCs, KOra Ha CTOpOHe nony4arens He-
obxofMMo onpefenuTs aBTOPCTBO AOKYMEHTa, a Takke Takue aTpubyThl ero aBTopa, Kak odpuumMarnsHO NpUCBOeHHas KBa-
nncukaums.

Mpu npeobpasoBaHnK 3TUX AOKYMEHTOB B 3NEKTPOHHYI0 hopMy AobaBrneHne 3nNeKTPOHHOW NOANUCH NMO3BONSAET No-
nyvatento 6e3 TpyLa onpefenuTe aBTOPCTBO AOKYMEHTa U Ty MHopMaLmio 06 asTope, KoTopasi nepefaetcsi B aTpubyTe
npodeccuoHaneHoit ponu hcRole. Takum o6pasom, 3TOT cLieHapuil MOXeT BbITb OCTAaTOMHO 3P EKTUBHBIM.

HanpaBneHue

B MeguuUMHCKUX opraHu3auusax, NpeaocTaBnAloWmnxX KIMHUYeCKyo UHopMaLuio 4pyruM opraHu3aumsM, Hanpas-
rieHune, BbljaHHOe MauueHTy CTauuoHapoM WKW KNUHWKOW, AOMKHO ObiTb NOANWCAHO BPaYoM MMM 3aBEPEHO MeYaThio
opraHusaLuu. MNpu npeobpa3oBaHnM HanpaBNeHUs B ANeKTPoHHYto dopMy TpebyeTcs Taloke anekTpoHHas nognuce. Ha
CTOPOHE nosy4artens HeoOX0AUMOCTL NPOBEPKU 3NEKTPOHHOW NOANUCA MOXET CYLIECTBOBATL CTOMNb A0S0, CKOMbKO 3TO
HanpaBneHue y Hero xpaHuTcs. Takum obpa3om, 3TOT cLeHapuili MoXeT BbiTb JOCTAaTOMHO 3 (DEKTUBHBIM.

3anpoc BbIMUCKU U3 MEOULIMHCKOW KapThl

OTOT cueHapuii onucbIBaeT nepefady NauMeHTy BbIMUCKA U3 ero MeAULUUHCKOW kapThl. o aToMy cLeHaputo Megu-
LiMHCKas opraHusauus nepegaeT nauneHTy uHdopmMaLumio, YTo TpebyeT kak o6ecnevyeHuns ee ayTeHTUYHOCTH, Tak U yCU-
FIeHHOro cBOMCTBA HEOCNopUMOCTU. TakuM o6pa3oMm, STOT cLeHapuii MoXeT GbiTb 40CTaTO4HO 3hPEKTUBHBIM.

PesynbsraThbl KNTMHUYECKOro UCNbITaHUSA

Koraa pesynbraThl KMMHUYECKOro UCMbITaHWS CO3AatoTCsl B ANIEKTPOHHOW dopme, To obpaboTka nepcoHanbHON UH-
dopMaLMi [oMnxKHa OCYLLECTBNATLCA B COOTBETCTBUAM C IOPUANYECKUMU TPeOOBaHWAMU, NPUHATHIMU B JaHHON CTpaHe.
Tak KaK pesynsraThl KMTUHUYECKUX NCTbITaHUIA JOMKHBI XPaHUTLCA ANUTENbHLIA CPoK, To ByaeT nonesHa AonroBpeMeHHas
3rMeKTPOHHas NOANUCh, ONUCaHHasa B HaCTOSLLEM CTaHfapTe.

A.1.2 dneKTpoHHas noAnNuCb ANA XpaHEHUA JOKYMEHTOB

Hanpumep, K 4ncny 4OKYMEHTOB, XpaHeHne KOTopbIX TpebyeTca ANOHCKUM 3aKOHOAaTenbLCTBOM, OTHOCATCS!:

- MeAuLMHCKUe KapTbl (BegyLynecs Bpadamu, Hanpumep cTomMarornoramm U T. 4.);

- UCTOpWM pOAOB (BeAyLmecs akyLuepamm);

- MHCTPYKLMK no 3yBonpoTesnpoBaHuio (NpeAHasHavYeHHble 3yGHBIM TEXHUKaM);

- KapTbl BbI30Ba CKOPOIA NOMOLLYM (3anonHaeMble Bpadamu unu denbgLliepaMi CKopoil MoMoLLu);

AHEBHWKM y4eTa paboThl Bpaya CTOMaTONora-opTof0HTa;
- KapTbl Ty4eBON Harpysku (BegyLyuecs peHtreHonabopaHTamu);
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- peuenTbl (BbiNUCLIBaeMble Bpavamu);

- [HEBHWKW onepaLuii (B cTaLuoHape);

- cTaTUCTUYecKUe KapThl BLIGEIBLLMX U3 CTaluoHapa.

CueHapum oL poBKM STUX JOKYMEHTOB paccMaTpuBaloTcsA crneayowmm obpasom. B obLyem cnyyae HopMaTUBHLEIE
CPOKW UX XpaHeHWs NPEBLILLAT CPOKU AENCTBUA CepTUPUKaTOB NEKTPOHHOR NOAMNCH, HO BOBMOXHOCTE NPOBEPKM MOA-
nuen gomkHa 6eiTb oBecneyeHa B Te4eHWe BCero cpoka XpaHeHus. [ns sToro Tpebyercsa AonroBpeMeHHas aneKTpoHHas
nognuck, onncaHHas B HacTosLLEM cTaHAapTe.

[oKyMeHTbI, XpaHeHUe KOTOpPbIX pernaMeHTUpyeTcsi 3aKOHOA4aTeNnbCTBOM

Onsa sTUX JOKYMEeHTOB fjo0aBneHne a1eKTPOHHON NOAMNUCH PerfiaMeHTUPYETCA 3aKOHOAaTENBCTBOM.

B aTom cniyvae ucnone3yetcs cnegytoljas npoueaypa gobasrneHns snekTPOHHOW Nognucu:

- Mpu co3gaHum AOKYMeHTa [orkHa ObiTe JobaBrieHa arneKTpoHHas NoANUCE aBTopa;

- Np¥ XpaHeHWN NognNMCaHHOro AOKYMeHTa JOMKHbEl BbiTe 06ecneqeHbl LienocTHOCTL U HEOCNOPUMOCTL ero coaep-
HKaHus.

[oKyMeHTbI, XpaHeHWe KOTOPbLIX He pernamMeHTUpYeTcA 3aKoHOAaTeNbLCTBOM

MocKkonbKy 3TV JOKYMEHTbLI XpaHATCSA He B CBS3N ¢ TpeboBaHWAMM 3akoHOAATENbCTBa, To 06aBMneHne K HUM anek-
TPOHHOW NoANUCH He siBnsieTcA HeobxogumbiM. OfHako ans obecneyeHWs LieNoCTHOCTU U HEOCMOPUMOCTH CoaepXaHus
PEeKOMEHYeTCS UCMOMb30BaTh 3NEKTPOHHYIO Noanucek. Mpouedypa Ao6aBneHUs snNekTPOHHOW NognucK Ta Xe, YTo U And
JOKYMEHTOB, XpaHeHWe KOTOpbIX pernameHTUPYeTCs 3aKOHOAaTeNbCTBOM.

A.1.3 3nekTpoHHasa noanUCh ApYrux BHYTPEHHUX AOKYMEHTOB

K HUM OTHOCATCSA Te BHYTPEHHWE [OKYMEHTLI, KOTOPbLIE He OTHOCATCSA K YUCMY TeX, XpaHeHue KoTopbix Tpebyercs
LelcTBYOWMUM 3aKkoHoAaTenecTBoM. K Takum JOKYMEHTaM MOryT OTHOCWUTBCA pesynbraTel nabopaTopHbIX TECTOB U Npo-
TOKOMbI NyYEBLIX UCCNEAOBaHUN, UCTONb3yeMble TOMBKO ANS BHYTPEHHUX HYXA MEAULMHCKUX opraHu3auuit. XoTs ans
TaKUX AOKYMEHTOB MOXET OCYLLECTBMNATLCH PSA MPOBEPOK, OHW He obsA3aTerleHO paccMaTpuUBaloTCA Kak camMoCTOsATeNb-
Hble, NOCKOMbKY B MeAULIMHCKUX opraHu3aLusix CUCTEMbl BBOAA 3aKka3oB/nepefadun pe3ynsraToB ABNSIOTCA BCTPOEHHbIMU
KOMMOHEHTaMW CUCTEM BeAeHUSA SNEKTPOHHOW MeQULMHCKOA KapThbl. B anekTpoHHOW NogNUCHU TakUX AOKYMEHTOB MOXET
ObITb UCMONBL30BaHO 3Ha4YeHue aTpubyTa npodeccuoHansHoi ponu hcRole «3aka3» (contracts).

A.1.4 OnekTpoHHasA Noanuch, Ao6aBNeHHas K MeKTPOHHbIM KONUAM 6yMaXKHbIX AOKYMEHTOB, NOMYyUYeHHbIX
C NOMOLLBIO CKAaHUPOBaHUA

Mpu npeobpasoBaHnM MegULMHCKOW KapThl B SMEKTPOHHYIO popMy C MOMOLLbIO CkaHepa u3obpaxkeHnit u nocne-
LYIOLEM YHUHMTOXEHUN UCXOAHBLIX BYMaXHbIX [OKYMEHTOB onepaTop (MNuW agMUHUCTpAaTOP) AOIMKHLI MognucaTh Nony-
YeHHbIN 3MEeKTPOHHbIA 06pa3, YToObI NPUHATL Ha ce6A OTBETCTBEHHOCTL 3@ ayTEHTUYHOCTE MHpOpMaLMK. ONEeKTPOHHbIE
MEAULIMHCKME KapThbl AOMKHbLI NPOBEPATLCA HA NPpeAMET BO3MOXHOW danbcudukaumm. MNpu npeobpasosaHnn GyMmaxHbIX
MeUUMHCKUX KapT B SNeKTpOoHHytlo dopMy Heobxoguma Gornee BbICOKas CTeneHb A0Bepus K Leno4ke aBTopusauun no
CpaBHEHUIo CO cryyaem, Korja MefiMLMHCKan KapTa u3HadanbHoO CO34aeTcs B aNeKTpOHHON dopme.

A.1.5 3nexTpoHHas NnoANUCH XypPHanNoB AocTyna

YKypHarnbl 0CcTyna K 3NeKTpOHHLIM MEAULMHCKUM KapTam cofepxaT bonblune o6beMbl AaHHbIX. Te 3anucu XypHa-
NOB A0CTYyMNa, CPOK XpaHEHUS KOTOPLIX MPEBLILIAET YCTAHOBNEHHOE 3HaYeHUe, AOIMKHBI apxuBupoBaTtkes. Bo nsbexaHue
hanbcnduKaLM apxMBUPOBaHHLIX 3arnncei XypHanoB focTyna MoXeT TpeboBaTbes, UToObl OHM BbinK nognucaHbl cu-
CTEMHBIM a[|MUHUCTPATOPOM.
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Mpunoxexnue JA
(cnpaBoyHoe)

CBeZieHns 0 COOTBETCTBMM CChINTIOYHbIX MEXAYHApPOAHbIX CTAHAAPTOB
HaUMOHarNbHbIM CTaHAAPTaM

Tabnwuya OAA1

Obo3HaveHne cebInoYHoro CreneHb 0O60o3HaveHne N HauMeHoBaHUe COOTBETCTBYIOLLEro
MeXAyHapo4HOro ctaHgapra COOTBETCTBUA HaLWOHaNbHOIo craHAapTa

ISO 17090-1:2008 IDT FOCT P UCO 17090-1—2009 «UHdopmaTmaauusa sgoposba. UHdpa-
CTPYKTYpa C OTKpbITHIM KrtodoM. YacTb 1. CTpykTypa u obwue cee-
AeHus»*

ISO 17090-3:2008 IDT MOCT P NCO 17090-3—2010 «UHdopmaTusaumsa sgoposbs. NHdpa-
CTPYKTYp&a € OTKpbITbIM KNto4oM. YacTb 3. YrpasneHue nonutukamu
LieHTpa cepTuukayum»

MpumMmevyaHne — B HacToAWwel Tabnuye UCnonk3oBaHoO criegytoLlee ycrioBHoe 0603HavyeHne cTeneHn cooT-
BETCTBUSA CTaH4apToB!
- IDT — ngeHTUYHble CTaHAapThI.

* 3aMmeHeH Ha TOCT P UCO 17090-1—2015 «UHopmaTU3auma 300poBbs. MHgpacTpykTypa OTKPBITLIX KIOYeR.
YacTb 1. Obwpme ceoitcTBa Cnyx6 3neKTPOHHBIX CEPTUPUKATOB».
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ISO 14533 (all parts):2012, Processes, data elements and documents in commerce, industry and administration —
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ISO 27799, Health informatics — Information security management in health using ISO/IEC 27002
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ETSI/TS 101 733: CMS Advanced Electronic Signatures
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