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© CraHgaptuHgopm, 2016

Hacrosme pekoMeHaaumm He MOTYT BbiTb MOMHOCTBLIO UMM YAaCTUHHO BOCMPON3BEAEHbI, THPAXMPOBA-
Hbl U PacnpoCTpaHeHbl B Ka4ecTBe oduLmansHoro nsganus 6es paspewweHns degepansHOro areHTCTea no
TEXHUYECKOMY PEryNUPOBAHUIO U METPONOTUM


http://mosexp.ru# 

P 50.1.115—2016

CopepxaHue
1 OBNACTb MPUMEHEHUS . . . o o ettt e e e e e e e e e e e e e e e e e e e 1
2 HOPMATUBHBIE COBIITKM . . o o ot et ettt e e et e e e et e e e et e e e e e e e e e e e e 1
3 TepMUHbI, ONPEAENEHUN U OBOHAUEHUMSA . . . . .t ottt ettt e et e e e e e et e e 2
3.1 TePMUHBI M OMIPEAEGIIEHUS . . . o oottt et ettt e e e e e e e e e e et e 2
3.2 0003HAUCHUS . . . oo ottt et 2
4 OMUCAHUNE MPOTOKOIIA . « « o v ot e ettt e e e et e e e et e e e et e e e e e e e e e e e e 3
4.1 T1apaMETPbI MPOTOKOIA . . . v v v v vt e e e et e e et e e et e e et e e et e e et s 3
4.2 HauyanbHble 3HAYEHUST CHETUMKOB MPOTOKOMA . . . . ot et e e e e e e e e 3
4.3 ANTOPUTM MPOTOKOSIA . . o oo ot oo e e e e e e e e e e e e e e e e e 4
S TIOCTPOBHME TOUEBK .« .« o o o vt et et e e e et e e e e e e e e e e e e e e e e e e e 5
MpunoxeHune A (PEKOMEHAYEMOE) MTPUMEPBI TOUEK . . . . o v vttt e et e e et e e et 6
MpunoxxeHune b (cnpaBoYHOE) KOHTPOMBHBLIE MPUMEPDBI . . . . o oottt e ettt e e et e e e e et e 12



P 50.1.115—2016

BBepeHue

Hacrosiwue pekoMengaLmm cogepkar onucaHne npoTokona BbipaboTku o6LLero Knoua ¢ ayTeHTuduka-
Luen Ha ocHoe napons. MNpeoBpasoBaHusi 4aHHbIX, BbINOMTHAEMbIE MPU peanusaummn npoTokona, MCNnonb3yoT
onepauuu B rpynne To4eK SNNUNTUYECKON KPUBOW, ONPeAeneHHON Haa KOHEeYHbIM NpocTbiM nornem. CTOW-
KOCTb NPOTOKOMa OCHOBaHA Ha CMOXHOCTU BbluMCIIUTENbHON 3aaa4n Juddu-XennmaHa B rpynne TOYeK an-
NUNTUYECKON KPUBOM W CBOWMCTBaX X3LL-(PYHKLMIA, @ TaKkke CBOWCTBAX KOAOB ayTeHTU(Mkauum coobLieHui,
MCNONb3YIOLLMX XILU-CDYHKLIUK.

HeobxoanmocTb pa3paboTkm HACTOALMX PEKOMEHAAUMIA Bbi3BaHa NOTPEOHOCTLIO BO BHEAPEHUU MpPO-
Lileayp B3aumoaencTBUsA CTOPOH, ob6ecneunBatomx 6esonacHyio BbipaboTky obuiei knioveson MHdopMaLum
¥ B3aUMHYI0 ayTEHTUDUKALIMIO NPU HANMUMKU OBLLMX UCXOAHBIX KOH(PUAEHUMANbHBIX AaHHbIX Manoro ooLema.

MpumeyvyaHune — OCHOBHasA YacTb HACTOAWMNX peKOMEHAaLmiA JononHeHa npunoxeHuamu A u b.
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PEKOMEHOALULMNMM n o CTAHALAPTMUWNWSI3IAUNMU

MHdopMaLnMOHHaa TeXHONorus
KPUNTOMPA®PUYECKAA 3ALLNTA NTHPOPMALIMN
MpoTokon BbIpaboTku 06LWwero krtoya ¢ ayTeHTUuKaumein Ha OCHOBe napons

Information technology. Gryptographic data security. Password authenticated key echange protokol

Dara BBegeHus — 2017—06—01

1 O6nacTb NpUMeHeHun

Hacroswume pekomeHgauum npegHasHadeHbl N8 NPUMEHEHUS B UHPOPMALIMOHHBIX CUCTeMaXx, UCMOfb-
3YIOLLMX MEXaHU3MbI LUNPPOBAHWUA U 3aLUMTLI aYyTEHTUYHOCT U AaHHBIX, C peanu3auuen anropuTMoB 3MEKTPOH-
How (undppoeont) nognucu no FOCT P 34.10 n doyHkumm xawwmposaHus no NOCT P 34.11 B 00LLeA0CTYNHBLIX U
KOPMNOpaTUBHbIX CETAX ANA 3aWuUTbl MHPOPMALUK, HE cCoaepXaLLell CBeAEHUI, COCTaBMAOLMX FOCYAapCTBEH-
HYIO TalHy.

OnucaHHbI B AaHHbIX pPeKoMeHAauusaX NPOTOKON npeaHasHadeH AnA BbipaboTKkM OOLEel KniovyeBon
MHdOpPMaLMKM C UCNONL3OBAHUEM PA3AENsAEMOro CTOpoHaMu Napona n NOCneAyloLwen ayTeHTUuKaLmm npu
B3aMMOAEWCTBUM NO KaHarny, B KOTOPOM JOMYCKAETCA NPUCYTCTBUE aKTUBHOTO NPOTUBHUKA. [1pOTOKON MOXET
NPUMEHATLCA ANs obecneveHns 3aluTbl KaHanoB CBA3U Npu 06paboTke MHOpPMaLUK, He coaepallein cee-
JEHUWA, COCTaBMAILLMX rOCYAAapCTBEHHYIO TalHy. BoipaboTaHHasa cropoHamu Krnovesas WHopmaumsa MoxeT
ObITb UCNONb30BaHa Ansa yCtaHOBNEeHUA 3alULLEeHHOro cCoeanHeHuAa Mexxay HUmMn.

2 HopmaTuBHbIE CCbISIKN

B HacToALux pekoMeHAaUmMsX UCNONb30BaHbl HOPMATUBHbLIE CChISIKM HA cneaylowmue AOKYMEHTbI:

FOCT P 34.10—2012 NudopmaumonHasa TexHonorus. Kpuntorpaduyeckasn sawmra uicpopmaumm. MNMpo-
ueccobl OpMUPOBAHNA U NPOBEPKU AMEKTPOHHON LIpPOBOM NOANUCK

FOCT P 34.11—2012 WndopmaumoHHasa TexHonorusl. Kpuntorpaduyeckan sawmra uHcopmauum.
DYHKLMA X3WMPOBAHUA

P 50.1.113—2016 WHdpopmaumoHHas TexHomnorus. Kpuntorpaduueckan sawmra undopmauumn. Kpun-
Torpadpuyeckue anropmuTMbl, CONYTCTBYIOLLIME MPUMEHEHUIO anrOPUTMOB SNEKTPOHHON LMdPOBOI NOANUCH U
DYHKUMU X3LUMPOBaAHUA

P 50.1.114—2016 WHdopmaumoHHasa TexHonorusa. Kpunrorpaduyeckas sawmra midopmauyuu. Mapa-
METPbI ANAUNTUYECKUX KPUBBIX AN KpUNTOrpauyeckux anropuTMoB U NPOTOKONOB

P 50.1.111—2016 WudopmauuoHHasa TexHonorus. Kpunrorpaduyeckas sawmrta uHcgopmauuu. MNa-
ponbHaa sawmTa Knio4eson nHpopmauum

NMpumMevaHune — MNpu NONL30BAHUM HACTOALLMMU pEKOMEHAALMSAMU Lienecoobpa3Ho NpoBepUTL AeiiCTBUE CCbi-
NOYHBIX CTaHAApTOB (pekoMeHaaunil) B MHOPMAaLIMOHHON cucTeMe O6LLero nNonb3oBaHMsa — Ha odulnansHoM caiite
DdeflepanbHOro areHTCTBa N0 TEXHUYECKOMY PEryriMpoBaHuio U METPONIOrMK B CeTU MIHTEPHET N No eXerogHoMy WH-
¢dopmMaLnoHHOMY ykasaTenio «HaumoHanbHble cTaHAapThI», KOTOPLIA orMybnukoBaH NO COCTOSIHUIO Ha 1 AHBapA TeKyLLero
roga, ¥ no BbINyckam exeMeca4YHOro MHcopMaLMOHHOro ykasatens «HaluoHanbHble cTaHAapThl» 3a TeKyLymii rog. Ecnu
3aMEHEH CCbINOYHbIA CTaHAapT (peKOMeHAaLMK), Ha KOTOpLI JaHa HelaTUPOBaHHAA CCbINka, TO PEKOMEHZYETCS UCTIONb-
30BaTh AECTBYIOLLYIO BEPCUIO 3TOTO CTaHAapTa (peKOMeHAALMiA) C yHETOM BCEX BHECEHHbBIX B AaHHYIO BEPCUIO U3MEHE-

UspaHune odpuumanbHoe
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HUIA. ECN 3aMeHeH CChITOYHbIN CTaHAapT (PeKOMeHAaLmMK), Ha KOTOPbIA AaHa [aTUpoBaHHas CCbifka, TO PeKOMeHAYyeTcs
UCMONBb30BaTL BEPCUIO STOTO CTaHaapTa (PeKoMeHAaLMii) C ykasaHHbIM BbilLe Fof0M YTBepXAeHUS (NpUHATUS). Ecnu no-
cne yTBEPXAEHUS HACTOSILLUX PEKOMEHAALNIA B CChINOYHDBIA CTaHAapT (pekoMeHAaLUMN), Ha KOTOpbIi AaHa faTupoBaHHas
CCblfIKa, BHECEHO U3MEHeHMe, 3aTparusatoLee NoNoXeHNe, Ha KOTOpoe jaHa CChINKa, TO 3TO NoNoXeHUe pekoMeHayeTcA
NpUMeHsTL 6e3 yueTa JaHHOTO U3MEHEHNA. ECN CChINOYHLIA CTaHAapT (pekoMeHAauun) oTMeHeH 6e3 3aMeHbl, To no-
NOXeHWe, B KOTOPOM JjaHa CChifIKa Ha Hero, NPUMEHSIETCS B YacTH, He 3aTparMBatoLLeil 3Ty CChInKY.

3 TepMmuHbIl, onpeaeneHna n o6o3HavYeHUs

3.1 TepMmunbl U onpepeneHuna

B HacToALWmMX pekOMeHaauuaxX NPUMEHEHbI CreayioLme TePMUHbI C COOTBETCTBYIOLLMMU ONpeaeneHn-
AMM:

3.1.1 6aitToBoe npeacTaBnenue yucna: Bektop w = (w,, ..., W) € B, aBnsetca 6aiiToBbiM NpeacTas-
neHnem uncna w, ecrm w =256'=1 w, + .. + 2560 w,.

3.1.2 6anToBOE NpeAcTaBneHue TOYKU INNUNTUYECKON KpuBo#: [Ina Touku {X; Y} Ha annunTU4EeCcKomn
KpuBOW ee 6anTOBLIM NPeACTaBNEHUEM ABMSETCA KOHKaTeHaums 6anuTOBbLIX NPEACTaBNEHNI KOOPAUHAT 3TON
Toukn X Y. MNpu aTom anuHa GanToBbIX NpeacTaBneHuit koopauHat X M Y paBHa MMHUManNbHO BO3MOXHON
AnuHe 6anToBOro NpeaCTaBnEHUA XapakTepPUCTUKN NONs P.

3.2 O603HaYeHnAa

B HacToALWMUX pekoMeHaauusax UCMONb30BaHbl creaylowme 0603HaueHus:

E — asnnuntuyeckan Kpusas, onpeaeneHHas Hajl KOHEYHbIM Nonem Fp, rae p npocroe, p > 3;
p — MOAynb 3NMUNTUYECKON KPUBOK E;

a, b — KO3(PDULUMEHTbI YypaBHEHUS SNNMNTUYECKON KPMBON E B KAHOHNYECKOW chopme;
m — nopAAOK rpynmbl TOYEK ATIMNTUYECKON KPUBOK E;
g — nNOpsAOK LMKNMYECKON Noarpynnbl rpynnbl TOYEK SMMUATUYECKON KPUBOWN;
P — nopoxgawLmii anemMeHT NoArpynnbl nopsaka ¢ Kpueomn E;

XY — KoopauHaTbl TOYKM SMSIMNTUYECKON KPUBON B KAHOHWUYECKON (hOpME;
O — HyneBas TOYKa ANMMNTUYECKOW KPUBOW;

Hyss — X3W-GyHKUMA H C AnNWHONA Bbixoaa, pasBHon 256 Gutam, onpeaeneHHaa B OCT P
34.11—2012 (pasgen 8);

Hs, — XaWw-dyHKuMs H ¢ AnvHONA Beixoaa, pasHon 512 Gutam, onpeaeneHHaa B OCT P
34.11—2012 (pasgen 8);
HMAC (K,T) — 3HauyeHue koga ayTeHTUdUKaLmm coobLIeHUs, BbIMUCNEHHOe ANna coobLeHuns T Ha Kknoye
K no anroputmy HMAC, onpeaenenHomy B P 50.1.113—2016. [lnuHa 3HayeHus paBHa 256
Outam;

F (PW, salf, n) — 3HadeHune dpyHkuun PBKDF2 (PW, salt, n, len), onpeaenenHon B P 50.1.111—2016, rae
napameTp len cyuTaerca paBHbIM 256, ecnu NOPAAOK NOArPYNNbl g YAOBNETBOPSAET HEpa-
BEHCTBY 2294 < ¢ < 2256,y paBHbIM 512, ecnn 2508 < g < 2512, Cornacho P 50.1.111—2016,
B (pyHkumn PBKDF2 B kayectBe PRF Bceraa ucnonbyerca dyHkuua HMAC ¢ anvHou Bbl-
xoaa, pasHou 512 6utam;

B, — MHOMXeCTBO 6anToBbIX CTPOK ANuHbLI 11, n 2 0. CTpoka b = (b,, .., b,) NPUHAANEXUT MHO-
xectey B,, ecnu by, .., b, €{0, ..., 255}. Tpn n = 0 MHOXXECTBO B, COCTOMT U3 EAUHCTBEH-
HOWM NYCTOM CTPOKU AnNuHbI 0;

int W) — umcno w=256'-1w,+ ... +2560 w,, cooTeeTCTBylOLLEE BEKTOPY W = (W4, ..., W) E B;;
INTW) — uncno W=256/-1w, + ... + 2560 w), cooTeeTcTBylOLLEE BEKTOPY W = (W4, .., W) € B;;
|| — koHkaTeHauus AByx 6aNTOBLIX CTPOK; ANs ABYX B6aNTOBLIX CTPOK o = (aiy, ..., Oyq) € By,

B=(Bq, ---r Bpo) € Byp MX KOHKATEHALMEI 0| |p HA3bIBAETCA GanToBas CTPoOKa y = (o, ..., Gy,
Bys s Bn2) € By 4 n2-

MpuMeyaHune — B HacTOAWMX peKOMEHaLMAX UCTIONb3YIoT 0603Ha4YeHNA NapaMeTPOB AITTUIMTTUYECKUX KPUBBIX
B cootBeTcTBUM ¢ TOCT P 34.10—2012 (pa3sgen 5).

2
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4 OnucaHue nporokona

B npoTokore y4acTBylOT CTOPOHbI A 1 B, Mex1y KOTOPbIMW OCYLLIECTBNAETCS BbipaboTka obLuero Kno4a
N B3aMHas ayTeHTUMKaumnsa Ha OCHOBE naposs.

4.1 NapameTpbl npoTOKONa

B npoTokone MoryT ucrnonb30BaTbCs HECKOMbKO AMNMNTUYECKUX KPUBBIX, AN KAXKI0M U3 KOTOPLIX [05K-
Hbl ObITb ONPEeAENEHbI:

- naeHTudukaTop Kpusoi /Dy, 5, ABNAOLWNACA GaNTOBOW CTPOKOW NPOU3BONLHON ANWHBI;

- TOYKa P, ABNAOLLAACA MOPOXIAIOLLMM 3MEMEHTOM NOArPYNnbl NopsAka ¢ AaHHO| KPUBOIA;

- Habop pasnuuHbIX Tovek {Qq, Q,, ..., Qu} NOpsiAKa g HA AAHHOI SNIMNTUYECKOI KPUBOIA, FAE KoNn4e-
cTBO TO4ek N ABNIsAeTCA NapameTpom npotokona. Metoa reHepauuu Habopoe Touek {Qy, Qs, ..., Qu} onucaH
B pasgene 5.

Mapamerpamu NpoToOKOMa, UCMNob3yeMbIMU CTOPOHOW A, SBNSIIOTCA:

1) XpaHsiuiics B TaiiHe naponb PW, snstowmiica 0ainTOBOIN CTPOKOI, Cny4aiiHo (NceBaocny4anHo) u
PaBHOBEPOSTHO BbIGPAHHON U3 MHOXECTBA MOLUHOCTM He MeHee 1010 u3 MHoxecTBa B, rae k2 6 — gnuHa
napons.

2) CnNncoK MAEHTUAUKATOPOB KPUBLIX, NOAAEPKUBAEMbIX CTOPOHOI A.

3) HaGopel Touek {Qq, Q,, ..., Qy}, COOTBETCTBYIOLLME NOAAEPXKMBAEMbIM CTOPOHOI A KPUBBIM.

4) CyeTunk C1A, KOHTPONUPYIOLLMIA KONMYECTBO HEYCNELUHbIX NOMbITOK ayTeHTUdUKauuu, npeanpuHs-
ThIX NOAPAL, ¥ 3HaveHne CLim,, paBHOe MakCUMasbHO AONYCTUMOMY YUCIY TaKUX COObITUA.

5) Cyetuuk C2A, OTBEYAIOLMI 3@ KONMYECTBO HEeYCNELUHbIX NONbITOK ayTeHTUMUKALMK, NPEANPUHATBIX
3a Bpems NCrorb30BaHWS AAHHOTO 3HaveHus PW, u sHadenue CLim,, paBHOe MaKCUMAribHO AOMYCTUMOMY
YMCy Takux COBbITUN.

6) CyeTuunk C3A, OTBEYAIOLLMIA 33 KONMMYECTBO MOMbITOK ayTeHTU(MKauumn (yCneLHbIX U HeyCneLwHbIX),
NPeANPUHATBLIX ANA AaHHOro 3HaveHus PW, n sHavenne CLim3, paBHoe MakcumarnbHO A0MYCTUMOMY YuChy
Takux CoObITUN.

7) YHukanbHbli naeHtudukarop /D, CTOPOHbI A (ONUMOHASLHO), ABNSAIOLMIACA GaNTOBON CTPOKOI NPo-
M3BOSLHON AMUHbI.

MapamerpamMu npoToKona, NCNoMb3yemMbiMU CTOPOHON B, ABASIOTCA:

) Uncnainde {1, ..., N}, sate {1, ..., 2128 _1}.

2) Touka Qpyy, YAOBNETBOPSAIOLLASA PABEHCTBY

Qpyy = int (F(PW, salt, 2000)) - Q- )

MpumedaHne — OnuroHanbHo Touka Qpyy MOXKET He XPAHUTLCA, a BLIMNCNATLEA U3 PW nepen Havanom pa6o-
Tbl NpoToKkona. B aTom cnyyae cTopoHe B HeobxoauMo xpaHuTs PW u To4ku Q1, Q2, 0 Qpp

3) iaeHTudmKaTop UCNonb3yemMoli B NPOTOKONE MANUNTUYECKON KPUBON ID .

4) Cyetumnk C1B, OTBEYalOLLMI 32 KONMYECTBO HEYCNELUHbIX NONLITOK ayTeHTUdUKALUN, NPEANPUHATBLIX
noapaa, u sHavenne CLim,, paBHOE MAKCMMAnkHO AONYCTUMOMY YUCAY TakuX COBLITHA.

5) CueTtumnk CQB, OoTBEeYaloLMit 3@ KONMYECTBO HEYCNELWHbIX NONbLITOK ayTeHTUdUKauuu, NPeanpUHATBLIX
3a BpemMs UCMOMb30BaHWA AAHHOTO 3HaveHusa PW, u snaueHne CLim,, paBHOE MakCUManbHO AOMYCTUMOMY
Ymncny Takux cobbITUA.

6) Cuetuunk C3B, OTBEYAIOLLMI 38 KOMWYECTBO MOMBLITOK ayTeHTU(MKaLun (YCNeLHbIX N HeyCneLHbIX),
NPEANPUHATLIX ANA JaHHOrO 3HaueHus PW, u sHadyeHne CLimM5, paBHOE MakCUMarnbHO [OMNYCTUMOMY YuCHy
Takux CoObITU.

7) YHukanbHbiin naeHTudukatop /Dg CTOpOHbI B (ONUMOHANLHO), ABNAIOLWMACS GaTOBOM CTPOKOI Npo-
M3BOJSLHON ATUHBbI.

4.2 HayanbHble 3Ha4Y€HUA CYETHUKOB NpPOTOKONa

Mocne ycraHoBku napona PW 3HadeHusa CH4EeTUMKOB ayTeHTUMKauumM AomKHbl COOTBETCTBOBAaTh cneay-
IOLLUM OFpaHUYEHUSAM:

- ¢,A=c,B=cLim,, rpe CLim, €43,...,5};



P 50.1.115—2016

- ¢, =C,B = CLim,, iae CLim,E(7,...,20};

- C3A = C5B = CLimg, tne CLim3€ {103, ..., 105}
4.3 AnroputmM npoTokorna

OnucbiBaeMblii B AHHbIX PEKOMEHAAUMSAX NPOTOKON COCTOUT M3 CNEAYIOLIMX LIAroB:

1) Ecrin xoTs1 Gbl 0uH 13 cueTunkos C,A, C,A, C4* paBeH 0, A 3aBepLuaeT NpoToKoN, BO3BPALLAst OLLMG-
KY, MH(OPMUPYIOLLYIO 00 UCHEPNAHWUK YUCHA MOMBITOK, KOHTPONUPYEMbIX OGHYNUBLLUMMCA CHETYUKOM.

2) A yMeHbLLAET Kaxablii U3 cueTunkos C,A, C,A, C;# Ha 1, 3anpalumsaeT oTKpbITYI0 HOpMaLmIo ay-
TeHTudmKauumn y B u noceinaer naeHtudukarop ID,.

3) Ecnu xot4 Obl 0OAWH U3 CYETUMKOB C1B, CzB, C3B paBeH 0, B 3aBepLuaeT NPOTOKOS, BO3BpaLLasi oLumb-
KY, UHCPOPMUPYIOLLYIO 00 MCHEpNaHMKU YUCNAa NOMbITOK, KOHTPONUPYEMbIX OOHYNUBLUMMCS CHETUUKOM.

4) B ymeHbLUaeT kaxablit u3 cuetunko C,B, C,B, C;Bna 1.

5) B nepenaet A 3HadeHus ind, salt v unentndukarop ID,, . Takke B nepenaet A uaentudukarop /Dg
(naHHaa nepecbinka onuuoHanbHa). Bce ganbHenlumMe BbluMCNeHUs B npoBoaMuT B rpynne TOYeK annunTu-
YECKOM KpUBOW, KOTOpast 3aaaerca naeHtngukartopom /1Dy, .

6) A ycTaHaBnMMBAET B Ka4E€CTBE MCMOMb3yeMOW ANNUNTUYECKOW KPUBOW Ty, KOTOPas 3afaeTcs MAEHTU-
dukaropom /D, . Bce panbHenume BbIMUCNEHUA A NPOBOAUT B rpynne TO4eK 3T KPUBOM.

7) A BbluMCRIAET TOUKY Qpy,y/* = int (F(PW, salf, 2000)) - Q;,4.

8) A cnyyaiHbim 00pasom BbiOMpaeT BenuuuHy o € {1, ..., ¢ — 1} n ocywiecTenaeT npucsansanune z, = 0.

9) A nocbinaer B 3HaueHue u; = o - P— Qpy/.

10) B, nonyuus u,, NpoBepSIET, YTO U, € E. ECnn 310 He Tak, T0 B 3aBepLuaeT B3auMoaencTeune, cuntas
ayTEHTUPUKaALMIO HEBLINONIHEHHOWN.

11) B BbIMMCTIAET 3HAUYEHME Qg = Uy + Qpyy, OCYLLECTBNAET NPUCBanBaHue zg = 0 n cnydaiHbim 06pasom
BbIOupaer Bennunny {1, ..., g—1}.

m
12) Ecrnn ] Qg = 0, B ocyulectBnser npuceausanna Qg = pPun zg=1.

13) B BbluMCnAET Kg = Hogg ((% - p (mod q)) : QB), rae xawWw-yHKUUA cuuTaetca ot 6anToBoro npea-
CTaBNEHWA BbIYMCIIEHHOW TOYKN.

14) B noceinaet A sHauyeHue U, = - P+ Qpy,.

15) A, nony4uB u,, NPOBEPSIET, YTO U, € E. Ecnn 310 He Tak, To A 3aBepLuaeT B3auMoAencTBume, cuutas
ayTEHTUMDPUKALUIO HEBBINOMHEHHOMW.

16) A BbIUMCTINET Q4 = Uy — Qpy/.

m
17) Ecnu Il Q4 =0, TO A oCyWecTBNAET NpUCBaUBaHNA Q=P un z, = 1.

18) A BbuucnseT K, = Hosg (( % - o (mod q)) . QA), rae xaLw-yHKUMA cuuTaeTcs ot 6anToBoro npea-
CTaBMNEHWS BbIYMCIIEHHOW TOYKN.

19) A Bbluucnser MAC, = HMAC(K,,0x01 Il ID4 lind Il salt | uy Il u, | DATA ), tae DATA ; — onuyuoHans-
HO NPUCYTCTBYIOLLIAsA CTPOKA, KOTOpas ayTeHTUULMPYETCs C noMoLbio MAC 4 (€Cnn OHa He UCNONb3YETCA, TO
DATA, cunTaetcsl paBHoOii CTpoke AnmnHbl 0).

20) A noceinaet B sHaveHne DATA, | MAC,.

21) B ocyLLeCTBNAET NPOBEPKY Ha paBeHCTBO 3HaueHnit MAC, u HMAC(Kg, 0x01 11 ID4 Il ind Il salf Il uy |l
U, || DATA,). ECNn OHU HE paBHbI, TO 3aBEPLUIAET NPOTOKOS, CUMTas ayTeHTUUKALMIO HEBLINONHEHHOI.

22) B saBepLuaeT nNpoTOKOs, CYUTan ayTEeHTUUKALIMIO HEBLINONMHEHHOW, ecnu Zg = 1.

23) B ycraHasnueaer 3HaueHne cuetunka C,8 pasHbim CLim, u yBermunsaet C,8 na 1.

24) B Bbumncnser MACg = HMAC (Kg, 0x02 Il IDg Il ind Il salt | uy | u, | DATA, | DATAR), tne DATAg —
onuuoHarbHO NPUCYTCTBYIOLLAA CTPOKA, KOTOpas ayTeHTuduumupyetcs ¢ noMoubio MACg (ecnu oHa He uc-
nonb3yetcsi, To DATAg cuMTaeTca paBHO CTpoke AnuHbI 0).

25) B nocbinaet A 3HaueHue DATAg | MACp.

26) A OCyLLECTBMAET NPOBEPKY HA PABEHCTBO 3HaueHuit MACg u HMAC(K,, 0x02 Il IDg Il ind |l salt Il u,
I uy I DATA, | DATAR). ECriu OHM HE paBHbI, TO 3aBepLUAET NPOTOKON, CYUTan ayTeHTU(dUKaLMIO HEBLINON-
HEHHOW.

27) A 3aBepLUAET NPOTOKON, CYUTas ayTEHTUHNKALIMIO HEBBIMONHEHHON, eCnn 2, = 1.
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28) A ycTaHaBnuBaer 3HauyeHue cuetunka C,” pasHbiM CLim, u ysenuunsaet C,” Ha 1.
Mocne ycnewHoro saBepLleHus NPOTOKONa CTOPOHbI A U B B3aMMHO ayTeHTMULMPOBaHbLI U KaXaas
CTOpPOHA MMeeT OOLLUIA BLIPAGOTaHHbIN KNIoY K = K, = K.

MpumevaHus

1 lNMpouecc dopmupoBaHus Knodeinn Ky, Kg B NyHkTax 13 1 18 Npoucxogut B COOTBETCTBUM C anroputmoM VKO_
GOSTR3410_2012_256, onpeaerneHHbiM B P 50.1.113—2016.

2 Ucnonb3soBaHune yHUKarbHbIX MAEHTUPUKaTopos /D, 1 IDg sBnsieTcs obasaTtenbHbIM B TOM Crlyyae, Korha Havarb
rpoLecc B3auMoaeiCcTBMS MOXET Ntobas us ctopoH. Mpu SToM nonyqarens AOMMKeH NPOBEPUTb, YTO MOSMYYEHHBIA UM Npu
B3auMofAeNCTBUM UaeHTUdMKaTop He coBnazgaer ¢ ero cobcTBeHHbIM. B criyyae coBnafeHns oH 3aBepLuaeT npotokorn. B
crydae, ecnu onuuoHanbHbli napametp /D, (Takke /Dg) He UCNonNb3yeTcs B NPOTOKONE, CAEAYET CYUTaTbL €ro paBHLIM
noboit ukcrposaHHol 6aiiToBOW CTPOKe, B TOM YKUCNE CTpoke ANuHbI 0.

3 MapameTpel ind, ID,, IDg n salt MoryT 6bIT cornacoBaHbl 40 HaYana BeINOMHEHNA AeACTBUIA, ONUCaHHBIX B 1aH-
HOM pasfene. B Tom cnyyae, korga napameTp cormacoBaH 3apaHee, ero MoXHO He nepefasaTb Ha COOTBETCTBYIOLLEM
srane. H1 oaMH U3 cornacoBaHHbIX 3apaHee NapaMeTpoB HE MOXET GbiTb UCKIIOYEH U3 AaHHbIX, o6pabaTbiBaeMbIX (yHK-
yneih HMAC Ha stanax 19, 21, 24 n 26.

4 MapameTp /Dy, o MOXeET GbITh 3ahMKCMPOBaH UNU COrnacoBaH 3apaHee.

5 Bo3o6HoBNeHWe B3auMoAeiCTBUS MO NPOTOKONY B crnyvae o6HyneHWs ofHOro U3 CHETYUKOB C1A,C1B BO3MOXHO
6e3 cMeHbl Napons. B aToM cnyyae yKazaHHble CHETHYMKM MOMYT UCNONb30BaTLCA ANA 3alyuThl OT aTak Tuna «oTka3 B 06-
cnyxuBaHuu». HanpumMep, B3amMogeincTBMe MOXET BO30GHOBNATLCA TOMBKO Noche onpeaeneHHoN 3agepxKu.

6 Bo30GHOBNEH!e B3aMMO/EHCTBISA M0 NPOTOKOMY B Criyuae 0GHYreHUst ofHoro u3 cuetimnkoB C,A, CA, C,B, C;B
BO3MOXHO TOMNbLKO Nocne CMeHbI pasfensieMoro CTopoHaMu napons.

5 MNMocTpoeHue Touek

[ina aaHHOM aNNUMNTUYECKOW KPMBOA E C NOpoXaaloWLmMM 3MeMEHTOM P anroputm NOCTPOEHUS Kaxa 0
TOuKkM Q;, MPUHAANEXALLE COOTBETCTBYIOLLEMY 3TOW KpuBOI Habopy {Q,, ..., Qp}, OCHOBLIBaETCs Ha BbIGOpE
KOOPAMHATbI TOYKU C U3BECTHLIM NPOOOPA30M OTHOCUTENLHO XILL-(DYHKLUMKU Hasg, €CNM NOPAAO0K NOATPYNMbI q
YIOBMETBOPSIET HEPaBEHCTBY C 2254 < g < 2256, Y OTHOCUTENBHO XALL-DYHKLUMN Hsy,, €CIU G YAOBNETBOPSIET
HepaBeHcTBY 2908 < g < 2512 cocTouT U3 cneaylOWMX WAros:

1) 3agaTb NPoM3BONbHYO GanTOBYIO CTPOKY SEED anuubl 32 6anta unu Gonee.

2) Boluucrutb X = INT(H,,,, (SEED)) mod p.

3) MNpoBepuTb, YTO 3HaueHne BbipaxeHus X + aX + b ABNSETCA KBAAPATUYHLIM BLIYETOM B NOne Fp.
Ecnu 310 He Tak, TO BEPHYTLCA K wary 1.

4) BbibpaTtb 3HauyeHue Y npou3BONnbHbIM 0Opa3oM U3 MHOXecTBa {+ \/ﬁ - \/E} e R=X3+ aX+b.
3aecb \/_R_— 3MeMeHT nons Fp, AN KOTOPOTO BbINOMHEHO CpaBHEHWE (\/R_)2 =R mod p.

5) MNpoBeputb, 4TO ANs ToUkM Q ¢ KoopauHaTamm (X,Y) BbINONHEHO Q # 0 n g - Q = 0. Ecnu 910 He TaK,
TO BEPHYTLCA K wary 1.

6) C NOMOLLbIO ONMMCAHHOTO anropuTMa AN KaXKaow SNnMNTUYECKON KpUBOI E cTposiTCA Habopbl ToYek
{Qy, ..., Qp}. MOCTpOEHHbIE TOUKM B O4HOM HAaGOPE AOMKHbLI UMETL PA3NNYHbLIE KOOpAUHATbI X.

MpuMeyaHue — Hanndne nasecTHoro npoobpasa OTHOCUTENBHO X3LU-DYHKLWM B AAHHOM Clly4ae rapaHTupyeT
nocTpoeHne Kaxgol u3 Touek Habopa {Qq, ..., Qy} Aokasyemo ncespocyHaHbiM o6pasom. Takum o6pasoM, KpaTHOCTb
noboil 13 ero TOMEK OTHOCUTENBHO NopoXaaroLLero anemeHTa P 1 oTHocuTensHO Noboi Apyroit Toukn Habopa sABnseTcs
HeWn3BeCTHOM, a 3afa4a ee BLIYMCMEHNS HEOCYLLECTBUMA Ha NpaKTUKe.
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Mpunoxenune A
(pekomMeHayemoe)

Mpumepbl TOuek

[na Kaxaoi Kpueoi npeacTasneHsl Tpu ToUKN: Qq, Q,, Qa. JaHHbIe TOUKM BbiNK NOCTPOEHLI C MOMOLLLI0 METOAA,
onucaHHoro B pasgene 5. 3TOT e MeTOZ ceAyeT UCMoNb3oBaTh ANA MOCTPOEHUS, NPYU HEOOXOAUMOCTU, [ONONHUTENb-
HbIX TOYeK.

Kaxgas ns Todek npefctasneHa napoil koopauHar X, Y Ha Kpusoli Bellepwitpacca. B cootBetctBum ¢ P 50.1.114—
2016 NS KpUBBIX, UMEIOLLUX 3KBUBaNeHTHOe MpeAcTaBneHne B opMe CKpyYeHHbIX KpUBLIX OABapAca, Takxke npuse-
JeHbl koopAuHaThl Todek U, V Ha KpuBoi B AaHHOM npefcTaBneHuun. [Ana kaxgoi Touku npuBefeHo 3HadeHne SEED, ¢
NMOMOLLIbIO KOTOPOro oHa Bblna nopoxaeHa.

A.1 KpuBas id-GostR3410-2001-CryptoPro-A-ParamSet

A.1.1 Touka Q,

X = 0xa33ce065b0c23e1d3d026a206f8a1f8747ed1cd92a665bf85198cdb10ac90a5¢
Y = 0xb00d0dc0733883f05de9f55fd711f55998f5508cc40bead80c913b4d5b533667
SEED:

f8 18 95 b4 13 69 d9 08 9e 3d 3c 56 e8 70 ba 5e
9d 55 5e 20 eb d9 ¢7 22 66 10 6d 79 ¢2 83 48 b8
ce 63705292 829f18 a4 d3e3 fd7bf2dd 73
b1 1b bc d4 10 9d 27 ¢9 a3 d4 bd 3a 42 cc 26 ae
43 5b 521589 a4 c3b761c01ba2 88 b7 el 8d
fO 4e 22 40 29 f3 aa 96 11 5¢ 43 f5 eb 87 99 70

A.1.2 Touka Q,

X = 0x4ce9c2bcf17212b9efcab65¢c3¢c815¢0ffo6d7461c957634dbfd1fe7c9a324d27
Y = 0xf7500d7adea2c2b4a16d838a8faa02b46639eb881f124d0f2506efcale24289d
SEED:

fd 99 6d bc c7 2e 49 a4 37 e7 49 a8 85 ad de 28
4b 58 64 bd 3b 7e 60 fc b5 2f ¢8 36 Oe Oa bf 98
fd 35 7a 3f 98 ¢5 6 20 ¢8 68 3d b2 ca b9 27 b6
13291 a15245c06571dc62b0 4f2e e5 76
56 a9 fa 51 12 23 5d Ob 80 67 59 af €2 33 b1 09
6a 94 84 91 451218 50 65 b7 9b 86 ab 68 8a 39

A.1.3 Touka Q,

X = 0x31fb8e5070b1e0f52f047f40477¢c38c6020fd8da9f685791f9237cc47bd89324
Y = 0x8ba1184a4e296dc5¢587363974733%ecc’1b7fa44d31cc8e35b6615a4f797dd7
SEED:

290c 1266 47 91 2e de 11 cc 43 78 Oc f8 87 d4
7d a1 63 bc fb 91 1d 92 86 2a ae 4f 53 a6 80 70
08 c1 ec Oc 8f e7 2e 0a a0 81 df a3 32 7c 86 ad
5f24 da 28 a7 1d 07 f5 fd b7 61 31 a1 fb 04 d5

b2 31 ¢c7 7f ca 26 d3 a6 42 99 9e 3b 10 74 b5 a7
b3 54 2f 03 b0 39 63 2a 6b 44 56 36 fb 52 8d 58

A.2 KpuBas id-GostR3410-2001-CryptoPro-B-ParamSet
A.2.1 Touka Q,

X = 0x0ad754474a915d9d706c6b8dc879858a1ch85cc8f6¢c148fc3120825393ecd394
Y = 0x68¢33b6d0343cf72¢cb19666ffd487fa94294dc677b28c8e27ec36068ff85ed83
SEED:

78 1d 7d 85 ff 04 12 b9 92 a7 6e 65 37 dd 83 81
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9b 81 2f fa bf €8 92 3¢ d0 12 fe dc 00 ¢4 96 69
6 52 44 4d 38 9a f2 b2 6f 57 b5 3e 2d 0f 81 2e
db 2¢c f3 d6 a7 18 4252 32 da 47 18 75 1e ec ef
8f 2b ¢5 03 17 fb 49 6f 02 05 d7 99 bc 3c 34 87
125 1b d3 efaa 7ff5 ba ¢2 52 07 80 46 34 77

A.2.2 Touka Q,

X = 0x1cd96e72fdf1cebb544dec12d0d7bcb9f6bacSbba3dof7af732bcb133¢c1b6437
Y = 0x34ab5b63c286a2b885ca443ac875a8f0ec0c2f148f1622bc64c83b80eb6e3d31f
SEED:

62 93401563 0c 9a 09 ce 76 32 6¢ fd 1c 04 36
ee 08 bc 92 b9 c03ad963 c6db 00181212 fa
e0 1a 46 38 8b b6 81 df ae 4f 64 3e cc Oc 93 8¢
e4 10 36 2f d9 6d 5¢ fd 99 3 9¢ 13 fd 30 52 a1
3e 8b 35 8b ed 1¢ 31 b0 39 9¢ 03 dc 5a 94 2b 41
8 ff 9d 62 41 bd eb 9d bf cf 54 b6 ¢8 cc d1 06

A.2.3 Touka Q,

X = 0x18dda7154e5abef001dc9943554439ch44b9e26256def176849da5f09b5f600d
Y = 0x3ef584be59673d1751b2fd6e3fdc619e3d756¢0d355595b3a62196de048eced4
SEED.

3317 39 ¢138 8208 88 14 68 83 ¢6 97 14 86 8¢
d0 d2 12 28 41 51 99 a9 33 40 15 Ob 30 88 35 01
4a 41 42 18 d8 9a a6 bd e1 ab 81 23 94 19 e8 a0
ef 3d 36 02 ef ff 38 6 10 4b 11 2f 7b b5 50 42
5a 7b 39 @6 00 53 1a 92 fc cc 2b 0d 95 dd ea 95
42 d4 27 6f a8 Of ae 45 b2 d6 f4 38 ¢1 52 17 &d

A_3 Kpusas id-GostR3410-2001-CryptoPro-C-ParamSet
A.3.1 Touka Qq

X = 0x339f79116203887 1f241¢1c89643619aa8b2¢7d7706ce69be01fddff3f840003
Y = 0x31d6d9264cc6f8fe09bf7aad8910b4ad5ddfd74a2ef4699b76de09ffed295f11
SEED.

Oe 29 35 9d 45 dd a3 b4 57 9b 17 €8 87 d9 9e 63
b9 d6 04 e3 ac 74 83 11 91 2a 5b d4 86 7b 5d 9¢c
5d 07 70 64 cd f1 2d 93 f7 f0 2e f0 Oa e1 7b 8b
c1 87 50 b3 8f 30 bb 95 68 21 5¢ 42 e2 4e 8¢ fe
59 e9 Of a6 05 Ob 76 68 a2 94 da 5f 2¢ 9a 27 28
1f3a7e 4e 1454102101 6f2c a2 97 77 94 12

A.3.2 Touka Q,

X = 0x80f4d03b00b1b9b53f6bb4ffab2be65a6d316de846e27T44ccd795bc62d89e23
Y = 0x38dd712518ddec19b46afcccchad7338d89d1292427dc12985d4e848066cd1ab
SEED:

561 4e 92 8feb 5¢ 77 26 37 ab ac 1b 1e 3c dd

2a 37 77 be 25 23 cc 58 9a 79 5a 60 28 db 9e 64
8 62 73 01 98 3e dd 23 Ob eb 07 3e 81 9b cb d9
94 be bf 7f 9e 5f e1 8f a5 8a ce 9e 2 99 Oe 9d

fo ee 1c 64 38 22 33 ¢c3 1b €7 05 9e c2 €9 bb 46
b9 dc 15 19 9d e0 9f cb 65 d5 6d 46 2f 01 21 65
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A.3.3 Touka Q;

X = 0x0c8b64c3f0ec7ece81b6232db2e8054666d051ee28254d4b9adbchb1460cas46b
Y = 0x88¢c98b48b22b90d0d3a018da55ca0d05cedd82b6¢838bd62aba2b823ce82b28f

SEED:

8a 1b 29 62 38 f5 ¢c2 €2 9b 4a c0 5b 6d 57 99 88
86 69 a4 1b b9 f6 60 f3 a3 15 26 e5f4 33 1e ae
809238521544 86917176 1cab 77 Oa b6 2e
€3 6f d6 4d 3c 31 a3 67 2a 82 25 bf d6 ae c9 95
66 95 b8 87 39 6a 3e bf ef 28 65 16 b9 51 20 1d
65 df 12 7a eb 4c ec f1 6f 08 f5 98 36 Oa b9 al

A.4 KpuBas id-tc26-gost-3410-2012-512-paramSetA
A.4.1 Touka Q,

X = 0x301aac1a3b3e9c8ab65bc095b541ce1d23728b93818e8b61f063e5d5b13eeclfe
e6b06f8cd481a07bb647b649232e5179b019eef7296a3d9cfa2bb6ee8bf0chf2

Y = 0x191177dd41ce19cc849c3938abf3adaab366e5eb2d22a972b2dcc69283523e89
c9907f1d89ab9d96f473f06815dabelad7297fcdd8b3adac37d4886f7ad055e0

SEED:

64 1c 90 19 ¢5 d7 68 91 de d1 9a 31 28 4e 7c d3
c6 8b 74 e5 e6 a7 20 b5 2c tb 45 17 9f 91 b3 f6
3a 0c b2 5e 3f 91 e3 eb 80 3d 80 4f 79 98 a3 57
f2 e5 dc 5d 84 ab d6 7d 33 a3 2b 89 66 db c6 94
96 8f 96 2d 37 9e 33 ¢0 fd 14 32 dd 02 70 fb 61
1a 88 4c 6d ae 1b 58 20 24 6e 80 80 5d cd a8 66

A.4.2 Touka Q,

X = 0x7edc38f17188e3105bath67c419d58fe6a9094dd4dc1a83bcacccH1f020ac447
92eba888457c658ee2d82557b7cbabbefd61balc3327741d09a561a8b860a085

Y = 0x3af1400a7a469058d9ba75e65ea5d3f4d0bdb357fa57eb73fa4900e2dcadda7’8
b8e5ff35¢ca70e522610bb1fc76b102¢81cc4729f94b12822584f6b6229a57ea

SEED:

3d ad a1 b4 fb 87 3e 13 1e 51 62 60 1fee f1 54
b077e0711bcfda74a2207ea32001c35
79 00 5f 10 9f c1 83 83 42 29 46 b3 29 8a 4c 10
Oc 69 f4 c6 40 92 3f ed af b2 68 08 Ob 6b 1c 07
48 a1 18 29 6e 64 9b 6 1d eb 26 27 b4 77 9e e8
e0 ffc1 db 48 5d 8b c1 10 8¢ 58 b1 af 07 5f 7b

A.4.3 Touka Q,

X = 0x387acfba7bbc5815407474a7¢c1132a1bded12497243d73ef8133d9810eb21716
95dde2ff15597e159464a1db207b4d11f08fbb989f80c2db13bc8ffSfea16d59

Y = 0x4c816d1ca3e145ac448478fb79a77e1ad2dfc69576685e2f6867ec93fbad8aad
4111acd104036317095bced67e98f295436199c8ead57f243860d1bde8d88b68

SEED:

7c 8d ab 91 96 0d 9d 06 65 92 23 08 df cf 51 71
bd 7c 4b f8 50 1b 3ffd 3c b1 58 3a 30 e1 a7 17
4e 09 €2 5f1d 19 356e b0 51 66 1¢c d0 2a c1 9e
48223849760d434e20ead18073841ce8
36 a6 8e f3 24 bb 2d 57 4532 a5 d4 e6 08 73 fa
d3 8c 32 e8 afal c525 8c ff 3d 52 ca ac 98 d1
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A5 Kpuas id-tc26-gost-3410-2012-512-paramSetB
A.5.1 Touka Q,

X = 0x488cf12b403e539fde9ee32fc36b6ed52aad9ec34ff478¢259159a85e99d3dda
dfd5d73606ecee351e0f780a14¢3e9f14e985d9d7ddec93b064fc89b0c843650

Y = 0x7bc73c032edc5f2c74dd7d9da12e1856a061ce344a772531620502752b1f3a3d
cbbc87eb27ec4ed5e236dfeb03f3972404747e277671e53a%e412e82aaf6c3f7

SEED.

40 57 8b 1acO0 bd 53 8d 75 97 2d 49 9b 1c c6 73
94 ¢c8 f7 d4 76 cd fe 15 59 02 fa 0f 28 b8 06 e1
81 4c fb dO 4d 62 86 Oc 4a ce ¢1 0e 88 13 da 2a
d4 fd 7a 13 4d ba 75 0d 2¢ 80 f2 68 ba c¢1 b4 34
98 ea fe 10 51 86 60 b7 70 30 8 64 6f 21 d9 40
aa da 62 3e ad 44 3f 93 73 a5 6b ¢3 15 55 3c bd

A.5.2 Touka Q,

X =0x175166b97248bda12ec035df2e312a2771d0b16977c9cbc794611f05e01f719¢
92ae8b53f3b7e3edcacffcc5063b5e9¢8de18d0ch87da358350992132173df69

Y = 0x10e2943dc1a18a841ab76ac756fa974948d5a18d071d458a4769c2494fe2abcd
966e3c8931e624d87259156aea9317157502698e4a4a489¢327b89277cf59b4c

SEED.

26 01 07 1b 3d 3e 6d e7 Oe d0 22 ae be 81 be 47
5177 49 b6 5d 29 d1 07 5¢ df cb f4 56 a8 77 54
2b e9 915034 06 b3 aa 71 ¢5 ce 16 b6 5f €9 03
e7480958b12681109f9be4 30387377 13
fO 6a 4f 30 05 b2 66 76 9f b8 1b 5f 39 55 52 97

ab 46 6b 5d 2e 192d 12 f32a b3 18 7271 52 62

A.5.3 Touka Qg

X = 0x01f4583db894cdebd7c591af848783ee011a20567751ca1561f398a6118acel8
adefe1501bdab7f39d060270bab60526dc53063¢c6b40fa5548¢c9a9e7688f2239

Y = 0x7bc640641d70c8296bd9257cOeebb5b1bd3196a169bac04{7579bf27b5847d4e
7b4f63748ad81b5469070ed35ad93e5a5258652306184094eae04a91954536ee

SEED.

bb 9a 63 a5 67 7d 40 7¢ 3 4d 06 df 96 7d d9 e9
ca 4d 42 eb d6 7d a5 69 a4 9b d8 b1 04 64 2e 20
fo a9 9d 84 2fcb 54 76 61 dc 7a a4 de 72 6f 67
4a 09 85462004 7cc1 75 2¢c ab 67 99 8b 5¢ 8e
6a 88 6d 0a 06 e6 a3 fa e8 19 34 21 1a ec 81 8d
89 03 9e 45 dc a1 8503 7e ¢3 49 37 33 ee 3c 2e

A_6 Kpuas id-tc26-gost-3410-2012-256-paramSetA
A.6.1 Touka Q,

X =0x5161b08a973d521bddelcbd45b68aa0470e1058dd936e5bd618fd3373770eed9
Y = 0xc1633db551677c62b9c2b69d47e503c0f8ca83b6b3109dece0a5f985d77a83a7
U = 0x9c5ad63ddc3314ac009d879780d6219720bf457 3f4fe6b4bf7a0a88860677f9d

V = 0x8ee071a767f3d6f0435eb6100d1a936f984e43d9af0bc91c864a9e65cee025fb
SEED:

c4 7e 5e 42 31 4e dd 8e e9 ac 39 fb c8 da ea c8
eB 5b fd 26 58 27 4e 1199 €9 33 e1 1e 5d f2 62
4ae3 97 f1 7e db f9 83 60 3 ec 2e 8f 6f 2e ff

d4 aa 80 5¢ 71 d6 ed 5b a1 5b c9 d0 ad d6 38 23
84 ¢15520 a5 b8 bbbd7b231fc8fb 8¢ 77 71
57 b9 77 25 91 55 3f 17 46 8c 4b b3 64 6f 9f 53
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A.6.2 Touka Q,

X = 0xd47abd59dccad35849dec9dc721ffale44419ca8686406a9f441e61294b210ed
Y = 0xa78b64220bf3375d08de0eab5e2920cfd8f204da6757bf1878ac870fb7e5cale8
U = 0xf0195efb6b249eb8018c19376907c787511bf30516a5¢27d045fc7ba2af58ed0
V = Oxacae88466127df000b663863bc7bd394eafa6996fcedad11d7834f502a6a2686
SEED:

30 5fd0 bb ce c7 16 49 ac e4 1b 4d ca 07 6¢ a6
96 a8 8¢ ¢c6 fd 06 91 a8 79 13 5d e1 90 96 €3 c8
03¢5 b4 ad 4168 36 9b e7 b9 ed 81 d6 e2 bd Oc
a2 8e b0 €9 6f74 2d 50 e2 df b6 a1 86 ae 15 60
96 a3 5a 97 a2 20 fa 6d 0f cf 88 db 6d 86 cd db
197¢ 3a 21 510 cc ea 42 95 ef aa b2 63 95 d5

A.6.3 Touka Qg

X = 0xe0d610ff42ce21eb308980964ca368963fbe5cb08¢277187d22d0c94f4bf0762
Y = 0x82619b88da25b666e07b617ff487be8afd5af8b092568b493ecef44ee0c04b5f
U = 0x723df0719311d095b814ee05ca086e18c410c375a48789dc03c3fe844ed3b7c9
V = 0x160e1b5338337ee0620745206dbe5556a7ff5d19735418a3cc03bf7f2735¢ce25
SEED:

2216 91¢7218d93d4a8ad 15e4 723384 90
ca 5c 5e 3b 84 84 57 4e bc df 83 26 68 84 5e 4
09537179 7af8 e2 ab e3 99 93 de 2a 7c 65 f0
37 26 2e cc fa 95 58 9a c6 e8 b1 2d 6 09 af be
fo 2f 12 d0 a3 08 56 9a b3 c0 fa d8 ec 5d 7b 9c
f4 27 1f aa 54 bc bb da 31 61 b7 cd f5 40 d6 b8

A.7 Kpuas id-tc26-gost-3410-2012-512-paramSetC
A.7.1 Touka Q,

X = 0x5b065ead2e94delee2e462de204c93c6b2bf3498ad920393cb60259e1a8ffc7c
7e7d4defa20ff4282abf70207e4611d532f40db6800e29d2b53f6ac0713e5b38
Y = 0xa39a28c59ff7f796b85223b8834384907c626086415487288ed1182ca4487dc1
aeb5f37af90fd267b7c0dc8542ea52cd984af54731bc84271d6186d973¢91359b
U = 0x3c80e8980538052¢cfe861f990501801d70e5b4636e8478674d2d5706a56a666
63eb03abdc332584f7ea8¢3255b1be3ca75e4685a060e0ea88e569612d9e7227
V = 0xd8f2cf17c484f4bb6a0208b3796a2609971c55d56bffadf155c0bfb76f7afe99
7d6bBe8fdefe2cefd0ab3e31a1862953425a70334e4e€2404c9cd9079856¢7259
SEED:
03 8a 01 b5 ea a2 28 3b bb 29 7b 81 ad 94 92 01
e4 32 11 df 76 a3 70 ec c0 09 ec 49 1f 9f 8d 33
f2 ee 24 08 ¢7 8827 cd Oc 51 17 a7 €3 8d 58 5b
3d 15 50 30 a3 29 1b ad 6a 21 ab 48 38 1d 66 bc
1b d6 b9 ba 6e d8 6a 21 65 ¢5 99 84 dc 5d 51 81
f3 1 97 fe 4a 86 81 c2 €5 0a 22 a0 61 2c 55 7e

A.7.2 Touka Q,

X = 0xb3e6c475f173af4494dd02ad7c9df3bd6a5ca82c3d65ad86fbb330dfb1c40e34
c4cd04d93f609cff2daea5907d0e08192a29be3ff27522223b868e8bccba7b74

Y = 0x53ffcf818281bcf383d9b6542b3b1fcee5bd20cd1¢805ed1dacb83ba161167a5
eb96df52¢1d290496043ea514c465ecb37970fcd7ffbb6ca35a767cd0227fe8c

U = 0x8dd316f455ffaea85¢c3935750792b65fa1ba990c7ac8bc449a77bb86aeb87eb6
ecb6bf387924885b0ea1e30fc4d742919504cd7baf4926b777ed40b898bed 18
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V = 0x2d7edc1cab078878d2d8ecafabc2abc83fch269c049baa119511f2523b69b1d1
4eebclfa7chd5a566¢chb32246d14568eb9fal4e3b53ee6175bb32887796870ba9

SEED:

63 ce db 44 3d f8 df 68 8d 5d fd d0 ea 54 41 62
f56d 7892 73 0c 86 88 53 €2 24 4d dd 87 1e 4a
Oe 3f b7 3240 c8 7a bc 8 fd b3 16 dd Oe 9b 23
ec 1fc7 4086 29 8cfcf2a1d9 18 31 afa3 cf
1e 98 b8 0d 42 0c f6 73 8d 57 44 77 8e 1adl3 e4
42 d7 26 39 6¢ 91 b7 5 €8 84 09 8d be 02 aa 80

A.7.3 Touka Qg

X = 0xbe063ado0f84ffoff6ff7ddd39d91ceat49e849bf20b8cc1e72040¢f689a97 4f
40f24e10c737bfab58b514c605b7¢156e24251b859202b12ef311b0f363171eb

Y = 0x007 cfab6f5ae239694e74f7996e1f44fcd4f62205a555fdb627e4212576b4591
7f88667bcd924a3271f40dc4bbd2f2e216b4fcf50c25fdd8154241d40f42e2ad

U = 0xff6697883cebcBec165fa78ff158c03b31add23dc01b24902b18c548711835ff
eaf4afoede44f8b254748704e504810597d0e4418daf50e0253f33915de97b7b

V = 0x54e1bab656234479c5845c06af70bbefa741a863d5186¢ca720ee2f43bdd4d5b74
71594871d532¢ce263928aa30ae3c25efc6a2f82d4163¢c45869339426888be3bc

SEED.

06 ce 08 fa 5d 11 50 45 e2 d2 a8 03 01 d2 9e 2a
39 c3eae7 1613710 3e51d146321Db189
fb 5¢ 17 70 26 5b 30 8b 6d f2 87 7¢ dO d3 6f 8a
3c b4 e71d f0 99 a4 73 69 1d d5 46 8d 43 50 9
87 df e5 e5 de ff 3¢ 7b b8 f4 62 ed 19 Ob 3 33

7a 6f f0 Oe ¢5 fO bc bb 1a 59 1e cd c2 9b 52 64

1
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Mpunoxexue b
(cnpaBouHoe)

KoHTponbHble npumepbl

Ansa ogHol U3 Tpex ToYeK KaXoW KPUBOW, yKasaHHbIX B NPUNOXEHUU A HACTOALMX pekoMeHAaunid, NpUBeAeHb
KOHTPONbHbIE NpUMepbl paboThbl NPOTOKoNa.
B.1 Kpusas id-GostR3410-2001-CryptoPro-A-ParamSet
B AaHHOM npuMepe BXOAHbIE NapaMeTphbl MPOTOKONa NPUHAMAIOT CneaytoWwne 3Ha4YeHUs:
N=3
ind=1
IDy:
00 00 00 00
IDg:
00 00 00 00
PW.
31 32 33 34 35 36 ('123456")
salt.
2923 be84e16cdb6ae 5290491 f1bbe9eb
Qingt
X = 0xa33ce065b0c23e1d3d026a206f8a1f8747ed1cd92a665bf85198cdb10ac90a5¢c
Y = 0xb00d0dc0733883f05de9f55fd711f55998f5508cc40bead80c913b4d5b533667

OyHKkuma F(PW, salt, 2000) npu sTOM NpUHMMAET crnejylolee 3HaYeHue:
FPW, salt, 2000):

bd 04 67 3f 71 49 b1 8¢ 98 15 5b d1 e2 72 4e 71
dO 09 9a a2 51 74 f7 92 d3 32 6¢c 6f 18 12 70 67

KoopaunHaTsl ToukA Qpyy PaBHBI:
X = 0x9d339b3396ae4a816388a14c79ab3a8dd495fa4c53f0d4076579022ef2aaeb68
Y = 0xdad91482e208590fd316bf959480fSec2¢c17463ec8fc8f63030649b452cdddas

Mpu chopMupoBaHnun cooBleHns U, Ha CTOpoHe A napameTp o, Touka aP U copMupoBaHHoe coobLyeHne Uy Npu-
HUMaIOT creayroLLne 3Ha4YeHns:

o = Oxfechd45d1f2538097d5a031fa68bbb43¢c84d12b3de47b7061c0d5€24993e0¢87
P

X = 0x24538e096781b9d53316c342ae5bbd49ccfb2db627¢3659175bc4fa9d95b4618

Y = O0xf6e39a7490ae0ac449f5abe7e2135697c582daf3a038c40a05e6e8be3e466a2b
Uy

X = 0xcf73b30dd577369fb98e2a93d6d98d7450fceef2badale3dcb8bb1016dff1e1

Y = 0x1cf05014caedbdb1635120b30e0a445060b8f1cca52965¢f83c4838d554cade?2

Mpu oBpaboTke cooblieHus u,, BeipaboTke knioda Kg 1 cooblieHns U, Ha CTopoHe B napameTpel B, src,
Kg = Hasg (src), BP 1 Uy NpUHUMaKT crieaytolue 3HadeHus:

B = 0xf2144faddc497d9ef6324912fd367840ee509a2032aedb1c0a890d133b45f596
Src.

39 ¢c0 e8 83 59 91 cd 6d 56 88 fc ad 55 29 1f 79
e5 0f 87 9d 94 b5 0a b2 db d6 bd f7 €8 39 b7 1a
10 b5 a7 8d c0 36 b8 73 f7 e4 b1 6b 12 48 6f eb
69 d7 39 d4 01 4d ae e2 cc 5¢ 2f c7 4a 2c c8 06

Kg:
B
e0 4e e0 14 7f 9f 19 8d e2 5a af 33 a2 84 99 e0
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ce 7d 31 6e 47 39 76 2f d5 19 18 €9 91 d7 fc 00
BP
X = 0xb11f1a8fb043bc6d4068667b897e4ff637b8410f5eb19e11b0a7028f34d6936a
Y = 0x266d952955e2ab3f3ba75d14a919795d6b8ac04dbcff1cfaac6ba32291c099fd
Uy
X = 0x6e1bfb24b6131a3ad0b60e477a38715c6f96f21bb0b2f9ebd67680e804a77199
Y = 0x873ee3c546c41e8f707298f11b955fe6417577d52d7dadc1beccb9925178ca80

Mpu o6paboTke cooblLueHus U, 1 BLIpaboTKe Krioya Ha CTopoHe A 3HaveHue K, paBHO:
Ka:

A

€0 4e €0 14 7f 9f 19 8d €2 5a af 33 a2 84 99 e0

ce 7d 31 6e 47 39 76 2f d5 19 18 €9 91 d7 fc 00

Mpu cdopmuposaHuu coobuyenns MAC, = HMAC(K,, 0x01 Il ID4 Il ind I salt Il u, Il u,) Ha cTopoHe A nonydaem
cnepytollee 3HaYeHue:

MAC,:
bd 35 c5 Oe 90 60 e6 4f 04 2e 7b 6 cc 02 99 84
Oc8e27 82 b8 e59c3dd4 47501116 73 c5 ea

3HauveHne MACg = HMAC(Kg, 0x02 Il IDg Il ind Il salt Il u, Il u,) Ha cTopoHe B paBHo:
MACg:
c8 c8 2c Of ed 8e 4d 1e 41 42 d7 a9 10 55 b4 5f
6 71 2d 2f 41 bf 26 ef 2f bc 37 ¢5 56 4b 86 d3
B.2 KpuBas id-GostR3410-2001-CryptoPro-B-ParamSet
B AaHHOM MpuMepe BXofAHbIE NapameTpbl MPOTOKOSIa NMPUHUMAIOT CIeAyIoLMe 3HaYeHUs:
N=3
ind=1
IDy:
0000 00 00
IDg:
0000 00 00
PW.
3132 33 34 35 36 ('123456")
salt.
2923 be 84 e16c d6ae 52904911 1 bb e9 eb
Qing'
X = 0x0ad754474a915d9d706c6b8dc879858a1ch85¢cc8f6¢c148fc3120825393ecd394
Y = 0x68¢c33b6d0343cf72¢ch19666ffd487fa894294dc677b28c8e27ec360681f85ed83

OyHKuma F(PW, salt, 2000) npu sToM NpuHUMAET cneaylollee 3HadeHue:
F(PW, salt, 2000):

bd 04 67 3f 71 49 b1 8e 98 15 5b d1 e2 72 4e 71
d0 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67

KoopanHaTsl To4kn Qpyy PaBHbI:
X = 0x7a7211a430fd4e31b815e6d2454eea9574f034c5c442dce1723d69555d3eedc9
Y = 0x2995e857187808e80d3e40a00fb87128e203f2d91¢1f15d8193a5aad95964734

Mpu chopmrpoBaHuM coobLLeHNs U, Ha cTopoHe A napameTp o, Touka o.P 1 cchopmmpoBaHHoe cooblweHne U, npu-
HUMaIOT cnepytoLline 3HaYeHns:

o = 0x499d72b90299cab0da1f8be19d9122f622a13b32b730c46bd0664044f2144fad
abf:
X = 0x61d6f916db717222d74877f179f7ebef7cd4d24d8c1f523c048e34a1df30f8dd

Y = 0x3ec48863049cfcfe662904082e78503f4973a4e105e2f1b18c69a5e7fh209000
13
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uy:
X = 0x35e78fcbc24998eb3039445a9de7032aadf291e7768196ef618e45bed80edf88
Y = 0x1970a4697295f6d361d2c3edd3885794c1254bac3f4adb4a3346ad01a911d13¢c

Mpu o6paboTke coobleHuns u,, BripaboTke knioda Kg n cooblyenust u, Ha cTopoHe B napameTpel B, src,
Kg = Hogg (srC), BP U Uy NPUHUMALOT chegytolne 3HaUYeHUs:

B = 0x0f69ff614957ef83668edc2d7ed614be76f7b253db23¢c5ccOc52bf7df8f4669d
src:

50 14 0a 5d ed 33 43 ef c8 25 7b 79 €6 46 d9 f0
df 43 82 8c 04 91 9b d4 60 cO 7a d1 4b a3 a8 6b
00 c4 06 b5 74 4d 8e b1 49 dc 8e 7f ¢8 40 64 d8
53 20 25 3e 57 a9 b6 b1 3d 0d 38 fe a8 ee 5e Oa

Kpg:
a6 26 de 01 b1 68 0f f7 51 300912 2b ce e1 89
68 83 39 4f96 03 01 72 45 5¢ 9a e0 60 cc e4 4a
pP:
X = 0x33bc6f7e9c0ba10ctb2b72546¢327171295508ea97f8¢8ba9f890f2478ab4d6e
Y = 0x75d57b396¢c396f492f057e9222ccc686437a2aad464e452ef426fc8eeed1ad4ab
Uy
X = 0x20d7a92b238143e3f137be904d52fa35¢c45a29f02a7226a7ac83a1172c2a55¢cd
Y = 0x5fc4cd6ffbO0e76ea8603ce9ebdab5164285617969ab3bfab09fbeb8595d1f47b

Mpyn o6paboTke coobLUeHUs U, 1 BbIPaboTKe Knto4a Ha CTOPOHe A 3HadeHne K, paBHo:
KA:

ab 26 de 01 b1 68 Of f7 51 30 09 12 2b ce e1 89

68 83 39 4f 96 03 01 72 45 5¢ 9a €0 60 cc e4 4a

Mpun cpopmuposaHumn coobuienna MAC, = HMAC(K,, 0x01 Il /D4 Il ind Il salt | uq Il uy) Ha cTopoHe A nonyvaem
crnepyrLlee sHadyeHue:

MAC
55 7a 59 61 42 60 39 a1 52 8 23 a7 65 04 59 b0
62 be 3d 47 56 53 03 09 95 57 1c 7 53 40 26 47

3HaveHne MACg = HMAC(Kg,0x02Il IDg Il ind |l salt | u, Il u,) Ha cTopoHe B paBHo:
MACg:
3b ¢5 5e 27 07 84 19 94 ¢4 b9 ca ba 43 e6 ce Ba
09 2d €9 08 83 76 5f b6 ¢3 44 c6 1d 76 02 96 €9
B.3 Kpusag id-GostR3410-2001-CryptoPro-C-ParamSet
B AaHHOM npuMepe BXOAHbIE NapaMeTpel MPOTOKOMa NPUHUMAKOT criefytolue 3Ha4YeHUS:
N=3
ind=1
IDy:
00 00 00 00
IDg:
00 00 00 00
PW.
31 32 33 34 35 36 ('123456")
salt:
29 23 be 84 e1 6¢ d6 ae 52 90 49 f1 f1 bb €9 eb
Qing
X = 0x339f791f62938871f241¢1¢c89643619aa8b2¢7d7706ce69be01fddff3f840003
Y = 0x31d6d9264cc6f8fe09bf7aa48910b4ad5ddfd74a2ef4699b76de09ffed295f11
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OyHKUmMA F(PW, salt, 2000) npu 3ToM NPUHUMAET Cnegytoliee 3HaveHue:
F(PW, salt, 2000):

bd 04 67 3f 71 49 b1 8e 98 15 5b d1 €2 72 4e 71

d0 09 9a a2 51747 92d3326¢c6f18 127067

KoopguHaTsl To4kN Qpyy PaBHbI:
X = 0x8b666917d42c455331358c50c3¢c12c85b898a2e454b50dd773541da02e1¢3068
Y = 0x8a9b6c4703934b7f0dc903152¢c16275e1d38b568117c7cff3bd322a99a311fe9

Mpyn hopMUpoBaHNN COOBLLEHNSA U, Ha CTOPOHE A napameTp a, Touka af 1 chopMUpOBaHHOE COOBLLEHNE Uy NpU-
HWMaIOT criefytoLine 3Ha4eHuUs:

o = 0x3a54ac3f19ad9d0b1eac8acdcea70e581f1dac33d13feafd81e762378639c1a8
aP:
X = 0x96b7f09c94d297¢c257a7da48364c0076e59e48d221cbab04ae111ca3933b446a
Y = 0x54e4953d86b77ecceb578500931e822300f7e091f79592¢ca202a020d762¢c34a6
Uyq:
;( = 0x2124a22e00b1be2114f5ca42d58d55a0a9f2b08f8cb10275eddf8243402abb7a
Y = 0x62497815861d15877b7ad2e86768a2deb0f755a8b1a88971c5235da783914a59

Mpwn o6paboTke coobLUeHNs U4, BbipaboTke Knkoda Kg 1 cooblleHns U, Ha CTopoHe B napameTpsl B, Src,
Kg = Hysg (src), BP 1 u, NpuHUMaLoT crieaytolme 3HaqeHus:

p = 0x448781782bf7c0e52a1dd9e6758fd3482d90d3cfccf42232¢f357e59a4d49fd4
SIc:

16 a1 2d 8854 7e 1¢ 90 06 ba a0 08 e8 cb ec ¢c9
d1 68 91 ed c8 36 cf b7 5f 8e b9 56 fa 76 11 94

d2 8e 25 da d3 81 8d 16 3c 49 4b 05 9a 8¢ 70 a5
a1 b8 8a 7f80 a2 ee 354930 18 46 54 2¢c 47 Ob

Kg:
be 7e 7e 47 b4 11 16 f2 ¢7 7e 3b 8f ce 40 30 72
ca 82 45 0d 65 de fc 71 a9 56 49 e4 de ea ec ee
BP:
X = 0x4b9c0ab55a938121f282f48a2cc4396eb16e7e0068b495b0c1dd4667786a3eb7
Y = 0x223460aa8e09383e9df9844c5a0f2766484738e5b30128a171b69a77d9509b96
Uy
X = 0x47ad0110d1620fe38832e90b58971d2e0b9183dd52de23422b6fc4 7bec64541a
Y = 0x8296af496b3c52640e738a195d63ab7bfbh457aba7c71b5649cc3e300829cbf0a

Mpu o6paboTke coobLeHUs U, 1 BbIpaboTKe KNio4a Ha CTOPOHe A 3HaveHue K, paBHo:
Ky

be 7e 7e 47 b4 11 16 f2 c7 7e 3b 8f ce 40 30 72

ca 8245 0d 65 de fc 71 a9 56 49 e4 de ea ec ee

Mpu opmuposanun coobierns MAC, = HMAC(K,, 0x01 Il ID4 Il ind Il salt | uy Il u,) Ha cTopoHe A nonyyaem
cnepyollee 3HaveHue:

MAC

47 58 fa 64 9f 2e 31 3b 270 8b 76 a7 7 a7 5a

37 ce9e 755 c3fc 5a 5577 e8 77 a7 a2 c1 ea
3HayeHne MACg = HMAC(Kg, 0x02 Il IDg Il ind Il salt | uy Il u,) Ha cTopoHe B paBHO:
MACg:

2f 33 b9 bf f0 7d cd €3 44 67 bd b0 71 62 fc a8

b3 52 3a 64 39 ef f1 ¢c9 93 ba Ob 4c e6 c2 ed e4
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b.4 KpuBas id-tc26-gost-3410-2012-512-paramSetA
B AaHHOM NpuMepe BXOAHLIE NapaMeTpel MPOTOKONa NPUHUMALOT criefytolue 3Ha4YeHus:
N=3
ind=1
IDy:
00 00 00 00
IDg:
00 00 00 00
PW.
31 32 33 34 35 36 ('123456")
salt:
29 23 be 84 e1 6¢c db ae 52 90 49 f1 f1 bb e9 eb
Qi
X = 0x301aac1a3b3e9c8a65bc095b541ce1d23728b93818e8b61f963e5d5b13eecOfe
e6b06f8cd481a07bb647b649232e5179b019eef7296a3d9cfa2bb6ee8bfOchbf2

Y = 0x191177dd41ce19cc849c3938abf3adaab366e5eb2d22a972b2dcc69283523e89
c9907f1d89ab9d06f473f96815dabe0a47297fcdd8b3adac37d4886f7ad055e0

OyHKUma F(PW, salt, 2000) npu 3TOM NPUHUMAET criefytoLlee 3HaYeHme:
FPW, salt, 2000):

bd 04 67 3f 71 49 b1 8¢ 98 15 5b d1 e2 72 4e 71

d0 09 9a a2 51 74 7 92 d3 32 6¢c 6f 18 12 70 67

1c 62 13 3 93 Oe fd da 26 45 17 92 ¢6 20 81 22

ee 60 d2 00 52 0d 69 5d fd 9f 5f 0Of d5 ab a7 02

KooppuHaTbl TOYKM Qpyy PaBHBI:

X = 0xa8b54a63390296f5¢5227670fb1482010b4b07e3642974b40c58a5f1da33370e
fed546eb17¢6a707f3fc69671deba10a6de03a55f859473e9074a89b4a7b5488

Y = Oxfebf437ecf21536328b32f4c8e0430d5¢0c096001c08a378ac30b8634412f44¢
5ba9b7096642f51cc3a018cd1599¢849¢d62917a370ecal3bbcbbed5eedabdd77

Mpn doopmupoBaHu coobiyenns U, Ha cTopoHe A napameTp o, Touka aP U cchopMupoBaHHoe cooblieHue U, npu-
HUMaIOT crefyoLne 3Ha4YeHns:
o = 0x3ce54325db52fe798824aead11bb16fa766857d04a4af7d468672f16d90e7396
046a461815693e85b1ce5464da9270181f82333b0715057bbe8d61d400505f0e
oP.
X = 0xb93093eb0fcc463239b7df276e09e592fcfcOb635504ea4531655d76a0a3078e
2b4e51cfe2fad00cc5de9fbe369db204b3e8ed7edd85ee5ccab54c1aed70e396
Y = 0x809770b8d910ea30bd2fa89736e91dc31815d2d9b31128077eedc371e9f69466
f497dc64dd5b1fadc587f860ee256109138c4a9cd96b628e65a8f5905201¢882
uy:
X = 0xe8732d5471901b3eb9a31aaebeac7ab155c2c8fc1c960cb475e14074987dd2c8
4eccafac0835735a5¢c2df3d1c8dacfdald2e38e1e4419f5df4e25b7f8dd90b50

Y = 0xd680a41eaec979d49f4752008e9e92eb0efc1950d74b85e852be4 7f3958d5500
0442d859e5b459de5dc7acaalc36383cd 1f98f271333c6083dcecaf07ac825b8

Mpun o6paboTke cooblUeHUs U4, BoipaboTke Kntoda Kg 1 coobLLEeHNs U, Ha CTOpoHe B napaMeTphl B, src,
Kg = Hagg (srC), BP 1 Uy NPUHUMAKT Crepytoline 3HaYeHns:

B = Oxb5c286a79aa8e97ec0e19bc1959a1d15f12f8c97870ba9d68cc12811a56a3bb1
1440610825796a49d468cdc9c2d02d76598a27973d5960c5f50bce28d8d345f4
src.
84 59 ¢2 Oc b5 ¢5 32 41 6d b9 28 eb 50 c0 52 Of
b2 1b 9¢c d3 9a 4e 76 06 b2 21 be 15 ca 1d 02 da
08 15 de c4 49 79 c0 8¢ 7d 23 07 af 24 7d da 1f
89 ec 81 20 69 f5 d9 cd e3 06 af f0 bc 3f d2 6e
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d2 01 b9 53 52 a2 56 06 b6 43 e8 88 30 2e fc 8d
3e 95 1e 3e b4 68 4a db 5c 05 7b 8f 8¢ 89 b6 cc
0d ee d1 00 06 5b 51 8a 1c 71 7f 76 82 ff 61 2b
bc 79 8e ¢7 b2 49 0f b7 00 3f 94 33 87 37 1c 1d

Kg:
53 24 de 8 48 b6 63 cc 26 42 2f 5e 45 ee ¢3 4c¢
51d24361b16560cab58a3d3284586cb7a
BP:
X = 0x238b38644e440452a99fa6b93d9fd7dalcb83c32d3c1e3cfe5df5c3eb0fodb91
e588daedc849ea2fb867ae855a21b4077353c0794716a6480995113d8c20c7af

Y = 0xb2273d5734¢189718d15a7008b862938¢c8c74ca7e877423d95243eb7ebd02fd2
c456¢f9fc056f078a59aa86f19dd1075e5167e4ed35208718ea93161¢c530ed 14

Uy
X = 0x1830804bf1fb07ebd43f27d03ff71ad9c7c31becafld3585dfh9e356¢36638dc
d82aba559dec06d46c862566653dfe0b116eb1a68439b0283f4d79ce48408eee

Y = 0x23b33ae97fbad2e06095¢c41525aedf7b5d96fe9ca8e0244ed6¢c8a565d542d05e
d3044cafb1a8ac9a570c5133ba846d61da77f54da2daf13b0def7d90a0796f06

Mpu o6paboTke coobleHNs U, 1 BuIpaboTKe Kiioda Ha CTOpOHE A 3HaueHne K, paBHo:
Ky

53 24 de 8 48 b6 63 cc 26 42 2f Se 45 ee c3 4¢

51d2 4361 b16560ca58a3d3284586cb7a

Mpu dopmuposarun coobuieHna MAC, = HMAC(K,, 0x01 Il ID4 Il ind Il salt | uy Il u,) Ha cTopoHe A nonydvaem
criepyrollee 3Ha4eHue:

MAC
37e61a432d85759b 3013 a2 9d d6 82 f1 4d
33 ca 86 89 37 db 4b f2 02 91 ed cf 6b €2 4b 4e

3HaueHne MACg = HMAC(Kg, Ox02 Il IDg Il ind Il salt Il u; Il u,) Ha cTopoHe B paBHO:
MACg:
72 dc de 19 5f 26 4b b8 a8 1d 2a fe 2f d9 da 2d
6012 81 9¢ 157 11 db 2b c4 ¢5 74 85 9e 05 3e
B.5 KpuBas id-tc26-gost-3410-2012-512-paramSetB
B aaHHOM npumepe BXOAHbIE NapameTphbl NPOTOKONa NPUHAMAIOT cneayiowme 3HaYeHUs:
N=3
ind=1
IDy:
0000 00 00
IDg:
00 00 00 00
PW.
3132 33 34 35 36 ('123456")
salt:
2923 be 84 e1 6¢ d6 ae 52 90 49 1 f1 bb €9 eb
Qing
X = 0x488cf12b403e539fde9ee32fc36b6ed52aad9ec34ff478c259159a85e99d3dda
dfd5d73606ecee351e0f780a14c3e9f14e985d9d7ddec93b064fc89b0c843650

Y = 0x7bc73c032edc5f2c74dd7d9da12e1856a061ce344a77253620592752b1f3a3d
cbbc87eb27ec4ed5e236dfeb03f3972404747e277671e53a9e412e82aaf6c3f7
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OyHKkuma FPW, salt, 2000) npu 3TOM NpMHUMAaET crnegyioLlee 3HaYeHue:
HPW, salt, 2000):

bd 04 67 3f 71 49 b1 8e 98 15 5b d1 €2 72 4e 71

d0 09 9a a2 51 74 7 92 d3 32 6¢c 6f 18 12 70 67

1¢ 62 13 €3 93 Oe fd da 26 45 17 92 ¢6 20 81 22

ee 60 d2 00 52 0d 69 5d fd 9f 5f 0f d5 ab a7 02

KoopauHarsl To4kn Qpyy, PaBHbI:

X = 0x2383039092052ed0e8ca3f751¢c11ebb891b8f32f7c66a437dec86345c63efc4b
alecd04dfc11826dd581cbc1d744754€284c00b04eefOcdbeff22¢12432¢c46fd

Y = 0x374202580afbaf2f68da8a5c03ab82e71eb4c1f1fdd881aa2911d0206d470039
275d298d5477901565ab826ec4492f67eebcf31944421272fd2cad9a5f04234f

Mpu chopMUpoBaHNM COOBLIEHUS! Uy Ha CTOPOHe A NapaMeTp «, To4Ka aP 1 CchopMUPOBaHHOE COOBLIEHUE Uy NPU-
HUMaIOT crnegytoLlue 3Ha4YeHUs:
a = 0x715e893fa639bf341296e0623e6d29dadf26b163¢c278767a7982a989462a3863
fe12aef8bd403d59¢4dc4720570d4163db0805¢c7¢c10c4e818f9ch785b04b9997
aP:

X = 0x10c479ea1c04d3c2c02b0576a9¢c42d962261f033¢1191436777f66916030d87d
02fb93738ed7669d07619ffce7c1f3c4db5ebdf49e2186d6fa1e2eb5767602b9
Y = 0x039f6044191404e707f26d59d979136a831cce43e1¢5f0600d1ddf8f39d0ca3d
52fbd943bf04ddced1aa2ce8f5ebd7487acdef239¢c07d015084d796784135436
uy:
X = 0x0ab9e56fc0d48e4982ee0a0b09507a63dc530181611d9f00d0464724415757b9
de1c647178783a0fb4648dfd8e3da1efeb4db29de4711c8599191054ca7debcd

Y = Ox4decae941f8d19c44daae9eb132019e116478124e€76430b8bee16ce6910a06¢8
a2fed68f4907e4ba17c4f4e3356dc3b3b8647165b9c1aae54b1¢c13239bfa8213

Mpu oBpaboTke cooblleHus uy, BelpaboTke Kntoda Kg 1 cooblieHus u, Ha cTopoHe B napaMeTpel B, src,
Kg = Hasg (src), BP 1 U, NpUHMMaLT criegytolne 3HadeHus:

B = 0x30fa8c2b4146c2dbbe82bed04d7378877e8c06753bd0alff7 1ebf2befe8dadf3
dc0836468e2ce7¢c5¢961281b6505140f8407413f03¢c2¢b1d201ea1286ce30e6d
src:
3f 04 02 e4 0a 9d 59 63 20 5b cd f4 fd 89 77 91
9b ba 4 80 f8 e4 fb d1 25 5a ec e6 ed 57 26 4b
d0 a2 87 98 4f 59 d1 02 04 b5 f4 5e 4d 77 f3 cf
8a 63 b3 1b eb 2d 5 9f 8a f7 3¢ 20 9¢ ca 8b 50
b4 18 d8 01 e4 90 ae 13 3f 04 4 f3 f4 d8 fe 8e
19 64 6a 1b af 44 d2 36 fc c2 1b 7f 4d 8f c6 a1
e2 9d 6b 69 ac ce ed 4e 62 ab b2 0d ad 78 ac 4
fe b0 ed 83 8e d9 1€ 9212 ab a3 89 71 4e 56 Oc
Kg:
d5 90 e0 5e 5 ae ce 8b 7c fb fc 71 be 45 5f 29
abcc666f85cd b1 7e 7cc7 16 ¢5 9ff1 70 9
BP.
X = 0x34c0149e7bb91ae377b02573fcc48af7bfb7b16deb8f9ce870f384688e3241a3
a868588cc0ef4364ccab7d17e3260cd82485¢202adc76f895d5df673b1788e67
Y = 0x608e944929bd643569ed5189db871453f13333a1eaf82b2fe 1be8100e775f13d
d9925bd317b63bfaf05024d4a738852332b64501195¢1b2ef789e34f23ddafc5
Uy:
X = 0x66defd2a42f0efe38ed3d4addfbed6b86d40f4adf156c86fee1605dbf6b057b1
2fe82a0be4823f7f215b5110673e02e3bf44f0ae26630005fcfd9f01473127eb
Y = 0x36168c6d20c9514556ab442bf63ded0115346916ef45af7e5517f59205d1cc52
ae2e72c¢3036f13cab7de12932e4a3acd0789f5e2474ff722b81334676c8a3371
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Mpu obpaboTke coobLIeHnA U, 1 BbipaboTKe Ktoda Ha CTOpoHe A 3HadeHUe K, paBHO:
Ky

d5 90 e0 5e f5 ae ce 8b 7c fb fc 71 be 45 5f 29

abcc666f85cdb17e 7cc7 16 ¢5 9ff1 70 €9

Mpun popmuposarnn coobuieHnsa MAC, = HMAC(K,, 0x01 11 ID4 Il ind |l salt | uy Il u,) Ha cTOpoHe A nony4aem
cnegyollee 3HayeHue:

MAC 4.
9ec1a87493b287c9cac3dac2a2d7 1b 82
8d c5 97 7c b0 03 93 42 ¢1 5a cd fb 66 c8 cf 89

3naveHne MACg = HMAC(Kg, 0x02 Il IDg Il ind Il salt Il u, Il u,) Ha cTopoHe B paBHo:
MACg:
a9 b2 1 9b d9 ¢1 fd Of Oc ab fd 09 52 94 c6 e6
3c d59f 12 cf 8e fd 01 12 46 0d b7 aa 20 bb 6e
B.6 KpuBas id-tc26-gost-3410-2012-256-paramSetA
B aaHHOM npumepe BXOAHbIE NapaMeTpbl NPOTOKoMa NPUHUMALOT crefytoline 3Ha4eHUs:
N=3
ind=1
IDy:
00 00 00 00
IDg:
00 00 00 00
PW.
3132 33 34 35 36 ('123456")
salt.
2023 be 84 e16¢c db ae 52 90 49 f1 f1 bb eQ eb
Qindi
X = 0x5161b082a973d521bdde0cbd45b68aa0470e1058dd936e5bd618fd3373770eed9
Y = 0xc1633db551677¢62b9¢c2b69d47e503¢c0f8ca83b6b3109dece0a5f985d77a83a7

OyHKUna F(PW, salt, 2000) npu 3ToM NPUHUMAET criegytoliee 3HaYeHUe:
F(PW, salt, 2000):.

bd 04 67 3f 71 49 b1 8¢ 98 15 5b d1 e2 72 4e 71

d0 09 9a a2 5174 7 92d3 326¢c 6f 18 1270 67

KoopanHaTel To4kn Qpyy, PaBHBI:
X = 0xa0fdObcfaa07f640c802aa95f42e80b28bb758fbch7ee2aca2cc0a615b567207
Y = 0x52¢f0c9601362894bd097d198999e965bd940c7828e0d2ad38a0097f68135047

Mpu chopmupoBaHnM coobLeHus Uy Ha CTopoHe A napameTp «, Touka aP u chopMupoBaHHoe coobLieHne Uy npu-
HUMaIOT CneayioLne 3Ha4eHUS:

o = 0x147b72f6684fb8fd1b418a899f7dbecafofce60b13685baa95328654a7f0707f

aP:
X = 0x33fbac14eae538275a769417829¢c431bd9fa622b6f02427ef55bd60eebbc2888

Y = 0x22f2ebcf960a82e6¢cdb4042d3ddda511b2fha925383¢c2273d952ea2d406eae46
uy

X = 0x8e8929226¢c7679ea8c2db833d1f8062d62a9672493df02ad7462014c0edbct

Y = 0x20f2382¢2425aaa638f61e8b70fcf70dae6bcb2f9f341b33ae577¢62395aa816

Mpun o6paboTke coobleHnn u,, BlpaboTke Knioua Kg 1 coobLyeHus U, Ha cTopoHe B napameTpel B, src,
Kg = Hagg (srC), BP 1 Uy NPUHUMALOT crieflylolme 3HaYeHNS:

B = 0x30d5cfadaale31b405e6734c03ec4c5df0f02f4ba25¢c9a3b320ee6453567b4ch
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Src:

a3 39 a0 b8 9c ef 1a 6f fd 4c a1 28 04 9¢e 06 84
df 42 97 75 b6 89 a3 37 84 1b f7 d7 91 20 7f 35
11 86 28 f7 28 8e aa 0f 7e ¢8 1d a2 0a 24 ff 1e
69 93 c6 3d 9d d2 6a 90 b7 4d d1 a2 66 28 06 63

Kg:
7d f7 1ac327 ed 51 7d 0d e4 03 e8 17 c6 20 4b
c1 9165 b9 d1 00 2b 9f 10 88 ab cd ab ea cf 27
BP:
X = 0x2b2d80fab735433970564f2f28cfa1b57d640cb902bc6334a538/44155022¢ch2
Y = 0x10ef6a82eef1e70f942aa81d6b4ce5dec0ddb9447512062874870e6f2849a96f
%
X = 0x47182ed8f018fa93a5d837e52724af6051c168ef15e4a40fe926473bc3f1032a
Y = 0x97f3e1e674da53b0ec3ebb1a62a25¢c7424f4334950daec4d33045f78d9faeeb4

Mpu oBpaboTke cooblUeHns Uy U BeIpaboTKe KNiova Ha CTOpoHe A 3HavueHne K, paBHo:
Ky

7df71ac327 ed 51 7d 0d e4 03 e8 17 ¢6 20 4b

c1 9165 b9 d1002b9f10 88 a6 cd ab ea cf 27

Mpun copmuposaHun cooblienna MAC, = HMAC(K,, 0x01 || /D4 | ind Il sait Il uy Il uy) Ha cTopoHe A nosydvaem
cnegywulee sHa4yeHue!

MAC,:
5 69 f6 e7 68 9e 0 ba 08 46 98 cc Oe bc ac 59
67 8¢ 93 26 af 21 f5 4d 3e 90 0529 326b 41 ee

3HaveHne MACg = HMAC(Kg, 0x02 Il IDg Il ind Il salt | u, Il u,) Ha cTopoHe B paBHo:
MACg:
80 d5 fO 3b 48 22 37 76 43 b4 ff 92 05 dd ed b1
9f22 80 1f b4 de Ob fb €0 74 55 c2 54 32 45 1e
B.7 Kpusas id-tc26-gost-3410-2012-512-paramSetC
B faHHOM npuMepe BXofHble NapaMeTpel MPOTOKOMa NPUHAMALOT CrieAyIoLUe 3Ha4YeHURA:
N=3
ind=1
IDy:
00 00 00 00
IDg:
00 00 00 00
PW
31 32 33 34 35 36 ('123456")
salt.
2923 be84e16cdbae 5290491 f1bbe9eb
Qingt
X = 0x5b065ead2e94de0ee2e462de204c93c6b2bf3498ad920393cb60259e1a8ffc7c
7e7d4defa20ff4282abf70207e4611d532f40db6800e29d2b53f6ac0713e5b38

Y = Oxa39a28c50ff7f796b85223b8834384907c626086415487288ed1182ca4487dc1
aeb5f37af90fd267b7c0dc8542ea52¢cd984af54731bc84271d6186d973¢91359b

QyHkums F(PW, salt, 2000) npn sToM NpUHUMaET criepyioLlee 3HaYeHue:
F(PW, salt, 2000):

bd 04 67 3f 7149 b1 8e 98 155b d1e2 72 4e 71

d0 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67

1c¢ 62 13 €3 93 Oe fd da 26 45 17 92 c6 20 81 22

ee 60 d2 00 52 0d 69 5d fd 9f 5f 0f d5 ab a7 02

20



P 50.1.115—2016

KoopaunHaTkl TOUKK Qpy,y, PaBHbI:
X = 0x463e9d38239ddac18e7cc7f6caa7244ae5¢c49d58dcdfd6a56510d7779496744d
75e3e0d5795d4e603f7baca8d24ada989d4179e1db33d1912602fc59470192df

Y = 0x088874b12¢160930aa840f046ee75fa86206f19cabf431d81e2381d6d947b7b0
30577e40f09b1c16f8ebef84daddba028f8b6e397a27ecele13197662659af4d

Mpu dhopMUpoBaHMM coobleHns U, Ha cTopoHe A napameTp o, Touka af 1 cchopMUpoBaHHoe coobLieHmne Uy npu-
HUMatKoT cnejyrole sHa4eHunA:
o = 0x0b3fe942126aefc0287182c6290505aeb117aa8dcb033cee56222dd1b9f9e1e5
377583ba300211ec2¢399546b454578e€925¢238d52530¢159¢7034ccfa0ddd
aP;

X =0x61427a12468974b5829de1263d91fdfd8e26ea337c6c223595e05b4da4f8fe93
2b532f33c0f4631729422c04f7018a7bf619c026ef0edcdba2a96b79397ebad2

Y = 0x6833806€26791ef1dd01e60c10cc247173b97d7d8d7feab3de4a8abad444bacc?
042bf35394aefacfde0f236788f2e9fca9e10f7d7fee54fff051ae17996808c1
uyg:
X = 0x03664ef83e51beaec1f11711f8742b180001¢7734a715¢4a693758acd9851b38
¢6d7e0a316d809b75694ae1b356951a93c91a9b85aa3e3a561742211fd238852

Y = 0x2b92fa93fab060fa86¢3039eb2904bc18cbe45032dc3c93ce1cbba1542a29e0d
790a5f7b63928ed9e50d1fefd6bd00ade4eb021bc62a560567a3419e74dfc08a

Mpwn oBpaboTke coobLieHns Uy, BeipaboTke Kntoda Kg 1 coobLLEeHNs U, Ha CTOpoHe B napameTpsl B, src,
Kg = Hasg (src), BP 1 Uy NPUHUMALOT criefytolne 3HaYeHNs:

B = 0x0d494d54fb777781d1324ed6088bb0d9d86b8b0a252aaba3ee70af8ef44b87a6
4ceal3a432b61a699bad2d9760d700c2891b6285be0b0bb90f16a40a9b2e0e36a
src:
c2 a3 1a 1508 52 8afb 70 be d5 7a 3a 97 9a 3a
8c ed 00 2f 1b 05 8f 99 cb ee 64 56 5c cb ae 42
c580b1391804 b3e334d02f705518 ef 16
b7 cf Oe 79 91 76 6f 7e 22 81 f2 87 b1 df cd 34
5¢ 56 04 ef 1d 9a 8e b8 27 3f2e 7a 3b fb a4 13
ad 7f 1959 99 41 f8 f6 73 63 2b e1 43 b1 65 7f
d3 3a 3ade 7d 9f 71 6c e4 Oc b5 9e 9d dd a5 0d
db 87 66 57 e7 37 8ff1 55 94 fc 7a 9e 4b 03 48
Kg:
84 14 e1126¢ 56 a1 1e 1f5e a0 b7 ¢3 bd ab €9
8b 26 8b 59d4 08 f9 7c dO ea d7 c2 7e €4 9¢ 15
BP:
X = 0xe247677c90ac3c74952¢c70da0d43f25ecedac22eda732f7ddd772de7c3e69b22
f7679cc01cae009e442c630c7aa9403a9f11e0fb62cf7af84e77b95210a17edd
Y = 0x63bebdc920e57cb1c5b63fd8b623db6c934b87e0b14468de32¢9387515¢f3d35
618e9452986424708ef0515ccaa30061ac6870ab56c29c43340736a6¢6179¢c2e
Uy
X = 0x32260df3ddeabaa9c5c1f55248e8e9a3552cefb81a19f0ac1e10f3b7280a844c
5362b527da1cBec7eeace2a’7aal1167f5e18a4bb6bc6445b4f479ca239245002

Y = 0x04e0612a0c8¢d4323535899d0698dd09bb9fc4302016f1b236¢86692358fd98
1cd082¢0129763bd4749ee5bb014255d1de0fd7775deccb564213ebc7100001d

Mpu o6paboTke coobLyeHns u, 1 BIpaboTke Kntoda Ha cTopoHe A 3HadYeHne K, paBHO:
Ky

84 14 e1 126¢ 56 a1 1e 1f5e a0 b7 c3 bd ab €9

8b 26 8b 59d4 08 f9 7c d0 ea d7 c2 7e e4 9c 15
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Mpy dopmupoBarumn coobiuenna MAC, = HMAC(K,, 0x01 Il IDy Il ind |l salt | uq Il uy) Ha cTopoHe A nonyyaem
crepytollee 3Ha4YeHue:

MAC
53 0b 77 63 ¢5 9e 7c 98 52 59 ad eb af a4 16 41
c6 f4 35 47 85 01 bd c9 7e a9 cf 88 a6 9a 12 8¢

3HadeHne MACg = HMAC(Kpg, 0x02 Il IDg Il ind Il sait Il uy Il u,) Ha cTopoHe B paBHo:
MACg:

3f 48 65 b8 8¢ 81 e5 ac 56 1e 31 ¢1 b3 d1d9 Oc

57 e1e74bac 77 b1 63 ac 6074 82 4e 99 d3 cc
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YK 681.3.06:006.354 OKC 35.040 OKCTY 5002 M85

KnioueBble crniosa: kpuntorpaduyeckue nNpoToKombl, ayTEHTUUKALMA, NAPOTb, KoY
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