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Mpepucnosue

1 NOArOTOBMEH denepanbHbiM rocyaapCTBEHHbIM BIOMKETHBIM yupexaeHueMm «LieHTpanbHbIi Ha-
YYHO-UCCNEA0BATENbCKMIA UHCTUTYT OpraHu3auuu M uHdopmaTusauum 3apaBooxpaHeHus MuHucrepcTsa
3paBooxpaHeHusi Poccuiickoi ®eaepauuny (LHWUMOWU3 MuHnsgpasa) n OOLLECTBOM C OrPaHMYEHHON OT-
BETCTBEHHOCTLIO «KOprnopaTUBHbIE 3NEKTPOHHLIE CUCTEMBI» HA OCHOBE CODCTBEHHOINO NEpPEeBOAA HA PYCCKUN
A3bIK AHIMOA3bIYHOW BEPCUMU MEXAYHAPOAHOTO AOKYMEHTA, YKa3aHHOIO B NyHKTE 4

2 BHECEH TexHuueckum KOMMTETOM Mo ctaHaaprusaumm TK 468 «MHdopmaTmsaums 340poBba» Npu
LUHUMNOWN3 Munsgpasa — noctosiHHblM npeacrasutenem UCO TC 215

3 YTBEPXJEH V/ BBEJEH B IEMCTBUE Mpukasom denepanbHOr0 areHTCTBa N0 TEXHUYECKOMY pe-
rynupoBaHuio u metponorumn ot 30 Hosbpst 2016 . Ne 1869-cT

4 Hacrosilmii cTaHaapT UAEHTUYEH MEXAYHAapOAHOMY AOKYMeHTYy ISO/TS 14441:2013 «UHdopmaTu-
3aums 3g0poBbA. TpeboBaHusa 6€30MacHOCTU U KOHMUAEHLMANBHOCTU, UCNONb3yEeMbIe NPU OLEHKE COOTBET-
ctBusa cuctem EHR» (ISO/TS 14441:2013 «Health informatics — Security and privacy requirements of EHR
systems for use in conformity assessmenty, IDT).

Mpu NpUMEHEHUM HACTOSILLErO CTaH4apTa peKoMeHAYyeTC UCMONb30BaTh BMECTO CCbINIOYHbIX MEXay-
HapoAHbLIX CTaHAapTOB COOTBETCTBYIOLLME UM MEXIOCYAapCTBEHHbIE CTaH4apTbl, CBEAEHUSI O KOTOPbIX NpU-
BefleHbl B JONOSIHUTENbHOM Npunoxenun JA

5 BBEJEH BMNEPBbIE

lMpasuna npumeHeHuUs1 HacmMosWe20 cmaHdapma ycmaHoe/1eHbl 8 cmambe 26 ®edepanbHo20 3aKoHa
om 29 uwoHs 2015 2. Ne 162-®3 «O cmanOapmu3sayuu e Pocculickoli ®edepayuuy. UHpopmauus 06 u3-
MEHEeHUSIX K Hacmosuwemy cmaHOapmy ny6brnukyemcs 8 exe200HoM (no cocmosaHuio Ha 1 sHeaps meKyuiezo
2o0a) uHhopMayUOHHOM yKa3amene «HayuoHanbHbie cmaHO0apmbi», a ohuluaribHbIll mekem u3meHeHul
U 1onpasoK — 8 eXeMeCAa4YHOM UHOPMaUUOHHOM yKkazamene «HayuoHanbHbie cmaHOapmbl». B criyyae
nepecmompa (3ameHbl) unu omMeHbl Hacmosawieeo cmaHdapma coomeememeyrouiee yeedomreHue bydem
ornybnuKo8aHoO 8 EXeMeCSYHOM UHOPMaUUOHHOM yKazamene «HauyuoHanbHbie cmaHO0apmbi». Coomeem-
cmeyiowasa UHgopmayus, yeeOoMIIeHUE U MeKecmbl pasmewaromes makxe e uHgopMayuoHHoOU cucmeme
06uie20 rnonb308aHuUss — Ha opuyuanbHom calime dedeparnbHo20 azeHmemea no MexXHUYECKOMy pe2ynupo-
8aHUI0 U Memposoauu e cemu MIHmepHem (www.qost.ru)
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BBeneHue

B cBA3M C pasBUTMEM MECTHbIX, PErMOHAsbHbLIX U HALUMOHAMbHbLIX UH(POPMALIMOHHBIX CTPYKTYP dMek-
TPOHHOTO yyeTa 30POBbA CUCTEMbI AMEKTPOHHbIX KapT NauueHTa MCNomnb3ylTca BO MHOTMX MECTax okasa-
HUA MEAWLIMHCKON MOMOLLM, KOTOPbIE NOCELLAKT MauUeHThl [KIMHUYECKNe CUCTEMbl MYHKTa OOCNY>XUBAHUS
(point of service, POS)]. MoOMUMO Takux y4pexxaeHuii, kak 60nbHULIbI, B KOTOPbIX CUCTEMbI, YCTAHOBMNEHHbIE B
pa3nuyHbIX OTAEeNeHnsax (Hanpumep, CECTPUHCKUIA NOCT), Kak NpaBumo, MHTErpUPOBaHbI B KapTy OTAENbHOIo
nauueHTa, HebonbLUME CUCTEMbI CNELIMANbHOrO HA3HAYEHUS, HAMPUMEDP SNEKTPOHHbIE MEAULIMHCKUE KapThl
(Electronic Health Record, EHR), Takke Ucnonb3ytoTcs BO BpaveOHbIX kabuHeTax u Apyrmx HEOOLLECTBEHHbIX
yupexaeHusx, Hanpumep OTHOCALLMXCA K 34PaBOOXPAHEHUID HAaceneHus, B KOTOPbIX COXHOCTb CUCTEM U
MECTHOW MHAPACTPYKTYPbI Nogaemxkn UT 3HaUNTENLHO HMXKe. Tak Kak CTpaHbl HAYMHAKT 00LEeAUHATL Takue
CUCTEMbI MEAULMHCKOTO 0b6cnyxuBaHua ¢ nHdoctTpyktypamm EHR (Mnu e Hanpamyo 06MeHUBaTbLCA KNUHK-
YECKMMW JAHHBLIMU C APYTUMU KITMHMYECKUMM cuctemammn POS nocpeacTBOM CBSI3WM «CUCTEMA — CUCTEMAY),
6e30MacHOCTb U KOHPMAEHUMANBHOCTb 3TUX CUCTEM CTAHOBUTCS ropasfo Bonee Ba)kHON 1 CIOXHOW 3aaayen,
YeM B Cryyasx, Koraa cucteMbl paboTaroT aBTOHOMHO UIM He CBSI3aHbl C ApyruMu cuctemamu. ns obecneve-
HWA Haanexallen peanusayum Tpedyembix CTaHAAPTOB B 3TUX CUCTEMAX, YTOOLI OHM MOrnM BE30NacHo B3a-
MMOAEeNCTBOBaTL C MHAOCTPYKTYpamMu EHR 1 coxpaHAaTb KOHUAEHUMANbHOCTE MHAOPMAaLMK O NaLneHTax,
MHOIMe CTpaHbl UCMONb3YIOT MPOorpaMMbl cepTudmKaLMm U NPOBEPKU COOTBETCTBUS C LENbio obecneyveHus
00BbEKTUBHOIO CBUAETENLCTBA COOTBETCTBUS ITUM TpeboBaHUAM.

Hacrosawwii craHgapt onpegensieT TpeboBaHus K 6€30nMacHOCTU U KOHPUAEHUMANbHOCTU, COBpaHHbIe
U3 BbILLENEPEYNCNEHHbIX CTAHAAPTOB U OCHOBAHHbLIE HA MUPOBOM ONbITE, KOTOPbIE AOIMKHbI ObITh peanu3o-
BaHbl HA MOMEHT aTTeCTauMOHHOI0 TeCTUPOBAHUA COBMECTUMbIX KNMHUYECKUX cuctem POS (anekTpoHHas
KapTa naumeHTa), B3aumogencrteyrowmx ¢ EHR.

PaccmoTpeHHble knnHudeckne cuctembl POS npuHuMaltor, xpaHaT, o6pabartbiBatoT, 0TOOpaXaioT 1 nepe-
AaloT KNUHUYECKME AaHHbIe U AEWCTBUSA NO YNpaBneHuIo, a Takxke nHopMauuio, OTHOCSALLYIOCA K NOMb30Ba-
Tenam cuctembl (aeMmorpaduyeckme, nepCcoHanbHble AaHHbIE).

JocTyn K cucteme paspeLleH TOMbKO YMOSHOMOYEHHbIM U 3aperMcTpupoBaHHbIM Nonb3oBarenam. Ta-
KMMU NONb30BaTENAMU ABMSAIOTCA:

- MeAuUMHCKMe paboTHUKM, KOTOPbIE OCYLLECTBASAIOT BBOA, BLIOOP U MCMONb3YIOT AAHHbIE NauMeHTa,
KIMHUYECKUE METOAUKN U CTAaTUCTUYECKUE JaHHBIE;

- aAMMHUCTPATOPLI, KOTOPLIE BHOCAT U YUTAIOT NEPCOHANbLHbIE U AeMorpadduyeckue AaHHble nauneHTa,
AAMUHUCTPATUBHYIO U CTAaTUCTUYECKYIO MHAOPMALUIO;

- aAMWHUCTPATOPLI, KOTOPbIE KOHTPOMPYIOT NONHOMOYMSA NOMb30BAaTENeN, Co3AalnT Pe3epPBHbLIE KOMUK,
NpeaoCTaBnAlT KOHMUTYPaLMIO CUCTEMBI, BKIIOYASA TEX, KOTOPbIE OTBEYAIOT 38 6€30NaCHOCTb;

- ayauTOpbl, KOTOPbIE U3yYaloT ayauTOPCKUE Cneabl;

- apyrue cuctembl EHR, koTOpble BBOAAT U MPUHMMAIOT AaHHbIE;

- 0OBbEKTbI NONy4YEeHUs MEAULMHCKON MOMOLLM U UX NPEACTaBUTENU, NPUHMMAIOLLNE PELLEHUSA, UMEIO-
LLMe orpaHuYeHHbIi 4O0CTYN K BBOAY U BbIOOPY YTBEMKAEHHbIX AaHHbIX.

K coBmecTumMbIM KNUHUYECKUM cuctemam POS npuMeHAoTca cneayiowme OCHOBHbIE AONYLEHUS:

- 00bekT oueHkn (TOE) MOXeT BkNto4YaTb B cebsa kommepdecku aoctynHoe (COTS), rocyaapCTBeHHOe,
3anateHToBaHHOe K 6ecnnartHoe nporpamMmHoe obecnedenue (M0), a Tawke MO C OTKPLITEIM UCXOAHBIM KO-
Aowm;

- ayTeHTUULUMPOBAHHbIE NOMNbL30BATENN NPU3HAOT HEOOXOAMMOCTb B 3aLUULLEHHON MHAOPMALIMOHHON
cpeae;

- ayTeHTMULMPOBAHHbIE NOMb30BaTENU MOTYT ObITb NPOBEPEHbI HA COOTBETCTBUE NONUTUKE obecne-
YyeHus 6e30MacHOCTM opraHM3aumuy;

- cnocobbl obecneyeHns KOMMeEPYECKONn B6e30MacHOCTM peanuayloTcst C Y4€TOM TOr0, UTO MOXKET (U He
MOXET) BbITb BbINOMHEHO B KITMHUYECKUX YCNOBUAX JOMMKHbIM 00pa3om;

- Hagnexaiyee ynpasreHue CUCTEMON 3aLUMThbI BbIMOSHSAETCS B NPOLECCE YCTAHOBKU 3KCNyaTaumm cu-
CTEMBI.

Hacrosawmii ctaHaapt OCHOBaH Ha MeXAyHapOAHbIX CTaHAapTax, koTopble Obinn paspabotaHsl NCO/TC
215 ana EHR, a takxe gpyrux ctraHgaptax MCO, Hanpumep, cepun ctrangaptros MCO/MIK 27001 u
MCO/M3K 17000, paspaboTaHHbix komuteTtoM MCO no oueHke cooTtBetcTBua (CASCO). Hactoawmii cran-
JapT TaKke OTpaxkaeT OMbIT, KOTOPbIM Pa3sfnuyHblie CTpaHbl 00nagaloT B HACTOALLEE BPEMS, B peanusauuu
nporpaMmm cepTuduKaumMm 1 NPOBEpPKU COOTBETCTBUA ANa cobnogeHus TpeboBaHui KOHPUAEHUUANLHOCTH

Y
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1 6e30NacHOCTU B YCIIOBUSAX, MPU KOTOPbIX KNMMHUYECKUE CUCTEMbI SNEKTPOHHBIX KAPT NauueHTa B NyHKTax 06-
CNy>XMBaHUSt MOTYT UMETb BO3MOXHOCTb paboTaTk C permoHanbHbIMU U HaumoHansHbiMM EHR, nogaepxmvsas
UHTEeponepabenbHOCTb.

Hacroawwi ctaHgapt BknwoyaeT B cebs:

- TpeboBaHnsi 6€30MacHOCTM U KOH(PMAEHUMANbLHOCTU, KOTOpbIE HeoBxoaMMo cobnoaaTts ans obecne-
YeHus 3amTbl MHOPMaLUK, a Takke OCHOBHbIE KaTEropuu HapyLueHus 6€30nacHoCTY;

- 0630p TeopeTuyeckol 6asbl TpeboBaHui;

- PYKOBOACTBO MO NepefoBbIM NPakTUYECKUM METOAAM MO COCTaBMEHUIO U NOoAAEepXaHWUIo nporpaMm
OLEHKWU COOTBETCTBMUS;

- onucaHue npowuecca OLEeHKM COOTBETCTBUS, BKIOYAIOLLEE KIOYEBbIE MOHATUS U TEXHOMOMMK.

B npunoxeHun A npepocrasneHsl 6onee nogpobHas MHMOpPMaUUs 0 MOAENSX U MPOLECCax OLEHKM
COOTBETCTBMSA, a TAKKE NPUMEPLI NPOrpaMM OLIEHKM COOTBETCTBUA B YETLIPEX CTpaHax (Ha nepuog 2010 r.).

B npunoxexun B npegocraeneHa getanbHas npoeepka TpeboBaHuin koHpuaeHumanLHocTn n 6esonac-
HOCTM Ha MECTe B NATU IOPUCAUKLMAX HA MOMEHT NOArOTOBKM HACTOSALLEro ctaHaapra. [JaHHbli aHanu3 Obin
UCMONb30BaH Npu onpeaeneHun TpeboBaHuii K KOHUMAESHUMANLHOCTM U 6e30NacHOCTU, NPUBEAEHHbIX B pas3-
aene 5.

HacTtosawumit ctanaapTt AOMKeH UCNonb30oBaTbCA areHTCTBaMu, KOTOPbIe NPOBOAAT akkpeauTauuo unu
MCNONb3YIOT NPorpaMMbl Ana cepTudukaum MeauLMHCKMX NPorpaMMHbIX NPOAYKTOB NOCPEACTBOM OLEHKU
COOTBETCTBUSA B COOTBETCTBUM CO CTaHAapTaMu No KOHpUAEHUManbLHOCTM 1 6e30MacHOCTU, NOCTaBLLMKaMK
nNporpaMMHOro obecneyeHuns, AoKasblBaOWMMU COOTBETCTBUE MPOAYKUMUM ITUM TpeboBaHUAM, U 3aKa3yuka-
MU JaHHbIX CUCTEM, KOTOPbIM HEOOX0AMMA rapaHTUsi TOro, 4To TpeboBaHNA COBMIOAEHbI.
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HALULWOHANBbHBLIAN CTAHOAPT POCCMNUCKON SOEJLEPALUUMN

MHPOPMATU3ALNA 300POBbA

TpeboBaHuA 3aWUTbI U KOHPUAeHUManbHocTu cuctem EHR,
Ucnosib3yeMble Npu oLeHKe COOTBETCTBUSA

Health informatics. Security and privacy requirements of EHR systems for use in conformity assessment

Data BBegeHusa — 2018—01—01

1 ObnacTtb NpMMeHeHus

HacToawmin craHgapt pacnpoCTpaHAeTCs Ha CUCTEMbl ANEKTPOHHbLIX KapT nauMeHTa B NyHKTax Meau-
LIMHCKOro obcnyxuBaHus, KoTopele obecneymsator B3aumogencrene ¢ cuctemamm EHR. AnnapatHoble cpea-
CTBA W CPEACTBA yNPaBnNeHUs TEXHONOIMYECKUM MPOLIECCOM He BXOASAT B 06nacTb npumeHeHus. Hacroawmn
CTaHAapT paccMaTtpuBaeT NpobnemMbl nx 6€30NacHOCTM W 3aLMTbl KOHDPUAEHUMANBLHOCTH NMyTEM NpeaoCcTaBs-
nexus paga tpeboBaHuin 6€30NacHOCTU U KOHPUAEHUMANBHOCTU Hapsay C PYKOBOACTBOM W NepeaoBbIMU
NpaKkTU4eCcKUMU METOAAMMN AN OLEHKU COOTBETCTBUSI.

Crangapt NCO/M3K 15408 (Bce 4actu) onpeaensieT «0ObEKT OLEHKU» ANs OLUeHKM 6e30nacHoCTH
npoaykToB UT. HacTosawwmii ctaHaapT BKIOYAET NepekpecTHoe conoctaeneHue 82 tpeboaHuii Gesonac-
HOCTU M KOH(bMAEHUNanbHOCTU B COOTBETCTBUM C KaTeropuamu obwmux kputepues B UICO/M3K 15408 (Bce
yactu). KnuHuyeckoe nporpamMmHoe obecnevyeHne nyHKToB obGcnyxusaHua (POS), kak npaBuso, SBNsETCA
YacTblo OOMbLUEH CUCTEMBI, HANPUMEP, PYHKLMOHUPYET HA OCHOBE OMEPaLMOHHON CUCTEMbI, Takum obpa-
30M, OHO AOIMKHO paboTaTtb COBMECTHO C APYTMMU KOMMOHEHTaMu Ansa obecneyeHns Hagnexallero ypoBHs
6e30nMacHOCTN U KOHMAEHUManbLHOCTU. HecmoTpsa Ha To 4To npodunb 3awmtel (PP) Bknioyaer B cebs
TpeboBaHua K PyHKUUSM 6E30NacHOCTU KOMNOHEHTOB AJsi MOAAEPXKKM CNYy>X0 6€30MacHOCTU CUCTEMbI, OH
He onpefensaeT NPOTOKOMbl U CTaHAAPTLI ANA OLEHKW COOTBETCTBUSA U HE 3aTparuBaet TpeboBaHW KOHMU-
AeHUManbHOCTH.

HacToawui ctaHaapT cocpeoToYeH Ha ABYX OCHOBHbLIX BONPOCax:

a) TpeboBaHus 6e30nacHOCTU M KOHbuaeHUMansHoCcTn (pasaen 5). Pasaen 5 aBnseTca TEXHUYECKUM U
npeaocTaBnseT ucHepnbiBaoLWwmn Habop 82 TpeboBaHuii, HeOBX0AUMbIX ANS 3aWmnTbl (MHGOPMAaLUMK, NayneH-
TOB) OT OCHOBHbIX BUAOB pUCKa, paccMaTpuBaeT BONPOChHl H€30nacHOCTU M KOHIUAEHUMANBHOCTU MECT OKa-
3aHUA MeMLMHCKOW NOMOLLM, COBMECTUMbIX KITMHUYECKMX (SNEKTPOHHAaA KapTa nayueHTa) cucrem. [daHHble
TpeboBaHMsA NPUMEHUMbI MPU OLIEHKE COOTBETCTBUS.

b) Mepenosas npakTvka u PyKOBOACTBO MO CO3AAHMIO U NOAAEPKKE NPOrPaMM OLIEHKM COOTBETCTBUS
(paspen 6). Pasgen 6 paet obLiee npeacTaBneHns O NPUHLUMNAX U METOAAX OLEHKM COOTBETCTBUS, KOTOPbIE
MOryT ObITb MCMOMNb30BaHbLI OPraHamMu rocylapCTBEHHOrO YNPaBMneHUs, OpraHu3aumsaMm MECTHOTO ynpaene-
HUS1, NPOPECCMOHaNbHbIMU 00beanHeHnaAMU, pazpaboTymkaMn nporpaMMHoro obecneyeHns, oobeanHeHu-
AMU N0 MeAULIMHCKON MHpOpMAaTUKe, NPeACTaBUTENSAMU NaUMeHTa U APYrMMU C LiENbO NOBLILLEHUS YPOBHSA
COOTBETCTBUS TPeboBaHMAM BE30MacHOCTM U KOH(PMAEHUMANbHOCTU MEAMLMHCKOTO NPOrpaMMHoOro obecne-
yeHus. MpunoxeHne A NpeaocTaBnsAeT AOMOSNHUTENLHYIO MHOPMAaLIMIO, KOTOpPasA MOXET OblTb NONEe3Ha Ans

M3paHue ochuuymansbHoe
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pasHbIX CTPaH NPu NPOEKTUPOBaAHUK NPOrPaMM OLIEHKN COOTBETCTBUSA, HANPUMEP AOMNOSNHUTENbHLIN MaTepuan
no Mogensam GusHec-npoLecca OLEeHKM COOTBETCTBUA, METOAAaM U APYrMM acrnekTam, a Takxke HarnsgHble npu-
Mepbl OLIEHKM COOTBETCTBUSA B YETbIPEX CTPaHaXx.

Monutuka, NpuMeHseMas K MECTHbIM, PErMOHanbHbIM UMM HAUMOHANbHBLIM YCMOBUSIM peanu3auuu, a
TaKKe METOAMYECKUM, aAMWHUCTPATUBHLIM U mn3nyeckuM (Bknoyas annaparHoe obecnedeHue) acrnektam
ynpaBneHmss 6e30nacHOCTbIO U KOH(PUAEHLMANBHOCTLIO, HE BXOAUT B 06nacTb NPUMEHEHUsSI aHHOTO CTaH-
papra. YnpaeneHvue 6e30nacHOCTbIO BXOAUT B 06nacTb npuMeHeHus MCO 27799.

2 HopmaTtuBHbIe CCbINKU

CneaytoLme OKYMEHTbI NONHOCTbIO UMK YaCTUYHO NPUBEAEHbI B HOPMATUBHbIX CCbINKAaX B HACTOSILLEM
cTaHaapTe, U UX NpUMEHeHue SBNSEeTCs HeobxoauMbIM. AN AaTUPOBAHHbIX CCbINIOK UCMOMNb3YIOTCS TONMbKO
LUMTUPOBaHHbIE N3aaHus. [Ons HeaTMPOBaHHbLIX CCbIOK NMPUMEHAETCA NOCNEAHEE M3AaHne OKYMEHTA, Npu-
BEEHHOro B CCbINKe (BKoyasi nobble nonpasku).

ISO/IEC 17000, Conformity assessment — Vocabulary and general principles (OueHka COOTBETCTBUSI.
Cnosapb 1 06LIMe NPUHLMMbI)

I1ISO 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002
(MndopmaTtusauusa 3poposbs. MeHeIKMEHT MHAOPMaLUOHHOW 6e30NacHOCTM B 34paBOOXPAaHEHUU NO CTaH-
aapry MICO/M3K 27002)

3 TepMmuHbI M onpeaeneHus

B HacTOsILIEM CTaHAApTE NPUMEHEHbI CNeayoLme TEPMUHBI C COOTBETCTBYIOLMMU ONPEAENEHUSIMU:

3.1 nopoTyeTHOCTL (accountability): MpuHUMN, B COOTBETCTBUM C KOTOPLIM (hUsmueckue nuua, opraHu-
3aunm 1 0OLEeCTBO OTBETCTBEHHbI 3@ CBOU AEWCTBUS U MOTYT ObiTb 06A3aHbI OO BACHUTL UX APYTUM.

[MCO 15489-1:2001, cTatba 3.2]

MpumevyaHne — Tpebyetcs, UTobbl BCe nonb3oBatenu MM Guinu 4OCTYNHBI NPOCHEXUBAHMUIO.

3.2 koHTpONb goctyna (access control): cpeacTeo, 6narogapsa KOTOPOMyY AOCTYN K pecypcam CUcTe-
Mbl 06paboTKM AaHHbIX paspeLleH TONMbKO aBTOPM3OBAHHLIM NULIAM U OCYLLECTBRSETCA YCTAHOBIEHHbIM
cnoco6om.

[MCO/M3K 2382-8:1998, cratbsa 08.04.01]

3.3 opraHn no akkpeauTtaumm (accreditation body): ABTOPUTETHBII OpraH, KOTOPLI NPOBOAUT akKpeau-
Tauuio.

MpuMevyaHue — Kak npasuno, opraH No akKpeAUTaLMM NoryyaeT NoTHOMOUUS OT NPaBUTENLCTBA.

[MCO/M3K 17000:2004, craTbs 2.6]

3.4 o6esnuuuBanme (anonymization): Npouecc, B pe3ynsrare KOTOPOro yaanseTcsa accounaumsa mexay
HabopPOM UAESHTUMULMPYIOLLMX AAHHBIX U CYOBEKTOM AAHHbIX.

[MCO/TS 25237:2008, cratbs 3.2]

3.5 pecypc (asset): Bce, 4To npeacTaBnseT LEHHOCTb 515 OpraHn3auum.

Mpumevyanus

1 B koHTekcTe 6e30nacHOCTU MeAULMHCKON MHGOpMaLUn MHGOPMaLMOHHBIE pecypChl BKIOYAIOT MeauUUHCKue
faHHble, IT-cepBUCHl, annapaTHele CPeACcTBa, NporpaMMHoe obecneyeHune, cpeAcTBa CBA3MN, UHOPMALWUOHHBIE HOCUTE-
nw, IT-annapatypy U MeAULMHCK1UE NpUbopL!, perucTpupyioLme unu cooblyarLLyue AaHHble.

2 Mo NCO/MAK 27000:2012, ctaTba 2.4.

3.6 rapanTua (assurance): Pesynsrat Habopa METOA0B COOTBETCTBUS, C NOMOLLBIO KOTOPOrO OpraHu3a-
UM JOCTUraeT AOBEPUS B CTaTyce ynpaBneHns MHAOPMaLMOHHON 6e30MacHOCTLIO.

3.7 atrectauusn (attestation): Beigaua 3aknioueHusi, OCHOBAHHOTO Ha NPoOBepKe, C NOCREeAYIOWUM peLue-
HWEM O TOM, YTO BLINOSIHEHME YKa3aHHbIX TpeboBaHui ObINo AOKa3aHo.

MpumevyaHus

1 UToroBoe 3asiBrieHune, yKasaHHoe B HACTOSILLEM CTaHAapTe KakK «3asiBlieHNne 0 COOTBETCTBUNY, COREPXKUT rapaH-
TUIO TOTO, YTO BCE YKa3aHHble TpeboBaHusA Bbinun cobniofeHbl. Takasa rapaHTsa cama no cebe He obecnevmnBaeT forosop-
HbIX UK APYrUX NPaBOBbLIX rapaHTUiA.

2 Cm. Tarke obractb attecTtayum (scope of attestation).

3 Mo UCO/M3BK 17000:2004, ctatba 5.2.
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3.8 ayauT (audit): Cucrematnyeckuin, He3aBUCUMbIN U AOKYMEHTUPOBAHHDLIM NPOLECC NONyYEeHUA 3anu-
cen, hukcupoBaHusa HakToB UMu Apyron COOTBETCTBYIOLLEN MHpOPMALIMKM U NX OBGBLEKTUBHON OLIEHKM C LIENbIO
onpeaeneHust CTeneHu BbINOSTHEHUA YKa3aHHbIX TpeGoBaHUA.

n pumeyaHue — BTo BpeMA KaK NOHATUE «ayauT» OTHOCUTCA K CUCTEMaM ynpaBlieHUs, NOHATUEe «OLeHKa»
OTHOCUTCA K OpraHam no OLeHKe COOTBETCTBUA, a TakKe UCNoNb3yeTCA B Gonee O6LL[eM cMmbicne.

[MCO/M3K 17000:2004, cratba 4.4]

3.9 roroBHOCTb (availability): CBOWCTBO ObiTb AOCTYNHBLIM U FOTOBLIM K MCMOMb30BaHUIO MO 3anpocy
aBTOPM30BAHHOIO CyObekTa.

[MCO/MO3K 27000:2012, ctaTtba 2.10]

3.10 cepruduxaumsn (certification): Arrecrayua, nposogumas TpeTbei CTOPOHON, OTHOCALLIASACA K NpO-
AyKuuu, npoueccamM, cUCTeMaM UnNu nuuam.

MpumeyaHue — [lNo MCO/MOIK 17000:2004, ctaTba 5.5.

3.11 coorBeTcTBME (Compliance): [eicTBue, HanpaBfEHHOE Ha TO, YTO HEODXOAUMO ANA BbIMNOSHEHUSA
YyCTaHOBMNEHHOIO TpeboBaHus.

3.12 koHdpmaeHumanbHoCcTb (confidentiality): CBoWCTBO, NpU KOTOPOM MH(pOPMALIMS HEAOCTYNHA UMK
3aKpbiTa AN HEABTOPU3OBaHHbIX NUL, CYyOBHEKTOB UK NPOLECCOB.

[MUCO 7498-2:1989, cratbna 3.3.16]

3.13 oueHka coorBeTCcTBMA (conformity assessment): [lokasaTtenbCTBO TOrO, YTO 3afaHHblE TpeboBa-
HUA, OTHOCALLEECA K NpoAayKuuu, npoueccy, cucrteme, nuuy Unu opraHusayuin, BbiMOJTHEHbDI.

MpuMevyaHue — [Mo MCO/MIK 17000:2004, ctaTba 2.1.

3.14 cuctema oueHku coorBetcTBUA (conformity assessment system): MNpasuna, npoueaypbl U PyKo-
BOACTBO AN BbINOMHEHUSA OLUEHKN COOTBETCTBUA.

MpuMevyaHne — CuUCTEMbI OLEHKU COOTBETCTBUA MOIYT AEACTBOBATL HA MEXAYHAPOAHOM, PErnoHasbHOM,
HauMoHanbHOM UK cybHaUMoHanbHOM YpOBHeE.

[MCO/M3K 17000:2004, cratba 2.7]
3.15 cybbekT pgaHHbIx (data subject): ML, K KOTOPOMY OTHOCATCSI AAHHbIE.

MpuMevyaHue — B HacTosWeM cTaHAapTe TEPMUH «CYGBEKT AaHHLIX» OTHOCUTCA K OTAENbHOMY Nuuy (B OT-
n4mre oT rpynnbl Nny).

3.16 cybbekT (entity): Pusnyeckoe unu OpMaNYECKOe NUUO, OpraH BRacTu, yupexxaeHue unu niobdon
OpYyrov opraH.

MpuMeuyaHne — B KOHTEKCTe, He BXoAsLLeM B 0BnacTb NPUMEHEHUSA HACTOALWLEro cTaHaapTa, TEPMUH «Cy6b-
€KT» MOXET MPUMEHSATLCA K (OM3NYeCKOMY JULLY, XKUBOTHOMY, OpraHu3aLui, akTUBHOMY WU NacCUBHOMY OGBEKTY, YCTPOii-
CTBY WN rpynne NpeaMeToB, KOTopble obnafatoT naeHTUPUKALNOHHBIMU AaHHBIMU.

3.17 peATenbLHOCTb MO OLIEHKE COOTBETCTBUA NepBoi ctoponon (first-party conformity assessment
activity): [eaTenbHOCTb MO OLIEHKE COOTBETCTBUSA, KOTOPYIO OCYLUECTBASIOT NULIO UNU OpraHu3auusn, npea-
cTaBnswme 00bEKT.

MpumedvaHunsa

1 CM. Takxe JesiTeNlbHOCTb NO OLieHKe COOTBETCTBUSA BTOPOW CTOPOHON U AeATENBbHOCTb MO OLEHKE COOTBETCTBUSA
TpeTbe CTOPOHONA.

2 Mo MCO/M3K 17000:2004, ctaTbs 2.2.

3.18 meguumHckaa uHdopmaumoHHas cuctema (health information system): Xpanunuwe nugopma-
LUuM O 3A0pOBbe CybObekTa Mony4yeHus MeEQULMHCKON nomowm B chopme, yaobHowm ana o6paboTku BbIMUCHN-
TenbHON MALUMHOW, HAAEXHO XpaHALIEeNCca, nepesasaemMon U AOCTYNHOW HECKOSBbKUM 3aperucTpupoBaHHbIM
nons3oBaTtensm.

[MCO 27799:2008, cratba 3.1.2]

MpumevaHuns

1 OHa nMeeT 06LLENPUHATYIO NTOrMYEeCcKYo UHDOPMAaLIMOHHYIO MOAENb, KOTopas He 3aBUCUT OT cucteM EHR (anek-
TPOHHas MeguUMHCcKas KapTa).

2 Ee OCHOBHOI Lenbto ABnseTcs Nogaepxka NocTosHHON, 3hPeKTUBHON U Ka4eCTBEHHON WHTErpupoBaHHOW Me-
LVLMHCKOW NOMOLLM; OHa COLEPXKUT NMHGOPMaLWIo, KOTopas ABMAETCA PETPOCNIEKTUBHOW, OAHOBPEMEHHO UCMONb3YEeMOM
1 NepcneKkTUBHOW.
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3.19 meauumuHckaa nomouwbk (healthcare): NioGbie BUABI YCNYr, OKasbiBaeMble Cneuuanuctamum Unm
CpeAHUM MEAULIMHCKUM NepCOHAanoMm, BUSIOLLME HA COCTOSIHME 300POBbS.

[EBponerickuin napnameHT, 1998, cornacHo BO3]

3.20 meguumHckasn opraHmusauma (health organization): OpraHnsauus, HanpsaMyto y4acTBytoLLAas B OCy-
LLIeCTBIEHNMN AeATENLHOCTU B 061aCTN 34paBOOXPaHEHNUS.

MpumevyaHue — TlMo UCO/TR 20514:2005, ctaTtba 2.21.

3.21 cneumnanuct 3gpaBooxpaHeHus (health professional): Iluyo, ynonHoOMOYeHHOE aBTOPUTETHBLIM
OpraHoM Ha OCYLUECTBIEHWE ONpeeneHHOoN MEeAULMHCKON AesTeNbHOCTY.

MpumevyaHuns

1 Mo martepuanam NCO 17090-1:2008, ctaTbs 3.1.8.

2 OnpegensieMslM TePMUHOM YacTo SBNAeTCA «paboTHUK 34paBoOXpaHeHUsi». B HacTosLLeM cTaHgapTe Gbino npu-
HSATO NPaBUMO, Ha OCHOBaHWUM KOTOPOro TEPMUH «MeauLmHcKas nomolby» (healthcare) cokpallaetca 40 «MeAULUHCKUA»
npw Ucronb3oBaHW B hopMe npunararensHoro. [MNpu ncnons3oBaHuu B hOpMe CyLLECTBUTENBHOIO CMOBO «MOMOLLb» CO-
XpaHsieTcs, HO B Ka4eCTBe OTAENbHOro Croea (HanpuMep, NpeAocTaBneHne MEAULMHCKON NOMOLLN).

3.22 ngeHTUYHOCTHL (identity): HaGop aTpuGyTOB, KOTOPbLIE NO3BONAOT PACMNO3HATL, CBSA3ATLCS UK 06-
HapyXu1Tb OOBEKT OKa3aHWsA MOMOLLM.

3.23 onosHaBaemoe nuuo (identifiable person): ToT, KTO MOXeT BbITb MAEHTUDMLMPOBAH NPAMO UMK
KOCBEHHO, B YaCTHOCTW C NOMOLLIO MAEHTUDUKALMOHHOTO HOMEPA UMK C MOMOLLbIO OAHOTO Unn Gonee dak-
TOPOB, ONpeaeneHHbIX AnA ero U3n4eckomn, PU3nonorniyeckon, yMCTBEHHOW, S9KOHOMUYECKON, KYNLTYPHON
nnun COLlMaﬂbHOVI NAEHTUYHOCTMU.

[AvpekTuBa 95/46/EC EBponerickoro napnameHTa u Coseta ot 24 oktAbpa 1995 r. no Bonpocam 3a-
LWMTbI OTAENbHbIX NUL B 06nactu 06paboTku nepcoHarsibHbIX AaHHbIX U CBOBOAHOrO NEpeMeLLEeHUss Takux
AaHHbIX]

3.24 npentudmkauma (identification): OnosHaHue nuua B ONpeaeneHHOM AOMEHE C NOMOLLBIO Habopa
ero unu ee atpubyToB.

3.25 ynpaBneHue uHdopmaumen (information governance): Mpoueccol, ¢ NOMOLLBIO KOTOPbLIX Op-
raHusaumsa nonyyaeT rapaHTUIO TOro, YTO PUCKM, CBA3aHHbIE C €e UHdopMaunen u, cneaoBaTesibHo, C
onepauuoHHbIMU BOSMOXHOCTAMU U LIENOCTHOCTLIO OpraHusauuun, onpeaenexbl U apHeKTMBHO KOHTPO-
NUPYIOTCA.

3.26 koHthuaeHunanbHOCTL MH(popmauum (information privacy): NpaBa U 06513aHHOCTU OTAENbHbIX
UL 1 opraHu3aumii, ceszaHHble co cOOpOM, UCMONb30BAHMEM, XPAHEHWEM, pasrnalleHneM U yaaneHuem
NMUYHbIX JAaHHbIX.

[OcHoBaHO Ha onpeaeneHnn KOHOUAEHUMANLHOCTU U3 «OBLLENPUHATBLIX NPUHLUMNOB COXPAHEHUS KOH-
duaeHUManbLHOCTU» AMEPUKAHCKOTO UHCTUTYTA AUMMOMUPOBAHHBLIX OyXranTepoB-peBu3opoB U AUNSIOMUPO-
BaHHbIX ByxrantepoB KaHaabil]

3.27 3awmTa uucpopmaumm (information security): CoxpaHeHue KOHPNAEHUNANBHOCTY, LIENOCTHOCTU 1
JOCTYMHOCTW UHAOPMaLUK.

MpumevyaHne — Kpome Toro, MOryT GbITb BKIIOYEHBI APYriie XapakTepUCTUKKW, Takue Kak NOAMMHHOCTb, no-
[AOTYETHOCTb, BOCMPENATCTBOBaHWE OTKa3dy oT aBTOPCTBa W JOCTOBEPHOCTb.

[MCO/M3K 27000:2012, ctaTba 2.30]

3.28 nposepka (inspection): Nposepka NPOEKTUPOBaAHNA NPOAYKLUK, NpoLiecca UIM yCTaHOBKU U onpe-
JerneHne Ux COOTBETCTBUS 3aaaHHbIM TPpeOOBaHUSIM UMM HA OCHOBE NPOECCUOHANBLHOIO CYXAeHuss — 00-
LM TpeboBaHnAM.

MpuMevyaHne — KoHTponb NpoLecca MOXET BKMoYaTh B ceGs NpoBepky nepcoHarna, o6opyaoBaHus], TEXHO-
TOrMM U METOL,OMOTUMN.

[MCO/M3BK 17000:2004, ctaTtbs 4.3]

3.29 nepcoHanbHbIe AaHHbIe 0 COCTOsIHUM 300poBbA; M (personal health information; PHI): Uu-
dhopmauusi 0 pacno3HaBaeMomMm Nnue, KoTopas OTHOCUTCA K (PU3MYECKOMY UK NCUXMYECKOMY 340POBbIO OT-
OENbHOTO NMULIA UIKU K OKA3aHUI0 MEAULIMHCKUX YCIYT OTAEMbHOMY nunLly.

MpumevaHuns

1 Takas MHpopMaLMa MOXET BKtovaTk B cebs: a) MHdopmaLmio o perucTpauuu nuua Ans npegoctaBneHns Me-

OVLMHCKMX yCcnyr; b) nHdopMmaLmio o nnaTtexax Uiv Hanu4um npasa Ha okasaHWe MeAWLWHCKOA MOMOLLM NnnLy; C) Yucna,
CUMBOMbI WNW JeTanu, MPUCBOEHHbIE NULY ANS OAHO3HAYHOW UAeHTUdMKaUMM Nuua B MeauLuHckux Uensx; d) nobyio

4
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MHOpMaLMio 0 nuLe, coBpaHHyto B X04e MPefoCTaBnNeHUs eMy MELULMHCKUX YCIYT, €) CBEAEHUS, NOMy4YeHHble B XOAe
BbINOMHEHWs o6cnefoBaHUsA UM OCMOTPa YacTi Tena Unu TenecHoro BellecTsa; f) uaeHTUMKaLMIO NMUYHOCTU (Hanpu-
Mep, MefVLUMHCKoro pabGoTHUKa) Kak nuua, NpefocTaBnstoLero MeguLUuHcKkue yenyr oGbekTy.

2 MepcoHanbHble AaHHbIe O COCTOSHUM 340POBbS HE BKITHOYAKOT UHPOPMaLMio, KOTopas SABISIETC aHOHUMHON ca-
MOCTOSTENTEHO UMW B COMETaHUM C L pyroi MHgopMaLuei, JOCTYMHOMN ANt HOCUTENS, T. €. OTIUYUTENBHbIEe MPU3HAKK Nuua,
ABNAOLWeErocsi cyobekToM WHOpMaLMm, He MOryT GbITb YCTaHOBMEHEI Ha OCHOBE JaHHOW UHopMaLuu.

3.30 Pasrmawenue NMMA (PHI disclosure): Pasrnawuesue unv npegocrasneHue AocTyna K nepcoHans-
HbIM MEAULIMHCKUM JaHHbIM.

MpumMmevyaHue — Tllo matepnanam NCO/TC 25237:2008, ctatba 3.20.

3.31 knuHNYyeckaa cuctema NyHKToB obcnyxuBanusa; POS (point-of-service; POS clinical system):
Cucrema, KoTopasi UCMONb3YETCA B MYHKTAX OKa3aHUs MeAWLMHCKON NOMOLLM UNN MEAULMHCKUX yenyr 00b-
€KTY OKasaHWs NOMOLLU.

Mpumep — InekmpoHHasa meduuyuHckas kapma (EMR), Cucmema ¢papmaueemuyecko2o MeHedXKMeHmMa
(PMS), BonbHu4Has uHgpopmayuoHHas cucmema (HIS), UngpopmayuoHHasi cucmema obujecmeeHHO20 30pagooXx-
paHenrus (PHIS).

3.32 HapyweHue kOHUAEHUMANLHOCTU (privacy breach): Cutyauus, Nnpu KOTOPOW NepcoHanbHble
OaHHbIE O COCTOSIHUK 340POBbS Obinn 00paboTaHbl HE3AKOHHO UMK C HAPYLUEHUEM OAHOTO UK HECKONbKUX
COOTBETCTBYIOLLMX NPaBu cobniogeHnsa KOHPUAEHUUANbHOCTH.

3.33 ynpaBneHue koHduageHuymanbHoCTbIO (privacy control): TexHuyeckue m opraHu3aunoHHbIE
MEpbI, HANpPaBnNEHHbIE HA CHWXKEHUE PUCKOB, KOTOPbIE MOTYT MPUBECTU K HAPYLUEHUIO KOH(UAEHUManb-
HOCTM.

MpumMmeyaHus

1 CpeacTBa ynpaBneHus KoHduaeHUManbHOCTLIo BKIoYatoT B cebs npaBuna, npoueaypbl, pyKoBOAsILLME yKasa-
HUS, METOABI MW OpraHU3aLMoHHbIE CTPYKTYPbI, KOTOPbIE MOryT HOCUTb aAMUHUCTPaTUBHLIA, TEXHUYECKUIA, KOHTPOSIbHO-
opraHu3aLMoHHbIA UNK NPaBoBOI XapakTep.

2 TepMWH «ynpaBrneHue» TakKe WUCMONb3yeTcsl B kadecTBe CUHOHMMa TEPMUHOB «Mepa GesonacHoOCTU» WUnW
«KOHTpMepa».

3.34 nonutuka KOoHchuaeHumanbHOCTH (privacy policy): Cneuudukauua uenen, npasun, o6a3aHHO-
CTel U CpefCTB KOHTPONA KOH(PUAESHUMANBHOCTU NPUMEHUTENBHO K 06paboTke NePCOHanbHbLIX AaHHbLIX O CO-
CTOSIHUM 30POBbA B OTAENBHON CUTYaLMUMN.

3.35 npeanouteHnsa koHdpuaeHunanbHOCTH (privacy preferences). KOHKpeTHbIN unu npeanonarae-
Mblii BbIOOP, CAenaHHbIl NMLOM KacaTenbHO TOro, Kak A40mkHbI 06pabaTbiBaTbCA ero/ee nepcoHanbHble AaH-
Hble O COCTOSIHUM 30POBbS.

3.36 npuHUMNbI KOHPUAEHUMaNbHOCTH (privacy principles): HaGop o6wwmx 3Ha4eHUit, perynupyomx
3awuTy KoHpuaeHumansHoctTu MM npu o6pabotke B cuctemax UKT.

3.37 oueHka pucka ana kKoHPuaAeHUUaNbHOCTHK (privacy risk assessment): AHanu3 puckos HapyLue-
HUS KOHDUAEHLUMANBHOCTHM, BO3HMKAIOLWMX B NIaHMpYyeMOi onepauumn o6paboTku.

MpumMmeyaHue — [aHHbIN aHaNU3, Takke N3BECTHLIN KaK OLEHKa NOCNeACTBUN HapyLweHUsa KoHduaeHUmans-
HocTH, obecneunBaeTcs ¢ LeNblo: a) obecnedeHns cooTBeTCTBUA 06paboTku NPUMEHNMBIM NPABOBLIM, HOPMAaTUBHBIM
TpeboBaHUAM 1 TpeboBaHUAM NONUTUKN B OTHOLLIEHUW KOHPUAEHLNANBLHOCTY; b) onpeaeneHnsa pUckoB W pesynsTaTos 06-
pabotku MM/, ¢) n3yueHmnsi u OLEHKU CPEACTB KOHTPONA KOHDUASHLMANBHOCTN U ankTepHaTUBHLIX NpoLieccoB 06paboTkun
MM ¢ Lenbio CHWXEHUs BLISBNEHHBIX PUCKOB HapyLWEeHUA KOHPUAEHUNaNbHOCTN.

3.38 Tpe6oBaHuA k o6ecnevyeHunto 6esonacHocTU KOH(puaeHUManbHOCTK (privacy safeguarding
requirements): Kputepuu, BbINONHEHUE KOTOPLIX HEOGX0AMMO NMpPU peanu3auyum CpeacTB KOHTPONSA KOH-
duaeHUManbLHOCTH, NpegHasHaYeHHbIX AN COAeNCTBUA CHUXXEHMNIO PUCKOB HapyLleHns KOHPnaeHumanb-
HOCTH.

3.39 npoueaypa (procedure): YCTaHOBREHHbIN cnocob ocyLecTBNeHns AeaTenbHOCTU MNu npouecca.

[MCO 9000:2005, crarbs 3.4.5]

3.40 o6pa6botka MM (processing of PHI): NMio6bie aencteua unu Habop AeNCTBUIA, BbINOMHAEMbIX C
MMA (Hanpumep, cOop, XxpaHeHne, ynpasneHne AOCTyNoM, aHanu3, oobeauHeHne, nepegada, pasrnaweHme
UnNun 3agepxka).

3.41 npodmnsb (profile): Habop aBTOMaru4eckm CreHepMPOBAaHHbIX AAHHbIX, XapakTePU3YIOLLMX KaTero-
pUIO NUL, KOTOPbIN NpeaHa3sHa4YeH B OCHOBHOM ANsi NPOBEAEHMA aHanu3a unu NPOrHo3MpoBaHMA NepCoHanb-
HbIX NPEANOYTEHUI, NOBEAEHUSI U OTHOLLIEHUA.
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3.42 npoaykT (product): Pesynbrar npouecca.

MpumeyvaHun

1 YeTbipe obLume KaTeropun npoaykumn ykasavbl B UCO 9000:2005: cepsuchl (Hanpumep, TpaHCMopT); NporpaMmHoe
obecneqeHne (HanpuMep, KOMMBLIOTEPHAA NporpamMa, CroBaps); TeXHWYeckoe obecnederne (HanpuMep, MOTOP, MeXaHuye-
ckasa aeTanb), obpaboraHHble MaTtepuansl (Hanpumep, CMa3oYHblil MaTepuan). BonbLUMHCTBO NPOAYKTOB BKIIOHAIOT SMeMeH-
Thl, NPUHAZNEXaLLMEe K pa3nuyHbIM OBLLMM KaTeropusaM nNpoaykTa. MpoayKT HasbiBaeTCst CepBUCOM, NporpaMMHBIM obecne-
YeHWeM, TexHu4eckum obecrnedeHneM unu obpabaTbiBaeMbIM MaTepuanom B 3aBUCUMOCTM OT NpeobnagatoLlero arieMeHTa.

2 3akntoYeHne o0 COOTBETCTBUN MOXET paccMaTpuBaThCs Kak NPOAYKT arTecTayuu.

3 Mo MCO 9000:2005, ctatbs 3.4.2.

3.43 nceBponnmu3sauums (pseudonymization): Mpouecc, npuMeHsaemsbin K MM, KOTOPbIA 3aMEHAET UH-
dopmanmio 06 naeHTUDUKALMOHHBIX JaHHbIX NCEBAOHUMOM.

MpumMmedyaHune — [lepeBod B aHOHUMHYO hopMy 0BecrneqnBaEeT, HanpuMep, UCMonb3oBaHUe pecypca Unu cep-
BUCa 0OBEKTOM MonyYeHUs NomoLLy 6es packpbITUS TUHHOCTH, COXPaHss NPW 3TOM OTBETCTBEHHOCTb 3@ Takoe UCMoNb30Ba-
Hue. Mocne nepeBoga B aHOHUMHYH POPMY OCTaeTCs BO3MOXHOCTb OMNpeseneHust IMYHOCTU oObekTa NosydeHnst MOMOLLM
Ha OCHOBe MCEeBAOHMMA U/UNWU CBA3N AeCTBUI oBbeKkTa Apyr ¢ APYroM W BNOCNEACTBUM ¢ 0ObEeKTOM NOMyYeHNs NOMOLLM.

3.44 npoBepka (review): KOHTPOMnb NpUrogHOCTU, COOTBETCTBUSA U 3D EKTUBHOCTH AEWCTBUI BbIOOpA U
onpeaeneHus, a Takke pesynsTaTtoB TUX AENCTBUWA B OTHOLUEHWUMW BbIMOMHEHUS YCTAHOBMEHHbIX TPeB0BaHUI
0BBHEKTOM OLIEHKWU COOTBETCTBUSA.

[MCO/M3K 17000:2004, cTatbs 5.1]

3.45 puck (risk): CoveraHne BEPOATHOCTM COOLITUA M €ro NOCNEeaCTBUIA.

MpumevyaHne — o NCO 73:2009, ctatbsa 1.1,
3.46 oueHka pucka (risk assessment): LlenocCTHbIN NpOLECC aHan13a U OLIEHKU pucka.
MpumevaHne — [lo NCO 73:2009, cTatbs 3.4.1.

3.47 ynpaBneHune puckom (risk management): CKOOPOMHUPOBAHHbLIE AEWCTBUSA MO PYKOBOACTBY M
yrpaBneHuto opralmsawuumei B 06nactu pucka.
[Pykosoacteo MCO 73:2009, cratbs 2.1]

MpuMedyaHue — YnpaBrneHue pUckoM, kak NpaBuIlo, BKIoYaeT B cebs OLieHKy pucka, o6paGoTKy pucka, npu-
HATWE pUcKa, UHPOPMUPOBAHUE O PUCKaX, MOHUTOPUHI PUCKa U NPOBEPKY pUcka.

3.48 obpaboTka pucka (risk treatment): Npouecc Boibopa n peanusauyumn mep no MoandUKaLmn pucka.
MpumeyaHne — Mo NCO 73:2009, cratbs 3.8.1.

3.49 oT60p o6pasuoB (sampling): NpegocrasneHne 06pasLOB 0OBLEKTA OLIEHKU COOTBETCTBUSI COrMac-
HO npoueaype.

[MCO/M3K 17000:2004, cratba 4.1]

3.50 obnactb noaTBepXAEHUA COOTBETCTBUA (Scope of attestation): [lnanaszoH unu xapakrepuctuku
00BLEKTOB OLIEHKU COOTBETCTBUS, OXBAaTbIBAEMbIE NOATBEPXKAEHUEM COOTBETCTBUS.

[MCO/MO3K 17000:2004, cratbs 5.3]

3.51 peATenbHOCTL MO OLEHKE COOTBETCTBMS BTOPOM CTOpPOHOM (second-party conformity
assessment activity): [leATenbHOCTb N0 OLEHKE COOTBETCTBUSA, KOTOPYIO OCYLLECTBNSAIOT NULIO UMK OpraHu3aa-
LuA, 3aMHTEpPEeCcOBaHHbIE B 0ObEKTe Kak Nonb3oBarenmu.

MpuMmeyaHune — JflMUaMK UNKU OpraHN3aLUSIMU, OCYLIECTBASIIOLMMU AEATENBHOCTL MO OLEHKE COOTBETCTBUS
BTOPOI CTOPOHOM, SIBMSAIOTCS, HaNPUMep, NOKYMaTenu, Nofib3oBaTteny NpogyKUuu Uamn NoTeHuuasibHble notpebureny, xe-
natoume f0BEPUTLCS CUCTEME MEHEAXMEHTA MOCTaBLLMKa UMW OpraH13auuu, NpeAcTaBNAoLLel UX UHTEPECHI.

[MCO/M3K 17000:2004, cratba 2.3]
3.52 yctaHoBneHHble Tpe6oBaHuA (specified requirement): 3assneHHble NOTPEBHOCTM UM OXKUAAHUSA.

MpumevyaHne — TpebGoBaHWUA MOTYT BbITh YCTAHOBMEHLI B HOPMATUBHLIX JOKYMEHTaX, TakuUX KaK perfiaMeHThl,
cTaHaapThbl U TeXHUYECcKUe YCnoBus.

[MCO/M3K 17000:2004, ctaTtbsa 3.1]
3.53 06beKkT NnonyyeHua MeaUUMHCKOW noMowM, naumeHT (subject of care, patient): OgHO unu He-
CKONMbKO Nuu, NNAHUPYIOWMX NONYYUTb, NONyYaloLMX UNKN NONMYYNBLUMX MEAULIMHCKUE YCNYTU.

MpumevaHne — Mo NCO 18308:2011, cratba 3.47.
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3.54 yenocTHOCTL cucTeMsl (System integrity): CBOWCTBO, Npu KOTOPOM CUCTEMA BLINOSHAET NPEAYCMO-
TPEeHHble Ana Hee yHKuuM Be3 HapyLleHui, NnpegHaMepeHHOro Unu Criy4yanHoro BMeLaTenbCTea, OCyLIecT-
BMIAEMOr0 HEABTOPU30BaHHbIM NONL30BaTENEM.

[MCO 27799:2008, cratbs 3.2.14]

3.55 o6bekT oueHkum (target of evaluation, TOE): COBOKYNMHOCTb NPOrpamMMHOr0, NporpaMmmMHO-annapar-
HOro u/unu annapaTHoro oGecneveHnsl, BO3MOXKHO, CONPOBOXAaemasi pyKOBOZICTBOM.

[MCO/M3K 15408-1:2009, ctatbs 3.1.72]

3.56 npoBepeHune ucnbitaHui (testing): Onpeaenenne ogHoW unu Gonee xapakTepuctuk obbekrta
OLIeHKM COOTBETCTBUSA COrNacHo npoueaype.

MpumMmevyaHue — TepMuUH «NPOBEAEHUE UCTILITAHUIA» OBGBLIYHO OTHOCUTCS K MaTepuanam, NPoAyKUMW vnu
npoLieccam.

[MCO/M3K 17000:2004, cTaTtbs 4.2]

3.57 peATenbLHOCTb NO OLIEHKe COOTBETCTBUA TpeTben cTtopoHoi (third-party conformity assessment
activity): [leaTenbHOCTb NO OLEHKE COOTBETCTBUS, KOTOPYIO OCYLLIECTBISIOT NULIO UM OPraH, He3aBUCUMbIE OT
nuua unu opraHu3auuu, NPeAcTaBnALMX 0OLEKT, U OT NONb30BaTeNs, 3aUHTEPECOBAHHOIO B 3TOM 00bEKTe.

MpumevyaHne — KpuTepun He3aBUCMMOCTU OpPraHOB NO OLIEHKE COOTBETCTBUSA W OpraHoB MO akkpeawuTa-
Lun npefcTaBneHbl B MeXAYHapOoAHbIX CTaHAapTax W pyKOBOACTBaX, MPUMEHSEMbIX K UX AeATeNbHOCTU (CM. pasgen
«Bubnuorpadma).

[MCO/M3K 17000:2004, cratbs 2.4]

3.58 yrposa (threat): BoamoxxHas npuimMHa HeXenarenbHOro NpouUCLLECTBUA, KOTOPOE MOXET NPUBECTU
K HaHeceHuo yulepba cucteMme unum opraHu3auum.

[MCO/M3K 27000:2012, cTatbsa 2.77]

3.59 yassumocTtb (vulnerability): HeycToinumBoCTb pecypca unu KOHTPOSb, KOTOPbIN MOXET ObiTb UC-
NonNb30BaH yrpo3omn.

4 CokpaueHus

B HacTosiLueM cTaHAapTe NPUMEHSAIOTCS Crieflyiomne COKpaLLeHUs:

EHR — anekTpoHHbIN y4eT 340pOBbS;

HL7 — mexayHapoaHbIi cTaHAapT obMeHa KNUHUYECKUMU U afiMUHUCTPATUBHBIMU JAAHHLIMU MeEXay
MEeANLMHCKUMU KOMMbIOTEPHBLIMU NPUNOXKEHUSIMMU;

MM — nepcoHanbHble MeAULUMHCKUE AaHHbIE;

POS — nyHkT o6cnyxuBaHus;

PP — npocunb 3awmrhl.

5 TpeboBaHusa 6e30NacHOCTU U KOH(PUOEHUMNANIBHOCTU

5.1 O6wwue nonoxeHusn

[aHHbIV pasgen ABASETCS TEXHUUYECKUM M YCTaHABNUBAET psg TpeboBaHui, ONUCLIBAET MepPbl, HE0OXO0-
AvuMble AnS 3awuTbl (MHpOpMaLuum, NauUeHToB), OCHOBHbIE KAaTErOpUM PUCKa U LLUIMPOKUIA psifi BONPOCOB, Ka-
carowuxca 6e3onacHoCTU U cobnogeHnsa KOHUAEHLMANLHOCTM ANS NYHKTOB 00CNyXMBAHWUS, COBMECTUMbIX
CUCTEM 3MNEeKTPOHHbIX KapT nayueHTa.

5.2 TeopeTnyeckue OCHOBbI

5.2.1 O6ulee onucaHme

B cBfi3u ¢ pOCTOM BHEAPEHUS MEAULMHCKUX MH(POPMALMOHHLIX CUCTEM BCEMU YYaCTHUKaMKu cdepbl
34paBoOOXpaHeHns (NOCTaBLUUKAMU, MPAaBUTENBLCTBOM, MNaTenbLMKaMyM U NauueHTamMmm) u HeobxoAUMOCTbIO
OCyLLEeCTBNEHUs 0bmMeHa nHopMaLMen 0 NaUMeHTe STUMU CUCTEMAaMMU C LIeNbIO NOBbILLEHUS CTAOUIbHOCTU U
6e30nMacHOCTU MEAMLMHCKOTO 0OCIY>XMBAHUSA NALMEHTA CYLLIECTBEHHOE 3HaUeHue npuobperaeT obecneveHue
ynpaeneHus 6e30nacHOCTbIO AMEKTPOHHbIX MEAWULMUHCKUX AAHHbIX ANSi COXPAHEHUS1 STUMMU KOMIMbIOTEPHBLIMU
CUCTEMAMM UX LIENOCTHOCTU, AOCTYMHOCTU U KOHDMAEHLUMANBHOCTU.

Mepexoa OT TPaaMUMOHHBLIX (POPM XpaHEHUs1 aMOyNaTOPHbLIX KAPT, OCHOBHOM U3 KOTOPbIX ABNAETCA Xpa-
HeHue Ha ByMakHbIX HOCUTENSIX, K XPAHEHUIO B 3NIEKTPOHHOM BUAE SIBNSIETCS aOCOMIOTHO HOBOW (HOPMOIA.

7
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Cneuumanuct XopoLUo NOHUMAET PUCKN HApyLLUEeHMs1 6E30NacHOCTU M KOHUAEHUNANBHOCTU, KOTOPbIE, HaNPU-
Mep, BO3HMKAIOT NPU XpPaHEHUU U TPAHCNOPTMPOBKE NeYaTHbIX ambynaTopHbIX kapT. OAHAKO B MOMEHT, KOr-
Aa ara uidopmauma Gonblue He NpeacTaBneHa B NEYATHOM BUe, a NepefaeTcs B 9NEKTPOHHOW dhopme U
JOCTYN K Hel OTKPbIT MHOXECTBY NpOBaiiiepoB BO MHOXECTBE NyHKTOB MPeAOCTaBNEHUA YCNyr, BO3HUKAET
COBEpLUEHHO HOBasi cepusi puckoB. Bcem nu nonb3oBaTensiM NOHSITHO, YTO PUCKU CBA3AHbI C XPAHEHUEM U
TPaHCMOPTMPOBKOM 3MNEKTPOHHBLIX UCTOpUIA Bonesnn? OnAa Toro Yrobbl NOHATL, TPEGyeTca npaBuUNbLHOE BOC-
npusitue Bcex 0COBEHHOCTEN BLIMUCTIUTENbLHBIX CUCTEM U 060pYyAOBaHUSA, KOTOpble 06pabaTbiBaloT UHGOPMAa-
LMI0, @ TalKe HOBBLIX MPOLIECCOB, KOTOPLIE OCYLLECTBAAIOTCA ANSA YNPABMNEHUA INEKTPOHHON CUCTEMON.

Llenu 6e3onacHOCTM BKINIOYAIOT B ce051 KOH(PMAEHUMANBHOCTb, JOCTYNHOCTL U LIENOCTHOCTb H(pOopMa-
uumn (B 4AHHOM Crnyyae MeAULMHCKUX AaHHbIX). OTaenbHble KoHUenuuu obecneveHus 6e30nacHOCTH Takke
BKJIIOYEHbI B 3TO LUMPOKOE ONpejerieHne, Takue Kak 4OCTOBEPHOCTb, NMOAOTYETHOCTb U KOHTPONUPYEMOCTb.
Mocneacteusa HapyLueHusi 6e3onacHoOCTU pa3Hoobpa3sHbl, MOTYT ObITb Kak NPaBOBbLIMU, TAK U KITUHUYECKUMM,
pe3ynbTaTtoM MOryT SBASITbCSA NOTeps 40ocTyna K MHopmauuu, HeobxoauMoN ANA NEYEHUs, U Jaxe cepbes-
Hble TpaBMbl UM CMepTb. C APYroil CTOPOHbI, HAANEXalme cpeAcTBa ynpaeneHus 6e30nacHOCTbIO NO3BO-
NS0T SNEKTPOHHLIM cUcTEMaM paboTaTb KOPPEKTHO M NOAAEPKMBATb KITMHUYECKYIO AEATENbHOCTL Ansa obe-
cneyeHusi 6onee KaueCTBEHHOIO neveHus bnarogaps HanMUUMIO 4OCTOBEPHON MH(popMmaummu B Heobxoaumoe
Bpems 1 Heo6XxoaUMOM MecTe.

HeratnBHoe BnusHne Ha 6€30MacHOCTb U KOHUAEHUMUANBHOCTb MEANLIMHCKMX AAHHBIX OKa3bIBAET MHO-
KeCTBO (hakTopoB. MpuU HE3NEKTPOHHOM XpAHEHUU AOKYMEHT MOXET 6e30nacHO XpaHUTLCA B 3anupaembixX
wikadax, ogHako 6onee BaXkHbIM SIBASIETCA TO, HACKONbKO He30nacHO XpaHUTCS KNoY OT 3TOro wkada. B 1o xe
BPEMS B SMNEKTPOHHOI Cpeje CYLLECTBYIOT 3MEKTPOHHbIE KOMIMOHEHTbI KaKk annaparHoro, Tak U NporpaMMHOro
obecneyeHuns, KOTOpbIE MOTYT MOBLICUTbL YPOBEHb 6€30NaCHOCTU U KOH(MAEHLMANbHOCTU, OJHAKO 3TOr0 He-
JocTaTovHo 6e3 conyTCTBYHOLLMX NPOLIECCOB, KOTOPbIM AODKHbI CIEA0BaTh Nuua npu UCNOMb30BaHWUMN 3MeK-
TPOHHOWN UHDOPMALIMM U MHAPOPMALIMOHHBIX CUCTEM. BbICOKMIT ypOBEHb 6E30MacHOCTH U KOHPUAEHLUANBHO-
CTU SIBMAETCA PEe3ynsTaToM KOMOMHALMSA CPECTB KOHTPONA KaK ANEeKTPOHHLIX KOMMNOHEHTOB, Tak U NPOLIECCOB.
MoTeps KOHTPONA MOXET NPUBECTU K HAPYLLEHUIO BCEN 3aLLMTDI.

Mpumepom TpebGoBaHusi 6e3onacHOCTM Ang NPorpaMmMHOro obecneyeHus ABNSeTca TpeboBaHne o0 ToM,
4YTO MHpOPMALIMOHHAsA CUCTEMA AOIDKHA (DUKCUPOBATH PEBU3UOHHBLIE CBEAEHUS MO BCEM Onepauuam, NpoBo-
AUMbIM C amBynaTopHbIMU KapTaMu, BKNoYasa co3gaHue, cHuTbiBaHne, oOGHOBNEHME u apxusauuio nndopma-
uun. Mpumepom TpeboBaHUs Ana annapaTHOro obecneyeHus aenseTca TpeboBaHne 0 TOM, YTO OHO AOMKHO
dukcupoBaTb CBUAETENLCTBA NoBpexaeHui. Mpumepom TpeboBaHMA AnNs npouecca ABNAIOTCA MOMUTUKA U
npoLecc MOHUTOPUHTA, KOTOPbIA HE MO3BONAET NOMb30BATENIO OCTABNATL NAPOSb BUAUMBIM U JOCTYMHbIM.

OCHOBHYI0 LIEHHOCTb NpeacTaBnsieT MHopmauus. MeauumHckue AaHHbIe BKNIOYAIOT:

a) NepcoHanbHY0 MEAULIMHCKYIO U UAEHTUDUKALMOHHYIO UHpOopMALINIO;

b) aHOHMMHbIE fAaHHbIE, BLIBEAEHHbIE U3 NEPCOHANBHLIX AAHHLIX O COCTOSIHUM 340POBbS MOCPEACTBOM
METOA0B MAEHTUMUKALMU C NOMOLLBIO NCEBOHUMA;

C) CTaTUCTMYECKME JaHHbIE U pe3ynbTaThl UCCNEA0BaHUNA, BKNOYAn KOH(PUAEHUMaNbHbIE AaHHbIE, Bbl-
BeJleHHble N3 NEPCOHANBHBIX JAHHBIX O COCTOSAHWUM 340POBbLA NYTEM YAANEHUA NUYHBIX UAEHTUDUKALMOHHBIX
OaHHbIX;

d) knuHuueckas/meguuuHckas MHOPMAaLUA, HE OTHOCALLAACA K KOHKPETHOMY OOLEeKTY Oka3aHus no-
MOLLM, BKIIOYasi JAHHbIE N0 NOAAEPXKKE MPUHATUA KIIMHUYECKUX peLLeHuii (Hanpumep, nidopmanums o Hebna-
ronpuATHOM peakuumn Ha npenapar);

€) AaHHbIE 0 MEAULIMHCKUX PAOOTHMKAX, NepCoHane u BONOHTEpax;

f) nHdopmauus, cBszaHHas C HaA30poM B chepe 34pPaBOOXPaAHEHUS;

g) AaHHble ayauTOPCKOrO Crieaa, BbIBEAEHHbIE MEANLIMHCKUMU UH(POPMALIMOHHBIMU CUCTEMAMM, KOTO-
pble coaepXar nepcoHanbHble AaHHble O COCTOAHMM 340POBbA UNKU AAHHLIE NOA NCEBAOHUMOM, B3SIThE U3
nepcoHanbHbIX aHHbIX O COCTOSIHUM 3J0POBbS, UMK XE coaepXKalume AaHHble 0 AeWCTBUSX Nonb3oBarenei,
CBsAA3aHHbIX C NepcoHanbHbIMU JaHHLIMU O COCTOAHUN 3A40P0BbLA,

h) aaHHble cucTeMbl 6e30nNacHOCTU AN MEANLUMHCKMX MHDOPMALIMOHHBIX CUCTEM, B TOM YUCHE AAHHbIE
no ynpaBrieHUIo AIOCTYNOM U pyrUe AaHHbIE MO KOHUTypaumMu CUCTEMbI ANA MEAULMHCKUX MHPOPMALIMOH-
HbIX CUCTEM, CBA3aHHbIE C 6E€30MaCHOCTBIO.

M3 nepeyHs, NpMBEAEHHOIO BbILLIE, BAXXHO OTMETUTL, YTO B cdpepe 3apaBooxpaHeHus uHgopmauma o
naumeHTe sBNSeTCA He TONbKO KOHduaeHUManbHoW. CTeneHb, B KOTOPOW KOH(MAESHUMaNbHOCTL (M, Cneao-
BaTenbHO, KOH(PUAEHUMANBHOCTb NALUEHTa), LENOCTHOCTb AAHHBLIX U AOCTYNHOCTb CUCTEMBbI JOMKHbI ObITb
3aLLMLLEHbI, 3aBUCUT OT Xapaktepa uicopmaruu, 06nacTm NpUMEHEHUs, ANA KOTOPOIi OHa Obina BHECEHA, U pu-
cKka, KOTOpOMY OHa noaeepraetcs. Hanpumep, crarucruyeckme aaHHbie MOryT ObiTb HE KOH(PUAEHUMANbHLIMMU,

8
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O[LHAKO 3aLynTa MX LIeNOCTHOCTM MOXET ObITb BaXKHA ANS OpraHu3auuu. AHaNOrMYHO AaHHbIE ayauTOPCKOro
cnefa MoryT He TpebGoBaThb BbICOKOTO YPOBHSA AOCTYMHOCTU, HO UX COAEPKaHWe MOXET ObiTb CTPOro KOHGM-
AeHunarnbHbIM.

ObnacTb NPUMEHEHUs HACTOSALLErO CTaHAapTa pacnpocTpaHaeTcsa Ha TpeboBaHmAa 6e30NacHOCTU U KOH-
drUaeHUManbLHOCTU AN MEAULMHCKUX NPOrpaMMHbIX cucteM. Bonpocel, kacalLwmecs annaparHoro obecne-
YEHUS U CPEeACTB YyNpaBnNeHnsa NPoLEeCcCOM, He BXOAST B 06racTb NPUMEHEHHUS.

B cootBeTcTBMM ¢ NCO 27799:2008, npunoxxeHune A, yrpo3bl HapyLLUEHUS HEMPUKOCHOBEHHOCTMW YaCTHOW
XKU3HU, KOHPUAESHUMANBHOCTHU, LEMOCTHOCTU U AOCTYNMHOCTU BKITHOYAIOT:

a) HemneranbHOE MPOHUKHOBEHUE OOCMY>XMBAKOLLMX KOMMNAHWUIA, BHELUHUX MWL, BKIIOYAS XaKepoB, Noj
BWAOM MepcoHana, Hanpumep, cneumanucToB U BCNOMOraTenbHOro nepcoHana;

b) Hepa3pelueHHOE UCMONb30BaHUE MEAULMHCKUX MHAOPMALMOHHBIX NPUMOXEHWUA U AAHHbIX, XPaHU-
MbIX HA 3TUX NPUNOXKEHUSX;

C) MOsIBNIEHME Pa3PyLLUUTENbLHOrO UM BPEAOHOCHOTO NPOrpaMMHOr0 0GecneyeHusl, BKoYas BUPYChI,
nporpamMMbl-4epPBM U APYTUE BUPYCHbIE MPOrpaMMBl;

d) HenpaBuIbHOE UCMNONb30BaHUE CUCTEMHbIX PECYPCOB;

€) HeCaHKUMOHMPOBAHHOE MPOHWKHOBEHUE B CBSA3b, HANpUMEpP, O0TKa3 OT OOCNY>XMBAHUSA U B3NOM 3a-
LLMTbI NYyTEM 3aMeLLeHUs1 OpurnHana;

f) nepexsart MHOPMaLMK B KaHanax cBA3MN;

g) oTpuuaHWe NPUYacTHOCTU K NPOUCXOXAEHUIO UMK NOMYYEHWNIO AaHHbIX;

h) HapylieHue cBA3u;

i) aBapuitHOe HapyLleHne MapLUpyTUu3aumu;

J) TEXHUYECKYIO HEUCMPABHOCTL BEAYLLENO KOMMbIOTEPA, CUCTEMbI MAMATU MU CETEBOW MHPPACTPYKTYPbI;

k) oTka3s nogaepxkku xusHeobecneveHus, Bkodasa nepebomn anekTponuTaHus u npepbiBaHue 00Cnyxu-
BaHUs, BbI3BaHHOE NPUPOAHBIMU UMM aHTPOMOreHHbIMK KaTacTpodamu;

I) oTkas npuknagHoro NPOrpamMmMHOro obecneyeHus;

m) owmnbKy onepauui;

n) OLIMOKY TEXHUYECKOrO 0BCNYXXMBaHUS;

0) OLUMOKY NONb30BaTens.

HecmoTpsa Ha TO 4TO BONPOCHI KOHPUAEHLMANBHOCTU MEQULIMHCKUX AAHHBIX LUMPOKO 0BCYxaalTcs, Cy-
LLIeCTBYET HEAOCTATOK CUCTEMHOIrO0 UCCNEA0BaHUA AN OonpeaerneHnsa U Knaccudukaumm pasnmyHbiX UCTOY-
HWKOB Yrpo3 HapyLUeHusa KOHUAEHUManLHOCTU uHdopmauuu. NocnegHme NccneaoBaHns, OCHOBAHHbLIE HA
nonuTuKe, pasaensioT yrpo3bl HApyLUeHNUs KOHMAEHUMansHOCTU Ha ABe 0bnacTu:

- OpraHM3auMOHHbIE Yrpo3bl, BO3HMKAIOLIME B pe3ynkrate HeCaHKLMOHMPOBAHHOTO A0CTYNa K MHpopma-
U1K O NauMeHTe areHTamu, NPeBbILLAoLLMMM CBOU MONTHOMOYUS, UMW BHELUHUMUW areHTamu, BOCMOSb30BaBLUK-
MUCS YA3BUMOCTbIO MHGOPMALIMOHHOW CUCTEMBI, U

- CUCTEMHbI€ Yrpo3bl, BbI3BAHHbIE areHTOM B LEMHOM MOTOKE MHpOopMaumMn, UCNONb3YIOLWUM JaHHble
BHE NMPeayCMOTPEHHON 00nacT NPUMEHEHNS.

3Tu ABa Tuna yrpo3s onucaxsl B 5.2.2n 5.2.3.

5.2.2 OpraHusauuoHHbIe YIpo3bl

3TU yrpo3bl NPUHUMAKOT pasnuyHblie POpMbI, HanpuMep, paboTHMK, OCYLLECTBNAIOLLMIA 4OCTYN K AaH-
HbIM 6€3 060CHOBAHHON HEOBXOAMMOCTM, UNN BHELLHMIA B3NOMLLMK (Xakep), KOTOPbIA OCYLLIECTBMNSET HECAHK-
LMOHUPOBAHHBIN AOCTYM B MHAPOPMALIMOHHYIO MHAPACTPYKTYPY OpraHu3auuu ¢ Lenbio YKpacTb AaHHbIE UMnn
caenatb UX HeucnpasHbIMU. LLIMPOKMIA CNEKTP OpraHn3auuoHHbIX Yrpo3 MOXHO pasfenuTb Ha NATb YPOBHEN,
nepeynUCrneHHbIX B NOPSAKE YBENUYEHUS CIIOXKHOCTU:

- crnyvainHoe packpbiTUe MHpopMaummn: MeauLmMHCKue paboTHUKU HeENpeaHaMepPeHHO pasrnallatoT UH-
dopmauuio 0 nauneHTe Apyrum (Hanpumep, oTnpasBKa 3MEeKTPOHHOTO NUCbMAa Ha HEBEPHbLIN aapec unu cny-
YyanHoe pasMeLleHne KOHpUaeHUnanbHbIX aHHbIX HA canTe);

- MoBONLITCTBO YNEHOB OPraHU3auun: YreHsl opraHn3auun, UMetoLme 4OCTyN K AaHHbIM, NPOABASIOT
UHTEpPEeC K MHOPMAaLMU O NauueHTe U3 MoBOoNbLITCTBA UNKM AN COBCTBEHHLIX Lienein (HanpuMep, nonyde-
HUe megcecTpaMu AOCTyna K MHopMaLum 0 Konnerax no pabore Ans onpegeneHnsa Hanuyuusi 3aboneBaHuit,
nepeaaroLLMXcst NOMoBbIM MYTEM, UMK OCYLLECTBNEHNE MEAULMHCKUMK PabOTHUKaAMK JOCTYNa K BO3MOXHON
KOMNpOMEeTUpYIoLLEeR nHdopMaLmm 0 COCTOSTHUM 340POBbSA 3BE3J U ee nepegaya cpeacTBam MacCoBON WH-
copmauun);

- HECaHKUMOHUPOBAHHbLIN AOCTYM K AaHHbIM, OCYLLECTBNSEMbIA YNeHaM1 OpraHn3aLun: YneHsl opraHu-
3auun OCyLLECTBASAIOT AOCTYN K MHAOPMALMM O NauMeHTe 1 3aTeM MCNOMb3YIOT, MepeaaloT unu pasrnawiaioT
ee ApYyruMm G Lenbio U3BreYeHuns npubbinu nnu nu3 Mecrtu;
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- HECaHKLUMOHUPOBAHHbIA JOCTYN K AaHHbIM MOCTOPOHHUX NUL, C (PU3UYECKUM BMELLATENLCTBOM: MO-
CTOPOHHEE NMULIO OCYLLECTBSAET (hM3NYECKOE BTOPXKEHME NYTEM NPUHYXXAEHUA UMM CUNOBOTO 40CTYNa BHYTPb
NOMELLEHNUSA 1 NOSy4aeT AOCTYN K CUCTEME;

- HEeCaHKUMOHUPOBAHHBII JOCTYMN B CETEBYIO CUCTEMY: MOCTOPOHHEE NUL0, BKNOYas GbIBLUMX COTPYAHM-
KOB, NaLMEHTOB UMM XaKepoB, BTOPraeTCcs B CETb OPraHn3aLmmn U3BHE C LIENb0 NONyYeHns A0CTyna Kk MHdop-
Mauum 0 nayneHTe nnun ebiB0OAa CUCTEMbI N3 CTPOA.

5.2.3 CucteMHble yrposbl

3Tu yrpo3bl BO3HMKAKOT HE 3a npeaenamMm Lenovku MHOPMALMOHHOTO NOTOKA, a OT YNEHOB OpraHusa-
LMK, KOTOPbIE MMEIOT AOCTYN K MHApOpMaUmMK O nauueHTe. Hanpumep, CTpaxoBbie KOMNAHWKM MOTYT OTKa3aTb
B CTPaxoBaHUM XKM3HWU MauMeHTa Ha OCHOBE €ro COCTOSIHUA 340pOBbS unu pabotoaatens, UMEIOWMIA JoCTyn
K MEAWUMHCKMM KapTaM paboTHUKOB, MOXET 0TKa3aTb B NMOBLILLEHUU W NPEKPATUTL TPYAOBLIE OTHOLLEHUSA.
MauneHTbl UMK opraHM3auumn NnaTenbLIMKOB MOTYT NOHECTM (DMHAHCOBbLIE NOTEPU B pe3yntraTte MOLLUEHHUYe-
CTBa, B TOM YMCIle OKa3aHUS HEHYXKHbIX MEAULUHCKMUX YCIYT.

5.2.4 MpuMeHUMOCTb

Kak oTme4anocb paHee, 06nactb NPUMEHEHUS| HACTOSILLEro CTaHaapTa opueHTUpoBaHa Ha Gesonac-
HOCTb U KOHPMAEHUMANBHOCTL NPOrPaMMHOr0 o6ecneyeHns Ana 3NEKTPOHHLIX KApT nauueHTa B MyHKTax
o6cnyxunBanus; annapatHoe obecnevyeHue u CpeacTBa ynpaBneHus NpoLeccoMm He BXOAAT B o6nactb npu-
MeHeHUs. CyLLeCTBYET MHOXECTBO Pa3fMyHbIX TpebGoBaHuin 6e30NacHOCTM U KOHUAEHUMANbLHOCTM, pa3pa-
60TaHHbIX U ONyBrNMKOBaHHbLIX BO BCEM MUPE, HACTOSILLMIA CTaHAAPT He NpeaHa3HavYeH Ans co3aaHusl HOBbIX
TpeboBaHwuii, a, ckopee, obbeanHsAeT Hanbonee noaxoaswme, yxe onyénukoaHHble TpebosaHus u aganTtu-
pYeT UX AN MCMNONb30BaHUS NPU NPOBEPKE COOTBETCTBUSA CUCTEM.

Haunbonee m3BeCTHbIM MeXayHapoAHbIM CTaHAapTom no GesonacHoctu asnaetca MCO/MOBK 27002.
HecmoTpst Ha TO YTO OH paccMaTpUBaEeT BONPOChHI ynpaBneHust MHPOPMaLMOHHOI 6e30NacHOCTbIO B LIENOM,
CpeAacTBa yrnpaBneHnusi, ONMCAHHBbIE B HEM, MPUMEHSIIOTCA K SNEKTPOHHbIM cuctemam. Ctangapt meauko-cap-
maLeBTu4yeckoli otpacnu NCO 27799 aBnsAeTcA 04HUM U3 HECKONMbKUX CTAHAAPTOB, pa3pabOoTaHHbIX B paMKax
NCO/TC 215 gna obecneyeHus peanusaumm NnporpaMMHbIX CPEACTB YNPAaBNEHUS U NPaKTUK B cdepe 3apa-
BOOXPAHEHMUS.

B OTHOWeHWN OLeHkn 6e30nacHOCTU OAHMM U3 CaMbiX U3BECTHbIX cTaHaaptoB sBnserca MCO/MOIK
15408 (Bce yactu). OH ycTaHaBnMBaeT oOLWMe NOHATUA U NPUHLUMNLI OLEeHKM 6e3onacHOCTU MHAOPMAaLMOH-
HbIX TEXHONOIUI M BKMNIOYaeT B cebs obwme Kputepuu, Yepes KOTopble MOryT ObiTb OTpaXKeHbl TpeboBaHua
Be3onacHocTw.

B T0 e Bpemsi HEKOTOpbI€ CTPaHbl BHEAPSIOT NPOLECCHl cepTudbmKaLum MeaULMHCKUX NPOrPaMMHbIX
CUCTEM, Kaxkaasi co CBOMM COBCTBEHHbIM Habopom TpeGoeanui. HekoTtopbie npumepsl Bkntovatotr CLUA, Ka-
Hagy, Bpasunuio, Huaepnangbl, BenukoGputanuio, ABCTpanuio u Espony.

Hacroswwmii cranaapt onpegenseT Tpe6oBaHus no 6€30nacHOCTU U KOH(PUAEHUNANBHOCTU, B3ATbIE U3
yKa3saHHbIX Bbillle CTAHAAPTOB U MEXAYHAPOAHOro ONbITa, KOTOPLIE AOMKHBI GbITb COrNacoBaHbLl ANA NpoBep-
KW COOTBETCTBUSA COBMECTUMBIX KIIMHUYECKUX cuctem POS (anekTpoHHasa kapTta nauueHTta), B3aumoaencTey-
IOLLUX C SNEKTPOHHLIM YYETOM 340POBbLS.

Hab6op TpeboBaHuit JomkeH ObiTb YETKO U ACHO BblpaxeHHbIM. Tpe6oBaHUA AOMKHbI ObITb TaKUMMU,
4T06bI pa3paboTynkm NporpaMMHOro obecnevyeHus Morfu NPaBusibHO peanu3oBaTb UX B CBOUX CUCTEMAX,
a Npouecc OLEHKM MOT NMOATBEPAUTb, UTO BCe TpeBGOoBaHUA BbINOMHEHBI UNN HE BbINOSIHEHLI B 3TOW KOH-
KpeTHON cucteme. DTO OCHOBHAsA NPUYMHA, NO KOTOPOW npoueaypHble TpeGoBaHns He Bbinn BKMKOYEHbI,
TaK Kak rapaHTupoBaTb, YTO OHW COrNAacOBaHbl TOMIbKO C NOMOLLBIO OLEHKM CaMoro nporpammHoro ote-
CnevyeHusi, HeBO3MOXHO: Bb1f0 6bl HEOGX0AMMO NPOBECTU OLEHKY Cpeabl, B KOTOPON UCMONb3yeTcsa aTa
nporpamma, Bkniodasi npocunu nonb3osarenemn, aaMUMHUCTPATOPOB U 3HaHUA B 06NacTu UCNONbL3OBaHUA
cucrtembl. TeM He MeHee 3TOT 6onee WUPOKMI BONPOC ABNAETCA HeoOxoaumbim ansa obecneveHun 6es-
ONacHOCTU U KOHMUAEHUMUANbHOCTH, U NOITOMY PEKOMEHAYETCA B AONOMHEHuE K ceptudmkauuum npo-
rpaMMHOro obecne4yeHmss U COOTBETCTBUA NMPOBECTU IKOMOTUYECKYID WHCNEKUMIO TEKYLLEro ynpasneHus
cuctembl Ha ocHoBe MCO 27799. [laHHoe Gonee obulee usgaHue, Kacaoweecs ynpasneHus, aBnsaerca
HeobxoaumbiM ansi obecneveHna 6e€30NacHOCTM U KOH(PMAEHUUANBLHOCTU, U NOSTOMY B AONOMHEHUE K
cepTudukaLum U NpoBepke COOTBETCTBUS NPOrPaMMHOro obecnevyeHns pekoMeHayeTcsl NPOBOAUTL UCTbI-
TaHne Ha BO3AENCTBUE OKpYXKaloLWein cpeabl, HaXoAALENCa NoA HENPEPLIBHLIM yNpaBneHUeM CUCTEeMbl
Ha ocHoBe NCO 27799.

Opyrum acnekTom B npouecce pa3pabotku TpeGoBaHUIi ABNAETCA TO, YTO OHW AOMKHbI OblTb HACTONBKO
YCTOMYMBBLIMU K KPaTKOCPOYHbIM TEXHOMOIMYECKUM U3MEHEHUSAM U Npeobpa3oBaHUAM, HACKOMbKO 3TO BO3-
MOXHO. B pesynbrare STOro CCbiIKM HA TEXHUYECKYI0 MH(OPMAaLUIO, HaNnpumep anropuTMbl KPUNTOrpamm,
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[ANVHA KINoYa, NPOTOKOILI U NpoYee, He Obinu npuBeaeHsbl. CnpaBoYHas MHpOPMaLMS N0 3TUM TEXHUYECKUM
KpUTepusiM, MOXXeT ObITb Heobxoauma.

5.3 TpeGoBaHuA KOH(pUAEHUMANBLHOCTU U 6e3onacHocTu POS

5.3.1 O6wWwune nonoxeHus

B naHHOoM pasgene npeacraBneHbl TpeboBaHUSA, KOTOpblE BYAYT NPUMEHSITLCA KO BCEM KIMHUYECKUM
cuctremam POS B npeagenax obnact NnpUMEHeEHMs HaCTOSLLEro craHaapra.

5.3.2 Cormacue cy6beKTa JaHHbIX Ha C60p, UCNONIb30BaHUE UMUK PACKPbITUE NEPCOHANbLHON Me-
OULMHCKON uHdopmaumm

Tpe6oBaHue 1. Cornacue Ha permcTpauuio AaHHbIX. B cnyyae koraa cybbekTbl AaHHbIX UMEIOT npa-
BO COINacHO 3aKOHY unu obblyato 0TkasaTsCA UM aHHYNMUMPOBATL CBOE COrNacue Ha UCMOMb30BaHWe Unu pas-
rnaweHne nx nepcoHanbHbIX MEAULUMHCKUX JaHHbIX, KNMMHUYECKUE cuctembl POS:

a) AOKHbI NPEefOCTaBNATL CPeAcTBa AN perncTpauun AUPEKTUB cornacus cyObekTa AaHHbIX, BKIO-
yasi 0TKa3 UNu aHHyNMpOBaHWe cornacus;

b) AOMKHbI UMETb BO3MOXHOCTb BbINOMHWUTL 3TO TakMM 06pa3oM, KOTOpPbIA Gbl NO3BONUN KaXaown op-
raHusauum COOTBETCTBOBATb CBOMM IOPUANYECKUM TPEOOBaHUAM Unu TPEGOBAHMAM MOIUTUKM MO COTMNAacuio.

MpumevyaHue — Cornacue MOXET pacnpoCTPaHATLCA Ha BCHO MEPCOHANbHY MeULMHCKYI UHGOopMaLmLo
cybbekTa AaHHbIX UMW Ha KOHKPETHbIE LENu.

TpeboBaHue 2. 3aperucTpMpoBaHO MMHUMAaJIbHOE KONMMYeCcTBO AaHHbIX. B cnyyae koraa knuHuye-
ckne cuctembl POS 3anuceiBaloT AMPEKTUBLI pa3rnalleHns uHdopmauun cybbekta JaHHbIX, JOMKHbI ObITh
3anucaHbl 0COBEHHOCTM AMPEKTUB (HanpuMep, 0TKa3 OT COrmacus Unu oTkas OT COrmacusi, 4aHHOrO paHee),
a TaKke TUM Cornacua B TEX IOPUCANKLMAX, KOTOPbIE pacno3HaloT ABa unu donee Tuna cornacus (Hanpumep,
noapasymeBaemMoe Ui BbIPAXXEHHOE COrnacue), u aara, Ha KOTopyto Obina BbliiaHa AUPEKTUBRA.

TpeGoBaHue 3. AupekTuBa, CONPOBOXAAKWAA AAaHHbIe. B cnyyae korga cyObekThl 4aHHbIX Me-
10T MPAaBO COrMacHO 3aKOHY unu obblyalo 0TKa3aTbCA UMM aHHYNMPOBAaThL CBOE cornacue Ha cbop, Uucnonb-
30BaHMe UMW pasrnaleHne ux NEPCOHanbHbIX MEAULUHCKUX AaHHbIX, KITMHUYeckue cucteMbl POS AOMKHBI
npeaocTaBnaTb CpeacTBa nepenadun orpaHUY4eHUn Ha ganbHenwee (T. €. nocneaylouwee) pasrnaweHue
HapsAay € pasrnawaeMbiMu JaHHbIMU, €CNK NOMyYaTenb 3TUX AAHHBIX HE MOXET 3HaTb MU OTBEYaTb Au-
pekTuBam cornacus cyébekta AaHHbIX UHbIM cnocob6oM. KnuHuyeckne cuctembl POS g0OMmKHbI UMETb BO3-
MO>HOCTb BbINOJIHEHWUSA YKA3aHHOTO BbILLE TAKUM CMOCOOOM, KOTOPLIA MO3BONUT OTNPABMSIOLLUM U MONY-
YalLWwUM IPUCANKLUUAM COOTBETCTBOBATbL CODOCTBEHHLIM 3aKOHOAATENbHEIM TPeGOBaHUAM UMK NOMUTUKE
no cornacuio.

TpeboBaHue 4. DKCTPEHHbIN AOCTYN. CPOYHas MeaULMHCKasa NOMOLLL (HanpuMep, oKasaHue NoMOoLm
naumeHTy, HaxoasLwwemy 6e3 Co3HaHUs) unu gpyrue ocodblie cuTyauuu, 40Nyckaemble 3aKkOHOM UITM NOMUTUKON
(Hanpumep, nccnegoBaHms B 06nacTu 00LECTBEHHOTO 34PaBOOXPAHEHNUST BO BpeMS aNUAEMUN UHADEKLNOH-
HbIX 3a00neBaHun), Npu KOTOPbIX MOXET NoTpeboBaThCA 4OCTYN K MCTOpUM BONE3HU nayueHTa, XpaHsawencs
B KNUHMYeckon cucrteme POS, HE3aBUCUMO OT paHee 3aperMcTpupOBaHHbIX AUPEKTUB MO pas3rnaLueHnto UH-
dopmMaumn. Bo3MOXHOCTb TAaKOro 3KCTPEHHOro A0CTYNa AOMKHA NPeaoCTaBsATLCS TOMbKO aBTOPU30BAHHBIM
nonb3oBaTensM, U ero NpUMeHeHne (BMeCTe C yka3aHMeM NpuUYKHbl, MO KOTOPOW NOMb30BAaTENb UrHOPUPYET
OVNPEKTUBY COrnacus) AOIMKHO ObITk 3apErMCTPUPOBAHO B XXypHane ayauta. 3a UCKINIo4YeHneM criy4aes, Koraa
UrHOPUPOBAaHWE AUPEKTUB COrnacusa AONyCKaeTcs 3aKkOHOM UMK NOMUTUKOW, U ANS TOro, YTOObl yCTPaHUTb He-
onpeaeneHHOCTb OTHOCUTENLHO TOr0, HAMEPEH N NONbL30BaTENb AECTBOBATL BONPEKM AUPEKTUBE COrnacus
naumeHTa, cucTemMa AOIKHa paspeLunTb NOMb30BAaTENo0 BOCMONb30BATLCA 9KCTPEHHBLIM JOCTYNOM HaNPAMYIO
Unu cucTemMa JOImkHa MHPOPMUPOBATbL 3aPErMCTPMPOBAHHOIO MOMNbL30BaTENs 40 NPeAoCTaBneHns AocTyna o
TOM, YTO OH BYAET SKCTPEHHBIM.

TpeGoBaHue 5. Peructpauus akCTpeHHOro gocryna. KnuHuyeckue cucrembl POS gomkHbI GbITh Cro-
COGHbI:

a) perncTpupoBatb COObLITUS, MPKU KOTOPLIX 06PaboTKka ANPEKTUB COrnacus Aenaet HEBO3MOXHbIM pas-
rmalleHne AaHHbIX;

b) pernctpupoBatb AEHTUUKALMOHHBbIE AaHHbIE NMOOOro NONL30BAaTENS, KOTOPbIM UTHOPUPYET AUPEK-
TUBY cornacusl cyobekTa AaHHbIX, NPUHUHY HEOOXOAMMOCTU AKCTPEHHOTO A0CTYNA, YHUKATNbHbIN nAEHTUUKA-
TOP, KOTOPbIV OyAeT MCNonbL30BaTLCA NO3Xe ANA uaeHTudukauum cyobekTa AaHHbIX, 4aTy U BPEMS UCMONb-
30BaHUSA 9KCTPEHHOTO A0CTYNa;

C) B Cryyasx koraa husmyeckoe nuuo B OpraHusauum nosnb30Barernsi HeCeT OTBETCTBEHHOCTb 3a COAen-
CTBUE COOTBETCTBUIO KOH(DUAEHUMANBHOCTU, MHOPMUPOBATL 00 IKCTPEHHOM AOCTYNE.
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Tpeb6oBaHue 6. Cornacue gaHo LOpUOUYECKN YNONMTHOMOYEHHbIM NpeacTaBUTeneM. B cnyyasix Kor-
Ja AWpekTuBa cormacus gaHa oT UMeHu OObekTa nonyyYeHuss MeaUUMHCKON MOMOLUM IOPUANYECKU YMONHO-
MOY€EHHbIM NpeacTaBuTenem, KnuHuyeckne cuctemsl POS AOMmKHbI UMETb BO3MOXHOCTb perucTpauum naeH-
TUPUKALMOHHBIX AAHHBIX 9TUX NMPEACTaBUTENEN N CTENEHW POACTBA NMpeAcTaBuTens U obbekTa nonyvyeHus
NMOMOLLU.

TpeboBanue 7. Peructpaums paspewieHun Ha u3meHeHus. KnuHuueckue cucrtemnl POS, 3anuceiBa-
IOLLMEe pa3peLualolme AMPEKTUBLI, JOIDKHbI UMETb BO3MOXHOCTL OTOOpaXKEHUA TOT0, Kakue paspeLuatoLme
AUPEKTUBBI MPU UX HanNU4Mn AErNCTBOBaNM B [JaHHLIN MOMEHT BPEMEHM ANA AAHHOrO0 O0OLEKTa NONy4yeHUs
NOMOLLU.

O6ocHoBaHue

MeauumHcKkue opraHM3auuu AOSDKHbI 3HATb, YTO OHU NOMYYMNM paspelseHune, Tpebyemoe B UX IOPUC-
AuKUMK, B Xoae cbopa, UCMONMb30BaHUA UM Pa3rNalleHns NepCoHanbHbIX AAHHLIX O COCTOSAHWUM 310POBbA.
®opmMbl pa3peLueHusi, HeobxoauMbIe ANa OPraHM3auumn, MOryT OTIMYATLCA B 3aBUCUMOCTU OT IOPUCAUKLIUM,
00CTOATENLCTB, NPU KOTOPbIX PACKPLIBAETCA MHpopMaums (Hanpumep, MEAULIMHCKOMY PabOTHUKY Unu couu-
anbHon cnyx©e), n TUna packpbiBaeMon MHopmauum (Hanpumep, 06s3arenbHbilt 0T4EeT 06 HAEKLMOHHBIX
3aboneBaHusx He TpebyeT cornacus CybbekTa AaHHbIX).

OcyLecTBneHne BBoAa NEepCoOHanbHOM MeAULMHCKON UHpopmauun B KnUHUYeckue cuctemol POS B
pamKax KOHKPETHON IOPUCANKLUMN BbIMOMHAETCA TEMU, OCHOBHbIM 00A3aTENbCTBOM KOTOPLIX ABMSAOTCSA NOsy-
YeHue M perucTpaums paspeLualolen AUPEKTUBLI CyOBLEKTOB AaHHbIX, U 3TO 4acTO NPOUCXOAUT BO BpeMs
cbopa AaHHbIX, KOra NofyyYeHne U perucTpaunsa paspelueHun asnaTca Haubonee adypekTuBHbIMU. Knu-
Huueckaa cucrema POS gomkHa npegocTtaBuTh CpeacTBa Takum o6pasoM, 4ToObl OpraHu3aunsa 34paBooX-
paHeHus MOrTa rapaHTUpPOBaTh, YTO Te, KTO ocywiectenser goctyn k MM, MoryT nony4uTb 4OCTYN TOMLKO K
TOW MHGOpMaL K, KOTopas AOCTYNMHA Ha 3aKOHHOM OCHOBaHWUM NMMOO HA OCHOBAHUW COTNACUSA UNKU 3aKOHHOTO
paspeLueHusi (Hanpumep, eCrnyu AaHHbIE PACKPLIBAIOTCA MO PACMOPSHKEHMIO CyAa).

CcbInku:

MCO 27799, NCO/M3K 15408 (Bce yactu), MICO 18308, UCO 27789.

5.3.3 OrpaHuyeHue ncnonb3oBaHUA U pasrnawleHus

Tpe6oBaHue 8. Peructpauus u xpaHeHUe TOSNbKO TeX AaHHbIX, C6Op, ucnonb3oBaHue U pas-
rnaweHune KOTOpbIX UMEKT onpeaernieHHyo uenb. [lepcoHanbHas meguumHcekas uHopMaumsa A0ormkKHa
MCMOMNb30BaTbLCA UMK pa3rnalaTbCa TOMbLKO B LENAX, COBNaAalwLMx ¢ TEMU, A51s1 KOTOPbIX OHA Obina co-
6paHa. KnuHuuyeckue cuctemol POS aomkHbl GbiTb CTPYKTYPUPOBaHbI TakuM 06pa3om, 4tobbl XpaHeHue
nonei JaHHbIX, HE UMEIOLUMX SIBHOTO OTHOLUEHWUSI K OMpeeneHHol Uenu AaHHbIX, TakKuX Kak nedyeHue u
OKa3aHWe MOMOLLM, BbICTABNEHME CYETA Ha MEAWULMHCKME YCMYrM UMW KNMUHUYECKUEe UCCNeaoBaHusi, He
OCYLLECTBMNANOCh.

Tpe6oBaHue 9. OrpaHuyeHne pasrnawieHus mHgopMaumm cy6bekTa AaHHbIX NOCTABLIMKAM Me-
OULMHCKUX YCIyr cybbeKTa aaHHbIX. Heobxoauma perncrpauusi 4aHHOro orpaHuMYeHns (Hanpumep, otkas
OT COrfnacusi UNu o0Tkas OT paHee AaHHOrO COrnacus), a Takke Tuna cornacus B Tex IOpUCAUKLUSX, KOTOpbIe
pacno3HalT OAMH UMK HECKOMNbKO TUMOB cOornacus (Hanpumep, nogpasymeBaemMoe UMK BbipaXkeHHOoe corna-
cue), n gartbl, Ha KOTOpPYIo Bbina BbigaHa AWpeKkTUBa.

TpeGoBaHue 10. 3anpeTt 3kcnopTa AaHHbIX. [lepegaya gaHHbIX B Ne4aTHOM BUAE UIU SNEKTPOHHOM
dopmate 13 KnuHU4Yeckon cuctembl POS B Apyrue cuctembl A0MKHA OCYLLIECTBNATLCS TONbKO B ONpeAeneH-
HbIX LIeNAX, HanpuMep, oKazaHue MeAWLMHCKON NMOMOLLM, PE3EPBHOE KOMMPOBAaHWE JaHHbLIX MNU nepegaya
cyObekTy AaHHbIX (MNU areHTy cyObekTa AaHHbIX) MO 3anpocy cybbekTa.

O6ocHoBaHWe

310 TpeboraHWe ABMSAETCA CTaHAAPTHLIM U TPAAULIMOHHBLIM NPUHLIMNOM YECTHOIO UCMONb30BaHUSA aH-
HbIX U HE MPENATCTBYET OKa3aHUK MOMOLLM NOCTaBLUMKAMWN MEAULIMHCKUX ycnyr. B iopucaukumsx, rae 6binm
BBEAEHbI 3aKOHOAATENbHbIE aKThl O 3aLUMTE MEAMLUMHCKMX AAHHBLIX, 9TW MOMOXEHUS, Kak npaBuno, paspe-
WwaT unu TpebyloT MHOTOKPaTHOTO UCMOMNb30BaHWUS U pa3rnalleHnsl NEPCOHANbHbIX MEAULMHCKUX JaHHbIX,
CBA3AHHbIX C MPEAOCTaBIIEHNEM MEAULIMHCKONW MOMOLLM, NOAAEPXKON paboTbl CUCTEMBI 34 paBOOXPAHEHUS
unm obecneyeHns o6LEeCTBEHHOTO 30POBbS.

Tonbko nonb3oBaTenu KNMHUMYEeckux cuctem POS, yyacTByloLme B OKa3aHWM MOMOLLM U NOAAEPKKM
obbekTa, uMeloT nogpasymeBaemoe cornacue obbekrta okasaHus MeAWLMHCKOW NOMOLLM HA nonyveHue Ao-
cTyna K AaHHbIM cybbekTa. be3 AaHHOro cornacusi HopmarbHbIA 4OCTYN K AaHHbIM HEBO3MOXeEH. Cucrema
AorkHa ObITb 06ecneveHa COOTBETCTBYIOLLIMM KOHTPONEM AOCTYNA K 3anMCAM KOHKPETHOIO CyObekTa JaHHbIX.
Hanpumep, goctyn k NoObiM MEAULIMHCKMM KapTam NnaumeHToB, 6onblue He 3aperMCTpMpOBaHHbLIX B KNUHUKE
UIM Ha Npueme, He AOMKEH CBOOOAHO OCYLLECTBNATLCS NOMb30BaTENSAMMU B JAHHOW KITMHUKE.
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CCbInKu:

OpraHusaunsa 3KOHOMWYECKOro COTPyAHMYECTBa U pa3BUTUA. MPUHLMIMBI YECTHOTO UCMONbL30BaHNUA AaH-
HbIX (OECD Fair Information Practices).

5.3.4 [locTyn cybbeKkra JaHHbIX K NepPCOHaNbHOW MeAULMHCKON MH(OpMaLMUM U ucnpaBneHue
HEeTOYHbIX CBeAeHUN

Tpe6oBaHue 11. locTyn cy6bekTa AaHHbIX. B cnyyae korga cybbekT gaHHbIX OCnapuBaeT NOMHOTY
U TOYHOCTb MHDOPMAaLMK B 3anucu cyObekTa, a OpraHM3anus He CornacHa ¢ ero OLEHKOW, KMHUYeckas cu-
crema POS gomkHa MMeTb BO3MOXHOCTb 3anNUCK HECOrNacus W/Unm NpudnHbLl 0TKasa B 0GHOBNEHUM 3anucu.

TpebosaHue 12. JocTynHOoCTb. KnuHudeckue cuctemsl POS gOmKHbI UMETb BO3MOXHOCTb BbIBOAA
UM OTOOPAKEHWUA NEPCOHANbHbIX MEAULMHCKUX AaHHbIX B hopMaTe, NOAXOAALLEM Ansi 06bekTa nonyyveHus
MEeAULIMHCKON MOMOLLM.

MpumevyaHune — B HeKoTOpbIX HOPUCAUKLMSAX Cy6'|=eKTbI AaHHbIX UMEIT NpaBo JOCTyNna K CBOUM 3anncam u
npaBo 3anpoca Ha BHECEHVE N3MEHEHWIA B NX 3anucu.

O6BocHoBaHue

MeauuuHckne yupexaeHus, kak npasuno, 6yayt ucnpasnsATe OLUMOKM TOMbKO B (PAKTUHECKUX AAHHbIX,
Takux Kak fara poxageHus cybbekta gaHHbIX. Bonpochl, kacalowmueca MHEHUS, BKIOYas AMArHo3, nocras-
NEeHHbIN MEAULIMHCKUM pabOTHUKOM, MOTYT MPUBECTU K BO3HMKHOBEHWIO Pa3HOrNacuii No noBoAy TOYHOCTM
MEAULIMHCKOW KapTbl. Bonpoc, kacalowwmiics ucnpaeneHns unuM AononHeHns, 0COGEHHO akTyaneH, ecnu UH-
hopmaLms MOXKET NPUBECTU K BO3MOXHbBIM M3MEHEHUSIM B JIEYEHUM NALMEHTA WU U3MEHEHUAM NPUHATBIX
peLueHnii, KacatoLLUXcs ero.

HekoTopble nonpasku Mnu gononHeHus ByayT umeTb 0coboe 3HaYeHwue Npu TeKyLuem OKasaHuu me-
AVLMHCKON NOMOLUM CYOBEKTY, U 3TU U3MEHEHUst AOSKHbI ObiTb COOTBETCTBYIOWMM 00pa3oM AoBeAeHbl A0
ceegeHus. K cyactblo, paspabotaHHas cuctema 3MeKTPOHHOIO yyeta 330poBbsA OyAeT UMETb BO3MOXKHOCTb
aBTOMAaTUYECKU PacnpOCTPaHATL CaMylo NOCNEAHIon UHdOoPMaUuIo, ecnn 3To TpebyeTca Ans ocyLlecTBne-
HUSA 0hULManbHO YTBEPKAEHHbIX LUenen.

CCbINKu:

NCO 27799, ICO/M3IK 15408 (Bce uactu), UCO 18308, NCO 27789.

5.3.5 ToYyHOCTBL JaHHbIX

Tpe6oBaHue 13. ToyHoCTb. KnuHnyeckue cuctembl POS aomkHbI BKOYaTh CpeacTBa obecneveHus
TOYHOCTU U nonHoTel MM B TOW CTEneHu, B KOTOPOM 3TO HEOOX0AUMO ANS YCTAHOBMEHHbIX Lienei npuMeHe-
HWA. MpuMepsl BKkNoYaloT B ce0s BHEAPEHUE CPeACTB KOHTPONS NPOBEPKU BBOAA AAHHBIX U OCYLLECTBIEHUE
NPOBEPOK LIENOCTHOCTU, TAKMX KaK onpeAeneHne KOHTPOSbHON CYyMMbI U X3LU-CYMMBI.

Tpe6oBaHue 14. UneHTUUKaLma 06 bLEKTA OKa3aHMA MeAULIMHCKON nomowu. KnuHuyeckue cucre-
Mbl POS A0MmKHbI TOYHO MAESHTMAULMPOBATL OOBLEKT OKa3aHUsi MEeAULIMHCKON MOMOLLUM B CUCTEMe nocpes-
CTBOM YHUKarbHbIX UAEHTUUKATOPOB, A0NYyCKaIOLWMX BO3MOXHOCTb NMOMCKA NOSIb30BATENSAMM, NPU NPOCMO-
Tpe UNKu M3MEHEeHUU KapTbl 0ObEKTA.

ObBocHoBaHue

Cpeana anekTpOHHOTO y4YeTa 340P0BbA JOIKHA CMOCOBCTBOBATL AOCTUXEHUIO Bonee BbICOKOro kayecTsa
MEAULIMHCKUX KapT NyTem BCTPauBaHMs annaparHoOro KOHTPOSS Ha BBOA AaHHbIX U CMOCOOCTBOBAHUS NETKOMY
06HOBNEHUIO feMorpaddMUecKux AaHHbIX 0OLEKTA NONyYEHUS MEAULMHCKON NOMOLLN.

Kpome TOro, TouHoe onpeaeneHue obbekta nonyyeHUss MEAULUMHCKON NOMOLLM NONb30BaTENs MU KIu-
Huyeckoi cuctembl POS ao npocmotpa unu usmeHexus ux NV umeer ocoboe 3HayeHue ana 6e3onacHoOCTU
nauueHToB.

CCbInKu:

NCO 27799, NCO/M3IK 15408 (sce uactu), UCO 18308, NCO 27789.

5.3.6 NoeHTudmnkauma u ayteHTUUKaLmusa nonb3oBarens

Tpe6oBaHue 15. UpeHTudukauusa nonb3opartens. Monb3osarensam knuHudeckux cucrem POS aon-
KeH 6bITb NpucBoeH uaeHtudukartop (ID nonb3osarens), KOTOPbINA, BO3MOXHO, U B KOMOMHALMAX C APYIMMU
naeHTudukaropamm (Hanpumep, UASHTUMUKATOPAMU YUPEXOEHNA UK IOPUCANKLUMKN) OAHO3HAYHO UAEHTU-
duUMpyeT KaXA0ro OTAENbLHOrO NOnNb30BaTENs U UCMONb3YETCH NpU ayTeHTUudUKkayum NnonbL30BaTens u seae-
HUM XXypHanoB ayauta. Ecnu TpaH3akumu BbIXOAST 3a Npeaensl opraHnsauumn unu opucavkuuu, ID nonb3osa-
Tens B COMETaHUU C APYron perncTpauuoHHON nHAopMaLMen nons3oeaTens (HanpuMep, MMs Nonb3oBatens,
aapec, naeHTuukaTop yupexxaeHus, uAEHTUPUKaToOp IOPUCAUKLMKN) OOIMKEH:

a) OAHO3HAYHO MAEHTUMDULMPOBATL KaXKAOro NOMNbL3OBaTENs;

b) no3BoOnATbL NPUHMMATbL PELUEHUS B CUCTEME KOHTpons aoctyna (cMm. 5.3.7);
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C) nosBonaTb c6op pedynsratoB ayauta (CM. 5.3.16), KOTOpble MOTYT OAHO3HAYHO CBA3aTb MAEHTU(DU-
KaLMOHHYI0 MH(OPMaUMIO NONb30BaTeNs C NpoBepsieMbiMU AEWCTBUAMM NONb30BATENS.

Tpe6oBanue 16. Unentndukaropni (ID) nonb3oBarens. KnuHudieckne cucreMmbl POS aomkHbl Noa-
AepxuBatb MaeHTUdMKaTOPbl nonb3oBarenen 06e3 yyera perucrpa, KoTopble coaepxar 3Haku, B3SATble U3
NCO/M3K 8859 (Bce 4actu) [Hanpumep, MCO/M3K 8859-1, Takke ussectHoin kak US ASCII (AmepukaHCKui
HaUMOHAanNbHbLIN CTaHAAPTHLIN koA AnsA odMeHa uHdopmaumeir)] unu ns NCO/MIK 10646 [Takke U3BeCTHbIi
kak Unicode (KOHukoa)].

Tpe6oBanue 17. AyteHTudukauusa nonn3oBarens. KnuHuyeckue cuctemol POS fomkHbl rapaHTUpo-
BaTb, YTO BCE NOMb30BATENMU HAAEXKHO ayTEHTU(DULIMPOBAHDI.

Tpe6oBanue 18. AyteHTudukauma nonb3oBarens. KnuHundeckue cuctemsl POS gonxHel NPOBOAUTL
ayTeHTUbukaymio KaXxaoro Nonb30BaTens nepej npeaocTaBneHmem 40cTyna K NepcoHanbHbIM MEAULMHCKUM
OAHHbLIM UMK COOTBETCTBYIOLLIMMU Cry>x0amu knuHuyeckux cuctem POS. Mo onpeaenexuio, ato TpebosaHue
BKIIOYAET AOCTYN, NPEAOCTABNSAEMbIN B Cry4asx, KOra nonb30Baresib He NOAKIIOYEH K CETU (Hanpumep, ecnu
KnuHu4yeckasa cucrema POS gocTynHa Ana AOCTyna BHE CETH).

TpeboBanue 19. Metoabl ayTeHTUdMKaLuK. [pu HaNMUUKM BO3MOXHOCTU KNMHUYECKne cuctemol POS
AOMKHBbI NOAAEPXKUBATL MHOTOAKTOPHYIO ayTEHTU(UKALMIO MONb30BAaTENS.

TpeboBaHue 20. AyteHTU(UKaLMa nonb3oBaTesnsi U cuctemsbl. KnuHudeckue cuctembl POS gomkHbl
ayTeHTUULMPOBATL KaXaoe nuuo, 3anpawumsatowlee gocryn k MMM,

KnuHuyeckne cuctembl POS AOmMKHbI rapaHTMpOBaTh NOANUHHOCTb yAaNeHHbIX y3n0B (B3auMHas
ayTeHTUduMKauma y3noBs) Npu nepegaye NepcoHanbHbIX MEAULMHCKUX AAHHbIX Yepe3 UHTEepHeT unu apyrue
U3BECTHbIE OTKPbITbIE CETU C NOMOLLBIO 3aLUMLLEHHOTO NPOTOKONA HA OCHOBE CTaHAAPTOB.

Tpe6oBaHue 21. 3awura npocdunei nonb3oBarenen, Nnaponen U Apyrux ayTeHTunKaumuoHHbIX
MapkepoB. Bce gaHHble Unu napaMeTpbl, UCMONb3yeEMbIE B NpOLecce ayTeHTUdUKauum nonb3oBaTens Knu-
HUYeckon cuctembl POS, AOmKHbI XpaHUTBCA UK nepeaaBartbes 6e3onacHbiM cnocobom, oGecnevnsaTbea
3aLUUTON OT HECAHKLIMOHMPOBAHHOIO AOCTYNA (B TOM YMCNEe NPOCMOTPAa, UBMEHEHUS UNKN YAANEHUS).

Mpu ncnonb3oBaHMM Naponen Nonb3oBaTens BMECTO AEWCTBYIOLEro Naponsa AOMKHbI XPAHUTLCA XALL-
KOZbl, BBIYMCIIEHHbIE U3 KAXA0ro napons nonb3oearens, nubo naponb AomkeH ObiTb 3awmdpoBaH ¢ NOMo-
Wb 3aLUMLLEHHbIX LUMAIPOM anropuTMoB.

Tpe6oBaHue 22. Maponu: ucnonb3oBaHue, KAYeCTBO, COPOC U U3MEeHeHus1 nonb3oBarena. Mpu uc-
nonb30BaHWK nNaponen knuHuyeckasa cucrema POS gormkHa MCMONbL30BaTh Cneaylowme cpeacTsa KOHTpona
Ge3onacHoCTu:

a) Ka4ecTBO Mapons: NpoBEpPLTe Ka4eCTBO Maporis BO BPEMS €ro co3faHus nonb3oBateneM, ybeaus-
LUMCb, K NPUMEPY, YTO NaposSib COCTOMT M3 KaK MUHUMYM BOCbMM 3HAKOB, U3 KOTOPbIX KAK MUHUMYM OAWH A0N-
eH ObITb He BYKBEHHBIM;

b) yacrora usmeHeHus napons: gobaeste PyHKUUIO, KOTOpas TpebyeT CMeHbl Napons NonbL3oBaTenem
no UCTEYEHUN HACTPaUBAEMOr0 MaKCUMarbHOrO UHTepBarna BpeMEHH;

C) CMeHa napons: NpeaycMoTpuTe aagMUHUCTPATUBHYIO (DYHKLIMIO, KOTOPAs U3MEHAET Naposnb. yYETHbIE
3anucy Nonb30BaTens, KOTOPLIE ObInM U3MEHEHBI AAMUHUCTPATOPOM, TPeDYIOT Nonb3oBaTens ANA U3MEHEHUSA
naposa BO BPEMSA CMNeayLE yCNewHon perncTpaumu;

d) 4YyBCTBUTEMBLHOCTbL K PEFUCTPY: HeOOXoAMMA NoaaepXKa naponei, YyBCTBUTENbHbLIX K PErUCTPY, KO-
TOpble coaepar 3Haku, B3aTtble u3 MCO/MIK 8859 (Bce uactu) [Hanpumep, UICO/M3IK 8859-1, Takxe u3s-
BECTHbIN kak US ASCII (AMepukaHCKMUIn HaUMOHANbHLIN CTaHAAPTHLIN Koa AnA o6meHa uHdopmaumen)] nnu
n3 NCO/MO3K 10646 [raroke nssectHbint kak Unicode (FOHukog)].

Tpe6oBanue 23. HeyaayHasa nonbiTka BxoAa B cuctemy. KnuHuueckue cucremol POS gomxkHbl npu-
HYAUTENbHO BBOAUTL OrPaHUYEHUE Ha NOCMEAYIOWME HeyAaqHble MOMbITKW NOMyYeHus A0CTyna nonb3oBa-
Tenem Ans 3almTbl OT AANbHENLWMX (BO3MOXHO, 3M0YMbILLINIEHHbIX) NONbLITOK ayTeHTUdMKauMmn nonbL3oBare-
nA. Npumepbl COOTBETCTBYIOLWMX MEXAHU3MOB BKAOYAIOT BNOKMPOBKY YY4ETHON 3anucu/ysna A0 €€ OTMEHbI
aAMUHUCTPATOPOM, BNOKUPOBKY Y4ETHON 3anucu/y3na Ha HacTpauBaeMblil Mepuoa BPEMEHN UNKN 3aEpXKKY
cneayoLero NpurnaleHus Ha perncTpaumio B COOTBETCTBUM C KOH(PUTYPUPYEMbIM anropuTMOM 3aEPXKKM.

TpeboBanue 24. O6paTHaa CBA3b C NONb3oBaTeneM B xoge ayTeHTudukaumum. KnuHnueckue cu-
crtembl POS f0mKHbI NPEAO0CTaBAATL TONbKO OrpaHUYEHHbIM NOTOK 06paTHO MHOpMaLMK NONL30BATENIO B
xoae ayteHTudukauum, KOTOpPbI HEe COAENCTBYET NOMb30BAaTENi0 B 0GHApPYXeHUN naeHtTudukaropa nonb3o-
BaTens v nNapons.

Ob6ocHoBaHue

[aHHoe TpeboBaHue obner4yaeT BeeHUe XXYPHANoB ayauTa, UHULMMPYEMbIX NOnb3oBaTensamMmu (Hanpu-
Mep, AOCTYN UNnuM U3MEHEHUe 3anucen cyObekTa gaHHbIX). AyTeHTudukayma Takke nomoraer ydoeautbcs

14



FOCT P 57301—2016

B TOM, uTO NMM[] He CKOMNPOMETUPOBAaHLI B pe3ynbrarte OCyLLIeCTBNAEMOro HeaBTOPUM30BaHHLIMU NONb30Ba-
TensaMu A0CTyna UM U3MEHEHus .

Ccbinku:

NCO 27799, NCO/M3K 15408 (Bce uactu), MICO 18308, UCO 27789.

5.3.7 YnpaBneHue ooCTynom

Tpe6oBaHue 25. Cpeacrsa ynpaeneHua BocTynoM. KnuHuueckue cuctembl POS JOmKHbI NOATBEPMK-
AaTb, YTO Kaxaoe ayTeHTUULMPOBAHHOE NMLO UM CyObekT, 3anpalmsaiowmin A0CTYN K NEPCOHANbHbLIM
MEeAULIMHCKUM AaHHbIM, aBTOPU30BaH AN A0NycKa K AaHHOW UHdopMaumu.

Tpe6oBaHue 26. Kontponb aBropusauun. lNMepea peanusauuen CUCTEMbI NEpeaaYm 4aHHbIX, OTHOCS-
wmxca k MM, knuauyeckue cucrtembl POS gOmkHbI NOATBEPAUTD, YTO 3anpaLumMBatoWuMin NoNbL30BaTeNb Ui
cybbekT umeer Heobxoaumble nNpaBa AOCTYNA.

TpeboBaHue 27. PoneBaa moaenb ynpaBrieHUA AocTynom. KnuHuyeckue cuctembl POS AOMKHbI
noaaep>kuBaTb PorneBylo moaens ynpasnenus aoctynoMm (RBAC), uMeiowyto BO3MOXXHOCTb CONOCTaBNEHUs
KaXKaoro nons3oBarens ¢ O4HOW UMM HECKONbKUMU PONSIMU U KAXA0W PONU C OAHON MU HECKONMbKUMU CU-
CTEMHbIMM (PYHKUMSIMM MU NpaBamu A0CTyna.

TpeboBaHue 28. Apyrue ¢bopMbl ynpaBneHusa goctynoM. KnuHuueckue cuctemol POS Takke A0mk-
Hbl UMETb CMOCOGHOCTbL COMOCTaBNEHUSI KAXKAOro Monb3oBaTens ¢ npaBaMmu AOCTyna, NpeaoCTaBAEHHbIMM
UIMN OrPaHNYEHHBIMU HA OCHOBE:

a) pabouel rpynnbl, K KOTOPOW NPUHAANEXMUT NONbL30BaTENb, UMK

b) koHTekcTa onepauum (Hanpumep, BpeMs CYTOK, MECTONONMKEHNE pabouen CTaHUuUM Unu 3KCTPEH-
HbIA JOCTYN).

TpeGoBaHue 29. Mepenaya AocTyna K nepcoHanbHbIM MeAULMHCKUM JAaHHbIM OOBLeKTa nonyve-
HUA noMowm. KnuHunyeckne cucrtemol POS 0MmKHbI MUMETbL BO3MOXHOCTL NOAAEPXKAHUA accounaummn mexay
BbIOpaHHbLIMU NOMNb30BATENAMM U KApTaMu 00bLEKTa NONyYEeHUs1 MOMOLLM M NPEeAOCTaBNATL AOCTYN HA OCHOBE
OAaHHOW accoumaumu; T. €. KnuHudeckue cucreMbl POS A0mkHbI MMETb CNOCOBHOCTbL NPeaoCTaBneHna nepe-
[aBaemoro 0oCcTyna K 3anMcamM Ha OCHOBE nepefayum nornbL30BaTeneM ¢ CaHKLMOHMPOBAHHLIM AOCTYNOM npa-
Ba 4OCTYyMNa K 9TUM 3anucsam Apyromy norb30BarTenio.

Mpu peanu3auuu Takoe npegocTaBneHne AocTyna He AOIKHO:

a) Mo3BOMATL MNOMb30OBATENIO C MOMOLLbIO CUCTEMHBIX CPEACTB NPEAO0CTaBNATL APYroMy NoNb30BaTenio
OOCTYN K 3anncsAM, eCrnu nNpeoCcTaBnsaiowmMin NONbL3OBaTeNb HE UMEET TaKOro Npasa A0CTyna K 3anucu unu

b) npesbiwaeT 0CHOBaHHbLIE HA pPONM Npasa A4OCTYNa NOMb30BaTENSA, NONYYAIOLEro A0CTyn.

Tpe6oBaHue 30. CooGueHue o npaBax gocryna. Knuiudeckue cucteMmol POS aOmkHbI UMETL BO3-
MOXHOCTb COOOLLEHMA KacaTenbHO onpeaesieHHOro Nonb3oBaTens, UMeeT S OH AOCTYN K 3anucsaMm onpeae-
NEHHOro 06beKkTa NONy4YeHUsi MOMOLLY U paspelleHust (NPOCMOTP, USMEHEHUE U NP.), KacaloLWMUXCa 3anucen
obbekTa Nony4yeHnst NOMOLLM.

Tpe6oBaHue 31. OrpaHuyeHue npae gocryna. B cnyyae ecnu nonb3osartens nony4aer Gonee ogHown
Nosb30BaTENbCKOW PONnu, To KNMHUYeckas cucrema POS gomkHa Nno3BONUTL NONb30BaTENIO BbIOpAThL Ty POsb,
NMPUCBOEHHYIO eMy, KOTOopas NPUMEHMMA K HE0OX0AUMOMY NOMNb30BATENLCKOMY CEaHCy.

Tpe6oBaHue 32. OTMeHa npaBa goctyna. KnuHuueckue cuctembl POS aomkHbl noaaepxueatb PyHK-
LMI0 OTMEHBI MPaB AOCTynNa nonb3oBarensi 6e3 Heo6xoAUMOCTHM yaaneHus Nonb3osaTens u3 cucTembl. Knunu-
yeckue cuctembl POS a0mkHbI UCKMIOYATL NONb30BaTENEN, YbM Npasa AOCTyNa ANa BxoAa B CUCTEMY Obinu
MOSTHOCTbIO OTMEHEHBI.

Ob6ocHoBaHue

B MOMeHT, koraa cuctema rotoBa K MCMOMb30BAHMIO, UMEETCA BO3MOXHOCTb AOCTYNa K HEN HE TOSb-
KO 3aperucTpupoBaHHbLIMM NOMb30BATENAMU, HO U, BO3MOXHO, HE3aPErMCTPUPOBAHHBLIMK. [103TOMY CUCTEMBI
OOSDKHbI ObITb pazpaboTaHbl C YY4ETOM COOTBETCTBYIOLLMX CPEACTB KOHTPONs AgocTtyna. Kpome TOro, AOMKHbI
npeaycMaTpuBaThbCsl arieMeHTbl YNpaBreHusl, KOTopble 06HapYy>XMBAIKOT NONbITKU HECAHKLIMOHMPOBAHHOTO A0-
CTyna, a TaKkke npeanpuHUMaloT AecTBuA Ans GroKUPOBKU 3TUX NONLITOK.

Ha npaktuke nonb3oBarenu KnMHMYECKUX cuctem POS (MX MOryT ObITb ThICAYM) HE MOTYT ObITb UHAUBK-
AyarnbHO conocraBneHbl ¢ PYHKLUMUSIMU CUCTEMbI MOCNE UX PErucTpauumn Ans KOHTPONs UX NPUBUIETUIA JOCTY-
na. BelNornHeHne 9TOro ConocraBneHus Ans Kaxaoro OTAenbHOro NoNb30BaTerns SABMSETCA OY4EHb CITOXKHBIM
1 NOABEPXEHO BO3HMKHOBEHUIO MHOXECTBA OLMOOK. Ckopee, Nnonb3oBaTenu AOMkHbI ObiTb OTOOPaXeHb! B
pornu, a 3atem pornu ConocTaBneHbl C PYHKLIUAMU CUCTEMBI.

BesocHoBaTenbHO nonaraTb, YTO BCE Bpavu AOIMKHbI UMETb BO3MOXKHOCTb NOMyYEHUs AOCTYNa KO BCEM
3anucsiM NaUMEHTOB B CIIOXKHOW KNMHMYeckoin cucteme POS, Tak kak B Hell MOTYT COAepXaTbCsl AaHHbIE He-
CKOMBKUX AECATKOB ThICAY CyObekToB. He06x0AUMMO BHEAPEHUE CPEACTB KOHTPONSA AN OrpaHUYEHUs A0CTyna
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nons3oBareneii. Talke MOXET CyLLLECTBOBaTb HEOOXOAMMOCTL NoAAEPXKaHUA CNUCKA OAHOW UMM HECKONMbKUX
paboumnx rpynn, YrNeHOM KOTOPOM SIBNSIETCA Monb3oBaTenb. [pumMepbl MOTYT BKNIOYATL Xupyprudeckue 6pu-
raabl B onpeaeneHHor 60nbLHULE Unu Bpadyen ¢ NpuBUNerusiMu 4octyna B onpeaeneHHon 6onbHuue. Takue
pabouue rpynnbl NO3BONSANM Obl YCTAHOBNEHUE OTHOLLEHWUI NONb30BaTENA C CyObeKTOM NOny4YeHUs NOMOLLU
Ha OCHOBE CyLLIECTBYIOLLIMX OTHOLLEHUI MeX1y CyOLEeKTOM U APYruMu YnieHaMu paboyeri rpynnbl.

Ba)xkHO OTMETUTB, UTO NepefaHHOe ynpaBrieHne AOCTYNOM He ABMAETCA ynpaBneHuem, OCHOBAHHbIM HA
«BeqayLei» ponu. Hanpumep, B AONYCTUMBIX Cy4asx Bpay oOLLen NpakTUKM MOXET NPeAoCTaBUTbL APYroMy
Bpayy (K Npumepy, CNeLManucTy) NOnHbIN AOCTYN K OAHOW M3 uctopuit 6onesHn csoero nauueHta. Cneuu-
anuCcT MOXET MO3Xe UCMONb30BaTb 3TOT AONYCK ANS BLIMUCKU NEKTPOHHOTO peuenTa ansa nauueHta. OaHako
ecnu Bpay npegocrasnger AOCTyn MeACecTpe, TO MeACEecTpa He MOXET No3aHee BbiNUCaTb 3NEKTPOHHLIN
peuenT AN nauMeHTa, Tak Kak poneBoe ynpaBrneHne AOCTYNoM, Kak npasuno, Gyaet npeaorepawarb Ocy-
LeCTBIIEHNE Takou (PYHKLMU MEACECTPON.

TpeboBaHue Ansi OTMEHbI NpaBa AOCTYNa NpeAHa3Ha4YeHo AnA ob6ecnedeHns BO3MOXHOCTU yaaneHus
NpUBUIErNMA NONb30BAaTErNs, COXPaHAS NPU 3TOM UCTOPUIO NOMb30BAaTENA B CUCTEME.

CcCbInKu:

NCO 27799, ICO/M3IK 15408 (Bce uactu), UCO 18308, NCO 27789, UCO/TS 22600 (BCE 4acTh).

5.3.8 NpuemnemMoe ucnonb3oBaHue

TpeGoBaHue 33. YBegoMneHus ansA nonb3oBaTterne. B kaxaoM ceaHce nonb3oBatens nepea unu
cpasy rnocrie BxoAa nonb30BaTefid B CUCTEMY WUIU B APYrow onpeaesieHHbin Nepuoa BPEMEHU KIMHUYeckasn
cuctema POS pomkHa otobpaxarb KOHurypupyemoe npeaynpexaeHue unu 6aHHep peructpauumn, npea-
Ha3Ha4YeHHble HaNOMHUTb NOMb30BAaTEN0 O KOHMUAEHUMANLHOCTU U HaANeXawemM UCNoNb30BaHUU NEepCo-
HanbHbIX MEAUUUHCKUX AAHHbIX, OCTYNHbLIX B CUCTEME, U/UNKU NPUMEHAEMbIX WTpadax 3a HenpaBubHOE
Ncnonb3oBaHUe CUCTEMbI.

O6ocHoBaHue

Mone3oBaTtenu kNUMHUYECKMX cuctem POS AOMmkHbI ObITb 0OCBEAOMMEHBI O CBOMX 00a3aTeNbCTBAX (3TU-
YECKUX U NPaBOBbIX) B OTHOLUEHUU NEPCOHANbHbLIX MEAULIMHCKUX AaHHbIX, A0CTYN K KOTOPbIM OHU OCYLLECT-
BMSAIOT. HECKOMNbKO 1OpUCAMKLMIA peanu3oBanu TpeboBaHuMs, N0 KOTOPbIM CUCTEMbI 0TODpaXaloT Ha BUAHOM
MecTe coolLleHue cpasy nocne sanycka npuioXeHus UM BXxoja nonb3oBaTtens B CUCTEMY, UHOPMUPY-
owee nonb3oBartens 0 ero obA3arensCTBax U NPaBOBLIX OrPaHMYEHUAX, CBSI3AHHLIX C UCMONb30BaHUEM
CUCTEMblI.

Onsa Toro 4tobbl MMETL NPaBOBYIO 3aLUMTY OT MOMb3OBATENEN, KOTOPblIe NPOMIHOPUPOBANW CPeacTBa
3alMTbl KOHUAEHUMANLHOCTU UHAOPMaLKK, OCYLLECTBUB AOCTYN K NIMYHON MH(pOPMAaLMK, HEe CBSAI3AHHOW C
ux paboToi, agMMHUCTpaTOpam, BO3ZMOXHO, NoTpebyeTca NnoaTBEepKAEHUE TOr0, YTO Norib3oBaTtenu Gbinm yeT-
KO OCBEAOMIEHLI O KOH(PUAESHLMANLHOM XapakTepe Nony4YeHHon MHPOPMaLMK U LIensSX €e UCMONb30BAHUA.
AcHoe coobLueHue, BbiaBaemMoe NOCne Bx0AAa NONb30OBaTeNs B CUCTEMY, 06eCneynBaeT JONONMHUTENbHYIO
3aLLUUTY OT BO3MOXHBIX NTOXHBIX NPETEH3MI OT NoNb3oBaTenei-HapyLUMTEnen, HacTanBaloLMX Ha TOM, YTO OHK
He 3HanM o KOHMUAEHUMUaNLEHOM XapakTepe nofy4eHHOW UHAOPMaLUWUK UK OrPaHUYEHUSIX €€ UCNONbL30Ba-
HUA. FCHblE NpeaynpexxaeHus noMoratot obnerdynTb NPoLeaypy B3blCKaHMA LWITPAgOB C HEABTOPU3OBAHHbLIX
nonb3oBarenein.

CcbInku:

NCO 27799, NCO/M3IK 15408 (Bce uactu), NCO 18308, UCO 27789.

5.3.9 Be3sonacHOCTb ceaHca W BpeMs OXuAaHUA

TpeboBaHue 34. Be3onacHoOCTb ceaHca. KnuHuyeckne cucteMbl POS fomKHbI 3alMLIaTbL aBTOMaTu-
Yeckun ynpaensemble paboyne cTaHuum 0T NOCTOPOHHKX JIULL, MOMb3YIOLMXCA BO3MOXHOCTbBIO UCTOSIb30BaHUS
paGoyen cTaHuumM, noka cucrema PyHKLMOHMPYET C aBTOMaTUYECKUM BPEMEHEM OXMAaHuA nocne Gesgen-
CTBUA.

Tpe6oBaHue 35. Bpems oxuagaHus ceaHnca nosnb3oBarens. KnuHuyeckue cucrembl POS gomkHbl 3a-
LMLaTe aBTOMAaTMYeCcky ynpasnsemsie paboyme CTaHUMKU OT NPOHUKHOBEHMS NOCTOPOHHErO nuua (nuuy) ¢ no-
MOLLIbIO aBTOMaTU4ECKOTO BPEMEHU OXUAaHus Nnocne HacTpanBaemoro nepuoaa 6e3aeiicTeus nosb3oBaTensi.
Mpumepsbl Takoi 3aLMTbl BKNIOYAOT B ce0s npUMEHEHMe NporpaMm NpeaoxXpaHeHns aKkpaHa unu 6nokupoBKu
npUnoXxeHus, TpebyoLmnx NOBTOPHON ayTeHTMdKUKaLKUM 3aperncTpMpOBaHHOIO NoSb30BaTens.

ABTOMAaTU4ECKOMY BPEMEHMU OXMAAHUSA JOIKHO NPEALLEeCTBOBATL NpeaynpexaeHne (NoABnaoLWeecs B
HacTpauBaeMmelil NPOMEXYTOK BPEMEHM) O TOM, UTO BPEeMS OXuaaHusa aktusupyetcs. Korga Bpems oxuaaHus
Ceccumn UCTeKaert, 3TOT Nonb3oBaTeslb AOMKEeH UMETb BOSMOXXHOCTb BEPHYTLCA K CEAHCY C NOMOLLbIO MOBTOp-
HOW ayTeHTUUKaLUM Unn Apyroi nonb3oBartent AOMKEH UMETb BO3SMOXHOCTb 3aBEpLUMTL NpeablayLnin ce-
aHc (6e3 ero B0306HOBMNEHUSA) AN TOro, YTOObl UMETb BO3MOXXHOCTbL NPUCTYNUTL K HOBON CECCUMN.
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TpeGoBaHue 36. Bpemsa oxugaHus noaknoveHus. MNpu Heo6XoaMMoCTH KnnHudeckue cuctemsl POS
JOIMKHbI OrpaHUyMBaTh NPOAOIHKUTENBHOCTL NOAKIMIOMEHNSA A0 UHTEPBAaNa BPEMEHU HACTPOWKK, YTOObI UHK-
LUMMpPOBaTb NOBTOPHOE NOAKIOYEHUE, €CNU NOAKIIOYEHME 0CTAaBaNoCh OTKPbITLIM B TEYEHUE OYEHb ANUTENb-
HOro nepuoaa BpemMeHMu.

TpeGoBaHue 37. Be3onacHOCTb ceaHca. KnuHuyeckasa cuctema POS gomkHa UMETb CpeacTBa KOH-
Tpons 6e30nacHOCTM CeaHca CBA3M ANS NPefoTBPAaLLEHUst MOXULLEHWUS UIU KPaXKu CeaHca norns3oBarerns.

O6ocHoBaHue

MHorvne knuHudeckne cuctembl POS yxe BHEApPUNK 3awMTy CeaHca, Mo KpawmHen mepe Ha4vanbHoro
YPOBHSA (Hanpumep, aBTOMaTUYeCKUii BbIXO4 U3 CUCTEMbl MONb3oBaTenen nocne nepuoaa 6e3gencTens unum
NPUMEHEHUE PEeXMMa COXPaHEHUS 3KpPaHa, KOTOPbIA MOXET ObiTb pa3brnokMpoBaH TOMbKO NOCNE NMOBTOPHO
ayTeHTudukauum nonb3osarens). Obpatute BHUMAHWE HA TO, YTO NMOCKOMbKY HEKOTOPblE paboyne CTaHuuu
pacnonoxeHbl Ha PU3MYECKN 3aLUULLIEHHbIX y4acTkax (HanpumMep, 3a CHETYNKOM HA3HAYEHUS NeKapCTBEHHbIX
npenaparoB B antekax), AaHHoe TpeboBaHne MOXET OblTb HENPUMEHUMbIM.

TpeboBaHue, KacarLleecs BpeMEHN OXUAaHUA NOAKIMIOYEHUS, KaK NpaBuno, npumeHserca B besonac-
HbIX NPUMOXEHUAX ANSA UHULMALMWM NOBTOPHOIO NOAKMNIOYEHUS (U, CnegoBaTenbHO, NOBTOPHOW ayTeHTUdm-
Kauumn) B criydasx, koraa nogknioYeHue OCyLIEeCTBANOCH B TEYEHWE OYEHb ANUTENBHOIO Nepuoaa BPEMEHHU.
MpoaomxuTeNnbHOCTL Nepnoaa NoaAeKaHUA MNOAKMIOYEHU BapbUPYeTCa B 3aBUCMMOCTH OT BMAA NPUNOXe-
HWUA 1 TUNa NOAKMNIOYEeHUs (Hanpumep, cepBep — CepBep UMK KIMMEHT — CepBep).

TpeboBaHue, kacaiLieecs 6e30nacHOCTU CeaHca, MOTMBMPOBAHO TEM, YTO CEaHC MOXET ObITb YKpaaeH
Aaxke nNpu Hanuuum 3awmTel (Hanpumep, SSL/TLS). Hanpumep, ecnu ceaHC OTCNEXMBAETCA NOCPEACTBOM
c¢harina cookie B URL (yHUdbnynpoBaHHbIN NOKaTop pecypca), To B HeKOTopbiX cutyayuax URL ceaHca nonb-
30BarTens MOXET ObITb MONYYEH U UCMONb30BAaH APYIMM MOMNb30BaTENEM NyTEM NMPUCBOEHUSA MTUYHOCTU NPeabl-
JAyulero nonb3oBarens.

CcbInKu:

NCO 27799, NCO/M3K 15408 (Bce vactu), NCO 18308, UCO 27789.

5.3.10 Moppepxkka AOCTYNHOCTU OAAHHbIX

TpeboBaHue 38. PesepBHOe konupoBaHue. KnuHnueckas cuctema POS gonxHa nogaepxuBatb CO3-
JaHue pe3epBHbIX KONUI JaHHbIX NPUIOXEHUsT, HADOPAa yA0CTOBEPEHUI 3aLLMTbI, XXYPHANoB ayauTa u Apyrux
AaHHbIX U ainoB, HeOBXoAUMbIX ANA HOPMarnbHOW PaboTbl KNMHUYECKON cucteMbl POS.

TpeboBaHue 39. MapannenbHoe pe3epBHOe KonupoBaHue. Ecnu knuHuyeckasa cuctema POS go-
CTYNHA B HEMPEPLIBHOM PEXUME, TO CUCTEMA AOIKHA UMETb BO3MOXHOCTL BbIMOJIHEHUSI NapannensHoro pe-
3epBHOro KOMMPOBAHUA NapannenbHo ¢ paboTon NPUNOXKEHUS.

TpeboBaHue 40. BoccTtaHoBneHue. BOCCTaHOBNEHUE AaHHBIX KNMHUYECKON cuctembl POS AOMmKHO
npeaoCTaBnATb NOMb30BaTENO BO3MOXHOCTb BO3BPAaTa CUCTEMbI B NMOMHOCTbLIO paboyee n 6e3onacHoe cocTo-
siHue. [lJaHHOe COCTOSIHME AOMKHO BKIOYaTb BOCCTAHOBIIEHUE AAHHBIX NMPUIIOXKEHUSA, HAabopa ya0CTOBEPEHUI
3aLMTbI U XKYPHarNoB ayauTa, a Takke AOMKHO obecneunBaTb BO3ZMOXKHOCTb NPOBEPKM MOSIHOTbI BOCCTAHOB-
NEHHbIX AaHHbIX (Takke cMm. 5.3.13).

TpeboBaHue 41. BoccTaHOBNEHUE coAepXKaHUs INEKTPOHHOM KapTbl NauMeHTa Ha npeawecTBy-
OWUIA MOMEHT BpeMeHU. KnuHuueckne cuctembl POS A0mKHBbI NO4AEPKUBATb BO3MOXHOCTb OTOOpaXKeHUst
coaepxaHus noboi KapTbl CyObekTa AaHHbIX, KOTOpble OblNK 3anucaHbl UMK YXe UMEenucb Ha nobyio npea-
LUECTBYIOLLYIO AaTy UNN BPEMSI.

OBocHoBaHue

KnuHuyeckue aaHHblE ABNAIOTCA LIEHHbIM, JOPOrMM, U B paAe Criydaes He3aMeHUMbIM PECYPCOM, U UX
COXPaHHOCTb UMEET ONPOMHOE 3HaYeHue.

KnnHnyeckue cuctemol POS gomkHbl co3gaBatb BO3MOXHOCTb ANS CO3A4aHUA 3aLMLLEHHBLIX KOMWUMA, KO-
TOPbIE AOMMKHbI COOTBETCTBOBATL CNeAyLLMM TpeBoBaHUSM:

- 9KCnopTupyiTe aTtpubyThl 3aLMThI BMECTE C AAHHbLIMY;

- ybeauTecb B TOM, YTO NPU BOCCTAHOBIIEHUM U3 PE3EPBHON KOMUK BCE aTpubyThl 3aLLMUTLI U UX aCCOLM-
aumu ObiNy aBTOMATUMYECKM BOCCTAHOBMEHLI 0€3 BMELLATENbLCTBA aAMUHNUCTPATOPA;

- ybeauTecb B TOM, YTO TONMbKO aBTOPM3OBAHHELIN OMEpaTop apxuBa MOr NPOU3BOAWUTE SKCMOPT U BOC-
CTaHOBMEHWE Pe3epBHON KONuU, yOeauBLUUCE, YTO AOCTYN K MHOPMAaLMK CTPOTO OrPaHUYEH;

- obecneysTe BO3MOXHOCTb 3anycka pe3epBHOM0 KOMMPOBaHUA napannensHo ¢ paboTol NPUINOXEHUH,
Ansi KOTOPbIX cMcTeMa paboTaeT HENPEPLIBHO;

- ybeauTecb B TOM, YTO MHopMaums Obina NpoBeEpeHa Kak Npu CO34aHWUK, Tak U NPU BOCCTAHOBIEHUN
ee pe3epBHON KOMuu;
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- (PYHKUMOHAMbHbIE BO3MOXHOCTU BOCCTAHOBIEHUS CUCTEMBI AOMKHbI NPUBOAUTL K BO3BPATY B MOSHO-
CTblO paboyee 1 6e30MacHOE COCTOSIHNE, KOTOPOE BKIOYAET BOCCTAHOBMEHWE AaHHbIX NPUNOXEHUs, Habopa
YAOCTOBEPEHUI 3aLUUThI U XKYyPHaNoB ayauTa B UX NPEXHEE COCTOSAHUE.

CChInKu:

MCO 27799, NCO/M3K 15408 (Bce wactu), MICO 18308, UCO 27789.

5.3.11 3awmTa OaHHbIX B X04€ nepenayv

KnuHnyeckune cuctembl POS gOMKHbI NPUMEHATL anropuTmbl LWUMEPPOBAHUA MHPOPMaLUKN U MPOTOKONbI,
COOTBETCTBYIOLLME NPOMbILLFIEHHBLIM CTaHAApTam, Ana nepegayuun MM no cetn MHTEPHET unu gpyrum OTKpbI-
TbIM CETAM ANA NOAAEPKKM KOH(DUAESHUMANBHOCTU M LENOCTHOCTU AaHHbIX.

Tpeb6oBaHue 42. LndpoBaHne gaHHbIX B Xxoae nepenavun. B KMMHUYECKOW CUCTEME, COCTOALLEN
U3 KOMNOHEHTOB, PacnpeeneHHbIX N0 HECKONbKUM KOMMNbIOTEpaM Ui CUCTemMam, CBA3b Mexay STUMU KOM-
NMOHEeHTamMu AorkHa (Yepe3 UHTepHeT unu apyrue OTKpbITble CeTH) 00naaarb CrieaylowmmMm KOMNOHEHTaMK
3aLUMUThI:

a) ayTeHTuMKauMsa yyacTHMKa (Hanpumep, KNMeHTa unu cepeepa);

b) LenoCTHOCTb AAHHbIX;

C) KOH(MAEHUManbHOCTb AaHHbIX.

Mpumepbi

1 CeaHchbl ces3u KiuHUYecKol cucmembl POS mMexdy KOMIOHEeHMOM KilueHma u cepeepom fnpoucxodsim
yepe3 HmepHem unu Opyaue omKpbimblie cemu C 803MOXHOCMbLIO aymeHmMuguKayuu cepeepa, noddepKu
yesniocmHocmu QaHHbIX U KOHGhudeHuanbHocmu 0aHHbIX.

2 CeaHchbl cesi3u KnuHu4Yeckol cucmembi POS mexdy knueHmckum 6paysepom u Web-cepeepom npoucxo-
dsim 4yepe3 iHmepHem unu dpyaue omKpbimbie cemu NpU Haauyuu 3auwumsi Ha ocHoee Web-mexHomnoauu, Ha-
npumep, 3alyumbi mpaHCnopmHo2o yposHsi (TLS) dns obecnevyerHus aymeHmugukayuu cepeepa, Ues1ocimHocmu
QaHHbLIX U KOHGhudeHyuanbLHocmu 0aHHbIX.

Tpe6oBaHue 43. MNoarBepxaeHUe NonyUYeHUs AaHHbIX. C LEnbio rapaHTum Toro, YTo nepeaaBaemMble
JaHHbIe MONyYeHbl, KNMMHUYeckue cucteMbl POS A0MKHBLI MCNONbL30BaTb CPeACTBA ynpasneHus 6e3onacHo-
CTbIO AN NOATBEPXAEHUA MONMyYeHUa UM AOCTaBKU AAHHBIX, €CNK nepeaaya AaHHbIX MPOUCX0AMUT 3a npe-
JenaMu BHELHMX rpaHuy M3n4eckon 3awmTbl, koTopas obecneunsaet 6e30nMacHOCTE cpeacTs 00paboTku
WHbopMaLuu.

O6ocHoBaHue

MepexsaT KOHMUAEHUMANBHOW NEpPCOHANbHON MH(pOPMaUMKN NpeacTaBNAeT CepbesHylo yrposy Ana
31paBOOXPAHEHUs], U €€ 3N0HAMepPEHHOE 3MEHEHNE NpU Nepeaave MOXET NPUBECTU K CEPbe3HbIM nocnea-
cTBusaM. ObecneyeHune KoHuaeHUManNbHOCTM U uenoctHoctu MM, nepegaBaembix KIIMHUYECKON CUCTEMON
POS, aBnsieTcss MUHUManNbHbIM TpeboBaHUEM.

HOpUCANKLUMOHHBbIE 3aKOHOAATENbHBLIE aKThbl, Kacalwmeca UHdopMaumn 0 COCTOAHUU 3A0POBLA, Kak
npaBuo, He CoAePKaT KOHKPETHLIX HanNpaBNEeHUN OTHOCUTENBHO KpunTorpadpnuyeckomn 3awmTbl MHpopmaLmm
npu nepeaade, 0AHAKO CyLLIECTBYET HECKONbKO 06LLMX TpeBoBaHUi, KOTOPbIe OCHOBAaHbI HA OTPACNEeBbIX CTaH-
Japrax no kpuntorpadoum u kpuntorpauyeckum NpoTokonam.

B cny4ae He06x0aAMMOCTH, CUCTEMA AO0MKHA NONYYUTb NOATBEPXKAEHUE NonNyYeHus npu nepeaade MNMA,
4yTOObI rapaHTUPOBATh, YTO NepeaBaeMble JaHHbIE GbiI NONYYEHbI.

Ccbinku:

NCO 27799, NCO/M3K 15408 (Bce uactu), UCO 18308, UCO 27789.

5.3.12 3awmTa AaHHbIX NPU XPaHEHUN

Tpe6oBanue 44. 3awmra 3KCnnyaTauMOHHbIX AaHHbIX. KnuHnyeckue cuctembl POS A0MKHLI crne-
AUTb 3a TeM, YTOObI NIMYHbIE AaHHbIE, XXypHarnbl ayauTa U AaHHbIe, CBA3aHHble ¢ 6e30NacHOCTbIO, HanpuMep
npocunu nonb3osarensi, ObIMU NONHOCTbIO 3ALUULLEHBI OT HECAHKLIMOHMPOBAHHOMO A0CTYNa U M3MEHEHUA B
npouecce xpaHeHns a 6ase gaHHbIX /unu hannosbiX cUCTEMaX.

Tpe6oBaHue 45. 3awuTa AaHHBIX HA NOPTATUBHLIX HocuTenax. MNpu xpaHeHuu NMMI Ha NOGLIX HO-
CUTENAX UM CbeMHBIX M NOPTATUBHLIX Npubopax (Hanpumep, dnew-Hakonutens, CD-ROM, PDA unu nopra-
TUBHbBII KOMNBIOTEP) KIMMHUYECKUE cucteMbl POS aomkHbI NoagaepxuBaTh UCNonb3osaHue opmarta wmdpo-
BaHWA, COOTBETCTBYIOLLETO OTPACIeBbIM CTaHAapTaMm.

Tpe6oBaHue 46. 3awuTa AaHHbIX B XpaHuUuie AaHHbIX. KnuHuvyeckne cuctemsl, XpaHsawme cneay-
IOLWME TUNBI AaHHbLIX, AOMKHBI 00eCneYnBaTh 3aLUTy STUX AAHHBLIX OT HECAHKLIMOHWPOBAHHOIO A0CTYyNa:

a) nepcoHansHasa uHdopmauua (HanpuMep, NepcoHanbHbIE AaHHbIE NAUMeHTa unu apyraa uHgopma-
uua, KoTopas UAeHTUMULMPYET NaUMeHTa);
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b) nepcoHanbHbIE AaHHBIE O COCTOSAHWUMU 300POBbLS;

C) OaHHble CUCTEMbI C 0COBLIMU TPeGOBaHUAMK NO MHAOPMALIMOHHON Ge30MacHOCTM (BKNOYaa AaHHbIe
npodunen NonL30BaTENEN N XypHansl ayaurta).

O6GocHoBaHue

3awwmTta MM uMeeT CyLLEeCTBEHHOE 3Ha4YEeHWe, eCnun UCNonNb3oBaHWe 1 pasrnalleHne aHHon UHGop-
MaLuK AOIMKHO KOHTPONUPOBATLCA.

LLndpoBaHne xpaHunuLy AaHHbIX NO-NPEXHEMY BCTPEYAETCA PEAKO B 34PABOOXPAHEHUM, U MEAULMH-
CKWE OpraHu3auun He creLuat UCcnonb3oBaTbh COBPEMEHHbIE TEXHONOMMM Ans WndposaHus 6a3 gaHHbIX. CoT-
HU TbICAY He3aLWMnPOBaHHbLIX KApPT NaUMEHTOB ObiNM NOTEPSHLI HA NOPTaTUBHLIX HOcuTEnsAx ¢ 2007 r. LLnd-
POBaHUE UrPaEeT BaXKHYIO POSb AN 3alMThl AaHHbIX HA NOPTAaTUBHbLIX HOCUTEMNSAX U YCTPOWCTBAX.

3almTa perucTpaumoHHbIX AaHHbLIX MONb30BATENS UTPAET BAXKHYIO POMb AN NOAAEPXAHUA UX NOMHOTI
(1, COOTBETCTBEHHO, LIENTOCTHOCTU MpoLecca ayTeHTMdMKaLmmn nonb3osarens). 3awmra nx KoHugeHumanb-
HOCTM TaKXKe UMEET CYLLECTBEHHOE 3Ha4YeHUe ans noaaepXaHus JOBepusl MOCTABLLUMKOB MEAULMHCKUX YCNYT
(koTopble, K NpUMepy, NPOTUB HEPAa3PELLUEHHOrO pa3rnaLlleHnsa UX KOHTaKTHON nHdopmauun).

HecmoTpsa Ha TO UTO hmanyeckan 3alyuTa XpaHunuL, AaHHbIX Bcerga OyaeTr UMeTh CyLLeCTBEHHOE 3Ha-
yeHue (ansa 3awmTbl paboTocnoCoBHOCTM CUCTEMBI), B COOTBETCTBYIOLLMX CyYasax npyu NPOEKTUPOBAHUU HO-
BbIX CUCTEM CreflyeT paccMaTpuBaTth AeMAEHTUMPUKALMIO U LUMAPOBAHUE.

CCbInKK:

NCO 27799, UICO/M3IK 15408 (Bce yactu), NCO 18308, UCO 27789.

5.3.13 LlenocTHOCTb OAaHHbIX

Tpe6oBaHue 47. LlenoCcTHOCTb BBOAOB AAHHbIX. [laHHble, umnopTtupyemsie us apyrux EHR nocpea-
CTBOM MOPTATUBHOTO YCTPOMCTBA, AOMKHbI OblTh YE€TKO aCCOLMUPOBAHLI ¢ OOBEKTOM MOMyYEHUsI MOMOLLM U
nevaLimm Bpayom, MECTOM, AaTON U BPEMEHEM UMIMOPTA, a TaKXKE C NONb30BaTENeM, KOTOPbIA UMNOPTUPYET
JaHHbIE.

TpeboBaHue 48. LlenocTHOCTL AaHHbIX B xo4e o6paboTku. Cpeacrea ynpasneHus AOMKHbI ObiTb
roTOBbl K UCMNOMb30BaHUIO B KIMHUYECKOW cucteme POS ana npoeepku LenocTHocTu AaHHbiX EHR ¢ uenbio
npeaoTBpaLLEeHUa AENCTBMI NONb30BATENA UMW OTKA30B CUCTEMbl OT HECOOTBETCTBUSA AaHHbIX UMK OTKA30B B
LIENOCTHOCTU CCbINMOYHbIX AAHHbIX ANA CBA3EN MeXAy 3anuMcAMU aHHbIX.

TpeGoBaHue 49. LlenocTHOCTb BbiBOAOB AaHHbIX. KnuHuyeckue cucrembl POS aonxHbl obe-
CNeynBaTb YNTATEMO BO3MOXHOCTL NMPOBEPKM MOMHOTHI NeYaTHbIX KOMUW AOKYMEHTA (HanpuMmep, «crpa-
Huua 3 u3 5»).

O6ocHoBaHUe

371 TpeboBaHMA ABNAIOTCA MUHUMATIbHLIMU AN o6ecneyeHust UeNOCTHOCTU AaHHbIX. OHU TaKke npe-
AOTBPALLAIOT MNOXO0 3aLUMLLEHHOE, BbIBOPOYHOE OTOOPAXKEHUE AAHHBIX.

Ccbinku:

NCO 27799, UCO/M3IK 15408 (Bce yacru), MCO 18308, NCO 27789.

5.3.14 XpaHeHue 3anucemn

Tpeb6oBaHnue 50. XpaHeHune. KnnHuueckne cuctembl POS A0mKHbI OCYLLUECTBNATL XPaHEHUE AAHHbIX B
TeYeHne NepuoaoB, YyCTAHOBIIEHHbIX 3aKOHOM MW NONUTUKON opraHu3aumun. Korga aaHHble 60nblue He HyX-
Hbl, OHW MOTYT ObITb yAaneHsl, €Cnu 3T0 paspeLleHo 3aKOHOM U NONUTUKON opraHu3auuu. B aTom cnyyae oHu
DOMKHbI GbITb yaaneHbl 6e30nacHbIM ¢Noco6oMm, CTepTbl UNK CAeNnaHbl aAHOHUMHBIMU TakUM 06pa3om, YTOGbI
nNpoLece yaaneHus He NPpUBOANN K HapyLLEHUSIM KOHUAEHUMaNbLHOCTH U 6e30NacHOCTH.

O6GocHoBaHue

HekoTopble TUNbl AaHHbIX 06bEeKTa NONYYEeHUsS NOMOLLYM MOFYT OCTaBaTbCA KMMHWMYECKU 3HAYMMbIMK
B TEYEHUE MHOrMX net. B HECKONbKMX I0pUCAUKLMAX CyLLeCTBYIOT TpeboBaHUA kacaTenbHO TOro, 4To nep-
COHanbHbIE MEAULMHCKME AaHHble AETEeN UNKU NOAPOCTKOB AOIMKHbI OCTaBaTbCA AOCTYNHbIMU B TEYEHMWE
10 ner nocne aocTwxeHusa peGeHKOM coBeplueHHoneTus (Hanpumep, BocemHaauatu net). KnuHudyeckue
cucrteMbl POS a0omkHbl ObITb NOCTPOEHbI C YY4E€TOM Takux TpeboBaHuit K apPXMBUPOBAHUIO, KOTOPbLIE NO3BO-
NS0T MHOPMAaLMKN XPaHUTLCA A0 TEX NOP, NOKa 3T0 HeobXxoaMMO, a BNOCNEACTBUM YAANAaTLCA 6e30nacHbIM
Cnocooom.

CCbInKK:

NCO 27799, NCO/M3K 15408 (sce uacru), UCO 18308, UCO 27789, NCO/TS 21547.

5.3.15 MapkupoBkKa gaHHbIX

Tpe6oBanue 51. MapkupoBka. KnuHuyeckue cuctembl POS aomkHbl MHGOPMUPOBATL KaXKAOro
nonb30BaTensi 0 KOHPMAECHUMANBHOM XapakTepe W LensiX UCMONb30BaHUS NEPCOHANbHbLIX MEAULUHCKUX
JaHHbIX NyTEM OTOOpaXkeHUst AAHHOW MAPKMPOBKM (B COMMAcOBaHHOM MECTE M MNopsiAke) Ha neqarHow
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Konuu, otobpaxaioLleinn aaHHble. KnuHuyeckue cuctembl POS aomkHbl NGO nokasbiBaTb JAHHYIO MapKu-
poBKy Ha noboM akpaHe, oTobpaxaloweM aaHHble (B COrmacoBaHHOM MeCTe M nopsiake), nubo otobpaxarb
OAaHHYIO MAapKUPOBKY MONb30BATENIO NPU BXOAE B NPUMOXEHME.

Ob6ocHoBaHue

[aHHoe TpeboBaHWe rapaHTUPyeT, YTO BCE MOCTABLUMKA MEAULIMHCKUX YCIyr U obcnyxusalowmn nep-
COoHan 0CBeAOMIIEHbI O TOM, YTO KOHKPETHaA MHopMmaumsa, npocMaTpuBpaemas MU, SIBAETCA KOHPUAEHUU-
anbHOWN U MOXET ObITb MCNOMb30BaHA TOMNbKO B KOHKPETHLIX Liensx (HanpuMep, nevyeHuu U okasaHum NOMoLLm).
3T0 0COBEHHO BaXKHO B Cry4ae, ecnu uHopMaLus cogepXUTCs B ANEKTPOHHbIX NUCbMAX, dhakcax u apyrux
OOKYMeHTax, KOTopble MOTYT coaepatbh KOHbMAEHUMaNbHYIO U He KOH(buAEHLManbHy0 UHpopMauuio 0aHo-
BPEMEHHO.

HecmoTpst Ha TO UTO U3BECTHO, YTO 3aABNEHUS 0 KOH(PMAEHUMANLHOCTU MOTYT ObITh HE 3amMme4veHbl NOSb-
3oBarenamu, nNpUBLIKLWLMMK K TaKUM npeaynpexaeHnam, Takue 3adasrneHusa oCtalotcd npenmywecTtsom, obe-
cneynBaroM OCHOBaAHUA ANA npusneYeHnAa K erﬂOBHOVI OTBETCTBEHHOCTU I'IOJ'II:3OBaTeﬂel7I, KOTOpblIE HE OT-
Hecnucb K MHOpMaLm ¢ 4OSMKHLIM BHUMAHUEM.

CCblSKu:

NCO 27799, UCO/M3K 15408 (Bce wactu), MICO 18308, UCO 27789.

5.3.16 Ayaut

TpeboBanue 52. Peructpauma ayaura. Knuinyeckue cucreMbl POS AOmkHbI peructpupoBarb colbl-
TUS1, CBA3@HHBIE C UCNONb30BAHUEM CUCTEMBDI (T. €. 3anyCK U OCTAHOBKA CUCTEMBI, BXOA W BbIX04 NOMb3oBaTe-
ns, BpeMs OXUAaHUsi ceaHca, pe3epBHOe KONMUMPOBaHUE U BOCCTAHOBNEHUE, OBNOKUPOBKA YYETHLIX 3anucei) U
ynpasneHueMm nHdopmaymein o0 COCTOAHMM 340p0BbA (T. €. co3faHue, A0CTyN, USMEHEHUE U apXMBUPOBAHME,
a TaKKe MMMNOPT, IKCNOPT, NeYaTb UM UHOE pa3srmalleHne NepCOHanbHbIX MEAULIMHCKUX AAHHbIX).

TpeboBanue 53. 3anucaHHana nHgopmMauma. [Ansa Kaxaoro U3 3Tux cobbITUI A0MKHA 3aNUCLIBATLCS
ynpaensowias nHopmauus, T. €. BpeMs coObITus, uaeHTudumkaums u ponb nonb3osarens (B crny4anx koraa
nonb3oBarerib MOXeT BbI6MpaTb OAHY PONb U3 HECKONbKUX Nepea Ha4yanom nonb3oBaTenbCKoro cecha), nn4y-
HOCTb 0ObeKTa NoNnyYeHns MOMOLLM U XapakTep cOObITUS, MPOBEPEHHOIO ayAUTOM.

Tpe6oBaHue 54. MpoBepka XxypHana ayaura. Paiinbl XxypHana ayauta JO0IDkHbl UMETb COOTBETCTBY-
lolmMe cpeacTsa 3alyTbl ANs nNpeaoTBpalLeHns U3SMEHEHUA U HECAHKLMOHWPOBAHHOrO aoctyna. Mpumepsbl
Takux CPeacTB 3aLUMThl BKIIOYAKOT CPeacTBa YNPaBneHUsa AOCTYNOM, YHUKanNbHbIE NOPSAKOBLIE HOMepa AnA
npeaoTBpaLLEHUA yaaneHusi, 3almTy OT U3MEHEHUIA U NepuoanyYecKoe Unu NoCTOSSHHOE pe3epBHOE KONUPOo-
BaHue.

TpeboBaHue 55. UHTepderic ayguTa. [JJOCTYn K AAHHBIM ayauTa AOMKEH CTPOro KOHTPONMPOBATLCA U
TakxKe noanexarb ayauTy. [locTyn AOIMKeH OCYLLEeCTBATLCA K COOTBETCTBYHIOLLEN UHOPMALMOHHON CUCTEME,
KOTOpas MOXET BBOAUTL B AEWCTBUE STU CPeACTBA KOHTPONS, a He HeNOCPEACTBEHHO K CAMOMY ayaUTOPCKO-
My cneay. Cuctema ayauTa AormkHa NpefocTaBnATb BOZMOXHOCTU U UHCTPYMEHTLI UCCNIeA0BaHNSA ANA YTEHUSA
WHopMaLMK No ayauTy M3 ayauTOPCKON AOKYMEHTaLUMM U 3anpalumMBaHus XXypHana ayauTta ans:

a) uaeHTMdrKaLumm Bcex nosnb3oBaTeneil, KOTopble OCYLLEeCTBNANM AOCTYN U U3MEHSINU ONpeaerneHHble
3anucy cyGbekTa AaHHbIX 3a ONPEAENEeHHbI Nepuoa BpEMEHU, Unu

b) naeHTUdMKaUMKn BCEX AEWCTBUII onpeaeneHHoro nonb3osarens (BKOYasa Bce AOCTYNbI K 3anucsiM
cy6GbekTa AaHHbIX) 3a OnNpeaeneHHblii Nepuos BPEMEHH.

TpeboBaHue 56. XpaHeHue xypHana ayauTa. X0oTs NpOAOIKUTENBHOCTb XpaHeHust (hainos xypHana
ayauTa SBNAETCH OAHMM U3 BONPOCOB OPraHU3aLUMOHHON NONMTHUKK, KOTOPAs MOXET pa3nnyaTbCsi B 3aBUCUMO-
CTU OT IOPUCAMKLMIA, CUCTEMA ayauTa A0SHKHA NOAAEPKUBATL XPaHEHUE 3anuceil XxypHana ayaura.

TpeboBaHue 57. CoGbiTuA, noaBepraembie ayauty. >KypHansl ayanTta KnuHu4eckoit cuctemsl POS
JAOSKHbI NPOBEPATL criegyowye cobbiTus:

a) cosaaHue, 0GHOBNEHME MEQULIMHCKUX KapT UNKU OCYLLECTBNEHUE JOCTYNA K HUM (Hanpumep, otobpa-
KEHWEe Ha 3KpaHe, pacneyaTka, CkaduBaHue);

b) [OCTYN K fJaHHbIM, KOTOPbIE BbINK 3aLUMLLEHbI UMW CKPbITbI COFMIACHO YKa3aHuto nauueHTa/nuua (skc-
TPEHHbI 4OCTYN);

C) Co3jaHve N U3MEHEHWe AUPEKTUB COrnacus nauueHTa/nuua;

d) 3anpoc nepcoHanbHbIX MEAULIMHCKUX AaHHBIX;

e) uMmnopt MNMI (npuem), BKIOYan nepegady AaHHbIX, 0OMEH AaHHbIMMU;

f) akcnopt MMQ, Bkntovas nepegady AaHHbIX, 0OMEH JaHHbIMU U NeYaTh;

g) AeiicTBus, CBA3aHHbIE C NOMb30BaTENeM, POrbio U YNPaBreHUEM rpynnamMm, a Takke

h) pocTyn Kk >XypHany ayauTa.
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YKypHanbl ayauta KnuHu4eckon cuctembl POS A0mMKHbI TAKXKE UMETb BO3SMOXHOCTb NPOBEAEHUA ayau-
TOPCKON NPOBEPKN CReayLLUX COBbITUIA:

- 3anycka u OCTaHOBKW CUCTEMBbI,

- NONbITKM ayTeHTUdUKaLMM Nonb3oBarTens u pesynsrara (YCnewHo unu HeT);

- 3aBepLueHus paboTbl NONbL30BATENS, BPEMEHU OXUAAHUS CeaHca, BrTOKMPOBKM YUETHON 3anucu;

- pes3epBHOro KONMPOBAHUS U BOCCTAHOBNEHUA (MPU MHULMALUKU CaMOi CUCTEMON);

- poctyna k 6ase AaHHbIX;

- owmnbku ayTeHTudukaumm yana;

- co3paHua/yTeepxaeHUs uudpoBon NOANUCH;

- COObITWIA ynpaBneHns CUCTEMON 3aLLMTLI, BKITKOYasA U3MEHEHWE Napons, W

- yAaneHus Kapr.

KnuHuyeckne cucremsi AO0JDKHbI NO3BONATL aBTOPU3OBAHHOMY aAMUHUCTPATOPY yCTaHaBnuBartb A40N0N-
HEHWA U UCKITIOYEHMA NO CODBbITUAM, MOABEPraEMbIM ayAUTY, HE BKIIIOYEHHBIM B CMIUCOK, YKA3aHHbIN BbILLE.

TpebosaHue 58. MuHumanbHoe cogepkaHme sanucaHHon nidopmauun. XXypHan ayauta KnmHuye-
cKoW cuctembl POS aomkeH BKNIOYAThL CrieayoLyio nHdopMaLmio:

a) 3anucb C UAEeHTUUKALMOHHON MHAOPMAaLMEN NoNb30BaTeNs;

b) 3anucb ¢ uaeHTUdPUKaLUMOHHON MHOPMALIME OTBETCTBEHHOTO NUA — nuua, OCYLLECTBISIOLLEro
BBOA UK A4OCTYN K AAHHbIM, €CIU OHO HEe SIBMNSIETCS NOfb30BaTenem;

C) ponb, OCYLLECTBNSAEMYIO NONb30BaTeneM (B Cryyasx korga nofb3osarenb MOXeET BblOpaTh OAHY U3
HECKONbKWUX PONEN nNepes Ha4anom ceaHca nornb3osarens);

d) opraHusauuio nonb3oBaTens, OCYLLECTBAIOLIEro AOCTyN (B CNy4asx Koraa nofb3oBarenb OCYyLLEeCT-
BIIAET AOCTYN K MHCpOpMALIMKM OT MMEHU HECKONbKUX OpraHu3aLmii);

€) xapakTtep coObITus, NOABEPTrHYTOrO ayanTy, U UAECHTUMUKATOP AAHHbIX, CBA3AHHBLIX C COObITMEM (Ha-
npumep, ID nauueHTa, ID coobenns), NoaBEpPrHyThIM ayauTy;

f) dyHKUMK, BbINONHAEMbIE NONb30BATENEM;

g) BPEMEHHYIO OTMETKY (aaTy U Bpemsi COObITUS);

h) B cryyae 9KCTPEHHOro AOCTyna K 3abNOKMPOBAHHLIM UIN CKPLITIM 3aNUCAM UM 4acTAM 3anucen
NPUYKHY SKCTPEHHOTO A0CTYNA, BbIGPaHHYIO NONb30BaTenem, OCyLUeCTBAAIWMM AOCTYN;

i) maeHTuukaunoHHyto nHcopmaumio nuUa, OTBETCTBEHHOIO 3a NPUHATUE PELLEHUid, B Cny4Yae uame-
HEHUI B AUPEKTUBAX COrNacusl, BHECEHHbIX 3aMeCTUTENEeM NuUua, OTBETCTBEHHOTO 3a NPUHATUE PELLEHWUN;

j) OKOHe4yHOe YCTPOWCTBO UNU TOYKY AOCTYNa (NPU HaNU4un);

k) B crniyyae u3aMeHeHus1 napons nofb3oBaTernb, Yel Naponb Obin U3MEHEH;

I) NopsAKOBbI HOMEP ANS 3aWWTbl OT 3N0YMbILLSIEHHBIX NONLITOK NOBPEAUTb KOHTPOMbHLIN XXypHarn,
Hanpumep, NyTemM U3MEHEHUSI CUCTEMHOWN AaTbl.

Tpe6oBaHue 59. NHTepdeiic ayaura. Knuinyeckana cuctema POS pomkHa nogaepxueath BeaeHue
XypHana B o0wieii 6ubnuoteke ayauta [HanpuMep, UCNONb3YSA CXEMY U CPEeACTBa Nepeaaqu, ykasaHHble B
cneundukayum xxypHana ayauta npocunsa ayautopckux cneaos U ayteHtudukauum yana IHE (ATNA)].

CucteMa JoskHa NpefocTaBnsATb aBTOPU3OBAHHOMY aAMUHUCTPATOPY BO3MOXHOCTb CYUTLIBAHUS WUH-
copmaLum no ayauTy U3 ayauTopcKon JOKYMEHTaLUmu No KpanHen Mepe oaHUM U3 Crieyowmx cnocotos:

a) cuctema AomkHa NpegocTaBnsiTh BOSMOXKXHOCTb CO3AAaHMS OTYETOB HA OCHOBE WHTEpPBAnoB Aart U
BPEMEHU UK

b) cuctema AomKHA MMETL BO3MOXHOCTb 9KCMOPTA AaHHbIX XXypHana TakuMm obpasom, utobbl obecne-
YNTb CBSA3b HA OCHOBE AaTbl U BPEMeHU [Hanpumep, cuHxpoHusauma UTC (BceMupHOE KOOPAUHUMPOBAHHOE
Bpems)].

Tpe6oBaHue 60. 3awmTa XxypHanoB ayaura. KnuHuyeckue cucreMbl POS AOMKHbI:

a) 3anpeLyatb Nonb30BaTeNsAM OCYLUECTBMATb AOCTYN K BBOAMMBLIM JaHHbLIM XXypHana ayauTa, 3a uc-
KMIOYEHNEM TEX aBTOPU30BaHHbLIX NONbL30BATENEN, KOTOPLIE MOMYYUIN ABHbIA AOCTYN C NPABOM CYUTbIBAHUS
WUHbopmauun, n

b) 3anpewyartb nonb3oBaTensM BHOCUTb UBMEHEHMS B AAHHBIE XXypHara ayauta.

CucteMa AomkHa 3aliMTUTb AOCTYN K ayAUTOPCKON LOKYMEHTaLMU U AOIDKHA OFPaHuYnUTb AOCTYN K CU-
CTEMHbIM MHCTPYMEHTaM ayauTa U KOHTPONMbHOMY XypHany, 4To6bl NpeaoTBpaTUTe HENPaBUbHOE CNOSb30-
BaHWE UMW HECAHKLMOHWPOBAHHOE pa3rnalleHue YacTHOW MHAopMaLun, B TOM YUCNE YAANEHWe Uiu BHECe-
HWEe U3MEHEHUN.

Tpe6oBaHue 61. HenpepbiBHOE BedeHUe XypHana. BegeHue XypHanoB ayauTa KMMHUYECKON Cu-
cTeMbl POS fomkHO noaaepxuBaTbCsl NOCTOAHHO, @ NOMb30BAaTENU HE AOMXHbI UMETb HUKAKUX CPeacTB Ans
OTMeHbI NMobo 3anuck ayauta.
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TpeGoBaHue 62. CoxpaHeHue uctopuu NMMLO. KnuHnyeckas cucrema He AOMKHA CTUpaTh 3anucu Unu
[aHHble XXypHana ayauTta unuM BHOCUTb UBMEHEHUMSA B 3anucK cyObekTa AaHHbIX, KOTOPLIE NPENSTCTBYIOT BOC-
CTaHOBIEHUIO 3anucen obbekTa NoMy4YeHNs NOMOLLM HA NPEeALIECTBYIOLLMA MOMEHT BPEMEHN.

OBocHoBaHue

B obnactu 3apaBOOXpaHEHUs CUNTAETCSH, YTO OpraHusauum MOryT onpefensTb, KTO co3zgarn, oOHOBUN
UNK OCYLLECTBIAN AOCTYN K 3anMcu U KOr4a OCyLLECTBNSANMCL AOCTYN UK u3meHeHne. 3akOHHbIM TpebGoBaHu-
eM MOXET ABNSATLCA HanMuue A0KasaTenbLCTBa TOro, KTo co3aan HAOPMaLuio B MEAULIMHCKON kapTte. Takke
pacnpoctpaHeHo TpeboBaHue 0 TOM, 4YToObl PabOTHUKM 34PABOOXPAHEHUS MOINM NOATBEPAUTL HEOBXOAM-
MOCTb AOCTyna K Kapram nauueHToB. B 3aBMCUMOCTM OT 3aKOHOAATENbCTBA W/UAM NOMUTUKU IOPUCANKLIMK
MOXeT noTpeboBatbcs oduumansHoe paspelueHne o6bekTa nonyveHus nomowm. Bee BbileykasaHHOe AB-
nseTca NpUMepPoOM CPEeACTB ynpaBneHusa ana obecnevyeHnss KOHPUMAEHUMaNbLHOCTM NaumMeHTa U MeaULIMHCKMX
KapT 1 B TO XK€ BpeMsA nogaepxxaHnsa 3aKkOHHOro Mcnonb3oBaHnA MEANLIMHCKUX KApPT U UX coAepXKaHus.

OneKkTPOHHbIE MEANLUHCKUE KapThl B OTNIMYME OT KapT HA OyMaKHbIX HOCUTENSIX NO3BONSIOT B OONbLUEN
CTENeHu KOHTPONUPOBAaTb HEKOTOPLIE U3 STUX acnekToB. ABTOMaTU3UPOBAHHbLIE CPEACTBA YNPaBNEeHUs MOryT
NPUMEHATHLCA 4Ns1 NOBLILUEHNUS KOHPMAEHUMansHOCTU 1 obecneyeHns 6onee BLICOKON NOAAEPXKKM ANS COOT-
BETCTBUS 3aKOHOAATENBHbLIM TPEOOBaHNAM.

BeaeHue xxypHana cobbITui nHOPMAaLMOHHBIX ONepaLuuii U NOCNEAYIOLLMX NPOLIECCOB ayauTa Noaaep-
>KUBAET NOAOTYETHOCTL TEX OOBLEKTOB OKa3aHUs MOMOLLM, KOTOPbIE JOBEPUIIU CBOIO MH(POPMALMIO CUCTEMAM
3MEKTPOHHLIX MEAULIMHCKUX KapT. OHO TakXe NpeoCTaBnseT MOLLUHBINA CTUMYI NOMNbL30BaTENsIM TAKUX CUCTEM
COOTBETCTBOBAaTbL NMpasuiamM AOonyCcTMMOro ucnonb3osaHusa. 3ddekTuBHOE BeAEHUe XypHana C nocreayio-
MM ayaMTOM AOCTYNA K AAHHBLIM W APYIMX TPaH3aKuMi MOXKET NOMOYb OOHAPYXXUTb HEHaANnexallee Ucnosb-
30BaHMe€ CUCTEM BNEKTPOHHbLIX MEANLIMHCKUX KApT U AaHHbLIX, @ TaKkKe NOMOYb OpraHu3auusam u obbekTtam
oKasaHusa NOMOLLM NOMyYnUTb BO3MELLEHUE OT MONb30BaTENEN, 3noynoTpeduBLLMX 4OCTYNOM U NpaBaMu UC-
Nonb30BaHMS AAHHBIX.

MepcoHanbHaa meauuuHckas uHOpPMaLus paccMaTpuBaeTCs MHOTMMM Kak camasi KOH(UaeHumMarnb-
Hasd cpeau BCEX BUAOB NEPCOHANLHON MHpopMauum, U 3awmTa €e KOHMUAEHUUANLHOCTU UTPaeT BaXKHYIO
ponk, ecrnu HeobxoauMa NoAAepKKa HENMPUKOCHOBEHHOCTM YaCTHOM >W3HU naumeHTa. [Ans Toro yrobbl 3a-
LUMTUTb LIENOCTHOCTb NEPCOHAaNbLHON MEAULMUHCKON MHOpMaLIMK, TAKKE BaXHO, YTOOLI BECb €€ XXU3HEHHbIN
UMK 6biN NONHOCTBIO 3aLUMLLEH U BNOCNEACTBUU NOABEPXKEH ayAUTY.

XKypHanbl ayauta ABNAOTCA AOMNONHEHMEM K peanu3yembiM CpeacTBaM ynpasneHusa 4OCTYNOM U Apyru-
MK onepauusamMu. XKypHarnbl ayauta npefocTasnisioT CPeACTBa OLIEHKM COOTBETCTBUSA C NONMUTUKON ynpasne-
HWSA JOCTYNOM U MOTYT CMOCOBCTBOBATH ynyudLleHUuto u gopabotke camoi nonutukn. Ho Tak kak Takas nonu-
TUKa JOMKHA NPefBUAETb BO3HUKHOBEHUE HeNpeaBUAEHHbIX MU YPE3BbIYANHLIX CRy4aeB, aHanu3 XXypHanos
ayauTa B 9TUX Criy4asX CTaHET OCHOBHbLIM CPEACTBOM YNPAaBIEHUS JOCTYNOM.

CcebInKu:

NCO 27799, UICO/MIK 15408 (sce uactu), UCO 18308, NCO 27789.

5.3.17 YnpaBsneHue BepCUAMU NPOrpaMMHOIo o6ecneyeHus U JOKyMeHTaumsa

Tpe6oBaHue 63. YnpaBneHue BepcusAMU KITMHUYECKOM cuctembl POS. Bce KOMNOHEHTbI KNMHUYe-
CKoW cucteMbl POS g0mkHbl ObITb MAEHTUMLMPOBAHBI U UMETh COOTBETCTBYIOLLYIO Bepcuio MO ¢ otaenbHOM
TOYHOWN CCbINKON (YHMKANbHbIV UAEHTUdMKATOP, HA3BaHUE, NOCTABLUMK U HOMEP BEPCUN).

Tpe6oBaHue 64. JokymeHTaLUuA knuHuvyeckon cuctemol POS. KnuHnueckne cuctemol POS aonx-
Hbl UMETb JOKYMEHTALMIO, KOTOpas pacnpocTpaHAeTca Ha TpeboBaHMsA U NPoOU3BOAUTENBHOCTL CUCTEMBI,
YCTaHOBKY W UCNbITaHWe, ynpasneHne u paboty, n3BecTtHoie npobnembl 6€30NacHOCTH, uaeHTUuduKauumio
U ayTeHTUdUKALMIO NOMbL30BATENSA, NPaBa NOMb30BaHWUSA W YNPaBIIEHUE AOCTYNOM, CKPbITYIO CBA3b, ayauT,
ynpaeneHue usmMmeHeHusaMu MO, CUHXPOHU3aLMI0 BpEMEHU, @ TAKKE PE3EPBHOE KONMPOBaHUE U BOCCTAHOB-
nexue.

Tpe6oBaHue 65. I3MeHeHua OOKyMeHTauuun. [JokyMeHTaums A0OIDKHA coAepXXaTb UCTOPUIO BCEX U3-
MEHEHWIi Ans TOro, 4ToObl MOSIb30BATENb MOT MPOBEPUTL BCE U3MEHEHUS, BHECEHHbIE B MOCNEAHIO A0CTYN-
HYIO BEPCMIO.

TpeboBaHue 66. [JOKyMeHTaLMA U Bepcun NporpaMmMHOro obecneyenus. Bce pykoBoacTBa no aKkc-
nnyaTaumu AOMKHbI YeTKo 0603HaYaTb BEPCULIO, K KOTOPOI OHU MPUMEHSIIOTCS!, B HaYane JOKyMeHTa.

Tpe6oBaHue 67. Bepcusi nporpammHoro obecnevenus. KnuHuyeckue cucrtembl POS AOMmKHbI UMETD
OYHKLMIO, KOTOPAs MO3BOMAET MOMb30BATENO NPOCMAaTPUBATL BEPCUKD KOMMNOHEHTOB CBOEr0 NPOrpamMMHOro
obecneyeHus.

Tpe6oBaHue 68. Bonpockl, BKIOYEHHbIe B AOKYMeHTauuo. KnnHudeckne cucrembl POS a0mkHbI
pacnonaratb AOKyMEHTaLuWel, KOTOpas paccMaTpuBaeT crieaytoLme Bonpocsl:
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a) TpeboBaHusA K cuCTeMe, BKNoYas CnyObl U CETEBLIE NPOTOKONbI, KOTOPble HEOOX0AUMbI ANA Haa-
nexawero yHKLUMOHUPOBAHUSA, a TaKkKe CpPeAcTBa NOAAEPXKKM 3aBUCUMOCTEN C APYrUMU KOMMOHEHTaMWu
ANEKTPOHHbIX MCTOPUI BonesHu;

b) eMKOCTM CMCTEMHBIX NPOAYKTOB (HaNnpUMep, KONMYECTBO NONb30BaTENen, KONUMYECTBO 0OBLEKTOB OKa-
3aHUSI MOMOLLM, KONUYECTBO MEMULIMHCKMX KapT, CETeBas HArpy3ka) U OCHOBHbIE TUMUYHbIE KOHChUrypauuu,
NPUHATBIE ANA TaKMX EMKOCTEN (Hanpumep, KONMYEeCTBO MU TUM NPOLIECCOPOB, KOH(Urypauusa cepeepa/pa-
6Goueit cTaHUMK M NPONYCKHAs COCOBHOCTb CETH);

C) YCTaHOBKA, 3anycK 1 NOAKMI0YEeHUe CUCTEMbI, BKIMIOYasA YCTAHOBKY 3aLLMUThI CBA3W;

d) aranbl, HEOOX0AMMBIE ANA NOATBEPXKAEHUS TOTO, YTO YCTAHOBKA CUCTEMbI Obina 3aBepLueHa Haane-
Xawmm o6pasom, a cucTeMa rotoBa K aKCrryarauuu;

€) ynpasneHue u pabora CUCTEMBI;

f) pevictBus U MexaHu3Mmbl obecnevyeHns 6e30NacHOCTU, BKIIOYAsi CO3AaHMe, U3MEHEHUEe U AeakTuBa-
LMIO YYETHbIX 3anucen Nonb30BarTens; ynpasneHme ponsamu, copoc napons, KoHUrypuposaHue orpaHuyeHuin
naponsi u gpyrue acnekTbl ynpaBneHusi NnpaBamu; 3aliura CBs3u, a TaKke KOHUIrypupoBaHue U yrnpasrneHue
XypHanamu ayauTa;

g) M3BECTHbIE NPOBNEMbI UNM KOHMIMUKTLI CO cnyxbamu obecneveHus 6e30NacHOCTU, BKIKOYast aHTU-
BMPYCHbIE NMPOrpaMMbl, YHUUTOXXEHUE BPEAOHOCHLIX NPOrpamm, oGHapy>XeHUe NPOHWUKHOBEHUS U CUCTEMbI
CETEeBOM 3alUMThbl, a Taloke yperynupoBaHue KOHMNMKTa B NPUMEHUMbIX CRy4asXx;

h) ynpaenenue nameneHuamu NO u TekyLmue UCnpaBneHus;

i) CMHXPOHMU3ALMA CUCTEMHOTO BPEMEHM (4acCbl) B NPUMEHUMbBIX CRy4YasXx;

j) coobeHus 06 owmbkax cucremMbl Unu pabore NoNbL3oBaTeNAM U aaAMUHUCTPATOPaM C yKasaHMeMm
HeobXo0AUMbIX AENCTBUN;

k) npoueaypbl pe3epBHOrO KONMMPOBAHMSA AAHHbIX, BKMOYAs NPOBEPKY LENOCTHOCTU AAaHHbIX NPU co3aa-
HUWU UNU BOCCTAHOBIIEHUU PE3EPBHON KOMUU.

Tpe6oBaHue 69. [lokymeHTaLMA ¥ ynpaBneHue BepcuamMn. Bce pykoBoaCTBa NO 9KCNyarTaLum KMMHU-
yeckon cuctembl POS f0MmkHbI 4eTKO 0003HA4aTb B HaUYane AOKyMEHTa BEPCUIO, K KOTOPOW OHWU NPUMEHSIIOTCSI.

Bce 06HOBMEHHbIE PYKOBOACTBA MO 9KCnnyaraumu cucteMbl POS fomkHbl NPeAOCTaBnATL YUTATENIO
KpaTkoe OnuCcaHne M3MEHEHWUN NOCNeaHen raBHOW BEPCUMN.

TpebosaHue 70. MsMeHeHus B AoKyMeHTauuu. [IOKyMEHTaLMA AOIDKHA COAEpXaTb UCTOPUIO BCEX
U3MeHeHun B ynobountaemon popme, 4toObl NONb30BaTENbL MOI NPOBEPUTL BCE U3MEHEHUs!, BHECEHHbIE B
NOCMNeaHIO AOCTYMHYIO BEPCUIO.

OBocHoBaHue

Be3sonacHoCTb 3aBMCUT OT AENCTBYIOLLMX METOAOB M NPaBUI OpPraHM3auumn U NposeaeHus paboT, a OHu,
B CBOIO Ovepeab, 3aBUCAT OT HAAEXKHOCTU AOKYMEHTALMN. YNPaBnNeHUe BEPCUSAMU NPOrpamMmmMHOro obecneve-
HUA TaloKe SABMAETCH BaXXHLIM KOMMOHEHTOM B ynpaBfieHum 6€30NacHOCTLIO JKCMIyaTaLuu.

CcCbIfKu:

NCO 27799, NCO/M3K 15408 (Bce vactu), MICO 18308, UCO 27789.

5.3.18 CunxpoHusauusa BpemeHu n popmaTupoBaHue BpeMeHu/aathbl

Tpe6oBaHue 71. ®opmaTt BpeMeHU. KnuHnyeckue cuctembl POS g0mkHbI NPUHATL €AUHbIN hopmaT
0TOOPaXeHUs BPEMEHU ANsi OCYLLECTBMNEHWSA KOHTPONS U ayauTa.

Tpeb6oBaHue 72. CuHXxpoHu3auusa yacoB. KnuHuveckue cuctembl POS gomkHbI NoaAEpKUBaTb CUH-
XPOHU3ALMIO BPEMEHM C NOMOLLbIO NPOTOKONOB NTP/SNTP 1 ucnones3osatb 9T0 CUHXPOHU3UPOBAHHOE BpEMSA
BO BCEX 3anucaAx 6€30nacHOCTU BPEMEHH.

TpeboBaHue 73. dopMaT BpeMeHU B IKCMOPTUPOBAHHbIX 3anucsax. Bce aaHHbie 0 BpemMeHu ans
OCYLLECTBMEHUS KOHTPOMNSA U ayauTa, HauZeHHbIE B 3KCNOPTUPOBAHHbIX AAHHbIX (3@ UCKIMIOYEHMEM 3anpoCoB
UNu OTBETOB, MOCTYNAIOLLMX OT OpraHa no NPUCBOEHUIO BPEMEHHBIX METOK), AOSKHbI ObiTb NPEACTaBMeHbl B
dopmare NCO 8601:2004 ¢ ykasaHWEM pasHULbl MEXY MECTHbIM BPEMEHEM U BCEMUPHbLIM CKOOPAUHUPO-
BaHHbIM BPEMEHEM.

Tpe6oBaHue 74. UcTouHMKU BpeMeHU. KnuHudeckue cuctembl POS AOMKHBI MCNONb30BaTh AOCTO-
BEPHbIN 1 3aLMLLEHHbIV UCTOYHUK BPEMEHU.

KnnHunyeckue cuctembl POS gomkHbl nogaepxusate CUHXPOHU3ALMIO BPEMEHN C NOMOLLLIO CETEBOrO
npoTokorna cuHxpoHusauun BpeMmenu IET (NTP) unu npoctoro cetesoro npoTokona CUHXPOHM3aLMn BpeMeH!
(SNTP).

O6ocHoBaHue

ToyHOe BeaeHue XypHana ayauta TpedyeT TOUHbIX M 4OCTOBEPHbIX OTMETOK BpeMeHu. KpomMe Toro, gara
1 BpeMs, B KOTOpOe Obln OCYLIECTBNEH AOCTYN K TaKMM AaHHbIM, KaKk pe3ynsraTbl nabopaTopHbiX aHanu3oB
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MOTYT UMETb KIMHUYECKYIO 3HAYUMOCTb. Takue BpeMEeHHbIe OTMETKM MOTYyT B 3HAYMTENbHOW Mepe ABMATLCA
oduumanbHbIM A0Ka3aTeNnbCTBOM B X0A4€ paccneaoBaHuii, CBA3aHHbIX ¢ HeA00pPOCOBECTHON paboTon Meaun-
LMHCKOTO nepcoHana.

CObINKu:

NCO 27799, NCO/M3K 15408 (Bce uactu), MICO 18308, UCO 27789, NCO 8601.

5.3.19 KOHTpOnb MHUMOEHTOB HapYLEeHUsi 6e30NacHOCTU U KOH(PUASHUMANBHOCTHU

TpeboBaHue 75. KOHTPOnb nHUnaeHToB. KnuHunyeckne cuctembl POS unu conyTCTBYIOLLUE CUCTEMbI
ayauTa JOMKHbl OTNPaBNATL YBEAOMIEHME OTAENbHOMY NULY OpraHusauuu, OTBETCTBEHHOMY 3@ KOHTPOMb
WHUMUAEHTOB HapyLUeHusi 6€30nacHOCTU UNu KOHAMUAEHUMUANBHOCTH, KaXKAbIN pa3 npu 0OHaPY>XEHUU NOTEHLM-
anbHOro MHUMAEHTA HEHaANEXaLUero NCnosnb3oBaHna cucTemMel (CM. Takke 5.3.2).

TpeGoBaHue 76. OnoBeweHue 06 MHUMaeHTe. KnuHuyeckne cucrembl POS gomkHbl npegycmartpu-
BaTb UHTEPAIENC, NO3BONSAIOLNI NONBL30BATENIO NOCLINATL OTBETCTBEHHOMY KLY yBeAOMIEHUE 06 MHLUMAEH-
Tax unu npobnemax 6e3onacHoOCTHK.

OBocHoBaHue

Hapsigy ¢ Tem, 4yto pelueHue, kTo OyaeT HEeCTU OTBETCTBEHHOCTbL 3a Takue yBeAOMIEHUsi, SBNSAEeTCs
BOMPOCOM YMNpaBEHNA Peann30BbIBAIOLLEN OPraHu3aLmmu, CNOCOGHOCTb KMMHUYECKON cucTeMbl POS uHULm-
npoBaTb Takue yBeAOMMEeHUs (Hanpumep, No 3NEKTPOHHOW MOYTE) MOXET ABMATLCH BbICOKOIPPEKTUBHBIM
MHCTPYMEHTOM, ObICTPO YCTPaHSAIOLWMM HapyLUeHUA KOHMUAEHUMANBEHOCTU U NPEA0TBPALLAIOWLMM NPOMYCK
WHLUUIEHTOB HapyLueHusa 6e30nacHoCTuU.

Hanuuue uHtepderica B knuHuyeckon cucteme POS, no3BONSAIOLLErO NONb30BATEMNIO NOChINATh OTBET-
CTBEHHOMY Nnuuy yBegomneHune o6 nHumaeHTax unm npobnemax 6€30nacHOCTH, MOXET ObITb NOME3HbIM.

MpuMepbl OTBETCTBEHHLIX MWL, BKIIOYAKOT COTPYAHUKOB OTAena obecneyeHus KOHPUAEHUUanbLHOCTH
(nanee B HEKOTOPLIX KOPUCAUKUUSX COTPYAHUKM OoTAEena obecneyeHnss KOHPUAEHLMansHOCTU U HENPUKOCHO-
BEHHOCTU YACTHOW XM3HM) U KOHKPETHLIX NOMb30BaTenei ¢ aAMUHUCTPATUBHBLIMU NOTHOMOYUSMU.

Ccbinku:

NCO 27799, UICO/M3K 15408 (Bce vactu), NCO 18308, UCO 27789.

5.3.20 Lndposbie cepTUdUKaTbl U INIEKTPOHHO-LUDPOBLIE NOANUCKH

TpeGoBaHue 77. MpegoctaBneHne 3neKTPOHHO-LU(POBLIX Noanucei nonb3osaTtensamM. CUCTEMbI
POS, pacnonaratowme yHKUMAMU, NPU KOTOPLIX MOMb30BaTeN HEOOX0AMMO MCNONL30BaTh 3MEKTPOHHbIN
aHanor cOOCTBEHHOPYYHOW NOANUCU, AOMXHbI NPEAOCTaBMATb TAKUM NOMb30BATENSAM BO3MOXHOCTb MpUMe-
HEeHUA UMPPOBON NOAMUCHK.

TpeboBaHue 78. MoareBepxaeHne 4OCTOBEPHOCTU INEKTPOHHO-Uud poBoi noanucu. Kaxablii pa3s
korga cuctema POS cosgaet v nony4vaert gaHHble, cogepXxalyme uudposyo noanucs, NPU Co34aHnumn 1 nony-
YEHUN CUCTeMa J0IMKHa NOATBEPAUTL, YTO NOANUCH ABMNSETCA UMW SABNANAck AeCTBUTENbHON Ha MOMEHT ee
NpOCTaBNEHUS.

TpeGoBaHue 79. CoxpaHeHMe 3NeKTPOHHO-uudpoBoi noanucu. Cuctemol POS, nossonstowime
nonb30BaTeNAM NPUMEHATb LUMAPOBYIO NOANWUCH UMW MOMyYaloLlMe AaHHbIE, coaepxalume LMdpOoBYIO Noa-
MUCb, AOMXKHbI XPaHUTb, CO34aBaTb PE3EPBHYIO KOMUIO UNN apXMBUPOBAaTbL LUMPPOBYIO NOAMUCH KaXabln pas,
KOra OCYLUECTBMSAETCA XPaHEHUE, PE3epPBHOE KONMPOBAHME UMM apXMBUMPOBaHWE MOAMUCAHHbLIX AAHHbLIX, @
TaKke nepefaBatb LMGPOBYIO NOAMUCH KAXbIN pa3, Koraa oCyLeCTBMAETCS nepeaada nognucaHHbIX AaHHbIX.

TpeboBaHue 80. Ucnonb3oBaHue undpoBon nognucu. Bece cuctemnl POS, ocyulectenatowme yHk-
LMK, Npu KOTOPbIX NONB30BATENAM HEOOXOAMMO UCNONBL30BATb ANEKTPOHHBIW aHanor COOCTBEHHOPYYHON Noa-
NUCH, AOMKHBI:

a) Mo3BoNAThL NOMb30BATENSAM CUCTEMbI MPUMEHATb LM POBLIE NOANUCU C OTMETKON BPEMEHU B COOT-
BeTcTBUKN C ETSI TS 101 733 (OnekTpoHHbIe NnoANUCH 1 MHpacTpykTypbl — ESI — CMS. PaclumpeHHble anek-
TpOHHble nognucn — CAJES) unu ETSI TS 101 903 (PacwmpeHHble anekTpoHHble nognucn XML — XAdES),
ncnonb3ys LMdpoBOn cepTUdUKaT ¢ Nonem Ans Kro4a, KOTopbiin obecneymBaeT 0TKa30yCTONYUBOCTb;

b) Ha MOMEHT nognucaHus NPOBEPATL, YTO CPOK AEUCTBUA cepTudomkara nognucaBLUEro He UCTek, cep-
TUUKAT HE aHHYNMPOBAH, a MeToa cepTudukaymm agencreuteneH, B coorserctBun RFC 3280 (UHTepHeT
X.509. MHdbpacTpykTypa OTKPbLITOro knw4va. Ceptudmkar m CNmncok 0TO3BaHHbIX cepTudukaros. MNpodunb
CRL) unn RFC 2560 (UHTepHeT X.509. MHdpacTpykTypa OTKPLITOrO Krtova. NpoTOKON OHMaiH-nony4yeHns
cratyca ceptugpukata — OCSP);

C) NO3BONATL BCEM NOfb30BaTeNAM cuctemsl POS npocmarpueatb M NOATBEPXAATb MHAOPMALMIO, KO-
TOpas AOMKHbI ObITb NOAMUCAHA B MOMEHT NOANUCAHUS.

Tpe6oBaHue 81. [MpoBepka NOASIMHHOCTU, COXpPaHeHUe U nepeaava uudgposbix nognucen. Cucre-
ma POS gomkHa:

24



rOCT P 57301—2016

a) no nony4yeHuu NOATBEPXAATb AeWCTBUTENbHOCTb NOANUCH (T. €. YTO COOTBETCTBYIOLLMIA cepTudmkar
noanNucU 1 BCA CBA3AHHASA LiENoYKa cepTudukaToB He Obinu aHHYNMPOBAHbI);

b) xpaHuTb, CO3aaBaTb PE3EPBHLIE KOMUU UM apXMBMPOBAaTb LM POBLIE MOANUCU U BCE CBA3aAHHbIE C
HUMUK AaHHble (MHOopMaLMA O KOPHEBLIX cepTudpukaTax, Lenovku ceprudukaTos, ceprudukarbl NoANMCaB-
wero n uidopmauus 06 aHHYNUPOBaHMK) BCErAa, KOraa OCYLUECTBAAETCA XpaHEHUE UMW apXUBMPOBAaHUE
NoANUCAHHbIX AAHHbIX;

C) nepeaasaTb LUPOBYIO NOANUCL BMECTE C AAHHLIMU UM NO CCbISIKE KaXKAbIA pa3s, Koraa OCyLLecT-
BISIETCA Nepeaaya noanMCaHHbIX AaHHbIX;

d) no3BonATbL NONbL30BATENSM NOATBEPXAATb AEWUCTBUTENbLHOCTb MOAMMCU HA MOMEHT MNOANUCAHUA
(T. €. YTO COOTBETCTBYIOLLMI CEPTUMUKAT NOANUCU HE OblN aHHYNUPOBAH) KaXK/blii pa3 Npyu OCYLLECTBIIEHUN
AOCTYNa K NOANUCAHHBLIM AAHHbIM.

Tpe6oBaHue 82. Llenb ucnonb3oeanus uM@pPOBO NOANUCU M ponb nognucasBwero. CUCTEMbI
POS, npepocrasnsaiowme BO3MOXXHOCTb MCMONb30BaHUS LMPOBLIX NOANUCEN, AOMKHbLI BKMOYaTh B cebA
arpubyT «MHAMKauua Tuna obsasarenscrea» (commitment-type-indication) n ponbs nognucasLuero (1. €. aTpu-
GyT ponu NOANUCABLLETO).

O6GocHoBaHue

[aHHoe TpeboBaHWe feiCTBUTENBHO ANS 0KA3aHUA YCNYT, NPU KOTOPbIX HEOOXOAUM NEKTPOHHbLIN aHa-
nor COGCTBEHHOPYYHOW NOAMUCU, HANPUMED, NMPU ANEKTPOHHOM HA3HAYEHUMN.

CCbInKK:

NCO 27799, NCO/M3K 15408 (Bce 4actu), NCO 18308, ETSI TS 101 733, ETSI TS 101 903, RFC3280,
RFC2560.

5.4 OOGwue Kputepum

Ob6wue kputepun (OK), onybnnkosaHHble B UICO/M3K 15408, cocrosLueM 3 Tpex vYacTten, NpeaocTaBnsaioT
06wt Habop TpeboBaHwit K hyHKLMAM obecnedeHuss 6esonacHocTu UT-NnpoaykToB 1 CUCTEM, a Taloke K MeToaam
obecneyeHns 4OCTOBEPHOCTU U 3CHCHEKTUBHOCTU, MPUMEHAEMBIM K STUM (DYHKLIMSIM B XOA€ OLIEHKW 3aLLMTBI.

CTaHaapT HanpaeneH Ha To, YToBbl OXBaTUTL BCE pasnuyHble BuAbl T-npoaykToB U CUCTEM, U NPEao-
CTaBNAET LUMPOKMIA CNekTp TpeboBaHuii, N03BONsAA paspaboTyuky NPoAykTa UMM CUCTeMbl onpeaenuTb 00-
nacTb NPUMEHEHUs, HasbiBaeMyto 06bekTom oueHkn (OO), u BbibpaTs Habop TpeboBaHuii, KOTOPbIA NpUMe-
HAETCA B KOHKPETHOM Cry4yae.

Tak Kak 8TOT CTaH4apT SABMAETCA MEX/AYHAPOAHLIM U OOLLEN3BECTHbIM, OH NONE3EeH NPU 0TOOpaXKeHUM
CBA3U Mexay TpeGoBaHUAMM, NPeACTaBMNEHHLIMU B HACTOALWEM cTaHgapTe, u knaccamu OK. MNepekpectHoe
COMOCTaBMNeHME, NPEAOCTABMNEHHOE HUXKE, MOXKET MOMOYb TEM, KTO YK€ 3HAKOM C OBLLMMU KpUTEPUAMMU, NTyY-
LUe MOHSATL HACTOALMIA cTaHAapT M HaobopoT.

Hwxe npuseaeH cnucok knaccos OK:

a) ayaut GesonacHocTtu (FAU);

b) ceasb (FCO);

¢) kpuntorpacuyeckasa nogaepxka (FCS);

d) 3awmTa aaHHbIX nonb3oBarens (FDP);

e) (G) naentudbukauma n aytentudpukauyus (FIA);

f) (H) ynpasnenue 6esonacHocTbio (FMT);

@) () HeNpUKOCHOBEHHOCTb YacTHOI »u3Hu (FPRY);

h) (J) sawmTa dyHkumit GesonacHocTu o6bekTa oueHku TSF — TOE (FPT);

i) (K) ucnons3oBanue pecypcon (FRU);

j) (L) poctyn k o6bekTy oueHku (FTA);

k) noeepeHHbIii MapLupyt/kadan (FTP);

I) ynpaBneHue 6€30nNacHOCTbIO:

- ynpaeneHue BepPCUAMU;

- AOKYMEHTauua N METOAbI;
- OOCTYMHOCTB;

- KOHTPOnb BPEMEHMU;

m) HEMNPUKOCHOBEHHOCTb YaCTHOW XKN3HU;

n) 3awmra yHKuMin 6e30NacHOCTH;

0) ynpasreHue 4O0CTYMNoM.

B Tabnuue 1 NpuBEAEHO NepekpecTHoe conocTaBneHne knaccos OK ¢ TpeGOBaHUAMM, YCTaHOBMEHHbI-

MM B NpeabiayLiem pasgerne.
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Tabnuya 1— CpaBHeHue TpeGoBaHMWiA € OBLLMMU KPUTEPUAMU

CoBnageHue Mexay
TpebosaHue Tpe6oBaHWeM U Knacc OK
knaccom OK

1 Cornacue cybbekta faHHbIXx Ha cbop, Wc- — HeT npsiMbIX coBnageHuin Ana HenpUKOCHOBEH-

nonb3oBaHWe U pasrnalleHue nepcoHanbHbIX HOCTMN YaCTHOM XU3HW (He paccMmaTpuBaeTCs B

MeWULMHCKUX AaHHBIX OK)

2 OrpaHu4eHWe UCNorb3oBaHUA U pasrnalue- — HeT npsAMbIX coBnageHuin Ans HENPUKOCHOBEH-

HUA HOCTU YaCTHOWN XW3HW (He paccMmaTpuBaeTcs B
OK)

3 JocTtyn cybbekTa AaHHbIX K IMYHOW UHAOP- — HeT npsAMbIX coBnageHuin Ans HENPUKOCHOBEH-

Mauuu U UcnpaBrieHne He0CTOBEPHbLIX CBeAe- HOCTW YacTHOW XMU3HU (He paccmaTpuBaeTcs B

HUN OK)

4 [locToBEPHOCTb laHHbIX Ha 3awuTta AaHHbIX nonb3osarens. LlenocTHoCcTb
XPaHUMBbIX AaHHBIX

5 NaeHTudunkauma n ayreHTudUKaLmua nonb3o- Ha MaeHTudukaLms n ayteHTudukaLma

BaTens

6 YnpaBneHue focTynoM Ha LocTyn: nonuTMka KOHTpomns focTyna, PyHK-
Lumn ynpasneHusa AoCTynom

7 MpuemMnemMoe ucnonb3oBaHue — HeT npAMbIX coBrnageHuii Anst HENPUKOCHOBEH-
HOCTU YacTHOM XU3HU (He paccMaTpuBaeTcs B
OK)

8 Be3sonacHocTb ceaHca U BpeMs OXUAAHUA Oa LocTyn: GriokMpoBKa 1 3aBepLUEHNE ceaHca

9 MNoppepxka JOCTYNMHOCTU faHHbIX Oa YnpasneHue 6e3onacHocTbio

10 3awuTa AaHHbLIX B X04e nepefadu Ha Kpuntorpaduueckasn noaaepxka: pabora B pe-
XKUMe KpUnTorpadU4eckoi 3aLmTbl

11 3awmTa fgaHHbIX NpYU XpaHeHun Ha 3alyuTa AaHHbIX Nnonb3oBaTena

12 LlenocTHOCTL AaHHbIX. Ha 3aluTa AaHHbIX NoMb3oBaTens: LeNnocTHOCTb

KoHTponk MHUMAEHTOB HapyLleHusa 6ezonacHo- XPaHUMBIX AaHHbIX

CTU U KOHPUAEHLUanLHOCTH

13 XpaHeHue 3anuceit — HeT npaMeIx coBnaaeHuii ¢ kateropusimm OK

14 MapkupoBKa gaHHbIX Ha HocTyn K 06beKTy OLeHKN

15 Ayaut Ha AyauTt 6e3onacHocTU

16 YnpaBneHve BepcusMU NporpaMmHoro obe- Ha YnpaeneHue 6e3onacHOCTLIO

crneYeHnsa n JoKyMeHTauumA

17 CHXpoHW3aLMs BpeMeHun 1 chopmaTupoBa- Ha YnpaeneHue 6e3onacHoCTLIO

HWe BpeMeHw/gaTsl

18 KoHTponb MHUMAEHTOB HapyLueHusi 6esonac- — HeT npambix coBnafeHui ¢ kateropusimMm OK

HOCTW U KOHUAEHUNANBLHOCTH

19 Liudposble cepTudukarel U 3NEKTPOHHO- Ha Kpunrorpadpuueckasn nogaepxka

LudpoBble NOANUCH

6 CoBpeMeHHble NoAxoabl U PYKOBOACTBO NO pa3paboTke u noaaepxke

nporpamMmm OLUEeHKN COOTBETCTBUA

B paHHOM pasgene npeacrasneH 0630p NPUMHUUNOB, anbTEPHATUBHLIX NOAXOA0B U PELUEHUI, CBA3aH-
HbIX C pa3paboTKOW NPOrpamMm OLIEHKU COOTBETCTBUA, NSl rAapaHTUK TOrO, YTO (KNMMHU4Yeckue) cucteMol POS,
KOTOpble AOMKHbI ObITb NOAKMIOYEHbI K MHGoCTpykType EHR, MOryT ObITb NpOBEpeHbl HA COOTBETCTBUE
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pasnu4yHbiM BUZam TpeboBaHnin 6e30NacHOCTU U KOH(DUAEHUMANbHOCTH, ONMCaHHLIM B pasaene 5. [laHHbIv
pasgen He cogepXuT TpeboBaHuiA.

Cnyx6bl OLEHKM COOTBETCTBUA ANS MEAULUHCKOTO MPOrpamMMHOI0 0bGecneveHua HyXHbl CTpaHam K
CTPYKTYpamMm Afsi BbINONHEHUS OONbLLLIOrO KOIMYECTBA 3a4aq, BKIOYas:

- MOATBEPXAEHME NOKyNnaTeno TOro, YTo MeAULMHCKOE NporpamMMHoe obecneyeHne COOTBETCTBYET He-
06xo0aMMBIM HOpMaTUBaM;

- 3awmTy 300poBbA U 6e30NacHOCTM 0GLEKTA NONYYEHUSI MOMOLLY;

- YBENUYEHWE BOIMOXHOCTEN MEXAYHAPOAHOW TOProBNu;

- oBecneyeHne COBMECTUMOCTU U B3aUMO3aMEHAEMOCTU KOMMOHEHTOB B Npeaenax KOMNAEKCHbIX Cu-
CTEM U MeXay HUMM.

YTo KacaeTcsi NOATBEPXKAEHUS TOTO, UTO TpebGoBaHMa 6e30nacHOCTU U KOHUaEHUManNbHOCTU cobnioae-
Hbl NPU NOAKIIOYEHUN KNMHUYECKon cuctembl POS k uHgocTpykType EHR u/mvnu noaaepxke csasu ¢ Apyrmmm
KNuHM4Yeckumu cuctemamu POS, To nporpaMmbl OLEHKW COOTBETCTBUSI UMM cepTUdpMKaummn MOryT pelsartb
KaXkayto U3 aTux 3agau.

Pa3snunyHble CTpaHbl UCMNOMb30BanM pasHbie NoAX0Abl K CBOMM NMpOorpammam no OueHKe COOTBETCTBUSA B
3aBMCHUMOCTM OT CBOUX NOTPEBHOCTEN, U MHOTME CTpaHbl pa3pabaTbiBaioT, COBEPLLEHCTBYIOT UMW Pa3BUBAIOT
CBOW NPOrpaMMbl Afs COOTBETCTBUA BCE Gonee cnoxHbiM TpeboBaHUsAM COBMECTUMOCTU. B faHHOM pasaene
(v maTtepuane, npeacTaBrneHHOM B NpunoxeHun A) ucnonb3ylotcs craHaaptel MCO 17000, paspaboTaHHble
Komutetom MCO no oueHke cootrBeTcTBUsA (CASCO), a NpUHLMNbI 3TUX CTAHAAPTOB NPUMEHEHbI B KOHTEKCTE
3/1paBOOXPaHEHUsI, OCHOBbLIBAsICb Ha OMbITE YETbIPEX CTPaH, KOTOPbI OHWM umenu k 2010 r., Ana Toro, 4TobbI
NPOUMNMIOCTPUPOBATL Pa3fMyHble BapuaHTbl U peLLeHusi, CBA3aHHble C pa3paboTKon NporpaMm OLUEHKU COOT-
BETCTBUS.

[aHHbIi paszgen HaxoauTcs B cpepe MHTEPECOB NPaBUTENLCTBA, MECTHLIX OPraHOB BRacTu, npodeccu-
OHanbHbIX KOMUTETOB, pa3paboTYMKOB NporpaMMHOro obecnedeHusi, obwecTs No uHopmaTusaummn 3gopo-
Bbsl, NPeACTaBuTENel 06LEKTOB NONyYeHUsi MOMOLLM U APYTUX NULL, KOTOPbIE 3aMHTEPECOBAaHbI B paspaboTke
U COBEPLLEHCTBOBAHWUM NPOrpaMmM OLEHKU C LiENbIO 06ecneveHns CoOTBETCTBMA ux TpeboBaHMAM COBMECTU-
mocTu ceoux EHR.

6.1 MpuHUKMNLI

OueHka cootBeTcTBUA onpeaeneHa Komutetom MCO no oueHke coorBetctBus (CASCO) B UCO/M3K
17000:2004 kak «noATBEpPXAEHUE TOro, YTO YCTaHOBAEHHbIE TPEOOBaHUSA, OTHOCALLMECSH K NMPOAYKTY (BKMIO-
Yyas nporpammHoe obecneveHune), Npoueccy, CUCTEME, NULLY UIU OpraHy, CooMIoAEHbI».

CyLLECTBYIOT KIMIOYEBLIE KOMNOHEHTLI AAHHOTO ONpPEAEneHns:

- Tpebyetcs Habop ycTaHOBMNEHHbIX TpeboBaHuMi, COrMacHo KOTOpbIM ByAeT NPOBOANTLCA OLIEHKA COOT-
BETCTBMUS;

- TpebyloTcs 06beKTUBHBIE CPEACTBA NOATBEPXAEHMA TOr0, YTO TpeboBaHMS COOMIOAEHbI;

- TpebyeTcsa npuBrneYeHne onpeaeneHHoro Npoaykra, npouecca, CUCTEMbI, Nuua Unu opraHa.

B KOHTeKCTe HacTosILLero craHgapTa TpeboBaHus 6e30nacHOCTM U KOHMAEHLMANBHOCTU YCTAHOBIEHBI
BblLLE, B pasaene 5. [laHHbili Habop TpeboBaHui B AanbHENLLIEM MOXET ObITh OrPaHNYEH UM AONONHEH CTpa-
HaMU-y4aCTHMKAMKU U MECTHLIMU OpraHamu AN PELLEHNs CreayoLLmX BONPOCOB:

- BOMNPOCA KOHKPETHOIO KOHTEKCTa CUCTEMbI KX 0/ CTPaHbl-y4aCTHUKA B COOTBETCTBUU C ONpeaeneHu-
€M B 00beKTax OLEHKU U

- BOMpPOCAa I0PUAMYECKNX, NPOU3BOACTBEHHBIX M TEXHONMOIMYECKMX NOTPEOHOCTEN KaXaoro y4acTHuKa,
BKNouasi TpeboBaHus, coaepxawmecs B cneuuukaumusax NOCTaBLUMKOB UMK MOKynaTenemn, HaumoHanbHbIX,
PErnoHarnbHbIX UM MEXAYHAPOAHbLIX CTaHAAPTaX UMK NOCTAHOBIEHUAX NPABUTENLCTBA.

A Takxke:

- cpeAcTBa NOATBEPXAEHUA TOro, UTO TpeboBaHUA coBNOAEHbI, Pa3NUYaloTCA B 3aBMCUMOCTHU OT CTpa-
Hbl, OZ]HAKO HACTOALLMI CTaHAAPT NPEAOCTaBNSIET PYKOBOACTBO, OCHOBaHHOE Ha pabotax komuteta CASCO
M TEKYLLIEM OMbITE CTPAH-y4aCTHUKOB B OCYLLIECTBNEHUN OLIEHKU COOTBETCTBUA ANA BHEAPEHUA KNUHNYECKUX
cucrem POS B uHooctpykrypbl EHR;

- B 06nacTb NpUMEHEHUN HACTOALLIETO CTaHAAPTA BXOAAT TONMbKO TpeOOBaHWA NO OLIEHKE COOTBETCTBUSA
C YYETOM TOr0, YTO Pa3nuyHble CTPaHbl MOTYT UMETb AONONHUTENbHLIE BUALI CepTudukaummn Ana npouecca u
nioaen, kotopble paspabareiBaior, 06ecneumBalotT (PyHKUMOHMPOBAHUE U PEaANU3YIOT AaHHbIE NPOAYKTLI B Ha-
LLUMX KOMIIEKCHBIX MEAULIMHCKMX TEXHOMOMMYECKNX cpeaax.
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MeToabl NMOATBEPXAEHUS COOTBETCTBUS BKIHOUYAOT B ceBS MUCMbITaHWE, OCMOTP, 3asiBfieHne NocTaBLiu-
Ka 0 COOTBETCTBUM U cepTUdmMKaLuio. Ha pucyHke 1 ¢ NOMOLLbI0 HArnsgHoOW MOAENN BblAeNeHo OTHOLeHue
MeXay OLEeHKOW COOTBETCTBUSI U MHOXECTBOM KOMMOHEHTOB, KOTOpblE BAWAIOT HA €ro ycTaHoB/eHue:

PucyHok 1 — lpumep mMofenu OLeHKM COOTBETCTBUSA

K faHHOMY BOMPOCY OTHOCATCA TPU NpUHLUMNa:

- OLEeHKa COOTBETCTBMSA — MOATBEPXAEHME TOro, YTO yCTaHOB/IEHHble Tpe6OoBaHMNSA, OTHOCALWMECS K
npoaykTy, npoueccy, cucteme, ALY WU OpraHy, CO6MI04eHbl;

- cepTudukauma — aTrectayns, nposoaumas TpeTbel CTOPOHOW, OTHOcALWasacsa K NpoAykuuu, npo-
ueccam, cuctemam Wau nuiuam;

- COOTBETCTBUE — [eiCTBME, HanpaB/IEHHOE Ha TO, YTO HEO6XOAMMO A/1A BbINO/IHEHUA YCTAHOBJIEH-
HOro TpeboBaHus.

OpfHoli 3 0cob6eHHOCTEN OLEHKM COOTBETCTBUS SIBASETCS TO, YTO OHA MOXET MPUHMMATb pasfinyHble
hopMbl, MCNONb3YSA pasNnyHble MeToAbl B 3aBMCUMOCTM OT 3afad, 419 KOTOPbIX OHa ncnonb3yeTtca. Hesasu-
CAMO OTTOrO, Kem 6yAeT NpPoBOAUTLCA paboTa — MOCTaBLLMKOM NPOAYKUUW, NokKynaTesneMm uanm HesaBUCUMbIM
opraHoMm, TpebyeTca 4yeTkoe MOHUMaHWe Heob6XOAUMOCTU HannYusA 3HaHWiA, HaBbIKOB U ONbiTa Y TeX, KTO Bbl-
NoJIHAET 3a4aymn Mo OLEeHKe COOTBeTCTBUA. Kaxaas opraHusauua He3aBUCUMO OT ee pPo/iv A0/1KHA UCMNO0/b30-
BaTb CUCTEMY ynpaB/ieHWNs, B KOTOPOWA YCTaHOBMEHbl HEOBX0AMMble KOMMNETEHUUN U CpeAcTBa NoATBepxae-
HUWSA TOrO, YTO OTAENbHbIE UL COOTBETCTBYHOT yKa3daHHbIM TpeboBaHusam. MCO/M3IK 17065 coaepxuTt obuime
KpuTEepUn ANA opraHusauunii, MCNonb3yLWnx cUCTeMbl cepTudukaumm nNpoaykToB; XOTSA CTaHgapT KacaeTtcs
cepTudmkaLymm NpoaykTa, NPOBOAVMMON TpeTbeli CTOPOHON, MHOTMe M3 ero MOJIOKEHWI MOryT Takxe 6biTb Mo-
N1e3HbIMU NPY OLEHKE COOTBETCTBMS MPOAYKLMM, NPOBOAMMONA NEPBOA M BTOPOW CTOPOHOIA.
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OyeHb 4acTo TEPMUH «OLeHKA COOTBETCTBMA» O3HAyaeT TOMbKO «CcepTudukauuio». Ha camom gene
OLEeHKa COOTBETCTBMS MOXeT 6biTb NMPOBeAEHa MHOTMMMW NI0AbMU, B TOM 4YMC/le NOCTaBLMKOM NPoAyKTa unu
YCNyru, ero nokynatesnem v ApyruMy 3amHTepecoBaHHbIMW CTOPOHaMUW, HaNpPUMep, CTPAxoBbIMU KOMNAHUAMUN
1 opraHamu perynupoBaHusi. 9T0 yA06HO, Korga peyb MaeT 06 oueHke COOTBETCTBUS A1 0603HAYEHUs CTO-
POH criegyouwmm obpasom:

- nepBasi CTOpPoOHA: NML0 WAW OpraHM3alusi, koTopasi NpeAocTaBnseT 06bEKT, Nog/exaliuin oueHke co-
OTBETCTBMSA,;

- BTOpas CTOpOHAa: NNLO WK opraHusalms, KkoTopasi 3auHTepecoBaHa B 06bekTe Kak nosb3oBaTesib;

- TpeTba CTOpOHa: MU0 WKW OpraHu3auus, HesaBucsalas OT AMua Win opraHusanum, npepocTasBnsio-
el 06BbEKT 1 3aMHTEpPECOBaHHON B 06beKTe Kak nosib3oBartesib.

6.2 lMpouecchl OLEHKN COOTBETCTBUSA

MCO/M3K 17000 ycTtaHaBnMBaeT «(PYHKLMOHA/bHbIA NOAXOA» K OLEHKe COOTBETCTBUS. PYHKLMOHANb-
HbIi NoAXoA BkIYaeT B ce68 OCHOBHble MPOLECCHl, Takne kak Bblbop, onpegesneHne, paccCMOTpeHue u aTTe-
cTtauusa, a Takxe HabnwogeHne npu He06XoAUMOCTU.

Kaxablin atan BkavaeT B ceba AeiCTBMA, ONUCAHHbIE HUXE, NPpW 3TOM BbIXOA U3 OAHOro atana obyger
ABNATLCA BXOA4OM BO BTOPON 3Tan.

TpebyeTcs NPOAEMOHCTPUPOBATH BbIMOSIHEHUE YKa3aHHbIX Tpe6GoBaHWi

(W)

Bbli6opka VHchopmauyms 0 BblIGpaHHbIX
NyHKTax

O gOoo

WHdopmauusi o BbINO/IHEHUN

Onpegenexus .
- > cneuyanbHbIX TpebosaHwuit

D

[a

MpoBepka u aTrecTauys JemMoHCTpauys BbINOMHEHNS
yKasaHHbIX Tpe6GoBaHuii cwiwis
Het

PncyHOK 2 — ®YHKLMOHAbHbIA NOAXOM K OLeHKe COOTBETCTBUAL)

[JeiicTBuA, ocywecTBsSieMble Ha KaxoM aTane, MOryT BkI4aTb B cebs:

Bbi6op

- Cneundmkaumnsa ctaHgaprta (cTaH4apToB) UM APYroro AokyMeHTa (f0KYMeHTOB), COOTBETCTBUE KOTO-
pbiM 6yAeT oueHuBaTbCS.

- Bbl6bop NpumepoB 06BLEKTOB, KOTOPble NOA/exaT OLeHKe.

- Cneuudvkauus MeToLoB CTAaTUCTMYECKOl BbIGOPKM B COOTBETCTBYIOLWMX ClyYasX.

OnpegenexHne

- TecTupoBaHue ANsi onpefenieHns ykasaHHbIX XapakTepucTuk 06 bekTa OLEeHKN.

- MNMpoBepka hn3MyeCcKnx CBONCTB 06beKTa OLEHKU.

1) PucyHok, 0603Ha4YeHHbIN kak pucyHok 4 B fokymeHTe VICO «llocTpoeHne AoBepuUTeNibHbIX OTHOLEHWA. Habop
CpeAcTB MO OLeHKe COOTBETCTBUA», LieHTpanbHbIli cekpeTapuaT UCO, despans 2010 r.
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- AyauT cuctem u 3anucen, OTHOCALLMXCS K 0OLEKTY OLIEHKMU.

- Onpegenexue ka4yecTB 00bEKTA OLUEHKM.

- UsyyeHue cneumdukaumin n yeptexei Ans NpoBepkU U attTectaymmn 06bLeKkTa OLUEHKHU.

MpoBepka n atrecTauus

- PaccmoTpeHue gokasatenbCrB, COOpaHHbLIX Ha CTaauu onpeaeneHus, Kacalowmxca COOTBETCTBUSA
o6beKkTa yCTaHOBMNEHHbIM TpeBOBaHUAM.

- BosepalleHue k aTany onpeaeneHus Ans yCTpaHeHus1 HeCOOTBETCTBUM.

- CocraBneHue u Bblga4ya 3aKkrno4eHua 0 COOTBETCTBUMN.

- Pa3smelueHune 3Haka COOTBETCTBUA HA NpOAYKLMKM, COOTBETCTBYIOLIENH TpeGoBaHUAM OCMOTpa.

Hapgsop

- BbinonHenve gencTsnil No ONPeAEneHnto B MecTe NponM3BoACTBa MM B KaHane NoCTaBOK HA MeCTO
TOProBnu.

- BbinonHenue gencTenii No onpeaeneHunto B MECTe TOProsnu.

- BbinonHeHne fencTBui Mo onpeaeneHnio Ha MecTe UCNoNbL30BaHUS.

- PaccmotpeHue pesynstaTtos AeWCTBUW 3Tana onpeaeneHus.

- BosBpalleHue k sTany onpegeneHus ans yCTpaHeHUs HECOOTBETCTBUMN.

- CocraBneHue v Bbligadya nogTBEPXKAEHUA O COXPAHEHUU COOTBETCTBUSA.

- BbinonHeHne KoppekTupyLwmMx u npeaynpexaaiowmx AeNCTBUA B Cy4Yae BbiSBIEHUA HECOOTBET-
CTBUA.

Mpunoxenne A gaet Gonee aeTanbHOE ONUCaHME AAHHLIX METOAOB, ONUCLIBAs PELLEHUS, CBA3AHHbIE
C BbIBOPOM METOAOB U MPEAOCTABIIEHNEM HAMAAHLIX NPUMEPOB NOAX0A0B K OLIEHKE COOTBETCTBUSA, KOTOPbIE
UCMONb30Banu CTPaHbl-y4aCTHUKHU.

B cnyyasnx korga pucku HECOOTBETCTBUA BbICOKM (Hanpumep, obwecTBeHHas 6€30nacHOCTb HAX0AUTCA
noa yrposoii), kak npasuno, TpebyeTcA He3aBMCUMbBIN OPraH ANs BbIMOMHEHUS HEKOTOPbIX ONpeAeneHHbIX
BWAOB AEATENbHOCTU MO OLEHKE COOTBETCTBUA, NO KpaWHEn Mepe Ans pacCMOTPEHUs A0Ka3aTenbCTB CO-
OTBETCTBMS M BblAa4M JOKYMEHTa 06 aTtrecrauuu, Hanpumep, ceprtudukara. [laHHble OpraHbl, Kak npaBuso,
B3MMAIOT NNaTy 3a CBOM YCNyru, a ANs 3aBepLueHus cBoel paboTbl uMm TpebyeTtca Bpems.

OCHOBHbIM CTPYKTYPHbIM 3M1€EMEHTOM NporpaMM COOTBETCTBUA AAIBNAETCA CXEMa OLIEHKN COOTBETCTBUSA,
KOTOpasi OTHOCUTCA K OMpeAeneHHoN rpynne 00beKkToB, UMEIOLLIMX JOCTATOYHO CXOXUE XapakTEepUCTUKU, KO-
TOpbIe NPEeAOCTaBRNAIT BO3MOXHOCTb MPUMEHEHMUS TOTO e Habopa npasun U nNpoueayp € TOW ke CUCTEMOWN
ynpaeneHns Ans OLEHKU COOTBETCTBUS C TEM ke HaBOpPOM yKa3aHHbIX TpeBoBaHMMA.

BrnagenbLy cxembl HY>KHO yKa3aTb, AOMkHA N pabota ObiTb NpoBeAeHa OAHUM KOHKPETHbIM OPraHoOM
unn nobbiM OpraHoM, KOTOpbI OoTBeYaeT TpeboBaHusIM cxeMbl. B cnyyasix ecnu ykasaHa OLeHKa COOTBET-
CTBUS TPETLEN CTOPOHOW, CNEAYET YYUTbIBAaTh HEOOXOAUMOCTb AKKPEAUTALIMM TAKMX OPraHOB MO OLIEHKE CO-
OTBETCTBUA.

Heckonbko crpaH (Hanpumep, CLUA, Benukobputanus, bpasunus n KaHaaa) BHeapunum nporpaMmbl No
OLIEHKE COOTBETCTBUSA NpPU noaaepxxe HauuoHanbHOro npaBuTenbCTBa Ans pacumpsemMoro MaccmBa KInuHu-
YECKUX NPOorpamMMHbIX NPOAYKTOB U TpeboBaHUI, TaK KaK KNUHMYeCKasi (byHKLMOHANbHOCTb U COBMECTUMOCTb
KrmHu4eckux cuctem POS yBenuumuBaetca. 3TW NpOrpaMmbl NpOAOIMKAIOT Pa3BUBATLCA HA OCHOBE OMbITa
M M3MeHeHun NoTpebHOCTEN, a NpunoXeHne A npeacraBnseT co0ol onMcaHue NoAxXOA0B, MPUMEHEHHbIX B
yeTbipex crpaHax k 2010 r. B nocnegHee BpeMA Takke NOSABNASAIOTCA NOAXOAbl, pa3paboTaHHbIe ¢ yyacTueM
MHOIMX CTPaH, Hanpumep, nNpoekT «MHTenneKkTyanbHoe OTKPLITOe 00CNy>XMBaHME €BPONENCKUX NALUEeHTOB»
[European Patients Smart Open Services (epSOS)].

B cnyyae ¢ CLUA Biopo HauuoHanbHbIX koopauHatopoB (ONC) akkpeguToBarno areHTCTBa TPETbUX CTO-
POH Ha NPaBo BblAA4M CepTUMUKATOB COrMacHoO TPebOBaHNAM COOTBETCTBUSI U METOAAM NPOBEAEHUSA UCTIbITA-
HWI, YCTAHOBNEHHbIM HaunoHanbHbIM MHCTUTYTOM Hayku u TexHuku (NIST). B gpyrux ctpaHax ceptudukarbl
nNpeaoCTaBnsaloTCA OTAENbHLIM OpraHam, Ha3Ha4YeHHbIM NPaBUTENLCTBOM CTPAHbI.

CrneayeT OTMETUTb, YTO ApPYrMe MOAENN OLUEHKN COOTBETCTBUSA, Takme Kak IHE, HeCMOoTps Ha TO YTO He
SIBAAIOTCA NporpaMMamMm no ceprudukaLmn nnu ux 4acTblo, NPeAOCTaBnNSIIOT NPOU3BOAUTENSIM NPOrPAMMHOI0
obecneyeHnss METOAbI ANSl YTBEPXKAEHUA COOTBETCTBUA U MOTYT UCNONb30BaThCSH, HANPUMEp, B HALMOHArb-
HOW nporpamme ceptudukalum.

Yacro ucnonb3oBaHWe 3HaKka COOTBETCTBUA KOHTPOSIMPYETCSI C MOMOLLbIO MULEH3UW, BblaHHOW Bna-
AenbLeM 3HaKa UMM opraHu3auuenn, AENCTBOBaBLUEN OT UMEHU BrajenbLa, Hanpumep, OpraHoM no Cepru-
dukauuu. B nuueH3nmn nanaralorcs ycrnosus, NPy KOTOPbIX MULEH3NAT MOXET UCMOMNb30BaTh 3HaK, HAaNPUMeEp,
orpaHW4yeHus, KacalLmnecs UCNOMb30BaHNA ero TONbKO Ha TeX NPOAYKTaX, KOTOpble€ NOCTaBLUMK NPOBEPUI
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Ha COOTBETCTBUE CEPTUPULUUPOBAHHOMY TUNY NpoaykTa. OnpeaeneHuwe NOMTUKA UCTONb30BaHUS 3HAKOB
COOTBETCTBUSA SIBNSIETCA CYLLECTBEHHO BaXXHbIM ANS Bajenbla U NMUEH3MPYIOLLero opraHa, Tak Kak npoayk-
LMSA € UX 3HAKOM 4acTo NPOM3BOAUTCHA B COOTBETCTBMU C CUCTEMOW, B KOTOPOW NULEH3NPYIOLLMIA OpraH NpoBo-
OWUT NPOBEPKY TONbKO Cry4YaiHbiX 00pa3LioB NPOAYKTA.

Karkgas nporpamma no oueHke coorBetcteusi B CLUA, BenukoGputanum, Bpasunum u Kanage BknovaeT
B ceba npoLecc Bblga4uu CepTUUKALMOHHBIX 3HAKOB M NyBnukauMu nepeyHst MeauuuMHCKUX NPOrpamMMHbIX
NPOAYKTOB, KOTOPbI€ MPOLUMM UCTBLITAHMS MO OLEHKE COOTBETCTBUSA, YCTAHOBMEHHbIE ANA ONPEAEneHHOro
psiaa TpeboBaHui. Takue cepTuukaThbl CyLLECTBYIOT Kak AN LenblX CUCTEM, TaK U B HEKOTOPbIX CRyyasx Ans
OrpaHUYEHHOTO YMNCna MOAYNEN STUX CUCTEM.
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Mpunoxexune A
(cnpaBouHoe)

MporpamMmmMbl NO OLEHKE COOTBETCTBUS.
KOHCTPYKTUBHbIE PelIeHUA 1 HarnsaaHble NpuMepbl OT CTPaH-y4YacTHUKOB Ha 2010 r.

A.1 O6wue cBegeHus

HaHHoe npunoxeHue npepocTasnser 6onee NoAPobHYO MHMOPMaLMIO O MOAENSX OLEHKU COOTBETCTBUS, MpPO-
Leccax U fpyrux pelleHusix, ConpoBoXxaaemMyro npumepamu nporpaMM OLEHKW COOTBETCTBUS U cepTUdUKaLUM C Lienbio
NpPoAEeMOHCTPUPOBATL anbTepPHATUBHLIE NOAXOALI, KOTOPbIE MOrYT GbITh MPUMEHEHEI B 3aBUCMMOCTY OT CUTYaLMu B onpe-
[leneHHol cTpaHe. HecMoTpsi Ha To YTo NpUMephbl, MPUBEAEHHbIE B AaHHOM NPUMOXeHUN, fonycKkatT obmMeH uHdopma-
Lueit B npefenax rocyAapCTBEHHLIX rpaHuL, Ux NpUHLUMMEl BCe elle MPUMEHUMbI B CUTYaLUAX ¢ MEXrOCYAapCTBEHHLIM
obMmeHoM. Takue npoekThl, kak epSOS [European Patients Smart Open Services (MHTennekTyansHoe oTKpeIToe 06cry-
XuBaHWe eBponenckux nauueHTos)], B EBpone ABNAOTCA peanbHbIM NPUMEPOM MEXrocyAapcTBeHHoro obMeHa B pac-
cMmaTpuBaemoii obnactu.

A.2 [porpaMmbl No OLeHKe coOTBeTCTBUA. KOHCTPYKTUBHbIE pelueHUus

A.2.1 YnonHoMoueHHbli opraH

MeTogbl OLEHKM COOTBETCTBUS MOTYT UCMONb30BATLCA NEPBONA, BTOPOW UMK TpeTbel CTOPOHOW: NOCTaBLUWK ABNSAET-
CA NepBOil CTOPOHOIA, MOKyNaTenb ABNAETCA BTOPOW CTOPOHOM, @ OpraHn3aLys, He NMetoLwas KOMMep4YeCcKo 3auHTepeco-
BaHHOCTU B CAENKe, ABNAETCA TpeTbEN CTOPOHON. PelleHne 0 TOM, Kakas CTOpOHa JONKHa peannu3oBbiBaTb 3TU METOAbI,
OyneT 3aBUCETb OT MECTHbIX YCroBuiA. Kak ykasaHo B 6.2 1 NpounnioCTPMpOBaHO B YETbIpEX Nporpammax, onucaHHbIX
flanee B ;aHHOM MNPUMOXEHWUU, MOfeNb OLIEHKN TPETbER CTOPOHON, BKNtoYaloLLas rocyAapCTBEHHYHO cepTudukalmio, Npu-
HUMaETCs YacTo, MOCKOMbKY PUCKW HapyLueHUsi obLecTBeHHOW 6e30nacHOCTH, Bbi3BaHHbIE HECOOTBETCTBUEM KIIMHUYe-
ckol cuctemsl POS, cunTatoTes BLICOKUMU. TeM He MeHee npu OTCYTCTBUM FOCYAapCTBEHHOW NporpamMMel cepTudmnkaumn
MeCTHbIe OpraHu3aLuin 30 paBooOXpaHeHUa MOryT, HanpuMep, YTBEpPAUTL NPOLECC OLEHKU COOTBETCTBUS BTOPOIA CTOPOHOIA,
4YTOObI CHU3UTL PUCKN BHEAPEHWUS HECOBMECTUMOWM KNUHUYEecKon cuctemel POS B MecTHyto MHGoCTpykTYpy EHR.

Cuctema oLieHKN COOTBETCTBUSA WcrmonbayeT obwmii Habop npasun, npouesyp U METoAUK ynpaBneHUs Ans psga
CXEM OL|eHKMN cooTBeTCTBUSA. [N pasnnyHbiX cXeM, BO3MOXHO, noTpebyeTtca 6onee nogpobHoe onucaHwe npasun 1 Npo-
Ledyp, pasnuyHbiMu crocobamu, OfHaKo € TOYKM 3peHusi appeKTUBHOCTU U cTabunbHOCTU paboTa B pamkax o6Lyei
CTPYKTYPbI ABNAETCA NPEUMYLLECTBOM.

Kaxpaas cxema oLeHkn cooTBeTcTBUS ByaeT UMeTh Bnagensua. MoXeT NPUMEHSTECA MHOXKECTBO pasfiMyHbIX METO-
[,0B, HEKOTOPLIMU NPUMEpamMu KOTOpPbIX ABNSAIOTCA:

a) MocTaBLMK NPOrpamMMHOro o6ecneHeHns MOXeT YyCTaHOBUTb CXEMY OLIEHKM COOTBETCTBMS A5151 CBOUX NMPOAYKTOB,
BKItOYas TECTUPOBaHUe, NPOBEPKY U ayAuT, C NOcneayioLLeil Boljadel 3aaBneHns 0 COOTBETCTBUN.

b) Cxema moxeT BbITb paspaboTaHa opraHom no cepTudpukaLn ANS SAUHONUYHOTO UCMONBL3OBaHMUS €ro KIMeHTa-
MW, B 3TOM Crny4qae opraH no cepTuduKaunmn HeceT NosHYI OTBETCTBEHHOCTL 3@ NPOEKTUpOBaHWe, NPUMEHEHNe, yrnpaene-
Hue n oBcnyxuBaHue cxembl. OpraH GyaeT AaBNATLCA BRajenbLeM cXembl.

¢) Takas opraHusaums, Kak HauWoHanbHoe NpaBUTENbLCTBO, PEryNUPYIOLLUIA OpraH UNKn ToproBas accoLuaLus, Mo-
XeT paspaboTaTb CXeMy U NPEANOXUTL €€ UCNONb3oBaHWUE OHOMY UIN HECKONMBKUM opraHam cepTudpmkalumn. B stom cny-
Yae opraHusaLusa GyaeT SBNATLCA BNagebUeM CXeMbl U HECTU OTBETCTBEHHOCTL 3a ee paboTy, BO3MOXHO, MO KOHTPaKTy
Unu ApYroMy opuLmanbHOMY COMMaLleHUto ¢ opraHamu cepTudpukaLmm.

d) Mpynna opraHos no cepTudukaLnn, BOIMOXHO B pa3HbIX CTpaHax, MOXET COBMECTHO YCTAHOBUTb CXEMY CEpTU-
dukauyun. B aToM cnyvae opraHam Kak coBnagenbLam cxembl byaer HeobxoauMo cosfaTb CTPYKTYpPY ynpaeneHus ans
Toro, 4ToBbl cxema Morna 3¢pdeKTUBHO UCMONb30BaTLCH BCEMU YYaCTBYHOLLMMU OpraHaMu.

A.2.2 TpeGoBaHUA K opraHam cepTucpmkaLmMm npogykKra

TpeboBaHua K opraHaMm, OCYLIECTBNSAIOWMUM cepTUdMKaLMIo NPoAyKTa, NpoLlecca unum ycnyr, onpeaenensl B UCO/
M3K 17065.

OcHoBHoii uenbto MICO/M3K 17065 siBnsieTcs onpeaeneHune TpeboBaHUiA, KOTOPLIM [ OIDKEH COOTBETCTBOBATL Op-
raH cepTuduUKauuu npoaykTa, npouecca unu ycnyr, AnA NOATBEPXAEHUA ero KOMMETEHTHOCTU U 6ecnpucTpacTHOCTU.
TpeboBaHMWs CTPYKTYPUPOBaHb! ANA N3YyHEHUS] CrefYIOLLUX acneKTOB YNpaBneHus u paboTbl cepTUMLMPYIOLYUX OpPraHoB.

- Obuwue mpebosaHus. BONPOCHI NpaBa 1 3aKo4eHNs AoroBopoB; 6ecrnpucTpacTHOCTb YNpaBneHusi; OTBETCTBEH-
HOCTb U (OUHEHCUPOBaHWE; HEAWCKPUMNHALIMOHHBIE YCIOBUS; KOH(pMAeHUManbsHoCTb, obLiefocTynHas nHopmauus.

- TpebosaHus K cmpyKkmype. opraHusaLyuoHHasn CTpyKTypa U BbiCLLee pYKOBOACTBO; MEXaHU3Mbl COXpaHeHus 6ec-
NPUCTPaCTHOCTH.
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- TpeboeaHue K pecypcam. NepcoHan opraHa cepTuduKaLmm, pecypcbl AN OLEHKN.

- TpeboeaHus K npoueccy. cxeMbl cepTUdUKaLMK; NPUMEHEHNE; NMPOBepPKa NMPUMEHEHNS, OLiEHKa; pacCMOTpeHue,;
pelleHne cepTuUKaLmm; cepTudnkaLMoHHaa AOKYMEHTaUus, katanor cepTuduLupyeMon nNpoayKuun; Hagsop; usMe-
HeHuWs, BNusoWMe Ha cepTudrKaLmio; 3aBeplUeHne, YMEHbLLEHUE, NPUOCTaHOBKa UM OTMeHa cepTuduKaLun, 3anucy,
Xanobbl U NpeTeHLMnH.

- TpebosaHus K cucmeme yrpaeieHus. ONuUMK; JOKYMEHTaLWUA Ha CUCTEMY YNpPaBIIEHUs]; KOHTPONb OpraHn3auun
L OKYMEHTOB; ynpaBfieHWe 3anucsiMm; NpoBepka CUCTEMbI YNpaBneHus; BHYTPEHHWIA ayiuT, KoppeKTUpyloLue AENCTBUS,
npeaynpexmaroLime AedcTBUs.

A.2.3 Bonpocbl CTOUMOCTH U Aipyrue pelueHus

MpW NPUHATUKN pelleHUs NO COOTBETCTBYIOLMM BOMPOCaM OpraHW3aLyM OLIeHKW COOTBETCTBUS AN KOHKPETHBIX
CUTYyauuWii JOMKHLI paccMmaTpuBaTbCal 3aTpaThl Ha UCMOMb3oBaHWe ansTepHaTUBHLIX noaxoAoB. Hapsaay c satparamum,
NMOHEeCEeHHLIMU B pesynbraTe NPOBEAEHUsi CaMOCTOATENBLHON OLEHKN, HEOOXOAUMO YUUTBIBATb, Kakue [OMNOMHUTENbHbIE
pacxofbl MOryT 6bITb NOHECEHB! U KeM, KaK TONMLKO Apyrasi CTOpOHa HauWHaeT NpMHUMaTh ydactue. Ecnu nokynarens npo-
LyKTa pellaeT NpoBecTU cOBCTBEHHYIO OLIEHKY, OH, KaK NpaBuUno, AOIMKEH HECTU pacxofbl, CBA3aHHbIe C HAaiMOM CBOMX
COBCTBEHHLIX UHCNEKTOPOB.

Ecnu HezaBMCUMBIN opraH 3aknio4aeT KOHTPaKT Ha NpoBefeHMe OLEHKN COOTBETCTBMS, eMy bByaeT Heobxogumo no-
KpbITb CBOW pacxoabl 3a CHET TOro, C KeM OH paboTaeT. B criyvae npoBefeHUs cepTUdUKaLMKA NPOAYKLIMK, KaK NpaBuno,
noctaBLUuk ByaeT HaHUMaTb opraH cepTudukaLmm n onnadmeark ero yenyrn. Pacxoabl opraHa cBsidaaHbl He TONBKO C 3KC-
nepTamu, y4acTByOLMMU B OLIEHKE, HO U CO BCEMU 3aTpaTaM, NOHECEHHLIMU B pe3yrikTaTe oCyLLeCTBIEHUS ero AesTenb-
HOCTW, JonsA KoTopbix ByaeT B3MMaTBLCA C KaXAoro 3akasynka ceprudukaLmu.

Takum ob6pasom, pelueHne o cos3faHuK cxembl cepTUdMKaLMU MOXET NPUBECTU K AOMOMHUTENBHLIM pacxofam,
CBA3aHHBIM C NOCTABKOW CEpPTUMDULMPOBAHHON NPOAYKLMNA. AHaNormyHsIM 0bpa3om peLueHne 0 He06X0AMMOCTU akkpeau-
TaLuuu opraHoB No cepTudukaLm nNpuBeAeT K AONOMHUTENBHLIM pacxofaM, Tak Kak 3aTpaTbl, MOHeCeHHbIe B pesynkrarte
paboTbl opraHa no akkpeauTaLum, Takke A0MMKHbI 6bITb BO3MELLEHbI.

B pononHeHWe K NnpAMbIM 3aTpaTtam Ha OLEHKY COOTBETCTBUS CYLLECTBYIOT U Apyr1e dpakTophbl, KOTopble NpUuBoasT
K pvHaHcoBbIM NocnefcTeuAM, 0Co6eHHO AN NOCTaBLUUKOB cepTUhULMpoBaHHOW Npoaykuun. MNpusneveHne TpeTbeit
CTOPOHbI MOXET MPUBECTU K 3afepXXkaM B MPOU3BO/ACTBE M NOCTaBKe NPOAYKLUW B 3aBUCUMOCTU OT UHTEpBana Mexay
3aABKON Ha cepTUUKaLIMIO N NoNyYeHneM cepTuduKaTa COOTBETCTBUA.

A.2.4 OTBeTCTBEHHOCTDb

OOHUM 13 OCHOBHbIX MPUHLMIMOB OLEHKN COOTBETCTBUA ABMAETCA TO, YTO OpraHu3auus, Kotopas SBNAETCA Bna-
AenbleM obbeKTa OLeHKM UNK BEIBOAUT €r0 Ha PbIHOK, HECET OCHOBHYIO OTBETCTBEHHOCTb 3@ €0 COOTBETCTBME YCTa-
HOBMNeHHbIM TpeboBaHWAM. [ocTaBLYMK NPOJYKTa HECET AOroBOPHLIE U NpaBoBble 06513aHHOCTU Nepes Monb3oBarenem,
KOTOpbIE 3aKo4aloTCs B TOM, YTO MPOAYKT OyAeT BLINOAHATL CBOM 3asiBlieHHbIe (pyHKLMW U YTO OH He ByAeT cTaBUTb Noj,
yrposy 3fopoBbe Unu 6e3onacHoCTb Nonb3osaTens Unu Apyrux nuu, axe ecnu nocTasBLUMK MonyvaeT oT He3aBUCUMOro
opraHa cepTudukaT, nogTBEpPXAatoLLMiA To, YTO NPOAYKT COOTBETCTBYET HEOOXOAUMBIM crieLMduKaLmsm, B criydae Bo3-
HWKHOBEHMS NpobneM OH OCTaeTca OTBETCTBEHHbLIM. HECMOTps Ha TO YTO HEe3aBUCUMbIA OpraH MOXET HECTU HEKOTOpYIO
CTeMNeHb OTBETCTBEHHOCTU, 0COBEHHO 3a HebpeXXHOe BbINOTHEHWE OLieHKN COOTBETCTBUS, 9TO He ocBoboxAaeT nocras-
L{MKa OT OCHOBHOWN OTBETCTBEHHOCTW. KOHEeYHo, HeHaanexallee ucnons3osaHne NpoAyKra KOHEYHbIM Mornb3oBarenemM, B
YacTHOCTU HeHaanexallee BbIMOMIHEHWe TeXHUYeCcKoro obcnyxuBaHns, MOXeT 0cBoBoOAUTL NOCTaBLLWKa OT OTBETCTBEH-
HOCTW 3a nocnegyowuin yiepb n ero NocrneacTeus.

A.2.5 PaspaboTka nporpamMmmbl OLleHKU COOTBETCTBUSA

CTpyKTypa nporpamMMbl OLIEHKU COOTBETCTBUS AOMKHA YETKO ONpeAensaTs 06beKT OLEHKN COOTBETCTBUSA, B TOM YUC-
ne HeobxoauMocTb oT6opa Npob unu o6pasLoB, KoTopele ByayT Ucnonb3oBaTeCA B Npouecce onpegenerHus. Ot6op mo-
KeT Takxe BKItoYaThb B ceba BbIGop Hanbonee nogxoawmx npoueayp (Hanpumep, MeToAbl NPOBEAEHUA UCNBITAHUIA UK
MeTofbl KOHTpons), koTopble ByayT Ucnone3oBaTkCH B NpoLecce onpeaeneHns. [JoBonbHO YacTo BbiBakoT criyyau, korga
JOMKHbI ObITh pa3paboTaHbl HOBbIE UMK U3MEHEHHbIE METOALI A5 BINONHEHUA AeACTBMIA 3Tana onpegeneHns. Heobxo-
AMMO BbIGpaTh COOTBETCTBYHOLLME MECTA, YCIOBUSA U YaCTHBIX MWL, AN BEINOMIHEHWS NpoUeaypbl (Mpoueayp). B koHeuHOM
UTOore MOXeT BbITb HeobXxoANMa AOMNONHUTENBHAA MHGOPMaLWS ANSA Toro, YTobbl BLINOMHUTL AeCTBUA aTana onpeaerne-
HWS AnsA Toro, YToObl NOATBEPAUTL, YTO BHINOMHEHHLIE YCTaHOBMEHHbIE TpeboBaHWsA OyayT ahdekTuBHBIMU. Hanpumep,
o6beM UCMbITaHWIA, Ha KOTOPLIA AOIXHA PacnpoCTpaHATLCA akkpeauTauums nabopaTopum, AoMxeH GbiTb onpegeneH 4o
BbIMOMHEHWUA COOTBETCTBYIOLLUMX AeCTBMIA 9Tana onpeaeneHus.

A.2.6 3asiBneHne o cooTBETCTBUM

He3aBWCMMO OT TOro, y4acTBYOT N B OLEHKE COOTBETCTBUS ApYrue CTOPOHbLI, Bcerga OyaeT npucyTcTBOBaTh He-
Kaa opmMa 3asBnNeHns o0 COOTBETCTBUM MOCTaBLUMKa MPOAYKTa UMK yCryri. 3assfieHne MOXeT NpuHUMaThk dopmy pe-
KnamMbl Unu GpoLUtopbl ¢ onMcaHueM OCOBEHHOCTEW MPOAYKTa UMM MOXET GbiTb BKIHOMEHO B oULManbHbIA JOKYMEHT,
NAeHTUDULMPYIOLLMIA NocTaBLYMKa U NPOAYKT, yCTaHaBnuMsatoWmin cneyyudmkaLum cTaHgapToB Un APYrX JOKYMEHTOB,
COOTBETCTBUE C KOTOPLIMU GbINO 3asBNEHO, BO3MOXHO, 0cobble NpaBumna, KoTopbIM COOTBETCTBYET NMPOAYKT M NOLMUCH OT-
BETCTBEHHOro Nuua. faxe pasMmeLleHne Ha NPoAYKTe UK MPUNOXEHUN K HEMY UMEHU NOCTaBLLUMKa, TOBAPHOro 3HaKa Unu
NoroTuna o3Ha4aeT, YTO OH COOTBETCTBYET cneumdmkauun noctaslmka. MCO/M3BK 17050 (Bce 4acTn) npefocTaBnser
PYKOBOZLCTBO NO COAEPXaHWIO 3asBIEHNA O COOTBETCTBUM NOCTaBLLUMKa.
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A.2.7 OnpepgeneHue. YcnoBusa npoBeAcHUs U MeToAbl TECTUPOBAHUA

PykosogctBo MCO/M3K 67 onuceiBaeT ceMb OCHOBHBIX TUMOB CUCTEM cepTUdUKaLMu NpoayKLUK, oTMeYas, YTo
3MNeMeHTbl 3TUX CUCTEeM MOTYT BbITb 06beiMHEHbI ApYrMMK crnocobamMn AnNA co3aaHuns JOMNOMHUTENBLHBLIX CUCTEM. 3T CU-
CTeMbl MOTYT BKITO4aTh B ce65 OfWMH UK HECKOMBKO CIEAYIOLUX KOMMOHEHTOB:

- o6pasLpl, 3anpallnBaeMble OpraHoM cepTudUKaLmu,

- onpejeneHne COOTBETCTBYIOLUMX XapaKTepUCTUK NpoAyKkTa nyTeMm nposeaeHus ucnoiranua (MCO/MO3K 17025)
U OLEHKM;

- NpoBeAeHWe ayfuTa npoLuecca NPOU3BOACTBA UMW CUCTEMBI KOHTPONSA KavecTBa;

- W3yYeHWe OTYETOB OLIEHKU UMK UCTIbITaHUS;

- MOATBEPXAEHNE COOTBETCTBUS,

- Bbljada NMLEH3NN Ha UCMOoNb3oBaHNe CepTUMKATOB U 3HAKOB Ha NPOAYKLUK;

- KOHTpPOJb C MOMOLLbIO UCMLITAHWIA UNK NpOBepkU 06pasLoB ¢ 3aBoAa UK pbIHKa.

OnbIT UCMOMb30BaHWSA NPOrpamMmM OLIEHKN COOTBETCTBUA YEThIPEX CTPaH (B COOTBETCTBUM C ONUCAHWEM B HACTONA-
LLeM NPUNOXEHUN) NOKa3bIBAET, YTO Kaxaas NpUMeHsmna coyeTaHne HeCKONbKUX METOA0B. YYUTbIBas PUCKN HapyLUeHUS
6e30MacHOCTM NaLMeHToB, CTPaHbl BCe Yalle NepexoAsT K cepTudukaummu npogykunum, NpoBOAUMON YNONHOMOYEHHBIMU
TpEeTbUMU NUL@MK, cocpefioTavnBasch Ha NPoBeEHNN OLIEHKU COOTBETCTBUA OpraHU3aLnAMK, oKasbiBaroLWUMU MENULUH-
CKYt0 MOMOLLb, B KOTOPBIX JOMKHO UCMOMb30BaTLCA U MOAAEPKMBATLCA HECKOMNBbKO NPOrpaMMHbIX NPOAYKTOB, obnerdaio-
KX obMeH uHopMaLmelh 0 NaumeHTe Mexay MyHKTaMu oKasaHUs NOMOLUW ANA NoBblWeHWs 6e3onacHOCTU NauueHTa,
KavecTBa W pesynesraToB. Tak Kak MCMonb3yroTcs Bce Gonee CroXHble U MexXonepauuoHHble KnnHudeckne cuctemel POS,
BCe Oonblie 1 Bonblle BHUMaHWUA Takke yAenseTcs HempepbiBHOMY HabnoaeHUto U NOBTOPHOW OLEHKE CUCTEM, Tak Kak
B sKocucTemMe EHR npoucxoasT nameHeHusi nporpamMMHoro obecneveHns U ctaHaapToB. Bo MHOMMX cTpaHax napannens-
HOe aKLeHTUpOBaHWe BHUMAHWUSA Ha yrpaBneHnn puckaMmn HapyleHnsa 6e30NacHOCTU NauneHTa, cBA3aHHLIMU ¢ MeAWULUH-
CKMM NporpaMMHbIM obecnevyeHunem, Takke NOMOXET CHU3UTb PUCKKM, CBA3AHHbIE C KOHTPONEM KavecTBa NporpaMmmHOro
obecneyeHns, HacTPONKONA, peanunsaumein U KOHEYHLIM NoMb3oBaTenemM.

A.2.8 PaccmoTpeHMe u aTTectauus

Mpu cbyHKUMOHaNEHOM nogxofe (CM. PUCYHOK 2) pacCMOTPeHWe U aTTecTauusa NpeacTaBneHbl Kak coBMeLeHHasn
LeATenbHOCTb. XOTS BO3MOXHO OTAENbHOE BIMOMTHEHUE KaXA0ro U3 HUX pasHbIMK NuyaMu. BaxHo To, 4To HU 0aHO Aelt-
CTBUWE He [OMKHO BbITb OCYLLECTBIEHO NULOM, KOTOPOE Yy4acTBOBano B AelNCTBUAX 3Tana onpeaeneHuns. Mockoneky Bos-
pacTaeT pUCK NOSBNEHWNA HECOOTBETCTBUI, CTENEHDb HE3ABUCMMOCTU peLieH3eHTa yBeNNYMBaETCS.

PeLieH3eHT aomkeH obnagaTe HeoBXoAUMOW KOMNETEHLUER NO OTHOLIEHUIO K YKasaHHbIM TpebGoBaHUAM, 06beKTy
OLEHKM N AeCcTBUAM aTana onpeferneHns, Kotopble Obinn ucrnonb3oBaHbl. Hanpumep, 3HaHWe METOAMK NpoBEAEHNS UC-
MbITaHUIA NO3BOMUT PELIEH3EHTY ONPeAenuTbL HECOOTBETCTBYOWUE pesynkTaThl U NepefaTsk oT4eT 06paTHO NuLly, NpoBo-
LVBLUEMY UCTbITaHUE AMA NOBTOPHOrO €ro NPoBeAeHUs.

3aknroveHneM sTana paccMoTpeHUs ABNAETCA pekoMeHAauUusa o Bblgade 3asiBrneHmns 0 CooTBETCTBMU. PekomeHpa-
LWs BOMXKHa cofjepXaTb CCbINKY Ha OTYeT 1 ntobble Apyrue BbIBOALI M3 0630pa, KOTOpbLIE NOATBEPXalOT COOTBETCTBUE
(unn HecooTBETCTBME) O6BEKTa YKa3aHHbIMU TpeBoBaHMAMK.

A.2.9 YnpaBneHue BepcusaMU U Haasop

B paclmpsioLlemes MexonepaumoHHoMm Mupe EHR, rae knuHudeckue cuctemsl POS uMetoT pacTyllee Konu4ecTeo
TOYEK B3aUMOLENCTBUSA (MHTEPENCOB), C TOUKM 3peHUsa MHPOPMaLmMn (Hanpumep, HoBble Habopbl KOAOB), MONMMUTUKK (Ha-
npuMep, HOBblE NpaBuna HeMPUKOCHOBEHHOCTU YacCTHOW XM3HWU) U TEXHONOIMMIA BaXHO UMETb YeTKMe npaBuna, KoTopble
onpeaensoT HeobxogWMOCTb NepeaTTecTaLm, Korga NPOUCXOAST U3MEHEHUS B KITMHUYecKol cucteme POS unu nHgo-
cTpykType EHR. MNMoBTOpHOE UCMbITaHKEe COBMECTUMOCTU TpebyeT AUCLMNIIMHUPOBAHHOMO NPOBEAEHUA 3TOMO UCMLITAHWUA
C YKa3aHueMm Toro, Kakne UsSMeHeHUA SBMATCA OCHOBHLIMU, @ Kakne — BTOPOCTENEHHBIMU, A TakKe ¢ UCNONb30OBaHUEM
CPeACTB ANA NMPOBEAEHUS UCMbITaHWA U APYrMX MexaHn3MoB, TpebytoLmxca Ans Toro, 4Tobbl caenatb NOBTOPHOE MCMbI-
TaHWe NpakTUYHLIM U JOCTYMNHLIM BO BpeMA cepTudukaLum.

OueHKa COOTBETCTBMSA MOXET 3aKaH4YMBaTbCA nocne BhINOMHEHUA arTecTauun, HO B cnyYasx, Npu KOTOpbIX Cylle-
CTBYET HeOBXOAUMOCTb HENPEPLIBHOrO NOATBEPXAEHNSA COOTBETCTBMS, MOXET UCNONL30BaTLCA Hag3op. Hagsop cuctema-
TUYeCcKN BO30GHOBNSAET AEATENbHOCTb MO OLIEHKE COOTBETCTBUSA, SIBMSISICb OCHOBOW ANS NOAAEPXKaHUA AENCTBUTENBHOCTH
3aKNYeHUss 0 COOTBETCTBUK. Kak npaBuno, HET HeobXoAUMOCTU B NMOSTHOM NMOBTOPEHUN NEPBOHAYaNbLHON OLEHKU NpK
KaxkgoM LiMKne Haasopa AN YCTpaHeHus faHHOW HeobxoauMocTu.

B cnyyae ecnu o6beKT Npu3HaH HECOOTBETCTBYIOLUM, TO JILIO UM OpraHW3aums, OTBETCTBEHHas 3a 06bekT, Ha-
npuMep WHXeHep-pa3paboTynk, Unu B cryvae y4acTusl BTOPOW MKW TPeTbE CTOPOHBI — NOCTaBLUMUK AOMXKHLI BbITh yBE-
JOMMEeHbl U NpUrnalleHbl AnsA BHECEHUA HeoBX0MMbIX U3MEHEHWIA AN AOCTWKEHUS COOTBETCTBUA. BaxHo, 4ToOb! peleH-
3€HT He npeararan BO3MOXHbIE peLleHUst A Toro, YTobbl He MOTEPSTh CBOIO 06LEKTUBHOCTL NpU BO3BpaLleHUn obbekTa
ANA fanbHedwein npoepku. O6CyxheHne pesynsraToB OLEHKW NMPU3HAHO JOMYCTUMBIM AN TOro, YTOGLI OTBETCTBEHHOE
TWLO UMK OpraHn3auust CMOrTU NOHSATE MPUYUHY HECOOTBETCTBMUS.

Obecne4eHne NOCTOAHHOMO COOTBETCTBUS B Bonee CroXHOW U MexonepaunoHHoi akocucteme EHR sBnsetca
MOCTOSIHHOW NpoBnemMoi AN NocTaBLYMKOB CUCTEM, MOKyNaTeneil U opraHoB No cepTudukauum, Kaxablii U3 KOTOpbIX
HeceT OTBETCTBEHHOCTbL 3@ MPOBEAEHNE COOTBETCTBYIOLUX MEPONPUATUIA NO OLEHKEe COOTBETCTBUA B CBOUX Cpefax.
B fononHeHWe K COBMECTHBIM U MPaKTUYHBIM MpoLieccaM AN CHUKEHUS U yNpaBneHus pUckaMn COBMECTHO C NOCTaB-
LMKaMmn 1 paspaboTymkamu nporpaMmHoro obecrneyeHnsl, BOSHUKHOBEHNE KOTOPbIX CBA3AHO C BHECEHNEM U3MEHEHNUIA

34



FOCT P 57301—2016

B MPOAYKT, HEOOXOAUMBI paLMoHarnbHble NpaBuna, KoTopble MOo3BONAT opraHam Mo cepTuduKaLunM, OCHOBLIBAACh Ha
npuHUMNax, onpefensTe CTeNeHb NOBTOPHOIO TECTUPOBaHUSA, He0bXo[MMOro Npu BHECEHUN N3MeHeHuiA. HakoHel, Ha-
fexHasa cuctema HabnrofeHuns, koTopas BrNodaeT B ceba BHUMATENBHOCTL NOCTaBLYMKOB, pas3paboTYMKOB U KOHEYHBIX
none3oBaTeneil 3TUX cUCTeM, a Takke 3DPEKTUBHYIO CUCTEMY MPeAOCTaBIIEHUA OTHETHOCTH, ABMSETCH BaXHbIM KOM-
NMOHEHTOM.

A.2.10 O6yueHue, npoaaxa u ocyLUeCcTBreHUe CBA3M

A.2.10.1 Jexnapauus o COOTBETCTBUU

3akrnoveHne o COOTBETCTBUW, BbiJaHHOE NepPBO CTOPOHOW, HanpuMep NoCcTaBLUMKOM NpogyKTa, Ui BTOpOiA cTopo-
HOI, HanpuMep nokynaTeneM, HasblBaeTca AekrnapaLumneil 0 COOTBETCTBUM.

A.2.10.2 CepTudukaT cooTBETCTBUA

3aKro4eHne 0 COOTBETCTBUU, BbljaHHOe TPEThE CTOPOHOW (OpraHoM cepTUdUKaLmm), ABNSETCA cepTUdUKaTOM
cooTBeTcTBUSA. OfHAKO UCMONb3yeMble TEPMUHBI U KOHKPETHOE CcofepXXaHne MOryT MEHSTLCS B 3@BUCMMOCTM OT OLEHNBa-
emMoro obbekTa u xapakrepa yKadaHHbIX TpeboBaHWiA.

A.2.10.3 3Hak cooTBeTCTBUSA

Kak npaBuno, NpogykTel UMEKOT 3HaKkn COOTBETCTBUS HE3aBWCUMMO OT TOro, SABMSAETCH STOT 3HaK COBCTBEHHLIM TO-
BapHLIM 3HAKOM MOCTaBLUNKa, CepTUMUKALMOHHEIM 3HAKOM, KOHTPONUPYEMbIM OPraHoM Mo cepTudpuKaLlun, Unu aHakoM
COOTBETCTBUSA, TPebyeMbIM 3aKoHOfaTenbCTBOM, Hanpumep, Mapkuposka CE EBpocotosa. PekomeHgaLum o 3HaKkax cooT-
BeTcTBUA cogepxatcs B MCO/MBK 17030 n PykoBoactee MCO 27. 3Haku JOMKHBI UMETb OTNUYMSA, @ UX COBCTBEHHUK W
YCIOBUSA NCNOMb30BaHNA AOMKHbI ObITb YETKO OnpefeneHbl.

B yacTHOCTK, ncnonb3oBaHWe 3Haka He [OMKHO BBOAUTL B 3abnyaeHue nokynareneii v nonb3osarteneii npogykTa.
Hanpumep, nocTaBLUWK, KOTOPLIA MMEET CepTUdMULMPOBaHHYIO CUCTEMY MEHEXXMEHTa, COOTBETCTBYHOLLYIO TpeGoBaHUAM
ctaHgapta MCO 9001, He foMKeH CTaBUTb Ha CBOO NPOAYKLIMIO 3HAK OpraHa no cepTUtUKaunm, Tak Kak 3To o3Havano 6ebl,
YTO NPOAYKLUMSA cepTUdDULMPOBaHa OpraHoM.

YacTo ucnons3oBaHne 3HaKka COOTBETCTBUS KOHTPONMUPYETCA C MOMOLLbIO NUUEH3UKW, BblAaBaeMoil BnagenbLUem
3HaKa Wnu opraHusauvei, AeNCTBYIOLWEN OT UMEHW Bnafenbla, Hanpumep, opraHoM Mo cepTudukaymu. B nuueHsum
n3nararoTcs YCroBuUsi, Npu KOTOPLIX SULIEH3NAT MOXET UCNOMb3oBaThb 3HaK, HanpuMep, orpaHNHMEHUs, Kacaloweroca uc-
Mofb30BaHNA ero TONMbKO Ha TeX NMPOAYKTaX, KOTopble MOCTaBLUMK NPOBEPUIT HA COOTBETCTBUE CEPTUDPULMPOBAHHOMY TUNY
npoaykta. OnpeaeneHune nofMTUKA UCMOMb30BaHNA 3HaKOB COOTBETCTBUSA SABMSAETCA XUHEHHO BaXHbIM ANSA BNnagensua
W NULIEH3WPYIOLLEro opraHa, Tak Kak NpoAyKLUMs ¢ UX 3HaKOM 4acTo NPOU3BOAUTCS B COOTBETCTBUU C CUCTEMOM, B KOTOPOW
TNVLEH3NPYIOLLUIA opraH NMPOBOAUT NPOBEPKY TOMLKO CryvanHbix 06pas3LoB NpoaykTa.

C y4eToM 3TUX NPUHLMNOB Obinn paspaboTaHbl YeTbipe HaLWOHanbHbIE NMporpaMMel NO cepTudUKaLn MegnuLH-
CKOro nporpaMMHoro o6ecrne4eHus.

A.3 Mpumep 1. Benuko6putanus

A.3.1 O630p U Uenu nporpamMMbl cepTudouKaLum

OnuncaHue B 3TOM pasfenie OTHOCUTCA K pexXuMy yrnpaereHus UHgpopmaLuei, cyujectsoBaBLueMy B HalmoHansHoMN
cnyx6e agpaBooxpaHeHuss Benuko6puTtaHuu B 2010 . B To BpeMs, koraa 6bina HanucaHa sTa TexHu4eckas cneyuduka-
LWsi, peXuM yrnpasrneHus uHdopmMaumei ans HauuoHanbHoi cnyx6bl 3gpaBooxpaHeHust BenukobputaHum nepecmarpu-
Bancs. PesynsraThl 3TOro npolecca AafyT BO3MOXHOCTb ANA AanbHEWLWero cornacosaHus, Korja HacTosAWwuin ctaHaapT
OyAeT BNoCresCTBUU NOLBEPrHYT NepecMoTpy co cTopoHbl MCO.

ObbeguHeHne 3gpaBooxpaHeHus [Connecting for Health (CFH)] HaunonanbHoit cnyx6bl 3apaBooxpaHeHns Be-
nnkoGpuTaHuK, SBMASCH YacTbio [enapTamMeHTa ynpaBreHust uHdopmaTtusauuein sgopobs (Department of Health
Informatics Directorate), ocylyecTBnsAeT UeHTpanu3oBaHHble npoLecchl o6ecneveHns 6e3onacHoOCTM, HarnpaBneHHble Ha
obecneveHue:

- cooTBeTCTBUA TpeboBaHUAM rocyaapcTBeHHbIX KoHTpakToB UT cnyx6bl NHS, T. €. KOHTpaKToB MECTHLIX NOCTaB-
wmkoB yenyr (LSP), Hanpumep CSC, KOHTpakToB rocyaapcTBeHHbIX noctaswukos ycnyr (NASP), Hanpumep BT Spine,
cTpykTypel GP Systems of Choice (GPSoC) u Katanora gononHutensHbix yenyr (ASCC),

- cooTBeTCcTBUA TpeboBaHuaM, npuHagnexawmm CFH NHS, no TpebosaHuio cnyx6 Bcex ypoBHeid, Hanpumep
cny6bl XpaHeHWsa nepcoHankHeIx Aemorpadudeckux agarHelx (PDS), ynpasneHus uidopmayueii (IG), a Takke cooTBeT-
cTBUA Boree CNOXHBIM KIIMHUYECKUM TpeGoBaHNSAM, TakuM Kak kpaTkas uctopus 6onesHn (SCR) u cnyx6a aneKTpOHHbIX
MeauuuHckux peuenTos (EPS);

- COOTBETCTBUA MOBBIX CUCTEM, TPebyoLUX NOAKMIOYEHUA HENOCPEACTBEHHO K HAaLUMOHanNbHOW nporpamme Spine,
Kak MUHUMYM TpeBoBaHUAM ynpaeneHus UHopmaymnein (IG) n kak MUHUMYM eLle ogHOMY HaGopy TpeGosaHui, YTOGbI
VMETb HEKOTOpble (hYHKLIMOHAMbHBIE BO3MOXHOCTH, TpebytoLumecs 3TUM cMCTEMaM AN Toro, YTobel GbiTb NOABEPrHYTHIM
3TUM MpoLieccam.

O6wum npoueccom obecnedeHus GesonacHocT (Common Assurance Process, CAP) saBnseTces npouecc obecne-
YeHus cooTBeTcTBUA TpebosaHuam ans CFH NHS B cornacum ¢ TpeboBaHUsIMU KO BCEM KOHTPaKTHBIM PELUEHUSM, He
oTHocsAwmMea K LSP 1 NASP. Peluenus LSP n NASP nMetoT CBOU KOHKPETHbIE KOHTpaKTHble npouecckl obecnedeHus
6esonacHOCT, OCHOBaHHLIE Ha TeX e npuHumnax, Yto n CAP. O6wwmii npouecc obecrnedeHns GesonacHoCTW perynupy-
eTcs Ha onepaunoHHOM yposHe KomuTeToMm no onepaumam CAP. [JaHHbIA KOMUTET COCTOUT 13 MEHELXEPOB BCEX CTOPOH,
yYacTByoLMX B o6ecneqeHunmn 6esonacHocTi. 3ToT CoBET 0TNpaBnseT OTHeThl B [1porpaMMHbIA COBET, KOTOPLIA co3biBaeTCs
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B MCKNIOYUTENBHBLIX CcUTyauuax. 3aTtpathl, Heobxoaumele ansa peanusauun CAP B KOHKPETHOM criydae, AOMKHbI BbITb
BKIIOMEHbl B OTAENbHblE GU3Hec-Moaens NporpaMmel/NpoekTa U NporpamMMy ee peanusauumi.

A.3.2 O6nactb NpUMEHEHUA pacCMaTpUBaeMblX CUCTEM

TMobas cucteMa, He3aBUCUMO OT MEAMLIMHCKOTO ydpexaeHus, kotopas TpebyeT noAknioveHUs K HauuoHanbHOM
(EHR) cucteme, gomxkHa nogaepxusatb npouecchl o6ecneveHns kadecta. CylecteyeT 6onee 80 cucteM, UCNONb3yto-
LWmx npoueccel obecnedeHns 6e3o0NacHOCTU BO MHOTUX YYPEXAEHUSX, BKITIOYAa MeCcTa oka3aHWs NepBUYHOW MeauLMH-
CKOW MOMOLLM, HEOTNOXHOW MEAULIMHCKON MOMOLLY, CoLManbHOW NOMOLLM, AETCKUE MEAULMHCKUE YYpexAeHUs, MecTa
npoBeAeHUs KNUHUYecknx nabopaTopHbIX NCCrefoBaHNiA, peHTreHOrpaMMmbl.

A.3.3 Paa BKNIOYEHHbIX KNNHWYECKUX, aAAMUHUCTPATUBHLIX, HedpyHKUMOHaNbHbIX TpeGoBaHUi U TpeboBa-
HUW K COBMECTUMOCTH

3TOT pAA 3aBUCUT OT TOrO, YTO HEOOXOAUMO ANA PelleHUs, YYUTBIBaAsA, YTO ANSA KOHKPETHBIX YCNyr onpeaeneHsl
KOHKpeTHble TpeGoBaHuA. Tem He MeHee npoLecc obecneveHns KNMHYeckon 6esonacHocTu aensAeTcs obLWmnM Ans Beex,
M Kaxgas cuctema JonkHa otBedaTb TpeboBaHWAM ynpasneHna nHdopmaumein ana obecneveHnsa 6€30NacHOCTU U KOH-
draeHUnanbHOCTH.

CooTBeTCTBUE CNEAyIOLMM OCHOBOMONAraowmnM MOAYNAM ABNAETCA HEO6XO0ANMBIM YCNOBUEM ANSA NPUMEHEHNA B
npouecce cepTudmrkauum ana nobbix HaumoHanbHeIX cnyx6 EHR (6usHec-cdep), Takux kak BbiGop 1 peructpayums, cooT-
BETCTBUE pedbepepa UK INEKTPOHHbIE peLenThl. OcHoBONONaraloWMmMn MOAYNAMU B NOPAAKE OMEPEAHOCTU ABNAIOTCS:

- ynpasneHus nHgpopmauueii (1G),

- UHpPaCTpyKTypa cUcTeMbl MeguLMHCKUX KapT (CRS) (Hanpumep, ueHTp National Spine) u ctaHgapThl;

- cnyx6a xpaHeHUsA NnepcoHanbHbIX AeMorpadudeckux gaHHelx (PDS).

OaHHble mogynu cogepxat Habop obLux TpeGoBaHUi, NPUMEHUMBIX KO BCEM CUCTEMAM W CTPEMSLLUXCSA K COOT-
BeTCTBUIO ¢ BU3Hec-cdepoil. Bce 3Tn ocHoBononaratowue Mogynu AensoTca obasatensHbIMU.

CooTBeTcTBUE MOXET TpebosaTbea ANs busHec-cpep U ocHoBONonaralOLWMx Moaynei BMEeCTe U MOXET AOCTU-
raTbCs OTAEMBHO.

TpeboBaHUA NPUHUMMNOB ynpaBneHus uHdopmauuein (6e3onacHoCTb M KOHDUAEHLMANBHOCTL) OXBATLIBAIOT:

- ayTeHTUdMKaLuto Nporpammel Spine — NoaAEpXKKY OQHOKPaTHOW MAeHTUUKALMKU U CMapT-KapT, UHTEerpayuio ¢
Spine Security Broker (nocpegHukom 6ezonacHoctu Spine) (SSB) CRS NHS u ynpaeneHue ceaHcoM spine;

- NoKanbHyo ayTeHTUdUKaLUIo NpU OTCYTCTBUKU CMapT-KkapT unu SSB;

- poneBoe ynpaeneHue goctynom (RBAC) — noaaepxky HauuoHanbHoro c6opHuka ponei u aeicTBuil gns ocy-
LieCTBNEHNUA caHKUMOHWPOBAHHOMO AoCTyNa K pyHKUNUAM CUCTEMBI U AaHHLIM, rae AaHHble RBAC nocTynatoT oT onepa-
TopoB SAML (A3bIk pa3MeTKK, NpefycMaTpuBaloLWiA 3aluTy AaHHbIX) n/unu SDS u nokanbHbix TpeGoBaHuit RBAC npwu
OTCYTCTBUU cMapT-kapT unu SSB;

- cormacue — A5 paspeLleHns pasrnalleHns nepcoHarnbHOW KOH(UAeHUMarnbLHo UHopMaLmn o NauueHTe, Ha-
xogsuenica B CRS NHS;

- cnyx6y poacTea, yCTaHOBMEHHOro 3akoHOM (LRS) — ans ocylecTBneHna nofb3oBaTeNeM CaHKLMOHMPOBaAHHOTO
[LOCTyna K NepcoHarnbHbEIM MEAULMHCKUM KapTam;

- M€eTOoA 3anevaTaHHbIX KOHBEPTOB — MO3BOMSAET MaLUMeHTam OCYLEeCTBNATL BbIGOp ypoOBHA «BUAUMOCTU» XpaHu-
MOI UHOPMaLK O HUX;

- NnoATBEPXKAEHNE cofepXaHUsl — [OMYyCKaeT MCMOSb30BaHUE 3NEKTPOHHOro aHanora cobCcTBEeHHOPY4HOI nognucy;

- BeAeHue XypHana ayguta — 3anucbiBacT AeNCTBUS NONb30BaTENA OTHOCUTENBHO NUYHBIX AaHHbIX CRS NHS;

- IT-6e3onacHOCTb — MpPUCBOEHUE BPEMEHHBIX METOK, XpaHEHWe, TeCTUpOBaHWe, CPEAcTBa CBA3N WU CPeacTsa
ynpaBneHus OCTymnom;

- CUCTeMy MeHeAXMeHTa WHdOopMaLnoHHO Ge3onacHOCTU — MPefoCTaBNAET COOTBETCTBYIOWMUE CTPYKTYpL U
npoLecchl ynpaeneHus.

A.3.4 YcraHOBneHue u noaaepxaHue TpeboBaHWi, Ha COOTBETCTBUE KOTOPbLIM NPOBOAUTCA cepTuduKauma

TpeboBaHus 6e30MacHOCTU U KOHGUAEHLMANBHOCTU NpuHagnexat komaHae 1G SME TexHudeckoro otaena u 06-
HOBNSAKTCA KaXAbli rof, Tak Kak 0BHOBMAETCA cnpaBovHas AOKYMEHTALMSA, BKITIOYAOTCA pa3bACHEHUS, 3anpaluMBaemble
NocTaBLUMKaMK, U LOIMKHBI YYUTLIBATLCA TEXHUYECKME U3MeHeHWsA. [peanaraemele N3MeHeHU B OCHOBHOM obycnaenu-
BaIOTCS OMbLITOM MCNOSB30BaHUA NpoLecca obecneveHns 6e3onacHocTi No TpeboBaHWAM, XOTA HEKOTOpPbIE U3 3TUX U3Me-
HEHWI BO3HMKanM B pesynsraTte U3MEHEHUS NMOMMTUKM BapuaHToB Cornacus, npeanaraeMelx nayueHTam, u T. 4. Heckonbko
1eT Hasag OTNPaBHOWM TOUKOI ANs 3TOro NOCNyXun Habop TpeboBaHMii No ynpasneHwo 6e30NacHOCTbIO U MHOPMaLMEN,
W3NOXEHHBIN B Havane HaunoHaneHol nporpaMmel no UT.

A.3.5 NpogomxutenbHOCTb cepTUdUKALMKU U ynpaBneHne HOBbIMU BEpPCUAMU

TepMUH «cepTUdUKaLMa» NPUMEHSIETCS K KOHKPETHON BEPCUN, OH HE 3aBUCUT OT BpeMeHU. Hn ogHa cuctema He
OCTaeTcs HEM3MEHHOI B Te4eHMe JONroro BpeMeHU, M3MeHeHUst TMBo BHOCATCS MNOCTaBLMKaMK, Hanpumep ANS Bbinycka
Bepcuii ¢ ucnpaeneHnem owmnbok, NMGo cnyxart Ans BHECEHUS JONOMHUTENBHEIX (YHKLMOHANbHBIX BO3MOXHOCTEN, CBSA-
3aHHbIX C NporpammMoii Spine. B cBA3n ¢ 3Tum CAP NpuHUMaeT peLleHUs 0 TOM, 40 KaKoW cTeneHu cTaTtyc obecneveHus
6e30nacHOCTM NpofykTa JommkeH BblTh MOBTOPHO NpoBepeH. B ByayLueMm, Korda 3HauuTenbHble U3MEHEHURA, CBA3AHHLIE C
CFH, cMoryT yMeHbLUIaTLCA B YACE W YacToTe NoCTynreHns, OyAeT LenecoobpasHo paccMOTpeTb NOBTOPHYIO NPOBEPKY,
NPOBOAMMYIO MO BPEMEHH.
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A.3.6 Mpouecc npoBepKU Ha COOTBETCTBUE

Mpouecc nNpoBepkn HayMHaeTca C NpojaBla Ha CTaguu MpoeKTUpPOBaHUA. McnblTaHWe NpoBOAUTCA B TECTOBBIX
cpenax NICA, 4To NPUBOAMT B KOHTPONUPYEMBIX YCNOBUSAX NPOU3BOACTBA K «NepBOM AAHHOrO TUnax» peanusaumu. Bpe-
MEHHbIe paMKK 3aBUCAT OT NOCTaBLUWKa B NPUBEAEHNMN €r0 CUCTEMbI B TO COCTOSHUE, B KOTOPOM OHa A0MycKaeTcs B cpefy
KOMMNEKCHBIX UCMBITaHWIA, 1 TOro Kakoe BpeMsa MOXET 3aHATb UCMbITaHue.

CylyecTByeT ncxoaHasa onybnukoBaHHas Bepcus «[puHUMNoB ynpaeneHus 6e3onacHoCTbIO U UHGopMaLMen», Ko-
Topas oTpaxaeT ocobrle TpeboBaHUA NporpamMmmbl, Takne kak ayTeHTUUKaLMA cMapT-KapT, a Takke pyKOBOACTBO, COOT-
BETCTBYIOLLEE NPOMBILMEHHBIM CTaHAapTaM, HarnpuMep, no KpuntorpaguyeckuM anroputmam Ans sauTbl JaHHLIX Npu
nepegade v npu 6eagercTenmn. Mbl BKNOYaEM UCMbITaHWE Ha BO3MOXHOCTb MPOHUKHOBEHWUS B CUCTEMY MPUKITaJHOrO ypoB-
HA 4N Toro, 4Tobbl 0xBaTUTL Gonee obLime noTeHyManbHbIe NPobnemsl, CBA3aHHbIE C NporpaMMHbLIM obecrnedyennem. Bee
3TO HAXOZMUTCA Ha CUCTEMHOM, MPOrpaMMHOM YpOoBHe. Ha opraHn3aLmMoHHOM ypoBHE Kak AFsl OpraHM3aLuit-nocTaBLYUKOB,
TaK U ANs opraHusauuit-nonb3oBaTeneil CyLecTByeT oTAenbHLI NpoLecc — hopMUpOBaHUE 3asBNEHUS O COOTBETCTBUM
npyHUMNam ynpaerneHWs nHgpopmauunei, BrIovatowuii Habop cpefcTB ynpaBneHus UHopMaLmeid Ans nonyYyeHus cooT-
BeTcTBMA ¢ MCO/M3K 27001.

A.3.7 KpaTkoe onucaHue TeKyLwux 3HaHn i

NHS ucnone3osana nporpammy CAP B ee cyLlecTByoLLel (hopMe B TEHEHNE NPUMEPHO NATYU JET, B TE4EHUE 3TUX NET
npouecchl 6bInn HaCTpoeHbl U 0BHOBMEHLI, HO CYLLECTBEHHO He M3MeHUnUck. OnbiT BenukobpuTtaHun 3akniovaeTcs B TOM,
YTO BaXKHO pasBMBaTh TeCHble paboyne OTHOLUEHUS C KaxKabiM NOCTaBLUMKOM CUCTEM, Ha4uHas 06CyXaeHUs Ha cTaun Npo-
EeKTUPOBaHUA, Ha KOTOPOW NPEAYCMaTpUBaIOTCA UBMEHEHNS B KINMHUYECKOR cucteMe POS unu HaunoHansHoW MHAOCTPYK-
Type EHR. CoTpyaHuku CAP npegocTaBAT NocTaBLUMKY peKoMeHAaLUmm, Ho Tak, YTobbl He cTaTb NpoekTupoBLUMkaMu. Mocne
TOro Kak cuctema Gbila cepTUdULMpoBaHa, pesynsTaTbl 4eATENLHOCTU NocTasluka BMECTe ¢ oXujaeMblM Macwtabom
U3MEHEHUIA y4NTEIBAKOTCA MpW OrnpegderieHn YpoBHSA NOBTOPHOTO TECTUPOBaHWSA, KOTOPOe JOMKHO GbiTb BbiNonHeHo CAP
4NA nojaepxaHus cepTudukaLmmn KnmHudeckux cuctem POS. B HacToslee BpeMA HEOBXOAMMO paccMOTPETL cnocobhl,
Mpu KOTOPbIX NPOLECC MOXET ObiTb YETKO OpraHM3oBaH B HEKOTOPLIX U3 CUTYaLMid, HanpUMep, NyTeM NPefoCTaBNEHNS BO3-
MOXHOCTW NpoBegeHus Gonbluero Konudectsa npoueccoB CAP Ha OCHOBE CaMOCTOATENBHOMO ayAuTa TeM MOCTaBLUUKaM,
KoTopble UMELOT BoMbLLOI OMBIT U HAAEXHbBIE NMPOLecchl AN JOCTUXEHNSA coOTBETCTBUA TpeboBaHusam CAP.

Jenas ynop Ha rnokaneHyo UHTerpaLuio «cucTeMa — cMcTeMay Ha YpoBHE opraHusaluu, npeaocTaensowen me-
JOWUMHCKWe ycnyri, paspabaTbiBaeTcs 4ONONHUTENBHbBIA NOAX0H — NpoLece akkpeauTauum Habopa cpeacTs Ans obecne-
YeHus nHTeponepabeneHocTu (ITK). OgHako ITK dokycupyetcsa Tornbko Ha pyHKUMOHaNBEHOCTU UHTepdelica ans obMeHa
UHdpopMaLmelt U He BKNkoYaeT B cebs ynpaBneHue 3Tol MHopMaumei (ayTeHTUUKaLuIo, ayauT, cornacue), KnuHude-
cKkyto 6e3onacHocTb, HedyHKLMOHaMNEHOE UCMbITaHUs, BOZMOXHOCTb NOAKMIOMEHNSA U B3aMMOAENCTBUSA (CBA3HOCTL) ANS
HayuoHaneHoi EHR (Spine) unu obuwyto hyHKLUMOHaANEHOCTL NpunoxeHus. Mpu TakoM noaxofe NocTaBLyMKaM CUCTEM
NpeaoCTaBnsATCA TECTOBLIE MPOrpaMMbl U TECTOBbIE CLiEHApUX NS TOro, YTobbl NPOAEeMOHCTPUPOBaTL CBOE COOTBET-
cTBUE TPebOBaHUSAM «NEPBON CTOPOHBIY.

A.4 TMpumep 2. Bpasunua

A.4.1 O630p ¥ Lenu nporpamMmmbl cepTuduKauum

B Bpasunuu cylecTByeT eAnHas HaluoHanbHasa nporpamma cepTudukaLym CUCTEM 3MNEKTPOHHBLIX MEAULMHCKMX
kapT (EHRs), ctaHaapThl u TpeboBaHus KoTopol 6binu onpefeneHsl bpasunsckuM obLIecTBOM MO MEAULIMHCKON UHAOP-
maTuke (Sociedade Brasileira de Informatica em Saiide — SBIS) nog pykosoacTsoM defiepanbHoOro coBeta MeAnLUHbI
Bpasunum (Conselho Federal de Medicina — CFM), cbefepanbHoro areHTcTBa, OTBETCTBEHHOrO 3a ynpasreHue n Haf3op
3a MefULMHCKOW NpaKTUKoi B cTpaHe. B Bpasunuu HeT nporpaMm permoHansHOro UM MECTHOro YpoBHSA. OTa nporpaMMa
6blna 3anylleHa B 2002 r. nyTeM co3aaHuns paboyeit rpynnbl 4N cornacoBaHns HeobXoUMbIX NMPoLEccoB U TpeboBaHWiA.
M3HavaneHoO rpynna onybnukosana AOKYMeHT nof HasBaHWeM « TpeboBaHWs K 6e30nacHOCTH, COAEpXaHWUIO U XapaKTe-
pUCTUKaM CUCTEM ANEKTPOHHBLIX MeaunuuHckux KapT» (Safety, Content and Features Requirements for Electronic Health
Record Systems), koTopblii nocne uaMenenuns B 2008 . ctan HasbiBaTbeA «PyKOBOACTBOM MO cepTUdMKaLuMmn ANst cUcTeEM
ANEKTPOHHBbIX MeguumnHckux kapt» (Certification Manual for Electronic Health Record Systems). Uananue 2009 r. geiicTBy-
€T Ha AaHHbIl MOMEHT, a usganune 2010 r. HaxoaMTCH Ha cTagun paspaboTKu.

Bpasunbckas nporpaMMa KOHTponUpyeTca U ucnonbayetcs bpasunbckum obLiecTBoM no MegULMHCKOI nHgopMa-
Tuke (Brasileira de Informatica em Satide — SBIS), sBnsoWLUMCA HEKOMMEPYECKUM Hay4HbIM O6LLECTBOM, HAX0AALLMMCS
noa pykosogcteoM defepanbHoro coseta MeanumHel bpaaunum (Conselho Federal de Medicina — CFM), cdbeaepansHoro
areHTCTBa, OTBETCTBEHHOrO 3a yNpaBneHue U Hag30p 3a MeAULMHCKONW NpaKTUKOW B CTpaHe.

A.4.2 Obnactb NpUMEHEHUA pacCMaTPUBaeMbIX CUCTEM

Mporpamma cepTudpukaumu Bpasunuu B HacTosiLLee BpEMA OPUEHTUpPOBaHa Ha cucTeMbl Ana ambynaTtopHoro/no-
nuknuHudeckoro obenyxusanus. MosgHee ByayT AobasneHbl kaTteropumn Ans 60NbHUYHOTO/CTALMOHAPHOMO NEYeHNs U
ANA ynpaeneHusa SNeKTPOHHBIM MHOPMaLWMOHHEIM HanonHeHneM (electronic content management, ECM). B bnuxaiune
roabl 6yayT aobaBneHsbl Apyrue HoBbIE KaTeropuu.

A.4.3 HaGop BKNIOYEHHbIX KNMHNYECKUX, aAMUHUCT PaTUBHbIX, HetbyHKLUMOHaNbHbLIX TpeGoBaHui U TpeGo-
BaHWN K COBMECTUMOCTH

Kateropus ambynaTtopHoro neveHus uMeet 113 ycTaHOBNEHHbIX TpeboBaHWiA, pa3fieneHHbIX Ha criefytoLue rpynnbl.

TpeboBaHUA K CTPYKTYPE U COAEPXAHMUIO!

- cTpykTypa EHR;
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CTPYKTYPUPOBaHHbIE laHHbIE;
- aAMWHUCTPATUBHbIE faHHbIE,

- KNUHUYECKNE AaHHbIE,

- TUMbI AaHHBIX;

- CMpaBoYHbIE AaHHbIE,

- KOHTEKCTyanbHble AaHHbIE;

- CBA3KW,

- npeAcTaBNeHne MeAULMHCKUX MOHATUM;

- MpeAcTaBneHne TekcTa.

TpeboBaHUA K XapaKTepucTUKaM:

- nopAepXKa KNMHUYECKUX NPOLIECCOB;

- MeAuUUHcKne NpobnemMel U Apyrue BOrMpocs,

- KIMHU4eckoe o60cHOBaHMeE;

- noaAepxka NPUHATUA PELUEHWIA, KITMHUYECKNE NPOTOKOSLI U NPeAYNPeXAeHNst 0 BO3MOXHON OLLUGKe;
- MNaHUpoBaHWe NeYeHuns,

KOMaHAbl U CEPBUCHBIE NpOLEcChHl;

- KOMNSIEKCHOE NeYeHune,;

- obecneveHne Ka4yecTsa,

- c6op AaHHbIX;

- U3BneYeHune, 3anpockl U oTobpaxeHne gaHHbIX;

- npeAcTaBneHne faHHbX;

- MacwTabupyemocTb U NPON3BOANTENBHOCTD;,

- NPOTOKONbI COOBLEHNIA,

- 0bMeH 3anucamu;

- cornacue;

- cyaebHo-MeaunumHckue TpeboBaHus;

- WHCTaHuum;

- KIMHMYecKan KOMNETeHUMSA U NPUHLNLI YNpaBNeHus,

- TOYHOCTB;

- COXpaHeHWe KOHTeKCTa,;

- CTabuUnbHOCTS;

- ynpaBneHue BepcusamMum,

- 9TUKa,

- NpaBa nayueHTa;

- BOMpPOCHI KynbTYpHI;

- passuTHe.

TpeboBaHus 6esonacHOCTV U KOHDUAEHUMANBLHOCTU ObiNK paspaboTaHbl Ha JBYX YPOBHSIX:

a) yposeHb o6ecnedeHnsa 6esonacHocTn 1 (Ha nopTyranbckoM: Nvel de Garantia de Seguranca 1 — NGS1),

b) ypoBeHb o6ecneveHnsa 6esonacHocTu 2 (Ha noptyranbckoM: Nvel de Garantia de Seguranca 2 — NGS2).

NGS1 npuMeHAeTca K MECTHBIM UK CETEBLIM CUCTEMaM, KoTopble He obecrnedmBaloT UCNonb3oBaHue LUMpOoBbIX
CEepTUCMKaTOB U BCIEACTBME 3TOTO HEe AOMYyCKatoT 0TKasa OT KapT Ha ByMaxHOM HocuTene. Kaxgas cepTuduLmupoBaHHas
cucTeMa [oMKHa COOTBETCTBOBATb Kak MUHUMYM Ha faHHOM ypoBHe. OH cocTouT 13 53 TpeGoBaHuiA, pasfeneHHbIX Ha
cnegywoLue rpynmbl:

- yrpaeneHne BepcUAMM NporpamMmmHoro obecrnedeHms,

- UAeHTUMKaLWA N ayTeHTUdMKaLua none3osaTens;

- yrpaBneHne ceaHcamm Monb3oBaTens,

- paspeLleHune 1 KOHTpOonb A0CTyna,;

- pocTynHocTb EHR,;

- yhaneHHasi cBA3b,

- 3alyMuTa AaHHbIX;

- ayaur,

- AOKYMeHTaLus,;

- Bpems;

- yBefoMneHne o cobbITUsAX.

NGS2 npumeHsieTcst K cuctemam, obecnevnBaroLLMM UCMONb3OBaHNE LMPOBLIX cepTUdUKaToB ANs ayTeHTUdU-
Kaluu 1 noanucaHus, u, cnefosarensHo, JoMnyckaeT oTKas oT KapT Ha ByMaxHoM HocuTene. [daHHblih ypoBeHb SBNSETCS
Heobs3aTenbHbIM M B HafNeXalleM cryyae JormkeH NpuMeHsaThes B gononHernue k NGS1. OH coctouT 13 25 TpebosaHuid,
pasfeneHHeIX Ha cregytoLme rpynnel:

- UncbpoBoit cepTuduKar,

- UndppoBasi Nofnuce,;

- ayTeHTUdMKaLua none3osBaTens ¢ UCNoNb3oBaHWeM LpoBoro ceptudukara;

- CKaHupoBaHWe AoKyMeHTa (4719 AarnbHenLlero ncrnonb3oBaHus ¢ kateropusmu ECM).
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A.4.4 CosnaHue U nogaepxaHue TpeboBaHuUi, Ha COOTBETCTBME KOTOPbIM NPOBOAUTCA cepTuduKalumsa

BonblumHcTBO TpeboBaHuii GezonacHoCTU M KOHDUAEHLUMANBHOCTL OCHOBLIBaNWUCE Ha cTaHgaptax MCO, B YacT-
HocTn MCO/M3K 27001, NCO/MBK 27002 n MCO/M3K 15408 (Bce YacTu).

QenepanbHbIA COBET MeAULUMHLI Bpasunuu npegocTaBun HadanbHble cpegctea B pasMepe 100 000 gonnapos
CLUA ans paspaboTku nporpammbl, MPUTOM YTO OCHOBHas YacTk paboTel NpoBogmnack Ha 406POBOMLHON OCHOBE rpyn-
noit akumoHepoB SBIS. B HacTosiee Bpemsi YacTb paboTkl Bce elle BLINOSHAETCH JoOpoBofbLamMu, a gpyras Yyactb
MHaHcmpyeTes 3a cHeT onnatkl oBy4aroLux KypcoB, npegocTtaensaemelx SBIS, un cbopos, onnaymBaemMelx NocTaBLUMKamMu
3a npoBefeHve ayguToB. Habop TpeboBaHuit no cepTudpuKaumm Gbin cosgaH v noagaepxmBaetcsa pabodeid rpynnoi, 06-
pasoBaHHo YneHamu SBIS, N 0cHOBaH Ha HaLuoHanbHbIX N MEXAYHapoAHbIX CTaHfapTax, B fONONHEHWe K npasuniam K
HalMoHanbeHbLIM NPOrpaMMam U COOTBETCTBYIOLLEMY 3aKoHoAaTensCTBY. MNepea nybnukauueit Habop TpeboBaHuit noaBep-
rancs nyénu4HoMy paccMOTPeHUIo, BO BPeMsA KOToporo nioboe 3auHTepecoBaHHOe NULO WK cneumanucT MOXeT ocTa-
BWTb KOMMEHTapWii UNu NpeanoXuTe BHECTU U3MEHEHWS B Npeanaraemble TeKcThl. [ocne cornacoBaHus u fopaboTku
SBIS ny6nukyet TpeboBaHUsA B Ka4ecTBe HOBOro MaaaHua «PykoBogcTea no cepTudmkaLumy.

A.4.5 NpogomKuTenbHOCTb cepTUdUKaLMu U ynpasneHne HOBLIMU BEpCUAMMU

YTBepXAeHHbIe CUCTEMBI NOMYyYaroT CEPTUMUKAT U NeYaTh, KoTopble MOryT GbiTb UCNOMNb30BaHb! NPOAABLIOM B pe-
KnaMHbIX MaTepuanax B COOTBETCTBUU C KpUTEPUSMU «PyKoBoACTBa No cepTUdUKaLum» 1 4OroBOpoM Mexay noctasLLn-
KoM u SBIS.

Kaxablit cepTudukaT [eACTBUTENEH B TEYEHUE ABYX NET, 3a UCKIIOYEHUEM TeX Cnyyaes, Korja OH OTMEHSeTCs B
CBA3M C MobbIM HapyLleHWeM npaeun nporpammel. B Te4eHWe aToro nepvopa NOBTOPHbIE UCMBITAHUSA HE MPOBOAATCSA,
TaK Kak cepTuduKaT npucBanBaeTca KOHKPETHON CUCTEME OMNpeeneHHON Bepcun U B COOTBETCTBUM C onpedeneHHbIM
usganuem TpeboBaHuii. MocTaBLuKk 06A3aH NPEAOCTaBUTL TaKyto MHEPOPMaLIMIO B CBOUX PeKaMHbIX MaTepuanax u npu
peanuaaLnn NPpoAYKLUUK Ha PLIHKE UMK AOMKEH YETKO YKasaTb UMS U BEPCUI0 CepTUGULIMPOBAHHON CUCTEMBI, @ TaloKke rof,
usgaHusa TpebosaHuii, B koTopoM Bbina NpoBeAeHa NpoBepka COOTBETCTBUSA.

B cnyyae ecnu nocTaBLUMK XOYET NPOANUTL AeiCTBUe cepTudukaTa NS HOBOW BepcuU cucTemsl, ByayT npoBo-
OWTbCA HOBBIE UCMBITAHWSA, U Mocrne NOoATBEPXAeHWsT COOTBETCTBUS cepTudukat ByaeT npoaneH AnsA Hoeoii Bepcumn. Of-
HaKo aTo AileficTBUE He ABNAeTCs 06A3aTenbHbIM, U NOCTaBLYMK MOXET NOAJ4epXUBaTL CTapylo cepTUdULMPOBaHHYIO Bep-
cuto 6e3 cepTuduKaLmmn HOBOIA.

Mocne ncreveHna cpoka AeNCTBUA NOCTaBLUMK MOXET NOABEPrHYTL CUCTEMY HOBOMY MpoLeccy ayAuTa ¢ nocneay-
IOLLMM MOSTy4eHWeM B crlydae yAaqyHOW NPpoBEPKW HOBOrO cepTudukaTa Ha Hee.

A.4.6 MNpouecc npoBepKU Ha COOTBETCTBUE

McenblTaHua, ncnonb3yeMble BO BpeMS ceaHca ayauTa, BhINONHATCSA NpyW NUYHOA BeTpede B opuce SBIS B . CaH-
Mayny npu y4acTun Tpex ayauTopoB U TPeX ChneLuanucToB NocTaBlyuka, a cpefHAs NpOAOMKUTENbHOCTL UCNbITAHUS
COCTaBnsAeT TpU OHA ANS KaxXAoW oLeHWBaeMol cucTemel. CeaHcbl 3anuchbiBaloTCs, BKIIOYAA 3anUcb BUAeoMaTepuana,
oTo6paxaeMoro npoBepsAeMon CUCTEMOW, U 3anuck 3ByKa B NoMeLleHun Ha DVD-gucku, kotopble XpaHaTea B SBIS, ana
MCnonbL3oBaHUs NpU COrNacoBaHUW KOHCYNETaLMK B CriyYae, ecriv pesyneraTthl CropHsI.

AyauT Ucnonb3yeT TeCTOBLIE CLEHapuu, onpeaeneHHsle B «PyKoBoACTBE MO NPOBEAEHUIO UCTIbITAHUIA U aHanu3os
ans ceptudukauymm EHRS», coctasneHHoM SBIS BMmecTe ¢ «PykoBoacTBOoM No cepTudukauumny. Nocne 3anycka cueHa-
pueB ayauTopbl NPOBOAST NPOBEPKY COOTBETCTBUSA CUCTEMbI Kax oMy obasaTensHomy TpeboBaHUo M3 nepevmcrieHHbIX
KaTeropuil, NpeAoCcTaBnAs KOHEYHbIA pe3ynsTaT nocne 3aBepLUeHNs UCTbITaHWi.

Ansa Toro Ytobbl NONy4UTb CepTUgMUKAT, cUCTEMa JOIKHa NPOLEMOHCTPUMPOBaTbL COOTBETCTBUE BCEM OBA3aTeNbHbLIM
TpeboBaHNAM NepevmncrieHHbIX KaTeropuii; B MHOM Crny4ae cepTudukar He OyaeT BolgaH. B criydae HecooTBeTCTBUSA pa3paboT-
YUK MOXET MPUMEHUTbL JOMNOMHUTENBHBIA ceaHe ayauTa (BTopoii Lukr) B TedeHue 90 HeW, CHUTAIOWMIACS «BTOPbLIM LLIAHCOMY,
ANA ycTpaHeHus obHapyXeHHbIX HeUCNPaBHOCTEN U MOBTOPHOIO NPeAoCTaBIeHNst CUCTEMBI C HEOBXOAWMBIMM NoMpaBKaMH.

Mocrne okoH4YaHWA ceaHca ayfuTa pesynsraTthl, NOyYeHHble ayguTopamu (NepBblii YpOBEHb), NpejocTaBnaTcs
MeHeaXepy npolecca cepTUdUKaLmn (BTOPOR YpOoBEHb), KOTOPLIA OLEHWBAET UX U NepefaeT KOMUTETY NO cepTUdMKaLMmn
(TpeTuii ypoBeHb), BKITHOYalOLLMA TPeX YenoBek, KOTopble CreAnT 3a TeM, YToObl BeCb NpoLEecc NPoBOAUIICA B COOTBET-
CTBWM C NpaBunamu nporpaMMbl. Mocne ogobperns KoMuTeT no cepTudmkaLlnmn BelgaeT CBUAETENLCTBO M NevaTb A4NA
cucTeMel, npollegLueil oLeHKy. B uHoM cnyyae paspabotuuk nonyyaer yBefoMrneHe ob oTKase C ykasaHUeM COOTBET-
CTBYOLLMX MPUYUH.

YuuTbiBas, YTO BCe aTanbl JOMKHbI ObIThb BEIMOMHEHBI C MOMEHTa BCTYNIEHNS CUCTEMBI B MPOrpamMMy [0 orfalleHns
OKOHYaTENLHOrO peLleHna KOMUCCUK, Kax bl NpoLecc 3aHuMaeT okono 60 AHel Npu YCnoBuK, YTo BTOPON LMK ayanTa
(onucaHHLIi BeILE) He TpebyeTcs.

A.4.7 KpaTkoe onucaHue TeKyLmnX 3HaHUM

Teopws v NpakTWKa, Kak MpaBuI1o, OTIINYAOTCA, 3TO, KOHEYHO, KacaeTcs U OLieHKN cooTBeTcTBUS cucTem EHR. Heko-
Topble U3 NepBoHavansHo paspaboTaHHbIX TpeboBaHWiA, NpaBun U NPOLECCOB [OMKHbLI ObITE NepecMOTPEHb! B NpoLecce
peanusauuu, MHOTAa B OTHOLLEHWUM KOHLENLUK, B PYIMX CIyYasix — B PEXMME BBINOMHEHNS U B OTHOLLEHWM JOKYMEHTa-
umn. Mporpamma ccopmrpoBanach U NPOAOIKaET pa3BmBaThLCS.

HeckornbKko 0OCHOBHbLIX BOMPOCOB ObINK M3y4eHsbl B bpasunumu 4o HacTosALero BpeMeHu:

- CyllecTByeT BO3MOXHOCTb CO3aHNA U BHEAPEHWUA HaLMoHansHOW nporpamMmMbl cepTUdUKaLMn BLICOKOTO Kade-
CTBa, Jaxe MpuW orpaHUYeHHbIX pecypcax U B 6onbLuoii cTpaHe. Mbl 06Hapy»XuUnu HECKONbKo NPensaTCTBUIA NpW JaHHOM
cnocobe, HO He BbINO HU OfHOro Takoro, KOTOPOE Mbl He CMOTTN NPEOoLoNeTb.
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- BHeapeHMe HaUWNOHaMNbHLIX U MeXYHapOAHLIX YCTAHOBIEHHLIX CTaHAApTOB UMENO pellatoliee 3HadeHue Ans
ycriexa Hallero npoekTa.

- OnepauuoHHLIe NPoLecchl CTaHAapTa JOMmKHEl ObITb afanTUpoBaHbl Nof HaUWoHarbHbIE U MEAULMHCKUE Xapak-
TEPUCTUKN, 0COBEHHO NOA MX KYNETYPHBIE U SKOHOMUYECKUE YCIOBUS. YereluHble criydan B Apyrux cTpaHax Wiu cektopax
He 06s3aTentHo GyayT NPUMEHUMEI B HalleM MNpoekTe. Takum o6pa3soM, Mbl aanTupoBanu paboTy NporpamMmMel K HaLMM
YCIOBMSAM, KOTOpLIE UMENN peLuatoLiee 3HauYeH e AMs JOCTWKEHUS NOMOXMTENbHLIX pe3ynsTaTos.

- PapukanbHble 1 BHe3anHble U3BMEHEHMUS B CEKTOpe 3ApaBOOXpaHEHNs1 MOTYT pa3pyLUMTb BeCh NpoekT. MosTanHoe
BHeceH1e N3MeHeHNii 04eHb 3dhhEKTUBHO M COREHCTBYET yCrexy NporpaMmbi.

KoHeuHo, Gonbluoe BNMAHWE, OKasaHHOEe NporpamMmMoii cepTudmkaLmm Bpasunum no HacTtosiee Bpems, 6bino noa-
TBEPXAEHUEM TOr0, YTO COAENCTBNE KaYeCTBEHHLIM CKaukaM Ha PLIHKE CUCTEM SNTEKTPOHHBIX MEMLIMHCKUX KapT B CTpaHe
npepcTaensieTcsl 4eNCTBUTENBHO BO3MOXHBIM. 10 NpUyMHe Toro, YTo NporpamMma ceptudukaLm akTuiecku HUKorga He
npoxoAuna anpobaunio ¢ Ha4yana ee cyLiecTBoBaHus, GOMbLUMHCTBO pa3paboTiMKOB [0 HelaBHEro BPpEeMEHM yTBepXaa-
N, YTO ee UCMONb30BaHWE He NPUBEAET HU K KakuM pesyrisTataMm, YTo 3To GyeT HepearibHblii M HEOCYLLLeCTBUMEIA Npo-
LIECC U YTO HW OfJMH NOCTABLUMK WM KOMNAHUS-NOTPEGUTEND He 0GpaTAT Ha Hee BHUMaHUs1. Ceituac, CnycTsi oYTU BOCEMb
NeT ¢ MOMeHTa Ha4ana AeATeNbHOCTY U NoYTYH ABa rofla ¢ MOMeHTa ee 3thheKTUBHOIM peanu3aLuu, Mbl MOXeM 3asiBUTb,
YTO MporpaMma cepTUUKaLUM UMeeT HECOMHEHHDII YCTeX, yYUTLIBas BLICOKUIA ypoBEHb MOGUNU3aLMN UHAYCTPUN MEAM-
LIMHCKUX CUCTEM U NPUBEPXKEHHOCTL NpOoLieccy aganTaLuy HallMX CUCTEM K TpeBGOBaHUSIM, BbICTABMEHHBLIM K MPOrpaMMe.
dyHaaMeHTarnbHble NPUHLMNLI 6830M1aCHOCTH, KOH(UAEHUMANEHOCTU U COlepXaHus, paHee He YUUThIBaBLLMECS B Gonb-
LUIMHCTBE CUCTEM, CTafIn COrNacoBLIBATLCA U peanu3oBLIBaThes B GonblueM MaciuTabe, 3acTaBnss Hac BEPUTL B BO3MOX-
HOCTb JOCTWKEHUS] AeACTBUTENBHO BLICOKOTO YPOBHs cucTeM EHR B cTpaHe Yepes HeCKOMBKO MeT.

B pesynkrate 4aHHOrO Ka4yecTBEHHOTO CKayka, yupexaeHusi 1 MefULMHCKWe paGoTHUKM Hauyanu noryyarts BeIrogy
OT UCMONb30BaHus1 Gonee coBeplUeHHbIX U GesonacHbix cucteM. Co BpPEMEHEM CTaHeT npolle M GesonacHee BLIGpaTh
peleHne EHR no CHUXeHUIO pUCKOB Nepef TeM, Kak C HAMU CTOMKHYTCA Monb3oBaTenu sTux cucteM. B koHeYHOM uTore
Mbl GyZleM COBEpLUEHCTBOBATL NPOLECCH! 371paBOOXpaHeHNs], NOAAEPKMBaeMble 3TUMU peLleHUsIMU. Bee 3To yxke Hauato
u 6yaeT npogomkaTbest ewe Gonee MHTEHCUBHO, Tak Kak NpoLiecc sBortoLuu He obpartum.’

A.5 lMpumep 3. KaHapa

A.5.1 O630p ¥ Uenu nporpaMmbl cepTudpmKaLm

B Kanage defepansHoe NpaBuTenbCTBo paspabarbiBaeT obLeHaLMoHanbHyo NonuTUKY B obnactu 3jpaBooxpa-
HeHWs, BKIoYasi onpefAeneHne egquHoro Komnrekca MeguLUMHCKMX ycnyr, obLlefocTynHbIX BO Beel cTpaHe. Pefeparb-
HOe NpaBUTENbLCTBO PaboTaeT B TECHOM COTPYAHUYECTBE C MPOBUHLUAMU N TEPPUTOPUAMMU, KaXAasa U3 KOTOPLIX OTBe-
YaeT 3a npefocTaBeHne MeULMHCKUX YCNyr B Npefenax csoen opucankunu. B 2000 r. peaepansHoe NpaBUTENLCTBO
B COTPYAHUYECTBE C MPOBUHLUMAMK U TeppuTopusamu KaHagbl pa3paboTano He3aBMCUMOE areHTCTBO — KaHajCKylo
MeAULMHCKYIo opraHusauuto Infoway, NnpefHasHa4YeHHy0 ANA cornacoBaHWsa NocrefoBaTenbHOIo NoAXoAa K peanunsa-
LMW CUCTEM 3MEKTPOHHLIX MEAULMHCKUX KapT B KaHage. Infoway paspaboTtana obuiyio cTpyktypy EHR, sBnstouytoca
OCHOBHbIM acnekToM B pa3paboTke naH-kaHajckux cTaHaapTos, U obecneumBaeT puHaHCUpoOBaHWE ANS NOAAEPXKKUA
NPOBUHLUA U TEPpPUTOpUIA B peanusaluu CUCTEM 3MeKTPOHHOro yveta 3goposbs (EHR), koTopble crnegytoT gaHHOWM
CTPYKTYype M HeobxofuMbIM cTaHgapTaM coBMecTuMocTn. OfHON U3 ycnyr, npefocTaBnsieMoit opraHusauueii Infoway,
no3BonsALLei nocTaBLyMkam NporpaMMHoOro obecneveHuns, NpeaocTaBnAlLMM KOMMOHEHTLI SNEKTPOHHOIO yyeTa 3[0-
poBbs (EHR), nogTBepxaaTb Ux COOTBETCTBUE HaUUOHaNbHEIM MeauLmMHckuM UT-cTtangapTtaMm, ABnsieTcsi ceptudmka-
uus.

Llensimu cnyx6bl cepTudpmkauum Infoway senstores:

- NOBbILUEHWE YPOBHA NPU3HaAHWSA, NMPUHATUA U BHEAPEHUA HaAeXHbIX, COBMECTUMBLIX pelleHUid N0 MegULIMHCKOA
WHOPMaLIUK Ha KaHaLCKOM PbIHKE;

- CHWXEeHMWe CTOMMOCTU U PUCKOB AN NOCTaBLUMKOB, MOKynaTenei u nonb3osateneii aHHbIX pelueHuii B KaHage;

- obecreveHune cootBeTcTBUS TPeBOBAHUAM HENMPUKOCHOBEHHOCTN YaCTHOM XU3HKM, 6e30MacHOCTU M COBMECTUMOCTM.

A.5.2 ObnacTb NpUMEHeHUsA paccMaTpUBaeMbIX CUCTEM

MporpamMma cepTudmkauum, paspabotaHHasi B 2009 I. kKaHafACKoi MeaMUMHCKON opraHu3aumeid Infoway, nepBoHa-
YanbHo Gblla cocpefoTodeHa Ha NpeBapPUTENBHON peanu3saumn HOBOro NEPCNeKTUBHOMO NOKONEHUS CUCTEM — MOMb30-
BaTeNbCKUX MeAULMHCKUX nnaTtdopm. Ha cerogHaLWHMI AeHb Bbin cepTMdULMPOBaH OAUH NPOAYKT — KaHagckas peanu-
3auusa nnatgopmel Microsoft HealthVault.

3a nocnegHve aBa roga obinu paspaboTaHsl NporpaMMel cepTudukalum Ans komnoHeHToB EHR B cootBeTCTBUM CO
CTPYKTYPOI N cxemaTudeckum nnaHom Infoway. K Takum KOMNoHeHTaM OTHOCSATCS:

- norb3oBaTenbckoe MeguumMHckoe npunoxenue (Nov 2009);
peecTp knmeHToB (Nov 2009),
peecTp npoeaitgepos (Nov 2009),
peecTp BakumHauuu (Nov 2009),

- cucTemMa MHGopMaLmK o0 nekapcTBeHHLIX cpefcTeax (July 2010);

- AnarHocTudeckas Busyanusauusi/cucteMa nepefadn m apxusauum mzobpaxernii (PACS)/paguonorndeckas uH-
hopmMaumoHHasa cuctema (RIS) (July 2010);

- Apyrue koMnoHeHTel EHR, Takne kak apxmBbl nabopaTopHbIX AaHHBIX, OXWAatoTCS.
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MporpamMma cepTUdUKaLMKU B HacTosLee BpemA paspabaTbiBaeTca ANA NepBOW OCHOBHOW rpynnbl (KAWMHW-
YECKUX) CUCTEM NMYHKTOB OKa3aHWsi MOMOLLM — 3IMNEKTPOHHbLIX MeauuyuHckux kapT (EHR) ans Toro, ytobel BO BpeMms
npefaBapuTENbLHOW| peanunaalun NpefocTaBnTb rapaHTUIO UX COBMECTUMOCTU C TOMKU 3peHUA KOHDUACHUNANBHOCTH
n BesonacHocTh ¢ uHdpacTpykTypoi EHR KaHagbl, MMeTb BO3MOXHOCTb NpeaocTaBNeHns goctyna K nabopatopHbiM
W ANarHocTUYECKUM pesynsTaTaMm NauueHTa, BhINUCHIBaATL 3NEKTPOHHBIE peLenTbl U NPeaocTaBnNATL AOCTYN K KapTe
HasHa4eHWi nayueHTa, 3anucbiBaTb NPUBUBKM, @ Takxe obecneunBaTb AOCTYN K TEKYL|EMY NPUBUBOYHOMY CTaTycCy
nayueHTa, U T. 4.

Kpome Toro, oxugaetcs, 4To nporpaMma cepTucgukauyum Infoway HauHeT BKOYaTb HEKOTOPLIE KOMMNOHEHTHI CO-
BMecTUMOcTH cucteM EHR-EHR (Hanpumep, o6MeH aneKTpoHHBIMU HanpaBneHnamu K Bpady eReferrals Mexay spadamu
obLeit npakTukn 1 cneyunanuctamu B 2012 ).

Heckonbko NpoBUHUMIA Takke paspaboTanu HenpepbiBHbIE NPOLECCH NPOBEPKU COOTBETCTBUSA U TpeboBaHUA K
EHR, koTopble BygyT nogkntoHaTbCa K KaXA0MY 3Kk3eMnnsapy UHppacTpykTypbl EHR npoBuHUMK (unun Tepputopuu). 3Tn
rpouecchl OLEHKW COOTBETCTBUA paccMaTpuBaloT B3auMogeincTene Ha Gonee AeTanbHOM YPOBHE C TOMKU 3pEHUSA UC-
Nnonb3oBaHWsA U NojaepXaHua NOCTOSAHHOW UHTerpayun EHR u undoctpykTypel EHR B npeaenax cuctemsl 3apaBoox-
paHeHusA kaxgoih obnactu. B HacTosWwee BpeMsa Mexay opraHusayuein Infoway u obnactamu, koTopble peanusosanu
npoLecchl OLeHKN COOTBETCTBUA HA YPOBHE CBOUX OPUCAUKLMIA, BeAyTcs o6CcyxaeHNs ¢ uenbio yHuduLuuposaTtb Tpebo-
BaHWA, npouecckl U Habopbl TECTOBLIX AaHHbLIX N JOCTUrHYTb MAaKCUManbHO BO3MOXHOMO B3aWMOMOHUMaHWA ANS Toro,
4ToGbl MocTaBLUMKam NporpaMMHoro obecneyeHus He NpULLNOCL NPOBOAUTL NOBTOPHYIO NPOBEPKY CBOMUX cucTeM be3
HeoBxoQMMOCTH.

A.5.3 HaBop BKIOYEHHbIX KIIMHUYECKUX, aAMUHUCT PAaTUBHBbIX, HePYHKLUMOHaNbHLIX TpeGoBaHui U Tpebo-
BaHUI1 K COBMECTMMOCTH

Kputepun oueHku ceptudukaumm Infoway cocpenoTodeHbl Ha hYHKUMOHANBHOCTU, KOHMaeHUMansHocTH, 6e3onac-
HOCTM, COBMECTUMOCTU W YNpaBfieHUN, UCNOSb3ys YTBEPXAEHHbIE CTaHAAPTHI KAHAACKUX U MeXAYHapPOAHBIX KOMUTETOB
no MeaWLUHCKOR WHDOopMaLMK, a Takke YCUneHbl AaHHBIMU U KOMMEHTapUAMU MHOXECTBA 3auHTEpeCcoBaHHbIX NUL| UH-
LYCTPUW 34PaBOOXPaHEHMS.

OcHoBa ANst KPUTepUEB OLEHKU NpuBeaeHa B Tabnuue A.1. OHa COCTOUT U3 ABYX KNacCOB KPUTEPUEB:

- PewweHune. OTHOCUTCA K OLleHMBaeMbIM acnektam hyHKLUUOHANbHOCTN peLUueHnil No MeaULMHCKOA nHdopmaLmm,
KoHMAEeHUMansHOCTH, 6e30MNacHOCTU U COBMECTUMOCTH;

- YnpaBeneHue. KacaeTcs Toro, Kak opraHusauus, NpegocTaBnAlLWas peweHue, ynpasnseT puckaMm, faHHbIMUA U
6e30MacHOCTLIO CUCTEMBI, @ TaKXKe YCIyr TPETbUX NUL, U akKKpeauTauumn pelleHns.

Tabnuya A1 — OcHoBa ANA KPUTEPUEB OLIEHKN

PelueHne «YTo» Ynpasnexue «Kak»
DyHKUMOHANBHOCTb KoHdpuaeHUnansHocTb BesonacHocTb CoBMeCTUMOCTb KoHTponb
MaeHTudukauus OT4YeTHOCTb YnpasneHue OuarHocTnyeckas YnpaBneHue
naeHTUUKaLMOH- BU3yanuaauus puckamu
HOW MHbopMaLmeit
none3oBaTtens
To4YHOCTb JaHHbIX [Mpo3payHocTb KoHTporb goctyna JTabopatopus YnpasneHue
JaHHbIMU
— CpeacTea 3aluThI LlenocTHocTb JlekapcTBeHHbIe BesonacHocTb
AaHHbIX JaHHbIX npenaparbl cucTeMsl
— OnpepeneHue ueneit | JocTynHocTb ObuwepocTynHas AkkpeauTaLua
1 orpaHu4eHue JaHHbIX MeAULUMHCKas kapTa | peLueHus
cbopa
— OrpaHuyeHue AyanT Hemorpadudeckue Yenyru TpeTbux
1crnonsb3oBaHus, JlaHHble KrnueHTa CTOPOH
pasrnalleHuns
1 coxpaHeHus
— CooTBeTCcTBME BeneHue xypHana Hemorpadudeckue —
JaHHble nNpoBaigepa
— Cornacue KoHdugeHyunans- — —
HOCTb flaHHbIX
MpumMmevyaHne — [obaBneHne orpaHUHeHHOro KONMYECTBa JOMNOMHUTENbHBIX YHKLUMOHAMBHBIX KpUTEPUEB
MOXET OblTb HEOGXOAUMO B 3aBUCUMOCTU OT TpeBGOoBaHWI KNnacca Kaxoro TEXHONOrMYeCcKoro peLleHus.
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A.5.4 OcHoBa cTaHAAPTOB cepTUdUnKaLmmn

CTaHaapThl, MCMoMNb30BaHHble AN CO34aHWs KpUTEPUEB OLIEHKM, BKIIOYALOT:

- OyHKUMOHanbHOCTL. TpeGoBaHus kK 6e30nacHOCTU U KOHMUAEHLUANBHOCTU ANEKTPOHHBLIX MeAULIMHCKUX KapT Ka-
HaJCcKON MeguLMHCKOW opraHusaLyuu Infoway;

- KoHdmaeHumanbHocTb. KoHuenTyanbHas CTPyKTypa KoHdUAeHUManbHOCTU U 6e30nacHOCTU UHMOCTPYKTYPhI
3reKTpOHHOro y4eTa 3gopoBbs (MHocTpykTypa EHR) KaHaackoit MeguumMHcKoii opraHusauun Infoway; 3akoH npaBu-
TenbcTBa KaHazbl 0 3aluTe NepcoHanbHBIX AaHHbIX U SNeKTPOHHLIX AokymeHToB (PIPEDA), TunoBoi koaeke kaHackom
accoupayum no craHgaptvsauum o 3almTe nepcoHaneHoi nHpopmauun — CAN-CSA-Q830-03;

- BesonacHocTb. KoHuenTyansHas cTpykTypa KOHdMAEHUManbHOCTU U 6e30MacHOCTU UHAOCTPYKTYPLI 3MEKTPOH-
Horo y4eTa 3gopoBbst (MHpocTpykTypa EHR) kaHagckon MeanLHckol opraHu3auuu Infoway, Ceoa HOpM U npasun me-
HeZXKMeHTa MH(OoPMaLMoHHON GesonacHocTM MexayHapoaHoi opraHu3auum no craHaaptusauun — NCO/MBK 27002,
PekomeHayeMble cpefcTBa ynpasneHus 6esonacHocTbio Ans PegepansHelx MHPOPMALUOHHBIX cUCTEM HauWoHanbHOro
WHCTUTYTa cTaHAapToB U TexHonoruii — NIST SP800-53; Mpasuno 3alimiieHHocTn 3akoHa CLLUA o coxpaHeHun MeguuuH-
CKOro CTpaxoBaHus 1 NepcoHnduLmnpoBaHHOM y4eTe B 3apaBooxpaHeHn (HIPAA);

- CoBmecTuMocTb. [NaH-kaHafckue cTaHaapThl Infoway 1 onpegeneHus npodguneit cooTBETCTBUA ANA ANArHOCTU-
Yeckol BU3yanusauum, nabopaTopHbIX AaHHEIX, MHOPMaLMKM O NekapCTBEHHbIX Mpenaparax, obLea0CTYNHBIX MeAULUH-
CKMX KapT W femorpaduyieckunx gaHHbIX;

- YnpaBneHue. 3agaqs UHGOPMALMOHHBIX U CMEXHBIX TeXHomormih MHctuTyTa ynpasnenus UT (COBIT); Bubnuo-
TeKka UHPPaCTPYKTYpbl MHPOPMaLMOHHBIX TexHororui (ITIL).

A.5.5 YcTraHOBneHue U nogaepxaHue TpeboBaHUii, Ha COOTBETCTBUE KOTOPbIM NPOBOAUTCA cepTUdukaumna

TpebosaHus GezonacHOCTU W KOHPUAEHUMANBHOCTU NpWHaANexar U K rpynne no ceptudukayum M3 KaHaackoi
MeAULIMHCKOWA opraHusauum Infoway u nogaepxuBaroTes ero. TpeboBaHUs NnoafepXUBaloTca U 0BHOBMAKTCA B COOTBET-
CTBMU C MNaH-KaHaaCkuMK cTaHZapTamMu, ycTaHoBneHHelMU rpynnoi Infoway Standards Collaborative, koTopas coctout
13 3auHTepecoBaHHbIX CTOPOH NPOBUHLMANBHOMO U HaLMOHaNbHOro YPOBHSA U3 rOCYapCTBEHHbIX OpraHoB, MeULUHCKUX
yyYpexaeHuil, NpodeccnoHanbHeIX FPYNM U NOCTaBLUMKOB MEAULIMHCKUX CUCTEM.

A.5.6 MNpouecc cepTucpukauum

MpoLecc cepTUdUKaLMM COCTOUT U3 YETLIPEX 3Tanos:

a) MNpunoxeHue no cepTuduKaLuu. B koMnnekTe umMeeTcs:

- npunoxeHue Ans BnaHka cepTudrKaLmy;

- camooLeHKa (KoTopas fomxHa ObiTb 3aBepLUeHa 1 NpeAcTaBneHa Kak 4acTb NpuKknagHoro npolecca);

- Konus cepTUdKaLMoOHHOro NpaBoBoro cornalleHns Ha npeAnpoeKTHOW cTafuu.

b) Ouenka npoaykTa. OuUeHka NpofyKTa ABNAETCA BaXKHLIM 3Tanom npowecca ceptudukauny, u NOCTaBLLUK AOMKEH
B TeveHune 90 gHell C MOMEHTa NoslyYeHWs NakeTa NPUKNagHeIX NporpaMM 3aBepLUNTb AaHHBLIA 3Tan, KOTOPLI BKIOHYAET:

- O630p fokyMeHTa. AAMUHUCTPaTUBHAS W 3KCMepTHas NpoBepka CaMOCTOATENbHON OLUEHKW NOCTaBLUuKa U noa-
TBEpPXAaloLWEl [OKyMeHTaLumuy;

- HOemoHcTpauusa. MpefocTaBneHne NOCTaBLUMKOM PeLUeHUs 3KcrnepTam, NMoATBEpXAalolee CoOTBETCTBUE KpUTe-
PUSIM OLEHKM, KaK NpaBuno, NocpefcTBOM NpoBefeHns Beb-koHepeHLUN 1 JEMOHCTPaLMOHHON Cpeab;

- OtyeT no oueHke. Infoway cobepeT peaynsraThbl OLEHKN BO BCECTOPOHHUIA OTHYET U YBEAOMUT NOCTaBLLNKa B TeYe-
HWe NATU paboymnx AHei O AHSA MPUHATUSA peLUeHns Mo cepTudukaLmm;

- Moppepxka. Ana noaaepXku cepTudmrKkaLmm noctaBLyuk obssaH yBegomuTs Infoway o HebnaronpuaTHbIX cobbl-
TUSX, @ TakkKe 0 MobbIX N3MEHEHWSAX MPOAYKTa, KOTOPble MOTYT MOBNUSATE Ha COOTBETCTBUE KPUTEPUSIM OLIEHKN.

Mpouecc cepTUdMKaLmn CTPOro KoHdugeHUnaneH. HaasaHus NpoayKToB U/UMu NOCTaBLLMKOB He NyBnuKyoTea unu
UHbIM 06pasom npefocTaBnsAOTCS opraHusaumeit Infoway B no6oe BpeMs B xoAe npouecca. Cpeactsa sawmThl 6binu
BBEfeHbl B ileficTBME A5 TOro, 4Tobbl MCNOMb30BaHWe W pasrnalleHne Bcei MHdopmaumu, NpefcTaBneHHon B npouecce
cepTudUKaLmMm, BKINIOYasi Ha3BaHWe NPOAYKTa, NPOU3BOLUTENSA, CaMOCTOSTENbHYIO OLEHKY U NoBylo BCNOMOraTenbHyto
LOKYMeHTaLuIo, MpeAcTaBleHHYI0 B X04e npolecca, ocTaBanock CTpPoro kKoHduaeHUnansHeIM. Kpome Toro, oLeHouHas
rpynna no cepTudmKaLmu cBszaHa CTPOrMMM CornalleHsaMN O HepasrnalleHun nhcpopmaumu. Infoway nyGnumkyer Toneko
Ha3BaHWA TeX NPOoAYKTOB, KOTOPLIE YCMELIHO NPOLUMK cepTudrKaLmio, ¢ ykazaHneM nogpobHoi nHopmMaLm o Tom npo-
JOYKTe, KOTopbIA pa3MelleH Ha BeG-caiiTe Infoway.

Bce cepTudmumpoBaHHble NpogYyKThI NOMy4YatoT cepTUUKaLMOHHLIA 3HaK, Ha KOTOpOM U3obpaxeH noroTtun Infoway.
CepTUdUKaLMOHHBIA 3HaK MOXeT BbITb UCNOMb30BaH B MapKETUHIOBOM W PEKaMHOM MaTepuarne, CBA3aHHOM C cepTudu-
LiUpoBaHHBIM NPOLYKTOM.

A.5.7 KpaTkoe onucaHue TeKYLUUX 3HaAHUIA

Infoway ¢ MomMeHTa cBOero 0CHOBaHMs He NpeagycMaTpuBarna gpuHaHcupoBaHusa Ans (KnuHudeckux) cucteMm POS,
NOAKIMOYEHHBIX K NpoBUHLUManNbHBIM UHOCTPYKTYpaM EHR, HecMoTpa Ha 3To, NaH-kaHafckue cTaHAapTsl N0 COBMECTU-
MOCTK, KOTOpbIe nofhepusatotea rpynnoit Standards Collaborative, Bosrnaensiemoii Infoway, fomKHbBI paccMaTpuBaTh
KnunHnyeckue cuctemsl POS ansa coeMecTumocTu ¢ EHR. MNpu kaHagckom defepaTMBHOM MEAULMHCKOM MOAXOAE, Kax-
Las NPOBUHLMA/TEppUTOPUSA peanunsoBana faHHble cTaHAapThl, BHECS NTOKanbHble UBMEHEHUS, [0 NPUHATUS KOTOPbIX, KaK
npasuno, B Kaxaoi NpoBMHLUUM CyLLEeCTBOBamNa ycTapeBLUas Bepcus KNMHUYeckol cuctemsl POS.

B 2011 r, ogHako, Infoway HayHeT peanuaaLuio HOBOI MporpamMMbl No obecrneyveHunto puHaHcupoBaHus obna-
CTel U perMoHoB ANSA Toro, YTobbl faTk Ton4ok BHeapeHUto EHR B kabuHeTkl Bpayeii (koTopble ByayT ucnonb3oBaTh
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naH-kaHafckue cTaHfapThl ANSA MHTerpauun ¢ obnacTHelMKU UHGpacTpyktypamu EHR), Infoway paspabotana cneuu-
drKaLn 1 MHCTPYMEHTLI ANA TOro, YTOoObl OKasaTb NOMOLLb MOCTaBLjUKaM NporpaMMHoro obecnevyeHns KNMHNYECKoi
cuctembl POS B peanusauuu TpeboBaHWil K KOHDULeHUMaNnsHOCTU, 6€30MacHOCTU U UHTepdelcy AaHHbIX, NCNONb3ysA
naH-kaHafckue cTaHAapThl M CTPYKTYPY KOHdMAeHLansHocTn u 6esonacHocTy Infoway. B atom cnyyae pyHKLUUN KOH-
duaeHynanbHocTn, 6esonacHocTi U coBMecTuMocT EHR 6yayT ceptuduumpoBaHsl opraHusauueit Infoway. B HacTo-
slllee BpeMs Mexay opraHusauuei Infoway u npoBMHUMAMUK BegyTcA obcyxaeHUs AnA fanbHelLero cornacoBaHus
cnocoba, KOTOpbIM peanuayroTea NaH-kaHaAckue cTaHAapThl, a Takke 6onbluei yHudukauumm npouecca ceptTudunkauum
npegBapuTenbHoii peanusauum Infoway 1 NpoBepkn COOTBETCTBUSA, KOTOPLIE MHBECTUPYIOoTCA obnacTaMu ana obecne-
YeHWA Hagnexallero B3auMogencTBUA (KMHuyYecknx) cuctem POS co cBoumu uHdocTpykTtypamu EHR.

MoaBogs wTor, crieayeT oTMeTUTb, YTo B KaHape paspabatbiBaeTcss KOMOMHaLMA MNOAXOAOB MO OLEHKE COOTBET-
CTBUS, BKINtOYas:

- cepTudurKaLuio NpeanpoeKkTHON cTafnm, paspabaTsiBaeMyo Ha HaLoOHaNbHOM YPOBHE KaHaf cKoil MegULMHCKOA
opraHusauueir Infoway ansa psga EHR-cepucos, puHaHcupyeMbix Infoway, Hanpumep, apxmBbl fJaHHbLIX U peecTpbl, KO-
Topble Heo6XoAWMbI B MPOBUHLUAX, W

- nporpaMMbl OLIEHKW COOTBETCTBUS, paspabaTbiBaeMble Ha obnacTHom/permoHanbHoM ypoBHe AnsA obecnede-
HWSA COBMECTUMOCTM (KNMHMYeckux) cuctem POS, ycTaHOBNEHHbLIX BO BpavyebHbIx kabnHeTax, anTedHbIX opraHu3aLusx n
GonbHULAX, C Kaxaol yHUKanesHOW NpoBuUHUMansHoi Bepceuei EHR-nHdpacTpykTyphl Infoway.

A.6 Mpumep 4. CLLUA

A.6.1 O630p 1 Lenu nporpamMMbl cepTudUKaLum

B CoeauHeHrHbix Ltatax deaepansHoe NpaBUTENbLCTBO UrpaeT BaXHYIO pofib B CO3[@HUK MONUTUKM B obnacTtu
06LLeCTBEHHOrO 3paBOOXPaHEHUA U CTAHAAPTOB, a TakkKe B NPeAOCTaBNeHUN MEAULMHCKON MOMOLLM HEMOCPEACTBEHHO
onpefeneHHbLIM rpynnam (Hanpumep, ANs BOEHHOCNYXaLLMX U BeTepaHoB). HecMOTpA Ha To 4To MefuLMHCKoe o6CnyXu-
BaHWe npefocTaBnseTcs 6oMbLUMHCTBY rpaxaaH Yepes Lenblii psif o6LLeCTBEHHbIX, HEKOMMEPYECKUX U KOMMEPYECKNX
opraHu3auui, defepansHoe NpaBUTeNbLCTBO NyTeM PUHAHCUPOBaHUSA OpraHusaLii 3apaBooOXpaHeHns Yepes nporpam-
Mbl Medicare (dhbeaepansHan nporpamma MeAULMHCKON noMoLm npectapenesimM) n Medicaid (peaepanbHas cuctema me-
LAVLMHCKOW NOMOLLM HEMMYLLMM) NonyYaeT 3HauuTenbHoe BrusHWe bnarofaps ycraHoBNeHWo TpeboBaHuiA K eHEXHBIM
KOMMeHcaumsM u MaTepuaribHOMYy CTUMYIIMPOBaHMIO.

YuuTtbiBas BaXHOCTb MOBLILEHUS KayecTBa M CTabMINBbHOCTMU 3paBOOXPAHEHUS] U HanuyuMe MHOTUX NpensTCTBUIA
npu obMeHe MEAMLMHCKAM LaHHbIMU MeXAy MyHKTaMu MeAULMHCKOro obCrnyXnBaHUs, B KOTOPbLIX NaLMeHTbl NpOXoAsT
feYeHune, B CBA3U C KOHKYPEHTHLIMU, KITMHUYECKUMW, aAMUHUCTPATUBHBIMU U TEXHUYECKUMU NPENATCTBUSAMU B ddeBparne
2009 ropga KoHrpecc usgan 3akoH 0 CTUMYNUPOBaHUN MEAWULMHCKUX UHPOPMALIMOHHBIX TEXHONOMUI ANA 0340pPOBNEHNA
SKOHOMMKM W MeguuyuHbl (HITEC) ansa Toro, 4tobbl NOBLICUTL MCNONBL3OBAHWE 3NEKTPOHHLIX MeauUMHCKUX KapT (EHR)
BpavaMu 1 6ornbHULaMK, KOTOPLIM BbI4ENAETCA:

- 18 mnpg gonnapos CLLA yepes cuctemsl nbrot Medicare u Medicaid ana MatepuanbHoro cTUMynuposaHus 6one-
HUL 1 Bpayei, ABNAIOWMXCS «IMaBHBIMU Nonb3oBaTensaMmy» cuctem EHR,;

- 2 mnpg gonnapos CLUA YnpaeneHuo HalWoHansHOro koopguHaTopa Ha WHGPacTpyKTypy, Heobxoaumyto Ans
obecneyeHuss U CoAeNcTBUA ANeKTPOHHOMY OBMEHY U MCMOSIb30BaHUIO MEAULUMHCKON WHGOPMaLMKU Kaxaoro Yenoseka
B CoeanHeHHbIX LLITaTax; Ha obHoBNEeHWe TexHonornii MUHUCTEpPCTBa 34paBOOXPAaHEHNA U couuanbHbIX yenyr ansa obe-
CreYeHUs anNeKTPOHHOro NoToka MHAPOPMaLMK; Ha BKIToYeHe 0By4YeHns MeAULMHCKUM UHGOPMALMOHHBIM TEXHONOMMAM
B Nporpammy NoAroToBKM paboTHUKOB 3[paBOOXPaHEHUS, a TakKe Ha COAeNCTBIUE PasBUTIIO COBMECTUMBIX apXUBOB KIn-
HWYECKUX AaHHBIX;

- 1 mnpg gonnapos CLLUA Ha obecnedyeHne JOCTYNHOCTN MEAULIMHCKUX LIeHTPOB A5t OOHOBMNEHWA U pEMOHTa M Ha
npuobpeTeHne MeguumHckux UT-cuctem;

- 550 MnH gonnapos CLLIA (cpegun npoyero) Ha 3akynky o6opyaoBaHWUA U YCIyr, BKIOYas, KpoMe npovero, Meau-
LiMHCKME UHPOPMALIMOHHBIE TEXHOMOTUN B MEANLIMHCKUX YUpexaeHusX MHauu;

- 400 mnH gonnapos CLLA Ha nccnegosaHue cpaBHUTENbHON 3hPEKTUBHOCTU TOrO, KaK UCMOMNb3oBaHWe SNEKTPOH-
HbIX A@HHbIX BMUSET Ha MeToAbl TEYEHWUSA N CTpaTernm B 34paBooXpaHeHny;

- 300 mniH gonnapos CLUA Ha nogaepxky permoHanbHelX U cyB-HalMoHansHbIX yeunuid B obnactu obmeHa uHdop-
MaLueii o 3gpaBooxXpaHeHuy;

- 40 mnH gonnapos CLUA ans AgMmuHucTpalum couuaneHoro obecrnedenus, 4na ucnons3oeanus EHR ansa nogayn
cTpaxoBoro TpeboBaHus No UHBANWAHOCTY;

- YnpaBsneHuto HaLuoHansHOro KoopAauHaTopa no MefuUMHCKUM WHopMaLnoHHeIM TexHonoruam (HIT) (ONC)
6110 NOPYYeHO YTBEpAMTL NepBOHaYanbHbil Habop ctaHgapToB HIT U cosaaTe NOOLUPUTENBHYHO NporpaMMy Ans 3Ha-
Yalux nons3osaTenein cepTuduLupoBaHHoi TexHonoruh EHR. YnpaeneHvWe HauuMoHansHoro KoopauHatopa UMeeT aea
KOHCYNETaTUBHBLIX KomuTeTa, KoMuTeT no nonutuke HIT n KomuteT no craHgaptam HIT,

- KomuTeT no nonutuke HIT HeceT oTBETCTBEHHOCTL 3a NPEeAOCTaBNeHne HauMoHansHOMY KOOpAMHATOPY NO WUH-
opMaLMOHHBIM TEXHONOTUAM B 34paBOOXPaHEHUN peKOMEHAaLMIA MO OCHOBE NOMUTUKW paspaboTkn u NpuHsATUIO obLue-
HaLMoHanbHON MeguLMHCKON MHOPMAaLMOHHOK UHPACTPYKTYPEIl, B TOM YACNE CTaHAapToB No oB6MeHy MedWLMHCKO
UHopMaLmeit;
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- KomuteT no craHgaptam HIT HeceT OTBETCTBEHHOCTb 3a NPEeAOCTaBNEHWe HALUMOHANbLHOMY KOOpAWUHATOpYy No
MHGOPMALIMOHHLIM TEXHOIOTUSIM B 34paBOOXpPaHEHUN pekoMeHAaUuil No cTangapTaM, cneyudukauusaM peanusauum, a
Taloke KpUTEpPUAM Bbijaqn cepTudpmkarta Ana SNEKTPOHHOro obMeHa 1 MCNonNb3oBaHWA MeAULMHCKOR MHopMaLi.

B uione 2010 r. YnpaBneHue HaLMOHaNbLHOro KOopAuHaTopa BbiNYCTUNO OKOHYaTEeNbHOE NpaBuIio, oxBaTbiBaloLLee
UCXOfiHble cTaHAapThl, cneyuduKaLMmn peanusauun, a Takke KpUTepun Bblaadmn ceptudukata. OkoHYaTensLHoe npasuno
CMS copepxuT nonoxeHus, perynupyrowyue noowputensHele nporpammel EHR Medicare n Medicaid, n onpeaenser pas-
YMHOE MCMOrb3oBaHue.

YuuTbiBasi cnpoc, npejnonaranocb cosfiaHue nporpaMMm Ana cepTuduLUpoBaHHbiX cucteM: OpraHusauus ONC
cosjjana BpeMEHHYI0 nporpammy cepTudukaLum, No KOTOPOW opraHu3auum MoryT nogaTh 3asiBKy Ha aKkKpeauTauuio B
kayecTBe ynonHomouyeHHoro ONC opraHa ceptudmkayun n nposeaeHus ucneitaHuii (ONC-ATCB) anst ogHoro unu 6onee
Moaynei (B TOM yucne Ans Takux obnacTten, kak BbiNMCKa NEKTPOHHBIX peuenTos, KoHduaeHUansHocTb U 6esonac-
HocTb, NabopaTtopuu, Ka4ecTBO U T. f1.) B COOTBETCTBUW CO CTaHZApTaMn U OKOHYaTENbHBIM NPaBUIOM MO KPUTEPUSAM CeEp-
Tudukaummn. KaHamaarsl JOMMKHBI NpunaraTe pe3ynsraTbl CaMOCTOATENbHOrO ayauTa B cootBeTcTBUM ¢ MCO/MOBK 17065,
NMOMUMO COOTBETCTBUS APYIMMMN KPUTEPUAMU. B HacTosAWee BpeMA CyL|ecTBYeT NATb YNONHOMOYEHHBIX OPraHoB cepTu-
duKaLmm U NpoBef.eHNA UCTbITaHWiA, OAHUM U3 KOTOpbIX ABnAeTca Komucens no ceptudmkanum B ob6rnactm MeamLMHCKUX
UHopMaLMOHHbIX TexHonoruid (CCHIT), AononHUTENBHOE ONUCaHWe KOTOPOW NpuBeAeHO HUXe. HopMaTUBHEIE KpUTEpUK
cepTudMKaLmmn U MeToAbl NPOBEAEHUSA UCNbITaHUIA onpeaeneHbl HayMoHanbHbEIM UHCTUTYTOM CTaHAapTOB M TEXHOMNOrMiA
(NIST).

Mpumevyanne — B auBape 2011 r. OpraHusauua ONC BbINYCTUNaG OKOHYaTENbHOE MpaBuIo AMs CO3aHuA
MOCTOAHHOW MporpaMMbl cepTUdUKaLMn ANA UHPOPMALMOHHBIX TEXHONOMMIA B 3apaBooxpaHeHuu: «[locToAHHas npo-
rpamma cepTudrKaLun NpeocTaBnaeT HoBble BO3MOXHOCTH, KOTOPLIE YCOBEPLUEHCTBYIOT cepTUdUKaLMIo MeANLIMHCKAX
MHOPMaLIMOHHBIX TEXHOMOMMIA, @ TakkKe NOBLICAT KOMMNNEKCHOCTb, HE3aMETHOCTb, HaEeXHOCTb U 3PPEKTUBHOCTL CY-
LeCTBYOLLMUX NPOLIECCOB, UCNONb3yeMblxX ANA cepTUdUrKaLum TEXHONOMUIA 3NEKTPOHHOro yyeTa 3fopoBbs (EHR). Pasym-
HOe WUcnonb3oBaHWe cepTUdULMPOBaHHBIX TexHonoruin EHR saBnsetcs ocHoBHBIM TpeboBaHUeM ANt COOTBETCTBYIOLLIUX
KpUTEPUAM NWL, MPEAOCTaBNAOWMNX MEAULMHCKNE YCNYIK, KOTOPLIE CTPEMATCA K NONyYeHUIo KBanudukaLumu Ans rnony-
YeHUs NOOLLPUTENbHbLIX BbINMAT N0 MOTUBALMOHHLIM NPOrpaMMam aneKTPoHHOro yyeta anopobs Medicare n Medicaid B
COOTBETCTBUM C 3aKOHOM O MPUMEHEHNN MEANLIMHCKUX WHCOPMALMOHHBIX TEXHOMNOMUIA B 9KOHOMUYECKON [1€ATENbHOCTU
U KnuHuYeckoii npakTuke (HITECH). Hawei yenbio ABnAeTcA ocywecTBneHWe kak MOXHO Boree nnaBHOro nepexofa Ha
MOCTOSHHYO Mporpammy cepTudnKaLmny.

HauuoHanbHbIA MHCTUTYT CTaHAapToB U TexHonoruit paspabotaeT nporpammy akkpegutauyun nabopartopwii ans
opraHu3aLui, KoTopble noanexar akkpefuTaLum, 4Tobbl Te MoK nonyYaTtb paspeLlueHns Ha NPoBeAeHUe UCNBITaHNA Me-
OVLMHCKUX MHEPOPMALIMOHHBIX TEXHOMOTMIA AN NOCTOSAHHOW NporpaMMbl cepTudukaumn. « OCHOBBIBAACH HA TEXHUHECKON
akcneptuae NIST U Kpenkux B3aMMoOoTHOLLIeHUAX, obpasoBaHHbIX Mexay ONC u NIST B npouecce ycneLHown peanusauum
BpeMEHHOW nporpaMMbl cepTudmrKaLMu, MOXHO norarartb, YTo ucnonb3oBaHue NVLAP (HaynoHanbHoW nporpaMmbl 4o-
6poBOMLHON akkpeauTaLunn nabopaTopuil) NOBLICUT Ka4eCTBO UCTILITAHUA B paMKax NOCTOAHHON nporpaMmel cepTudun-
KaLum 1 nx oObeKTUBHOCTL B LIENTOM».

OcobeHHOCTAMMU MOCTOAHHOW NporpamMmbl cepTUudUKaLMU ABRSAIOTCA:

- opraHusauun cHadana fOMmKHbl OblTb aKKpeAMTOBaHbI C LieNblo NPOBEASHUA UCTbITaHWA u/unn cepTudpukalum
MEAULIMHCKNX WHDOPMaLMOHHbBIX TEXHOMNOTUI;

- opraHbl cepTudUKaLM JOMKHBI OCYLLECTBIATL KOHTPOMb nocrne cepTudukaumm, BeINONHATL «NPOMEXYTOUHYIO
cepTudUKaLmio.

A.6.2 O6nacTb NPMMEHEeHUs1 pacCMaTPUBaEeMbIX CUCTEM

CepTuduyuposaHHsle EHR unu mogynu sisnsotcsa cepTurUUpoBaHHBIMN U FrapaHTUPYIOT, YTO OHU NPEAoCTaBnA-
tOT HEOGXOAMMbIE TEXHOMOrMYECKUE BO3MOXHOCTH, PyHKLIMOHANBHOCTb U 6€30NacHOCTb ANA TOro, YTo6Ll NOMOYL NULIaM,
NpeAoCTaBNALMM MEAULMHCKNE YCIYTW, JOCTUYb COOTBETCTBUS KPUTEPUAM «Pa3yMHOro UCNOMb30BaHUA» U NONYYUTL
CTUMYNUMpYtoLMe BbiMnaThl. Bkto4eHbl kak 60nbHUYHLIE, Tak M aMbynaTtopHble cUCTeMbl ANA KNUHUK (OM3).

A.6.3 Habop BKIIOYEHHbIX KINMHUYECKNX, aAMUHUCTPATUBHbIX, HepyHKLUMOHaNbHbIX TpeGoBaHui U Tpebo-
BaHWM K COBMECTMMOCTH

TpeboBaHus oxBaThbIBalOT psg obnacrei, Bkovas:

- Habopbl OCHOBHLIX laHHbIX ANA MOAAEPXKKA Lienoro psaaa KIMHUYeckUX PyHKUWA, Takux Kak BeaeHue nepedHs
npobneM u annepruyeckux peakuuii, BoiNnUcKka peLenToB, KNMHUYECKUE Mephbl kadecTBa/oT4eTHl O KadecTBe U 0OMeH pe-
3l10M€e KIUHUYECKNX AaHHBbIX;

- AeMorpaduyeckue gaHHble nayueHTa u BO3MOXHOCTb NPeAOoCTaBNsaTh NayMeHTamM UTorosyto HdgopmaLmio 06 ux
BU3UTAX;

- 3aLUTy 3NEKTPOHHOMN WHOpMaLUK O NaLmMeHTe, KoTopas BkIlo4aeT Gonee 6asoBble anemeHThHl 6ezonacHocTu:

- KOHTpOrib AocTyna,
9KCTPEHHbIW AOCTYM,
aBTOMaTU4eCKUiA BLIXOZ U3 CUCTEMBI,
- XypHanel ayauTa,
- ayTeHTudMKayuio,

44



FOCT P 57301—2016

- KoAupoBaHue.

B cooTtBeTcTBUU C UT-KOOpPAUHATOPOM B chepe 06LLeCTBEHHOIO 3/ipaBoOXPaHEHNUS OXUaeTcs, YTo BTopas CTaaus
pa3paboTku TpeboBaHUiA K pasyMHOMY UCNONb30BaHWUIO ByAeT «paccMaTpuBaTh CTaHAapThl U KPUTEPUM OLIEHKK, CpefcTBa
obecneyveHns 3aluThl 6e30MacHOCTU U KOHPUAEHLMANBHOCTU, METOALI yNpaBrieHUs 06MEeHOM JaHHbIX, 0BEPUTENbHBIMU
doHAaMU U MHTeponepabenbHOCTLIOY.

A.6.4 NpoaomxkutenbHOCTb cepTUdUKaLMK U ynpaBneHue HoBbIMU BEPCUAMMU

MockonbKy cepTudmKaLmsa B COOTBETCTBUN C OKOHYATENBLHBIM NPaABUMOM pasyMHOro MCNonb3oBaHWA NpepocTaB-
NSETCA B paMKax BpEMEHHOM NporpaMMbl cepTudukaLimy, CyLLecTByolmne cepTuduKaTbl He NOTEPAT CUNY 0 MOMEHTa
peanusauum MocTosHHON NporpaMMel cepTudmrKaLuy, T. . He paHblwe 1 aHBapsa 2012 r.

MpumevyaHune — Komuccua CCHIT sensetcs ogHUM K3 wecTn ynonHomodeHHbIX ONC opraHoB cepTudmnka-
Lyum (ATCB) B CLLIA 1 npogorkaeT NpefoCTaBnsATh YCIyrn no cBoei TpaguuynonHoi ceptudukaymmn CCHIT, ocHoBaHHOW
Ha Gonee o6LWMpHOM Habope yHKUMOHaNbHEIX KpuTepueB. Ceptudukatel ot 2011 r, NnpefocTaBnseMble KOMUCCUER
CCHIT nocpeactBoM BHYTpEHHel nNporpaMmel, TepsitoT cuny 31 aekabpsa 2014 r.

A.6.5 lNpouecc npoBepku COOTBETCTBUSA

OpraHbsl ONC-ATCB pgonxHbl Ucrnionb3oBaTh yTBepxkaeHHsle ONC MeToabl NpoBeAEHUA UCMbITaHWi, paspaboTaH-
Hble coBmecTHO ¢ NIST, gns npoBefeHUsa UcnbiTaHWiA U cepTudukalum TexHonoruin EHR B cooTBeTCTBUM CO cTaHaapTa-
MU, cneyudurKaLusMm Mo peanuaauum U KpUTEpUSMKU cepTudukaLmn, yTBEpXAEHHBIMU pykoBoguTeneM. HalmoHanbHbIi
MHCTUTYT cTaHgapToB U TexHonorun (NIST) coBMectHo ¢ ONC pa3spabotan TpeboBaHUA K PYHKUUOHAMBHLIM BO3MOXHO-
CTSIM M NPOBepKe COOTBETCTBMUSA, TECTOBLIE CLIEHAPUU U MHCTPYMEHTHLI TECTUPOBAaHUA ANSA NOAAEPXKU NpeanaraemblX Npo-
rpamm cepTudUKaLmn MERULMHCKMX MHCOPMAaLUOHHBLIX TEXHOMOMMIA. [laHHble MeTofbl NPOBEPKN COOTBETCTBUA (NpoLe-
JYpbl UCMBITAHWIA, AaHHbIE UCTNBITaHUA U MHCTPYMEHTLI TECTUPOBaHUS) MOMOryT 06ecneynTb COOTBETCTBUE TEXHUYECKUM
TpeboBaHWUAM M cTaHfapTaM pa3yMHOro UCMofb30BaHUS.

A.6.6 KpaTkoe onucaHue TeKywMx 3HaHUH

MpasutenscTBo CLUA 3a nocnefHue roabl 3Ha4MTENbHO YCOBEPLUEHCTBOBAIIO CBOW MOAXOA B pe3ynkrarte co3gaHus
YnpaeneHusa HauuoHaneHoro koopauHatopa (Office of the National Coordinator, ONC) u yctaHoBneHusi TpeboBaHuit
«pasyMHOro ucrnonb3oBaHusA». HecMoTpsa Ha To YTo nNporpamma ceptudukauun CLUA peannayeTcsl B HECKOSbKO ITarnos 1
He MonHocTLo paboTocnocobHa, cneayowue aNEeMeHTLl 3TOro Noaxoaa ABNATCA Hanbonee yHUKanNbHbIMKU:

- YMop Ha pa3yMHOe UCMNOoSIb30BaHUe, KOTOpPOe aKUEHTUPYET BHUMaHWe Ha c6ope, oGMeHe U KNMHWNYECKOM UCNOorb-
30BaHWM UHdopMaLun AnNa coaencTBUA YCOBEPLUEHCTBOBAHWIO MpoLecca CnexeHWsa 3a 60ne3Hblo, KOOpANHUPOBaHUA
MeAULUMHCKOro 06CnyXMBaHUSA U NOAAEPKKN NPUHATUA pELLEHN;

- MOAXOA, COCTOALLNIA U3 Tpex 3TanoB ANs NporpeccupyloLlleil nogaepXkn kadecTea U 6e30MacHOCTU MEAULIMHCKOA
CUCTEMbI U NOBbILLEHNA 3¢ EeKTUBHOCTH, KOTOPLINA BKITHOHaET B cebsl 3HauyuTenbHble pMHaAHCOBLIE MOOLLPEHUs AN Nno-
CTaBLLMKOB W OpraHusauuii, &eMOHCTPUPYIOLLUX BHEAPEHUE U UCNONb3OBaHNE CepTUDULNPOBAHHBIX CUCTEM, a Taloke
apganTupyet TpeboBaHusa cepTUdMKaLIMK K KOHKPETHBIM TUNaM MEAULMHCKUX CUCTEM;

- Ucnonb3oBaHWe akkpeAUTaLumn B Ka4ecTBe MeXaHUu3Ma ANS cosfiaHUa MHOTOMUCNEHHBIX OpraHoB cepTudmrkaLmn
B COMETAHUW € MO3TanHbLIM NOAX0A0M K peanusauumn TpeboBaHuWii pasyMHOro UCNoNb30BaHUA NPEAOCTAaBUNO BO3MOXHOCTb
cepTudMKaLmn 6onbLIOro KoNMYecTBa CUCTEM 3@ OTHOCUTENBHO KOPOTKUI Nepuog BpEMEHW.
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MpunoxeHue B
(cnpaBouHoe)

CpaBHeHue Tpeb6oBaHUI OPUCAUKLIMIA

B.1 O6wue cBegeHus

B faHHOM MNpunoxeHun cpaBHWBatoTcA TpeboBaHusA YeTbipeX OTAENbHbLIX HaLWoHanbHBIX MPOEKTOB MO peanuaaumn
EHR B Bpasunuu, Kanage, CLUA 1 Benuko6putaHuu. Kpome Toro, npusefeHsl oTaensHble TpebosaHus AnoHum n Poccuin-
ckoit Pepepauymn. OHO OpraHU3OBaHO MO crefyoLUM KaTeropusm:

a) Cornacue nauueHTa Ha c6op, UCNoNnb3oBaHWe UMK pasrnalleHne NepcoHanbHbIX MEAULIMHCKUX AaHHbIX.
BKIIHOM@ET perncTpalyio cormacus, TUnel cornacus, NpMBA3KY cornacus, MrHOpUpoBaHWe corfacus B cryyae YpesBblyai-
HbIX 0BCTOATENLCTB, PErUCTPALIMIO CryYaeB UFHOPUPOBAHWUSA corfacus, MackUpoBKY AaHHbIX, cornacue, aHHoe 3ameHs-
FOLMM OTBETCTBEHHBLIM NULIOM, @ TaKXe OnoBeLleHne nayneHToB 06 n3MeHeHUsIX cornacuii.

b) OrpaHnueHue ucnonb3oBaHUA U pasrnaweHusa NMMA.

c¢) docTyn naumeHTa K nepcoHanbHoW MHcpopMaL M U ucnpaBneHne HETOUYHbIX AaHHbIX.

d) ToyHOCTb AaHHbIX.

e) aeHTudpmkauma m ayteHTUcpMKaLusa nonb3oBaTenen, Bkoyasa ugeHTudukaumo nonesosarens, |D nonb-
30BaTeneii; ayTeHTUdUKaLUUo nons3oBaTens; ayTeHTUdUKaLuo CUCTEMON U ayTEHTUMUKALIMIO CETeBOro yana; mMeToabl
ayTeHTUdMKaLUK; 3awnTy Npoduneil nonb3oBaTens; Naponu; HeyaadHbole NOMbITKK BXoAa U 0BpaTHYo CBA3L C NOMNb30-
BaTeneM BO BpeMs ayTeHTUdmKaLum.

f) YnpaBneHue npuBUNErusiMm, BKIoYaa paspelleHne Ha AOCTYM, NpefocTaBeHne nHdopmaLum o npasax fo-
CTyna, orpaHn4eHns npae Ha [AOCTYM, Nepeaady npas Ha A4OCTYN U OTMEeHY npasa Ha JOCTyn.

g) NMpuemnemoe ncnonb3oBaHUe, BKNOYasn yBeAOMIIEHUE Nofb3oBaTenen.

h) BesonacHoOCTb ceaHca U BpeMsl OXXUOAHUSA, BKIOYas NOMb30BaTeNbCKNe CeaHchbl U BpeMs OXuAaHUsA NogKno-
YeHWs, a Takke 3alluTy ceaHca.

i) NopaepaHne QOCTYNHOCTU AaHHbIX, BKIOYasA pe3epBHOE KOMUPOBaHWE U BOCCTAHOBMNEHNE.

j) 3awmTa AaHHBbIX B Npouecce nepeaayu, BKNOYas KOAVPOBaHWE AaHHLIX B Npouecce nepeaaqn n NoaTBepX-
L eHWUA LO0CTaBKN AaHHbIX.

k) 3awmTa AaHHLIX B NpoLecce XpaHeHUs, BKNoYas 3allUTy aHHbIX B apXusax U 3aluTy AaHHLIX Ha nopTaTue-
HbIX HOCUTENSX.

[) LlenocTHOCTb AaHHbIX, BKNoYas NpoBepKy LEMOCTHOCTU AaHHbIX, UENOCTHOCTL aHHbLIX B XoAe UMnopTa AaH-
HbIX N MPOBEPKY NCXOASALLMX faHHbIX.

m) XpaHeHue 3anucei.

n) MapkupoBKa AaHHbIX.

0) AyauT, BKIoYas XypHanbl ayauta U cobbiTusi cpabatbiBaHua TpUrrepa, HTepdeic, coaepxaHue, cneacTseH-
Hble MHCTPYMEHTEI, 3aLUMTY, XpaHeHUe, ynpaeneHune, NOCTOAHHOE BEAAeHMe XypHana ayauTa U BOCCTaHOBNEHUE cofepxa-
HWS SNEKTPOHHOW MEANLIMHCKON KapThbl Ha NpeALIEeCTBYIOLLMIA MOMEHT BpEMEHU.

p) YnpaBneHue BepcusiMu NnporpaMMHoro obecneuyeHusi U JOKYMeHTaLms, BkItovas TpeboBaHua K ynpaene-
Huto Bepcuamu MO 1 gokymeHTauum.

q) CuHXpoHM3auua BpeMeHU u chopmaTmpoBaHue BpeMeHu/AaThbl, BKIovas oopmar BpeMEHW N CUHXPOHM3a-
L0 BpeMeHU.

r) Koutponb nHunaeHToB HapyLlieHus 6e30nacHOCTH M KOHbuAeHUNanbHOCTHU.

s) UudpoBble ceprudmnkarbl 1 LucppoBble NOANUCH, BKIOYas UCMoONb3oBaHWe LMQpPOBLIX cepTUUKaTOoB,
LMpoBLIX Nognucei, npegocTaBneHne LMpoBLIX NoAMUCe nonb3oBaTenam, dopMart nognucuk, NpocTasrneHne LUd-
pOBOIA NoANMCH, BPEMEHHbIE OTMETKU, NPOBEPKY AOCTOBEPHOCTU LMMPOBLIX NOAMUCENA, ponb NoANUCLIBaKOLLEro Nuua,
3KCNOPT JOKYMEHTOB W 3anucei, cofepKallux aMeKTPOHHYIO MOAMNMCh, MOMUTUKY UCMONb30BaHUs LUMGPOBLIX MOANMCER 1
ncnonb3oBaHue LUdpoBoi NOANUCU Ha oL POBaHHBIX (OTCKAHMPOBaHHbLIX) JOKYMEHTaXx.

B Tabnuue, npuseaeHHoW Huxe, TpeboBaHWS KaHaaCKoW MeAMULIMHCKOW opraHusauuu Infoway oTHocATcs K
LeHTpanu3oBaHHbIM IOPUCANKLUUOHHBIM apXMBaM MefULIMHCKUX 3anuceil (Hanpumep, LleHTpanbHOMY apxuBy anek-
TPOHHBLIX MEANLUMHCKUX KapT ANA xuTeneid MaHuTobbl). TpeboBaHua YnpaBneHusa uHdopmauuein BenukobputaHum
oTHocATCA K nporpamMme Spine n Cnyxbe gaHHbIX nayneHTa (Patient Data Service, PDS), oHu Takke oTHocATcs K
LieHTparnu3oBaHHbIM IOPUCANKLUWOHHLIM apxusam sanucen (Hanpumep, LieHTparbHbIi apXuB aNeKTPOHHBIX MeULH-
CKMX KapT Ans xuteneit Anrnuu). TpeboBaHua Bpa3unum oTHOcATCA K npoueccaM cepTudukaumn MefULUHCKOro
nporpaMMHoro obecnedeHnsa, KOHTpoNupyemoro 6pasunnbckuM o6LLECTBOM MO MEANLUMHCKOW MHpOopMaTUKe nNpu noj-
AepxKe nanatbl Bpaden.
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B.2 Cornacue nauueHTa Ha c6op, ucnonb3oBaHUe UK pasrnaweHne NepCoHaNbHbIX
MeANLMUHCKUX AAaHHbIX

B.2.1 Peructpauus cornacui

Bpasunus

NGS1.04.09 OrpaHuyeHus goctyna kK EHR, fo6aeneHHble NayueHToMm:

lMo3BonseT naumeHTam Jo6aBnATL orpaHU4eHNUs K YacTu unu scem EHR.

HL7 ERH-S FM IN1.4

KaHapa

TpeboBaHune KOHDUAEHLNANLHOCTM 9 KaHaACKOW MEAULMHCKON opraHusauum Infoway

PerucTpauus cornacus B cuctemax POS

Cuctembl POS, noakmodeHHbIe K MHGOCTPYKTYPE 3NEKTPOHHOMO yYeTa 340poBbS B Clyqasx, onpefeneHHbIX 3a-
KOHOM, AOMKHbI UMETH BO3MOXHOCTb 3amnvcu JUPEKTMB cormacua nauyueHTa/nuua, BkNoHas NpuocTaHoBKY, OTKa3
WNW aHHYNMpoBaHWe cornacus.

O6ocHoBaHne — MeguUMHCKME yuYpexaeHns AOMKHbLI ObiTb OCBEAOMMNEHBI O TOM, YTO OHU NOSYYUNK corrnacus, He-
06xofMMbIe B MX KOHKPETHbIX FOPUCANKLUAX ANS Leneit, B paMKax KOTOpbIX OHW ByayT cobuparth, Ucnonb3osarb Unn
packpbiBath NMA (cM. TpeboBaHue koHduAeHUManbLHOCTU 5, npuBegeHHoe B pasgene 5).

dopMa cornacus, 3anpalimsaemas opraHusaumei, nogkniodaloLWenca K UHocTpykType EHR, MoxeT pasnuyartbes,
B 3aBMCMMOCTU OT IOPUCAMKLNKN, 0BCTOATENbCTB, NpU KoTopbix Bbina cobpana uHdopmaums (Hanpumep, ckopast
MeAuLUMHCKan NOMOLLb) 1 TUNa nHgopMaumm (HanpuMep, obasatencHoe yBeaoMneHne 06 NHEKLUUOHHBIX 3abone-
BaHusAXx). B kanagckoit cpege EHR HeobxoauMble hopMbl cornacusi B OCHOBHOM YTBEPXAAIOTCA Pa3fuiHbIMKU 3aKo-
HamW, B NEpBYH odepesb 3aKkoHaMu O 3aluTe MeAULUUHCKNX AaHHBLIX U O KOHPUASHLMANBHOCTN rocyAapCTBEHHOro
cekTopa. Te nuua, KoTopble BBOAAT NepcoHarnbHble MeguLUUHcKue AaHHble B cuctemy POS B KOHKPETHOW IOPUCAMK-
LK, UMEIoT OCHOBHOE 0653aTenbLCTBO MO NOMYyHEHUIO U 3aNUCK ANPEKTUB cornacusa nayneHtos/nuy. Cuctema POS
[ OMXHa rapaHTUpoBaTh, YTO Te, KTO ocyLecTBNAeT AocTyn K atum MM, MoryT nony4nTb AOCTYN TOMBKO K TOM WUH-
dopMaLmu, KoTopas AOCTYMNHa Ha 3aKOHHBLIX OCHOBAHWUSAX, B COOTBETCTBUK C COrNacMeM UNWU Ha OCHOBE 3aKOHHOMO
paspeLleHuss Ha UCNonb3oBaHne UNK pasralleHne (Hanpumep, ayauT UnNu NPaBoOOXpaHUTENbHbBIE OpraHbl).
TpeboBaHue kOHMUAEHUMaNbHOCTH 11 kKaHaACKoW MeauLUMHCKON opraHusauum Infoway

Peructpauus cornacusa B MHdocTpykType EHR

NHocTpykTypa EHR B criydasix, onpeAeneHHbIX 3aKOHOM, AOMKHa UMETb BO3MOXHOCTb perucTpauuu AUpeKTus
cornacus nauueHToB/nuL, BKIOYas NPUOCTAHOBKY, OTKa3 WK aHHYNMpPOBaHWe Corfacus, a Takke 4ofMKHa BbINON-
HATb 3TO TakMM CNocoBOM, KOTOPLIA NO3BONSAET KaXAoW OPUCAUKLMM COOTBETCTBOBATL CBOUM 3aKOHOAATENbHLIM
TpeboBaHMAM MO Cornacuto.

O6ocHoBaHne — MeguLUMHCKUe yupexaeHust BOIDKHbI BbITb CNocobHEI onpeaensTs, Aan N NauveHT/NULo paspe-
LIeHWe UNK 0TO3BanN ero, YTO COOTBETCTBYET TPebOBaHNAM B KOHKPETHBIX IOPUCAUKLMSAX STUX YUPEXAEHWIA.
CnegoBarenbHo, Te opraHusaLum, kotopble cobupatorcs coobwmTs MM Apyroi IopUCAUKLUM, [OMKHBI AenaTb 3To
Tak, YTobbl 3TO He NMPOTUBOPEYUNO 3aKOHOAATENbHEIM TPEGOBaHMAM MO COrNacuio X COBCTBEHHON OPUCAMKLIMM
(T. e. ropuUCAMKLMM pasrnallatoLlei opraHusalum). Ha npakTuke MeguLUHCKas opraHusaLus, Xenatowas nonyymTb
goctyn k MM apyroi topucamkummn, fomkHa genartb STO TakuM obpa3oMm, KOTOpbIA He NPOTMBOPEYUT 3aKOHOAa-
TenbHbIM TpeboBaHWAM No cornacuio Ha pasrnalueHue MM B IopUCANKUMM OpraHu3aLmm, KoTopasi BnageeT faH-
HbIMU, @ TalkoKe BbINOSHAET BCe 3akoHoAaTenbHble TpeboBaHMs no cornacuio Ha goctyn kK MM B nx cobcTBeHHOM
ropucamnkUumn. (B nHoM cnyvae oTnpaBuTeNb HE MOXET OTBETUTH Ha 3anpoc AocTyna). OTo NpPUBOAUT K rIy6oKuM
nocneacTBUAM, KacatoLMMcs COBMECTUMOCTU ¢ UHdocTpykTypor EHR. MHdpopmaums, cogepxalyanca B EHR na-
LUeHTa/nnua, MOXeT cofilepXkaTb NpaBoBble TpeboBaHUs K COIMacuio OT HECKONBbKUX IOpUCAMKLUMIA (cM. TpeboBaHne
KoHugeHumansHocT 12, npueegeHHoe B pasgene 5). MNpexae 4yeM paspewmts goctyn Kk MM uHdocTpykTypa
EHR pomkHa rapaHTupoBaTh, YTO BCe HeobxofuMble opuandeckne TpeboBaHUsi BLIMONHEHLI Nepes nepefavei
AaHHbIX 3anpalumsatoiemy nuLy.

Benuko6putanus

TpebosaHue 3.2.2 Ynpaenenus undopmaumeit (IG) Benukobputanuu

CucTema JonxHa NpefocTaBnsaTe CpeAcTBO cOopa MHOPMaLMK O cTaTyce COrflacus NnauueHTa U ero peLleHusix U,
COOTBETCTBEHHO, 06HOBNATE PDS.

Tpebosanue 3.2.3 YnpaeneHusa nHpopmaumein Bennkobputanum

CuctemMa [oMmKHa npefocTaBnATb NONb30BATENSAM BO3MOXHOCTb 3anMCU TEKCTOBBLIX 3aMETOK Ha eCTeCTBEHHOM
A3bIKE O PeLUEHUN NaumeHTa U OTCYTCTBMU €ro pelleHns KacaTeflbHo obMeHa uHdopmaLumeii no Spine, a Takxke
0 rnpouecce NPUHATUS pelleHnidi. Bo nabexaHvne HenpaBUnbHOro TONKOBaHWA 3Ta UHdopMmaLua ByaeT XpaHUTbea
nokaneHo, a He B Spine.

TpeboaHue 3.16.4 YnpasneHus nHdopmaumeit BennkobputaHum

[ocTyn co CTOPOHLI CUCTEM COLManbHOR NOMOLLM

Cuctema pgomkHa obecneymsaTtb BO3MOXHOCTE cOopa TEKCTOBLIX 3aMETOK Ha €CTECTBEHHOM A3blKE, CBA3@HHBIX C
MPOLIeCCOM MPUHATUSA pelleHnid. Cuctema AomxHa NpefocTaBnATs BOZMOXHOCTE obecneveHs 40NONHUTENBHON
WHopMaLMnM 0 MexaHu3Me Cornacus 1 ero BAMSHUM Ha Nonb3oBaTens B paMkax B3auMOAEeNCTBUSA C KITUEHTOM.
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Hanpumep, 3T0 MOXET GbITb JOCTUrHYTO C NOMOLLbIO CUCTEMBI, 06ecneumnBaroLeit hyHKUMIO 0TOGpaxeHUs NOSICHU-
TENbLHOro TeKCTa, KOTOPLIA ObIn co3aaH opraHusaumei paHee.

Pocculickaa depepauus

TpeboBaHue 13 3akoHa PO ot 2011-11-21

CobniopeHune Bpad4e6HOI TaitHbI

Cornacue nauueHTa He Tpebyetcsi ecnu:

- NepcoHanbHble MEAULIMHCKUE AlaHHble 06pabaThbiBaloTCA ANA NPOLIECCOB KOHTPONA U yNpaBneHUs rocyflapcTBeH-
HOrO COLanbHOro CTPaxoBaHus;

- npoucxoanT o6MeH nepcoHanbHBIMU MEAULMHCKUMU AaHHBIMU MEXAY MEAWLMHCKAMW OpraHusauuamu Ans no-
CTaHOBKM AWarHo3a unm MeMuuHCKoro obenyxuwBaHus,

- NepcoHanbHble MeULIMHCKME faHHble UCNONb3YIOTCA ANA KOHTPOMA kavecTsa M 6€30NacHOCTU MeANLIMHCKOro
obcnyxuBaHuA.

B.2.2 Tunbl cornacus

BenukoGpuraHus

TpebosaHnue 3.2.4 YnpasneHusa nigopmaumeit BenukobputaHum

CobpaHHas uHgopMaLUs 0 COCTOSIHUM COrNacua NaLMeHTa AoMKHa BKNIOYATL yKasaHue o ToM, 66INo NN NPUHATO
«BblpaXeHHoe cornacue», «Hecornacue» UnNu «nNogpasymeBaeMoe cornacue» NauneHTa, n 4aTy NPUHATUSA AaHHOTO
peLueHms.

TpebosaHnue 3.16.2 YnpaeneHusa uHdopmayueit BenukobputaHum

HocTyn U3 cuctem coupmanbHON MOMOLLM

Cuctema gonxHa npefocTaBnsTh QYHKLNOHaNbHbIE BOSMOXHOCTU ANA PErucTpaLMi U 3an1cun cTatyca npejnovre-
HWIA NUUa, KacaloLWmMXCA OCyLLeCTBEHUA A0CTyNa K ero kaptam, XpaHawmumes B NHS, U3 yupexaeHuin counanbHom
MOMOLLM, B KOTOPbIX B MPOTUBHOM Clly4ae Takol AOCTYNn MOXET GbiTb paspelueH COOTBETCTBYIOWMM 3aperncTpu-
poBaHHbIM, ayTEHTUULIMPOBaHHBIM U aBTOPU30BaHHBIM NoNb3oBaTenaM. Cuctema AonKHa NPOBOAUTL pasnuune
MeXZy TUMaMKu COrnacus: «NpPeAnovTeHne He BbIPaKEHO», «BbIPAKEHO COrnacue» U «BbIPaXXEHO Hecornacuey.
CraHpapTHLIM 3HaYeHUeM [ 3Toro cratyca, A0 Toro kak 6uina cobpaHa nobas nHdopmayma o6 nHamesuayans-
HOM fuLe, AOMKHO SIBNATLCA «MpefnouTeHne He BbipaxkeHo». «MpeAnoyTeHne He BbIpaXeHO» O3HaYaeT, YTo BO-
Mpoc He Obin 3afjaH KMUeHTY (U, CrefoBaTeNbHO, CUCTEMa MOXET OTNPAaBNATL 3aNPOC B COOTBETCTBYIOLLUE TOYKK).
«BblpaxkeHO cornmacue» Mo3BoNsieT cucTeMe ocylecTBnATb goctyn Kk cepBucam NHS (cMm. TpebosaHue 3.16.7).
«BelpaxeHo Hecornacne» o3Ha4aer cobbITUSA, NPU KOTOPbLIX BONPOC KNUEHTY 6biN 3afjaH, U KNUEHT BbIpasunmn cBoe
npeAnoyTeHne, 1 4YTo, CrefoBaTEeNbHO, HOBLIW 3aNpoc He MOXET GblTb OTNPABNEH B XOAE TOro Xe Nepuoaa neveHus
(XOTS HOBBIW 3aNPOC MOXET ObITb YMECTEH MPpY NPOBEAEHUM NMOCNeAYIoLei 3HaYMMON oLieHKM). KnueHT MoxeT 06-
HOBWTb CTaTyC CBOEro Cornacus B Nioboi MOMEHT B XOA4 € NEYEHUs.

Tpeborarue 3.16.3 YnpaeneHus uHgopmaymein BenukoGputaHuu

HocTyn 13 cucteM coumanbHo MOMOLLM

Cuctema JorxHa NogaepXuBaTh U3MeHeHWe cTaTyca corflacus nuua ¢ «NpeanoyTeHne He BolpaXXeHo» Ha «Bblpa-
XEHO corracue» 1 «BblpaxeHo Hecornacuey. Ecnu ctaTycoM sSBNseTcs «BbIpaXeHo cornacue», To oH MOXeT BbiTb
M3MEHEH TOMNbKO Ha «BbIPaXEHO Hecormacue», a ecnu CTaTyCoM SIBIAETCA «BblPaXeHO Hecorrnacue» OH MOXeT
ObITb M3MEHEH TONbKO Ha «BbIPaXeHO cormacues.

TpebosaHue 3.16.5 YnpasneHus undopmaumeit BenmkobputaHum

HocTyn n3 cuctem coluansHon NoMoLLu

Cuctema JjormKHa perucTpupoBaTth NIMYHOCTL MOMb30BaTENA CUCTEMBI, 3anuckiBatoLel Takue peLleHus, ¢ ykasa-
HWeM BpeMeHW, AaTkl N MecTononoxeHus. Cuctema AoMKHa 3anucbiBaTe UAEHTUDWKALMOHHEIE AaHHblE pabodeil
CTaHLMW KOHEYHOro Nonb3oBaTens Wik UCMOoNb3yeMOoro YCTpoUCTBa.

TpebosaHue 3.16.6 YnpasneHus nHdopmauuein BennkobputaHuu

HocTyn 13 cuctem coumansHoi nomoLyu

Cucrtema gonxHa nogaepxusaTb U obecrnevmBaThb NpPeAcTaBleHne, UCTOPUIO PELLEHWIA, KOTOPLIE MPUHUMAIOTCS MK-
LoM, a Takxe NtobbIX cBA3AHHLIX C HUMK NpUMeYaHuid. JocTyn K AaHHOW UCTOPUK JOMKEH NPEAOCTaBNATLCS TONBKO
none3oBatensM, obnagaroLwum ocobeIMU AONONHUTENBHEIMU NpaBamy.

TpebosaHnue 3.16.7 YnpaeneHus nHdopmauuein BennkobputaHuu

HocTyn 3 cucteM coumansHOR MOMOLLM

Mepen ocyljecTBNeHnem nwboro goctyna k PDS (unu niobeiM gpyrum cepaucam Spine, KooMe NOAJEPXKKN ayTeH-
Tudmnkaumm unn RBAC) cuctema omxHa yCTaHOBUTB, YTO TEKYLLMM NapaMeTpoM NpesnoYTeHUs KeHTa sBnseTcs
«BbIpaXeHo corfiacuey. Mpu OTCYTCTBUM 3TOrO NMapaMeTpa HU OfMH TakoW JOCTYN He MOXET ObITb OCYLLECTBIIEH.
TpebosaHue 3.16.8 YnpaeneHus nHdopmaLueir BennkobputaHum

JocTyn 13 cuctem coumansHo nomMoLLyu

FIBHO BbIpaXXeHHOe corflacue, onMcaHHoe B JaHHOM MyHKTe, AOMKHO MojBepraTeCa Kak MUHUMYM OAHOR U3 Tpex
cregyroLmx hopM NPOBEPKM:

a) $IBHO BbIpaxeHHoe cornacue B COOTBETCTBUM C ONUCAHNEM B J@aHHOM MYHKTE OTHOCUTCS TOMLKO K KOHKPETHOMY
nepuoay MeauLuHckoro obcnyxmsanus. Cuctema JormkHa rapaHTMpoBaThk, YTO AaHHOE 3anucaHHoe corflacue pac-
cMaTpuBaeTCs TOMbKO B KOHTEKCTE KOHKPETHOrO nepuoAa MeguLUMHCKOro o6CnyXnuBaHnsa (KOTOpbIiA, 0fHaKo, MOXeT
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ObITb MHOTOMETHUM). 3TO MOXET NOAJEepPXKMBaTLCHA MYTEM CBA3LIBAHUSI STOMO COrnacus ¢ SABHLIM 3NNU30AUYECKUM
crnyyaem, ynpaernsiemblM B NpeAenax MecTHoW cucTeMbl oGCnyKuBaHus, unu (ecnm cornacue NpoBoAnUTCA NO OTHO-
LUEHWIo K 0OLLel 3anncu KNneHTa) NyTeM CMeHbI hraxka cornacus Ha «npefinodTeHne He BbipaXeHo» cpasy nocne
OKOHYaHUs nepuofa MeAULMHCKOro 06CcnyXuBaHus,

b) Moboe ABHO BbIpaXeHHOe corfacve B COOTBETCTBUW C ONUCAHWUEM B JaHHOM NYHKTe MOXET ObiTb AOCTYNHO ANA
NPUMEHEHUS K KIIMEHTY B Te4eHue NobbiX NeprogoB MeguLMHeKkoro obenyxmBaHns B byaylueM (3a UCKioHeHnem
CryyaeB, Korga OHO aHHYNUPYeTCs KNUEeHTOM B [H000 MOMEHT) TONbLKO B TOM CIlyyae, eCrni BbipaXXeHHOCTb Gbina
cornacoBaHa ¢ KTMEHTOM BO BpeMsi MEPBOHaYanbHOro B3aUMOAEWCTBUS C HUM AATIsI MONYyYEHUs ero Cornacus;

¢) 3anucaHHbI CTaTyC ABHO BbIPAXEHHOMO corflacksa B COOTBETCTBMU C ONUCAHUEM B JaHHOM NYHKTE AOMKEH Npu-
MEHSTBCHA TONbKO A0 BLINOMHEHUS 06O nocneaytoweill OLEHKM CO CTOPOHBLI COLMaribHOW NomolLLmM (Hanpumep,
KOHTaKTHaa unu oblas oueHka SAP, npu KoTopoid NOTPeBHOCTU 3apaBoOOXpaHEeHUs U coLuansHoro obecnedeHuns
OLIEHUBAIOTCH COBMECTHO), B pe3yrisTaTe KOTOPOM yKkasaHHbIW CTaTyc cormnacusi AoImKeH ObiTb NoATBEPXKAEH KNNEH-
TOM.

B oTcyTCcTBME ABHOMO BhIPAXEHUS KIWEHTOM cornacusa no sTUM MpUHLMNaM cucteMa JormKHa nojaepxueats Me-
XaHU3M obecneyeHnsa paspelleHuss KnueHTa, 4YTobbl Nony4YnTb BO3MOXHOCTb AOCTYNa TOMbKO Ha BpeMs ceaHca
perucTpauun Ana TekyLero nonb3osartens.

B.2.3 MNpuBaska cornacus

KaHapa

TpeboBaHue koHdpMAeHUManbLHocTH 10 KaHafckol MeaULMHCKOW opraHu3auum Infoway

CessblBaHue cornacusa ¢ NMA B cuctemax POS

Ecnn cuctembl POS, cBAsaHHble ¢ MHgOCTpyKkTypoii EHR, pernctpupylor AupekTuBbl cormacusi nauveHTa/nuua, B
TOM YUCne NpUOCTaHOBKY, NpeKpallieHne cornacusa Unn oTkas oT cornacus, Takme cuctemel POS fomkHbl nepeaa-
BaTb AlaHHble AUpPEeKTUBLI cornacus B MHGocTpykTypy EHR B nocnegoBatensHoOR popMe kax bl pa3 npu nepegade
cBa3aHHbIX MM B HpocTpykTYypy EHR.

Ob6ocHoBaHne — He Bo Bcex topucaukuusx Tpebyetcs, 4Tobbl cuctema POS cobupana AMpeKTUBLI cornacusi.
B cnyqasx, npu KoTopbIx ocyLlecTBnAeTcs cbop aTUX AUPEKTUB, BaXKHO, YTOOLI OHU NepeAasanucb B UHOCTPYK-
Typy EHR Kaxabiii pa3, korga AormkHbl nepefaBaTtbes cBsasaHHble MM, 3T1o obecneunt Hagnexatlyo obpabotky
JaHHbIX AUpeKTMB cornacusa MHGoCTpykTypoit EHR nepen nepepadeit MM B apyryto opucgukuuio. Obpatute
BHUMaHWe Ha To, 4To 3afadva no obecrnevyeHnto COOTBETCTBUSA C TPeBOBaHMSAMU APYrX IOPUCAUKLUIA NEPEXOAUT OT
cucteMbl POS k nHdocTpykType EHR, 4To ABNAETCA pasyMHbLIM MOAXOAOM, YUnTHIBas 60MbLIOE KOMMYECTBO OpUC-
AVKUMIA U cornacusi pasHoW CIIOXHOCTU MEXAY HUMM.

CTaHfapTbl U dopmaThl Takux AaHHbIX cOrmacus, He BXoAAT B 06beM U copepaHue AaHHOW TeXHUYEeCKOW
cneLudukaLmm, Ho BygyT paccMOTpeHbl B criegyrolux otdetax: «OueHKka cTaHgapToB no 6e30nacHOCTU U KOHU-
JeHumansHocTuy» M «Cnyx6el oBecnedeHnss KOHGUAEHUManbHOCTH U 6e3onacHocTU» (CM. nogpasgen 2.2 «Kox-
TEKCT AN aHanusa TpeboBaHuii K KOHWAEHLMANBHOCTY U 6@30NaCHOCTUY).

TpebosaHue koHdUAEHLMaNbLHOCTH 12 KaHafcko MeguLMHCKO opraHu3auum Infoway

CessblBaHWe gupekTus cornacusa ¢ MM B cuctemax MHgpocTpykTypbl EHR

Ecnu Hanuune cornacus TpebyeTcs No 3akoHy, Kaxablii pa3 npu nony4eHumn, xpaHeHumn, o6pabotke unu nepepade
MMA nHpocTpykTypa EHR aonxHa 6T cnocobHa:

a) nojaepxuBaTb CBA3b MeXAY AaHHbIMU W JUPEKTUBaMK Cornacus, B COOTBETCTBUN C KOTOPLIMU AaHHbIE MOryT
Ucnonb3oBaTLCA UMK pasrnallaTbes;

b) obpabaTbiBaTb 3TU AMPEKTUBEI cornacus nepen Nepefayeil cBA3aHHbLIX AaHHbLIX U BnokMpoBaTb nNepeaadvy B
crlyyae, ecnu oHa NPOTUBOPEYUT AUPEKTUBE, @ TakKe B Criyyae, €Cnu HUKaKuX UCKNIOYEHWA ANs Takoro Tuna pas-
rmalleHns He yKkaszaHo B 3aKOHeE;

C) YBEAOMMATL MHULMaTOpa 3anpoca Kaxabli pas npu 6r10KMpoBKe AaHHbLIX, COMMAacHO U3N0XEHHOMY B Nepeqnc-
neHuu b).

OBocHoBaHWe — OTO NO3BONUT OpraHU3aLuUaM, NOAKHYaLWMMCS K UHGOCTpYKTYpe EHR unun pasmedaowmm Kom-
MOHEHTbI MHGOCTPYKTYPbl EHR, NpUMEHATL AUPEKTUBEI cornacua nauneHTa/nuua B npeaenax ux IOPUCAMKUMK, a
Takke B Apyrux ropucaukumax. MHbocTpykType EHR 1 cuctemam, nogknovaeMbiM K MHocTpykType EHR, 6yaet
Takke TpeboBaTbcsA NocrnegosaTenbHoe NpecTaBneHne AUPEKTUB COrNacua U AUPEeKTUB MackupoBaHusi/besonac-
HOro XpaHeHusa Ana noajgepxaHus TpeboBaHui MHTeponepabenbHOCTU B Npeaenax IPUCANKUMIA U Npexze Bcero
MeXay 3TUMU FoPUCANKLUSAMU.

Benuko6putaHusa

TpebosaHue 3.2.5 YnpaBneHus nHdopmauvei BenmkobputaHum

Cucrema formkHa rapaHTMpoBaTb, YTO MOMb3oBaTeNb, KOTOPbLIA 3anpawnBaeT AOCTYN K KOHMUAEHUMUaNbHLIM
nepcoHanbHeIM AaHHbIM, AocTyrnHelM B CRS NHS, cHauana 6ygeT yBegomneH o cTaTyce corfniacusi Ha obmeH
UHpopmaumm CRS NHS nauneHTa, 0 gate nocnegHero peleHna 0 Cornacumn n 0 CoaepXKaHuu peLleHUs o co-
rnacuu nauuveHTa. PDS gomkeH 3anpalvBaTbCs ANA Takoi MHpopMauuu, a He ANA NoKarbHO XpaHUMOW WH-
dopmayuu.

TpeboeaHue 3.16.10 YnpaBneHus nHgopmaumeir BenvkooputaHum

HocTyn n3 cuctem coupansHoOW MOMOLLM
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Mepepn NOMbLITKON BHECTH BKNaA B KpaTKyl0 MEAULMHCKYIO KapTy (NyTeM oTnpaBkn WHdopMayun Ha PSIS) cuctemsl
JOMKHbI YCTAHOBUTD (C MOMOLLbIO UHTepdeiica CryXObl KOHTPONA AOCTYMa Spine), YTO KNMEHTLI He BO3paaroT Nnpo-
TUB CO3[aHUA KPaTKON MEAULIMHCKON KapThl.

Tpebosanue 3.16.11 YnpaBneHus uHpopmauueit Benmkobpuranum

HocTyn U3 cuctem coLmanbHON NOMOLLM

Mepea oTnpaskoii Noboit nHdopmauun u3 Nobbix yupexaeHuii couuansHoil NoMoLm B MHEOPMaLMOHHBIE CryXObl
NHS (Hanpumep, otnpaBka coobwennit CAF B PSIS) cuctema gomkHa obecnevmntb NonyveHne SBHO BLIPaXXEHHOMO
cornacus ot knueHTa. OXxunpaercs, 4TO MexaHu3m GrnokuposaHus (cMm 3.5 n cebinku) Gyaet ucnonbloBaTtbes ANs
ynpaBneHns AaHHbLIM COrnacuem: oLEeHKN, KOTopble Bbinn 3abnokupoBaHb! 1 3allULLeHbl, He MOryT BbITb oTnpaBne-
Hbl PSIS, B TO BpeMsi Kak oLUeHKH, KoTopble 3a6nokupoBaHbl, MOTyT GbITh OTNpaBneHbl, HO He ByayT AOCTYMNHbI ANs
06bI4HOrO NPOCMOTPa OCTaNbHbLIM.

B.2.4 UrHopupoBaHue cornacua B cnyvae YpesBbluyaiiHbIX OGCTOATENbCTB

CLIA

CCHIT IFR.02

Paspeluaet aBTopu3oBaHHLIM NOSb30BATENAM (MMEIOLLUM AOMNYCK NPU Ype3BblYaiHbIX 06CTOATENBLCTBAX) OCYLLECT-
BNATb AOCTYN K 3NEKTPOHHLIM MEAULMHCKUM AaHHBLIM B Criyyae YpesBblbaiHbiX 06CTOATENbCTB.

Benuko6puranun

Tpebosanue 3.2.6 YnpasneHua nigopmaumei BenukobputaHum

Cuctema AonxHa rapaHTMpOBaThb, YTO NONb30BaTeNb, KOTOPLI 3anpaluMBaeT 4OCTYN K KOHUAEHLUANBHBEIM NEPCO-
HanbHLIM AaHHbIM, KoTopklie AocTynHLl B CRS NHS 1 oTHOCATCA K NayumeHTaMm, BblpasuBLUMM «SIBHOE Hecornacuer,
cHavana 6yneT yBelOMIIeH O NOCNEACTBUAX Nepef BbIBOAOM Takux AaHHbIX. CUCTEMa JOMXHa rapaHTMpoBaTh,
YTO NONb30BaTENb 3aperncTpMpoBan NOATBEPXKAEHWE TOro, YTO faHHOE YBeAOMNEHUE GbiNo NPUHATO K CBEAEHUIO
nepea BbIBOAOM AaHHbIX. B Takux o6cTosTensCcTBaX A0MKHBI cobnoaaTbca pekomeHaauum, nsnoxerHole B NPFIT-
FNT-K-IG-0114 DES — lNpoekTupoBaHue guanora UrHOpUpoBaHNSA HECOrNacus.

B.2.5 Peructpauus B XXypHane UrHopupoBaHus cornacus

Kanapa

TpeboBaHue koHbUAEHUManbHOCTU 13 KaHagcko MeauLUUHCKOW opraHu3auum Infoway

PerucTpauus urHopuposaHus cornacus

NHdbocTpykTypa EHR gomkHa 6biTb cnocobHa:

a) 3aHOCUTb B XypHan cnydau, Npu kotopblx o6paboTka AupeKTUB cornacusa (cMm. TpeboBaHWe KoHdUaeHUNanb-
HOCTU 12, nepevuncrneHne b) sanpelyaet nepegady AaHHbIX;

b) 3aHocuTb B XypHan naeHTUMUKALMOHHBIE AaHHbIe K&XA0ro MoNnb3oBaTensi, KOTOPbI UFHOPUPYET AUPEKTUBLI
corfnacus nayueHTa/nuua, NpU4nHYy UrHOPUPOBAHWUA COrMacus, a Takke AaTy U BpeMs, B KOTopoe cornacue 6bino
MPOUrHOPUPOBaHO;

C) onoBeLyaTb NMLO, OTBETCTBEHHOE 3a obecneyeHune cobniogeHnst KOHDULEHUMANBHOCTU B OpraHnsauum, rae pa-
6oTaeT nonb3oBaTerb, OCYLLECTBAIOLWMNIA AOCTYN, a TaKXKe B OpraHu3aLuu, B KOTOPOi nposoauncs céop nHpopma-
LMK, 0 TOM, 4TO cornacue 6bino NPOUrHOpPUpPOBaHo.

ObocHoBaHWe — Tak Kak HeKOTOPbIE 3aKOHbI O 3alyuTe MeAULMHCKUX AaHHbIX, Hanpumep, 3akoH OHmapuo o 3a-
uwume nepcoHabHbiX MeOUUUHCKUX OaHHbIX, paspeLlatoT oCyLLeCTBNATb Kak MACKUPOBKY, Tak U [eMacKupoBKy, a
Takke yBefoMNATb TPETBUX NUL O CYLLECTBYIOWMX MackupoBkax, cucteMbl EHRI n POS, nogkntodeHHble K MHdo-
cTpykType EHR, AomxHbI BeCTU CREXKY NyTeM 3aHeCeHUs B XypHan ayanTa naeHTUdUKALMOHHBIX faHHbIX Kaxao-
ro, KTO IeMackupyeT unu cHumaeT BrnokupoBky ¢ kapT (cMm. TpeboBaHue GesonacHocTu 38 1 TpebosaHue Gesonac-
HocTu 43).

Kpome Toro, HekoTopble 3akOHOZaTENbHbIE akThl O 3alyUTe MeAULMHCKUX AaHHbIX TpebytoT, 4Tobbl XpaHuTenu me-
AULMHCKON MHDOPMaLMK yBEAOMNAMNN NaLMeHTa/NLO O TOM, YTO ero UNv ee MHpopMaLMa ykpageHa, yTepsaHa unu
JOCTYN K Heli 6bIn ocyLLecTBrIeH NOCTOPOHHUM NMLIOM. YBEAOMMEHWe 0 TOM, YTO AUpPEKTMBa cornacus nuua beina
MPOUrHOPUPOBAHA, OKaXeT 3HAaYUTENbHYIO NOMOLLb NNLY (TUUaM), OTBETCTBEHHLIM 3a obecneYeHne COOTBETCTBUSA
opraHusauumn TpeboBaHUAM KOHMULEHLUNaNbLHOCTY, B ONPEAEneHnn Toro, korga Bbln ocyLLecTBeHbl NoTeHUMans-
HbIA «HECaHKLMOHUPOBaHHLIA» JOCTYN UnNK pasrnawenune MM, UrHopupoBaHue AUPEKTUB cornacus nauueHTta/
nvua AOMKHO KOHTPONMPOBAaTLCS Kak B opraHusaLuum, B KoTopoii ocylectensncs c6op MM, Tak v B opraHusayum,
n3 KoTopoW ByaeT ocyLlecTBEH JOCTYN K MHopMaLuK.

MockonbKy XypHansl camu no cebe 6yayT copepxaTb KOHDUAEHLMANBHYIO MHDOPMaLMIO, OHU AOMKHLI UMETL 3a-
LMTY U UCKMIOYaTb HeCaHKUMOHWPOBaHHLIM AocTyn. TpeboBaHua K nx 6e3onacHOCTU onucaHel B TpeboBaHnm
6esonacHocTn 50 (obecneyeHune goctyna K XypHanam ayauta uHgocTpyktypbl EHR) u TpeboBannn 6esonacHo-
¢! 51 (MCKNOYEHUE HECAHKLMOHUPOBAHHOIO AOCTYNa K XXypHanam ayauta uHgocTpykTypel EHR).

MoMUMO perncTpauum cryyaes UrHOPUPOBAHUSA AUPEKTUB COrnacusa nauyueHta/nuua (cM. nepeuncrnexue b) u yse-
JOMIEHNS OTBETCTBEHHBIX JIUL| O TOM, YTO AUPEKTUBa cornacua nuua Gbina NpourHopuposaHa (CM. NepevucnieHue c),
CylLecTBYeT TaikKke cBsidaHHoe TpeboBaHue 06 yBEAOMNEHUN NALMEHTOB/NWL O HECAHKUWOHUPOBaAHHOM JoCTyne
(cM. TpeGoBaHue koHUaeHUManbHocTH 20, NnpuBegeHHoe B pasgene 5).
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BenukoGputaHusa

TpeboeaHue 3.2.7 YnpaBneHus uHdopmaLmei BennkobputaHuu

Cuctema foMmKHa rapaHTMpoBaTh, YTO B Cliydae BbiBOAA AaHHLIX NpU 06CTOATENLCTBAX, ONUCaHHBIX B TpeGoBaHnm
3.2.6, aT0 cobbITHE ByaeT OTpaXeHo B ayAUTOPCKOM CMNEAE C yKasaHueM crefyowmx jaHHbIX:

- WAGHTUUKALMOHHLIX AaHHLIX Nofb3oBaTens (BKIoYasa naeHTudrkaLmio ponesoro npoduns),

- WAEHTUMUKALMOHHLIX JaHHbIX NaLWeHTa;

- AaTbl ¥ BpEMEeHW OCyLLeCTBNEHNA JOCTYNa;

- Uenu (Uenei) goctyna.

B.2.6 MackupoBaHue faHHbIX

Benuko6putanus

TpeboBanue 3.5.1 YnpaeneHus nHdpopmaymeir BenukobputaHuu

3anevaTtaHHbIil KOHBEPT

B HacTosiLee Bpems pa3pabaTbiBatoTcs cpeAcTBa, No3BonsaoLne nauueHTaM npuHuMaTh peLleHns 0 OCTYNHOCTH
UHopMaLum o HUx. CornacHo onucaHuio B MapaHTUK MegULMHCKOW KapThl B ByayLLeM NayueHTbl CMOryT NPOCUTb,
YTOObI OTAENbHbBIE YacTu MX KapT BbinNu ckpbITbl 0T 0bLero 063opa, U Npu onpeaerneHHbIX 0bCToATeNbCTBAX BpaYy
CMOXET CKPbITb OMnpeeneHHble TUMbl MHpopMaLmMu OT NauueHTa.

BrokuposaHue noanepxusaetca B KpaTkoi nctopumn 6onesnn (SCR) ot Spine Beinycka 2008-A, a cuctemam, B3a-
UMoAenCTBYOWMUM ¢ KpaTkoii uctopueit 6onesHu, Tenepb TpebyeTca nogaepxusats 6rnokmpoBaHue (No KpaiHen
Mepe C TOYKM 3peHus nx Baaumogeinctens ¢ SCR).

HanbHeiiwmne nogpo6HOCTM M pekoMergauum Ans noctaewukos AocTynHel B NPFIT-FNT-K-REQDEL-0142 Tpe6o-
BaHMS NOCTaBLLWKa O 3anedyaTaHHbIX KOHBEpTax M comyTcTByloLei Tabnuue, onucbiBaoLeil NpUMEHNMOCTb 3TUX
TpeboBaHWi B pasnnYHbIX KOHTEKCTaXx.

TpebosaHue 3.16.12 YnpasneHus nHdopmaLuueit BenukobputaHum

HocTyn n3 cuctem coumansHOR NOMOLLM

Mpwn ocyllecTBnNeHUM JocTyna K AaHHbIM oT PSIS cucTemsl coupanbHOW NMOMOLLM AOMKHBI OTOUpaTh JOCTYNHbIe
JaHHble Y NO3BONSATL NOMb30BaTENAM OCYLLECTBAATL JOCTYN TONLKO K AAHHBIM, KacaloLMMcs CoLUansHON NOMOLLW.
B.2.7 Cornacue, jaHHOE 3aMEHSIOWMUM OTBETCTBEHHbIM JIMLIOM

KaHapa

TpeboBaHue koHbUAeHUMaNbLHOCTU 15 KaHaaCcKo MegMUMHCKo opraHu3ayun Infoway

3anuncb AEeHTUDUKALMOHHBIX JaHHbIX 3aMEHSIIOLLIMX OTBETCTBEHHLIX NNLY

B cny4yae HeobxoagMMOCTH BEINOMHEHUA AaHHbIX A€ACTBUIA B cuny 3akoHa cucTembl EHRi  POS, nogkniodeHHHbIe
K MHocTpykType EHR, LOMKHBEI UMETE BO3MOXHOCTb OTOBpaXeHMA TOro, YUTO cornacue AaHoO 3aMeHAIWMUM OT-
BETCTBEHHBIM NTULOM OT UMEHW NauueHTa/nuua (Hanpumep, cornacue AaHo ynorTHOMOYEHHbIM NpeacTaBuTeNneMm), a
TaKKe UAeHTUULMPOBATE 3TO 3aMeHsIoLLee OTBETCTBEHHOE NULIO U €r0 OTHOLLEHUE K NauueHTy/nuuy.
ObocHoBaHue — Cornacue MOXeT BbiTb AaHO He TONBbKO NALMEHTOM/NLOM, HO U YNOMHOMOYEHHBIM NPeACTaBUTeNeM
(HanpuMep, 3aKOHHLIM OMEKYHOM, 3aMEHSAIOLLMM OTBETCTBEHHLIM NIULIOM WU FULIOM, UMEIOLLMM AOBEPEHHOCTD). Co3fa-
HWe BO3MOXHOCTU COITIacusi U NPeAOCTaBMNEHNE 3aMEHSIOLLEro OTBETCTBEHHOIO NALa SIBNAOTCA ABYMSA CaMblMU COX-
HbIMW NpobreMamu 3aLuThl AaHHbIX. [poBUHLMArBHbIE U TEPPUTOPUanbHLIE 3aKOHLI PErYNUPYIOT 3TY AEATENBHOCTD.
OnpepeneHne 3ameHsIoLLEro 0TBETCTBEHHOrO NLa NaLWeHTa, Kak NpaBuno, SBnseTcs NpoLeccoM pacnpeaeneHna no
CTeneHn BaXHOCTW, NpW KOTOPOM, B Cllydae eCniu HU OAWH YeNoBEeK, COOTBETCTBYHOLLWMIA NepBoi ponu/poAcCTBY B CrIMCKe
(HampuMep, cynpyr U oneKkyH) He MOXET ObITb HallAeH, TO XpaHUTENb AOMKEH MONLITATLCS HANTU cneayloLlee NoTeH-
LmanbHoe 3aMeHsitoLLee OTBETCTBEHHOE NULIO B NpoLecce pacnpeaeneHns no cTeneHn BaXXHOCTU (Hanpumep, bpara).
Koraa noaxofsiliee 3ameHslolLlee OTBETCTBEHHOE NMULO HaiiAeHo, XpaHWUTeNb AOMKEH 3aperucTpupoBatb €ro oT-
HOLLEHWe K NauueHTy/nnuy 4nsa Toro, Y4Tobbl 06ecneqnTs BOSMOXHOCTb NPOBEieHUS ayauTa, NOATBEPXAEHUS UMK
nepeoLieHKN oCcyLLeCTBNEHHOro BbiGopa.

B.2.8 OnoBelueHue nalueHToB 06 U3MeHeHUmn cornacus

BenukoGputaHus

Tpebosanue 3.16.9 YnpaeneHus nHdopmauuein BennkobputaHum

JocTyn n3 cuctem counansHON NoMoLLm

Cuctema JomnxHa NpefocTaBnsATe CPeAcTBa, NO3BONAOLME OpraH3alnu, UComnbaytolei CUCTeMY, YBeaOMISATE
KIMEHTOB 06 M3MEHEHUSAX WX cTaTyca cornacus W/Wnu Npu ero perucTpaumn unu oTMeHe Ans Toro, YTobbl ybe-
AUTLCS, YTO TaKkne U3MEHeHMUs Bbinu BHeCeHbl HagnexaliMm o6pa3oM B OTBET Ha NOXENaHUs KnneHTa. OTo MOXeT
ObITb BbINOMHEHO B POPME OTYETE, KOTOPLIA AOCTYNEH CUCTEMHBIM @AMUHUCTPATOPaM, Ui MECTHBIX COOBLLEHWIA,
OTNpaBrieHHbIX ONpefeneHHbIM agMUHUCTpaTopam.

B.3 OrpaHuyeHue ucnonb3oBaHUA U pasrnaweHus

KaHapa

TpeboBaHue KOHUAEHLUMANBLHOCTH 18 KaHaaCckoh MeANLMHCKON opraHusaumm Infoway

OrpaHuyeHne UCnonb3oBaHWS U pasrnalleHns nepCcoHanbHbIX MEAULIMHCKMX JaHHbIX ANA pasfMyHbiX Lenei
OpraHusauuu, nogrnrodaroLlmecs K MHocTpykType EHR, 1 opraHusaumm, pasmeLlaroLme KOMMNOHEHTBI MHEPOCTPYK-
Typbl EHR, aomkHbl ncnonsaosatk unu packpeisate MM TOMbKO ¢ Lienbio ocyLLecTBNeHUs 3a4ad, CornacyroLuxcs
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€ TemMu, ANA KOTOPLIX OHU BbINK coBpaHbl, 32 UCKNIOYEHWEM CyYaeB, KOra STO OCYLLECTBNAETCA € cornacus nayu-
eHTa/nuua nubo paspelleHo unu TpebyeTcs No 3akoHy.

O6ocHoBaHWe — 3akoH NpoBuHLMKM AnbbepTa 0 3awwmTe MeAULUMHCKOR nHdopMaLmK, 3aKoH NpoBuHLMIN MaHuTo6a
1 OHTapuo 0 3alluTe NepcoHanbHbIX MEAULMHCKMX AaHHbIX, @ Takke 3aKoH NPoBUHUMM OHTapMo O NepCoHanbHOMN
MeguLMHCKo#h uHdopmMaLumn TpebyioT, YTobkl xpaHutenu MM cobupanu, ncnonb3oBanu u pasrnawany Tonbko ToT
o6beM MMJ, KoTopblii onpaBgaHHO HeobxoAMM ANS OCYLWECTBNEHWA YCTaHOBREHHbIX 3aaad. Bonee nogpobHas
UHopMaL A npusefeHa Huxe B «OBa3aHHOCTAX No cOopy, UCNONB3OBAHUIO W pa3rNalLEHWIO B YCNOBUAX OrpaHu-
YeHus».

Kpome Toro, aTo TpeboBaHWe ABNAETCA CTaHAAPTHLIM M OTHOCUTCS K NPUHLUMNAM YECTHOMO UCNOMb30BaHWUA AaHHbIX,
a B yupexzaeHusx, rae bbinu BBeAeHbl 3akoHoAATENbHbIE aKThl O 3aLuUTe MEAULUHCKUX AaHHbLIX, He NpensaTCcTByeT
XpaHWUTenaM uHdopMaLmm obecneunBatb MegMLUMHCKOe oBCnyXuBaHue. OTU 3aKoHOAATENbHbIE MONOXEHUS, Kak
npasuno, paspeLlaoT unn TpebyoT HECKONBLKO MCMOMb30BaHUi MK pasrnawenuit NMMA, oTHocawwmxesa k o6ecne-
YeHUo MeauLHeKoro obenyxusaHmns, noaaepxke paboTel CUCTEMBI 3ApaBOOXpaHEHUA uUnu obecneverHuto obLye-
CTBEHHOrO 3[paBOOXPaHeHUs; Takue 3akoHofAaTeNbHbIE NONOXKEHWUS MOTYT pasnuyaTbCa B 3aBUCUMOCTHU OT HOpUC-
AUKLMA.

Benuko6putaHus

TpebosaHue 3.4.1 YnpaBneuus nudopmauyuein Benmkobputanum

PogcTBo, npusHaHHoe 3akoHoM (LR)

CucTeMmbl v yenyru, BBeleHHble B paMkax HaumoHanbHo nporpamMmel No MHopMaLuoHHbIM TexHonoruam (National
Programme for Information Technology, NPfIT), npegoctaBnseMble o6beguHeHnem 3gpaBooxpaHeHus [Connecting
for Health (CFH)] HaumoHanbHo# cnyx6bl 3agpaBooxpaHeHus BenukoGputanum, byayT 6esonacHo obpabaTeiBaTh
nepcoHasnbHbIe fJaHHble 0 NauueHTax, y4uToiBas KOHPUAEHUMANbHOCTL NauneHTa. Cpean aNeMEHTOB ynpaBneHuns
cylyecTByeT TpeboBaHuUe, YTO TONLKO Te NONb30BaTemnu, KOTopble UMEIOT «NPU3HAHHOE 3aKOHOM poacTBo» (LR) ¢
nauueHToM, ByAyT UMETb AOCTYN K NUYHOW MHOpMaLIMK O HEM.

Tornbko Te Monb3oBaTenu, KOTOpble Y4yBCTBYIOT B NPEAOCTABMEHUM MEeAULMHCKOro o6CnyXuBaHUA U Noaaepxke
nauueHTa, obnafaroT BeipaxXeHHbIM cornacueM nauueHTa Ha AoCTYN K ero AaHHbIM. Be3 Takoro cornacus o6bYHbIN
JOCTYN K f@aHHbIM He MOXET ObITb OCYLLECTBIEH.

CucteMbl fOMKHbBI rapaHTUPOBaTh, YTO AOCTYN K ONpeAeneHHbIM KapTaM NaLUWeHTOB KOHTPONUPYETCA AOMKHBIM 06-
pasoMm. Hanpumep, npu ucnonb3osaHun GP-cuctemsl, ntobble KapThl NaLUeHToB, 6onee He 3aperncTpUpOBaHHLIX B
paboTe, He JOMKHbI ObITb AOCTYNHLI B 0GbIMHOM NOpsiAKE NOMb30BaTENAM CUCTEMBI.

Tpebosaxue 3.11.7 YnpasneHusa uHcdopmayuei BenukobputaHum

MocTaBLMK JOMKEH MOKasaTb, YTO OH OrpaHUynn UAeHTUULMPYEMble AaHHbIe MaUMeHToB, NepefaBaeMble Ha
nopTaTUBHbIE HOCUTENU, O MUHUMYMa, HEOBXOAUMOTO ANSA COOTBETCTBYOLLEH CYXObI.

B.4 locTtyn nauueHTa K nepcoHanbHoi nHdopMaumum U ucnpasneHne HETOUYHbIX AaHHbIX

Bpasunusa

NGS1.04.08

HocTtyn nayneHToB kK RES

Heobxoammo y6eamnTbes, Y4To NaLUeHT MOXET OCYLLECTBATL AOCTYN KO BCE ero/ee MMYHOI U KNUHUYECKOW MHGOP-
mauuu, xpansweinca B EHR. Ecnu EHR He no3BonsieT nauueHTy ocywecTBNATL NpsaMoii goctyn k EHR, To gomkHa
UCMonb3oBaThCs Posb Nonb3oBarensi, KOTopas NO3BOMSAET OCYLLECTBNATL ASNCTBUA OT UMEHU NaLueHTa.

MaumeHT formkeH UMETb BO3MOXHOCTb 3abpaTb ¢ coboii MHdopMaymio B NeYaTHOM WK SNIEKTPOHHOM dopMare.
Cuctema gomnxHa 6biTb o6ecneveHa UHTepdeircoM ANA nevaTn 3anBneHns NONb3oBaTENA O TOM, YTO OH UIU OHa
nony4varoT MHOoPMaLMIo.

B cnyyasix korfa nauueHT uMeeT npsiMoid 0CTyN K MHopMaLMn Unu Koraa apyroe NUUo UMeEeT NpsAMoi AoCTyn K
MHOpMaLK NaLmeHTa, noboii IKCMoPT AaHHbLIX U NeYaTh 3asBNeHUA NauneHTa 4oMmKHbl GbIThb 3anucaHbl ¢ ykasa-
HWeM Kak MUHUMYM crnegytoLlei uHgpopmaumu:

- Nonb3oBaTenb, BLIMOMHAOLWUIA laHHOe JleiicTBME;

- MofHoe UMS nauWeHTa;

- MEeCTO U BpeMs eACTBUA.

HL7 ERH-S FM IN1.4.

Kanapa

TpeboBaHue koHDUAEHUMANBHOCTY 25 KaHafCKoi MeMUMHCKOA opraHu3ayuu Infoway

McnpaeneHne HETOMHOM M HeMnonHoi nHdopMauun

OpraHusauuw, noakntovatowmecs K uHdgoctpykrype EHR, u opranusauum, pasmelyatowe KOMNOHEHTHI MHGO-
CTPYKTYphl EHR, A0MmKHbI:

a) uenpaenaTb MM, koraa nayMeHT/NULO ycnelwHo NOATBEPXAAET HETOYHOCTb NN HEMOMHOTY Takoi MHGopMa-
L,

b) yBegomnaTe nonb3oBarteneit MHdOCTpykTypbl EHR 0 ToM, 4TO focTyn K paccmaTpuBaemoit uHcpopmaruu Gbin
oCyLLeCTBMNeH, U UHdopMaLms Gbina nsMeHeHa B Tex cnyvasx, Kora MOXHO 060CHOBaAHHO 0XnAaTb, UTO U3MEHe-
HWe MHOPMaLMK OKaXeT BNUSHUE Ha TeKyllee NeYeHne nayneHTa/nvua;
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C) 3anuckiBaTb CYTb HepeLleHHOro crnopa B cry4asx, Korga opraHusauus He cornacHa ¢ TeM, YTO mauyueHT/nuuo
COYIW HEMOMHbLIM UMW HETOYHLIM B XOf e CBOe OLEeHKM;

d) coobulaTh 0 hakTe HanU4Ma HepeLLeHHOro criopa nonb3oBaTensM WHAPOCTPYKTYpel EHR, ocyllecTBRsOWmMM
JOCTYN K paccmaTtpuBaemMoin UHdopMaLmu.

Ob6ocHoBaHne — PelleHWs, NPUHATLIE YNONHOMOYEHHBIMW NULAMM MO UHPOPMaLMK W KOH(PMAEHUMANBHOCTH
(1nn nx 3amecTuTenamu no eceit KaHage), npuBenu k pesynsratam B NPaBoBOi NpakTUKe, NOAYEPKUBAOLLUM, YTO
TONbKO pakTu4deckne oMbk MoryT BbITb MCNpaBneHbl B COOTBETCTBUM C hakTamu, Hanpumep, AaTta poXaeHUs.
CropHbIMU BOMpOCamu, KacaloWMUCS 3akMiodeHUs cneyuanucTa, BKIYas AWarHos, nocTaBneHHbIn MeauLmH-
CKUM pabOTHUKOM, SBMSAIOTCA UMEHHO Te, KOTopble MauWeHT/MULO XO4eT ocropuTb. Bonpockl, kacarowmecs uc-
npaBneHuni, yaaneHuii unu JOnonHeHuit, sBnaTca ocobeHHO akTyanbHbIMU, ecni MHpopMaLMs MOXET NpMBeCTU
K UI3MEHEHUAM B NeYeHUN NuLa Unu B peLLeHnsX, NPUHATBLIX NO OTHOLLEHUIO K HEMY UMK K Hell. B 3aBucumocTu oT
XapakTepa ocnapuBaeMoi UHPOPMaLMKN KOpPeKLMSA MOXET BKIOYaTk UCTIPaBneHune, YaaneHue unvm AononHeHue
UHopmaLun. HekoTopble UCNpaBneHuns, yaaneHnsa unm U3sMeHeHnsa MoryT UMeTb ocoboe 3HadeHue ANs TeKyLero
MEAMULIMHCKOro 06nyXMBaHWS nauueHTa/nmua u JomKHel NoyYuTb orflacky AoMmKHeIM o6pasoM. K cyacTbto, pas-
paboTaHHas cucTema AMEeKTPOHHOro y4YeTa 340poBbs OyAeT aBTOMaTUYECKN pacrnpefensTs Hanbonee akTyansHyto
WHdopMaLuio B criydasx, korga aTo byget HeoBxogMMo Ansi OCYLLECTBNEHNS OhULMaNEHO YTBEPXAEHHBLIX 3a4au.
Benuko6putaHusa

TpebosaHnue 3.18.1 YnpaeneHus nHdbopmaLuein BennkobputaHuu

MocTaBLUMK JOMKEH rapaHTMpoBaTh, YTO cMCTeEMa, XpaHsLas NMUYHble faHHble, Obina cnocobHa oTBevaTh Ha 3a-
npockl cybbeKTa Ha JOoCTYN B COOTBETCTBUM C 3aKOHOM O 3alyuTe JaHHbIX 1998 I

TpebosaHnue 3.18.2 YnpaBneHust nHopmaLuein BenukoGputaHuu

MocTaBLLMK AOMKEH rapaHTUPOBaTh, YTO cUCTEMa NO3BONSAET aBTOPWU30BaHHEIM Mofb30BaTeNsaM oTOUpaTh U3 anek-
TPOHHbIX KapT nauueHTa faHHble, MPOCMOTP KOTOPLIX MOXET ObiTb HeXenaTeneH 4ns nauveHTa, Wunu nHdopma-
LMo O TPETbUX NnLax nepes OTNPaBKOW oTBETa Ha 3anpoc cybbekTa.

TpebosaHnue 3.18.3 YnpaBneHust nHopmaLneit BennkoGputaHum

MocTaBLLUMK JOIMKEH rapaHTUpoBaThb, YTO cMCTEMA MO3BOISET NOMbL3OBATENO PErUCTPUPOBATL 3anpoc cyGbekTa Ha
AocTyn.

TpebosaHue 3.18.4 YnpaeneHus uHdopmaumein Benukobputanum

MocTaBLUMK AOMKEH rapaHTUpoBaTh, YTO CUCTeMa NPeAycMaTpuBaEeT, YTo AaHHbIe 0 3anpoce cyGbekTa Ha gocTyn,
KoTopble MOryT BbITb 3anncaHbl, BKITIOHAKOT Kak MUHUMYM faTy MonyyYeHus 3anpoca, UaeHTUUKaLUMOHHbIE AaHHbIE
cybbeKTa, naeHTUdMKaLMOHHBIe JaHHbIe TUla, COCTaBNsoLWEro 3anpoc cybbekTa Ha JOoCTyn, WAeHTUdDUKaLMOH-
Hble faHHble Monb3oBaTens 1 opraHusauuu, OTBETCTBEHHOIN 3a OTBET Ha 3anpoc, UAEHTU(UKALMOHHLIE AaHHbIe
Nevallero Bpava, iaBLUEro KOHCYNbTauuio nepes Bolfadeil NepcoHanbHbIX AaHHbIX, MHopMaLmio o ToM, Bbin nu
3anpoc OTKIMOHEH, NPUYUHY OTKa3a B cBobogHoW hopMe, KoHPUAEHUMaNbHYIO NPUYMHY OTKasa U aTy oTBeTa Ha
3anpoc, a Takke niobyto Apyryto MHgopMaLnio, KOTOPYIO OTBETCTBEHHOE NNLIO JOMKHO COOTBETCTBYHOLLMM 06pasom
yKasartb.

TpeboeaHue 3.18.5 YnpaBneHus uHgopmayuein BenukobputaHum

B cnyyasix, korga 3anpoc cybbekra Ha 4OCTYN OTKNOHEH, NoAPSAYUK AOMKEH rapaHTUpOBaThb, YTO cepBUC TpebyeT
BbIGpaTh Kak MUHUMYM OAHY NPUYNHY OTKa3a U3 3apaHee YCTAHOBMIEHHOrO Cnucka, KoTopklil ByAeT YacTbio HaLWo-
HarbHOro cTaHAapTa (Kak 3TO BpeMs OT BpeMeHn TpebyeT yNnofIHOMOYEHHOe NnLD).

TpeboBaHue 3.18.6 YnpaeneHus uidopmayueit BenukobputaHun

Cuctema JormkHa NPUMEHATb NPU3HAHHOE 3aKOHOM poAcTBO (cM. TpebosaHue 3.4.1) Unu aHanorvyHele cpeacTea
KOHTpONs focTyna ANS ynpaBneHna AOCTYNOM K OyHKLMOHarNbHLIM CpeACcTBaM, ONUCaHHBLIM B JaHHOM pa3jene.
Tpeboeanue 3.18.7 YnpaeneHua nigopmaymein BenukobputaHun

Cuctema flonmkHa NpeaocTaBNATL PYHKUMOHaNbHBIE cpeacTBa ANA MOHUTOPUHIa 3anpocoB SAR B xoge paboTbl u
[NS COCTaBMEHNA OTYETOB O BLINONHASMbIX 3ajadaX.

Poccuiickaa ®epgepaunn

3akoH P® 2011-11-21 N323, ctaTtba 22 MHdpopmaLuns 0 COCTOAHUMN 300pOBbA

MayueHT UMeeT NpaBo NONYYUTL AOCTYN K UMEIOLWENCA B MEAULMHCKON opraHu3aumu UHOpMaLUn O COCTOAHUM
CBOEro 3[10pOBbSA, B TOM YMCNE K CBEASHUAM O pesynbratax MeauUmMHCkoro o6cnegosanus, o guarHose U T. 4. Bee
AaHHble AoNXHb! 6bITb NPeaoCcTaBeHbl B AOCTYNHOW dopme. 3TU faHHble JoMKHbl GbITb NpegocTaBneHbl nayu-
eHTYy ero/ee nevawum BpavoM UMK LPYrUM MeAULMHCKMM pabOoTHWKOM, KOTOPBIA NpUHWMan HenocpencTBeHHoe
y4acTue B Nle4EeHUM 3TOro naumeHTa.

MHpopmaLms 0 COCTOAHWM 3[0POBbSA HE MOXET ObITh NpeaocTaBneHa NauneHTy NpoTus ero Bonu. MayneHT unu
€ro 3aKOHHbIA MpeAcTaBUTENb UMEET NPaBO HEMOCPEACTBEHHO O3HAKOMWUTBCH C MEAWLIMHCKON foKyMeHTauuei,
oTpaaloLleil COCTOAHNE ero 3A0pOoBbS, U NOMYYUTL HA OCHOBaHWUKU TakoW JOKYMEHTaLMn KOHCYnkTaLum y gpyrux
crneyuanqcToB.

MauneHT NM60o ero 3aKoHHbLIA NpeacTaBUTENb UMEET NpaBo Ha OCHOBAHWM NMUCbMEHHOro 3asBNeHWs nony4aTb
oTpaxalolme cocTossHME 300pOBbSA MefULIMHCKNE [ OKYMEHTBI, UX KOMUW U BBIMUCKW U3 MEAULMHCKUX [OKYMEH-
TOB.
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B.5 TouHOCTb AaHHbIX

Kanaga

TpeboBaHue kKoHMUAEHUMANbLHOCTU 22 KaHafCKoW MegULMHCKOW opraHnu3auum Infoway

To4HOCTb

Cuctembl EHRI 1 POS, nogknioueHHble k MHocTpykType EHR, opraHusauyun, nogkntovatolmecs K UHPOCTpyKType
EHR, n opraHusauuu, pasmellatolue KOMNOHEHTbl UHocTpykTyphl EHR, A0MKHBI NpeanpuHATE pa3yMHbIe Laru
“nu Mepbl Ars Toro, 4Tobbl:

a) rapaHTUpoBaTb NOSHOTY, TOYHOCTb U aKTyanbHOCTb NEPCOHanbHbIX MEANLIMHCKUX AaHHLIX B COOTBETCTBUMN C He-
06x04MMbIMUA YCIOBMSIMI A5 OCYLLIECTBIIEHUS 3af,a4, MPW KOTOPbIX UCNONB3YIOTCA AaHHble, BKITIOMAs pasrnalleHue
MMA TpeTbum nuuam, n

b) TouHO MAEHTUDULMPOBATL NALMEHTA/MULO NpU OCyLLEeCTBIEHUN A0CTyNa unu mogudukauum ero/ee MM
O6ocHoBaHne — Cpefla 9neKTPOHHbLIX MEQULIMHCKUX KapT AoMKHa crnocobcTBoBaThb AOCTIKEHUIO Bonee BbICOKOro
KadecTBa MeULIMHCKUX KapT MyTeM YCTaHOBKMU annaparHoro KOHTpors BBoAa AaHHbIX U obrneryeHns o6HoBRNeHUs
Jaxe caMblX OCHOBHbIX ieMorpadnyecknx faHHbIX U CBEAeHNIA 0 MecToHaxoXaeHuu nboro nayueHTa/nuya.
Kpome Toro, TouHas naeHTUUKaLua naumeHTa/nuua nepes ocyLecTBlEeHUeM focTyna unum usmeHeHnem nx NVAQ
KpaiiHe BaxHa Ansa obecrneyeHus 6e3onacHOCTU NauWMeHToB U AN psAa APYrux NMPUYUH, B TOM YUCne AN ucnpas-
HocTH cuctembl EHR B Lyenom.

B.6 UaeHTudbmkaumsa n ayteHTudbukaumsa nonb3oBarenem

B.6.1 UaeHTucpukaumun nonbsoBarens

Bpasunus

NGS1.02.01

MaeHTndukauma (m ayteHTudmkaLms) nonb3osarenei

Bce nonbsoBatenu AomkHbl 6bITb MASHTUULMPOBaHLI (M ayTeHTUULMpOBaHLI) Neped nonydYeHWeM AocTyna K
nobbiM gaHHeiIM EHR, Brtovasi cnyyau, korga NofjKnioveHne K CETH OTCYTCTBYET: HanpuMep, Npyu UCMonb3oBaHUN
MOGUNBHLIX YCTPOWCTB.

HL7 ERH-S FM IN1.1; ABNTNBR UCO/M3K 27001:2005, A.11.5.2.

CLWA

CCHIT IFR.01

MpucBoOeHWe YHUKaANbHOrO UMeHN W/unu HoMepa Ana AEHTUPUKALUN U OTCIIEXNBAHNSA WAESHTU(MUKALMOHHOW UH-
dopmaLmn nonbsoBaTens

KaHapa

TpeboBaHue 6esonacHocTn 55 KaHafckoih MeauLUMHCKOW opraHusauum Infoway

MpucBoeHne naeHTUdUKaTOPOB Nonb3oBaTento

Bce opraHusaumm, nogkntovatoLimecs kK uHocTpykType EHR, aonxHbI rapaHTUpoBaTh, YTO NONb3oBaTeNsIM CUCTEM
POS, nopkntoveHHbIX K HocTpykType EHR, npucBoeHbl nuaeHTudgmrkaTopbl (MAEHTUdUKALMOHHBIE HOMepa Nonb-
30BaTens), KOTopble B COMETAHUN C APYrUMW MAEHTUMKaTopaMm (HanpuMmep, MaeHTUMDUKaTOP y4peXaeHus, lopuc-
AVKUMW U T. A.) OfHO3HAYHO yCTaHaBMMBatoT MUYHOCTL MoNb3oBaTens B npegenax MHocTpykTypbl EHR. Cuctemsl
POS gormxHbl NogaepuBatb 04HO3HAYHYH MaEeHTUdMKaLMIo Nonb3oBaTeneil.

O6ocHoBaHne — [aHHoe TpebosaHue obneryaet nposefeHmne obLecUCTEeMHOro ayauTa n obecnedeHne HagexHon
3aLMTEl AaHHbIX B MTUHUK Nepefaqu.

Poccuiickaa denepaumsa

PekomeHaauuss MunuctepctBa 3gpaBooxpaHeHus PO 2009-12-23, Tp. 6.2 (HeobsAsaTenbHoe)

Bce nonb3osartenu AomKkHbI 6bITb MAEHTUDULMPOBaHBI.

B.6.2 UaeHTUUKALUOHHbIE HOMEpPA NoNnb3oBaTenemn

CLUA

CCHIT SC 03.08

AyTeHTUUKaLma

Cuctema pomkHa noffepxusars MMeHa nons3osaTeneil 6e3 ydeTa peructpa, KotTopble cofepxar TurnoBble BykBeH-
HO-4KcCroBLIE cuMBONbI Ans obecnevermns BoinonHeHus MCO-646/ECMA-6 (Takke maBecTHoro kak US ASCII, unu
AMepUKaHCKUIA cTaHAapTHEIR Kog Anga obMeHa uHdopmaumren).

NCO/MOK 15408, CCSFR: FMT_MTD;

HIPAA: 164.312(a) (2)(i).

B.6.3 AyteHTudukauma nonb3oBartens

Bpasunus

NGS1.02.01

MaeHTudunKauusa n ayTeHTUKaLma nons3osarens

Bce nonbsoBatenn [omkHbl ObiTh (MAEHTUULMPOBAHE! K) ayTEHTUMWULMPOBaHLI Nepea NonyveHnem AocTyna K
nobbiM aanHbIM EHR, BKtodas criydaw, korga nofKro4YeHne K CeTu OTCYTCTBYET. HanpuMep, Npu UCnonb3oBaH1m
MOBUMBHBIX YCTPOACTB.

HL7 ERH-S FM IN1.1; ABNTNBR NCO/M3K 27001:2005, A.11.5.2.



FOCT P 57301—2016

CLLIA

CCHIT SC 03.01

CucTeMa [oMKHa NPOBOAUTL ayTEHTUUKALIMIO NoMb3oBaTens nepes NpefocTasneHneM 4ocTyna K 3aluLeHHbIM
pecypcam (Hanpumep, MMI), Bktodas criyqau, korga noAknioHeHne K ceT OTCYTCTBYET: HanpuMep, NPU UCNosb30-
BaHUU MOBUMBHLIX YCTPORCTB.

Kanada: Alberta 1.1 (Anbbepma 1.1);

NCO/MBK 15408, CC SFR: FIA_UAU, FIA_UID;

NIST SP 800-53: IA-2 ULJEHTUOUKALINA Y1 AYTEHTUOUVKALINA MNOJTIb3OBATETIA;

HIPAA: 164.312(d).

CCHIT IFR.09

Heo6xoaumo y6eauTbes B TOM, YTO MU0 UMW OpraHn3auus, sanpalumsatome AoCTy K ANeKTPOHHO! MeAULMHCKOR
WHGOpMaLMKM Yepes CeTb, MMEOT NpaBo Ha JOCTYN K TakoW WHOpMaLM B COOTBETCTBMW CO CTAHAAPTOM, yKasaH-
HbiM B Tabnuue 2B, cTpoka 5.

Tabnuua 2B cTpoka 5. AyTeHTUdMKaLMSA Mexay NpeanpusTUSMIU: UCToNb3oBaHWe Be3onacHbIX onepauuin Mexay
npeanpUATUAMU, KOTOPbIe COAEpXaT AOCTAaTO4HYIO UAEHTUMDNKALMOHHYIO MHGOpMaLWIO, HanpuMep, Takux, Npu Ko-
TOpbIX MoNyYaTenb MOXET NPMHUMaTL PELleHNs B CUCTEME KOHTPOMSA A0CTYNa U COCTaBNATh i€TarbHbleé U TOYHbIE
XypHanel ayguta [Hanpumep, ayTeHTUdukaLmus mexay npeanpustuamm IHE (XUA) ¢ noaTBepxaeHnem naeHtndn-
KaLMOHHbIX AaHHbIX Ha A3blke SAML].

KaHapa

TpeboBaHue BesonacHocTu 71 KaHaACKoW MefULMHCKOW opraHu3aLmm Infoway

HapexHasa ayTeHTUdMKaLmMA nonb3osaTens

MHdocTpykTypa EHR 1 Bce cucteMbl POS, nogknoveHHble K UHgocTpykType EHR, AOMKHBLI HAAEXHO ayTeHTUdK-
LmMpoBaTh Mornb3oBaTenei.

O6ocHoBaHWe — HeKoHTponupyeMeld JOCTYN nonb3oBaTenei SBNAETCS YacToh NPUYNHON HapyLLeHUs1 6e30MacHOCTU.
Kpome Toro, Ans nogjepxaHusi HEKOTOPOro YPOBHSA O4HOPOAHOCTU YCTOWYMBOCTU ayTEHTUMDMKALMK, CKOpee BCero,
Oynet HeobxoaMMa noaaepKKka MEXIoPUCANKLNOHHON COBMECTUMOCTH.

HeobxoamMmo oTMETUTB, YTO 3T0 TpeboBaHue, ckopee Bcero, NoTpebyeT peanusaunm HafeXHbIX TEXHOINOTMIA ayTeH-
TUMKALMW, BKITHOHAKOLLMX:

a) uudpoBLIe cepTUDUKaTS;

b) TexHWUKY BuomeTpudecKoin ngeHTudUkaLmm;

C) cMapT-KapThkl UK Apyrie annapaTHele Ktovn 6e3onacHocTu; unu

d) 6ezonacHble, OCHOBaHHbIE Ha CTaHAapTe U HageXHble CXeMbl Napornen.

Mpegnonaraetcs, yto cuctembl EHRI n POS, nogkntodeHHble k uHocTpykType EHR, 6yayT pabotaTte BMecTe ans
BbINOMHEHUS 3a4a4uM No ayTeHTUUKaLMmn nonb3oBaTenei, MeroLwmx AocTyn K MHpocTpykType EHR; T. . nonb3o-
BaTeNM He JOMKHbI BbITb ayTEHTUMNLMPOBaHLI LBaXAb.

BenukoGputaHus

TpebosaHue 3.1.2 YnpaBrneHus nHgpopMaumeit BenukobputaHum

CucTtema forxHa rapaHTUpoBaTh, YTO BCE NONb3OBaTENU, KOTOpble MMEIOT AOCTYN K NePCOHaNbHLIM faHHbIM UK
KOH®UAEHLMamNbHBIM NEPCOHAMNBHBIM faHHbIM NaLWMEeHTOB, NMOMyYEeHHLIM U3 XPaHALLMXCA B UNKU Noanexallum xpa-
HeHuto B CRS NHS, 6esonacHo ayTeHTUMLMPOBaHLI C MOMOLLLIO CTAHAAPTHLIX CMapT-KapT UNu naeHTudnkaLm-
OHHbIX AaHHbIX, NpegocTaBneHHbIX NASP.

Poccuiickaa depepauus

Pekomengauma MuHucTepceTBa 34paBooxpaHeruns PO 2009-12-23, Tp. 6.2 (HeobsazaTenbHoe)

Bce nonb3oBatenu AomkHel 6bITb ayTeHTUULMpPOBaHBI Nepes OcyLecTBNeHMeEM JOCTyna K.

- OMepaLWoHHON cUCTEME;

- cpegcTBam obecneyeHuss 6esonacHocTy;

- XypHanam ayguTa.

B.6.4 AyteHTudunkaumusa cuctemoi u ayTeHTUcpMKaLmsa ceTeBoro ysna

Bpasunua

NGS1.06.02

KoHTponb AoCTyna OT KIMeHTa K cucteme

Mpu ocyLLecTBNEHUN AncTaHLMOHHOro gocTtyna S-RES focTyn K cucTeEMe orpaHuieH U AOCTYMNEH TONbKO KIUeHTaM,
UMEILLMM NpeABapuTenbHoe paspelleHne. Takol KOHTPOmb JOCTyNna MOXET OCYLLEeCTBAATLCA, K NpUMepy, Yepes
IP-agpec knueHTa.

ABNT NBR NICO/M3K 27001:2005, A.11.4.2.

NGS1.06.05

KoHTposnb gocTyna Mexgy KOMrNoHeHTamu

B cucteme EHR, cocTosLei U3 HecKonbKMx pacnpefeneHHbIX KOMIOHEHTOB (T. €. pasMeLLeHHbIX Ha pasHbIX KOMMbIo-
Tepax), B MpoLecce KOMMYHUKaLMU MexXay STUMM KOMNOHeHTamu (Hanpumep, 6asa AaHHbIX) 4OCTYN K KOMIMOHEHTY
AOIDKeH ObITb OrpaHiYeH U OCTYNEH TOMBKO MapTHepaM (KOMMOHEHTaM) C MPefBapUTENbHBIM paspeLleHueMm.

ABNT NBR ICO/MOK 27001:2005, A.10.9.2.

55



rOCT P 57301—2016

56

CWA

CCHIT SC 06.12

TexHudyeckune crnyxobl

Y6egutecb B TOM, YTO NULO WU OpraHusauus, 3anpalumBatowjas AOCTYN K 31EKTPOHHOW MEeAULIMHCKON UHop-
Mauuu Yepes ceTb, UMeeT NpaBo Ha AOCTYN K TakoW MHMOPMaLUN B COOTBETCTBUM CO CTaHAApTOM, YKasaHHbIM B
Tabnuue 2B, cTpoke 5.

Tabnuua 2B cTpoka 5. AyTeHTUdbMKaUmMa Mexay npegnpuatuamu: McnonbzosaHue 6e3onacHbIx onepauuit Mexay
NpeAnNpUSATUSAMU, KOTOpbIE CoAepXaT OCTATOYHYIO MAEHTUDUKALMOHHYIO HOpMaLMIO, HanpuMep, Takux, Npu Ko-
TOpLIX NonyyaTenib MOXET NPUHUMATL PeLLEeHUs B CUCTEME KOHTPONA A0CTYNa U COCTaBNATb eTanbHble N TOYHbIe
XypHanbl ayauTa [Hanpumep, ayTeHTudukaumsa mexay npeanpuatuamu IHE (XUA) ¢ nogtBepxaeHneM ngeHtudu-
KaLMOHHEIX JaHHbIX Ha A3blke SAML].

CCHIT SC 06.05

TexHu4eckne crnyxobl

Cuctema formkHa obecneunBaTb ayTeHTUHHOCTb YAanNeHHbIX Y3108 (06LLyto ayTeHTUduKaLuio yanos) npu obmeHe
3alMLLeHHBIMU MeAULIMHCKUMU AaHHBIMU NO CeTU MIHTEpHET UNnu Apyroi N3BECTHOW OTKPLITOW CETU NOCPeACTBOM
OTKPbITLIX NPOTOKONOB (HanpuMep, TLS, SSL, IPSec, XML Sig, S/IMIME).

NCO/M3K 15408, CC SFR: FPT_RCV, HITSP T17;

HIPAA: 164.312(d); 164.312(c)(1).

KaHapa

TpeboraHune 6ezonacHocTu 65 kaHaACKOn MEANLMHCKOIN opraHusauum Infoway

AyTeHTUdUKaLWA [OCTYNa K ceTu MHOCTpyKTypbl EHR

OpraHusauum, pasmeLlatoLLe KOMMOHeHTb! MHOoCTPykTyphl EHR, AomxHEI rapaHTMpoBaTh, YTO BCe NOAKMIOHEHUS
nHocTpykTypel EHR K yAaneHHbIM cepBepaM 1 NpUoxeHusiM ayTeHTuduumposaHel. JaHHoe TpeGoBaHWe OTHO-
CUTCA TaKKe K MOAKNIOYEHUAM Yepes ceTb UHTepHeT.

Ob6ocHoBaHne — [laHHoe TpeboBaHUe NOMOra€eT rapaHTUpOBaTh, YTO NPUIoXeHUs, coaepxalyme NMA, He noBpex-
AeHbl B pesynerare HeneranbHOro NPOHMKHOBEHUS Ha YAaneHHble cepBephl U/UMK B NPUNOXEHUS.
Benuko6putanus

TpebosaHue 3.7.2 YnpaeneHus uigpopmauueit BenukobpuraHumu

MocTaBLUMK AOMKEH rapaHTUpoBaTh, YTO BCE MOAKIIOMEHUS K yAaneHHbIM cepBepaM N NPUNOXKEHUAM ayTeHTUdU-
LmpoBaHbl. [laHHoe TpeboBaHUe OTHOCUTCS TalkKe K NOAKMIOHEHUSM Yepes ceTb MHTepHeT.

Poccuiickaa Pepepauus

Pekomenaaumsa MunuctepcTBa 3apaBooxpaHeHus PO 2009-12-23, Tp. 6.2 (HeobazaTenbHoe)

Bce yanbl ceTu fonkHbl ObiTb UASHTUPULUMPOBaHLI C NOMOLLLIO NTOFMYECKUX UMEH (agpecoB, HOMEPOB).

B.6.5 MeTtoabl ayTeHTUdMUKaUUK

Bbpasunusa

NGS1.02.02

MeTtog ayteHTUduKayum

McnonbayiiTe Kak MUHUMYM OAWH U3 CIEeAYIOLMX METOA 0B ayTeHTUMKaLMK:

- UMA nonb3osaTens U nNapon,

- UudpoBol cepTUdUKaT,

- oaHopas3oBblii napons (OTP) u/unu

- TeXHUKy BrnomMeTpunueckoin ngeHTUdmKaLmu.

MpumeyaHne — Jlobble gpyrue MeToAbl ayTeHTUUKALUU JOMKHEI ObITb YTBEPXKAEHD! 3apaHee.
HL7ERH-SFMIN1.1 ABNTNBR MCO/M3K 27001:2005, A.11.5.1.
NGS2.03.02

OTKa30yCTONYMBOCTb ayTeHTUdMKaLn

Ycnosue — Cuctemel EHR, ucnoneaytowue Ludposble ceptudukars Ans ayTeHTuduKaumu.

AyTeHTUUKaLms, npoBefeHHasa ¢ NoMoLbio LUnudgpoBoro ceptudukara, formkHa co3faBaTb A0Ka3aTeNbCTBO ANA
obecneyeHns OTKa3oyCTOWYMBOCTU ayTeHTUdMKaLuu. JokasaTensCcTBO AOMKHO XPaHUTLCSA B XypHanax 6esonac-
HOCTWU cucTeMbl B popMaTtax, cooTBeTcTBytoWMX ctaHgapty CMS [RFC 3852] unu XMLDSIG [RFC 3275]. Bee
aNeMeHThl, HeobxoAUMbIe AN NpoBepkWU ayTeHTUdUKauun (MHdopMaLMsa 0 KOpPHEBLIX cepTudmKaTax, Lienodke
cepTUcuKaTtoB, cepTuduKaTax nognuceisatowwero nuua u uHdopmalus 06 aHHynMposaHun), A0MXKHbI BbITb arpe-
ruposaHbl B EHR.

NGS2.03.03

Tunbl nonb3soBarenei, UCNONb3YLWMX Ludposble cepTUdUKaTel AN ayTeHTuduKaLmmn

Ycnosne — Cuctemel EHR, ncnonb3ayiowme yudposble cepTudukaThl Anst ayTeHTUDUKaLMK.

Bce nonb3osatenu, ucnoneayowme Uucposble NOANUCH, AOMKHLI BbiTb ayTEeHTUULMPOBaHLI C MOMOLLbIO CBOUX
uncbpoBbIX cepTuduKkaToB MHMDPacTPyKTYphl OTKPBITBIX KNtodelh Bpasunuu.
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NGS2.03.04

YTBepxgeHne NHdpacTpykTypbl OTKPBITHIX Krtoveih Bpaaunum (ocoboe ana Bpaaunuu)

Yenosue — CucteMbl EHR, ncnone3syowue Ludposble cepTudUkaTthl Ans ayTeHTUDUKALUN.

KomnoHeHTBl EHR, ucnoneaytowme U poBbie cepTuduKaTel AN ayTeHTUDUKALMK, JOMKHBI ObiTh yTBEpXAEHbI

MHppacTpyKTYpO OTKPLITEIX Krtouel bpasunuu.

NGS2.03.01

MpoBepka Ha3Ha4eHusA LU poBoro cepTudukata 4ns ayTeHTudukaLmm

Yenosue — Cuctemel EHR, ncnoneaytowme LudpoBbie cepTudmkarhl A ayTeHTUDUKaLIMKA.

Mepepn ayTeHTUdUKaLWelh NpoBepsTe, UMEET N UcMonb3yeMblil UM poBoii cepTudmKaT dyHKUNOHaNbHOE Ha3Ha-

YeHuWe ayTeHTUdUKaLun (ayTeHTUdMKaLms KnneHTa).

Benuko6putanus

TpebosaHue 3.1.8 YnpaeneHua nHpopmauueir BenukobputaHuu (TpebosaHue BenukobputaHun no ucnonb3osa-
HWIO cMapT-KapT AN KOHKPETHOrO criyyast)

Cuctema fomKHa NpefocTaBnsaTb MEXaHW3M AN NPUBSA3KKM CMapT-KapThl Nofb3oBaTens K 3anMcy nonb3osaTens B

npefenax cucTemel. Tako MexXaHu3M Kak MUHUMYM AOSMKeH BKNtoYaTh naeHTudmukaTop nonbsosartensa SDS, ogHa-

KO Npu HeoBXoAMMOCTM MOXET BKItOYaTb U Apyrue uaeHTudukaTopbl (Hanpumep, naeHTUdUKaTopsl ponesoro Npo-

duna). MpucsoeHne naenTudukatopa SDS AOMKHO OCYLECTBNATLCS YEpe3 CUCTEMHYIO PYHKLMIO OFPaHUYEHHOro

JocTyna v AomKHO ObiTb BEIMOMHEHO NporpaMMHLIM NyTeM (CM. ncesgokog Huxe). Bce nogobHble npuceBoeHus

ABOMKHBI BbITb 3aperncTpMpoBaHLl B COOTBETCTBYHOLLEM ayAUTOPCKOM cneae. [JocTyn K yAaneHu Io U U3MeHEHNIo

Takux npucBoeHunini NogoBHEIM 06pa3oM AOMKEH OCYLLECTBAATLCA TOMBKO C NOMOLLbIO (PYHKLMK OrpaHUYeHHOoro A0-

CTyna, a Bce 3anucn 06 U3MEHEHUAX AOMKHLI BbITb 3aHECEeHbl B COOTBETCTBYIOLLMIA ayAUTOPCKIIA cnep.

WenonHuTenu:

- onepartop — nuuo, UCronbaylollee CUCTEMY, KOTOpPOe NPefOoCTaBNAET HOBYIO CMapT-KapTy NonbL3oBaTento cu-

CTEMBI;

- nonb3oBaTenb — NULO, Ybs (HOBast) CMapT-kapTa NpUBA3aHa K ero 3anucu Nonb3oBaTensa B CUCTEME.

MpepBapuTensHoe ycrioBue — OnepaTop LOoMKeH UMETb AOCTYN K 3alULLEHHON (yHKLMUM NPUCBOEHUA CMapT-KapT.

OH MoxeT ayTeHTUdMLMpoBaTbes Nbo ¢ nomoLsio SSB, nubo nokaneHo (T. €. BBEAA UMA NONL3OBATENSA U NAPONb

B NOKarbHYH CUCTEMY).

HAYATIO

EC/1M onepamop aymeHmucbuyupoeaH cepsucom SSB, TO HAYHUTE

Banpocume onepamopa ydanumb €20 cMapm-Kapme!

[Tozeonbme onepamopy npodomkume UCNonb3ogaHue cucmembl (m. e. He 8bleodume onepamopa U3 CUCMeMbI,

omomy 4mo oH ydanui ceou cMapm-Kapmbl UilU IOMoMy 4mo Obli1o ony4YeHo coobuwjeHue ciywamens cobbimulii

8 cef3u ¢ ydaneHuem OaHHoU cMapm-kapmbl)

KOHEL|

B3anpocume sgederue cmapm-Kapmbl Nonb3oeamerns

lMonb3aoeamens aymeHmudgbuyupyemcs camocmosimesnbHo (8800 PIN-koda)

ECJIN aymernmucpukayus npouwina ycneuwHo, TO HAYHUTE

Cucmema nonyyaem nodmeepxOeHus Ha s3bike SAML u npospammubiM ymem ebifensem udeHmughukamop

nonb3oeamensa SDS u nobbie Heobxodumbie udeHmugpukamopsl ponesozo npogpuns (RoleProfile/Ds)

lMpu Heobxodumocmu onepamop OOMKeH coxpaHump niobbie Heobxodumble udeHmuchukamopbi poeeoeo Mpo-

ounsa (RoleProfilelDs)

Cucmema xpanum ID nonb3osamensi SDS u mobbie Heobxodumbie udeHmuchukamopb! ponesoeo npohuns

(RoleProfilelDs)

KOHEL|

EC/1U onepamop 6bin aymeHmugbuyuposaH cepaucom SSB, TO HAYHUTE

B3anpocume onepamopa geecmu c8ou cMapm-Kapmbl U polimu osMopHyto aymeHmucbukayuio

lMossonbme onepamopy npodomKume UCoNb308aHue CUCMeMb]

KOHEL|

Tpebosanue 3.1.3 YnpaeneHus uHdopmMaumei BenukobputaHum (TpeGoBaHue BenukobputaHum no ucnonb3oBa-
HUIO CMapT-KapT AN KOHKPETHOro cryyast)

CucTema TaKxke AOmKHa NOAAEPXKUBATL BXO[ B CUCTEMY, HE3aBUCUMBIW OT cepBUca SSB, ecnu SSB HepocTyneH,

Kpome criydaes, Korga:

- He TpebyeTcsa U3BNeYEeHUs1 ponu nonbL3oBaTens u Apyrux atpubyToB ynpasneHua aoctynom us SDS;

- HafEeXHOCTb ayTeHTU(UKaLMKU MOXET BbITb HUXeE, YeM Ta, YTO UCNOSL3YETCA ANA BXoAa B cucteMy U3 SSB;

- nonb3oBarterb He MONy4YUT MpaBo [OCTyna K cuctemam n aaHHelM CRS NHS, noka He npoiaeT NOBTOPHYIO ay-

TEeHTUUKaLMIO B COOTBETCTBMU C onucaHuem B TpeboBanun 3.1.4; ogHako AOCTYN K AaHHLIM, COAepXalumcs B

nokasnbHON cucTeMe, MOXET ObiTb OCYLLIECTBIIEH B NPOLIECCe UCNONL30BaHUA NOKaNbHOW ayTeHTudukaLum, B cny-

yasx korga SSB HegocTyneH;

- B cllyyasix Korga cucteMa nojaepXuBacT NOHATUE «KOHDUAESHUMANbHBIE NepcoHanbHble AaHHbIe» (MK aHano-

MYHble TEPMUHLI), NOKasnbHbIe CpeACcTBa ynpaBneHus A40cTynoM Ha ocHoBe porieit (RBAC) AOMmKHbI BKNOYaTL B

cebs orpaHUYEHHbIN OCTYN K TaKUM JaHHbIM.
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Bo n3bexaHne HeoHO3HAa4YHOCTMN TONKOBAHUSA UCMOMNbL30BaHWe BXOAa B CUCTEMY, HE3aBUCUMOTO OT cepBuca SSB, B
AaHHoM TpeboBaHUM NpegnonaraeTcs TONbLKO B CryYasix, Npu KOTopbIx cepBuc SSB BpeMeHHO HeAOCTYMEH.
Tpeboanue 3.1.4 YnpasneHus uHpopmaLuuen BenukobputaHum (TpebosaHne BenukoBputaHuu no ucnone3oBa-

HUIO CMapT-KapT 451 KOHKPETHOrO criydast)

B cnyyasx korga nonb3osaTenb OCYLUECTBUN BXOA B CUCTEMY He3aBWCUMO OT cepBuca SSB, B COOTBETCTBUM C
onucaHuem B TpebosaHuu 3.1.3 cuctema JoOmKHa NpesoTBPaTUTb HECAHKLMOHUPOBAHHLIA AOCTYN K cMcTEMaM W
JaHHbelM CRS NHS (HecMmoTpsa Ha aTo, JOCTYN K fAaHHbIM, cofepXalluMcs B NOKanbHbIX cUcTeMax, MOXeT ObiTb
OCYLLECTBIEH B NpoLiecce UCMONb3oBaHWUA NoKanbHON ayTeHTudukaumun, korga SSB HegocTyneH). B Takux criydasix
cucTema MoxeT nmbo aktuempoBaTb Bxod B CRS NHS v npumeHnTb cpeactea ynpasnenus goctynom CRS NHS
npw nonbITKe Nonb3oBaTena nony4uTb foctyn y cuctemam CRS NHS unu npefgocTaBuTh BbI30B OYHKLMM BXOfa B
CRS NHS u3 cucremel. To ecTb nonb3oBaTento He TpebyeTcs BbIXOAUTH U3 CUCTEMBI AN ayTeHTUdMKaumn SSB
U OCYLLECTBMNATL NMOBTOPHLIA BXOA A0 nonydYeHus goctyna k CRS NHS. Mocne Toro kak nonb3oBaTenb YCNeLHo
saBepLumn Bxoa B CRS NHS, oH fgomkeH ocTaBaTbes ayTeHTUdMLMpoBaHHeIM A4na CRS NHS B TeyeHue Bcero
noKanbHoro ceaHca, Npy 9TOM COOTBETCTBYSA BpeMeHU OXuaaHusa ceaHca Spine, BpeMeHN OXUAaHUA akTUBHOCTU U
TpeboBaHWAM yaaneHus cMapT-KapThbl.

EAVHCTBEHHLIM UCKMIOYEHNEM K AaHHOMY TpeboBaHUIo ABNSETCA cryyaid, Korda B3aumMogerdcTBIs, MHALMUPOBAaH-
Hble CUCTEMOR, MOryT U3BnekaTb AanHele PDS ¢ nomoLLbio cpeacTsa n3snevedns PDS nnu npocTeix coobLyeHuii o
Tpaccuposke PDS. CucTeMbl He AOMKHEI BBOAUTL Kakue-nnbo gaHHble B SSB Ge3 ayTeHTUDUKaLMU.

Tpebosanue 3.1.9 YnpasneHus uHdopmMmaumei BenukobputaHum (TpeGoBarHne BenukoGpuTaHum no ncnonb3osa-

HUIO CMapT-KapT A5 KOHKPETHOro cryyas)

Monb3oBatenu, 4bu cMapT-KapThl HE 3aperucTpupoBaHbl B cucTeMe (CM. npeabiayliee TpebosaHue), MOFyT uc-
Nonb30BaTb TOMLKO MOKaNbHY0 ayTEHTUDUKALMIO N BCNEACTBUE STOMO He MonyyaT JOCTYN K PYHKUNAM CUCTEMBI,
KoTopble TPebyIoT ncnonb3oBaHUs cMapT-KapThl.

Tpe6osaHue 3.1.10 YnpasneHus nHdopmauumen BenukobputaHuu (TpeboBaHne BenukobputaHum no ucnonb3osa-

HUIO CMapT-KapT ANt KOHKPETHOrO cryyas)

Mepuoguyeckn NpUrnoxeHne JOMKHO MPOBEPATb HaMUYWe NoKanbHbIX paspelueHnid Ans Toro, YTobbl rapaHTUpo-
BaTb HanMM4ne ayTeHTUMULMPOBaAHHON CMapT-KapThl, 3@ UCKIIOHEHNEM CryyaeB, Koraa NPUNoXeHue cospaeT Aeit-
CTBYIOLLIEE UCKNIOYEHWe, MO3BONAKOLLES YAANUTE CMapT-KapTy ANA NONYYeHUs HOBOM.

Poccuiickana ®epepaums

PexkomeHaauua MuHucTepcTea 3gpasooxpaHeHun PO 2009-12-23, Tp. 6.2 (HeobszaTensHoe)

Nms nonb3oeaTtens v naponb

B.6.6 3awuTa npocuneit nonb3oBarens, Nnaponu u Apyrue ayteHTudUKaLMoHHble MapKepbl

Bpasunus

NGS1.02.03

3awuTa napaMeTpoB ayTeHTUDUKaLWUK

Bce AaHHble unu napameTpsl, UCNOMb30BaHHLIE B NpoLiecce ayTeHTUdUKaLMU nonb3oBaTens, AOMKHbI XpaHUTbCA
unu nepepasatbes 6eaonacHbM cnocoboM. Hanpumep, nyTemM XxpaHeHUs TONBKO X3LU-KOAOB Napons Nonb3oBaTens
1 o6ecneyeHuns orpaHUYEHHOro AOCTYNa K MeCTy XpaHeHus. JorkHbl MCMosb30BaTLCA TONbko abcontoTHo Gesonac-
Hble anropuTMbl, Hanpumep SHA-1, SHA-2 unu nocnepytowme anropuTMel, W/MNKU KpunTorpacuyeckas 3awmra c
NOMOLLbIO CTaHAapTa TPoiiHoro WwudposaHuA aaHHbix (3DES), npoaBuHyTOro craHaapta wudgposanusa (AES) n ux
NpeeMHUKOB.

MpumevyaHue — [lpy NpUMEHEHUU TEXHONOMMIA, KOTOPLIE UCMONbL3YIOT HayanbHbIe YUCna ANsa co3aaHnus Koaa,
Ha4YanbHOe YMCNO AOMKHO BbITh 3aLUULLEHO OT HECAHKLUMOHUPOBAHHOIO A0CTYNa U U3MEHEHUS.

CLUA

CCHIT SC 03.11

AyTeHTUduKaumsa
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Mpu ucnonb3oBaHuM napornei cUCTEMa AOMKHa NOAAEPXKMBaTL BO3MOXHOCTL 3alLUThI Naponeii Bo BpeMs nepeaa-
YK UK XpaHeHUs NOCPEACTBOM UCNONBb3OBAHUA KpUMnTorpaduyeckoro xalwmposaHus ¢ nomolysio SHA1, SHA 256
WM MX NPeeMHUKOB U/Unn Kpuntorpadnyeckon 3awmTtsl ¢ nomoubio CTaHgapTa TPONHOIO LUMMPOBAHNUA JaHHbIX
(3DES), MNMpogBuHyToro ctaHaapTa wudposaHua (AES) u ux npeeMHUKOB.

KaHaga: OHTapuo 5.3.12.a (ynpaBneHue gOCTYNoOM K cucteme),

MCO/M3K 15408, CCSFR: FCS_CKM,;

NIST SP 800-53: SC-12 CO30AHUNE N YMPABIEHUE KPUMNTOMPAGUYECKUMK KITIOUAMMU,;

HIPAA: 164.312(e)(1); 164.308(a)(5)(ii)(D).

FIPS PUB 197

FIPS PUB 140-2

CCHIT SC 06.02

TexHu4eckue cnyxobl

Mpu ncnonb3oBaHnK Napornei cucTeMa He AoNMXHa oTobpaxaTb NAponb BO BpeMs €ro BBOAA.

MCO/M3K 15408, CC SFR: FPT_ITC,;
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MCO/MOBK 27002:2005, 9.2.3;

HIPAA 164.312(a) (1).

BenukobputaHus

TpeboBaHue 3.3.8 YnpaBneHusi nHcpopmMauyueir BenukobputaHum

Cuctema fomkHa rapaHTMpoBaTb, YTO NpK SIOKasIbHOM XpaHeHUM MHdopMaLus o npodune NoNL3oBaTenNs, kKoTopas
noazepxuBaer MexaHuaMm RBAC, 3awuuieHa oT HeCaHKLMOHUPOBaHHOIo A0cTyna (BKOYas NPOCMOTP, U3SMEHeHne
Unu yganeHue).

B.6.7 Maponu

Bpasunus

NGS1.02.04

KauecTtBo napons

Ycnosue — UcnonbaoBaHue ayTeHTUUKALUN Ha OCHOBE UMEHU Nonb3aoBaTens/naponsi.

Ucnonb3yiiTe crnieaytowue cpefcTa ynpasneHus 6e30nacHoCTbio:

KauecTBo napons — NpoBepbTe kKadeCcTBO NAaponsa cpasy nocre ero cosjaHus nonb3osarteneM. lMNaponb gon-
XKEH COCTOATb Kak MMHUMYM W3 BOCbMW CUMBOJSIOB, MO KpaWHeih Mepe OAMH U3 KOTOpbIX AOMXEH ObITb He
OyKBEHHbLIM.

YacTtoTa usmeHeHusi naponsa — Cucrema EHR gonxHa Brntovats B ceb dpyHKLUMOHanNbHBIE BO3MOXHOCTU, KOTO-
pble NpUHYXAAlOT NoNb3oBaTeNsa U3MEHATL NApPOfib B COOTBETCTBUMN C PEryrnMpyemMblM MakCMMaribHbIM NepMOAoM
BpeMEHN.

ABNT NBR NCO/MQ3K 27001:2005, A.11.5.3.

CLUA

CCHIT SC 03.02

AyTeHTuduUKayma

Mpu ncnonb3oBaHWKU Naponeil cucTemMa AONXHa NoAAepXKuUBaTb NpaBuna obecneveHns HafeXHOCTU Naponei, Ko-
Topble JonycKalT UCMOMb30BaHNE MUHWUMANBbHOrO KOfIMYecTBa CUMBOMOB, U YCMOXHEHUS MyTeM UCNONb3OBaHUA
6yKBEHHbBIX U LMPPOBLIX CUMBOSOB.

Kanaga: Ansbepra 7.3.12 (6e3onacHocTb);

Kanaga: OHtapuo 5.3.12.b (ynpaBrneHue OCTYNOM K CUCTEME);

MCO/M3K 15408, CC SFR: FIA_SOS, FIA_UAU, FIA_UID;

ASTM: E1987-98;

NIST SP 800-53: IA-2 MOEHTUDOUKALUMA N AYTEHTUOUKALINA MOJSIb3OBATESIA (HagexHocTb naponsa He
onvcaHa);

MCO/MBK 27002:2005, 9.3.1.4;

HIPAA: 164.

CCHIT SC 03.05

AyTeHTudpumkayua

Mpu Mcnonb3oBaHWU Naponein cucTeMa JormkHa NpefocTaBNAaTbL aMUHUCTPaTUBHYIO PYHKLIMIO, KOTOpas No3BonseT
ocyLecTBnATL cOpoc napons.

MCO/M3K 15408, CC SFR: FMT_MTD,;

MCO/M3BK 27002:2005, 9.2.3.b, (9.3.1.);

HIPAA: 164.312(d); 164.308(5) (ii) (D).

CCHIT SC 03.06

Mpu MCnonb3oBaHWW Naponel yY4eTHble 3anucy nofb3oBaTenel, KoTopble BbINKU cOPOLLEHBl aAMUHUCTPATOPOM,
JOMmkHLbl TpeBoBaTb U3SMEHEHUS Napons nonb3oBaTenem npu cneayolleM yernellHoM BXofie B CUCTEMY.

MCO/M3K 15408, CC SFR: FMT_MTD,;

MCO/MBK 27002:2005, 9.2.3.b, (9.3.1.);

HIPAA: 164.312(d); 164.308(5) (ii) (D).

CCHIT SC 03.09

AyTeHTudpumkayua

Mpn ncnonb3oBaHUW Naponeil cucTeMa AorKHa Mo3BONATb ayTeHTUPULMPOBaHHBIM MOSb30BaTENSM W3MEHSATh
CBOW Naponu B COOTBETCTBUM C NpaBuiiaMu obecneveHns HagexHocTy napons (SC 03.02).

MCO/M3K 15408, CC SFR: FMT_MTD;

HIPAA: 164.308(a) (5) (i) (D).

CCHIT SC 03.10

AyTeHTUduKaunsa

Mpu ucnonb3oBaHWUK Naposei cucTema AoMKHa yUMTbIBaTbL PErMCTP Naponei, KoTopble cogepXaTt Tunupyemble Gyk-
BEHHO-LMpoBble cMMBOMLI ANA oBecnedeHns BeinonHeHnsa MCO-646/ECMA-6 [Takxke nsBecTHoro kak US ASCI|
(amepuKkaHCKWiA cTaHA@pTHLIA koA ANs oBMeHa MHdopmaLuuei)].

Kanaga: Ontapwuo 5.3.12 (b);

NIST SP 800-63;

HIPAA: 164.308(a) (5) (i) (D).
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BenukoGputaHua
Tpe6osanue 3.15.2 Ynpaenenus uHdopmaumein Benukobputanum (Tpebosanue BenukobputaHum, oTHocsILeecs K

KOHKPETHOMY Cryyato)

IMio6as nokanbHas ayTeHTUUKALMUA OMKHA OCHOBLIBATLCA Ha UAEHTUUKALMOHHBIX faHHbLIX NOMNb3oBaTens, Ko-
Topble 3aTeM ayTeHTUPULIMPYIOTCA NO KpalHel Mepe nyTeM UCMosb30BaHWs oTAENBHOro Naposs.
Tpe6osaHue 3.15.3 YnpasneHus uHgopmauuein Benukobputanum (TpeboaHue BenmkoGpuTaHny, oTHocsLLeecs K

KOHKPETHOMY Criyyato)

YnpaBneHvwe naponeM [OMKHO OCYLIECTBMATLCA B COOTBETCTBUM C pekoMmeHaauusmu B CESG Infosec, noscHu-
TenbHas 3anucka Ne 26 cnyx6el MHpopMaLMoHHoW 6e3onacHocTh Mpynnel 6e30nacHOCTU 3MEKTPOHHBIX KOMMYHU-
KaLuid, npefocTaBnseMelMU NO 3anpocy, HanpaeneHHOMY Ha SMIeKTPOHHYO NoYTy esp.ig@nhs.net.

TpeboraHue 3.15.5 YnpasneHusa nHgopmaumenn Benukobputarnum (TpeboBaHne BennkobputaHum, oTHOCALLEECS K

KOHKPETHOMY cryyato)
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CucteMbl JOMKHBI rapaHTMPOBaTh, YTO Naponu MoryT ObiTb NPUBEAEHBI B COOTBETCTBUE C MOSIUTUKOW COrMacHo
onpefeneHuto B pekomeHgaumn: NPFIT-FNT-TO-IG-IGCOM-0066 MonuTuka naponeit ofHodakTopHON ayTeHTu-
dukaymu.

Poccuiickas depepauus

PekomeHaaumsa MuHucTepcTBa 3apaBooxpaHeHna PO 2009-12-23, Tp. 6.2 (HeobsasaTtensHoe)

KayecTBo napons — Maponb JOMKeH COCTOSATh U3 LecTu unu Gonee ByKBEHHO-LMGPOBLIX CMBOOB.

B.6.8 HeyaauHble nonbITKU BXoaa

CLLIA

SC 03.04

AyTeHTuduKkaLuma

Cuctema AOMmKHa BBECTU OrpaHuyeHue (KOHMUrypupyemoe) Ha Konn4ecTBO NociefoBaTenbHbIX HeyaaqHbIX no-
NbITOK AOCTyna nonb3oBatens. Cucrema JommkHa obecneymBaTh 3alyMTy OT JanbHeRLwnX, BOZMOXHO 3M0yMbILL-
NEeHHbIX, NOMNbLITOK ayTeHTUUKaLMKN NONBb30BATENS C MOMOLLLI0 COOTBETCTBYHOLLErO MexaHn3ma (Hanpumep, 6noku-
poBKa y4eTHOW 3anucu/yana A0 OTMeHbl aAMUHUCTpaTopoM, GriokMpoBKa YYETHON 3anucu/yana Ha perynupyemMblii
nepuoa BpeMeHn Unu 3afepxka cnefyoLiero npurnalleHna Ha BXof B CUCTEMY B COOTBETCTBUU C HAacTpauBaeMbIM
anropuTMOM 3aJEPXKKM).

KaHapa. OHTapumo 5.3.12.c (YnpasneHue J0CTYNOM K cucteme);

NCO/M3K 15408, CC SFR: FIA_AFL, FMT_SAE;

NIST SP 800-53; AC-6 HEYOAYHbIE MOMNbLITKWU AOCTYNA, AC-11 BIIOKMPOBKA CEAHCA,;

NCO/M3K 27002:2005, 9.3.1.¢, 9.5 2.¢;

HIPAA: 164.312(a)(1); 164.308(a)(5)(ii)C; 164.308(a)(6).

Poccuiickas depepauus

PekomeHaauuns MuHucTepcTBa 3apaBooxpaHenns PO 2009-12-23, Tp. 6.2 (HeobasaTtenbHoe)

CucTema AormKHa BBECTU OrpaHUYeHUe Ha KONM4eCcTBO NocnefoBaTenbHbIX HeyAaqHbIX NOMbITOK A0CTYNa NoMb3o-
BaTens Kk nogcucteMe 6esonacHocTy.

B.6.9 O6parHas cBA3b C Nonb3oBaTenemMm Bo BpemMA ayTeHTuduKauum

CLLIA

CCHIT SC 03.07

AyTeHTUUKaLWA

CucTeMa fofXHa NpejocTaBnATb NoNb30BaTeNto TOMbKO OrpaHUYEHHbI NOoTok obpaTHoi HdopMauumn B xofe
ayTeHTUdMKaLmK.

NCO/M3K 15408, CC SFR: FIA_UAU;

NIST SP 800-53: IA-6 OBPATHAS CBS3b BO BPEMS AYTEHTUOUKALINN;

HIPAA: 164.312(d); 164.308(5) (ii) (D).

B.7 YnpaBneHue npusuneruaiMmm

B.7.1 PaspeleHue Ha gocTyn

Bpasunusa

NGS1.04.03

YnpaeneHve nonb3oBaTenamu

Obecneysre BO3MOXHOCTL YNPaBneHus nonb3oBaTensaMu (cosgaHue, yganeHue v uaMeHeHue), ynpasneHus pons-
MU (cosgaHue, yaaneHve u UsSMeHeHWe) 1 yrnpaeneHus rpynnamu (cosgaHue, yaaneHne n usmeHeHume).
NGS1.04.04

Ponu, cBsasaHHble ¢ UT

HeobxoamMmMo noaaepxmeath PYHKLMK, MO3BOMSIOWLME OCYLLECTBUTL KaK MUHUMYM criefylolime AeicTeus:
- ayAuTbl XYpHaroB CUCTEMHBIX onepauuii;

- YCTaHOBKY CUCTEMBI;

- ynpaBreHue paspeLleHUsaIMY,;
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- ynpaBneHue nonb3oBaTensamu;

- cosfaHWe 1 BOCCTAHOBNEHUe pe3epBHON KOMUM.

NGS1.04.05

YcTaHoBKa KOHTpoNAa gocTyna

Cnepyet obecneuntb MexaHW3Mbl, HeobxoguMble ANA peanusauun NOANTUKW YNpaBNeHUA AOCTYMNOM, C MOMOLLbIO
YCTaHOBKM Npochunsa 4oCTyna, YYUTHIBAIOLLETO ponb NONb30BaTeNs, Fpynnbl U onepauuy, KOTopble MOryT 6bIThb Bbl-
NOfIHEHbI, BKAOYAA pasnnuna Mexgy 3anpocamu U BKNKOYEHUAMU/M3IMeHeHnamMn. CneayeT y4uTbiBaTb, YTO OAWH
nonb3oBaTenb MOXET UMETb HECKOMNBLKO ponei.

HL7 ERH-S FM IN1.2;

ABNT NBR;

MCO/MBK 27001:2005, A.11.6;

MCO 18308:2011(E) PRS3.3.

CCHIT SC 01.02

KoHTponb goctyna

Cucrema gofmxHa NpeaocTaBnsATbL aBTOPU3OBaHHBIM afMUHUCTPATOpaM BO3MOXHOCTb HasHa4yaTb NpaBa W orpaHu-
YeHUA nonb3oBaTenam/rpynnam.

Kanapa: Anbbepta 4.1.3 (EMR);

MCO/MOBK 15408, CC SFR: FMT_MSA;

NIST SP 800-53: AC-56 LEAST PRIVILEGE; AC-5 SEPARATION F DUTIES

HIPAA: 164.312(a)(1); 164.308(A)(3)(1); HITSP/TP20.

CCHIT SC 01.03

KoHTponb goctyna

Cuctema ponxHa 6biTb cnocobHa cBA3bLIBaTH pas3pelleHus C NoSb3oBaTenem nocpeacTBOM OfHOMO UMK HECKOMbKUX
cpeacTB ynpaBneHusA: 1) Ha ocHOBe norb3oBarerns (MpasBo AoCTyna AaeTcs Kax[oMy nonk3osaTerio); 2) Ha OCHO-
Be ponei (nonb3osBaTenu CrpynnupoBaHbl, U NpaBo AOCTyNa NpefocTaBnaeTca rpynne), 3) Ha ocHoBE KOHTEKCTa
[Ha ocHoBe poneit ¢ npefocTaBneHMEM UMK OrpaHUYEeHneM AONONHUTENBLHOMO Npaea 4oCTyna B 3aBUCUMOCTM OT
KOHTEKCTa TpaH3aKuyuu, HanpuMep, BpeMeHu cyTok (time-of-day), MmectononoxeHusa paboveii ctaHumu (workstation-
location), pexxuma YpeaBbiMaiHO| cuTyauumn (emergency-mode) u T. 4.].

Kanada. OHmapuo 5.3.12.e (ynpasnerHue docmynom K cucmeme),

NCO/MBK 15408, CC SFR: FDP_ACC, FMT_MSA,;

ASTM: E1985-98;

NIST SP 800-53: AC-3 ACCESS AND INFORMATION FLOW CONTROL, SC-3 SECURITY FUNCTION NCOLATION
HIPAA: 164.312(a)(1); 164.308(A)(3)(1);

HITSP/TP20.

KaHapa

TpeboaHue Be3onacHocT 58 kaHafCcKoW MeAULMHCKON opraHuaalumn Infoway

MpefocTaBneHne gocTyna nonb3oBaTtensM B COOTBETCTBUAM C UX PONSMU.

EHRIi u Bce cuctembl POS, nogkrtodeHHble kK MHGoCTpYKType EHR, gomxHel nogfepxueatb ponesylo Mopernb
ynpasneHus goctynom (RBAC), uMetoLLyto BO3MOXHOCTb COMOCTaBNEHNA KaX[0ro Nofb3oBaTesnsi C O4HON UNU He-
CKOMbKUMU POMAMU W KaXAYH porb € O4HON WNKU HECKONBKUMW CUCTEMHBIMU DYHKLIUAMM.

O6ocHoBaHMe — Ha npakTuke nonbsosatenu cuctem POS, NogKnoYeHHbIX K MHGoCTpYKTYpe EHR (X MoryT 6biTh
TbiCAYM), He MOryT BbITb OTAENBHO ConocTaBneHbl ¢ PYHKLUMAMU CUCTEMBI MOCIe perncTpaumun nonb3osarens ¢
Lienblo KoHTponsa obbeMa WX npae AocTyna. BuiMonHeHUe STOro conocTaBneHus AN KaXaoro oTAenbHOro nosb-
30BaTens fBMAETCA O4eHb CMOXHLIM U NOABEPXEHO BO3HUKHOBEHWIO MHOXeCTBa ownbok. Ckopee, nonbaosatenu
JOMKHbI BbITE conocTaBeHbl € POrblo, @ 3aTeM POoru COMNOCTaBMeHbl ¢ hYHKLUAMU CUCTEMBI.

CyllecTBYyIOT 3HauuTenbHble Npobnembl, cBs3aHHble ¢ Ucnonb3oBaHMeM RBAC ansa nopgepXku COBMECTMMOro
EHR, koTopble fomxHbl BbITb YCTpaHeHbl Nepes TeM, Kak MHOCTpyKTypa EHR cMOXET NONMHOCTEIO U 9D EKTUBHO
ucnonb3osaTb RBAC. B npunoxenun A, nogpasgen «locrnefcTBUA HapyLUeHUs KOHdUAEHUMansHocTh 1 Besonac-
HOCTM, CBSA3@HHbIE C UCMONHUTENAMUY», NPUBELEeHa cBogKa Takux npobnem.

TpeboeaHune GesonacHocTn 60 KaHagCcKol MedUUMHCKOW opraHusalmm Infoway

MpefocTaBneHne gocTyna nonb3osartensaM B pabounx rpynnax

EHRI v Bce cuctembl POS, nogkrtoyeHHble K MHGoCcTpyKTYpe EHR, fomkHbl BbiTb CNOCOBHLI 3aKpennaTe Nosk3oBa-
Tenei 3a pabodell rpynnoi U npefocTaBnsATe JOCTYN K kapTam B COOTBETCTBUM ¢ paboyeil rpynnoi.

ObocHoBaHWe — BesocHoBaTenNbHO nonaraTte, YTO BCe Bpavn OyayT MMETb BO3MOXHOCTL NpocMoTpa EHR Beex
nauueHTos/nuy Kanagbl NocpeacTBoM MHPOCTPYKTYpel EHR, Tak Kak B HEll MOXET COfepXaThCA HECKONBKO AEeCAT-
KOB ThlcAY CyOLekToB AaHHbIX. Kak MUHUMYM VIP-nepcoHbl U Apyrue anuTHble nauneHTsl bynyT TpeboBaTh orpa-
HU4UTL JocTyn kK ux EHR, pa3speluns ero Tornbko TeM MegWLUUHCKMM paboTHMKaM, KOTOpbIE SBMAIOTCA M3BECTHEIMU
YneHamMu rpynnsl, NpefocTaBnALEen UM MEAULMHCKYHO MOMOLLE. 3TO PYHKLUA NO 3aLinMTe KOHDUAEHLMANBHOCTH,
Ha KoTopyto kaHagLel 060CHOBaHHO nonaratoTes B Bonpoce 3awyuTsl ux MM oT Bo3MOXHOro criydaiiHoro goctyna
nevallMM Bpa4oM, 3aperucTpupoBaHHeliM B MHoCTpykType EHR. B faHHoM cniydae, B CBOW ouvepesb, TpebyeT-
CA Hanuuue onpeferneHHoro MexaHusma Ans nonyveHns nHopmauum o6 OTHOLWEHWW nauueHTa/nuua k erofee
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Nevaulemy Bpayy. Takas nHgopMaumua MOXeT ObiTb U3BnedYeHa us EHR nayuneHTa/nuuya. Takke MOXET CyecTBo-
BaTb He0b6XO4MMOCTb B NOAAEPXKaHWM CNUCKa OAHOW UMM HECKOmNbKMX paboynx rpynn, YNEeHOM KOTOpoii AaBnaeTcs
none3oBatenb. [puMepbl MOryT BKNIOYaTL B ce65 Xxupyprudeckue 6puragbl B onpefeneHHon 6onbHULE Unu Bpadei
C NpuBMNernsiMin Joctyna B onpegenerHoi 6onbHuue. Takne paboumne rpynnbl nossonsanu 6bl ycTaHOBNEHUe OT-
HOLLEHWA nonb3oBaTens K nayueHTy/NnULUy Ha OCHOBE CYLLECTBYIOLLMX OTHOLLEHUIA Mexay CyGbeKToM W Apyrumun
yrieHaMu pabodeit rpynnbil.

BaxHo oTMeTUTb, 4TO UHGOCTPYKTYpa EHR He MoXeT cuuTaThbea AOCTOBEPHbIM WCTOMHUKOM WUH(OpMauun ans
BCEX MNpucBamBaHuWii paboumnx rpynn, Tak kak 3TW NpucBanBaHWUs SBNSIOTCA O4EHb HECTAabUNBbHBIMU U U3MEHSAOTCA
CINULLKOM BLICTPO, YTO He NO3BOSIAET YNPaBnNATb UMUK LUeHTpanusosaHHo. lMpeanonaraercs, 4to cuctembl POS npu
HeobxogmMmocTn ByayT npocnexveaTk Takue npuceansaHus (HanpuMep, B UHGOPMaLMOHHOW cucTeme BGonbHULLI)
1 uTO MHpoCTPYKTYpa EHR BygeT nonaraTbCA Ha 3TW AaHHbIE MPU HanU4MK TakoBbIX. MNpegnonaraeTcs, 4To MHO-
cTpykTypa EHR 6yget cnocobHa BeIBOAWTL 3aKTHOMEHUA NPYU YCIIOBUK, YTO MEXAY NaUMEeHTOM/NULIOM CYLLECTBYIOT
HafexHble OTHOLLUEHUS, a Takoe OTHOLLEHWE MOXET ObITb Nornyecku nonyyeHo us cywectsyrowmx NMA (vanpumep,
Korga nevallnin Bpad yxe npefocTasui MeauLMHCK1e YCryru naumeHTy/nuuy, BBen gaHHele B EHR naunexTta/nuua,
HasHa4un obcriefoBaHWe, BeINUcan peLenT Ha nekapcTsa).

TpeboBaHue GezonacHocTu 63 KaHafCcKo MeAULUMHCKOW opraHusauumn Infoway

MpepocTaBrieHne JocTyna nosb3oBaTesieM Ha OCHOBE CBA3M (accoLmalum)

WHdocTpykTypa EHR 1 Bce cuctembl POS, nogkntodeHHble K HocTpykType EHR:

a) QOMXHbI CBA3LIBATL Nonb3oBaTenei (nevalwux Bpadveit) ¢ KapTamu naumeHTa/nuuya n No3BoNATb AanbHenwun
AOCTYM Ha OCHOBE 3TOW CBSA3W; T. €. OHU JOMMKHbI NPEAOCTaBNATL AUCKPELIMOHHBIR AOCTYN K KapTaM, OCHOBaHHbIN
Ha TOM, YTO 3aperucTpUpoBaHHLIN NONb3OBAaTENb, KOTOPLIA yXe UMeeT pa3pelleHne Ha AOCTYN K KapTe nauueHTa
(kapTaM nNaLWeHToB), NpefocTaBu Npasa AoCTyna K 3TUM KapTam ApyroMy 3aperucTpupoBaHHOMY Nonb3oBaTento,
b) AomXHEI NO3BONATL NONB30OBATENSAM NPEJOCTaBMSATL 4PYrMM MoNb3oBaTeNsAM JOCTYN K KapTam, €Cnu npejocTas-
nAlLWMe NonNb3oBaTeN He pacrnonararoT TakuM JOCTYNOM K KapTe, obpaTute BHUMaHWe Ha To, 4YTO nNpefocTasne-
HWe JoCTyna ApyruM nonb3oBaTensiM K KapTe He OTMEHSAET OrpaHnYeHns poreBoi Mogenu ynpasneHns 4OCTYNOM
ANS Apyrux nonb3osaTenen.

Ob6ocHoBaHue — [JaHHoe TpeboBaHMe UMEeET CyLLEeCTBEHHOE 3HadYeHne, ecnn TpeboBaHue 6esonacHocTu 60 gonx-
HO To4HO cobniofaTecs. Kak 6o oTMeYeHo paHee, UCKPELIMOHHOE yrpaBneHne AOCTYNOM He «npesanupyeT»
Haj poneBbIM yrpaBneHnem LOoCTyrnoM. Hanpumep, Bpay obLeid NpakTuku MOXET NPeAoCTaBUTL APYroMy (cneuu-
anucTy) NonHeI 4OCTYN K KapTe O4HOro U3 CBOUX NalueHToB. CneLuanncT MOXET No3Xe BOCNONbL30BaTLCA AOCTY-
MoM ANs BLINWCKM 3NEKTPOHHOro pelenTa Ans nauyuenta. OgHako ecnu Bpay npegocTaBnseT JOCcTyn MeAcecTpe,
MefcecTpa He MOXET MNo3jHee BbiNMcaTb 3IeKTPOHHBIA pelenT ANs NauueHTa, Tak Kak ponesoe ynpasneHue o-
CTYMNoM, Kak npaeuno, bygeT npefoTBpaLlaTh OCyLLECTBEHNE TaKo PYHKLUU MEACECTPONA.

Benuko6putaHusa

TpebosaHue 3.3.2 YnpaeneHus nHgpopmaymnein BennkobputaHuu

Cuctema AOIKHa ncnonb3oBaTtk POSIEBYHO MO eNnb ynpasneHuAa 4OCTYNOM ANnA aBTOpU3aLun 4oCTyna nonb3oBarte-
N8 K PyHKUMAM 1 AaHHBIM CUCTEMBI.

Tpeboearue 3.3.3 YnpaeneHus uHdopmaumein Benunkobputanum (TpebosaHne BenmkobputaHum, oTHocALeeca K

KOHKPETHOMY Cryyato)
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Cuctema, KoTopas o6beAuHAET porneByto Mogenb ynpasneHus goctynoM ¢ CRS NHS, gomkHa nony4atsb UHdop-
MaLuio 0 pofieBoM npodhure, NPUCBOEHHOM NONbL30BaTeNto, ¢ MOMOLLEIO MHTepdeiticoB SAML, NpeaycMOTPEHHbIX
Spine Ansa nogobHbIX Leneii, B COOTBETCTBMMU ¢ onpegeneHueM B Crneyundukanmm BHellHero uHtepdeiica Spine
(EIS).

TpeboraHue 3.3.6 YnpasneHus uHcpopmMaumeit BenmkobputaHum

CucteMa, KoTopas 06beanHAET poneByto Mofenb ynpaeneHus 4octynom ¢ CRS NHS, fomkHa ocywecTBnaTh ycTa-
HOBIIEHHOE rocyfapCTBOM COMOCTaBMeHMe ANsi BCero, oT cryxebHol ponu/paboyeit obnactu 4o ocHoBHOW Aes-
TENbHOCTU, B COOTBETCTBUM € NyBrnnkaLuei ynorHOMOYEHHOro opraHa.

CucTema fomkHa Nepuogmyeckn ocyLecTBNSATE NpoLecc 06HOBNEHUA COMOCTaBINEHWIA, YCTaHOBNEHHBIX rocyaap-
CTBOM AN BCEro, OT cnyxebHoit ponu/pabodyei obnact 4o OCHOBHOW AEATENLHOCTH, B COOTBETCTBUU C NyOnuka-
Liyeit yNonmHOMOYEHHOro opraHa BpeMs OT BPeMEHMW.

TpeboraHue 3.3.7 YnpasneHusa nHcpopmauveit BenmkobpuraHuu

B cnyvae, ecnu nocTaBLUWKY CyLeCTBYOLLMX cucTeM He TpebyeTca noaaepxusarb ayTeHTUdUKauuo SSB, cucte-
Ma AoMmKHa MCnonb3oBaTh NokanbHLIe CpeAcTBa ynpasneHns 40CTYNOM Ha OCHOBE porieid, KoTopble NoAAepXUBaloT
npegocTaBneHve npae A0CTyna B COOTBETCTBUM C YCTAHOBNEHHBIMW FOCYA,apCTBOM cryebHeiMu ponamu/paboun-
MK obnacTtamu n gecteusMmu. Takme nokanbHble MexaHuaMbl RBAC 40MmKHbI:

- OrpaHu4uMBaTh UCMOMb3OBAHWE CUCTEMBbI MONb30BaTENSAMU 40 BbINONHEHUS KOHKPETHBIX PYHKUMIA, NpucsauBae-
MbIX TOMBKO MEHEeAXepPOM(aMun) CUCTEMBI;

- He Mo3BonsATh No6bIM NONb30BaTENAM OCYLLECTBNATL JOCTYN K BblAENEHHbIM AN HUX DYHKUUSM A0 Tex nop,
nMoKa OHW He BBEAYT CBOIO MAEeHTUUKALMOHHYIO MHopMaLMio U Naponkb.

CpeacTBa KOHTPONA AOCTYNa AOMKHbLI BKIOMaTb BO3MOXHOCTb NPEAOCTaBINEHUS OTAENBHOrO AOCTYNa K cnepyto-

UM PYHKLMAM:
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- NPOCMOTPY ayaUTOPCKOro cneaa;

- BOCTYNY K MHOPMaLmmn o HepaboTatoLeM nepcoHare;

- AOCTYNY K KapTam NaLueHTOB, KOTOPLIA He MOXET ObITh OCyLLECTBMNEH 0BbIMHBIM CNOCOGOM Nonb3oBaTensiMm cu-
cTeMbl (Hanpumep, B cuctemax GP, K kapTaM NauMeHTOB, KOTOpLIE Ha AaHHbLIA MOMEHT He Ucnonb3yloTcsl B paboTte).
TpeboBanue 3.3.9 Ynpaenerua nHdopmaymein BenmkobputaHum

a) CucTtema fomnxHa rapaHTUpoBaTb, YTO OpraHu3aums BelbpaHHOro NPoduIA poNn COOTBETCTBYET OpraHu3aumu
CUCTEMbI, BXOZ B KOTOPYHO MNbITAETCA OCYLLECTBUTbL MNoMb3oBaTerb, @ Takke YTO OHa pa3spellaeT AOCTYN, TONbKO
ecnu:

- OopraHusauusa a pamkax BbIOpaHHOro npodunsa pornu nogbupaeT Kog opraHusaumm B Npegenax cucTeMbl Unu

- B YCINOBUAX MUKPOPANOHHLIX anTek porb W HanpaeneHue paboTsl BeIOpaHHOro poneBoro Npoduns coBnagaer ¢
ponblo U HanpasneHnem paboTel Nons3oBaTenen-hapmMaLeBToB, a opraHM3auus B pamkax BelbpaHHoOro ponesoro
Npodouns COOTBETCTBYET crneLunansHON YCIIOBHOW HacTpolike opraHusauum (kog opraHusauum FFFFF) ans nog-
fepxkn EPS R2. Cuctema gomkHa nogfepxusars Mcnons3osaHue ponesoro npoduns Toneko FFFFF opraHusa-
LIk, ecnn HeT COOTBETCTBYHOLLIEro cneLansHoro ponesoro npoduna opraHnsaLum, cBsA3aHHOro ¢ rnonb3oBarenem.
b) Ha akpaHe BbiGopa pornesoro npoduns cucteMa AomkHa oTobpaxarb ToNbKo Te NPodunu, KoTopble NPUMEHUMBI
K cucTeMe, BXO[ B KOTOPYIO MbITAETCHA OCYLLEeCTBUTL Nornb3oBatenb. Kpome Toro, ntoboit ponesoii npocuns FFFFF
opraHusauumn 6yaet oTobpaxaTbCa TOMbKO B TOM Crlyyae, eCni HET COOTBETCTBYIOLLErO crneyuanbHOro posieBoro
npouns ANs 9Tol opraHusayun. CuctemMa JomKHa NPOACHWTE MONb30BAaTENto, KaKkoi poneBow Npodub NCnosb-
3yeTCcs CUCTEMOMN: Kak npasuno, Hanbonee NogxoAsmMM ByaeT TONbKO OAUH PONEBOi NPodunb, B TaKOM criyyae
nonb3oBaTento HeT HeoBXoAMMOCTU caMoMy BbIBUpaTh ero U3 crnncka, KOTOPLIN BKIKOYAET APyrue HenoaxoasLmue
(He cooTBeTCTBYIOLLME OpraHW3aLumn) unu MeHee noagxoaswue (4na FFFFF opraHusayun) ponesele npodunu.
Tpebosarue 3.3.10 YnpaeneHusa nHdopmaumei BenukobputaHum

MocTaBLUMKN AOMKHLI NPEAOCTaBNATL NOAPO6HYI0 MHOPMAaLIMIO O COMOCTABMNEHNM CBOMX NOKaNbHLIX CUCTEMHBIX
YHKUMWA ¢ feACTBUAMM, BbINONHAEMBIMU B HaLMoHaneHol 6ase gaHHbIX RBAC, ncnonbays npeaocTaBneHHbId 06-
pasel. 310 Heo6xo0AMMO ANA NOALEPXKKM NpoLecca yaaneHHoro 4ocTyna (ANa Toro 4Tobbl 06ecnevnTb Hanuume y
Ras nHdopmaLnm, HeobxofMOI ANA NPUCBOEHUA NOMb30BaTENAM COOTBETCTBYHOLMX CRYXeBHbIX ponei, Hanpas-
neHuiA paboTbl 1 NGLIX AONOMHUTENBHBLIX AeCTBUI), a Takke AN NOALEPXKKM NpoLecca COOTBETCTBUS.
Poccuiickas depepauus

PekoMmeHaaums MuHucTepcTBa 3apaBooxpaHeHnsa PO 2009-12-23, Tp. 5.11

Cuctema fomkHa NpeaocTaBnATb BOSMOXHOCTb YCTAHOBKW OrpaHUYeHWid unu paspelleHunii ana nonbsosarenei/
rpynn B COOTBETCTBUU C MaTpuLel npae gocTyna.

B.7.2 MNpepocTraBneHne uHdopMaLum o npaBax gocryna

KaHapa

TpeboraHue GezonacHocT 63a kKaHafCKoi MeguLUHCKOW opraHusauuu Infoway

Peructpauus npas focTyna nons3oBartens

EHRIi 1 Bce cuctembl POS, nogkntodeHHble K UHGOCTpyKType EHR, fomkHbI NnpefocTaBnsATb PyHKUMM, KOTopble
nossonstoT obecnednTb oNpeAernieHHoro nofb3oBaTens cnegyoLleil MHdopmaumeil:

a) K KakuM 3anucam nonb3osaTenb MOXET OCYLEeCTBAATL JOCTY,

b) K Kakum YacTam 3anucu NonNb3oBaTeNb MOXET OCYLEeCTBNATL JOCTY,

C) Kakue npasa (NPOCMOTPa, U3MEHEHUA U T. fi.) UMEET NOoNb3oBaTeNb NMPUMEHUTENBHO K KaXL0i M3 3TUX 3anuceil.
O6ocHoBaHne — [pownblid ONBIT UCNONB30BAHUA MOMYNSIPHOIO NporpamMmMHoro obecneveHusi onepauuoHHoR cu-
CTeMbl NoKa3an, HackonbKo CNOXHBIM ABNAETCA onpefeneHne Toro, UMeeT N onpeAeneHHbIi nonb3oBarenb Jo-
CTYN K onpeAeneHHOon 3annucu N MOXeT NN OH UCNONB30BAaThL JaHHYI0 eMY NPUBUIErNIO, €ClN B CUCTEME He CyLlje-
CTBYET OTAENbLHOW| PyHKLMK, OTBEYaKOLLei Ha Takne Bonpockl. OTCyTCTBUE TaKoi PYHKLMN 3HAYUTENBHO YCIIOKHAET
obHapyxeHue 1 ycTpaHeHne owmnBoK, BO3HWUKAIOLWMX NPW NpeoCcTaBNeHUN NoSb3oBaTenio Npas ocTyna.
Benuko6purtaHus

TpeboBanue 3.1.12 YnpaeneHusa nHdopMauuei BenukobputaHum

HaHHoe npunoxeHue ACMKHO NPEAOCTaBUTL NOMb30BaTENsiM BO3MOXHOCTb NMPOBOAUTL NMPOBEPKY PONA U OpraHu-
3aLuKn, UMeIoLLMX 3HaYeHne ANA NoNy4eHua A0CTyna, nory4aeMoro sTUMKU nonb3oBaTensMy, Tak, YTobbl OHN He
MOITIN 3aBUTb O HE3HAHWKU 3TOM Ponn UK OpraHM3auun WU WHeIMK criocobamm onpasfarb HEOCBEAOMITEHHOCTb
0 3Ha4YeHUU CBOUX AEeACTBUNA.

B.7.3 OrpaHuueHue npas AocTyna

CLWA

CCHIT SC 01.01

KoHTponb goctyna

CucTema gomkHa NpeaocTaBnaTb Hanboriee orpaHUYeHHLIN Habop Npae/NpMBUNErniA Unn JOCTyNoB, HEOBXOAUMBIX
nonesosatenam/rpynnamM (Hanpumep, CUCTEMHBLIM afMUHUCTpaTopaM, cekpeTapsiM, MefcecTpaM, AoKTopaM) unu
npouyeccam, AeWCTBYIOLMM OT UMEHU Norb3oBaTenei, ANs BLINOMHEHUS yKa3aHHbIX 3ajau.

MCO/M3K 27002:2005, 9.1.1.2.b;

HIPAA: 164.312(a) (1); 164.308(a) (3) (1);

HITSP/TP20;
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NIST SP 800-53: AC-6 OPTAHUYEHUE INMPAB;
AC-5 PASOENEHUE OBA3AHHOCTEN.
Kanapa
TpeboBaHue 6e3onacHocTn 59 kaHaaCcKoW MeaMUMHCKON opraHusauuun Infoway
Bei6op 0TAENbHOW ponu ANs KaXoro ceaHca
Bce cuctembl POS, nopgknioyeHHble K MHOCTPyKkType EHR, f0mXHBI rapaHTUpOBaTh, YTO KaxAblil nonb3osaTesnb
6yaeT ocywWecTBNATL AOCTYN K MPUIOXEHUAM U cnyxbam uHgocTpyktypsl EHR Ha ocHOBaHUM OTAeNnbHOW ponu
(T. e. noNb3oBaTeNM, KOTOPLIE UMEIOT HECKOMBKO PasHbIX Pofnei, AOSMKHBI UCNONb30BaTh OTAENBbHYIO PONb ANA KaX-
Joro ceaHca UHOCTpykTypbl EHR).
ObocHoBaHne — lMonb3oBaTenu, UMeloLLMe HECKOINBKO HECONOCTaBUMbIX POfiei, AOMKHBI UCNONB30BaTb UX NO OT-
AenbHocTu. Hanpumep, Bpay obLueil npakTuku, paboTaowmii B 0OTAENEHUN HEOTNOXHOW NOMOLLM cenbekoit 6onb-
HULa OAWH AeHb B Hepernto (M UMetoLLmiA NpaBo 06xofa orpaHUYeHNs B cny4vae Ype3BblvaiHbix 06CTOATENLCTB NpU
UcnonHeHnn cnyxebHblx 06a3aHHOCTei), AOMKEH YeTKO ykasaTb B cucteme POS, 4To OH AeWCTBYeT B npegenax
AaHHbIX eMY NOMHOMOYMIA, Nepefl TEM KaK ocyLLecTBUTb AocTYN K EHR nauyneHTa/nuuya Yepes uHdoctpyktypy EHR.
Opyrum npumepoM siBnsieTcs nonb3osarternb UHGOCTpykTYpbl EHR, ocywectensaowuin goctyn kK EHR B KavecTBe
KIMMHUYECKOro Bpaya, a Takke UHorAa B kayecTBe Uccneaosatens.
Wepapxuyeckasn CTpyKkTypa poneii, BKiovaroLyas nonb3oBatenei, KoTopble YacTo BeIGUpaloT Mexay AByMSA pons-
MW, KaXKfasi U3 KOTOPbIX OTHOCUTCS K MEAMLIMHCKOW AEATENbHOCTU, NO3BONUT 3HAYUTENBHO CHU3UTL HeyRob6CTBO,
Bbl3BaHHOE HEO6X0AMMOCTbLIO HanpacHO! CMeHbl OAHON PONU Ha ApYryio.
Cm. Take: ICO/M3AK 27001:2005, A.11.2.2.
Benuko6puraHusa
TpeboBaHue 3.3.4 YnpaeneHusi ungopmaymein BenukobputaHuu
Cuctema, koTopas ob6beguHseT CRS NHS ¢ mogenbio RBAC, gomkHa no3BonsATb Nonb3oBatento Belbupartb, Kakoi
13 NPUCBOEHHLIX €My poneBbIX Npodunei oH JOMKeH NPUMEHATL BO BPEMSA NONb3OBATENLCKOrO ceaHca ¢ nNpuno-
xeHneM. Ecnu Beibop He caenaH, cucteMa JormkHa NPUMEHSATL TOT poneBoi Npodunb, koTopblid 6bin BeIGpaH BO
BpeMs nepsoro Bxofa B CRS NHS.
TpebosaHue 3.3.5 YnpaBneHus nHdopmauueit Benukobputanuu
Cucrema, koTopas obbeguHseT CRS NHS ¢ Mmoaenbio RBAC, gomkHa No3BonNATL NONb3oBaTento BbibupaTth, Kakoit
13 NPUCBOEHHEIX EMY pOieBbIX Npoduneil OH JOMKeH NPUMEHATbL BO BPEMSA NONb30BaTENbCKOrO ceaHca ¢ Npuno-
XeHneM. Ecnu BeIGop He caenaH, cuctema JommkKHa NPUMEHATL TOT poneson Npodunb, KoTopbli 6bin BeIGpaH BO
Bpems nepsoro sxoga B CRS NHS.
B.7.4 Nepenaua npaB Ha gocTyn
Bpasunus
NGS1.04.07
Mepepayva NONTHOMOUMIA
JenervpyroLnm sABNAETCS NULO, oTBeYatoLee 3a Nnepegayy NofIHOMOYMIA, a AeneraTtom siBNSETCA NULO, KOTOPOMY
Aenerupytotcst 06s3aHHOCTA. COOTBETCTBEHHO:
- Aenerupyrowunii AonxXeH UMeTb NpeaBapuTerbHoe paspelleHne Ha NpefocTaBlIeHne Takux Npas;
- nepefaya NonMHOMOYMIA JOMMKHA PErMCTPUPOBaTLCA B CUCTEME;
- Npu nepegade AOMKHO BbITb YKas3aHo cregyoLlee:

- Oenervpyowuin;

- jernerar;

- NpUYnHa;

- AaTa v BpeMs nepegavu;

- NepuoA BPEMEHW, Ha KOTOPLIA NpeaocTaBnaeTcs paspeLleHme.

MpumevyaHune — [IpUMEpPOM Nepesayn NONHOMOYWIA ABMSETCS criyyaid, Npu KOTOPOM Bpad nepefaeT Meace-

CTpe NpaBo Ha BBOZA MH(OPMaLMK 0 NauueHTe.
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KaHapa

TpeboBaHue GesonacHocTy 63 KaHafcko MefuUMHCKO opraHusauum Infoway

MpenocTaBneHne focTyna nofb3oBaTenieM Ha OCHOBE CBA3U

EHRI n Bce cuctemel POS, nogkntoueHHble K MHocTpykType EHR:

a) AOMXHbI cBA3bIBaTH MoMb3oBaTteneil (Nevalyux spadeit) ¢ kKapTamu naumeHTa/nuua 1 No3BoNATb JanbHenLWnii
JOCTYMN Ha OCHOBE 3TOW CBA3W; T. €. OHM JOIKHbI NPeAoCTaBMATbL M3bupaTenbHbIA AOCTYN K KapTaM, OCHOBaHHbIN
Ha TOM, YTO 3aperucTpupoBaHHbIi Nonb3oBaTenb, KOTOPLIA YXXe UMeeT pa3pelueHune Ha JOCTYN K KapTe nauueHTa
(kapTam nauMeHTOB), MPEAOCTABNAET NpaBa JOCTyNa K 3TUM KapTam JpYyroMy 3aperucTpupoBaHHOMY MoJib3oBa-
Tenwo,

b) He pormkHEI MO3BONATL NOMb30BaTENAM MPeOCTaBNATh APYTUM MoMb3oBaTeNAM AOCTYN K KapTam, ecnv Npego-
CTaBnsoLLMe NonL30BaTeN He pacnonararT TakuM JOCTYNOM MO OTHOLLUEHUIO K KapTe.

Heobxogmmo obpaTuTe BHUMaHWe Ha To, YTO NMpeAocTaBneHne JocTyna APYruM Nofb3oBaTensM K MegULWHCKOM
KapTe He OTMeHSAeT orpaHu4YeHns porneBoi MoAenu ynpasneHus LOCTynoM ANS APpYrux nonb3oBaTenei.
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b.7.5 OTmMeHa npaB gocryna

CLLUA

CCHIT SC 01.04

KoHTponb gocTtyna

Cuctema pormkHa NoaAepxuBaTb BO3MOXHOCTb YAaneHWsa NpuBuieruin nonb3oBaTens, He yaanaa nonb3oBarens
U3 cucTemsbl. Llenb AaHHOro ycrnoBusi — NpeAocTaBUTb BO3MOXHOCTL YAaneHUss NpUBUIeriii, CoxpaHus npu sTom
UCTOPUIO AENCTBMIA MONb30BaTENs B CUCTEME.

HIPAA: 164.308(a) (4) (ii) (C); 164.308(a) (3) (i) (C);

HITSP/TP20.

KaHapa

TpeboBaHue 6e3onacHocTy 62 KaHafACKoW MeguLUMHCKOW opraHusauum Infoway

CBoeBpeMeHHasi OTMeHa npuBUnernii 4ocTyna

NHdpocTpykTypa EHR 1 Bce cuctemel POS, nogkntodeHHeble k MHdocTpykType EHR, AomkHbI nogaepxmsBaTs BO3-
MOXHOCTb CBOEBPEMEHHOW OTMEHBI NPUBUIErWiA 4oCTyMNa NonL3oBartens, T. €. NpefoTepallaTb BXoj nonb3oBaTena
B CUCTEMY cpasy >Ke Nocne OTMEeHbl ero NpuBKIernii goctyna.

ObocHoBaHne — [daHHoe TpeboBaHWe rapaHTUpyeT, YTO MPUBMNENMK NONL3OBATENA Ha LOCTYN B MHAOCTPYKTYPY
EHR MoryT HesaMeanuTensHO U CUCTEMaTUYECKN NMPUOCTaHaBMMBAaTLCH, ECITU Ha 3TO UMEIOTCS NMPUHKHBI.

B.8 Npuemnemoe ncnonb3oBaHue

B.8.1 YBegomMmneHue nonb3oBartenem

CLUA

CCHIT SC 06.07

TexHu4eckune cnyxoeol

CucteMa nepep npegocTaBreHnemM gocTtyna K niobeim MM aomkHa oTobpaxkaTb KOHUrypupyeMoe yseaomMneHmne
unu GaHHep Npu BXoae B cuctemy (Hanpumep, «JocTyn K cucTeme AOMKEH OCYLLECTBAATLCA TONLKO aBTOPU3OBaH-
HbIMU NONbL30BATENAMUY).

B cny4yae ecnu cuctema He noafepXKuBaeT BOZMOXHOCTE oToBpaxeHus 6aHHepa nepes BXOAOM B CUCTEMY, OHa
JoMmKHa oTobpaxaTb ero cpasy nocrne asTopusauuu.

CC2.1 L.4 baHHepbl goctyna TOE (FTA_TAB), CC3.0 FIA_TIN.1 UHdopmaLuoHHoe Npegynpexaatolee coobiue-
Hue;

NIST SP 800-53 AC-8 YeefjoMneHne 06 NCNonb3oBaHMN CUCTEMBI;

HIPAA 164.308(a)(5)(i); 164.308(a)(5)(ii).

Benuko6putanus

TpeboBaHue 3.1.11 YnpasneHus nHdpopmMauuein BenukobputaHum

MpunoxeHne AOMKHO Ha BUAHOM MecTe oTobpaxaTk cregyollee cooblueHne npu ero 3anycke, YTobbl HANOMHUTL
nons3oBaTensamM 06 ux obasatensCTBax v NPaBoBLIX OrPaHUYEHUSIX Ha UCNONb30BaHNE CUCTEMBI: 3aKOH O Henpaso-
MEPHOM MCMOMb30BaHWN KOMMbBIOTEPHBIX TexHororuii 1990 r. «HecaHKUMOHUPOBaHHbLIN AOCTYN K 3TOW cUCTEME SB-
nsAetcs npectynneHvemy. O6paTuTe BHUMaHKUe, YTo 3Ta (DOPMYNMPOBKa MOXET NEPUOAUYECKU OBHOBNATLCA.

B.9 BesonacHocTb ceaHca

B.9.1 Bpemsa oxuaaHuA nonb3oBaTenbCKOro ceaHca

Bpasunus

NGS1.03.01

3aBeplueHuWe ceaHca npu GesgencTaum

CeaHc nonb3oBaTens MOXET OblTb 3aBEpLUEH M0 UCTEYEHUMN perynupyemoro nepuoga 6e3nencTens nyteM oTMeHb!
napameTpa ynpasneHus ceaHcoMm, UCNonb3ys, Hanpumep, daiin cookie.

ABNTNBR MCO/MGK 27001:2005, A.11.5.5.

CLUA

IFR.03

3aBepLUEeHWe 3MEeKTPOHHOrO ceaHca Mo UCTeMeHUN NpeaBapUTENbHO YCTaHOBIIEHHOTO nepuoaa 6esaeicTaus.

SC 03.03

AyTeHTUdUKaLWA

Cuctema npu oBHapyxeHun 6e3geiicTBUS MHTEPaKTMBHOMO ceaHca [ orPkKHa NpefoTBPaTUTL AanbHeiLWwmnii npocMoTp
M BOCTYN K CUCTEME, UCMONB3YS STOT CeaHc, MyTeM ero 3aBepLUeHWUs Unu BrIoKMpPoBKK, KOTOpPas 0CTaeTCs B cue 4o
Tex Mnop, rnoka ronb3oBaTenb He BOCCTAHOBUT AOCTYN C MOMOLLbIO COOTBETCTBYIOLLUX NPOUEAYP UAeHTUdDUKaLUK 1
ayTeHTUdUKaLMKU. BpeMsa oxugaHna akTUBHOCTYU AOMKHO perynupoBarthbes.

KaHaga. Anb6epTa 7.3.14 (6esonacHocTb);

KaHaga: OHTapuno 5.6.12.a (3awuta pabo4mx cTaHUuin);

NCO/M3K 15408, CC SFR: FTA_SSL, FMT_SAE;

NIST SP 800-53: AC-7 HEYOAYHbIE MOMbITKKW AOCTYMNA; AC-11 BJIOKMPOBKA CEAHCA; AC-12 3ABEPLLE-
HWE CEAHCA,;

HIPAA: 164.312(a) (1); 164.312(a) (2) (iii).
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KaHapa

TpeboBaHue 6esonacHocTU 72 KaHagCckoW MeaULUMHCKOW opraHu3auum Infoway

OrpaHuyeHne aocTyna K aBTOHOMHBIM pabodnuM CTaHLUAM

Bce cucremel POS, nogkrtoveHHble K UHoCTpykType EHR, AOMKHBI 3aWuliaTe aBTOMaTtMyecku ynpaensieMble
paboune cTaHUWUKU OT MOCTOPOHHWX NUL, NOSMb3YIOLMUXCA BOZMOXHOCTBIO UCNONb30BaHWUA paboyeil cTaHuuK, noka
cucteMa hyHKUMOHMpYeT NMBo ¢ NOMOLLbIO aBTOMATUYECKOro BpeMeHn oxuaaHus nocne 6esgeiicteus, nuGo ny-
TeM pasmeleHns paboyeid cTaHUUN Ha HPU3NHECKU 3aLLULLIEHHOM yYacTke.

O6ocHoBaHe — MHorune knnHudeckne cuctembl POS yxe npumeHunu gaHHoe TpeboBaHue, No KpaiiHei Mepe
Ha Ha4yanbHOM YpOBHE (Hanpumep, aBTOMaTUYECKOE UCTEYEeHNe Cpoka OXuAaHua nocne nepuofa GespencTaus).
HekoTopble paboune cTaHLUM pacnonoXeHbl Ha PUINYECKN 3aLUULLEHHBIX y4acTKax (HanpuMmep, 3a CHETYMKOM
[ O3MPOBKKU NeKapcTBEHHbIX NpenapaTtoB B anTekax). Hagnexalee pasmelleHne pabounx cTaHUUin Takke UrpaeT
BaXXHYIO ponb B 06ecneveHn rapaHTun Toro, 4To NauneHTbI/Nuua He CMOryT NpocMaTpuBaTh MHGOpMaLUio, cCoaep-
XaLlyrocs B KapTax Apyrux nayueHTos.

Benuko6putanua

TpebosaHnue 3.8.1 YnpaBneHus nHgpopmauyuein BenukobputaHuu

Cucrema formkHa npefocTaBnATb CPEACTBa KOHTPONA ANA 3aWUTHI aBTOMaTUYECKU ynpaBnseMbix pabodnx cTaH-
LMIA OT NOCTOPOHHUX NULL, BKNIOYAKOLUe aBToMaTUYeCcKyto BNoKUpoBKYy No UCTedeHUn nepuoaa GespeicTemns; ato
MOXeT OCYLLECTBMATLCA NyTEeM NPUMEHEHUA NpPorpammbl NPEAOXPaHEHNA KpaHa unu BNOKUPOBKW MPUNOXEHUS,
TpebyIoLMX NOBTOPHOW ayTeHTUdUKaumn nonb3osatens. Mepea akTuBauueil aBTomaTudeckoid BNOKUPOBKU Nos-
BUTCA NPEeAynpexgeHne 0 ToM, 4TO CPOK OXXUAAHNA UCTEeKaeT (AaHHoe npeaynpexaeHue byaet oTobpaxarbea B Te-
YeHue 3afaHHoro nNepuofa BpeMeHn nepes 6nokUpoBKoi, Nnepuoa oTobpaxeHna nNo ymonyaHuio coctaenset 60 c).
TpebosaHue 3.8.2 YnpasneHusa undopmaumeit BenukobputaHum

CucTema ponxHa NPeAoCTaBNATL NONL3OBATENIO CPEACTBO, NO3BONAOLWEe 3abnokUpoBaTk CUCTEMY B OAHO AeWl-
CTBMe, 9TO AeNCTBUE cKpbiBaeT mtobble uaeHTUDULMPYEMble AaHHbIe NauWeHTa oT npocmoTpa u obecnevuBaet
HeoBX0AUMOCTL NOBTOPHOM ayTeHTUdUKaLKn AN BO30GHOBNEHUA paBoTbl NPUNOXKEHUS.

TpebosaHue 3.8.3 YnpasneHusa undopmaumeit BenukobputaHum

Ecnu nonbsosaTento oTkasaHo B JOCTYNE Ha OCHOBaHWUK TPebOBaHUN, U3NOXEHHLIX B STOW CTaTbe, TOT Xe NoMb-
30BaTenb MOXET BO30OHOBUTL CBOW CE€aHC NyTeM NOBTOPHON ayTeHTudUkauun unu nioboi apyroit nons3oBatenb
MOXeT BLIATU M3 NpeablayLero ceaHca (6e3 ero Bo3oGHOBNEHNA) ANA TOro, 4TO6b! NPOACNXUTL PaboTy ¢ NOMOLLbIO
HOBOrO ceaHca.

TpebosaHue 3.1.5 YnpaerneHus uHgopmaumeis BenmkobputaHum

CucrtemMa gomkHa coBMmellaTb co cnyx6oit Spine Security Broker MexaHU3Mbl curHanusauum o:

- BPeMeHu oXihjaHus ceaHca,

- BPeMeHW OXWAaHUs akTUBHOCTH,

yAaneHum cmMapT-KapThl;

- Npu nonyyeHuu ysegomneHus o6 ogHoM U3 aTux cobbITUil cUCTeMa AOIDKHA rapaHTMpPOBaTh, YTO MoNb3oBaTeNb
npoiAeT NOBTOPHYO ayTeHTUOUKALMIO B COOTBETCTBUM C ONMUCaHWEM, NpUBEeAEHHLIM B TpeboBaHumn 3.1.4, nepeg
TeM Kak nosny4uTb paspelleHue Ha ganbHeilee ucnons3osaHue cucteMmsl CRS NHS;

- CUCTeMa [OfXHa OCyLUeCTBAATL 3TO MyTeM peructpauum cryxbbl Token Listener (cnywarens cobbituit Mapke-
poB) (cM. cneyudpukaLmio BHeLWWHero nHtepdgeiica u 3.1.6);

- crnepyeT obpaTUTb BHUMaHUE Ha TO, YTO 3HAYEHUsI ceaHca U BPEMEHU OXMIaHUS aKTUBHOCTU yCTaHaBMMBaloTCA
YNOMHOMOYEHHBIM OpraHoM U NePUOAUYECKN MOTYT U3MEHATLCS.

Tpebosanue 3.1.6 YnpaBrneHus nHgpopmauuei (ans BenukobputaHum)

SSO Token Listener (cnywarens cobbiTuit SSO-mapkepoB). [Ans onpegeneHns okoHYaHUsi ceaHca Nomnb3oBaTens B
COOTBETCTBMU € onucaHueM B 3.1.5 cuctema AomkHa «cnyluatb» cobbiTua SSO-mapkepa.

n punMedyaHue — CeaHc nonb3osartens Spine He 3aBUCHUT OT CeaHcCa nosib3oBarend aKernVITOBaHHOﬁ CJ'Iy)K6bI.

UHTepdeiic SSOTokenListener nocpeaHuka 6esonacHoctu Spine (The Spine Security Broker, SSB) npegocTtaens-
€T MexaHW3M AN NpUNOoXeHNH, KoTopble TpebyIoT yBeJOMNEHNUS Mo CTEYEHUN cpoka AeicTBust SSO — mapkepa.
Cpok feiicTBMA Mapkepa UCTEKaeT Mo AOCTMXKEHUM MaKCMManbHOro BPeMeHW ceaHca, MakcuManbHoro nepuopa
6e3pecTBAA UNW NPU 3aBEpLUSHUN CeaHca aMUHNCTPaTOPOM.

Cuctema gonxHa npumMeHaTb MeTog addSSOTokenListener, ucnonsya udtepdeitic SSOToken; AaHHbIA MeTog pe-
anusyet untepdeitic SSOTokenListener. Mocne ucteveHus cpoka aeicteua SSO-Mapkepa byaeT UCNonNb3oBaTLCs
obbekT obpaTtHoro BhidoBa. C nomowsto SSOTokenEvent (npegocraBneHHoro nocpefctBomM obpaTHoro Bbi3oBa)
CUCTEMa CMOXET ONpeAenuThL BpEMSA U NPUUKUHY UCTEUEHUA cpoka AelcTBua SSO-Mapkepa.

Mpu pa3spylieHun ceaHcoBoro Mapkepa SSB ocyLLecTBNSET 3aperucTpupoBaHHbIi obpaTHbli Bbi3oB. O6GpaTHbIM
BbI30BOM ABnaeTcs 3anpoc HTTP POST, kotophlit nepegaet gaHHble XML cneyvannanpoBaHHON cepBepHOii Java-
nporpamme B cucteme; cuctema nonydaetr HTTP Post u ucnonbsyet uHdpopmayuio, cogepxawyrocs B HeMm, Ansi
OCyLeCTBNEHUA COOTBETCTBYIOLLNX ASACTBUIIA.

Bonee nogpobHasn nHdopmayusa npegoctaerneHa B Cneumdukaymmn BHELLHero uHTepdeiica.
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TpebosaHue 3.1.7 YnpaBneHusa uHgopmMaumeit BenukobputaHum

CucTeMa fomxHa nopaepxuBarb akTUBHOCTb MOSb30BaTENIbCKOroO ceaHca BO BpeMsi e akTUBHOMO MCMONb30BaHMUs
nonb3oBarteneM. 3T0 AOCTUraeTcs 3a CHET UCMONbL30BaHUSA COOTBETCTBYIOLMX PYHKLMIA pereHepaLmn MapKkepa ¢
nomoLbto APl-uHTepdeiica SSO, BxogsLero B cocTaB crnyx6bl SSB.

MogobHble hyHKUMK pereHepaLyu, koTopble copackiBatoT TaiiMep GesgelicTBUA B Spine, MOryT 3amnycKaTbCs Kax-
AbliA pas, Korga nonb3oBaTenb NPUMeHSeT YHKLUMIO, KOTopas B3auMOAENCTBYET ¢ Spine (Hanpumep, U3BredYeHne
13 PDS) unu npu ucnons3osaHnu nokansHoro TaiiMepa 6e3feicTBUS, KOTOPLINA Bhi3bIBAaET BOCCTaHOBIIEHWE Nepes
TeM, KaKk akTUBMPYETCS BPEMS OXMAaHUSA akTUBHOCTH Spine.

B.9.2 Bpemsa oxugaHusa noakntoueHnsa

KaHapa

TpeboBaHue BesonacHocTh 70 KaHaACKo MegMLMHCKOW opraHu3auun Infoway

OrpaHuyeHne BpeMeHW yCTaHOBMEHUS COeMHEHNS C NPUMOXKEHUAMIU MHOCTPYKTYpbl EHR

B cooTBeTcTBYOLLMX Crydasx MHocTpykTypa EHR AomxHa orpaHuyvBaTh AnUTeNsHOCTE NOAKIOYEHUS K NPUKNaaHLIM
cnyx6am nHdocTpykTypbl EHR anst obecnederns fgononHuTensHoi 6e3onacHoCTM 4oCTyna K TaKUM MPUIOXKEHNSM.
O6ocHoBaHue — MHorga faHHoe TpeboBaHue NPUMEHSAETCA ANS NPUIIOKEHUIA C BEICOKUM ypOBHEM 6e30nacHOCTM
Ans obecnevyeHNs NOBTOPHOTO MOAKIIOMEHUA (U, CreAoBaTeNlbHO, NOBTOPHOI ayTeHTUMMKaLMK) B cry4asX, Korga
coefjMHEeHNe 0CTaBanock OTPbLITLIM B TeYeHWe ANUTENBHOro nepuoga BpemMeHu. JnuTensHOCTE nepuoga nogaepx-
KN COEAUHEHNA MEHAETCA B 3aBUCUMOCTU OT XapakTepa NpUNOXKEHUA U TUMNOB coefMHEHWA (Hanpumep, oT cepBepa
K cepBepy Wnu OT KIMEeHTa K cepBepy). Y4nTbiBas CTPyKTypy oBMeHa coobLleHUAMN, onpeferieHHyo B MakeTe
EHRS, coegnHeHus ¢ uHdocTpykTypoit EHR, kak npaBuno, ansitcs He 6onee HeCKOMbKUX MUHYT.

B.9.3 besonacHocTb ceaHca

Bpasunusa

NGS1.03.02

3alyuTa nonb3oBaTenbCKOro ceaHca oT Kpaxu

CeaHc cBA3M fomkeH ObITb obecrnedyeH cpegcTBaMu KOHTpons 3a 6e3onacHOCTbio ANA NpeAoTBpaLyeHUs Kpaxu
Norb30BaTENbCKOro ceaHca.

MpumevyaHune — CeaHc MOXeET OblTb «yKpafeH» faXe BO BpeMs 3alluLIeHHbIX ceaHcoB (Hanpumep, SSL/
TLS). HanpumMep, ecrnu ceaHc oTcnexusaeTcs nocpescTsoM daina cookie B URL (yHUpULUMpoBaHHLIN NnokaTop pecypca),
B HeKoTopbIX cuTyauuax URL-ceaHc nonb3oBaTens MOXeT BbiTb NONyYEH U UCNONL30BaH APYrMM Nonb3oBaTeneM nytem
MPUCBOEHUA TMYHOCTU NPeAblAYLLero nonb3oBaTens.

ABNTNBR MCO/M3K 27001:2005, A.10.8.

B.10 NopnepxaHne AOCTYNHOCTU AaHHbIX

B.10.1 PesepBHOE KONUPOBaHME U BOCCTAHOBIEHUe

Bpasunus

NGS1.05.01

PesepBHoe KonMpoBaHMe/BOCCTAHOBIEHNE

Cucrema EHR fomkHa npeaycMarpusarh cosfjaHne pe3epBHbLIX KOMUIA, KOTOpble OTBEYALoT crefyouM TpeboBaHUaM:
- Heobxo04MMO aKcnopTUpoBaTh aTpubyThl 6e3onacHOCTU BMECTE C JaHHbIMMY,

- cnegyeT y6eauTbCs B TOM, YTO NPU BOCCTAHOBIIEHNN U3 pe3ePBHOI Konuu Bce aTpubyThl 3aluThl U UX accouyua-
LK BbINK aBTOMaTUYECKU BOCCTaHOBMEHLI 6e3 BMellaTenscTBa aAMMHUCTPATopa;

- cnegyeT y6eauTLCA B TOM, YTO NMPOU3BOAUTE SKCMOPT M BOCCTAHOBNEHWUE pe3ePBHON KOMUN MOXET TOMbLKO NONb3o-
BaTeNb C POnbio ornepartopa pesepsa, rapaHTUpOBaB, YTO Nofb3oBaTenb He UMEET NPAMOro JocTyna K MHopMaumu.
ABNT NBR NCO/M3K 27001:2005, A.10.5.

NGS1.05.02

MpoBepKa LienocTHOCTU NPW BOCCTaHOBIEHUN JaHHbIX

Heobxogumo obecneunTb CPeACTBO KOHTPOMS, KOTOPOe rapaHTMpyeT NpoBepKy LENOCTHOCTW MHdopMauuu npu
cOo3[jaHnN 1 BOCCTaHOBMNEHUN pe3epBHOI KONuM.

ABNT NBR NCO/MGK 27001:2005, A.10.5.

CLUA

CCHIT SC 05.02

TexHu4eckune crnyxo6ol

Cuctema fomkHa 6bITb KOHPUIypUpyeMoin AN nNpefoTBpalleHUsi MopYu Unu NOTepu yxe BBEAeHHLIX B CUCTEMY
JaHHbIX B crnyvae c6osi cuctemsl (Hanpumep, uHTerpauus c UPS u T g.).

NCO/M3K 15408, CC SFR: FPT_RCYV,

HIPAA 164.312(c) (1).

CCHIT SC 08.01

PesepBHoe KonmpoBaHue/BOCCTaHOBIIEHNE

Cucrtema gomxHa MMeTb CNOCOBHOCTL CO3fiaHNs pe3epBHbIX KOMUI NPUKNagHbIX AaHHbLIX, HaGOpoB yaocTOBEpeHUi
3aWuThl, a Takke ainoBs XKypHana/pesynsraToB ayauTa.
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KaHada. Anbbepma 7.3.16 (6esonacHocmb),

MCO/MOK 15408, CC SFR: FDP_ROL, FPT_RCV;

HIPAA: 164.310(d)(1).

CCHIT SC 08.02

Pe3sepBHoe KonupoBaHWe/BOCCTAHOBMEHWE

PyHKLMOHarNbHble BO3MOXHOCTW BOCCTAHOBMEHUS CUCTEMBI JOMXHBI MPUBOAUTL K BO3BPaTY B MOMHOCTLIO paboyee
n GesonacHoe cocTosHue. [laHHoe COCTOsIHWE AOMKHO BKMKoYaTh B cebs BOCCTAHOBMNEHUE JaHHbBIX MPUIOXEHUS,
Habopa yaoCTOBEPeHWA 3alnTel 1 haiinos XypHana/pe3ynsTaToB ayAnTa B UX NPeXHee CoCTosHUE.

KaHada. Anbbepma 7.3.18.9 (6esonacHocms);

NCO/MOK 15408, CC SFR: FAU_GEN;

NIST SP 800-53: AU-2 COBbITUA, NOLABEPIAEMbIE AYLIUTY,

HIPAA: 164.310(d) (1).

CCHIT SC 08.03

PesepBHOE KonMpoBaHWe/BoCCTaHOBMEHUE

Mpu HeoBXOANMOCTM KPYrNOCYTOYHO exeHEBHOW paboThkl CUCTEMbI OHa AOSXHA 3aMnycKaTk pe3epBHOE KONUpoBa-
HUe OAHOBPEMEHHO C paboTol NPUNOXEHUS.

KaHala. Anbbepma 7.4.2.5 (mexHuveckul + D1/);

NCO/MOK 15408, CC SFR: FDP_ROL;

HIPAA: 164.310(d) (1).

KaHapa

TpeboBaHue 6esonacHocTn 30 KaHafCKoW MeLULMHCKOW opraHu3auuu Infoway

BesonacHoe pe3sepBHOE KOMWpoBaHUe AaHHbIX

Bce opraHusauum, pasMellatoline KOMNOHEHTLl UHOCTPYKTYpbl EHR, AOMXHbI:

a) ocyllecTBnATb pedepBHoe konuposaHue MM n faHHBIX, KPUTUYECKN BaxHbIX ANs 6e3onacHocTW (3awuTsl),
Takum cnocoboM, KoTopblil 0becneunmBaeT KOHOUAEHLNANBHOCTb, LIENOCTHOCTE U AOCTYMHOCTL AaHHbIX;

b) xpaHuTb pesepBHbIE KONUU AaHHBIX B hM3NYeCKN 3aLluLLeHHO cpefe BHe pabodero mecTa.

ObocHoBaHne — CyLLECTBYIOT pasnuyHble TeXHonornm obecneyeHns KOHULEHLMANbLHOCTA faHHbIX B Npolecce
XpaHeHus. TakKUMKU TEXHONMOrUAMU MOTYT BbITb KOAMPOBaHWE UMM UCMOMb3oBaHUE AeUAeHTUULMPOBAHHbLIX faH-
HbIX.

fOpucanKLMN JOMKHBI yCTaHaBnmBaTe HEOOX0AUMBIV YPOBEHb 3aLLMThl, OCHOBBIBAsCb Ha acnekTax pucka, a Takke
TEXHUYECKUX N DYHKLMOHENBHBIX acrneKTax.

Pocculiickaa depepauus

PekomeHaauust MuHucTepcTBa 3apaBooxpaHeHus PO 2009-12-23, 1p. 6.2 (HeobasaTenbHoe)

CucTeMa JorxHa OCyLLeCTBNATb pe3epBHOE KONMMPOBaHUE NMMYHLIX AaHHLIX Ha NepPeHOCHbIe XpaHunuiya.
PekomeHaaums MuHuctepcTBa 3apaBooxpaHeHus PO 2009-12-23, 1p. 6.2 (HeobasaTenbHoe)

[onxHbl cywecTBoBaTb Kak MUHUMYM AiB€ KONUKU NporpammHoro obecnedvenuns (MO) nogcucTeMbl 3aLnThl.
JonxHe! cyLecTBOBaTbL UHCTPYMEHTLI ANA BOCCTAHOBNEHUS Kak MUHUMYM ABYX konui MO nofcucTeMbl 3aLLUThI.
LlenoctHocTb MO nogcucTemsl 3awWwuThl AOMKHA NPOBEPSATLCA MpPU KaXAoM NOBTOPHOM 3anycke onepalyuoHHON
CUCTEMBI.

B.11 3awmTa AaHHbIX B Npouecce nepeaaum

B.11.1 KoaupoBaHune aaHHbIX B npouecce nepenayuu

Bbpasunus

NGS1.06.01

BesonacHOCTb CBA3U MeXAY KNUEHTOM U CEpBEPOM.

CeaHc cBA3W MeXay KOMMOHEHTOM KIUeHTa (CTOpoHa Nornb3oBaTernsi) U KOMNOHEHTOM cepBepa AOIMKEH BOBNeKaThb
cneaytowune cnyxo6el 3aWwuThl: ayTeHTUdUKaLUM cepBepa, LIENOCTHOCTU AaHHbIX U KOHDUAESHUUANIbHOCTU AaHHbIX.

MpumMmevaHne — [Npumepamu SBNAIOTCA Takne NpoTokonbl, kKak HTTPS (HTTP + SSL/TLS) u IPSEC.

ABNT NBR UCO/M3K 27001:2005, A.10.9.2 nA10.6.

NGS1.06.03

OrpaHu4eHune Ha nepefaBaeMble JaHHble

Mpwu yaaneHHom goctyne kK EHR KOMNOHEHTY KNUeHTa (CTopoHa nonb3oBaTtens) A0/MKHLI NepefaBaTbea TONbKO Te
JaHHble, KoTopble NpeAcTaBneHbl NoNb3oBaTento. 3To o3HavaeT, uTo Nobas BoaMoxHas o6paboTka AaHHbIX, CBS-
3aHHasA ¢ BLIGOPOM AaHHbLIX, JOKHA OCYLLEeCTBNATLCA CTOPOHOM cepBepa.

ABNT NBR UCO/M3K 27001:2005, A.10.9.2.

NGS1.06.04

Be3onacHocTb €BA3N MeXAY KOMMNOHEHTaMN

Ecnu EHR cocTouT 13 Heckonbkux pacnpefeneHHblX KOMMOHEHTOB (T. €., PacnoNoXeHHbIX Ha pasHbIX KOMMbloTe-
pax), To CBS3b MeXAY STUMU KOMMOHEHTaMU (HanpuMep, 6asa AaHHbIX) AomkHa 6biTb o6ecneyena cnefyoUMIA
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KOMMOHEHTaMun 6e30MacHOCTU: ayTeHTUdUKaLmein napTHepa (KITMEHT UnK cepBep), LENOCTHOCTbLIO AaHHbLIX U KOH-
dunaeHUNanbHOCTBIO AaHHbIX.

ABNT NBR NCO/M3K 27001:2005, A.10.9.2.

CLUA

CCHIT SC 06.01

TexHu4eckune crnyxoebi

Cuctema fomxHa nogaepxveaTb 3alUTy KOHPUAEHLNANBHOCTU BCER 3aKpbITOR MeAULMHCKON UHdopMaLum
(8MW), nepenaBsaeMoii No ceTu NHTepHeT unu ApyruM OTKPbLITEIM CETAM, C UCMONb3oBaHWeM LN POBaHUS
nocpecTBoM TpolHOro craHgapTta wwudpposaHua DES (3DES) unu npoaBuMHYTOro cTtaHjapTta LWWGpoBaHUA
(AES), a TakKe Takux OTKpbITbIX NpoTokonos, kak TLS, SSL, IPSec, wudpposanne XML nnn S/IMIME wnu mx
npeeMHUKOB.

Kanada. Anbbepma 7.4.6.2 u 8.4.6.2 (mexHuyeckull);

NCO/M3K 15408, CC SFR: FCS_COP; FIPS 140-2;

NIST SP 800-53: SC-13 KPUTTOMPAOUYECKUE OMNEPALINY;

HIPAA: 164.312(e) (1), 164.312(a) (2) (iv),

HITSP T17;

FIPS PUB 140-2.

CCHIT SC 06.03

TexHudeckue crnyxObl

CucTeMmsl, KoTopble nNpegocTaBnsAtoT goctyn k MM vepes uHTepdeiic Beb-6paysepa (T. e. HTML yepes HTTP),
JOMKHbI BKMto4aTe B cebs BO3MOXHOCTb LUMGPOBaHNA AaHHbIX, NepejaBaeMblx Mo ceTu Yepes SSL (HTML no
HTTPS).

MpuMmevyanne — WHTepdelickl BeG-Opaysepa 4acTo UCMONb3YKOTCA 3a Mpefenamy 3alUleHHOW CeTu
npeanpuaATUS

NCO/M3K 15408, CC SFR: AGD_ADM; HITSP/TP17,;

HIPAA: 164.312(e)(1), 164.312(a)(2)(iv).

CCHIT IFR.0O7

Heobxopumo ybefnTeCcs B TOM, YTO 3MEKTPOHHas MefuLMHcKas UHgopMayus He Gbina usMeHeHa B npouecce ne-
pefadu, 1 BbIABUTb UBMEHEHUS U YAaneHue aNeKTPoHHOW MeguLMHCKOW HopMaLMKN U XypHaNoB ayauTa B COOT-
BETCTBUM CO CTaHAAPTOM, YKasdaHHbIM B Tabnuue 2B, cTpoka 4.

Tabnuua 2B, cTpoka 4. MNpoBepKa Toro, YTo 3M1eKTPOHHas MeAMLMHCKas MHgopMaums He Bbina n3aMeHeHa B npoLec-
ce nepefaqun: Ans NPoBEPKK TOro, YTO SMEKTPOHHasA MefULMHCKas MHdopMaLmsa He Bbina usmeHeHa B npouecce
nepegaun, JOMmKeH ucnonb3oBaTbcs 6e3onacHblii anroputMm xelwmposaHus. B kauecTBe Ge3onacHoro anroputma
XelLUMpoBaHusA HeobxoanmMo ncrnone3osaTb SHA-1 unu anroputm Bonee BLICOKOrO ypoBHS [Hanpumep, nybnukauus
(PUB) ®epepansHoro crtaHgapta no obpaboTtke uHdopmauyum (FIPS) CtaHgapt no 6e3onacHOMy X3LUMpOBaHUIO
(SHS) FIPS PUB 180-3].

CCHIT SC 06.04

TexHuyeckune cnyxoebi

Cuctema forpKHa nogAepXvBaTh 3alUTy LENOCTHOCTU BCEN 3aKpbITO MeguumMHCKoW uHdopmMauum (3MW), nepe-
AaBaeMol no ceT UHTEpHET unun ApyruM OTKPbITHIM CeTAM, vepes xewmpoBaHue SHA-1 unu SHA-256 unu nx
npeemMHUKOB, a TalKke Yepes Takue OTKpbITble NpoTokonkl, kak TLS, SSL, IPSec, uudposas nognuce XML unu S/
MIME nnu nx npeeMHUKu.

MCO/M3K 15408, CC SFR: FPT_RCYV, FIPS 140-2; SP800-53: SC-13 KPUMTOIMPA®UYECKUE OINEPALINK;
HIPAA: 164.312(e) (1), HITSP T17.

Kanapa

TpebosaHune 6esonacHocTU 31 KaHafCKo MegULMHCKOW opraHusauum Infoway

Koauposanue NMA B npouecce nepefayu

B xoae nepeaaun MM EHRI u cuctemsl POS, nogknioyeHHble K MHPoCTpyKkTYype EHR, A0MKHBI NPUMEHATL anro-
PUTMbI U NPOTOKONbI WM POBAHUA MHPOPMAaLUK, COOTBETCTBYIOLLME NPOMBILNEHHBIM cTaHAapTaM. 3To genaerca
ANA noaAepXKU KOHDUASHUMANLHOCTU U LIENOCTHOCTU JaHHbIX B TeX Cny4vasX, Korga nepefada faHHbIX Nponucxo-
AT 3a npeaenamu rpaHuy huanyeckoit 3awmTel, obecneunBatoLleit 6esonacHocTb cpeacTs 06paboTku uHdopma-
Uuun, NoaaepxuBaroLWnx cepeepsbl, NPUNoXeHua unu gaHHdsie EHR.

O6ocHoBaHne — MNepexBaT KOHMUAEHUMANbLHON MHOPMaLMK NPEACTABNAET CePbEe3HbIi PUCK, @ €€ U3MEHEHMe B
npouecce nepeaaqu NpUBOAUT K cepbesHbiM nocneacteusaM. ObecnedeHne KoHPUASHLUaNbHOCTU U LIENOCTHOCTH
MM, nepepaBaemblix UHDOCTpYKTYpoii EHR sBnsieTca MUHUMarbHEIM TpeboBaHuem.

Meaunko-uHdopMaLMOHHOE 3aKOHOAATENLCTBO HE COAEPXKUT KOHKPETHBLIX UHCTPYKUWA OTHOCUTENBHO 3alLUThl UH-
¢dopmaumm B npouecce nepefayu, ofHaKo CyLUECTBYIOT HeKkoTopble obwue TpebosaHus. Hanpumep, cornmacHo
MeZiMKO-UH(OPMaLMOHHOMY 3aKOHOAATENbLCTBY NpPoBUHLMKM OHTapMo XpaHuTenaM uHdopmaumu Tpebyetca «ne-
pegaBatb» MM/ 6esonacHbiM criocoboM. CormacHo MeAUKO-UHOPMALNOHHOMY 3aKOHOAATENbCTBY NPOBUHLUK
MaHuTo6a JoBEpEHHOMY NULY, UCMONb3YIOLEMY 3NIEKTPOHHbIE CPeAcTBa AN OCYLWECTBNEHNA 3anpoca Ha pas-
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rnalleHune faHHelX U Nony4eHns oTBeTa Ha Takue 3anpockl, TpebyeTes oCyLLEeCTBNATL Mephbl NO NpeaoTBpaLLeHuto
nepexeata MHOPMaLM NOCTOPOHHUMM NML@MM.

TpebosaHue 6esonacHocTy 32 KaHafCKOW MeULMHCKOW opraHusauuu Infoway

3alynTa UenocTHOCTU UCTOMHUKA W agpecaTa Bo BpeMs nepegayn NMO

NHdocTpykTypa EHR AomkHa 3aluiiaTb UCTOMHUK U agpecaT cooBLEeHUA OT HeneransHOro NPOHWKHOBEHUS BO
Bpems nepeaayv MM 4na noaaepxku X KOHOULEHUUaNsHOCTU U LEeNOCTHOCTY.

O6ocHosaHne — [laHHoe TpeboBaHune ABMAETCA MUHUMANBHBIM AN 3alWUTLl OT Yrpo3bl HemeransHoro NPOHUKHO-
BeHUs. OTo TpeboBaHWe ynydllaeT HaAeXHbIA ABYXTOMEYHbIA MHOPMaLMOHHBIV MOTOK U NpegycMaTpuBaeT pea-
nM3auuio Takux TEXHOMOMWIA, Kak LndpoBbie Nognucy, BelherneHHble IMHUW UKW BUPTYarbHble YacTHele ceTU AnS
3alMThl UICTOMHUKA W agpecara.

Benuko6putaHusa

TpebosaHnue 3.10.3 YnpaBneHus nHdopmaLueit BenukobputaHum

[na 3awmTbl KOHPUAESHLMANEHOCTM 1 LIeNoCTHOCTU MHdopMaLMi B NpoLecce nepeaadn cuctema AomkHa npume-
HATb KpUnTorpadpuyeckne MeToAbl, KOTOpLIE COOTBETCTBYIOT KpunTorpadudeckum ctaHgaptam NHS (nepuogude-
CKM BbIMNycKaeMble YNOTHOMOYEHHBIM OpraHoM U NpefocTaBnsAeMele No 3anpocy, HanpasneHHOMY Ha aMeKTPOHHYo
nouTy esp.ig@nhs.net). Micnonb3oBaHue He3alMdpoBaHHLIX MPOTOKONOB B KayecTBe YAANEHHOro WHCTPYyMeHTa
noAAepXKkn ByAeT orpaHnYNBaTLCA TEXHUYECKOW MOAAEPKKON UNU nofaepKoi nporpammHoro obecnedeHus cu-
CTeMbl U He ByfeT Ncnonb3oBaThes ANA NoMy4eHns JOCTyNa K NepCoHanbHbIM UM KOHPUAEHUManNEHBIM Nepco-
HanbHbLIM JaHHbIM.

TpebosaHnue 3.11.18 YnpaBneHus uncopmaumeir BenmkobputaHum

B criyvasix Korga ycnyra, npegnoxeHHas nocTaBLUMKoM, TpebyeT nepegayv naeHTUdULMpyeMbIX AaHHBIX NaUueH-
TOB € MOMOLLbIO 3MEKTPOHHBIX CPEACTB, TO LUMPOBAHUE STUX AaHHBLIX AOMKHO COOTBETCTBOBATL YPOBHIO, KOTOPLIIA
TpebyeTcs yTBepXAeHHBIMWA KpunTorpaduyeckummn cTaHgaptaMu. 3TU 3allndpoBaHHble JaHHble MOryT nepeaa-
BaTbcA Yepes cnyxOy 3alluLLeHHON SNeKTPOHHOW NoYThl, Hanpumep nodta NHS, unu Yepes yTBepXAEHHYIO CeTb,
Hanpumep N3.

TpebosaHnue 3.10.2 YnpasneHus nHdopmaLuein BenukobputaHuu

Cuctema pgomkHa obecneunBaTh KOHMWAEHLMANBHOCTE U LIENOCTHOCTL NEPCOHANBHBIX AaHHbIX U KoHUaeHUWanb-
HbIX MEePCOHarbHBIX AaHHbIX NaLMeHTa B NpoLecce nepeaaqm Yepes HeHaexHble CeTH, BKITOYasn (B YUCNE NpoYero)
nepefady Mexay:

- LeHTpamu o6paboTkn JaHHbIX;

- LeHTpamu 06paboTkn AaHHbLIX 1 MECTOM pa3BepTbiBaHusA ceTeit LAN;

- KknueHTamm N3 ¥ ycTpoilcTBaMu yganeHHoro goctyna u

- UeHTpamu 06paboTku faHHbIX U YCTPOACTBaMU yAaneHHOro JocTyna.

Poccuiickas ®epepauus

PekomeHaauuns MuHucTepcTBa 34 paBooxpaHeHnsa PO 2009-12-23, Tp. 6.1

Cucrema gomnxHa obecrnevmBatb 3alUUTy BCEX NMUYHLIX JaHHbIX, NMOMYYEHHBIX Yepe3 ceTb VIHTEpHET unu apyrue
U3BECTHbIE OTKPLITBIE CETU, UCMONB3YA KpunTorpaduyeckme Metoabl. JTtoboii TpaHCrpaHUYHLI 0OMeH NepcoHanb-
HbIMU J@aHHbIMU BOMKeH ObiTh 3aLUMLLEeH C NOMOLLBIO KpUNTOrpaduyeckux METOA0B.

B.11.2 NoarsepxaeHue nonyyeHuss AaHHbIX

Bpasunus

NGS1.07.08

MogTBepxaeHWe nony4eHns

O6MeH aaHHbIMM Mexgy EHR pomxeH GbiTe obecnedeH cpeacTBamMu KOHTPOMNS ANsS NOATBEPXAEHUS AOCTaBKU/
nonyYeHns AaHHbIX.

MpumevyaHune — CoOOTBETCTBYIOLWUIA NpUMep Haxogutea B TISS.
ABNT NBR MCO/M3K 27001:2005, A 10.6.
Kanapga

TpeboBaHue 6esonacHocTy 33 KaHafCKOW MefuUMHCKO opraHusaumm Infoway

MoaTBepxaeHWe nonyyeHna nepeganHsix MM

B cooTBeTCTBYHOLWMX CyYasx MHGOCTpykTypa EHR gomxHa nonyyaTts NoaTBEpXAEHUE Npuema AaHHbIX B NpoLec-
ce nepepayun MM ansa obecneyeHnss rapaHTUM TOro, YTO NepeaaHHble AaHHble Obin NonyYeHbl.

O6ocHoBaHne — lloaTBepXAEHUe npuemMa coobLleHNa nyTemM KBUTUPOBaHWE YCTaHOBMEHUS CBA3W UMW APYruM
MeTOA0M ABMAETCA MUHUManbHBIM TpeboBaHneM Ans oGecneveHns NOSIHOMO Nosly4YeHns MHcpopmaLum agpecaTom.

B.12 3awmTa AaHHbIX B npoLecce XpaHeHus

B.12.1 3awmTa AaHHbIX B XpaHUNULLAX AaHHbIX

Bpasunua

NGS1.04.01

MpepoTBpalleHne HecaHKLMOHUPOBAHHOro A0CTYNa, OCYLECTBASEMOro NOCTOPOHHUMI LMK
3anpeTute HeayTeHTUDULMPOBAHHBIM NOCTOPOHHWUM cTopoHaM gocTyn k EHR-S n DBMS.
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HL7 ERH-S FM IN1.2 ABNT NBR ICO/M3K 27001:2005, A.11.6.1.

NGS1.04.02

MexaHun3M yrpasneHus goctynom kK EHR

Heobxogumo ybeguTbesa B ToM, YTo AocTyn k EHR Bo3aMoXeH TONbKO Yepes MexaHu3M ynpaBneHusi JOCTYMoM.
HL7 ERH-S FM IN1.2.

NGS1.07.05

WcnonbsosaHne SGBD

Cuctema ynpasneHus 6asamu garHbix (SGBD) gorxHa xpaHuTb U obecnednBaTtb 3awmuty EHR

NGS1.07.06

MpepoTBpalyeHne npamoro gocTtyna kK SGDB

Monb3oBartenu EHR He gomkHbl UMeTb NpAMoi gocTyn K SGBD. JocTyn nonb3oBatensa kK EHR gomkeH no3BonsaTe-
CA TOMbKO NPU UCMONBL3OBaHUWU KOMMOHEHTa ynpaBneHus agoctynom kK EHR u ayTeHTudukauuu, npsMoi Joctyn K
SGBD ponxeH ObiTb 3anpeLleH 3a UCKIIO4YeHUeM CrlyYaeB, Korga BbINOSHSAETCA pe3epBHOe KONUpoBaHWe.
NGS1.07.07

3awundpoBaHHble MeHTUdKKaUMOHHbIE AaHHble NauMeHTa

JlioBble faHHble, MASHTUOULMPYIOLLME NaLMeHTa, AOMKHbI ObITb 3alMcbpoBaHsl ANS NPeAoTBpaLLeHUsi BOCCTaHOB-
neHus ux EHR nyTeM HecaHkunoHMpoBaHHOro gocTtyna k 6ase agaHHbIX EHR vunu pesepsHoli konum (co3gaHHon Ans
3aLUTLI faHHbIX).

ABNT NBR NCO/M3K 27001:2005A 10.7.3.

CLIA

CCHIT IFR.05

Heobxofnmo BbINONHWUTE LUK POBaHWE U AelundpoBaHne 3NEKTPOHHBIX MEANLIMHCKUX AaHHbLIX B COOTBETCTBUMN C
napameTpamMu, ornpeaeneHHLIMU nonb3oBaTenem (HanpuMep, Npu pe3epBHOM KOMUPOBAHMK, HA8 CbEMHbIX HOCUTE-
nAX UHopMaLuK, Npu Bxofe/BLIXOAE U3 CUCTEMBI), COrMAacHO CTaHAapTaM, YKkasaHHbIMU B Tabnuue 2B, cTpoka 1.
Tabnuuya 2B, cmpoka 1. Obuwee wucgpposaHue u SewiughpoeaHue 31eKmMpPOHHbIX MeOUUUHCKUX OaHHbIX: [1ormKeH uc-
Mofb30BaTLCH CUMMETPUYHbLIA KpunTorpaduyeckuis anroputm Ans cpukcmpoBaHHoro 6noka Ha 128 6UT, cnocobHbI
ucnonbe3oBath kntod WwWndgpoBaHusa 128, 192 unu 256 6ut [Hanpumep, FIPS 197 Advanced Encryption Standard,
(AES), Nov 2001].

KaHapa

TpeboBaHue BesonacHocTW 36 KaHaACKoW MeMLMHCKOW opraHu3aumu Infoway

3awuTa XxpaHunuL AaHHbIX

Bce opraHuaauuuy, pasmeLlarolime KOMNOHeHTbl MHOCTPYKTYpbl EHR, AomkHbI 06ecnevnTb 3aluTy 3NEKTPOHHBLIX
HocuTenel, cogepxawmx NMMO nwnu gaHHble cucteMbl ¢ ocobbiMu TpeboBaHUaMK Mo UHpopMaLMoHHOK Gesonac-
HOCTU, BKNOYaA perncTpaunoHHble AaHHble Nonb3osarenei, ¢ MOMOLLBIO OAHOMO WU HECKONBKUX CPEACTB:

a) cusmyeckoit salwuTel HocuTenel B COOTBETCTBUM ¢ TpeboBaHueM GezonacHocTu 18;

b) HapgexHoi genaeHTUdMKaLMN NEPCOHaNbHBIX MEANULMHCKUX AaHHbIX, XPaHALLMUXCS Ha HWUX, UK

C) WWpOoBaHNS faHHbIX, XPAHALLUXCS Ha HWX.

O6ocHoBaHne — 3awTa MM UMeeT BaxkHOe 3Ha4YeHUe, eCrn UCMONb3OBaHNE U pa3rnalueHne faHHoW UHGOP-
MaLW JOMKHO KOHTponMpoBaTees. B aTom cMbicne AaHHoe TpeboBaHWe BbiTekaeT U3 TpeboBaHua GesonacHocTH
4.5. LLUndpoBaHne XpaHunuLy AaHHbIX No-NpexHeMy BCTpeYaeTcs peAko B 3apaBoOXpaHeHun, n MeauLuHcKue op-
raHn3aLumn He cneLuaT UCMonb30BaTh COBPEMEHHbIe TEXHONOMMN ANS WndpoBaHusa 6a3 gaHHbIX. MNonbITkK genaeH-
TUULMPOBaTb AaHHbIe, XpaHsaLLMecs B 6asax AaHHbIX, Kak NpaBuio, HeAOCTATOYHbI M YacTO NErko yCTpaHAeMbl.
3alynTa perncTpaLmMoHHbIX aHHbBIX NOMb3oBaTENA UrpaeT BaXHYO porb AN NoaAepXaHWUa UX NONHOTHI (M, COOTBET-
CTBEHHO, LieNOoCTHOCTM MNpoLecca ayTeHTUduKkaumMmn nonb3oBarens). 3awmra X KoHuaeHUWanbHOCTU Taikke UMeeT
CylLieCTBEHHOE 3Ha4eHWe ANs noaaepKaHusa [oBepus MOCTaBLLMKOB MEAULIMHCKUX YCNyT (KOTOpPbIE, K NPUMEpY, He XOTAT
noryyvatb MapKeTUHroBble MaTepuarnsl OT CnaMepoB, NMony4MBLLMX AOCTYN K cnabosalumLleHHbIM KOHTaKTHLIM JaHHbIM).
HecMoTps Ha To 4TO bmamyeckas 3alyuTa XpaHUnuLL AaHHbIX Bceraa OyaeT UMeTb CyLLeCTBeHHOoe 3HadYeHune (ana
3aluThl paboToCnoCoBHOCTM CUCTEMEI), B COOTBETCTBYIOLLMX Cry4Yasix Npu NPOEKTUPOBAHUM HOBLIX CUCTEM Creay-
€T paccMaTpuBaTh AengeHTudukauunio u WudposaHue.

Benuko6putaHus

TpeboraHue 3.11.2 YnpasneHus uHgopmMaumeir BenmkobputaHum

CucTteMa JorKHa rapaHTupoBaTs, Y4To AaHHble CRS NHS, Bkntovas nepcoHarnbHble v KoHpuaeHUuarnsHble nepco-
HanbHble AaHHble NauueHTa, a Talke XypHanbl ayauTa, 3aljuileHsl OT HeCaHKLMOHMPOBAHHOro JOCTyNa U BHece-
HUA U3MEHEHWA B NpoLiecce XpaHeHWs 3TUX AaHHbIX B 6a3ax AaHHbIX u/unu cannax.

B.12.2 3awmTa gaHHbIX Ha NOPTAaTUBHbIX HOCUTENAX

Cwm. Tawke NCO/M3K 27001:2005, A.10.8.3.

CLUA

CCHIT SC 06.06

TexHu4eckue crnyxObl

Mpwn xpaHeHun MMO Ha MoBbLIX NOPTaTUBHLIX/CbEMHBIX YCTPOWCTBAaX (Hanpumep, drell-Hakonutens, CD-ROM,
PDA unv nopTaTUBHEI KOMMBIOTEP) CUCTEMa [O0SKHa NOAAEPKNBaTL UCMNONb30BaHNE OCHOBaAHHOMO Ha CTaHaapTax
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dopmaTa WnpoBaHUS, NPUMEHSIOWEro cTaHAapT TPOWHOro WnudpoaHusa AaHHbX (3DES), NpoABUHYTLIA CTaH-
dapT wudppoaHus (AES) 1 NnpeeMHUKOB 3TUX CTaHapToB.

FIPS 140-2, NCO/MG3K 15408, CC SFR: FCS_COP, OMB M-06-16, SP800-53: AC-19, HITSP T33;

HIPAA: 164.312(e) (2) (ii);

FIPS PUB 140-2.

KaHapa

TpebosaHue 6esonacHocTu 34 kKaHafCKOW MeLULMHCKOW opraHu3auuu Infoway

3awuTa MM Ha nopTaTUBHLIX HOCUTENAX

Bce opraHusauuu, pasmellarolime KOMNOHEHTE MHGOCTPYKTYpbl EHR, U opraHvW3auuu, NOAKNIOYEHHBIE K UHO-
cTpykType EHR, gomxHel rapaHTuposath, 4To MMM 1 Apyrue faHHble cUCTeMbI C 0COObIMU TPeBOBaHNSAMM MO UH-
dopmMaLMoHHon 6e30MacHOCTU, XpaHALMeCs Ha MOPTaTUBHBIX HOCUTENSAX:

a) 3alncpoBaHbl Npu Nepeaade HocUTeNs ANA 3alnThl LENOCTHOCTM U KOH(MAEHLMANbHOCTU AaHHbIX U

b) salyuLLeHbl OT KpaXu B COOTBETCTBYHOLLUUX CRyYasx Npu nepefadye HOCUTENS AN 3aLUMTLl AOCTYNHOCTU AAHHBIX.
Ob6ocHoBaHne — [aHHoe TpeGoBaHue NpefHasHavyeHo AnsA obecnedeHns 3aluTbl MHopMaLMK, XpaHsiLeicst Ha
CbeMHBIX HocuTensx. MobunbHele YCTPOWUCTBa paccMOTpeHbl B TpeboBaHun 6esonacHocTu 73 (Mpuemnemoe mc-
nonb3oBaHWe MoOBUMbHBIX YCTPOUCTB).

BenukoGputaHus

TpebosaHnue 3.11.8 YnpaeneHus uHdopmauuein BenukoGputaHuu

B cnyyasx, korga ycTpoWcTBa Wnu ycrnyri, npesnoxXeHHble NocTaBLyMKoM, TpebytoT nepegaym niobbix naeHTndu-
LMpYyeMbIX AaHHbIX NaLUeHTOB Ha NoBbIX NopTaTUBHLIX HOCUTENSX, HEOBXOAUMO BLINOMHUTL WK pPOBaHUE STUX
AaHHbIX. YpOBEeHb LUMPOBaHUA AOMKEH COOTBETCTBOBATL YTBEMKAECHHLIM KpUNTOrpaduieckum cTaHaapTam, onu-
caHHbIM B TpebosaHum 3.10.3.

TpebosaHnue 3.11.9 YnpaeneHus nHdopmaLlmein BenukoGputaHum

LLinpbposaHnue, aeluncposarmne, nepeaaqa, XxpaHeHne n YHUHTOXKEeHUe NepeHOCUMBbIX AlaHHbIX AOMKHBI NoABepraTh-
Csl ayAUTY, @ HOCUTENW JOMKHBI PErMcTPUPOBaTLCA B XypHarne U oTcnexusaTbes Ans obecneyeHns Toro, YTo BCce
3K3eMNNAPLI BKIOYEHBI B OTYET.

Tpebosanue 3.11.11 YnpaBneHusi uHcopmauuei BennkobputaHum

MocTaBLLMK [OIMKEH rapaHTUPOoBaTh, YTO NPUMEHseMbIR NPOAYKT WwudposaHus cooretcTyeT FIPS 140-2 u npo-
xofun akkpeautauuio CCTM (cMm. http://www.cesg.gov.uk/servicecatalogue/CCTM/Pages/ CCTM.aspx).
Tpebosanue 3.11.12 YnpasneHus nHpopmaumeir BenvkobpuraHum

MocTaBLUMK AOMKEH rapaHTMpPOoBaTh, YTO CTOWKOCTb W CMIOXHOCTL Kiltoda LUMPPOBaHNS AN KaXA0ro apxuea cooT-
BETCTBYET OMUCAHUIO B YTBEPXAEHHOM KpunTorpadu4yeckom cTaHgapTe.

Tpeboeanue 3.11.13 YnpaeneHus uHdopmaumein BenmkoGputaHum

B cny4yasx korga Knouu LinMdpoBaHWA CO3/AIOTCA CUCTEMOI aBTOMaTUYecKU ANA Nnepefadn AaHHbIX Ha nopTa-
TUBHBIX HOCUTENSAX, cUcTeMa [ormKHa nepeAaTth KoY WudpoBaHUa Ha Bnok ynpaBneHNa AaHHLIMU ANA Kax-
[0l npoLefypbl LWKMpoBaHUA. B Takux crnyyasax Kpuntorpacuyeckue Koun He 4oMmkHel BbITb co3aaHbl NyTem
UCMOSb30BaHWSA anropuTMa Unu Lpyroro COBMECTHO MCMOMb3YEeMOro CEKPETHOrO Kova, KOTophbil o6beaguHaeT
TOMbKO W3BECTHYHO UMW AOCTYMHY0 MHOpMaLMIO, Kacatollyoca OKpyXalolei cpefbl, unu Apyryo nHdopma-
LMIo, 3aBUCALLYIO OT KOHTeKCTa, 6e3 BKITIOMEHUS YHUKalbHOMW, 3aBUCSLLE OT KOHTEKCTa CEeKPETHON WHdopMa-
LMK, B COOTBETCTBUM C TpeboBaHUAMU Nonb3oBaTens UK noctaBlyuka. CekpeTHas WHgopMayus, 3aBucAWan
OT KOHTeKCTa, A0MKHa KOHTPONMMPOBAaTLCA U YNPaBRATLCA B COOTBETCTBUM C NPUHLMNAMU PEKOMEHAYEMBbIX HOPM
ynpaBneHns KnioYamu sauThl.

Tpebosanue 3.11.14 YnpaeneHus nHdopmaumein BenmkobputaHum

MocTaBLMK [OMKEH rapaHTUpoBaTh, YTo Ntobble KNoYM WWgpoBaHUs, cosjlaBaeMble CUCTEMON, XPaHATCA HajeX-
HbIM cnocobom Ans obecre4eHUss BOIMOXHOCTU BOCCTAHOBMEHWS JaHHbIX B CRydae yTpaThl kKnoYa Unu ero nopyuu
6roKkom ynpasneHust 4aHHbIMU.

Tpebosanue 3.11.15 YnpaeneHus nHdopmaumein BenmkobputaHum

MocTaBLLUMK JOMKEH rapaHTUPOBaTh, YTO KoY LUNGPOBaHUS SBNSIETCA YHUKaNbHLIM ANSA KXA0ro apxuBa AaHHbIX.
TpeboBarue 3.11.16 YnpasneHus nHedopmaLuein BenukobputaHum

B cniyyasx korga cuctema nocTaBLLyMKa NpeocTaBnseT MeEXaHW3M ANs OTNpaBKW kNtoda WupoBaHUA nonyvartento
3MEeKTPOHHLIM NyTEM WU BPYYHYH, HEOBXOAMMO HanMyne Ha MecTe npoleccoB ANs o6GecneyeHns rapaHTum Toro,
YTO Ktoum WngppoBaHns oTnpasneHsl BCNes 3a OTAenbHEIM MEXaHM3MOM CBA3W ANSA 3alwmnpoBaHHbLIX AaHHBIX UK
OTrpaBneHbl OTAENBLHO OT 3aWngpPOBaHHBIX HOCUTENEH.

TpeboBanue 3.11.17 YnpasneHus nHdopmaLueint BenukobputaHuu

B cnyyasix korga ycnyra, npegnoxeHHas nocTaBLuKoM, TpebyeT nepefayum aeHTUDULUMPYEMBIX JaHHbIX NauWeH-
TOB Ha NoBbIX MOPTAaTUBHbLIX HOCUTENAX, HEOGXOAMMO BBINOMHUTL LWMGPOBAHUE STUX AaHHLIX, YPOBEHb KOTOPOro
JOIKEH COOTBETCTBOBATL YTBEPXAEHHBIM KpunTorpacdu4eckum ctaHgapTtam, 1 nepegats ux 6esonacHeiM cnoco-
6oM. lMepenava naeHTUDULMPYEMbIX AaHHLIX NauveHTa JObKHa NPOBOAWUTLCA € NoMoLbio GesonacHbIX cnyx6
JOCTaBKN B COOTBETCTBMM C PYKOBOLCTBOM Mo LUndpOBaHmMio [JenaptamMmeHTa 34 paBooXpaHeHus.

Cwm. Takke TpebosaHue 3.11.7 YnpasneHus uHcpopmauuein BenumkobpuTtaHny.
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Poccuiickaa denepaumsn

Pekomenaauma Munuctepctsa 3fpasooxpaHeruns PO 2009-12-23, Tp. 6.1

Cucrtema gomkHa 06ecrnedmnTb 3aLuTy BCEX MeULMHCKUX faHHbIX, MONyYeHHBIX N0 CETU MHTEPHET Unun no Apyrum
U3BECTHLIM OTKPLITLIM CETAM, C MOMOLLBLIO KpUnTorpadmiecknx MetofoB. Jliobble nogknioHeHns k cet NHTepHeT
UNW LPYruM U3BECTHBIM OTKPBITHIM CETAM JOSKHbI BbITh 3aLlMLLeHbl C NOMOLLBIO CUCTEMBI CETEBON 3aLUUTL.
PekomeHaauus MunuctepcTsa 3apasooxpaHeHus PO 2009-12-23, Tp. 6.2 (HeobsasaTenbHas)

Jtobble nopTaTuBHbIE/CbeMHbIE YCTPOICTBA, UCMONb3YyeMble AN XpaHEHUst MepCoHaNbHLIX faHHbIX, AOMKHEI ObiTh
MapKupoBaHbl 1 3aperncTpupoBaHbl B XypHanax ayauTa.

B.13 LlenocTHOCTb AaHHbIX

B.13.1 lNpoBepKa LEeNOCTHOCTU AaHHbIX

Bpasunua

NGS1.07.04

MpoBepka LenocTHOCTU AaHHBIX

HeobxoanMmo Hanuuue cpefcTs KOHTPONA AN NpOBEpKM LIENOCTHOCTM AaHHbiX EHR ans npepoTBpalleHus aeit-
CTBWIA MONb30BATENSA UMW CUCTEMHLIX c60EB, KOTOPbIE NMPUBOASAT K MPOTMBOPEYMBOCTU AaHHbIX.

B.13.2 iMnopT AaHHbIX

Bpasunusa

NGS1.07.01

MMMopT AaHHbIX

HaHHble, MnopTupoBaHHble U3 Apyrux EHR ¢ nomoLlybto NnopTaTMBHOrO yCTPOCTBA, JOMKHLI ObiTb COOTHECEHBI C
NaLnMeHToM W Nevallm Bpa4yoM, MECTOM, JaToW N BpeMeHeM UMIOPTa, a Takke Mornb3oBaTerneM, KOTOpLIA ocyle-
CTBWUI UMMOPT AaHHBIX.

HL7 ERH-S FM IN1.6.

B.13.3 LlenocTHOCTL AaHHLIX B NpoLiecce UMMNopTa

Bpasunus

NGS1.07.02

OrpaHudeHue nepefadu n akcnopta EHR

EHR pomkHbl NnepefaBaThca U 9KCNOPTUPOBATLCA TONBKO B CIIEAYIOLLMX CITyvasiX:

- ANA nepeHoca B APYryro CUCTEMY;,

- ANA pe3epBHOro KONUpPoBaHus,

- AN1A nepefavun nauueHTy no ero 3anpocy B ANEeKTPOHHOM Unu nevaTtHom dopmare;

- Npwu npoueccax, Tpebylowux nevaTtn Bceit EHR unn ee vacrty;

- Ons obecnedeHnsi CooTBETCTBUSA 3aKkoHoaaTeNbHBIMU TPeBoBaHUAM, AN KOTOPLIX HEOBXOAUMBbI NEeYaTHbIE JOKYMEHTHI.
Bce peiictBua no nepeaade n akcnopty EHR AomkHbl 6bITE 3anucaHbl.

CLUA

SC 06.13

TexHuueckue cnyxonl

PasrnaweHue aaHHbIX, coaepXallinuxcs B kapTax, BbIMOSIHEHHOe ANSA NeYeHuns, onnaTbl U BINOMHEHUA MEeAULMUH-
CKWUX NpoLeayp, COOTBETCTBYET CTaHAapTy, ykasaHHOMY B Tabnuue 2B, cTpoka 6.

Tabnuuya 2B, ctpoka 6. PasrnaweHue gaHHbIX Ansi fleYeHUs, onnatel U MEAULMHCKMX Npoueayp: AaTa, BpeMms,
UAEHTUDUKALNOHHBIE AaHHBIE NAUUEHTa (MMS UNU HOMEP), AEHTUUKALNMOHHBIE AaHHbIE MONb30BaTeNs (UMA UnNK
HOMEP) U ONUCaHNe NpUYNHLI pasrnalleHns AorMKHbI ObITb 3aperncTpupoBaHsbi.

B.13.4 NpoBepka ucxoAaawmnx AaHHbIX

Kanapa

TpeboBaHue 6e3onacHOCTH 78 KaHaACcKoW MeAMLMHCKOW opraHmsaumu Infoway

MpoBepka NevaTHbIX AaHHbIX

Bee cuctemnl POS pgomkHbl 06ecnevnBaTb BO3MOXHOCTL NPOBEPKM MOMHOTHI NeYaTHLIX KOMWA AoKyMeHTa (Hanpu-
Mep, «cTpaHuua 3 u3 5»).

Ob6ocHoBaHne — 3T TpeboBaHNA ABNAIOTCA MUHMMATbHBIMKY AN 06ecnevyeHns LENOoCTHOCTM JaHHbIX. OHU npe-
AOTBpaLLaloT cekpeTHoe, BbIGOpoYHOE oToBpaxeHne AaHHbIX.

CM. Takke UCO/M3K 27001:2005, A.12.2.4.

BenukoGputaHus

Tpebosanue 3.17.5 YnpaeneHus uigopmaymeit BenukobputaHum

MocTaBLuK AOMMKEH rapaHTUpOBaTh, YTO CUCTEMA NPEAOCTaBNAET cpefcTBa, obecnevnsaroLme nonb3osBaTens Bo3-
MOXHOCTbIO NPOBEPKU MOMHOTHI NeYaTHBLIX KONWUIA AOKyMeHTa (HanpuMmep, MapKkupoBKa «cTpaHuua 3 us 5»).

B.14 XpaHeHue gaHHbIX

Kanapa

TpeboBaHue koHpUAEHUMANbHOCTU 21 KaHafCKoW MegULMHCKOWH opraHu3auum Infoway

XpaHeHue faHHbIX

UHdocTpykTypa EHR, cuctembl POS, nogknioveHHble kK MHocTpykType EHR, opraHusauuu, nogkniovarouecs K
nHdpocTpykType EHR, u opraHusayun, pasmellatope KOMNOHEHTbI UHGOCTPYKTYpbl EHR, AOMKHbI:

73
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a) ocyulecTBnATb XpaHeHue MM/ B cooTBETCTBUM ¢ TpebOBaHUAMN XpaHEHUA AOKYMEHTaLMKU, OTPaXEHHLIMU B
3aKoHoAaTerbHbIX aKTax, u

b) paspabarbiBaTh pyKOBOACTBA W OCYLLECTBNATHL NPOUEAYPLI, kacatowmeca xpaHeHus MM, BkoYvas MUHUManNb-
Hble U MaKkcUMarbHbIe NepUoAbl XpaHeHusI.

O6ocHoBaHue — 3JTO NMPeACTaBNAETCA AOCTATOMHO COXHBIM ANSA YCTapeBLWX CUCTEM WU CUCTEM, OCHOBaHHLIX
Ha XpaHeHWU Ha ByMaXHbIX HOCUTENAX; cpefa 3NeKTPOHHOro ydeTa 340poBbA AoMkHa ObiTb paspabotaHa ans
cucTemMaTUYeCKon peanusauumn Takux npasun. B To xe BpeMA NayneHTbI/NUUa A0mMKHLI MpU3HaTh Heo6XoAUMOCTb
NOCTOSIHHOIO XpaHeHWs OCHOBHOW UHOPMaLIMK O HUX B CUCTEME 3 paBOOXPAHEHNS.

BenukoGputanua

TpeboBanue 3.11.6 YnpasneHusa uHdopmauueit BennkobputaHum

Cucrema fomKHa rapaHTUpOBaTh, YTO BCE AaHHbIE XPaHATCA B TE4EHWE NEPUOAOB, YCTaHOBMEHHbLIX nonuTukon DH
1 onucaHHbIx B MNpakTudyeckom pykosoacTee NHS no ynpaeneHuio gokyMeHTo060poToM, yactu 1 1 2.

B.15 MapkupoBKa AaHHbIX

Kanapa

TpeboBaHue 6e3onacHocTH 11 KaHaACKOW MeAULIMHCKO| opraHu3auum Infoway

HaHeceHne MapKUpoBKM O KOHMNASHLNANBLHOCTM NEPCOHANbHLIX MEANLMHCKUX AaHHBIX

Bce cuctembl POS, nogknioveHHble K nHdocTpykType EHR, gomkHbI MHopMUpoBaTh Kaxgoro nonb3osatens POS
0 KOHUAeHUMansHoM xapaktepe MM

a) nyTem oTobpaxeHUsi MapkUpPOBKWU Ha NeYaTHoI KonuW, oTobpaxatolleil aHHble, Unu

b) nyTem oTo6paxeHuUs1 faHHON MapKUPOBKN Ha NoboM akpaHe, oTobpaXatolweM AaHHbIe, UIK

) nyTeM oTobpaxkeHUs AaHHON MapKUPOBKKU NOfb30BaTento cpasy nocre Bxofa B npunoxeHne POS (Bo3MOXHO, B
pamkax NonUTUKKA JONYCTUMOro UCNONb30BaHUSA).

ObocHoBaHue — [laHHoe TpeboBaHWe rapaHTUpYET, YTO BCE MOCTaBLUMKN MEULIMHCKUX YCIYT U oBCnyXuBaroLLmii
nepcoHar ocBeJoMIEHbI 0 TOM, YTO KOHKPETHan MHdopMaLus, NpocMarpmBaemasi UMK, SIBMAETCA KoHduaeHLuanb-
HOI. 3T0 0COBEHHO BaXKHO B Cny4ae, ecnm MHdopMaLusa COAEPKUTCA B ANEKTPOHHLIX MUCbMaXx, dakcax u Apyrux 4o-
KyMeHTaX, KoTopble MOryT coepXaTb koHdpuaeHUnanbsHyto U He KoHdUaeHUManbHyo MHgpopMaLuio 0HOBPEMEHHO.
M3BecTHO, YTO 3asBNIEHNUA O NPUEMNEMOM UCMONL3OBaHWM MOTYT BbITb He 3aMeveHbl Mocrie HECKOIbKMUX MCTOrb-
30BaHMit cuctembl. OCHOBHBLIM NPEUMYLLIECTBOM NOCTOSIHHOrO OTOBpaXeHUs Takux 3asiBreHunii sensieTca obecneye-
HWe OCHOBaHMs AN NPUBNEYEHNS K YTONOBHON OTBETCTBEHHOCTM NoNb3oBaTenei, KOTopble He OTHECNUCh K MHAop-
MaLumn ¢ AOMKHLIM BHUMaAHUEM (T. €. He obpalyanuck ¢ nHgopMaLmeit kak ¢ KoHPUaeHLUansHoM).
Benuko6putanus

TpebosaHue 3.17.1 YnpaeneHusi uHdopmayueit Benukobputanum

MocTaBLLUMK AOMKEH rapaHTUpOBaTh, YTO BCE NUYHbIE AaHHbIe NaUWEHTa, KOTOpble BLIBOAATCA U3 MEAULMHCKOrO
MPUMOXeHUs, NpefocTaBnsemMble B paMKax AaHHOro cornalleHus, MapKupytoTcsa Hagnucbio « KoHduaeHumansHo
NHS: nuyHble AaHHbIe nayneHTa». KpoMe Toro, NocTaBLYMK AOMKeH cobniogaTh Takne TpeGoBaHWUA K MapkupoBke,
KoTopble MOryT BbITb 060CHOBaHHO yKa3aHbl YNOMHOMOYEHHBIM OpraHoM, HanpuMep, AN oTOGpaXeHUs U3MeHeHU
B COOTBETCTBYOLLEM 3aKoHofaTenbeTBe. ObpaTuTe BHUMaHWe Ha To, 4To TpeboBaHUA B JaHHOM pa3fene He A0MmxK-
Hbl BNIWATL Ha cneumduKkaLyn nevaTu 4na peLenToB Uiv pasgaqn MapkepoB B COOTBETCTBUM ¢ TpeboBaHuamu EPS.
[anbHeiilee pykoBoACTBO NPeACTaBMNEHO No agpecy:
http:/mww.connectingforhealth.nhs.uk/systemsandservices/infogov/security/risk/nhsinforiskmgt.

Tpeborarue 3.17.2 Ynpaenenus uHgpopmaymein BenukoGputaHuu

Cnyx6a gornxHa npegycmartpusaTh 3aLiMTHYIO MapKUPOBKY WH(OPMaLMK, KOTOPY HeOGXOAUMO AOBECTU A0 CBe-
OeHUA Kaxgoro nonb3oBarensi B COOTBETCTBUM ¢ 3.17:

a) nyTeMm rnpeacTaBneHus Ha NoboM aKpaHe, oTobpaxatolleM MHGOPMaLMIo, UK

b) nyTem oToBpaxeHns nonb3oBaTento cpasy nocne BXoAa B CUCTEMY (BO3MOXHO, B paMKax NOSIMTUKN JONYCTUMO-
ro UCronb3oBaHus).

TpeboeaHue 3.17.3 YnpaeneHusi undpopmaymein BenukoGputaHuu

Mpw BLIGope BapuaHTa a) B TpeboBaHun 3.17.2 UCNONMHUTENb LOIMKEH rapaHTMPOBaTh, YTO 3allUTHas MapKUpoBKa
UHpopMaL i oTobpaxeHa cTaHhapTU3MPOBaHHLIM 06pa3oM M B COOTBETCTBYKOLUEM CTaHAapTy MecTe Ha niobom
3KpaHe, oTobpaxatoLem UHOPMaLMIo.

Tpeboearue 3.17.4 Ynpaenenus uHgpopmaymein BenukoGputaHum

MocTaBLUMK [OMXKeH rapaHTMpoBaTh, YTO 3allUTHas Mapkuposka MHdopMauun oTobpaxeHa cTaHhapTU3UPOBaH-
HbIM 06pa3oM U B COOTBETCTBYIOLLEM CTaHAapTy MecTe Ha Nnoboil nevaTHOR Konum, oTobpaskatoLel MHopMaLuio.

B.16 MpoBeneHune ayguta

B.16.1 XypHanbl ayauTta u cobbiTus Tpurrepa

Bpa3unus

NGS1.08.04

XKypHansl ayguta

XKypHans! ayauTa [ormKkHbl COAepXKaTb UHPOPMALIMIO, KaK MUHUMYM CBSI3@HHYIO CO CREAYHLWMMIU COBbITUAMM:
- NOMbITKaMKN ayTeHTUMKaLMW NONb3OBATENS;
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- AEACTBUAMM MO YNpaBfieHUIO Nonb3oBaTeNeM, Poribio U rPYMnow,

- LEeACTBUSIMU MO YMpaBMneHUo CUCTEMON;

LENCTBUAMM, BLINONHAEMBIMU MONb30BaTENSAMM;

- B3aUMOAENCTBUEM C APYrUMU cUCTeMamu, BKItoyas gpyrue EHR;

06MeHOM AaHHbIMU (Mepefada v NonyYeHue);

- pe3epBHbLIM KOMMPOBaHUEM,

ocylecTBrneHneM gocTtyna Kk 6ase faHHbIX.

Mo OTHOLUEHWIO K BhILLENEPEYUCIIEHHBIM COBLITUAM XXypHanbl ayuTa AOMKHbI cofepXaTb Kak MUHUMYM cneayto-
LLYIO JONONMHUTENBHYIO MHPOPMAaLMIO O KaX0M COOLITUM:

- gaTy v BpeMms,

- MECTO;

- nonb3oBaTens.

ABNT NBR MCO/M3K 27001:2005, A.10.10.1; UCO 18308:2011(E) PRS5.3.

CLUA

CCHIT SC 02.03

Ayaut

CucTeMa formKHa UMETb BO3MOXHOCTb OOHapyXeHUs1 coBbITHiA, cBA3aHHbIX ¢ 6e30nacHOCTBIO, KOTOpLIE OHa OMoC-
peayeT U AnA KOTOPbIX co3faeT XypHanbl ayauTta. CobbITUs Kak MUHUMYM BKITHOHAIOT NepeYucneHHble B MpUnoxe-
HUU «CoBbITUSA, NpoLUEeALLNE ayanT»:

Il pumMedaHune — Cucrema oTBevaeT TONbKO 3a ayauT Tex cobbiTuit BezonacHoCTH, nocpeaHNKOM KOTOPbIX
OHa ABNAETCA. OI'IOCpeﬂOBaHHbIM cobbiTueM ABnseTca CO6bITMe, B KOTOPOM CUCTEMaA NPpUHUMaNa akTUBHOE y4yacTtue, unun
npusoguna K ero BO3HUKHOBEHUIO, UK UMeNa BO3MOXHOCTb €ro 06Hapy>|<eva. Cucrema He co3faeT 3anucu B XXypHane
ayanTa ana tex cobbiTuiA 6esonacHocTH, K KOTOpPbLIM OHa He Npu4acTHa.

a) 3anyck/ocTaHOBKa;
b) Bxoa/Bbixof Nonb3oBaTens U3 CUCTEMBI,
C) BpeMmsi OXWAaHusa ceaHca;
d) GrokupoBKa y4eTHOI 3anucu,;
) cospaHue/npocmoTp/o6HOBNEHUe/yAaneHne KapThl NAUMEHTa;
f) nnaHupoBaHue;
g) 3anpoc;
h) sakas;
i) cbol ayTeHTUdMKaL MM yana;
j) coapaHue/npoBepKa NOANIMHHOCTU NOAMUCHK;
k) akcnopt NMMJ (Hanpumep, pacneyarka);
1) umnopt MNMA;
m) coBbITUS yNpaBneHUs CUCTEMON 3aLLuTbl;
n) pesepBHOE KOMUPOBaHWE M BOCCTaHOBIIEHNME.
NCO/M3K 15408, CC SFR: FAU_GEN;
NIST SP 800-53: AU-2 COBbITUA, NOLABEPIAEMbBIE AYOUTY,
HIPAA: 164.312(b), 164.312(1), 164.308 (a)(1)(ii)(A) and (D), HITSP/TP15.
CCHIT IFR.10
PasrnalleHune faHHbIX, COAepXalLLUMXCs B KapTax, BbINOSTHEHHOE AN NeYeHns, onnathl U MeaULMHCKUX NpoLeayp,
COOTBETCTBYET CTaHAapTy, ykasaHHoMy B Tabnuue 2B, cTpoka 6.
Tabnuua 2B, cTpoka 6. PasrnalueHne faHHbBIX ANA NeYeHus, onnatbl 1 MegUUMHCKUX npoueayp. AaTa, Bpems,
UAEHTUDWKALMOHHBIE faHHble NaumeHTa (MM N HoMep), AeHTUdUKaLWOHHbIE AaHHbIE NOMb3oBaTenNs (MMA Unm
HOMep) U ONUCaHWe NPUYMHLI pasrnalleHns JoMmKHbl ObiTe 3aperncTpupoBaHsi.
KaHapa
TpeboBaHue KOHpMAEHUMANBHOCTU 19 KaHaACKoW MeaULMHCKOM opraHusauum Infoway
Peructpauusa goctyna, UaMeHeHWs 1 pasrnalueHus
Bce cuctembl POS, nogkntodeHHble K MHGocTpykType EHR, AomkHbI:
a) UMeTb MeXaHW3M ANA perncTpauum Kaxzgon nonbITkM 4ocTyna, MaMeHeHus unu pasrnatwtequs NV ¢ ykasaHwem
BPEMEHN U WAEHTUDUKALNOHHBIX JaHHbIX NOMb3oBaTens, OCyLLEeCTBNSAIOLWEro 4OCTyn,
b) MMeTb MexaHu3M Ansa perncTpaunmn KaxkAon NonelTkKU JOCTYNA, USMEHEHWSA UNKU pasrnalleHnsa perncTpaLuoH-
HbIX f@aHHbIX MpoBaiAepa unu none3osaTens (BKOYaa AaHHble MAEHTUDULMPYEMBIX Nledalyuil Bpadei n gpyrux
none3oBateneil MHpocTpykTypbl EHRI, HanpuMep, ux uMeHa, agpeca, nHopmauunio 0 NULEH3UN Ha feATenb-
HOCTb U APYrYI0 PErMCTPALIMOHHYIO MHOPMaLMIo NONb30BATENS; PErMCTPaLMOHHbIE JaHHbIe NpoBaijepa He OT-
HOCATCA K MEAULIMHCKUM) C yKa3aHUeM BpeMeHW U WA EeHTUDUKALMOHHLIX AaHHBIX NONb30BaTenNs, 0CyLLeCcTBsA0-
Ljero JocTym;

(]
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C) B criyyasx, onpefeneHHblX 3aKkOHOM, UMETb MeXaHWU3Mbl Ana npeaynpexaeHuss YneHoB opraHusalumn, oTeeT-
CTBEHHbIX 3a obecneveHne koHpugeHUmansHocTh (cM. TpeboBaHue KoHdMaeHUMansHocTK 1), Korga cyllecTsyeT
nopoapeHwve, yto MMV obpabaTtbiBanuck, UCNONL3OBANUCh UMK pasrnallancb HeCOOTBETCTBYIOLLMM 06pa3oM.
O6ocHoBaHWe — B cooTBeTCTBUM € TpeBOBaAHUAMM CMelnansHoro 3akoHoAaTenbCTBa opraHmaaumsam HeobxogMmo
perncTpupoBaTh NONLITKK AOCTYNa, USMEHEHUA U pa3rnawexus MM, B cnyyasx korga focTyn, UCNonNb3oBaHue u
pasrnalleHne He COOTBETCTBYIOT TOMY, YTO paspeLueHo nHdocTpykTypoit EHR, nuua, oTBeTCTBEHHBIE 3a cobntoae-
HUe KOHMWAEHLUWNANBLHOCTH, JOMKHE! BbITb YBEAOMMEHbI.

XypHanel peructpauum focTyna, U3MEHEHUs U pasrnalleHuss camMu no cebe cogepxar KOHMUAEHUNAMBHYIO UH-
dopmaumio 1, crnefoBaTenbHO, AOMKHbLI UMETh 3aLUMTY U UCKIKOYaTh HeCaHKLMOHUPOBaHHbLIA focTyn. TpebosaHus
K nx 6esonacHocTu onucaHbl B TpeboBaHusix 6esonacHocTy 38—52. [Ana nonyyeHns nHdopmMauum no pernctpaumu
AMPeKTUB cornacus cM. TpeboBaHue KoHdUAeHUnansHocTn 13.

TpeboBaHue H6ezonacHocTu 42 KaHagCcKo MEAULUMHCKOWA opraHusaLumm Infoway

Peructpauus goctyna k MM B cuctemax POS

Bce cuctembl POS, noakrtodeHHble K MHOCTPYKTYpe EHR, AOMKHEI 3aHOCUTL B XXypHan ayauTta Kaxabli crnydan
ocyLLlecTBNeHUs nonbaosaTenem Aoctyna, o6HoBNeHUA unu apxusauuu NV,

O6ocHoBaHne — [aHHoe TpeboBaHuWe BbiTeKaeT U3 TpeboBaHus GesonacHoctu 19.

TpeboBaHue KoHpMAEHUMaNbHOCTU 22a KaHaACKoil MeAULMHCKOM opraHusauuu Infoway

O6o3Ha4eHWe NaLMeHTOB/NUL, C MOBbLILLEHHLIM PUCKOM

NHdpocTpykTypa EHR gomkHa npegocTaBuTh YHKUMM LNA MapKUPOBKU 3anucel BelbpaHHbIX nauueHTos/nuy U
BMOCMEACTBAM NojBepraTb JOCTYMbl K TakKUM cybbekTam AaHHbIX 06A3aTensHOMY ayAuTy, MPOBOAUMOMY FULIOM,
OTBETCTBEHHBIM 3@ cobniogeHne KOHULEHUMansLHOCTH B opraHuaayuu.

O6ocHoBaHne — 370 TpeboBaHUe 3Ha4UTENLHO obnervaer BbIABMEHWE MOAO3PUTENBHLIX UK HenpaBoMepHbIX
criyvaeB MCMomnb30BaHWA NPUBWUMErniA JOCTyNa, KacarLmXcs NauueHToB, KOTopble SBMSIOTCA 3HAMEHUTLIMU UIn
Ybsi KOHUAEHLNAMBHOCTE UHBEIM 06pa3oM HaxoAUTCA Mo CYLLEeCTBEHHON Yrpo30id.

KapTbl onpefeneHHbIX nayuMeHToB/nuY (Hanpumep, NONWTAKKA, 3HAMEHUTBIE U U3BECTHLIE NUYHOCTU) MOTYT Haxo-
AWTBCA NOA CYLLECTBEHHOW Yrpo30i NoNy4eHna JocTyna K HUM NULamu, KoTopble He MMetoT crnyxebHoil Heobxoau-
MocTu. [TosToMy, BO3MOXHO, LieriecoobpasHelM SBNSETCA pa3MecTUTb Ha STUX KapTax AOMNOSIHUTENbHbIE CPEACTBa
ynpasneHua ayauTom A Toro, YTobbl 3alWMTUTL KOHUAEHUManbHOCTL NaumeHTa. MIHgocTpyKTypa AormKHa npu-
3HaTb MPaKTUYHOCTb TAKOro MeToga W cnocobcTBoBaTh BLICTPOMY U perynspHOMY NpoBeAEHUIo ayauTa AocTyna K
3TUM 3anUcam (BO3MOXHO, BKIOMAsA yBeAOMITEHNE COTPYAHMKA No o6ecnedeHnio KOHPUAESHLUANBHOCTU O KaX0M
poctyne). [JaHHoe TpeboBaHMe He AOMKHO paccMaTpUBaTLCA Kak 03HavaroLLee, YTo MHdopMaLus B KapTax Takoro
nauueHTa/NMua HekotopbiM 06pa3oMm sBnsieTca 6onee KoHMUAEHUMaNLHOK, YeM UHopMaLMs 0BbIYHLIX rPpaXaaH,
UK YTO 3TW KapThbl Kak MHOPMAaLMOHHLIA pecypc ABNAIOTCA Gonee LeHHBIMK, YeM Te, AN KOTOPbIX He NOBbLILWEH
puck Hernpuemnemoro goctyna. Haoboport, TpeboBaHne rapaHTUpYeT HanuMune BO3MOXHOCTeW AnsA BbICTPoOro Bbi-
ABMEHUA YPE3MEPHOro MHTEpeca CO CTOPOHLI NOMNb30BaTeNei, KOTopble HE UMEIOT 3aKOHHOIW HEOBXOAUMOCTHN O3Ha-
KOMNEeHUA ¢ KoHmraeHUuansHoW uHdopmaumen.

[nA o3HakoMneHus ¢ TpeboBaHUAMM N0 BEAEHNIO XypHana ayauTa, cBsi3aHHbIMM € AaHHbIM TpeboBaHWeM KoHdU-
AeHUNanbHoOCTKH, cM. TpeboBaHue 6esonacHocTu 49.

TpeboBaHue GesonacHocTn 38 KaHaACKO MEAVUMHCKON opraHusauumn Infoway

Peructpauua onepauuii B uHdocTpykType EHR

UHdpocTpykTypa EHR gomkHa co3fpaBaTh 3alyueHHbBIe NPOTOKONbLI C pesynbrataMyu ayauta Kaxabld pas, Koraa
nonb3osaTens:

a) ocyllecTBnAeT AOCTYN, co3gaeTt unu obHosnaet MM nayveHT/nuya Yepes uHdocTpykTypy EHR;

b) wrHopupyet AnMpeKkTMBLI cornacus nauyueHTa/nuua Yepes MHpocTpykTypy EHR;

c) yepe3s uHdocTpykTypy EHR ocyllecTBnSeT A0CTyn K AaHHLIM, KOTOpble Obin 3alyLleHbl MU CKPbIThl B COOT-
BETCTBUM C YKasaHUeM nauyueHTa/nuua, nnu

d) ocyulectBnsaeT gocTyn, cosfaeT unu oGHOBNAET percTpaluoHHble AaHHble Nosib3oBaTens UHGOCTPYKTYpbI
EHR.

O6ocHoBaHne — lMpoToKosbI ¢ pesynsTataMn ayauta oNXHLI copepxarb Heo6XoAUMYI0 MHGOPMaLMIo, NO3BOMA-
IoLLyI0 iaTb OTBET Ha crefyloLyue BONpock!:

- B Cnyyae 3afjaHHoro nonb3oBarens, k kakum MM/ 6bin ocyliectsneH goctyn, kakue MM 6binu cosgaHbl unu
0BGHOBMEHbI U KOTAa;

- B cnyyae onpefenexnHoro anemedTta MM/, kakue nonb3osaTenu NOnMy4nnu K HAM AOCTYN, co3fanu ux unu obHo-
BWIU M KOTAa.

HaHHoe TpeGoBaHune BhiTeKaeT U3 TpeboBaHUA KoHdUAeHUMansHocTn 13 U TpeboBaHWUA KoHpUAEHUanLHocT 19,
U ero BbINOMHEHUE TaKke Heobxogumo ANA 3 PeKTUBHOrO cobniogeHnsa 3akoHoAaTeNbCTBa B HEKOTOPLIX lOpUC-
Ankumsax. OHo Takeke BbITeKaeT M3 TpeboBaHna KoHdUaeHUnansHocTn 6, TpeboBaHna koHdpuaeHUMansHocTn 13 1
TpeboBaHus kOHPUAEHUMaNsHOCTH 24.

MHdopmaLua 06 ayaute MOXeET XpaHUTbCA B cuctemax POS, a Taioke B uHGocTpykType EHR. Ona Toro yto6hl
NoAroToBUTEL OULIMANBHBIA NUCbMEHHBI NPOTOKON, CoAepXaLLmii MHOpMaLUIO O TOM, Kakne Nonb3osaTenu ocy-
wectensAnu goctyn k MM nauyuenTa/nuua unu k kakum MM nonb3osaTens OCyLUecTBNAN AOCTYM, BCe 3anucu
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0 pesyneTaTax ayguTa LOIKHbl ObiTb OTKPLITHI AN AOCTYNa, YTO AenaeT cooTBeTcTBUe TpeboBaHui no ayauty
caMbIM CTPOrMM CYLLECTBYIOLLMM HOPUCAUKLMOHHBIM 3aKOHOAaTeNnbHeIM TpeboBaHUSAM He3aMeHUMBIM s obecne-
YeHWA NONHOW COBMECTUMOCTH (MHTeponepaberibHOCTH) C pasHbIMU OPUCAUKLIMAMMU.
CoBMECTUMOCTb TaKXKe NEXUT B OCHOBE MOCIe[0BaTeNbLHOMro U €4MHOI0 BEAEHUA XypHanoB (pernctpauuu). Hecmo-
TpA Ha To 4YTo B KaHafe He cyluecTBYET LUMPOKO NPUMEHAEMOro cTaHapTa ANs BeAeHN MeAULMHCKUX XypHaros
aynuta, ctaHgapt IHE «Security Audit and Access Accountability Message XML Data Definitions for Healthcare
Applications» onuceiBaer XML-cxeMy gns npefocTaBneHus uHgpopmauuu, HeobxoaquMon Ans ayauta KoHduaeH-
LuaneHocTu 1 6e3onacHoOCTM MEAULUMHCKUX NpUnoxeHuid. [aHHblid cTaHgapT BelNyckaeTcsa Noj obLei peaakumei
¢ IHE IT Infrastructure Technical Framework Supplement 2004—2005, Audit Trail and Node Authentication Profile
Public Comment Version.
TpeboBaHue GesonacHoOCTU 41 KaHajCKOW MefguUMHCKO opraHusauum Infoway
Pernctpauus (BegeHue xypHana) nepegadv NMVA s nidpoctpykrype EHR
WHdocTpykTypa EHR fonxHa onpeaenaTb BCeX NpoLnbiX nonyyatenei gaxHelx oT EHR, a Takke yBeaoMNATL UX
B criyyae, ecnv B AanbHeiweM gaHHble B EHR 6binu nameHeHbI.
Ob6ocHoBaHne — [laHHoe TpeboBaHWe obneryaeT nposefeHne OOLLECUCTEMHOIO ayauTa nepegadn v nonyveHus
coobLleHmit. OHO Takke BbITekaeT U3 TpebosaHnsa 6eszonacHocTu 25.
HecMoTps Ha To YTO perucTpauus Bcex NOCNeAHNX nomyyatenei B XXypHanax MOXeT 3Ha4YUTeNbHO YyBENUYUTLEA B
yucre, CTOMMOCTb OMepaTUBHOMO XpaHeHWss NPOAOIMKaeT CoKpalLlaTbes B jBa pa3a Kaxgbli rog, u agaxe tepabanT
namaTu 6onblle He NPedcTaBNAETCA YPe3MEPHO A0POrUM ANA MHOMMX MELULIMHCKUX opraHu3aLuii.
NHdpocTpykTypa EHR MoxeT TpeboBaTk coxpaHeHWs Bcex 3anucei 06o Bcex cnydasx obmeHa MM mexay topuc-
Ankumsamu. [aHHoe TpeboBaHMe OCHOBAHO Ha HOPUCAMKLWOHHOM 3aKoHOAaTensCcTBe. Hanpumep, 3akoHogaTenb-
Hble aKTbl M0 MegULUMHCKON MHdopMaLmmn NpoBuHLMK AnbbepTa, CormacHo KOTOPBIM XpaHUTENo, pasrnallaiLemy
MM, Heobxofnmo 3anuckiBaTe MMA YenoBeka, KOTOPOMY XpaHUTeNb pasrnallaeT MHopMaLmio, AaTy U Uenb pas-
rmalleHuns, a TaKkke onucaHve pasrnalleHHon uHdopmauun. MNocnegHee TpeboBaHWe (onucaHue pasrfalleHHO
MHOPMaLMK) He COOTBETCTBYET MpeAblayllemMy TpeboBaHMIO MOMTHOCTLIO, OAHAKO B STOM Cflydae npeablgyluee
TpeboBaHne HeobXxoanMo cobniogaTe Hapsay ¢ APYruMu TpeboBaHUAMK K BEAEHWIO XypHana ayauTa, ykasaHHbIMK
B AaHHOM pasgerne.
BenukoGpurtaHusa
Tpeboranue 3.15.4 YnpaeneHust nHopmaumein BenukobputaHum
YenelwHbIi BXOA B CUCTEMY, HeyfaduHble MOMnbITKU BXOAA B CUCTEMY U BbIXOA U3 CUCTEMBI, @ Takke U3MEHEeHUA napo-
1A AOMKHEI PErMCTPUPOBaTLCA B CUCTEMHOM XypHare ayauTta. JaHHble, KoTopble He06X0AMMO BKITIOYUTL B 3anuch
B )XypHarne ayaura:
- YCMeELUHbIA BXOA B CUCTEMY, BLIXOA U3 CUCTEMBI:

- WAeHTUbukaTop nonb3oBaTens;

- fjaTa v Bpems;
- HeyAadHas noneiTka BXo4a B CUCTEMY:

- KOMUYeCTBO MOMLITOK;

- fjaTa v Bpems;

- TOuYKa gocTyna (nNpu Hanu4uw),

- ugeHTUuKaTop nonb3oBaTens (Npu Hanu4uu),
- U3MEeHeHUs naponen:

- naeHTUukaTop nonb3osatens;

- Monb3oBaTenb, Mapornb KOTOPOro U3MEHEH,;

- flaTa v Bpems;
- nofo6Hble 3annUcK B XypHane ayauTa Takke AOMKHLI BKMoUaTh B cebs AEHTUMDUKALMOHHYIO WHGOPMaLWIO OKo-
HEYHOro YCTPONCTBa (UMK CUCTEMBI).
Tpeboearue 3.9.11 YnpasneHus nHgopmauueit BennkobputaHum
XKypHans! ayguta JonxHel BKNo4aTb B ceba nogpobHyo MHGopMaLmio 0 Kaxaoi KoHdurypayuu (Hanpumep, o
BKITIOMEeHUW cnyx6bl spine service) Unu U3MeHeHUsIX cnpaBoYHON UHdopMaLun (Hanpumep, 06 o6HoBREHUN AaH-
HbIX KITMHUYECKOW CXeMbl KofupoBaHusi, 6asbl faHHBIX NekapCTBEHHLIX NpenaparoB), NPUMEHAEMBIX K CUCTEME.
TpebosaHue 3.9.12 YnpaeneHus uigopmauueit BenukobputaHun
B cucteme, B KoTopoit nobble KapThl NaLMeHTa apXuBMPYIOTCA (CTAHOBATCA HEAOCTYNHLIMUA NPU HOPManbHOM A0-
CTyne K cucTeMe), AoKHa NoAAEPXKUBATLCA CBA3b MEXAY apXUBUPOBaHHEIMU KapTaMu W XYpHanoM ayauTa.
Tpebosanue 3.9.13 YnpasneHusa uigopmauyueir BenukobputaHun
Heobxognmo nogaepxusaTs BeAeHWe UICTOPUK ayauTa Ars BKITOYeHUs1 nogpobHoit MHgopmauumn 06 06HoBReHUSAX
CUCTEMbI, PE3ePBHOM KOMWPOBAHWK AaHHBLIX U ApYrux AeUCTBUSX NO OBCNYXUBaAHUIO CUCTEMBI.
TpebosaHue 3.9.14 YnpasneHus ungpopmavmeit BenukobputaHun
MocTaBLLMKN AOMXHbLI rapaHTUPOBaTh, YTO BO BpeMs 0OHOBNEHUA CUCTeMBI NoBbIe 3Tanbl, BLINONHAEMbIE BPY4HYIO,
JOCPOYHO 3aperucTpupoBaHhbl, a Nobble aBToMaTuveckue atarnbl BKIKYakoT B ceba cosgaHne 0gHOro UNU HeCKonb-
KUX XKYpHaroB, KOTOpble ONMUCLIBAIOT KaX/blil BLINONHEHHLIA STan W BKMOYaoT WHGopMaLUnio 0 ToM, Gbin Nu 3Tan
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BbINOMHeH ycneluHo. XXypHans!, coaepxallue nocneosaTenbHOCTb STanoB, AOMKHLI Takke ykasbliBaTb MHOpMa-
Lmto o ToM, Bbina nu obLyas nocnefoBaTenbHOCTL STAMNOB BLINOMHEHA YCMELLHO.

TpebosaHue 3.9.15 YnpaeneHua uidopmaymeii BenukoGputaHun

Cuctema [OMmKHbLI rapaHTUpOBaTb, YTO BXOASLLME U ucxoasiume coobLeHUs OTCNeXnBaloTC TakuM o6pa3oMm, YTo
UHOpMaLIUA B XypHane ayauTa CoAepXUT NOSHLIA ABYXNO3ULMOHHLIN BUA KaX4 0/ TpaH3aKyuu Ans oTnpaeneH-
HbIX COOBLLEHMIA 1 MOMYyYeHHbIX NOATBEPXAEHUA N OTBETOB.

Poccuiickas denepaumn

PekomeHgaLua MunuctepcTea 3gpasooxpaHeHus PO 2009-12-23, Tp. 6.2 (HeobsasaTenbHoe)

PerucTpauus (BegeHue xypHana):

- BXOA W BbIXO[, 13 OnepaunoHHOR cucTeMsl, nepesanyck/3aBeplieHne paboTbl onepayMoHHOR cucTembl;

- perncTpaums yCTpoCTB XpaHeHUs AaHHbIX CO CbeMHbIM HOCUTENeM,;

- BXOA W BbIXO 13 NOACUCTEMbI 3aLLWTLI, Nepesarnyck/3aeplueHne paboTsl NOACUCTEMBI 3aLLUTI,

- AMarHocTuKa 1 UcnbiTaHne NoACUCTEMBI 3aLLMTHI;

- oB6HoBreHMe NOACUCTEMDI 3aLLUTLI,

3anyck/ocTaHoBKa 1 BO3BPAaT K NpeAblAyLLEeMy COCTOSIHUIO KOMMNOHEHTOB NOACUCTEMbI 3aLLUTHI,

- AOCTYN nonb3oBaTens K hyHKUMAM ynpaBneHusi NOACUCTEMbI 3aLLUTbI;

MONbITKN AOCTYNa NPUNOXEHNAMWU K MOAYNAM NMOACUCTEMBI 3aLLUUTH;

- nevaTb NepPCcoHanbHbIX AaHHbIX;

- 3anyck/ocTaHoBKa NporpamMm W NpoueccoB, NpeaHasHayYeHHbIX AnA 06paboTkn 3alumLLeHHBIX faHHbIX;

- NOMbITKK JOCTYNa K 3alMWEeHHbIM JaHHBIM NMporpaMmMamu U npoueccamu;

- MONbLITKK AOCTyMna K TepMUHanaM, KOMNboTepaM, yanam CeTn, KaHanam faHHblX, BHELUHUM YCTpOACTBaM Mpo-
rpamMmamu 1 npoLeccamu.

B.16.2 NHTepdbelic xkypHana ayauTta

CLIA

CCHIT SC 02.02

Ayaut

CucTema gomkHa noaaepxusaTh BefieHUe XypHana B obLeit 6ubnuoreke ayguta, UCMONb3yst CXEMY U cpeAcTBa
nepefavu, ykasaHHble B cneumdukaumm xypHana aygurta lNpodunsa nogaepxku ayauTa JOCTyna U ayTeHTUdUKa-
uus yana IHE (ATNA);

NIST SP 800-92/SP 800-92, HITSP T15;

HIPAA 164.312(a) (1), 164.312(b); 164.308 (a) (1) (ii) (A) u (D).

CCHIT SC 02.04

Ayaut

CucTema fomnxHa NpefocTaBNsATs aBTOPM3OBAHHOMY afiMUHUCTPATOPY BO3MOXHOCTb CYUTHIBAHUSI MHOpMaLMK no
ayauTy 13 ayAUTOPCKON AOKYMEHTaLMN OfHUM U3 criegytowmx cnoco6os:

1) Cuctema JomnmKHa NpefocTaBnAaTh OTYETHl TaKUM CNOco60M, KOTOPLIA NO3BOMWUT NONbL30BATENI0 aHanM3MpoBaTh
nHpopmaLmio. Cuctema AOMKHa NPefoCcTaBNAaATb BOZMOXHOCTb CO3AaHUA OTYETOB Ha OCHOBE WHTEpBasrioB Aar U
BpeMeHM cbopa OTYETOB O pesynkrarax ayauTa;

2) Cuctema JormkHa UMETb BO3MOXHOCTL 9KCNOpTa XYpHanNoB B TEKCTOBLIA hopmaT TakuMm obpasom, utobbl 0be-
CNeYnTh CBA3b Ha OCHOBE AlaThl M BpeMeHu (HanpumMep, cuHxpoHusauusa UTC).

NCO/MBK 15408, CC SFR: FAU_GEN;

NIST SP 800-53: AU-3 COLEPXAHUE 3ATTUCEMN JKYPHAJIA AYOUTA, AU-10 OTKA30YCTONYMBOCTE;
HIPAA: 164.312(b); HITSP/TP15.

B.16.3 CoaepxaHue xKypHana ayauta

KaHapa

TpebosaHune 6ezonacHoCcTn 43 KaHaACKON MEAULIMHCKOA opraHusauun Infoway

MUHUManbLHOe cofepXaHue XypHarnoB ayauTa

HypHans! ayauTa nHocTpykTypbl EHR 1 XypHanbl ayauta cuctem POS, nogkntodeHHbIX K MHPoCTpykType EHR,
JOMKHLI cofepxaTb cregytoLyto MHdopMaLuio:

a) mgeHTUdUKaTop nonb3oBaTens, OCYLECTBASAIOLWEro JOCTYN,

b) ponb, NpuMeHseMas nonb3oBaTtenem 74;

C) opraHu3aLus nonb3oBarens, ocyLLecTBRALEro JOCTYN (N0 KpailHel Mepe B Tex criyyasix, Korja nuuo ocyuecT-
BNSIET 4OCTYN K MHpOPMaLMKU OT UMEHU HeCKONbKUX OpraHu3aLuii);

d) ngeHTudukaTop nayueHTa cybbekra AaHHbIX (NaumeHT/nuuo);

€) YHKUMS, BbINOSHAEMasi MoNb30BaTeNeM, OCYLLECTBSIOWUM AOCTYT;

f) BpeMeHHas oTMeTKa;

g) B cny4ae SKCTPEHHOro AocTyna K 3abrnoKUpoBaHHBIM UM CKPLITLIM 3anMCsiM UK YacTsIM 3anuceid NpuinHa sKe-
TPEHHOro AoCTyna B COOTBETCTBUM C BbIOpaHHOI Nnonb3oBaTenieM, OCyLLECTBISAOLWMM AOCTYN, U

h) npeHTUdUkayMoHHan UHOpMaLMs NuLa, OTBETCTBEHHOO 3a NPUHATUE PELLEHUNA, B Crlydae U3MEHEHWIA B Au-
peKTWBax cornacusi, BHECEHHbIX 3aMeCTUTENeM NuLa, OTBETCTBEHHOTO 3a NPUHATUE pPELLEHWA.
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O6ocHoBaHne — [aHHoe TpeGoBaHWe BbITEKAET U3 TpeGoBaHUS KOHUaeHUMansHoCcTh 10 1 TpebGoBaHWsa KoHDU-
AeHuuansHocTn 15, TpeboBaHNnA KoHdugeHUManbHocT 19, a Takke W3 OOLLENpPUHATON npakTukn obecneyeHns
UHopMaLMoHHON 6e3onacHoCTy.

Benuko6putaHusa

TpebosaHue 3.9.4 YnpaeneHus uHgpopMaumeit BennkoGputaHum

3anucy xypHana ayguta AONKHbI COAepXaTb kak MUHUMYM CREAYIOLLYH0 MHAOopMaLMI:

- NOeHTUDUKaLMOHHY MHOopMaLMio nonb3osaTens. OHa BKOYaeT B cebs naeHTUdUKaToOp nonb3oBaTens, UMs,
ponesoit npodunb (BKOYaA posib U OpraHusaumio), 3Ha4eHus atpubyTta, NonyyYeHHble U3 CTPYKTYpPhI ceaHca nomb-
3oBaTens,

- NOeHTUDUKaLMOHHYHO MHEOPMaLIMIO OTBETCTBEHHOTO NULa — N1Ua, OCYLLECTBAOLWEro BBOS UMK JOCTYN K AaH-
HbIM, €Cni OH He SABMNSETCA NoMb3oBaTenem,;

- faTy 1 BpemA cobbITUS;

- noapoBHOCTU 0 XapakTepe CoObITUS, MOABEPrHYTOrO ayauTy, U UAEHTUGUKATOP AaHHbIX (Hanpumep, |D nauueHTa
unu ID coobLyeHns), KoTopkle CBA3aHbLI C COOLITUEM, MOABEPTHYTHIM ayauTy,

- NOpSAKOBLIA HOMEp AN 3aLWUThl OT 3MOYMBbILLMEHHBIX MOMBITOK NOBPEANUTL KOHTPOINBHLIA ayAuT, HanpuMep, ny-
TEM U3MEHEHUs CUCTEMHOW LaTbl.

3anucu B XypHane ayauTa JoSmKHbI BKIoYaTh Nog pobHyo nHopMaLmtio 06 OKOHEYHOM YCTPOUCTBE (M cUCTEME),
CBSA3aHHOM C 3anucaHHbIM AelACTBUEM.

TpebosaHue 3.9.2 YnpaeneHus uHgpopmMaumeit BenmkoGputaHum

[HaHHblX, KoTopble ByayT 3anucaHbl B XypHanax ayAauTa, AOIKHO OblTb JOCTATOYHO ANSA TOro, 4Tobbl CNeguTh 3a
TeM, UCMOMb3YIOTCA M CPEACTBa KOHTPOSS JOCTYNa MNo HasHa4YeHUIo U ANs BLINMOMHEHUs! 3anpocoB NaLWeHTOB Mo
MONy4YeHno HOPMaLMK O TOM, KTO OCYLLECTBASAN AOCTYN K MX KOHMUAEHLUanbHbIM NepCoHanbHeIM AaHHBIM U
1X NepcoHanbHbIM AaHHBIM (HanpuMep, oTobpaxeHue Ha aKpaHe, pacrnedaTtka, ckaduBaHue) U U3MeHsAN ux, koraa
1 4TO BbINo OTOBPaXKeHO Ha 3KpaHe WK pacrnedaTaHo.

(TpeboBanune BennkobpuTaHuW Ans KOHKPETHOrO Crydast)

Cuctema fonKHa TakKe rapaHTUpoBaTh, YTO XpaHALLMecs XypHarnsl ayauTa 3anuceiBatoT nHdopMaLmio 060 Beex
obmeHax gaHHbiMu ¢ CRS NHS, Bkntovyas, B YacTHOCTU:

- BCe MOMbITKN UCMonb3oBaHUA uaeHTudukaropa SSO-Mapkepa ANA OCYLWECTBNEeHUA LOCTyna K MPUNOXeEHUIo,
BKNKOYasa yaadHble W HeyAadHble nonbITku. «Mcnone3oBaHne mapkepa» o3HaqaeT BbizoB SSOTokenManagement
API (ynpaBneHne SSO-MapkepaMu) Ans NPOBEPKU JOCTOBEPHOCTU MapKepa,

- BCe crnyyaun o6MeHa coobLieHnsAMN — OTMnpaBKa 1 Nony4YeHue;

- Bce cnyYau B3aumopeincTauna ¢ SDS Spine.

Takue xypHanel ayanTa JormxHbl NpeAcTaBnaTb oT4eT No 6e3onacHOCTU ANA UCNONb30BaHUS B XOfe aHanu3a Ha-
pyLleHnii 6e30nacHOCTU W NOMUTUKK, KOTOpblE MOMYT GblTb WCMONL30BaHbl B Ka4ecTBe AoKas3aTenbCTB MpU BO3-
HUKHOBeHUW pasHornacuil. CpeacTBa NPOCMOTPa UNKU BOCCTaHOBNEHUE NMoboi NUYHOW KapThl NaLyUeHTa JOIKHb
“cnonb3oBaTkes Te, KOTopble NPUMEHANUCH BO BCE NpeAbIayLUNe AHW.

B.16.4 HcTpyMeHTanbHble cpeAcTBa aHann3a XXypHana aygura

CLIA

CCHIT SC 02.05

Ayaut

Cuctema fomkHa NpefocTaBnATh aBTOPU3OBAHHOMY aMUHNCTPATOPY BO3MOXHOCTL CHUTLIBAHUA MHOPMaLUK No
ayauTy U3 ayfUTOPCKOW JOKYMEHTaUWUn O4HUM U3 crnegytowmx cnocobos:

1) cuctema fomkHa NPeACTaBNATb OTYETH TaKUM CNOCOGOM, KOTOpLI MO3BOMUT MONbL30BaTENo0 aHanuaupoBaTb
nHpopmaLmio. Cuctema [omKHa NPeAoCTaBNATL BO3IMOXHOCTb CO3[jaHUA OTHYETOB Ha OCHOBE WHTEpBanoB AaT U
BpeMeHun cbopa OTHETOB O pesynbTaTax ayauTa,

2) Cucrtema AOMKHa UMETb BO3MOXHOCTb JKCNOPTA XYpHanoB B TEKCTOBLIA hopmaT Takum obpasoMm, 4Tobbl obe-
CNeYUTh CBA3b CO BpEMEHEM (Hanpumep, cuHxpoHusauma UTC).

NCO/MOK 15408, CC SFR: FAU_GEN;

NIST SP 800-53: AU-3 CONTENT OF AUDIT RECORDS, AU-10 NON-REPUDIATION;

HIPAA: 164.312(b); HITSP/TP15.

Kanapa

TpeboBaHue besonacHocTu 47 KaHagckoW MeaULUMHCKOWN opraHu3aLum Infoway

OTuUeT 0 Kaxaoii nonbiTke goctyna K EHR nayveHTa/nonb3osarens

UHdocTpykTypa EHR fonxHa naeHTuduumpoBaTth BCeX Nonb3oBarenei, OCyLecTBNSIOWMUX 4OCTYN MW USMEHSTIO-
LUX KapTy onpeeneHHoro nauneHTa/nuua 3a onpeaeneHHolii Nepuos BpeMeHu.

ObocHoBaHWe — [laHHoe TpeboBaHue obneryaeT o6HapyxeHue crydyaeB HECaHKLMOHWPOBaAHHOMO AoCTyna M
noMoraeT B NpUMEHEHUN NocneayroWwux Mep AUCUUNANHAPHOTO UNKU NpaBoBOro BosgencTBua. Cnepyer o6-
paTUTb BHUMaHWE Ha TO, YTO YHUKanbHble WAEHTUdUKaTOPLI Nonb3oBaTeneii ykasaHol B TpebosaHuu Gesonac-
HocTun 55.
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TpeboBaHue 6e3onacHocTW 48 KaHaACcKo MegULUMHCKON opraHusauum Infoway

CoobLyeHne nonb3oBaTeneM O KaxAoi NoneITke focTyna

NudocTpykTypa EHR gomkHa naeHTuduumposaTs BCex NaLMeHToB/NuL, K YbMM KapTam Bbii 0CyLLIeCTBNEH AOCTYN
UK YbU KapThbl ObINWM M3MEHEHBI 3a OMpefeneHHbIA Nepuos BpeMeHHU.

O6ocHoBaHne — [JaHHoe TpeboBaHWe 3Ha4nTenbHO 06MneryaseT BeIfBNEHUE NOA03PUTENBHLIX UK HEMPaBOMEPHBIX
cryvaeB MCMonNb30BaHWA NpUBUNErUiA JOCTyMa.

YHuKanbHble ngeHTudnKaTopbl nofns3osaTeneil ykasaHel B TpeboBaHun 6esonacHoctm 55.

TpeboBaHue H6ezonacHocTu 49 KaHafCcKo MeAULMHCKOWR opraHusaumm Infoway

AHanus xypHanos ayauTa uHgocTpykTypbl EHR Ans nauyueHToB/NUL ¢ NOBbLILLEHHBIM PUCKOM

WHdocTpykTypa EHR pgomkHa npegoctaBnsaTe PyHKLMKU ANSA NPOBEAEHUSA aHanu3a XypHanoB ayauta u KOHTPOsb-
HbIX XXYpHanoB Ans Toro, 4To6bl obecnevnTb MgEeHTUDUKaLMIO BCEX Monb3oBaTenel, KOTopble M3MeHsANW Ui ocy-
LLEeCTBNANN AOCTYN K TaKUM KapTam (kapTe) 3a onpeaeneHHblid Nepuos BpeMeHu.

O6ocHoBaHne — [JaHHoe TpeboBaHve obrnervaeT oGHapyXeHWe criy4aeB HecaHKUMOHWPOBaHHOMO AoCTyna u no-
MOraeT B MPUMEHEHWUN MOCMEeayoLLUX Mep AUCUMNIUHAPHOrO UMK NPaBoBOro BO3AeWCTBUS.

Kak oTmeudanock B TpeboBaHUM koHpUAeHUMansHocTW 22a, KapThl ONpefeneHHbIX NnauueHTos/nuy (Hanpumep, no-
TINTWUKW, 3HAMEHWUTLIE W U3BECTHbIE NIMYHOCTU) MOMYT HaXOAMUTLCA NOA CYLLECTBEHHOW Yrpo3ol ocyLlecTBneHus Ao-
cTyna nuuamu, He umMetownmK cnyxebHoi HeobxogumocTu. MosToMy Lenecoobpa3Ho pasMecTUTh LOMNONHUTENb-
Hble cpefcTBa ynpasneHWsa ayAuToM Ha STUX KapTax 4N Toro, YTobbl 3aluTUTb KOHDUAEHUMaNBHOCTL NalmeHTa.
NHdocTpyKTypa AOMKHa pasnuyaTth 3Ty NpakTUYeCKylo peanbHOCTb M cnocoB6eTBOBaTE GLICTPOMY U perynsipHoMy
npoBefeHNIo ayanTa JocTyna K 3TUM 3anucsaM (BO3MOXHO, BKItoYas yBeJoMIIEHWE COTPYAHMKa no obecneveHuto
KOHMUAEHUWNANLHOCTU O KaXA0M AoCTyne).

HaHHoe TpeGoBaHWe He AOMKHO paccMaTpuBaThCH Kak 03Havarolee, YTo MHhopMaLusa B KapTax Takoro nayuneHTa/
nuua HekoTopbiM obpa3oM sBnsaeTcs 6onee KOHPUAEHUNANBEHON, YeM UHopMaLUA 0BbIYHLIX rpaXaaH, Un YTo
3TV KapThl KaKk MHOPMaLMOHHbI pecypc sBnstoTcs Gonee LEHHbIMU, YeM Te, pUCK HempuemreMoro Joctyna K
KOTOpLIM He noBbllleH. HaobopoT, TpeboBaHWe rapaHTUpYeT Hanuyine BO3MOXHOCTEN AnA ObICTPOro BHISBNEHUS
YpE3MEPHOro UHTepeca Co CTOPOHLI MONb3oBaTeNei, KOTOPLIE HE UMEIOT 3aKOHHOK HEOBXOAUMOCTU 03HAKOMITEHUST
C KOHugeHUnanbHom nHopmaLmen.

[ns o3HakoMneHns ¢ TpeboBaHMAMK No obecneveHnto cpeacTs Anst 0603HaYeHUs NaLUeHTOB/NUL, C NOBLILLEHHEIM
puckom cM. TpeboBaHue Be3onacHocTh 22a.

TpebosaHue BesonacHocTy 46 KaHaacko MeaULUMHCKOW opraHu3auum Infoway

BrisiBneHWe TUNOB HeHagnexawero UCNonNbLIOBaHUA

WHdpocTpykTypa EHR gorkHa npeaocTaBnsiTb aBTOMaTU3UpOBaHHBIE UHCTPYMEHTLI aHanu3a 4na COAeNCTBUA ayauTopam
c/CTeMbI B BbISIBIIEHAW W NPEeAOTBPALLEHAN HEHaAeXaLlero UCNonb3oBaHWs cUCTeMbl (Hanpumep, B cope AaHHbIX).
O6ocHoBaHne — CornacHo laHHoMy TpeboBaHWUIo Heo6x0AMMO aKTUBHO UCNONBL30BATL ABTOMaTU3NPOBAHHLIE UH-
CTPYMEHTHI ANsi MOUCKa HECOOTBETCTBYIOLLUX TUMOB AOCTYNA.

Takoe akTUBHOe 0BHapy»XeHWe HecaHKLMOHMPOBaHHLIX NPOHUKHOBEHWIA ABNAETCA CYLUECTBEHHBIM NPU3HAKOM Ha-
JAEeXHOCTU cuctem 6esonacHocTu.

B oTnuuuve oT peructpauumn ayauta UHCTPYMEHTHI aHanusa He AOSKHbl GbiTb AOCTYMNHBI NOCTOSIHHO. [l10CTaTOuHO,
YTOObI TaKue UHCTPYMEeHTBI Bbinu AOCTYNHbLI NpU HeobxogumocTu. HeobxoanmocTb ByaeT onpefensATLCs NpU pas-
paboTke cMCTeMbl M COOTBETCTBYIOLLEM aHanuse yrpos U puckos.

BenukoSputaHun

Tpeboeanue 3.9.3 YnpaBneHus nHdopmauueil Benukobputanuu

CucremMa ormkHa NpefocTaBnATb CPEACTBa, MO3BONSAOWMUE aBTOPUIOBAHHLIM MONbL30BATENSAM (HanpUMep, XpaHuTe-
nsm Caldicott unu cneynanucram no obecneyeHmnio KoHPUAEHUUANBLHOCTU) NPOCMaTpUBaTL U aHaNM3UpoBaTh XypHa-
nbl ayauTa, 4Tobbl 06ecnevunTs naeHTUdUKaLuIo Bcex NoNb3oBaTeNeil CUCTEMBI, KOTOPLIE OCYLLECTBIANM AOCTYN UK
M3MEHSANMN KapTbl ONpeAerneHHOro nayueHTa B Te4eHWe 3aAaHHOro nepuoja BpeMeHu (Takoe UsMeHeH e BKITIOYaeT B
cebs, Hanpumep, apxuBMpoBaHWe KapThl NauueHTa B cucteMe GP B criyyasx, koraa nauyueHT Gonblue He nNpoxoauT
neyenue). Bce nogobHble criydam ocyLuecTBeHUs1 A0CTYNa Takxke 0MMKHbI OblTh 3anucaHbl B COOTBETCTBYHOLLIEM XKYp-
Hane ayauTta. 3To Heo6X0AUMO ANA NoAAepPXKU 0653aTeNsCTB, YKa3aHHbIX B rapaHTUM MEeJMLIMHCKOW KapThbl.

Takue cpefcTBa Ans obecneyeHns BO3MOXHOCTU 0TOBpaXeHUs YacTeid )KypHarna ayauTa oCHOBaHbl Ha UAEHTUDK-
KaTope nauueHTa (kak npasuno, sto NHS-HoMmep), nuaeHTudmkatope nonssosarens, uaeHTMdmuKaTope yrnorHOMo-
YEHHOro opraHa, jlate U BpeMeHH, a Taioke NopsiikoBOM HOMEpE.

Poccuiickaa ®epepauus

PekoMeHpaLua MuHuctepctsa 3gpaBooxpaHeHus PO 2009-12-23, Tp. 6.2 (HeobazaTenbHoe)

Moacuctema xxypHana ayauTa Ao/mKHa NpefocTaBNATL UHCTPYMEHTHI ANisl MPOCMOTpa U aHanuaa XypHana ayaura
€ BO3MOXHOCTbIO BbIAENEHNUs N0 pasfuyHbIM KpUTEPUAM.

B.16.5 3awmTa xXypHana ayauTa

bpasunusa

NGS1.08.02

LlenocTHocTb XypHana ayauta

Cuctema formkHa 3almlaTb XpaHUMble 3anucu XypHana ayauTa OT HECaHKLMOHWPOBAHHOMO yAasrieHUss unu us-
MeHeHus.
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ABNT NBR NCO/M3K 27001:2005, A.10.10.3.

NGS1.08.03

JocTyn K xypHanam ayauTta

Y6eputech B TOM, YTO JOCTYN K XypHanaM ayauTa NpefocTaBlieH TOMbKO NOMb30BaTeNsAM, OTBETCTBEHHLIM 3@ Npo-
Be/leHue ayauTa.

ABNT NBR NCO/M3K 27001:2005, A.10.10.1.

CLUA

CCHIT SC 02.08

Ayaut

Cuctema [jonxHa 3anpeLlaTb BCEM Monb3oBaTensM AOCTYN K YTEHUIO 3anucel XXypHana ayauTa, 3a UCKNIOYEeHneM
TeX Mnorb3oBaTeneil, KoTopble NonyyYunu SABHLIR AOCTYN K YTeHUo. CucTema fOMXKHa 3aWmaTh XpaHawmeca 3a-
nucK XypHana ayauta oT HeCaHKLMOHUPOBaHHOro yaaneHua. Cuctema AonmkHa nNpefoTBpaliaTh BHECEHUE U3Me-
HeHWA B AaHHbIe XypHana ayguTa.

NCO/M3K 15408, CC SFR: FAU_SAR, FAU_STG;

NIST SP 800-53: AU-9 SALUNTA MHO®OPMALNN A1 AYONTA;

HIPAA: 164.312(a) (1), HITSP/TP15.

Kanapga

TpeboBaHue H6ezonacHocTn 50 kaHaACKO MEAVLUMHCKON opraHusauun Infoway

BallmTa gocTyna K XypHanam ayauta uidgpoctpykrypsl EHR

Cucrema EHR porxHa 3awwuTuTb AOCTYN K 3aNUCAM XypHana ayauta u JOMmKHa orpaHnydnTb AOCTYN K CUCTEMHBIM
WHCTPYMeHTaM ayauTa M XypHany ayauTa Ans Toro, 4Tobbl NPeaoTBpaTUTL HENpPaBUbHOE UCMONb3OBaHNE UNK
HecaHKLMOHNPOBaHHOE pa3rnalieHme.

Ob6ocHoBaHne — 3T TpeboBaHUA ABNAIOTCA MUHUMASbHLIMU ANSA NOAAEPXKaHUA LENOCTHOCTU CUCTEMbI M KOH-
duraeHUMansHOCTU MHOPMaLUK, cofepXalleiica B XXypHane ayauTa. KoHpUaAeHUManbHOCTb UMEET KpUTUIeckoe
3HayeHNe, Tak KaK TPeTbsl CTOPOHA, Nnony4atowas AocTyna K Takum XypHanam, MoxeT BbiBecTu MM/ us sanuceit
XypHana ayauTa (Hanpumep, U3 3anucun XypHana ¢ ykasaHuem oGHOBMNEHWUSA KapTbl NauUeHTa nonb3oBaTenem B
LieHTpe OHKOMOrn4eckoid MoMOLLM MOXHO cAenaTh BbIBOA, YTO Y NaUueHTa AUarHOCTUPOBaH pak).

TpebosaHue 6ezonacHocTn 51 KaHaACKOR MEANLIMHCKON opraHusauun Infoway

Ob6ecneyeHne XypHanoB ayauTa 3alMToi OT HECaHKLUMOHMPOBAHHOIrO BMeLlaTeNnbCTBa

NHdpocTpykTypa EHR aomkHa obecneunBaTtb cOOTBETCTBYOWME cpefcTBa obecnedeHnsa 6e3onacHoCTU AN 3alu-
Thl )KypHanoB ayfuTa OT HECaHKLMOHUPOBaHHOIO BMELLATENLCTRA.

ObocHoBaHUe — 310 TpeboBaHUe ABNAESTCA MUHUMANbHBIM 4TS NOAAEPXaHUA LeNMOCTHOCTU CUCTEMBI.
Benuko6putaHus

TpeboraHue 3.9.6 YnpasneHua uHhopmaLumeit BenmkobpuraHuu

CucTema fomkHa rapaHTUpoBaTh, YTO 3anuUcKu B XypHarne ayauta MoryT ObiTb yAaneHsl ToNbKO NpUBUNErupoBaH-
HbIM none3oBaTenemM Npu oNpeaeneHHbIX YCrnoBUsX, Hanpumep, no cyaebHoMy nopydeHuto. Cneayetr OTMETUTD,
YTO Mnpefnonaraercs, YTo Takue yaaneHus 6yayT oveHb peAKUMU, U NOSTOMY BaXXHO, 4TOBbI AOCTYN K Takol (yHK-
Lin cTporo KoHTponupoeanca. BoaMOXHOCTb NonyyeHnsa Takux npas nobbiM NokanbHLEIM NoNb3oBaTeneM, a Takke
BO3MOXHOCTb MNepefaqn Takux npae NiobbiM NokanbHLIM aMUHUCTPaToOpoM MioboMy nokanbHOMY NONb3OBaTeNto
HegonycTUMa. JTtoBble NonbITkK 06HOBNEeHUst unu obaBneHns 3anuceid B XypHare ayauta AomkHbl GbiTe NpeaoT-
BpalLieHbl, HacKoMbKo 3TO BO3MOXHO.

TpeboraHue 3.9.5 YnpasneHus nHdopmauueii BenmkobpuraHuu

HaumnoHanbHelii c6opHUK poneit RBAC v geiicTBuii onybnukoBaH B HauuoHanbHoi 6ase gaHHbix (NRD) RBAC un
OrMucbIBAET fEeAcTBUSA, MPUMEHUMbIE K OCYLLECTBEHMIO JOCTYNA K KOHTPOIbHBIM XypHanaM. [MocTaBLymKkn 4OMmKHbI
rapaHTUpoBaTb, YTO CUCTEMbI CMOCOBHBI Ha NOAAEPXKKY MOCNEAHNX BEPCUI BbILLIEYKa3aHHOMo AOKyMeHTa. Ecnu no-
CTaBLLUMKN He peann3oBanu HauuoHanbHyto Mofens RBAC, To nokanbHble cpeAcTsa yrnpaBneHUsa 40CTyNoM 4OonxX-
Hbl OKa3&aThb, YTO TONBKO COOTBETCTBYIOLLME POMN MOTYT NOMYYUTL AOCTYN K KOHTPONLHOMY XypHany.

Poccuiickas depepaums

PekomeHaauus MuHucTepcTsa 3gpasooxparHerHnsa PO 2009-12-23, Tp. 6.2 (Heoba3aTenbHoe)

MoacucTeMbl XypHana ayauTa AoMmKHbI 3allMLLaTe KOHTPOMbHbBIE XypHarbl OT HenpejHaMepeHHOro yaaneHus unu
UsMeHeHuA. MofgcucTeMbl XypHana ayauTa JOMKHbl OCYLLECTBNATL pe3epBHOe KONUPOBaHUE OTAENbHLIX YacTen
KOHTPOSBHOrO XypHarna.

B.16.6 XpaHeHue xxypHana ayauta

KaHapa

TpeboraHue BGezonacHOCTU 44 KaHafcKoh MEAULIMHCKOW opraHu3aLumm Infoway

XpaHeHue XypHanoB ayguTa

Bce opraHusauumu, pasmeLlatoLlie KOMMNOHEHTLI MHAOoCTPYKTYpsl EHR unu nogkntodeHHsle K MHgocTpykType EHR,
JOOMKHbI COXPaHSATL XypHan B Te4EHUe NONHOro cpoka XpaHeHWs 3anuceil, MpoLUeALUUX ayauT. OTO Aenaetcs Ans
TOro, YTo6bl Npu HEOGXOAUMOCTI 06EeCNEYUT NPOBeLEHUE paccrefoBaHNsA U NpefoCTaBUTh AoKas3aTensCcTaa.
ObocHoBaHWe — [laHHoe TpeboBaHWe BbITekaeT U3 TpeboBaHUsA KoHdpuaeHUmansHocTh 19, TpeboBaHUa KOHGU-
JeHumaneHocTn 20 1 TpeboBaHWsA KOHPUAEHUWanbHOCTH 21.

81



rOCT P 57301—2016

82

Crniepyet 06paTuTb BHUMaHUE Ha TO, YTO COrNAacHO 3aKoHoAAaTeNbHLIM akTaM No MeAMLIMHCKON UHdopMaLu npo-
BUMHUMKM AnbbepTta xpaHuTtenio, pasrnawatowemy MM, Heobxogumo 3anuceiBaTb UMSA YeroBeka, KOTOPOMY Xpa-
HUTENb pasrnallaet UHdpopMaymio, AaTy U UeNb pasrnalleHus, a TakKe ornucaHue pasrnalleHHOW UHdopmaLluu.
UHdopmaums fomkHa coxpaHAaTeCS B TeveHne 10 NeT ¢ MOMEHTa pasrmalleHus.

>KypHanbl ayguTa AOMKHBI XPaHUTLCA B TaKOM BUAE, KOTOPLIA NO3BONSET NPOBOAWUTL aHanus uHdgopmauum, co-
Jepxalleiica B xypHane. CM. TpeboaHue 6esonacHocTyn 46, TpeboBaHue besonacHocTu 47, TpeboBaHue besonac-
HocTM 48 n TpeboBaHue 6esonacHocTu 49.

B.16.7 YnpaBneHue XypHanamu ayaurta

Cwm. Tarke NCO 18308:2011(E) PRS5.1.

CLLUA

CCHIT SC 02.01

Ayaut

Cuctema JomkHa NO3BONSATL aBTOPU3OBaHHOMY aiMUHUCTPaTOpY YCTaHaBNuBaTh A00aBMNeHNs U UCKITIOYEHNS ANS
cobuiTuid, nogsepraemeix ayauty B SC 02.03, Ha ocHOBe NOMUTUKW OpraHU3aLym 1 aKcnnyarTalmMoHHbIX TpeboBaHmii/
orpaHuYeHUn.

NCO/M3K 15408, CC SFR: FAU_SEL,;

HIPAA 164.312(b); 164.308 (a) (1) (ii) (A), (D),

NIST SP 800-53 AU-2 COEbITUA, MOABEPIAEMBIE AYOUTY (OueHka, ocHoBaHHas Ha pucke, onpefensieMas
opraHusauuein) HITSP/TP15.

B.16.8 MocTosiHHOE BeAeHMe XypHana ayauTa

KaHapa

TpeboBaHue 6esonacHocTu 45 kKaHagCckol MeAULMHCKOW opraHu3auum Infoway

MocTossAHHOe BefeHue XypHana nHgocTpykTypsl EHR

BepneHue xypHana ayauta uHdgocTpykTypbl EHR fomkHO BbITb NOCTOAHHBIM.

ObocHoBaHne — 370 TpeboBaHWe ABNAETCA MUHUMarbHEIMKA AN rapaHTUM TOro, YTO BefileHue XypHara He byaeT
npekpaLleHo Bo BpeMs paboTel cMCTEMBI.

BenukoGputaHusa

TpeboBaHue 3.9.7 YnpaeneHusa uHdopMauuein BenukobputaHuu

Bce KOHTponbHble XypHanbl JomkHbl ObITb 4OCTYMNHLI B Mtoboe BpeMsi, a Nonb3oBaTenu He J0MMKHL UMETb HUKaKUX
CPEACTB ANA OTKIOYEHNS N0BOro KOHTPONBHOrO XypHana.

B.16.9 BocctaHoBneHue cofepxaHUs SNEeKTPOHHOW MEeAULMHCKOW KapThbl HAa NMpeaLlecTBYIOWUA MOMEHT
BpeMeHu

Bpasunus

NGS1.07.03

3anpeT yaaneHus U BHECEHNA N3MEHEHUN

YpaneHue unu usmMeHeHue cyllecTBytoWmMx gaHHeix EHR gomkHo GbiTh 3anpelyeHo. CTapble AaHHble 4OMKHBI CO-
XpaHATECA BO BPeMS BbINOMHEHUA MoBbIX KOPPEKTUPYIOWUX AEACTBUIA.

KaHapa

TpebosaHue 6esonacHocTy 39 KaHafCKoW MeLULMHCKOW opraHu3aumu Infoway

XpaHeHue uctopun MM B uHdocTpykType EHR

NHdocTpykTypa EHR pgomkHa vMeTb BO3MOXHOCTE OTOGpaXeHWs nNpeabiayLwiero cogepxaHus 3anucu Ha noboi
MOMEHT BPEMEHM B MPOLLNOM, a TakXe BOZMOXHOCTb 0TOBpaXeHUs CBSA3aHHbIX AaHHbIX O TOM, KTO W KOraa BBOAWN,
OCYLLeCTBMAM AOCTYN UMW U3MEHSAN AaHHbIE,

O6ocHoBaHWe — Takasi BO3MOXHOCTE MO3BOMAET BOCTIPOU3BECTU cocTossHme EHR B no6oii BpeMeHHON ToukKe.
[aHHoe TpeboBaHWe HeobXxoaMMO NS peLUeHUs psiga 3agad, BKITHYas HEOCTOPOXHbIE AeCTBUA U NPOhEeCCUOHAsTbHBIE
AucLmMnnuHapHble Bornpochl. [oagepxaHue LenocTHOCTU faHHbIX TpeByeT Takoro Tuna permcTpaLmm (Be4eHNA XypHanos).
B HekoTopbIX topucankumsx B KaHage naumeHTam/nuuam Taioke paspeLlaerca npunaratb 3asBNEHUA 0 Hecornacum
C aNeMeHTOM MHGOopMaLWK, KOTOPbLIA NaUMeHT CYATAET HENPaBUNLHLIM (M B CRy4asx, ecrnu MeguuuHckuii paboT-
HUK, KOTOpLIW co3fan AaHHbIA SreMeHT, ¢ STUM He cornaceH). UHgocTpykTypa EHR gonxHa faBaTb BO3MOXHOCTb
nojaqe Takux 3asBleHWA O Hecornacum, Kacarowuxcs TOHHOCTW WU HETOYHOCTM ANeMeHTa AaHHbIX.
BenukoGputanus

TpebosaHue 3.9.2 YnpasneHus uidopmavmein BenukoGputaHum

Heobxoguma noagepxka cpeacTB NpocMoTpa U BOCNPOU3BEAEHNUS JOBLIX IUYHBIX KapT NauueHTa B TOM BUAE, B
KOTOPOM OHU HaxXoAMNUCL paHee.

(CM. copepxaHue xypHana ayauTa, npuBeAeHHoOe BbiLle, ANA 03HAaKOMIIEHUS C OCTaBLUENCs YacTbio TpebosaHns 3.9.2.)

B.17 YnpasneHue BepcuaMn nporpaMMHoro o6ecneyeHusa u AOKyMeHTauua

B.17.1 YnpaBneHue BepcnaMn nporpaMmHoro obecneyeHus

Bpa3unua

NGS1.01.01

Bepcua nporpammHoro obecneveHus

Bce koMnoHeHTbl EHR-S aomkHbI 6bITb MAEHTUDULMPOBaHLI U UMETL BEPCUIO NporpaMmMHOro obecneveHus, ces-
3aHHYI0 ¢ OTAENbHOW, OAHO3HAYHON CChINKOA (YHUKaNbHLIN ngeHTUhUKaTOp, UMA, NOCTaBLLMK U HOMEpP BEPCUN).
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EHR gonxHa obnagatb dyHKLUMOHANbHBIMA BO3SMOXHOCTAMM, MO3BOMAOLMMU NONL30BATENO NpoCMaTpuBaTh Bep-
CM1I0 KOMMOHEHTOB UX NporpaMmmHoro obecriedeHus.

HL7 ERH-S FM IN4.2 ABNT NBR NCO/M3K 27001:2005, A.12.5.

CM. Takke TpeboaHne NGS1.01.03 UcTopua nsmMeHeHi.

NGS1.01.02

MexoaHbli kog

Homep Bepcumn kaxgoro komnoHeHTa EHR nossonsieT BoccTaHaBnMBaTh COOTBETCTBYHOLME UCXOAHLIE KoLl ANS
OTCNEXMBaHNA UCXOAHbLIX ainoB, KOTOpbIE UX cO3aani.

HL7 ERH-S FM IN5.2 ABNT NBR NCO/M3K 27001:2005, A.12.5.

B.17.2 TpeGoBaHusA K AOKYMeHTaLuu

Bpasunus

NGS1.09.01

HokymeHTaLus

CnpaBoyHasa fOKYMEHTaLus [oMKHa coaepxaTe CnegyroLLyo MHgopMaumio:

- YCTaHOBKa CUCTEeMbl U TpeboBaHMA K CUCTEME;

- ynpaBsreHve n aKkcnnyarauus cucTemel,

- MeXaHU3Mbl U METOAbI 3aLLUTHI.

NGS1.09.02

Ccebinkun Ha Bepeuto MO B AoKyMeHTaLum

Bo Bcell cnpaBoYHOA AOKYMEHTaLMKU B Havane Kaxgoro JoKyMeHTa fomkHa ObiTb YeTko o603HayeHa Bepcus, K
KOTOPOW OHU NMPUMEHSIOTCS.

NGS1.09.03

N3meHeHWe JoKyMeHTaLum

CnepyeT coobLiaTb 06 M3MEHEHUAX U XPaHUTL UCTOPUIO BCEX U3MEHEHWUI B CNPaBOYHOM JOKYMeHTaLuu ANs Toro,
4106kl 06ecneqnBaTh NONBL3OBATENSIM BO3MOXHOCTbL NPOBEPKU BCEX U3MEHEHUI, BHECEHHBIX B NOCMEAHIO0 JOCTYN-
HYIO Bepcuio.

NGS1.09.04

OnepaTop apxuBa [4oKyMeHTauus]

NHCTPYKLMA NO YCTaHOBKE A0MKHa cogepKaTb MHpopMaLmio 0 TOM, Kak ycTaHaBnuBaTb Npodunb onepatopa ap-
XvBa ANA nonb3osaTtena B SGDB. JononHuTensHO MHCTPYKUMA NO YCTaHOBKE AOMKHA cogepkaTb UHOopMaLuio
0 TOM, kak yctaHaenuBate DBMS SGDB gns Toro, 4To6kl ntoboii 3KCnopT U BOCCTAHOBIIEHWE pe3epBHbLIX KOMUIA
AaHHbBIX MOMMK BbITh BEIMOMHEHB! TONBKO NOMb30BaTENEM, UMEIOLLMM Pofib ONepaTopa apxvBea.

ABNT NBR NCO/M3K 27001:2005.

NGS1.09.05

OrpaHuyeHne goctyna ANa HeaBTOPU3OBaHHLIX U HeayTeHTUULUPOBaHHLIX CyOHLEKTOB [foKyMeHTaLus]
WHCTPYKUMS No yCTaHOBKe AOMXHa cojepxaTb UHPOpMaLuio 0 ToM, Kak ycTaHaBnuBate DBMS SGDB ana
Toro, 4Tobbl ayTeHTUdUKayma S-RES u Moaynb ynpasreHust JOCTYNOM NpeaoTBpalyanu ocyllecTBieHne
JocTyna HeaBTOPU3OBAHHLIMU U HeayTEeHTUdULMPOBaHHEIMM cybbeKkTaMu (nonb3oBaTenAMu Unu Apyrumu
cucrtemamu).

NGS1.09.06

MpoBepka LienocTHOCTU AaHHbIX

WHCTPYKUMA NO yCTaHOBKE MNK 3KCMnyaTauumn LOMxKHa cofepxaTb MH(opMayuto 0 TOM, YTO cucTeMa JOMKHa Bbl-
MOMHATE NPOBEPKY LIENOCTHOCTU JaHHbLIX MPW CO34aHWUU UM BOCCTAHOBNEHUN pe3ePBHON KONUK.

NGS1.09.07

Cnyx6ebl, NPOTOKONbLI U YCTaHOBKa 3aLLUThl CBA3U MEXAY KOMMOHEHTaMM

Cuctema JormkHa BKIo4aTh B cebs [JOKyMeHTaUuIo, KoTopasi COAEpPXMT nepeveHb cnyx6 (Hanpumep, PHP, Be6-
cnyx6bl) N ceTeBbIX NPOTOKOMOB/MOpPToB (HanpuMep, HL-7, HTTP, FTP), koTopble HeobxoanMel ANA NpaBUNbHOIA
paboTbl 1 0b6CcnyXMBaHUS CUCTEMbI, B TOM YUCIE AN NMOATBEPXKAEHUS HEOOX0gMMOCTH ansa aTux cnyx6 u npoto-
KonoB. 3Ta WHpOPMaLMa MOXET ObiTb UCMONB30BaHa B MEAULIMHCKOM YYpeXaeHUU ANs npaBuibHOR HacTpoiikn
CBO€ii ceTeBOW 3alUThl (CUCTEMbI CETEBOI 3aLLUTLI U MapLIpyTU3aTOpoB).

Kpome TOoro, UHCTPYKLMUA MO YCTAHOBKE U 3KCMyaTaLuu JomKHa Cofepx)aTb MHOpMaLMio 0 TOM, Kak ycTaHaBnu-
BaTb CPefCTBa 3aLUMThbl CBA3MN Mexay komrnoHeHTamun EHR c yenbio obecnedeHns 6eaonacHocTn ayTeHTUdDMKaLWK,
LIeNOCTHOCTU A@HHbIX W CrYX6 3aluThl KOHPULEHUMANBHOCTY JaHHbIX.

NGS1.09.08

CWHXpOHU3aLMA BPEMEHN [AOKYMEHTaLMS]

PykoBofcTBO MO aMWHUCTPUPOBAHUIO U 3KCMyaTauuMu AOMKHO NPefoCcTaBnsaTe agMUHUCTpaTopy MHopMaLuto
0 TOM, YTO Yackl KOMNOoHeHToB EHR gomkHbl BbITb CUHXPOHU3MPOBaHBEI U NPUBS3aHbl K eAMHOMY U Haubonee Ha-
LEXHOMY UCTOYHWKY BpeMeHWU. PyKOBOACTBO TakKe AOMKHO NPeAocTaBnATb MHAPOPMaLWIo O TOM, KaK BbIMOMHATb
CUHXPOHW3aLWIo B cpeae.
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ABNT NBR NCO/M3K 27001:2005, 10.10.

NGS1.01.05

3aBUCUMMOCTU KOMIMOHEHTOB [AOKyMeHTaLus]

B MHCTpPYKLMKM No ycTaHoBKe M TpeBoBaHNAX cMCTEMBI ANS KaXA0N BEPCUM KaX0ro KOMNOHeHTa Heobxoanumo yka-
3aTb, KakKMMU ABMAIOTCA 3aBUCUMOCTU C APYrMMU KOMNOHeHTaMn EHR unun koMnoHeHTamu cpefbl, a Takke Tpebo-
BaHUA K akcnnyartayuu. Hanpumep, 4To6bl COOBLWUTB, YTO AaHHAA BEPCUS KOMMOHEHTA COBMECTMMa CO CTaHaap-
ToM HL7, Bepcus 2.x (TpeboBaHune K aKcnnyaTaLmu), KOTopbliA NCNOMb30BaH ANS JaHHO# onepauuoHHONW CUCTEMBI
(TpeboBanue cpefbl), KOTOpas 3aBUCUT OT KOHKPETHOIN CUCTEMbI KaTanoro Ans ayTeHTUdMKaLmn Nonb3osaTenei.
HL7 ERH-S FM IN5.2.

CM. Tarcke NGS1.01.03 [gokyMeHTauuaA no ynpaeneHuto sepeuamm MNOJ.

CWA

CCHIT SC 04.04

JokymeHTauma

Cuctema lormkHa BKNOYaTh [J0KYMEHTUPOBaHHbIN NOPSAOK YCTAHOBKWU, BBEAEHUS B SKCMITyaTaLmio U/unu nogksito-
YeHuA NpoayKTa.

NCO/M3K 15408, CC SFR: ADO_IGS;

HIPAA: 164.312(c).

CCHIT SC 04.08

HokymeHTauun

CucrteMa AomxkHa BKINoYaTh JOKYMEHTaLMIO, KOTOpas COAepXUT nepedeHb cnyx6 (Hanpumep, PHP, BeG-criyx6bl)
n ceTeBbIX NpoTokornos/noptoB (Hanpumep, HL-7, HTTP, FTP), koTopble Heobxogumbl Anst npaBunbHol paboTsbl 1
o6cnyXUBaHUA CUCTEMbI, B TOM YKUCNe NOATBEPXAESHUE HEOOXOANMOCTU ANS STUX CryX6 U NPOTOKONOB. 3Ta MH-
dopmaums MoXeT BbITb UCMONb30BaHa B MEAWULMHCKOM YYpexXaeHUn AN NpaBUNbHOW HAaCcTPOWKWN CBOEl CETEBOWA
3aWuThl (CUCTEMBI CETEBOW 3aLLUTLI U MapLIPYTU3aTOPOB).

MCO/M3K 15408, CC SFR: AGD_ADM;

NIST SP 800-53 AC-5 CM-6;

NIST SP 800-70;

HIPAA 164.312(a) (1).

CCHIT SC 04.01

JokymeHTaums

Cuctema JormkHa BKNOYaTb AOKYMEHTaLMIo, KoTopas onucbiBaeT npouecc o6paboTkn natda (naketa ucnpaerie-
HWiA), KoTopbI BygeT ncnonb3oBaTbesA nocTaswukom Ans EHR, onepaloHHOW CUCTEMBI U OCHOBHBLIX UHCTPYMEH-
TOB (HanpumMep, crneuuanbHel Be6-caidT Ansi yBEAOMIIEHNA O HOBbIX NaTyax, CMUCOK YTBEPXAEHHbIX NaT4el, oco-
6ble UHCTPYKLMMW MO YCTaHOBKE W UCMLITAHUIO NOCIE YCTaHOBKH).

NCO/M3K 15408, CC SFR: AGD_ADM;

HIPAA: 164.308(a)(5)(i)(B).

CCHIT SC 04.02

JokyMeHTaymsa

Cuctema porkHa BKIOYaTh AOKYMEHTaLuIo, KoTopas NpefocTaBnsaeT nonb3osarensM W agMUHUCTpaTopam obb-
AICHEHWe OLWNBOK cMcTeMbI MW COOBLLEHMS C YKazaHnem AeNCTBUI, HEOBXOANMBIX ANSA UX YCTPaHEHUS.

NCO/M3K 15408, CC SFR: AGD_ADM;

HIPAA: 164.312(c).

CCHIT SC 04.03

HokyMeHTaymsa

Cuctema formkHa BKIoYaTh [AOKYMEHTauuMio o NpoU3BOAUTENBHOCTU NPOAYKTa (HanpuMep, KONMYecTBO MOMb3o-
BaTernemn, KOMMYecTBO onepaLuil B CeKyHAY, KONMUYECTBO KapT, ceTeBas Harpyska U T. N.) U OCHOBHbLIX TUMUYHLIX
KOHDUIypaLusx, NPUHATBIX ANA TaKO Npou3BOAUTENBHOCTU (HanpUMep, KONYeCTBO UNW TUN NPOLIECCOPOB, KOH-
durypauus cepsepa/paboyeil CTaHLUN N MPOU3BOAUTENBHOCTL CETU U T. N.).

NCO/M3K 15408, CC SFR: AGD_ADM;

NIST SP 800-53 CM-2;

HIPAA: 164.312(c); 164.306(a)(1).

CCHIT SC 04.06

HokymeHTaLus

Cuctema pormkHa BKIToYaTh LOKYMEHTaLuo, JOCTYNHYIO ANA NoKynaTens, coaepXallyto uHdpopmaLmio o Tom, cy-
LLEeCTBYHOT N U3BECTHbIE NPOBNeMbl UMK NPOTUBOPEYUS co cnyxBamun Be3onacHOCTH, NO KpalHel Mepe B cnepy-
oLMX oBrnacTsx: aHTUBUPYChI, OBHapyXeHUe BTOPXEHWUA, NUKBUAALNSA BPEOHOCHLIX NPOrpaMM, cepBepHbIE CU-
CTEMbI CETEBOW 3aLLUThI U pas3peLLeHne TakuX KOHDIMKToB (HanpuMep, GOMNbLUIMHCTBO CUCTEM [ OMKHbI YYUTLIBATD,
YTO MOSHbIA MOUCK BUPYCOB JOMKEH OCYLLUECTBMNATLCA BHE NEPUOAOB MaKCUMAaribHOro UCNONb3OBaHUS U AOIDKEH
uckntovaTs 6a3bl JaHHbIX).

Kanada. Anbbepma. 7.3.17 (sawjuma);

NCO/MOK 15408, CC SFR: FPT_TST;
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NCO/M3K 15408, CC SFR: AGD_ADM;

NIST SP 800-53 SI-3 MALICIOUS CODE PROTECTION;

HIPAA: 164.308(a) (5) (i) (B).

CCHIT SC 04.09

OokymeHTaLus

Cuctema gomKHa BKIKOYaThb JOKyMeHTaLMIo, KoTopas onuchbiBaeT aTarkl, HeobxoguMble AN NOATBEPXAEHUS TOrO,
YTO YCTaHOBKa cUCTEMbI Obina 3aBeplueHa Hagnexallum obpasom, a cucTema rotosa K aKCrnyarauuu.

NCO/M3K 15408, CC SFR: AGD_ADM;

HIPAA: 164.312(e).

CCHIT SC 04.10

[JokyMeHTaumA

CucTeMa [oMKHa BKOYATL JOKYMEHTaLWo, AOCTYMHYIO ANA MOKynaTens, npefocTaBnsaiolLyo PyKOBOACTBO MO
KOHUIypUpOBaHUIO N UCNONB30BAHUIO CPEACTB KOHTPONS 3alyuThl, HeobxoAuMbIX AN noaaepxaHua 6esonacHoi
W HafexXHoW paboTbl CUCTEMBI, BKIIOYAs, B YaCTHOCTU: CO3faHWe, UBMEHEHWE W JeaKTUBaLMIO YYEeTHbLIX 3anuceit
nonb3oBaTens, ynpasneHue ponsmMu, cbpoc naponei, HaCTPONKy orpaHUYeHNin Napons 1 KypHansl ayauTa.
NCO/M3K 15408, CC SFR: AGD_ADM;

HIPAA: 164.312(a) to 164.312(e).

Poccuiickaa depepauus

Pekomeraauus MunuctepcTea 3gpasooxpaHeHus PO 2009-12-23, Tp. 5.21

MogcucTeMbl 630MacHOCTU [OMKHbI BbiTh CHaOXEHbI JOKYMEeHTamu, B TOM Yucne cneludukaLmsamm NOACUCTEMBI
6e30nacHOCTU U onucaHneM KoHgUrypaLuii KOMNOHEHTOB MoAcMcTEMbl Ge30nacHOCTU.

B.18 CuHxpoHU3aLuna BpeMeHU u chopMaTupoBaHme BpeMmeHu/gaThbl

B.18.1 ®opmat BpemMeHu

Bpasunusa

NGS1.10.1

EouHblil dhopMaT oToBpaxeHns BpEMeHU AN KOHTPOns 1 ayauTa

Bce xypHanbl peructpauuu BpeMeHu Ans KOHTPOMA W ayauTa AoMmKHLl UMETb OfAMHaKoBbI popmaT BO BCel cucTe-
me EHR.

NGS1.10.2

dopmaT oToOpaKeHUA BpEMeHN 418 KOHTPONA U ayauTa B 3KCNOPTUPOBAaHHbIX XXypHanax

Bce XypHanbl perucTpauuu BpeMeHun 4N KOHTPONs U ayauTa, HailfeHHble B 9KCNOPTUPOBAaHHbLIX XypHanax, [omnx-
Hbl BbITE NpegcTaBneHsl B popmaTte MCO 8601:2004, 3a UCKNOHMEHNEM BPEMEHHBIX METOK, KOTOPbIE COOTBETCTBYIOT
RFC 3161.

NCO 8601:2004;

IETF RFC 3161.

CLUA

SC 02.07

Ayaut

Cuctema ponxHbl obnagatb CnocobHOCTbI0 (POPMaTUPOBAHUA 3anNUCaHHBLIX BPEMEHHbIX METOK AN 3KCrop-
Ta C NMOMOLLbIO BCEMUPHOIO CKOOPAUHNMPOBAHHOIO BpeMeHU, ocHoBaHHoro Ha MCO 8601. Mpumep — «1994-11-
05T13:15:30-05:00» cootBeTcTBYET 5 HOAGPA 1994 1, 8:15:30, CLLA, BOCTOUHOE MOSICHOE BpEMS.

NCO/M3IK 15408, CC SFR: FPT_STM;

NIST SP 800-53: AU-8 TIME STAMPS; HITSP/TP15;

HIPAA: 164.312(b).

B.18.2 CuHXpoHU3aLUusa BpeMeHU

Bbpasunusa

NGS1.10.3

MUCTOYHMK BpeMeEHU

Bce xypHanbl permctpauumn BpeMeHn AN OCYLLECTBNEHUA KOHTPONS U ayauTa no Beeid cucteme EHR AomkHbl oc-
HOBLIBaTLCA Ha €AUMHOM U Hanboree HafeXHOM UCTOYHUKE BPEMEHW, YCTaHoBKa U AOCTYN K KOTOPOMY MOXET BbiTb
OCYLLIECTBNEH TONBKO MEHEAXXEPOM CUCTEMBI.

Cucrema gonxHa ykasbliBaTb B TEKCTOBOM NOfe, YTO ABNSAETCA UCTOYHUKOM BpEeMEeHU, N 3Ta UHopMaLuUsa [ormkHa
6bITb NpoBEPEeHa NOJb3oBaTENAMU Yepes UHTepdeiic.

ABNT NBR NCO/M3K 27001:2005.

CLWA

CCHIT SC 02.06

Ayaut

CucTeMbl 4OMKHBI NOAAEPXKUBATL CUHXPOHU3aLnio BpemeHn ¢ nomolybio NTP/SNTP 1 ucnons3osatk 3T0 CUHXpPO-
HU3UPOBaHHOE BPeMSA BO BCEX 3anucsx 6e30nacHOCTU BPeMeHu.

NCO/M3IK 156408, CC SFR: FPT_STM;
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NIST SP 800-53: AU-8 TIME STAMPS; HITSP/TP16;

HIPAA: 164.312(b).

BenukoGputaHus

Tpebosanue 3.12.2 YnpaBneHusi uHdopmayueit BenukobputaHum

Cuctema AonXKHa CUHXPOHM3UPOBATL NOObIE BHYTPEHHWE AaTYMKW BPEMEHWU CO CNyXGamMu CETEBOro BpeMeHH,
npepocTasneHHbIMu NISP, ¢ TouHocThio 0 250 Mc, ucnonbaysi npotokorn NTP.

MpumevyaHne — Kaxpasa nepefada coobuieHnit no cucteMam CRS NHS umeer BpeMeHHYH OTMETKY, OCHO-

BaHHYI0 Ha BCEMWUPHOM KOOPAUHUPOBAHHOM BpeMeHn (GMT). HecMOTps Ha TO YTO NpUNOXEHUA MOryT oTobpaxaTb MecT-
HOe BpeMsl, BpeéMeHHbIe OTMETKIU COOBLLIEHNIA LOMKHEI COCTOATL U3 3HaveHuiH UTC (GMT).

86

TpebosaHue 3.12.3 YnpaeneHusa uddopmayueit BenukobputaHun
CuctemMa JOMKHa CUHXPOHU3NPOBATHL Miobble BHYTpeHHWe AaTunkn BpeMeHn ¢ NHSnet/Cepeepamn DNS cetn N3
¢ nomouysbto NTP-npoTokona.

B.19 KoHTponb MHLUMAEHTOB HapylUueHUsA 6e30NacHOCTU U KOH(UAEHLNaNbHOCTH

bpasunusa

NGS1.11.01

UuTepdeiic yBenomneHus

Heobxogumo npefoctaBuTb MHTepdeiic, NO3IBONAOLWMIA NONb30BATENSIM YBEAOMITATE O BO3HUKHOBEHWUM UHLMAEH-
TOB HapyLLeHus1 6esonacHocTH, NpobnemMax, yny4lweHUsaX Unn BuABUraTb NpeanoKeHNs.

NHdocTpykTypa EHR fonxHa oTnpaBnaTh yBefoMNEHNe OTBETCTBEHHOMY NULY O KaXK4OM BbIABNEHHOM TUMNE He-
Hajnexatyero UCrorb3oBaHUA CUCTEMBI.

ABNT NBR NCO/MBK 27002:2005, 13.1.1.

KaHapa

TpebosaHue 6esonacHocT 84 KaHagCckoW MeaULUMHCKOW opraHu3auum Infoway

CoobLeHuns 06 uHUMAEeHTaxX HapyweH1a 6e30nacHOCTH, Kacarowmxes uHgocTpykTypbl EHR

NHdocTpykTypa EHR gomxHa (n Bcem cuctemam POS, noaknioveHHbIM K uHdocTpykType EHR, cnegyeT) oTnpas-
NATb yBeOM/TeHUe OTBETCTBEHHOMY NULly, onucaHHoe B TpeboBaHun 6e3onacHocTyn 3, AN KaXA0ro BbIABNEHHOro
TUNa HeHaanexallero MCNoNb3oBaHNA cucTeMbl (cM. TpebosaHue 6esonacHocTu 46).

ObocHoBaHne — lMNpexae BCero pewweHne o ToM, KTo 6yAeT ABNATLCA OTBETCTBEHHBIM NTULIOM, SBNSIETCA BONPOCOM
ynpasneHua peanuaytoLeil opraHmsaLum.

HecMmoTps Ha TexHudeckue TpeboBaHus, ycTtapeBlune cuctemsl POS MoryT TpeboBaTb ycOBepLUEHCTBOBaHUS C
MOMOLL|bIO @4MUHUCTPATUBHBLIX Mep ANS YCTpaHEHUS1 OrpaHNYeHUii MPOM3BOAUTENBHOCTU AN aBTOMaTUYeCKON OT-
npaBKW yBe4OMMEHWNA.

B.20 LiudppoBbie ceptudpmnkarbl U uudpoBble noanucu

B.20.1 Micnonb3oBaHue unucpoBbIX cepTUdPUKaTOB

Bpasunus

NGS2.01.01

LindpoBkie cepTudumkatsl (ocobble ans Epasunuu)

WNcnonb3oBaHne UMpOBLIX CepTUUKATOB, BbiJaHHBIX opraHoM no ceptudukauun (AC), akkpegutoBaHHbIM UH-
ppacTpyKTypOl OTKPLITLIX Ktodei Bpasunuu, ana ayteHTudmkaymum nons3osarenei U UCNONb3o0BaHUSA LIMPPOBLIX
NnoAnuceit Ha anNeKTPOHHLIX O0KyMeHTax B EHR.

ICP Bpasunuu; PaspeweHue CFM (ICP-Brasil; CFM Resolution).

NGS2.01.02

CootBeTcTBUE ¢ UHpacTpyKTypoit OTKpLITEIX Krtouei Bpasunuu (ocoboe ana Bpasunuu)

HeobxogumMo cobniogath cTaHgapTbl MO NPUMEHEHUIO, onpeaeneHHble MIHGpacTpyKTypoi OTKPLITLIX KntoHeln bpa-
3UnuuM, NpyU UCNONbL3OBaHUU LUGPOBLIX CEPTURMKATOB.

ICP-bpasunus; PaspeweHue CFM (ICP-Brasil; CFM Resolution).

NGS2.04.07

YTBepxaeHue NHdpacTpyKTypbl OTKPLITBIX Kitodei Bpasunuu (ocoboe ans BEpaaunuu)

KoMnoHeHTbl EHR, ucnonbaytowme yudpoBble cepTudukarsl Ans ayTeHTUdMKaLUUKN, AOMKHBI ObITb yTBEPXKAEHDI
MHdpacTpyKTypoit OTKpPLITHIX Kntouen Bpasunun.

B.20.2 LiucppoBbie noanucu

bpasunusa

NGS2.01.04

YcTaHoBKa KOPHEBLIX cepTUdUKATOB

Cuctema EHR gomxHbl JonyckaTb ycTaHOBKY Habopa [ oBepeHHbIX KOpHeBbIX cepTudukatos. [JaHHblil Habop fo-
BepeHHbIX KOPHEBLIX CEpPTU(MKaTOB AOMKEH UMETL CPEACTBA KOHTPONSA 3aLLUUThI.
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B.20.3 NpepocraBnenue uucpoBbIX NoANUcei Nonb3oBaTenam

bpasunusa

NGS2.02.07

MpocMoTp nHgpopmaLuu, Tpebytollei nognucaHus

Heobxoanmmo obecnedqnTs NOCTOAHHYH BO3MOXHOCTL NPOCMOTPa MHdopMaLnm, TpebytoLen 3aBepeHns NognuchIo.
NGS2.01.03

[MpoBepka UM poBLIX CepTUPUKATOB Nepes UCnonb3oBaHNeM

Heobxoanmo ocyLlecTBUTL NPoBepKy LM poBoro ceptudukaTa nepes ucnonb3oBaHueM. [poBepka LUgpPOBOro
cepTUdUKaTa BKNHOYaeT NpoBepKy WNGPOBaHUS U KOHTPOSb [OCTOBEPHOCTH, BKITOHaa cepTUdnKaThl, HaxogsaLwm-
ecsl B ero Lenoyke ceptudukaTos. [Nepes unu cpasdy nocre UCMonb3oBaHUSA cepTudmKkara cuctemMa AormKHa npo-
BEpPATb, OblN M OTMEHeH cepTudmKaT 1 ero Lienoyka cepTudukaTos.

KaHapa

TpebosaHue 6esonacHocTu 79 KaHafCKoW MeLULMHCKOW opraHu3aumu Infoway

MpeaocTaBneHne LMMOPOBLIX NOANUCeN NonMb3oBaTENAM

Bee cuctembl POS, npegocTaenstone dyHKLUUK, NPU KOTOPLIX NONb3oBaTeENAM HEOOXOAMMO UCNONb30BaTh 3reK-
TPOHHEIW aHanor coOBCTBEHHOPYYHOR NOANNCH, AOMXKHBI:

a) Mo3BOMATb NOMb30BaTENAM CUCTEMbI MPUMEHSATE LMPOBLIE NOANUCH, KOTOpble oTBeYatoT TpeboBaHUAM 3akoHa
PIPEDA v ero npaBuny 78 A4ns «3nekTPOHHbIX nognucei»;

b) xpaHuTb, co3faBaTh pe3epBHbIe KONUK UK apXUBUPOBaThL LM poBble NOAMUCH KaxAbIi pas, Korga ocyLlecTBsA-
€TCA XpaHeHne Unu apxmBupoBaHne NOANUCaHHLIX AaHHbIX;

¢) nepefasaTb LUPOBYIO NOAMNUCH KaXAbIA pas, Korga ocyLiecTBNAETCA Nepefada nojnucaHHbIX AaHHbIX, 1

d) no3BonATb Nonb3oBaTeNsaAM NogTBEepPXAaTb LEACTBUTENBHOCTL NOANUCK (T. €. UTO COOTBETCTBYHOLLMIA cepTUdn-
KaT nognucu He Bbin aHHYNMPOBaH) KaXabli pa3 Npu OCYLIECTBNEHUU JOCTYNa K NOANMUCaHHLIM JaHHbIM.
ObocHoBaHUe — 3T0 TpeboBaHWe SBNSAETCA MUHUMAmNbHBIM ANS MPEefOCTaBNeHUs SIeKTPOHHBIX HasHayYeHuid 1
APYrvX ycryr, npu KoTopbiXx HeobxoguMo ucnonb3oBaHue LudpoBoii nognucu. OHO NpeAoTBpaLlaeT CekpeTHoe,
BbI6OpOYHOE oTOBPaxeHne AaHHbIX.

Cnepyet obparuTb BHUMaHKUe Ha To, 4To PIPEDA He ABMSieTCA 4MHCTBEHHBIM 3aKoHogaTeNbHEIM akToM B KaHage, pas-
peLlaroLLmM nenonb3osaHne L poBoi NoanucK. Heckonsko NPOBUHLIMIA U TEPPUTOPWIA Taloke NPUHANKU 3aKOH, No3Bo-
NALWMIA UCnonb3oBaThb LUGPOBLIE MOAMNUCU TaM, e paHee TpeboBanock UCTIONb30BaHNe COOCTBEHHOPYYHO NOANCH.
Cwm. Tarxke MCO/M3K 27002:2005, 12.3.

BenukoGputanus

TpeboBaHnue 3.6.1 YnpaeneHnsa uHdpopmaLmeir BenukobputaHuu

HekoTopble TUMbI B3anmogeicTBuA MHpOPMaLMOHHBIX CUCTEM TPeBYHOT MCMONBb30BaHWUS aNeKTPOHHOIO aHariora cob-
CTBEHHOPYYHOI MoanucK; faHHoe feiicTBre No NOATBEPXKAEHWIO COLepXKaHUA BINONHAETCA NYTEM UCMONbL30BaHUA
COBPEMEHHbIX LIMPPOBLIX NOAMUCEN, OCHOBaHHbIX Ha CepTUgMKaTaX, XPaHALMUXCA Ha cMapT-kapTe Monb3oBaTens.
CpoyHan HeobxoAUMOCTb B NOATBEPXKAEHUN COfepKaHuWs, Kak NpaBUnNo, BO3HUKaET B obnacTu, kacatoLeics Bbl-
Ja4yn HasHa4YeHWid B pamkax cnyx6bl BbiAaqn aMeKTPOHHbBIX HasHaveHui (EPS) Bepcun 2.

MogpobHble TpeboBaHUA K NOATBEPKAESHUIO COAEPKaHUA B TOMKE Bblgauun peuenToB (B npegenax cuctem GP) u
B TOMKe Bblfj@4u npenapaTos no peUenTy (B Npefenax anTeqHbIX CUCTeM) NPEeAOCTaBNSIOTCA OTAENbLHO B COCTaBe
OCHOBbI ANs ob6ecrnederus cootBeTcTBUS EPS Bepeuu 2.

B.20.4 dopmaT nognucu

Bpasunus

NGS2.02.01

dopmMart noanucu

CreayeT Ucnonb3oBaTh OTKPbITLIE hopMaThl ANnsi obecneveHns COBMECTUMOCTU AaHHbIX. [ns sToro uudposas noa-
MUCb JOMKHa UCMONb30BaTh CTPYKTYphLI, coBMeCcTUMbIe ¢ popmaTtom CMS [RFC 3852] unu XMLDSIG [RFC 3275].
B.20.5 MpocTtasneHue uucgpposoin nognucu

Bpasunus

NGS2.02.02

MpoBepka HazHa4eHUs1 L poBoro cepTudmkara Ansa uudposoi nognucu

Mepen npocTaBneHneM LUdpoBoiA nognucn HeobxoUMo NPOBEPUTL, UMEET NN NCNONb3YEMbIA cepTUdUKaT YHK-
LMoHarnbHoe HasHadYeHve uudposoii noanuck (UndpoBas NOANUCL U OTKA30yCTOWYMBOCTL B MONe MPUMEHEHUSI
Krro4en).

X.509.

B.20.6 BpemeHHble MeTKM

Bpasunua

NGS2.02.03

MpuBsA3Ka KO BPeMeHW AR OTMEHbI NMognucu

Bce undpoBbie nognucy, BBefeHHble B EHR, fomkHbI UMeTk BpeMeHHyto MeTky (RFC 3161), koTopas forxHa uc-
MoNb30BaTLCS B Ka4eCTBE BPEMEHHOM CChINKKM BO BPeMsi NPOBEPKN aHHYNUPOBaHUS.

ETSI TS101 733.
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B.20.7 MNpoBepka AgocToBepHOCTH LM(POBLIX Noanucen

bpasunusa

NGS2.02.05

MpoBepka AOCTOBEPHOCTN LiUpOBLIX Noanucei

CnepyeT obecnevnTb HanmuMume HeobXoAMMbIX ANEMEHTOB (MHMOPMaLUIO O KOPHEBLIX cepTUudukaTax, Lenodkax
cepTuduKaToB, cepTUUKaTOB NOAMUCK U MHGOPMaLWIO 06 aHHYNUPOBaHWK) ANA rapaHTUK TOro, YTO NOANUHHOCTL
undpposoit noanuck morna bulTb NpoBepeHa B Ntoboe Bpems B byayLieM. [JaHHbIe 3NeMeHTbl MOryT BbiTb BKNHOYEHbI
B peecTp ¢ UMpoBOi NOANUCHIO UNKU NPUBEAEHBI B CCbIfKax B AHHOM XypHane u coxpaHeHsl B EHR.

ETSI TS 101 733.

NGS2.02.09

3KenopT NoanucaHHbIX peecTpoB

Bce xypHanel, cogepxalime LMdpoBylo NMOANUCh, SKCMOPTUPYEMbIe, Hanpumep, B apyrne EHR, aomxHel cogep-
XaTb BCe HeobxoanMble ANeMeHThl ANA NpoBepKU WX JOCTOBEPHOCTU (MHOPMaLMIO O KOPHEBLIX cepTuduKaTax,
yenodkax ceptucukaToB, cepTudUKaToB nognucu u uHopmauuio 06 aHHynMpoBaHWH).

Kanapa

TpeboBaHue 6ezonacHocTn 80 KaHaACKOW MEAULIMHCKOIN opraHusauumn Infoway

MpoBepka AOCTOBEPHOCTU U coxpaHeHue Lmdposbix nognuceid MM

Kaxablih pa3s koraa nHdpocTpyktypa EHR nonyyaer faHHble, cofepxaliue LudpoBylo NoAnuch, KotTopasi otTBevaeT
TpeboBaHUAM K anekTpoHHbIM nognucam PIPEDA, undoctpykrypa EHR gonxna:

a) no nony4YeHnn NOATBEPXAaTh AENCTBUTENBHOCTL NMOAMNUCHK (T. €. YTO COOTBETCTBYIOLLMIA cepTUdUKAT NOANUCH He
6l aHHYNIMPoBaH);

b) xpaHuTb LM poBLIE NOAMUCK KaXAbIA pa3, Korfa OCyLLeCTBNSeTCA XpaHeHue, pe3epBHOe KOMMpoBaHue unu
apXxvBMUpoBaHWe NOAMUCaHHbIX AaHHbIX;

¢) nepefaBaTh LUUGPOBYIO MOAMUCH KaXAbIA pa3, Korja ocyLlecTBnaeTca nepejada noAanMcaHHbIX AaHHbIX, U

d) nepep nepepaveii NOATBEPXAaTb AENCTBUTENBLHOCTb MOANACU HA MOMEHT MOAMUCAHMSA (HanpuMep, YTO COOT-
BETCTBYIOLLMIA cepTUdUKaT noanucKH He 6bin aHHYNUpoBaH).

O6ocHoBaHne — 3710 TpeboBaHWe SABMNAETCA MUHUMArbHBIM ANS MPeAOCTaBNeHUs SNEKTPOHHBLIX Ha3Ha4YeHWin n
APYrvX yCryr, Npyu KOTopbIX Heo6xoAMMa NOANUCEL YNONMTHOMOYEHHOTIO NnULa.

Cwm. Tarke MCO/M3K 27002:2005, 12.3.

B.20.8 Ponb nognucbiBaloLlero nuya

Bpasunus

NGS2.02.06

HasHaveHWe noanvcy 1 porib NoANUCHIBAIOLLEro NuLa

Bce uudpoBble nognucu JOMKHBI UMETb HasHaveHue noanucu [aTpubyT «uHAMKauMsa Tuna obs3atenbcTea»
(commitment-type-indication)], T. €. TUN NoATBEpPXAEHMSA, UCMONBL3YEMOrO NOZAMUCHIBAIOLLMM JTIMLIOM NPU NpOCTaBre-
HWUM LU poBOA NogNUCK Ha AOKYMEHTe, U porb NoAnucasLuero (T. e. atpubyT ponu nognucasLiero) B EHR.

ETSI TS 101 733.

B.20.9 3KkcnopT AOKYMEHTOB U 3anucei, coaepXaliux MNeKTPOHHYI0 NOANUCH

Bpasunua

NGS2.02.04

Mposepka AOCTOBEPHOCTU L POBOIA nognucu

Ona kaxaoi npeacTaBneHHo LdpoBoi NOANMCH, BKIOYAs criydau Ucnonb3oBaHus AByx unu 6onee nognucei,
cucTema AoMmKHa NPOBEPUTL [JOCTOBEPHOCTL LUMGPPOBAHNA U NPOBEPUTL aHHYNMpOBaHUe L posoi nognucu (noa-
nucei) U UenoYkn UUdpoBLIX cepTUdUKATOB, CBA3aHHOW C KaX0i noanuchio.

B.20.10 MonuTuka ucnonb3oBaHuA LUPOBLIX NoANUcen

Bpasunua

NGS2.02.10

MonuTtuka ncnonb3oBaHusA LM POBLIX Nognucei

Linchposble nognucy B xypHanax AormkHbl 6bITb MCNOMb30BaHbl B COOTBETCTBUM € NMOAUTUKON MCNONb30BaHUA Lnd-
poBbIX NOANUCEN.

NGS2.02.08

YT1BepxaeHue |ICP Bpasunuu (ocoboe gnsi Bpasunuu)

KomnoHeHTbl EHR, ncnonbsytowue LudpoByto cepTudukaumio Ana uudpoBbiX cepTUdPUKaTOB, JOMKHbI ObITh YT-
BepxAeHbl MHpacTpyKTypoil OTKpLITEIX Kritouei Bpasunuu.

B.20.11 Ucnonb3oBaHue uncppoBol NoANUCH Ha oL@ POBaHHbIX (CKAHUPOBaHHbIX) AOKYMEHTaxX
Bpasunua

NGS2.04.01

Lindbposas nognuce MO

Kaxablit KOMNOHEHT LudpoBoro npeobpasosBaHusa AOMKEH UMETL Napy KNoYeh acCUMMETPULHOR KPpUNTOCUCTEMB! Y
COOTBETCTBYIOLWIA LncpoBoil cepTudmkat. Kaxabiii LudpoBoi AOKYMEHT f0KeH ObiTb nognucaH KOMNOHEHTOM
umdposoro npeobpa3oBaHMsi NOCPEACTBOM 3TOMO KIoYa, UCMONb3YA HasHa4YeHUe «MNOATBEPXKAEHUE [OCTaBKU».
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Hasna4eHue «nogTBepxAeHNE AOCTaBKN» MOXET YCTAHaBNWBATLCA C BKITIOYEHUEeM NOANUCAHHOro aTpubyTa «MHAu-
Kauus Tuna noaTeepxaeHusi» (commitment-type-indication) ¢ ocHoBHEIM HazHaueHueM «id-cti-ets-proofOfDelivery»,
ecnu 6ornee KOHKpeTHOE HasHa4YeH1e He onpeaeneHo.

NGS2.04.02

LindpoBas nognuce onepatopa

Onepatop undposoro npeobpa3oBaHWA AOMMKEH NPOCTaBNATbL LMMPOBYIO NOAMUCE Ha oLMdpPOBAHHOM JOKYMEHTe
€ nomoLsto ceptudukara MHdpacTpyKTypbl OTKPLITLIX Kiitodeil Bpasunuu tuna A3 unu A4, a Takke ¢ NOMOLLbLO
Has3HavYeHWs «MoATBEPXAEHME AOCTaBKM». HasHayeHue «MNOATBEPXKAEHUE AOCTaBKU» MOXET ycTaHaBnuBaTbCs C
BKIHOMEHUEM NnognucaHHoro atpubyTta «MHAMKaLMA TUna nogTeepxaeHus» (commitment-type-indication) ¢ ocHoB-
HbIM HasHadeHneM «id-cti-ets-proofOfDelivery», ecnu 6onee KOHKpeTHOE HazHa4YeHUe He onpeaeneHo. [aHHas nog-
MUCb JOMXHa CTOATL PAAOM CO BCTPEYHOW NOANUCHIO MporpaMMHoro obecneverus. Onepatop fomkeH obasaTens-
HO MpPOBEPSATb KaZpPOBYH CUHXPOHU3ALMIO U Ka4eCTBO OLMMPOBaAHHOMO U300paXKeHNA B CPaBHEHWUM C OPUrMHAIoM,
BKJ1tOYasi BO3MOXHOCTb MOBTOPEHMUS npoLecca ouudpoBku B criyqae obHapyXeHUa fedekTos.

NGS2.04.03

Lincbpoeas noanmce OTBETCTBEHHOMO NuLa

OTBeTCTBEHHOE NULI0 AOMKHO NPOCTaBAATh LUdPOBYO NOANUCE Ha OLMdPOBaHHOM AOKYMEHTE C MOMOLLbIO cep-
Tudmnkata NHpacTpyKTypbl OTKPBLITLIX KItodeid Bpasunum, Ucnonbays HasHavyeHue «yTBepxeHue». HasHadeHune
«yTBEpXAeHNe» MOXET yCTaHaBNMBaTLCH € BKIIOYEHWEM NojnucaHHoro atpubyTa « MHAMKaLWs Tuna noaTeBepKae-
HusA» (commitment-type-indication) ¢ ocHoBHEIM HazHaveHueM «id-cti-ets-proofOfApprovaly, ecnu Gonee koHKpeT-
HOe HasHa4yeHne He onpegeneHo. [JaHHas NOANUCH AOMKHa CTOATb PSAOM C BCTPEYHO! NOANUCHIO NPOrPaMMHOro
obecneyeHus.

NGS2.04.04

AyTeHTUduKaLma

Onepatop, OTBETCTBEHHOE JMLIO U aAMUHUCTPATOP CUCTEMBI NOANUCEN AOMKHBI BbITb ayTEHTUULMPOBaHLI B CU-
cTeMe B cooTBeTeTBUM ¢ NGS2.03.

NGS2.04.05

Bpems npocTaBneHnsa noanucu

Kaxgas nognucb Ha oLMdpoBaHHOM AOKYMEHTE JoMmKHa BKMoYaTk aTpubyT BpeMeHun nognucaHus (signing-time
attribute), cogepxalymnii Bpems npoctasneHusa nognucu B popmare UTC.

NGS2.04.06

Koaeke noeefeHus 4na ouucposku

Heobxoanmo paspelunTb NoAb3oBaTento BLINOAHATL OUUPOBKY TONBKO NOCNE NpocTaBneHna Uudposoii nognucu
B «Kogekce noseaeHus AN oundpoBKU», KOTOPLIA AOMKEH cogepxaTb Npasua no obecnevyeHunio kKoHduaeHUm-
anbHOCTU MHGOPMaLMKU N OTBETCTBEHHOCTU 3a peanuaayuto aToro npouecca.
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MpunoxeHune JA
(cnpaBouHoe)

CBeZIeHNA 0 COOTBETCTBMM CCbINTOYHBIX MEXAYHAPOAHbLIX CTaHAApTOB
MEXrocyAapCcTBEeHHbIM CTaHAapTam, AeHCTBYIOW MM B KAYeCTBE HALMOHASbHbIX

Tabnuya OA1

O603Ha4YeHNe CCbINOYHOro CTeneHb O06o3Ha4eHne N HauMeHoBaHWe COOTBETCTBYIOLLEro
MeXayHapoaHoro ctaHgapTa COOTBETCTBUA HauMoHanbHOro ctaHgapTa
ISO/IEC 17000 IDT MOCT ISO/IEC 17000-2012 «OueHka cooTBeTcTBUA. CrioBapb K

obLme npuHUMNbI»

SO 27799:2008

*

OTBETCTBUA CTaHAapTa:

- IDT — nAeHTUYHbIA cTaHaapT.

* CoOTBETCTBYIOWNI HaLMOHabHbIA cTaHgapT oTcyTcTayeT. [0 ero yTBepxaeHNs peKOMEHAYETCS UCMOoNb3o-
BaTb MepeBoy Ha PYCCKNIA A3bIK LaHHOro MEXAyHapoaHoro ctaHaapTa.

MpumedaHune — B HacTosel Tabnule UCNONb3OBaHO criefyioliee YCroBHOE 0603HaYeHne cTeneHu co-
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KoppekTtop E.P. AposH
KomnbtoTepHas BepcTka FO.B. [Tonosol

CpaaHo B Habop 02.12.2016.  MoanucaHo B nevaTb 25.01.2017.  dopmat 60 x 841/8. apHuTypa Apuan.
Yen. ney. n. 11,16.

MoaroToBnNeHo Ha 0CHoBe SﬂeKTpoHHOIZ Bepcuun, I'Ipe,qOCTaBI'IeHHOI?I paspaboTynkom cTaHaapTa

Ha6paHo B N[ «HOpucnpyaeHumsa», 115419, Mocksa, yn. OpaxoHukuase, 11.
www.jurisizdat.ru y-book@mail.ru

M3gaHo Bo OIYM « CTAHOAPTUHOOPM», 123995, Mocksa, 'paHaTHbIN nep., 4.
www.gostinfo.ru  info@gostinfo.ru
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