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HAUVWOHANbHBIN CTAHAOAPT POCCUMNCKOWN SGEAEPALMUMN

TENEBMAEHWE BEWATENbHOE LIN®POBOE

ANropuTMbl CKPEMONMpoBaHua KOHTeHTa cnyx06 DVB-IPTV, ucnonb3yowmux TPaAaHCNOPTHbLIE NOTOKU
MPEG2

OcHOBHbIE napameTpbl

Digital Video Broadcasting. Content Scrambling Algorithms
for DVB-IPTV Services using MPEG2 Transport Streams. Basic parameters

Dara BBeaeHna — 2017—06—01

1 Obnactb NnpUMeHeHus

Hacrosawui ctangapt onpegenseT cneuyudukaumum ckpembnupoBaHusi KOHTEHTA pacnpoCTpaHAEMbIX B
cetsix DVB-IPTV ycnyr peanbHOro BpeMeHu 1 yCryr A0CTaBKU KOHTEHTA MO 3anpocy Ha 6ase TpaHCnOpTHO-
ro notoka MPEG2. Takxke AaHHbI CTaHAApT onpeaensiet TpeboBaHUA K CUrHanu3auumn, Kotopas no3sonset
obecneymBaTb CUCTEMAM YCIIOBHOMO AOCTYNa U CMCTeMaM LMpPOBOro ynpasneHusa npasamu 3aLimTy CBOEro
KOHTEHTa NP1 UCMNONb30BaHUU METOAOB CKPEMONMPOBAHUSA, ONMUCAHHbBIX HUXE.

TpeboBaHUA HACTOALLErO CTaHAApTa CneayeT yuuTbiBaTh Npu paspaboTke, M3roTOBNEHUM M dKcnnyara-
uum obopyaosanus DVB-IPTV.

2 HopmaTtunBHbI€ CCLIFIKN

B HacToAwem cTaHgapTe UCnonb3oBaHbl HOPMATUBHLIE CCLINIKM HA cneayloLwmne CraHaapTbl:

MOCT P 52210—2004 TenesuaeHue sewarenbHoe yudposoe. TepMuHbl U onpeaeneHus

FOCT P 52591—2006 Cucrema nepegavu AaHHbIX NONb3oBaTens B UMppoBoM TENEBU3IUOHHOM HOp-
mare. OCHOBHbIE NapamMeTpsl

FOCT P 54994—2012 Tenesuaenue BewjatenbHoe uudposoe. Mepegava cnyx6 DVB no cetam ¢
IP nporokonamm. O6wme TexHuyeckue TpedosaHus

MpumevyaHune — Mpu NONL3OBAHUN HACTOSLNUM CTaHAAPTOM LUenecoobpasHo NPoBEPUTL AeNCTBME CChINOY-
HbIX CTaHAapTOB B MHGPOPMALIMOHHOW cucTeMe obLLero Nonb3oBaHUs — Ha oduumnansHoM caiite defepanbHOro areHT-
CTBa MO TEXHUYECKOMY PErynupoBaHuio U METPONOrK B CETU MHTEPHET UnK No exerogHoMy WH¢OpMaLMOHHOMY yKasa-
Teno «HaunoHarnbHble CTaHAapTbi», KOTOPLIA ONyGNUKOBaH NO COCTOSHMIO Ha 1 AHBaps TEKYLLEro roga, 1 no Bbinyckam
€XeMeCsiMHOro MHHOPMALMOHHOIO yKasaTens «HauuoHanbHble cTanaapThi» 3a TEKYLUIA rod. Ecnn 3ameHeH cebInoYHbIi
CTaHAapT, Ha KOTOPbIA faHa HeaaTMpPOBaHHas CCbiNka, TO PEKOMEHAYETCS UCTONbL30BaTh AEeACTBYIOLLYI0 BEPCUIO STOMO
CTaHfapTa C Y4eTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUIO U3MEHEHUIA. Ecnn 3aMeHeH CCHINOYHbLIA CTaHAapT, Ha KOTopbIii
JlaHa AaTMpoBaHHas CCbifka, TO PeKOMEHAYETCA UCMONb30BaTb BEPCUIO STOTO CTaHAapTa C yKasaHHbIM BhbilUe rofoM yT-
BepxaeHus (NpuHATUNA). ECnun nocne yTBepXAeHWUS HACTOALLEro cTaHaapTa B CCbINIOYHbIA CTaHAapT, Ha KOTopblid JaHa
JatnpoBaHHas cCblifika, BHECEHO U3MEHeHUe, 3aTparusatolee NoroXeHue, Ha KOTOpoe AiaHa Cchifka, TO 3TO NoMoXeHne
pekoMeHAYyeTCs NPUMEeHATb Ge3 yueTa 4aHHOTO U3MeHeHUs. ECnn cChiNoYHbIi cTaHZapT oTMeHeH 6e3 3aMeHbl, To Morno-
XeHue, B KOTOPOM AaHa CChifika Ha HEero, PeKOMeHAYEeTC NPUMEHSITE B YacTH, He 3aTparuBatoLLei STy CCbinky.

3 TepMmuHbI, onpeneneHUa U CoKpaweHus

3.1 B HacrosAwem ctangapre npuMeHeHbl Tepmubbl no FTOCT P 52210, TOCT P 52591, TOCT P 54994,
a TaKKe cneayloLme TePMUHbLI C COOTBETCTBYIOLIMMM ONPEAENEHUSMU:

3.1.1 anroputm ckpembnupoBanus (scrambling algorithm): Anroputm Ha ocHoBe wmdpa, ucnonb3ye-
MbIii Ans lWnMpoBaHUA ayauoBU3yanbHOrO U CONYTCTBYIOLLIETo KOHTeHTa DVB.

W3paHue ocbuumnansbHoe
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3.1.2 annapaTHO-OpUEHTUPOBaHHbIA anNropuTM ckpemonupoBaHua (hardware-oriented scrambling
algorithm): AnroputM, KOTOpbIA NErko peanu3yeTcsl annaparHO Ha cneyuanuaMpoBaHHOM 06OpyAOBaHUM U
3Ta peanu3auus okasbiBaeTcs a(pdeKkTUBHEE, NPoLe W AeLUeBne, YeM ero nporpaMMHas peanu3auus Ha
npoueccopax 06LEero NPUMEHEHUS.

3.1.3 o6wuit anroputm ckpemoénuposaHus Bepcumn 1 (Common Scrambling Algorithm version 1;
CSAT1): YcTporCTBO, annapart unm MexaHuam (peannsoBaHHOe Kak annapatHoe unu nporpaMmmMHoOe CPeAcTBO),
paspaboTaHHOe uiu cneuuansHo aaanTMPOBAHHOE, MOMTHOCTbLIO UMM YaCTUYHO, AenatoLlee HEBO3MOXKHOI Ans
BOCNPUATUSA KaKylo-NnMGO COOTBETCTBYIOLLYIO TEKYLLMM CTaHjapTam yCnyry nyteM npuMeHeHWUst TEXHONOrnu
ckpembnuposaHua CSA1, a Takke NBbIX MOAUDMKALMIA U MOAEPHU3ALMIA STON TEXHOMOIUMU, U 3Ta ycnyra
MOXeET ObITb AeckpeMbnupoBaHa obLEN AeckpemonupytoLlen cuctemon B popme, ogodpeHHol PykoBoas-
wum cosetom DVB no craHaapram.

3.1.4 obwun anroputm ckpemonupoBaHua Bepcumn 3 (Common Scrambling Algorithm version 3;
CSA3): YcrponcTBo, annapat MnuM MexaHuam (peanus3oBaHHOE Kak annapaTHOE Unu NPOrpaMMHOE CPeCTBO),
paspaboTaHHOE unu cneunansHO aganTMpOBaHHOE, MONTHOCTbIO UM YAaCTUYHO, AENatoLLIEEe HEBO3MOXXHON ANs
BOCNPUATUSA KaKyl-NnnBGO COOTBETCTBYIOLLYIO TEKYLLMM CTaHjapTam ycnyry nyteM npuMeHeHWs! TEXHONOrnu
ckpembnupoBaHus CSA3, a Takke nobbix MOAUMUKALMIA U MOAEPHM3ALMIA STOK TEXHOMOMMK, U 3Ta ycnyra
MOXET ObITb AeckpeMbnupoBaHa obLeln AeckpemonupytoLlen cuctemon B oopme, oaodpeHHo PykoBoas-
wum cosetom DVB no cranaapram.

3.1.5 nporpaMmMHO-OPUEHTUPOBAHHbIN aNropuTM cKkpeMonupoBaHus (software-oriented scrambling
algorithm): Anroputm, KOTOPbIA NErKo peanusyeTca Kak annapaTtHo Ha cneuuanm3mpoBaHHOM 060pyaAOBaHNUN,
Tak 1 NporpaMMHO Ha npoueccopax obLLero npuMeHeHus, u obe peanusauun okasbiBaloTcs 3hEeKTUBHBIMU.

3.1.6 wundp (cipher): ANroputM, UCNONb3yEMbIN ANSA 06ecnevYeHna KOHPUAEHUMANbHOCTU SNEMEHTOB
JaHHbIX onNpeAeneHHoro pasmepa.

3.2 B HacToflLLEM CTaHAapTe NPUMEHEHbI CrieayoLmue CoKpaLleHUs:

AES — ynyJlleHHbIR cTanaapt wuoposaHus (Advanced Encryption Standard);

CBC — cuennexue 6nokoe wudpa (Cipher Block Chaining);

CISSA — o6wuin nporpamMmmHO-OPUEHTUPOBAaHHbINM anroputM ckpemobnuposanus IPTV (Common IPTV
Software-oriented Scrambling Algorithm);

CSA — obwmii anroputm ckpembnuposanusi (Common Scrambling Algorithm);

CSA3 — obwwymii anroputm ckpemdnupoaHus Bepcumn 3 (Common Scrambling Algorithm version 1);

CSA3 — obwwymii anroputm ckpembnupoaHus sepcun 3 (Common Scrambling Algorithm version 3);

DVB — tenesuaexune sewarensHoe uugposoe (Digital Video Broadcasting);

ETS| — EBponeiickuii MHCTUTYT NO cTaHaapTu3auum B obnactu TenekoMmyHukauui (European
Telecommunications Standards Institute);

IPTV — TenesewaHue no npotokony UHTepHet (Internet Protocol TeleVision);

MPEG — akcnepTHas rpynna no apwxyLiemycsa usobpaxxeHuio; ctaHgaapT okaTtus BUaeo- U ayamoaaH-
HbIX (Moving Picture Experts Group);

PES — nakeTtusnpoBaHHbIi anemeHTapHbin NnoTok (Packetized Elementary Stream);

TS — TpaHcnopTHbIK NoTok (Transport Stream);

uimsbf — uenoe 6e3 3Haka, crapLumii 3Ha4awmin 6uT nepsblit (unsigned integer, most significant bit first);

XRC — ycTonumBbii Wwmncp pacwumperHon amynauum (eXtended emulation Resistant Cipher).

4 OCHOBHbIE NONOXEeHUS

Hacroawwi ctangapt onpeaenseT Asa annapaTHO-OPUEHTMPOBAHHbLIX anropuTMa CKpembnupoBaHus u
OZIMH NPOrpaMMHO-OPUEHTUPOBAHHLIN anropuTM ckpembnupoBaHusi, NpeHa3sHaYeHHbIX AN KOHTeHTa IPTV,
nepesnasaemoro B KoHTenHepax MPEG2-TS. CooreeTcTeme 060pya0BaHUs AAHHOMY CTAHAAPTY CneayeT Cvu-
TaTb BbIMOMHEHHbLIM, €CIIM B HEM UCNOSb30BaH XOTS 6bl 0AMH U3 anNrOPUTMOB.

B kavecTBe onpeaeneHni annapaTtHO-OPUEHTUPOBAHHOIO U NPOrPAMMHO-OPUEHTUPOBAHHOIO anropuT-
MOB CKpeMBriMpoBaHus cneayeT cHuTaTh CneayioLue nonoxeHus:

- annaparHO-0pPUEHTMPOBAHHBIN anropuTM CKPEMONMPOBAHUA peanu3yeTcs UCKIMIOMUTENBHO annapaTHo
Ha cneuuanuampoBaHHOM 060pyAOBaHUM M AOIKEH obecneunBaTb HEOOXOAUMYIO NPOU3BOAUTENBHOCTL ANA
BCex o6LMX ycrnoBuii npumeHenus. MNpegnonaraercs, YTo ero NporpaMMHbIE peanu3auum Ha npoueccopax
obLero npumeHeHus ByayT umeTb HEAONYCTUMO HU3KOe BbICTpoaeiCTBUE;

- IPOrPamMMHO-OPUEHTUPOBAHHDIN aNrOPUTM CKpeMONUPOBaHUSI peanu3yeTcsl NPEMMYLLECTBEHHO Npo-
rPamMMHO, HO MOXKET MMETb U annapartHyio peanu3auuto. OH fomkeH o6ecneumBaTb HE06X0AUMYIO NPOU3BOAK-

2
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TENbHOCTb AN BCeX 0OLLUMX YCNOBUI NPUMEHEHNSA, HE3aBUCMMO OT UCMONb3YEMbIX TEXHOMOTWIA, annapaTHoro
1 nNporpaMmMHoro obecneyeHus. B yactHoCTH, TpeGoBaHUE UCKNIOYMTENBHO NPOrpaMMHON peanu3auum, 6es
MCNONb30BaHWA CNeLnanu3MpoBaHHOro 000pyAOBaHUA, He AOMKHO OrpaHUYnBaTh NPUMEHAEMOCTb anropuT-
Ma ckpeMbnuposaHus. icnonb3oBaHue cneunanmampoBaHHOro o6opyaoBaHus He AOMKHO ObiTb 0bs3aTenb-
HbIM, NEPBUYHON OCHOBOW AOMXHA BbITb NPOrpamMMHas peanuaauus.

B npuBeAeHHbIX BbILE ONPeAeneHusX anmnapaTtHO-OPMEHTUPOBAHHLINA anropuTM CKpembnmpoBaHus
JOIDKEH WHTEPrNpPEeTMPOBaTLCH KaK «MCKIOYUTENIbHO annapartHbiiy, B TO BPEMsA Kak NporpamMMHO-OPUEHTU-
POBaHHbLIN anropuTM CKPEMONMPOBAHUA AOHKEH UHTEPNPETMPOBATLCA KaK «NMPOrpaMMHbIA M annapaTHbIn».

5 AnnapaTHO-OPUEHTUPOBAHHbIE aNirOPUTMbI CKPEeMONMpoBaHuA

5.1 BeepeHue

Hacrodawwmin ctangapt onpeaensier Ba anroputma, A KOTOPbIX METOZ AECKPeMONnMpOBaHUA ABMAETCA
annapaTHO-OPUEHTUPOBAHHbIM.

Pa3gen 5 HacTosLwwero cTaHaapTa CoAeMKUT ONUCAHNE SNIEMEHTOB AECKPEMONMPOBaHUA, 3aLLUMLLEHHbIX
npaBaMu Ha WHTEMMEKTYarbHYI0 COGCTBEHHOCTL C COBNIOAEHUEM YCIOBUI NIULEH3NPOBAHUS.

HekoTopble YacTu anemMeHToB AeCKpeMOnMpoBaHus U3 pasgena 5 sBNATCS KOHMUASHLMANBHBIMU 1
NonHoe ux onucaxHme nyénuyHO HeAOCTYNHO. [leTanu uanoxeHsol B 5.2.3, 5.3.3.

B kauecTtse anroputmoB ckpembnuposanus B ceTsix DVB-IPTV cneagyeT ucnonb30Bath A4Ba anroputma:

- 06wmin anroputm ckpembnmposanus DVB sepcun 3 (Common Scrambling Algorithm version 3; CSA3),
KOTOPbIV CrEAYET NPUMEHSATL B COBPEMEHHbIX YCIOBUSX;

- obwumin anroputm ckpembnuposanua DVB Bepcunm 1 (Common Scrambling Algorithm version 1;
CSA1), KOTOpbIN CrefyeT NPUMEHATb TONbKO AnA 0GpaTHON COBMECTUMOCTU U NOAAEPXKKU YyCTapeBLUEro
o6opyaoBaHus.

5.2 O6Owwuit anroputm ckpemonuposanusa DVB Bepcun 3

5.2.1 BeeageHue

Anroputm ckpembnupoBaHus CSA3 coctout uz DVB CSA3 aeckpembnupyioLLei CUCTEMbI U TEXHONOMMU
ckpeMmbnuposaHusa. Cneuudukaumum Ana HUX PacnPOCTPAHSIIOTCA OTAENBHO NO cornawueHuto ¢ EBponeckum
WHCTUTYTOM MO CTaHAAapTu3auuu B obnactu tenekommyHukauui (European Telecommunications Standards
Institute; ETSI), koTopblii AENCTBYET B MHTEPECAX KOMNAHMWIA, pa3paboraBLumx anroputm DVB CSA3.

5.2.2 TexHu4yeCckKue aeranm

Anroputm ckpembnupoBaHust CSA3 6bin paspaboTtaH ans npunoxexuit DVB, 4yTo6bl MUHUMU3NUPOBATb
BpEA OT MMPATCKUX arak B TEYEHUE ANUTENLHOrO Nepuoaa BpeMeHU, NOITOMY COAEPXKUT CTPOTO 3aLumLLaemyio
uHcpopmauumio. TexHUYECKME AeTann 3TOr0 anroputTmMa ckpembnupoBaHUsi MOTYT CTaTb AOCTYMHLIMU TOSbKO
ANA HaAeXHbIX Nonb3oBarenen nocne noanucanua ¢ ETSI cornawerusa o HepasrnaleHuu.

[aHHbIi pazaen cogepxuT 00LLYI0 MHOPMaLUMIO 0 METOAAX CKPEMONUPOBAHUS U HEKOTOPLIE 0COOEH-
HOCTU peanu3auuu.

AnroputMm CKkpeMOnMpPOBaHUA AOMKEH BO3AENCTBOBATbL HA NONE3HYI0 HArpy3Ky MakeTa TPaHCNOPTHOrO
notoka (Transport Stream; TS) B cny4ae ckpeMOnupoBaHusa Ha ypoBHe TS. CSA3 A0mKeH UCNONb30BaTh
128-OMTHbII KIIOY (KOHTPONLHOE CMOBO) ANA wudpauum n aewwmdpaummn 6rokoB AaHHbIX pasMmepom 16 Gan-
TOB U BbiLe (C ANCKPETHOCTLIO 1 B6anT).

Anroputm umdpoBaHusi AoMmKeH ObITb OCHOBAH Ha ABYX Gnokax wmdpoB:

- HA Pa3sHOBUAHOCTU «YMyULLEHHOrO CTaHaapTa wudposaHusy (AES128), onucaHHoro B [1], Ha3biBae-
Moro «AESy;

- Ha «YcTONMUMBOM LuMcppe paclumpeHHon amynauun» (XRC), KOTOpbIN ABnsSieTcs KOHuAEeHUMANbHbIM
wmcppom DVB.

MexaHuam nonyuyeHus knioua CSA3 AomkeH UCNONb30BaTh NOAMHOXECTBO BrouHoro wudgpa IDEA-NXT
cornacHo [2].

5.2.3 JinuensupoBanue

M3rotoBuTENM AEKOAEPOB U UX KOMMNOHEHTOB, NPOBaNAEpPbl YCnyr, paspaboTumkn U uHbIE NULA, UMEID-
LMe OTHOLLEHUE K YCIIOBHOMY A OCTYNY, AOMKHbI UMETb IMLIEH3UIO HA cucTeMy aAeckpembnuposanua CSA3.

M3roTtoButenu ckpemobnepoB A0MKHbI UMETb NULEH3NI0 HA TEXHONOTUI0 ckpembnuposaHus CSA3 u ne-
peaasatb CybnuueH3uo nokynarensim ckpemonepos.
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Hoctyn kK CSA3 MOXeT ObITb NONMy4YeH HaZAEXHbLIMU MONb30BaTENSAMU Nocne nognucanus ¢ ETSI corna-
LeHUA O HepasrnaweHun. KontaktHasa uHgopmauua ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +334 9294 42 16

Fax: +334 9294 42 70

5.2.4 CSA3 ana ckpembnuposauusa DVB IPTV
Ons yenen ckpembnuposaHusa DVB IPTV anroputm CSA3 cnegyer NpUMEHATb TONbKO B CTAHAAPTHOM
pexume cornacHo [3].

5.3 O6wunn anroputMm ckpembnupoBanua DVB Bepcum 1

5.3.1 BBeaeHue

Anroputm ckpemonupoBanua CSA1 cOCTOUT U3 00LUel AeCKPeMONMUPYIOLLEN CUCTEMBbI U TEXHOMNOTUN
ckpembnuposanus. CneuuduKkaumm Ana HUX PacnPOCTPAHAIOTCA OTAENbHO MO cornawenunto ¢ ETSI, koTopbii
[OeWCTBYET B MHTEPECcax YeTbipex KOMnaHui, paspaboTasLumnx OOLUMIA anropuTm CKpemoOnupoBaHus.

5.3.2 TexHuveckue getanu

AnropuTtm ckpembnupoaHua CSA1 6bin paspaboTaH, YTOObl MUHUMU3UPOBATL BPEA OT NUMPAaTCKMX atak
B TEYEHUe ANUTENbHOro nepuoaa spemMeHu (kak muHumym 10 net ot Havamna ucnosnb30BaHus), NOSTOMY CO-
[EepPXUT CTPOro 3alumaemMyto MHhopmaumio. TexHuyeckue aetanu aToro anroputMma ckpemonupoBaHus Mo-
ryT CTaTb AOCTYMHbLIMU TOMBKO ANA HaAEXHbIX Monb3oBatenen nocne nognucadua ¢ ETSI cornawenuna o
Hepa3srnalwleHum.

ANropuTM CKpemOnupoBaHUA LOIDKEH BO3AEHCTBOBATL Ha MONE3Hyl0 Harpysky nakera TS B cny4ae
ckpembnupoBaHus Ha ypoBHe TS. B cnyyae ckpembrnupoBaHusi HA YPOBHE NaKETU3UPOBAHHOIO AneMeHTap-
Horo notoka (Packetized Elementary Stream; PES) 40mKHO NpMMEHATLCA CTPYKTYpUupoBaHue naketos PES ¢
TEM Xe anropuTMOM CKpeMOnMpoBaHus.

CSA1 O0omKeH UCnonb3oBaTh 64-0UTHLIN KIOY (KOHTPOMNbHOE CNOBO) ANs wudpauumn u aewmdpaumm
6nokoB AaHHbIX pa3mMepom 8 GaiiTOB U BbilE (C AUCKPETHOCTLIO 1 GaiiT).

5.3.3 JluueHsupoBaHue

M3roToBUTENMN AEKOAEPOB U UX KOMNOHEHTOB, NPOBaliaepbl YCnyr, paspaboTynku U UHble nuua, UMelo-
LMe OTHOLUEHUE K YCROBHOMY AOCTYNY, AOSMKHbI UMETb NIMLEH3UIO HA cucTeMy aeckpembnupoBaHusa CSA1.

M3roToButenu ckpeMobnepoB AOMKHbI UMETb NIMLEH3NIO HA TEXHONOTWIO CKpembnupoBaHus U nepeaa-
BaTb CyOnuUeH3unIo nokynarensm ckpeMobnepos.

Hoctyn kK CSA1 MOXeT ObiTb NONy4YeH HageXHbLIMU NONb3oBaTeNaMu nocne noanucanua ¢ ETSI corna-
LweHus 0 HepasrmnaweHun. KoHtakrHasa uidgpopmauma ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +33 4 9294 42 16

Fax: +334 9294 42 70

5.3.4 CSA1 ana ckpemGnupoBaHusa DVB IPTV

YuuTbiBas HOBbIE COBPEMEHHbLIE JOCTIDKEHUS B TEXHONOrUsX, anroputm CSA1 He moxeT obecneunTb
afleKBaTHYIO 3aLMTy B TedeHue nocnegyiomx 10 net. No3ToMy OH He pekoMeHayeTcs Ans HoBoro 06opyao-
BaHuA IPTV, 3a uCKNIOYEHUeM cnyyaes, Korga HyXHo o6ecneuntb 06paTHYI0 COBMECTUMOCTb U NMOAAEPXKKY
ycrapesLuero o6opyaoBaHus.

6 O6wu NporpaMMHO-OPUEHTUPOBAaHHbLIN anNropuTM ckpembnuposaxus IPTV
(CISSA) Bepcun 1

6.1 BBepeHue

Hacroawui pasaen onucbiBaeTr 00LMi NPOrpaMMHO-OPUEHTMPOBAHHbLIN anropuTM CKpembnmpoBaHua
IPTV (Common IPTV Software-oriented Scrambling Algorithm; CISSA) Bepcuu 1, KOTOpbIi SIBNSIETCA NpO-
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rPaMMHO-APY>KECTBEHHBIM anropuTMOM CKPemMBNUPOBaHUA U KOTOPLIK criegyeT npuMeHsTs ans yenyr IPTV,
nepeaaBaeMbiX B TpaHCNOPTHbIX notokax MPEG2. CISSA npeacraBnsier coboi anroputm, Ansi KOTOPOro
MeToA AECKPEeMONUPOBaHUA SBNAETCA NPOrpamMMHO-APYXXECTBEHHbIM, T.€. OH NoaxoAuT Anst 3deKTUBHON
peanu3auuu B NpOrpamMMHOM MCMOJTHEHUM HA NpoLUeccopax obLLEero NpUMEHEeHUs, a TaKkke MOXET ObiTb ad-
(heKTUBHO peann3oBaH B annapaTtHOM UCMONHEHUW.

B pasgene 6 HacTosLero craHaapra npusoautca obuiee onucaHue ucnonb3oBaHus CISSA ans wmd-
pauuu/gemdcpayumn TpaHcnopTHoro notoka MPEG2 u gaetcsa aeranbHoe hopManbHOE ONUcaHue 1aHHOro
anroputma.

Pekxomengauuu no npumeHeHunio CISSA aaHbl B NpUNOXeHn A HaCTOALLETO CTaHaapTa.

6.2 OOwee onucaHue

Obwmii NPOrpaMMHO-OPUEHTUPOBAHHLIN anroputm ckpembnupoBanus IPTV (CISSA) AomkeH Mcnonb-
3oBarb wugp AES, onucaHHbii B [1], kak 6a30Bbii 6110k ¢ 128-6UTHbLIMK (16-0aliTOBLIMK) KIlOYaMK, Ha3biBa-
€MbIMU KOHTPOJSbHbLIMW CITOBaMM.

6.2.1 CkpembrnmpoBaHue Ha ypoBHe TS

Ba3oBon eauHulei ckpembnupoBanus (Mnu aeckpeMobnupoBaHusi) fOmMKeH ObiTb NAaKeT TPAHCMOPTHOIO
noroka MPEG2. Kaxablii nakeT AOIMKEH CKpeMOnUPOBaTLCA OTAENbHO OT OCTarnbHbIX, 06ecneunBas Tem ca-
MbIM BO3MOXHOCTb CIly4aitHOro Aoctyna. Kaxablil nakeT CoAepXuT 3arofioBOK U ONUMOHANsLHOE none aaan-
TaumM, KOTOPble AOIMKHbI OCTaBaTbCA 6€3 N3MEHEeHUN, U CNeayIoLLYyIO 3@ HUMU MONIE3HYI0 Harpy3Ky, kotopas
AomkHa 06pabarbiBaTbCA ONMUCAHHBIM HUXE CNOCOOOM.

Ana wudposaHusa 6nokoB aAaHHbIX AnuHoW 16 GanToB naketa TS cneayer npuMmeHsTb wWmMgp AES128
[1]. Ha pucyHke 1 npuBeaeH ckpembnupoBaHHbIfi naket TS. TonbKo nonesHas Harpy3ka nakera TS, kpaTtHas
16 Garitam, 40rPKHA LIMAPOBATLCA NPOLIECCOM ckpembnuposaHua. OcTaBLuasicsa Yactb (go 15 GaiiT) gomkHa
octasaTbcsi 6e3 usmeHenuii. Ecnu nonesHas Harpy3ska naketa TS meHee 16 6aiiToB, TO OHA [10/MKHA 0CTaBaTb-
¢ 6e3 U3MEHEHMWIA.

3aronoBok Mone MonesHas
naketa TS apanTauuu* LLincppoBaHHan nonesHas Harpyska Harpyska
(6e3 uameHeHui1) (6e3 nameHeHwiA) 6e3 uameHeHuiH*

*MpucyTCTBYIOT HE Bcerga
PucyHok 1 — CkpembnupoBaHHbIiA naket TS

Llenoe uncno 16-6anToBbIX CMEXHbIX GIIOKOB NOME3HON HArpy3kuU AOIDKHO LUMPOBATLCA C MOMOLLbIO
TEeXHUKM cuenneHus 6nokos wudpa (Cipher Block Chaining; CBC) cornacHo [4]. Bektop uHuumanusauuu
JOMKEeH UMETb MNOCTOAHHOE 3HaYEHMeE.

TecToBble nocnegosatenbHocTu CISSA ana ckpeMOnNMpoBaHUA HA YPOBHE TPAHCMOPTHOIO NOTOKA AaHbl
B NpunoxeHun b HacTosLero ctaHaapra.

6.2.2 CkpemMbnupoBaHue Ha ypoBHe PES

Mpu ckpembninpoaHun Ha ypoeHe PES 3aronoeok naketra PES He gormkeH ckpembnmpoBarbecsi U nake-
Tbl TS, coaepxallme 4actn ckpembnupoBaHHOro nakera PES, He 0MmKHbI COAepKaTh None aaanTtauum (3a uc-
KNIOYeHUeM, Kkoraa nakeT TS coaepxut okoH4YaHue naketa PES). 3aronoBok ckpembnupoBaHHoro nakera PES
He AorkeH ObITb pasaerneH no Heckonbkum nakeram TS. MakeT TS, cogeprkaLymi HA4ano CKPemMoNMpPOBaHHO-
ro naketa PES, nomkeH GbITb 3anonHeH 3aronoskomM naketa PES u Ha4yanbHOM 4acTbio MONE3HOW Harpysku
naketa PES. B 3TOM cry4ae HadanbHasi 4acTb NOne3Hoi Harpy3ku nakera PES gomkHa ckpembnupoBarbCes
TOYHO TakK e, Kak nakeT TS C Nnone3How Harpy3Kon Takoro xe pasmepa. OcranbHasa YacTb NOME3HOW Harpysku
naketa PES gomkHa 6bITb NogeneHa Ha cynepbnoku pasmepom no 184 Gaiita. Kaxablii Takoi cynepbnok aon-
XKEH CKpemMOnNMpoBaTbCA TOMHO TaKXkKe, Kak nakeT TS ¢ none3Hon Harpy3kon pasmepoM 184 Gaiita. OkOHYaHue
nonesHown Harpy3sku nakera PES gomkHO BblpaBHMBATLCA MO KOHLUY naketa TS nyreMm BCTaBKM B €r0 Ha4arno
(nocne 3aronoBka) Nons agantauuu noaxoasawlero pasmepa. Ecnu anuHa nakera PES He kpaTHa 184 6anrtam,
OCTaBLLAACSH YacTb NOMNesHoit Harpy3sku naketa PES (ot 1 go 183 6aiToB) AOmMKHA CKPEeMONMPOBATLCSI TOUHO
Tak xe, kKak naket TS ¢ NOne3Hol Harpy3KoiM Takoro xe pasmepa.

CxemaTuyHas guarpaMmma, nokasbiBatoLlas pacnpegeneHue ckpembnuposaHHoro naketa PES no nake-
Tam TS, npuBeaeHa Ha PUCYHKe 2.
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Maket TS,
HeCylL1iA
3aronoBoK
naketa PES

MpomexyTOoMHbIA
naketr TS

Maker TS,
Hecywmn
KOHeL,
naketa PES

3aronosok
naketa TS
(6e3 nameHeHwit)

3aronosok
nakera PES
(6e3 nameHeHuin)

LLindbpoBaHHan nonesHas Harpyska
PES

MonesHas
Harpyska PES
6e3 nameHeHuin*

3aronosok
naketa TS
(6e3 nameHeHwit)

LLindpoBaHHas nonesHas Harpyska PES

MonesHasn
Harpy3ka PES
0e3 usmeHeHuin

3aronosok
nakera TS
(6e3 usmeHeHuni)

Mone
apanTauum®™
(6e3 nameHeHuin)

LlincppoBaHHas nosie3Han Harpyska
PES

MoneaHas
Harpyska PES
6e3 uameHeHuir*

*MpucyTCTBYIOT He Bcerga

[na npunoxxeHun, koTopblie ckpembnupyiot cekumn MPEG2, cyuiectsyeT npobneMa oTCyTCTBUSA B CUH-
Takcnce MPEG2 KOHTPONbHbLIX GUTOB CkpemOnupoBaHusi. [Mo3ToMy CKpeMONUpoBaHUE CeKUuui cneayer Bbl-
NONHATL Ha ypoBHE TS, n 9TO AOIMKHO ObITb CUrHANU3MPOBAHO BUTaMK NONS ynpaBneHUs cKPeMoNMpoOBaHM-
em. Cekuumn 6e3 n3ameHeHui U CKPeMONMPOBAaHHLIE CEKLMM HE AOIDKHBLI COAEPXKaTbCsA B 04HOM nakeTe TS. [ins
obecneyeHusi aToro TpeGoBaHus criegyeT NPUMEHSTL onpeaeneHHbii B MPEG2 MexaHW3am 3anonHeHust He-
3Havawwmmu aaHHbiMmu (padding). 3TO 03Ha4aeT, 4To KOHel nakera TS, coaepxaluero cexumio, 4omkeH ObiTb
3anonHeH 6antamu co 3HadeHnem OxFF, ana pasgeneHus cekumin 6e3 uameHeHun u ckpeMBnUpPOBaHHbIX CEK-

PucyHok 2 — CkpembnupoBaHHbIil nakeT PES

LM No pasHbiM nakeram TS.

B koHTekcTe DVB CISSA ckpembnnpoBaHue Ha ypoBHe PES 00bIMHO NPUMEHSAIOT B NPOeCCUOHANBHBIX

MPUIOXKEHUSIX C JMHAMUYECKN KOH(UTYPUPYEMBIMU YCAYraMuU U HE NPUMEHAIOT B GLITOBON SMEKTPOHUKE.

6.3 HopmaTuBHbIE 3N€MeHTbI

B aaHHoM noapasaene npuBeaeHbl HOPMATUBHbIE NapameTpbl CISSA sepcun 1.
6.3.1 OnemeHTbl WU poBaHUA
6.3.1.1 BnouHbIii WKMdpp

B kayectBe ucxogHoro 6noyHoro wmdpa ana CISSA cneayet npuMmenats AES128 cornacHo [1].

6.3.1.2 BekTop uHMUManu3sauum

BekTop MHMUManu3auum AOIDKEH COAEPXaTh crieqylowee 3HaueHue:
0x445642544d4350544145534349535341
6.3.1.3 Pexum cuennexus

B kadecTBe pexkuma cUenneHus cneyet NpUMEHsThL cuennenne 6nokos wugpa (CBC) cornacHo [4].

6.3.2 CkpemGnupoBaHue u geckpemMonupoBaHue naketos TS
Kaxxabii nakeT TS gorkeH ObiTb 00pabotan otaenbHo.

3aronoBok nakera TS u none agantauuu (ECNU MCNONbL3YETCA) AOMKHbI OCTaBaTLCA 06€3 U3MEHEHW.
Pasmepbl nonesHon Harpy3ku payload_size w wmcppoBaHHON nonesHon Harpysku encrypted_payload_

Size pacc4uUTbLIBAIOT N0 hOpMyrnam:

rae

payload_size = 188 — (header_size + adaptation_field_size),

encrypted_payload_size = payload_size — (payload_size mod 16),

header_size — pa3mep 3aronoBka TS B baiitax;

adaptation_field_size — pa3mep nons agantauuu B 6airax;
onepauus x mod y BO3BpaLLAET OCTAaTOK OT LIENOYUCNEHHOTO AENEHUA X HA Y.

CrnegyloLme HeNnocpeacTBEHHO MoOche nons agantauuu (Mnu, ecnu none agantauuu OTCYTCTBYET, Mo-
cne 3aronoska nakera TS) 6aiTbl LLMPPOBAHHON NONE3HON HArpy3ku B Konuyectee encrypted_payload_size

AOMKHBI WMAPOBATLCA UMM AeLLMPOBATLCA C MOMOLLLIO 3NEMEHTOB LunppoBaHnA cornacHo 6.3.1.
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Bce ocTtaslumecs 6aiitbl 40MmKHbI ObITb OCTaBMNEHbl 683 U3MEHEHUA.

Mpumep 1: Ecnu none agantauum OTCYTCTBYET, pa3mep LWUMAPOBAHHON NOME3HON Harpy3ku encrypted_
payload_size paseH 176 6aiitam, TO B KOHLE TPAHCMOPTHOTO NakeTa A0SMKHO 0CTaTbCA 8 HEM3MEHEHHbIX 6afToB.

Mpumep 2: Ecnu pasmep nons agantauun paseH 17 Gantam, pasmep LWMPOBaAHHON NOME3HON Harpys-
Ku encrypted_payload_size paBeH 160 6antam, TO B KOHL|e TPAHCMOPTHOIO NakeTa AOMKHO OCTaTbCsl 7 HEu3-
MEHEeHHbIX BanToB.

Mpumep 3: Ecnu pasmep nons agantauun paseH 24 Gaintam, pasmep WM@POBaHHOW NOME3HON Ha-
rpy3sku encrypted_payload_size paseH 160 Garitam, TO B KOHLE TPaHCNOPTHOTO NakeTa He AOMMKHO OblTb He-
U3MEHEHHbIX BanToB.

Mpumep 4: Ecnu pasmep nons agantaumu paeBeH 169 Gavitam, wmcpoBaHHas nonesHas Harpyska
[JOIMKHA OTCYTCTBOBATb M B KOHLIE TPAHCMOPTHOTO MakeTa JOIMKHO OCTaTbCs 15 HeusMeHeHHbIx DaiToB no-
NE3HOW Harpysku.

6.3.3 CkpembOnupoBaHue u geckpemonupoBaHue Ha ypoeHe PES

Mepen npumeHeHuem ckpembnmpoBaHus/aeckpembnuposaHua Ha ypoeHe PES cnepyet ybeauThesa B
cobnoaeHnn cnegyoLmx yCrnoBui:

- CKpembrmpoBaHue AOMKHO BbINOMHATLCSA TONMbKO Ha ogHOM ypoBHe (TS unu PES), ogHOBpeMeHHoe
ckpembnupoBaHue Ha 06OUX YPOBHAX HE AONYCKAETCS;

- 3aronoBoK ckpembnupoBaHHoro naketa PES He gomkeH npesbiwars 184 6anTos;

- nakeTbl TS, cogepxkawume 4actu ckpembnupoBaHHOro naketa PES He AOMmkHbI cogepXaTth none agan-
Tayuu, 3a UCKIMYEeHneM, korga naket TS cogepxut okoH4YaHue naketa PES. Maket TS, cogep>kawymii OKOH-
yaHue ckpembnupoBaHHOro naketa PES, MOXeET cogepkaTb nomne agantauyuv Ans BbIpABHUBAHUSA OKOHYaHUS
nakera PES no okoH4aHuto naketa TS.

MpumMmevyaHue — [aHHble ycrnoBUsi HEMpUMeHUMbl ANs HeckpeMOnupoBaHHbIX nakeToB PES unu B cnyyae
cKkpembnmpoBaHusi Ha ypoBHe TS.

Kaxxabin naket PES gomkeH ObiTb 00paboTaH 0TAeNbHO.

3aronosok naketa PES pgomkeH octaBaTtbcsi 6€3 U3MeHEeHUIA.

Pasmepbl nonesHon Harpysku payload_size w LunppoBaHHOW NONE3HON Harpy3ku encrypted_payload_
Size paccyuTbIBalOT N0 hopMynam:

- Ana naketa TS, cogepallero 3aronoBok nakera PES:

payload_size = 184 — pes_header_size, 3
encrypted_payload_size = payload_size — (payload_size mod 16), 4
rae pes_header_size — pasmep 3aronoska naketa PES B Gaiitax;

- ANnga nocneayowmx nakeros TS, 3a ucknoyeHnem naketa TS, cogeprkallero okoH4aHue naketa PES:

payload_size = 184, %)
encrypted_payload_size = 176, 6)
- Ana naketa TS, cogepxxallero okoH4aHue nakera PES:

payload_size = pes_tail_size, Q)
encrypted_payload_size = payload_size — (payload_size mod 16), 8)

roe pes_tail_size — pasmep okoH4aHusi naketa PES B GaiiTax.

Ecnu 3HayeHune pes_tail_size He paBHO 184, B Hayane naketa TS, cogepxawlero OKOH4YaHWE naketa
PES, gomxHo ObITk go6aBneHo none agantauuu pasmepom (184 — pes_tail_size).

BaiiTbl B kKOnuyectBe encrypted_payload_size, koTopble:

- CNeayloT HEMOCPEACTBEHHO 3a 3aronoBkoM naketa PES B nakete TS, cogepkawlero 3aronoBok nakera
PES;

- CNeayloT HEMOCPeACTBEHHO 3a 3arofloBkamMu nakeTos TS, 3a UCKMOYeHUEM naketa TS, cogepalluero

OKoH4YaHue nakera PES;

- CNeayloT HENOCPEACTBEHHO 3a 3arofloBKOM naketa TS unu 3a nonem agantauum (eCnm ectb) B NakeTe
TS, cogepallem okoH4YaHue naketa PES,

AOSKHBI ObITh 3awMppoBaHbl UK AWM POBAaHbLI C MOMOLLILIO LUMAPYIOLLMX SN1EMEHTOB COrnacHo 6.3.1.

Bce octanbHble 6aiTbl 4OMKHbI 0OCTaBaTbCA 6€3 U3MEeHEHUN!.



FOCT P 56948—2016

7 CurHanusaums

7.1 Oeckpuntop cCKpeMOnmMpoBaHusa

B naHHOM pasgene oObsCcHAETCA MexaHu3Mm Bbibopa nepegayn curHanbHOW MHopMaumm, ykasbiBa-
Lei, KakoW UCMornb30BaH anroputm ckpembnuposanusa DVB IPTV.

OeckpunTtop CKpembnmpoBaHuA AOMKEH MHAOPMUPOBAaTb O BbIOPAHHOM pexume paboTbl CUCTEMBI
ckpembnnpoBaHusa. CornacHo [5] OH JOMKEH HAXOAWTLCA B CEKUMM KapTbl MPOrpaMMbl HA YPOBHE LMKNa
uHcopmaummn o nporpammMe. Coctas geckpunrtopa ckpembnuposaHus scrambling_descriptor npuseaeH B
Tabnuue 1.

Tabnuya 1 — JdeckpunTtop ckpemMBnupoBaHus

CuHTakeue Yucno 6utos Tun AaHHbIX
scrambling_descriptor(){
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
scrambling_mode 8 uimsbf
}

CemaHTuka scrambling_descriptor:
scrambling_mode — none anuHoi 8 6uUTOB, nNoKasbiBaloLlee BbIOPAHHLIA PEXMM anropuTma
CKpemOnupoBaHus cornacHo tabnuue 2.

Tabnuuya 2— Koguposka nonsa scrambling_mode

3HaveHune nonsa OnucaHve
0x00 BapesepBupoBaHo Ana SygyLLero Ucrnonb30BaHus
0x01 3apesepBUpoOBaHO ANA ApYruX Lenei [5]
0x02 Mcnonbayetes DVB CSA1
0x03 Menoneayetes DVB CSA3 B cTaHAapTHOM pexume
0x04 3apesepBupoBaHO ANs Apyrux Ueneii [5]
0x05 3apesepBUpOBaHO ANA JpYruX Uenei [5]
0x06 ... OxOF 3apesepBupoBaHo Ans OygyLlero MCnons3oBaHus
0x10 Mcnoneayetes DVB CISSA Bepcum 1
0x11 ... Ox1F 3apesepBupoBaHo ans 6ygyLimx Bepeuii DVB CISSA
0x20 ... Ox6F 3apesepBupoBaHo Ans GygyLlero UCnonbL3oBaHWs
0x70 ... Ox7F 3apesepBUpoBaHoO ANA Apyrux Uenei [5]
0x80 ... OxFE Onpepfenserca nons3oBarenemM
OxFF 3apesepBUpoBaHo AnA BygyLlero ucnonb3oBaHus
MpumevyaHune — Bo3moxHble cnocobbl NpUMeHeHUs gecKpuntopa ckpembnmpoBaHus onucaHbl B [5] (Mpu-
noxenue E).

7.2 TNpuMeHeHne aeckpUnTopa CKPemonupoBaHus

B KOHTeKcTe HacToALWEero craHgapTa AOMKHbI UCMONb30BaTbCA TOMNbKO 3HayYeHusa 0x02, 0x03 un ot 0x10
no Ox1F.

MpumeyvyaHune — CornacHo [5] MOryT NPUMEHSATECS MHbIE CKpeMOBnephl, He ykasaHHble B Tabnuue 2 HacTos-
Ljero ctaHgapTa, Y4To AOMMKHO CUrHanu3npoBaTbCs AecKpUnTopamu, onpeaenseMelMi nons3osatenemM (B guanasoHe oT
0x80 pno OxFE).

8
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Mpunoxexue A
(cnpaBouHoe)

PekxomeHgauum no npumeHeHuro CISSA

MporpaMMHO OpUEHTUPOBaHHLIA MEXaHU3M CKpeMbNMpoBaHUs, ONUCaHHEI B HACTOSLLEM CTaH[apTe, AOMKEH Npu-
MEHATLCA Takum obpa3oM, 4ToObl aTaku NpOTUB 3TOTO MexaHU3ma Bbinm KpailHe HeycneLlHbI.

B kayecTBe BepoATHLIX aTak crnefyeT paccMaTpusars:

- aTaku no BHELWWHeMY KaHasy, T.e. HanpaBfieHHble Ha MOHUTOPUHT NapaMeTpPOB, ABMSAOLMXCS BHEWHUMU N0 OTHO-
LLUEHUIO K cUCTeMe, B KOoTopol paboTaeT anroputM ckpemMbnupoBaHus (Hanpumep, BpeMs paboTel, noTpebnsaeMas Mol
HOCTb U T.N.). Takoe HabntogeHne MOXET PacKpbITb CEKPETHBIE JaHHBIE UMK CEKPETHBIE BPEMEHHbIE 3HAYEeHUS];

- aTaku, HanpaeneHHbleé Ha MOHUTOPUHI NapaMeTPoB, SABNAOWMUXCA BHYTPEHHE!R YacTblo CUCTEMBI, B KOTOPOW pa-
60oTaeT anropuTM ckpeMOnNUpoBaHWA (Hanpumep, Kelw-namsaTe). Takoe HabnaeHne MOXET packpbITb CEKPETHLIE laHHbIe
UNn cekpeTHble BpeMeHHbIe 3Ha4YeHUA,

- UICNONb30BaHWe OWKUGOK CUCTEMBI (HanpUMep, UCKYCCTBEHHO Bbi3aBaHHOe nepernonHeHne Gydepa MOXeT pac-
KPbITb HEKOTOPbIE CEKPETHBIE flaHHbIe);

- MoAUdUKaLMK Koaa (ANA NporpaMMHbIX peanu3auuin);

- aTakn METOAOM BHECEHUS HEUCNPaBHOCTEN.

MepeyYncreHHbli CUCOK He ABMSETCA NOMHLIM, Nocne NyGnukaLum HacToALWEro cTaHAgapTa MOryT NMOsIBUTLCA UHbIE
TUNbl aTak.
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MpunoxeHue b
(cnpaBo4HoOe)

TecToBble nocnegoBatenibHOCcT CISSA Ansi CKPEMGIMPOBAHMS HA YPOBHE TPAHCMOPTHOrO NoToKa

B HacTosileM npuioxeHun npueeneHsl 4 cnydan agantaumm K CISSA TpaHcnopTHoro notoka MPEG-2:

- cnyyain 1 6e3 nona ajantauuu, B COOTBETCTBUM c Tabnuueii b.1;

- cnyyain 2. none agantaumu JvHONR 76ai1ToB,B cooTBeTcTBUMNCTAbMUEN B.2;
- cnyyait 3 none agantauun ASIMHON 86ai1ToB,B cooTBeTcTBUMCTabMLeN B.3;
- cnyyain 4. none aganTtauuv OJVHONR 96aiiToB,B cooTtBeTcTBUNCTAbNMUEN B.4.

Bce nakeTbl TS fO/MKHbI BbITb CKPEMOMPOBaHbI C UCMNO/Ib30BAHMEM CIEAYHLENO KOHTPOSIbHOIO C/10Ba:
00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff

MpumevaHnsa:

1 MNpuBeaeHHbIE HWXKE TECTOBbIE NOC/eA0BaTE/IbHOCTY AEMOHCTPUPYIOT BO34ECTBME CKpembGiepa Ha naket TS.
OHO BK/OYAET Kak LM)poBaHME MOME3HON Harpy3kuM naketa, Tak U M3MeHeHune 6uta transport_scrambling_control co-
rnacHo [3];

2 HopmaTtuBHas yacTb HaCTOSILLEro ctaHjapTa OnuCbiBAeT TOMbKO LUMGIPOBAHNE MOMNE3HON Harpysku.

B faHHOM NpuAoXeHUN UCNoNb30BaHbl CriefytoLle YyCNoBHbIe 0603HaYeHus:

XX XX XX - 3aronosok nakera TS;

[ XX XX XX I - none agantauuu;

XX XX XX - 6aiiTbl NOMIE3HOW Harpysk1, OCTaB/IEHHbIE 63 N3MEHEHWIA;

XX XX XX - cKkpeMb6ivpoBaHHble 6aliTbl MONE3HON HarpysKu.

Ta6nuua b1 — Cnyvaii 1. 6e3 nons agantaymu

Bua naxketa JaHHbie

MakeT 6e3 n3MeHeHui 47 60 80 11 54 68 69 73 20 69 73 20 74 68 65 20
70 61 79 6¢ 6f 61 64 20 75 73 65 64 20 66 6f 72
20 63 72 65 61 74 69 6e 67 20 74 68 65 20 74 65
73 74 20 76 65 63 74 6f 72 73 20 66 6f 72 20 74
68 65 20 44 56 42 20 49 50 54 56 20 73 63 72 61
6d 62 6¢ 65 72 2f 64 65 73 63 72 61 6d 62 6C 65
72 2e 20 54 68 69 73 20 69 73 20 74 68 65 20 70
61 79 6¢ 6f 61 64 20 75 73 65 64 20 66 6f 72 20
63 72 65 61 74 69 6e 67 20 74 68 65 20 74 65 73
74 20 76 65 63 74 6f 72 73 20 66 6f 72 20 74 68
65 20 44 56 42 20 49 50 54 56 20 73 63 72 61 6d
62 6¢c 65 72 2f64 65 73 63 72 61 6d

CkpembnvpoBaHHbIV naket 47 60 80 91 15 ce 67 eOcb 01 b5 3c e7 60 54 e5
7a 4a dl 20 aO df a4 ea aa €9 32 c6 78 3f 51 ae
19 fa ee 10 8b db 78 f3 11 3e c2 b5 72 cc 20 85
00 a5 2c ec al 14 12 6¢ 58 24 4d 5 63 e7 a9 b4
€041 cb c3 fb ff fb d8 3c 8f bffb 10 e8 3e a3
82 04 ba d7 02 fb 01 a2 7b 62 2c 4f 85 aa b6 aa
75 55 97 20 d6 5a b8 44 ce a2 8c f2 el fe 5e 7a
cl 9d 44 81 89 19 c2 32 49 f1 40 75 7b 5d 16 cO
af 45 b2 5f 50 9b 9d aO 61 97 12 c5 9f Ob 39 bO
6f 1f be 90 12 3f 21 29 83 93 6a 95 31 7f cb 62
f4 34 6a 1b 1le 16 48 40 30 3a ff 83 8a 01 9b 8
10 a8 eO b2 2f64 65 73 63 72 61 6d
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Tabnuya b.2— Cnyvyai 2: none agantauum ANVHON 7 6aiToB

Bug naketa

MakeT 6e3 n3MeHeHui

CkpembnpoBaHHbIN nakeT

[aHHble

FOCT P 56948—2016

47 60 80 31 i06 00 FF FF FF FF FF 54 168 69 73 20

69 73 20 74 68 65 20 70 61 79 6¢c6f61 64 20 75
73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67
20 74 68 65 20 74 65 73 74 20 76 65 63 74+6f 72
73 20 66 672 20 74 68 65 20 44 56 42 20 49 50
54 56 20 73 63 72 61 6d 62 6¢ 65 72 2f64 65 73
63 72 61 6d 62 6¢C 65 72 2e 20 54 68 69 73 20i 69
73 20 74 68 65 20 70 61 79 6¢ 6f 61 64 20 75 73
65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67 20
74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72 73
20 66 6f72:20 74 68 65 20 44 56 42 20 49 50 54
56 20 73 63 72 61 6d 62 6C 65 72 2f

47 60 80 M |06 00 FF FF FF FF FF 15 1ce 67 eO cb

01 b5 3c e7 60 54 e5 7a 4a d120 aO df a4 ea aa
€9 32 c6 78 3f51 ae 19 fa ee 10 8b db 78 f3 11
3e c2 b5 72 co 20 85 00 a5 2c ec al 14 12 6¢ 58
24 4d f5 63 €7 a9 b4 eO 41 cb c3 fb ff fb d8 3c
8f bf fb 10 €8 3e a3 82 04 ba d7 02 fb 01 a2 7b
62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8 44 ce
a2 8c f2 el fe 5e 7a cl1 9d 44 81 89 19 c2 32 49
f1 40 75 7b 5d 16 cO af45 b2 5f50 9b9d a0 61
97 12 c¢5 9f Ob 39 bO 6f 1f be 90 12 3f 21 29 83
93 6a 95 31 7fcb 62 f4 34 6a 1b 1e 16 48 40 30
3a ff 83 8a 01 9b f8 10 a8 eO b2 2f
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Tabnuya b.3— Cnyvalh 3: none agantauuvm gnnHoin 8 6aiTos

Bup naketa

MakeT 6e3 n3meHeHui

Ckpemb6aupoBaHHbI/i nakeT

[aHHble

47 60 80 31 ['07-60~FF FF FF FF~F~F~FF"54J1 68 69 73
20 69 73 20 74 68 65 20 70 61 79 6¢c6f61 64 20
75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74+6f
72 73 20 66 6172 20 74 68 65 20 44 56 42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢ 65 72 2f64 65
73 63 72 61 6d 62 6C 65 72 2e 20 54 68 69 73 20
69 73 20 74 68 65 20 70 61 79 6¢c6f61 64 20 75
73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67
20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72
73 20 66 6 f72:20 74 68 65 20 44 56 42 20 49 50
54 56 20 73 63 72 61 6d 62 6C 65 72

4760 80 bl |07 00 FF FF FF FF FF FF L

cb 01 b5 3c e7 60 54 e5 7a 4a d1 20 aO df a4 ea
aa e9 32 c6 78 3f51 ae 19 fa ee 10 8b db 78 3
11 3e c2 b5 72 cc 20 85 00 a5 2c ec al 14 12 6¢
58 24 4d f5 63 e7 a9 b4 eO 41 cb c3 fb ff fb d8
3c 8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01 a2
7b 62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8 44
ce a2 8c f2 el fe 5e 7a cl 9d 44 81 89 19 c2 32
49 f1 40 75 7b 5d 16 cO af45 b2 5f50 9b9d aO
61 97 12 c5 9f Ob 39 bO6f1lfbe 90 12 3f21 29
83 93 6a 95 31 7fch62f4 34 6a 1b le 16 48 40

30 3a ff 83 8a 01 9b f8 10 a8 eO b2
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Ta6nuuya b.4— Cnyyait 4: none agantayuu gavHou 9 6antos

Bug naketa [aHHble

MakeT 6e3 n3MeHeHui 4760 8031 08 00_FF FF FF FF FF FF_FF 54 m68 69
732069 73 20 74 68 65 20 70 61 79 6¢C 6f 61 64
20 75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69
6e 67 20 74 68 65 20 74 65 73 74 20 76 65 63 74
6f 72 73 20 66 6f 72 20 74 68 65 20 44 56 42 20
49 50 54 56 20 73 63 72 61 6d 62 6¢ 65 72 2f 64
65 73 63 72 61 6d 62 6C 65 72 2e 20 54 68 69 73
20 69 73 20 74 68 65 20 70 61 79 6¢ 6 61 64 20
75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f
72 73 20 66 6f 72 20 74 68 65 20 44 56 42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢ 65

CKpeMb6MpoBaHHbIA NakeT 47 60 80 bl 08 00 FF FF FF FF FF FF FF 15 ' ce 67
eOch 01 b5 3c e7 60 54 e5 7a 4a d1 20 aO df a4
eaaae9 32 c6 78 3f51 ae 19 fa ee 10 8b db 78
f3 11 3e c2 b5 72 cc 20 85 00 a5 2c ec al 14 12
6Cc 58 24 4d f5 63 €7 a9 b4 eO 41 cb c3 b ff fb
d8 3c 8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01
a2 7b 62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8
44 ce a2 8c f2 el fe 5e 7a cl 9d 44 81 89 19 c2
3249 f1 40 75 7b 5d 16 cO af45 b2 5f50 9b9d
a0 61 97 12 ¢5 9f Ob 39 bO 6f 1f be 90 12 3f 21
29 83 93 6a 95 31 7fch 62 f4 34 6a 1b 42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢C 65
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