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BBepeHue

Hacrosiumii cranaapt paspabotaH ¢ Uenblo pacLUMPEHUS TPYNibl HAUMOHAMNbHLIX CTaHAAPTOB NO HOp-
Manusauum TpeboBaHuin NpU CO34aHUN UHTETPUPOBAHHBLIX UHTENNEKTYaNbHbIX CUCTEM MOHUTOPUHra U obe-
cneveHus 6esonacHoctu npeanpusituini (nanee — UMCMuOBIT), ux pacnpeaeneHHbix 06beKTOB U TEppU-
TOopui, dopManu3aumm obmx TpebosaHui k npoektupoBaHuio MMCMuOBI u ocHaleHuo npeanpuATuii
cpeacrBaMu UHGOPMALIMOHHO-KOMMYHUKALMOHHBIX TexHonoruii (ganee — WUKT) o6uiero HasHadeHus, 060-
pyaOBaHMEM M NPOrPaMMHbLIMU CPEACTBAMU ANA PELLEHUs NPUKNaAHbIX 3a4a4 OLUEHKW COCTOSHUA LENOCTHO-
CTn n 6e30NacHOCTN OOBLEKTOB, NPOLIECCOB U PECYPCOB NPEANPUATUIA, OpraHu3auum B3aumoaencTeuna Cnyxo
BOCCTaHOB/IEHUS LIENOCTHOCTM U NMKBUAAUMKN NOCNEACTBUI aBaPUIHBLIX U KPUTUHECKUX CUTYauMii HA 00bek-
Tax NPeanpUATUA N CMEXHbIX TEPPUTOPUAX C YYETOM APYTUX UHAOPMALMOHHBIX UCTOMHUKOB, OTPAaXKaIOLLMX
COBpPEMEHHbIE€ HanpaBnNEeHUs Pa3BUTMA CUCTEM 6E30NaCHOCTU MPOMBILLIIIEHHBIX U COLManbHbIX 00bEKTOB, pac-
LUMpeHusa obnacTu NPUMEHEHUS, a TaKKe NPUBEAEHUSI B COOTBETCTBUE C AEWCTBYIOLLEN HOPMATUBHOMN 6a30i.
MpuMeHeHune HacToALEro cTaHAapTa B3auMOCBA3aHO CO CTaHAapTaMu:

FOCT P 22.1.01—95 «Bbe3onacHOCTb B Ype3Bbl4aiHbiX cuTyaumax. MOHUTOPUHT U NPOrHO3UPOBAaHKE.
OCHOBHbIE NONOXEHUAY;

FOCT P 22.1.12—2005 «CTpyKTYypUpOBaHHAA CUCTEMA MOHUTOPUHTA U YNPABAEHNA UHKEHEPHBLIMU CU-
cTemMamu 3aanuii n coopyxeHum. Obime TpeGoBaHunAy;

[OCT P 22.1.31—2013 «be3onacHOCTb B Ype3Bbl4anHbIX cutyaunax. CTpykTypupoBaHHas cuctema Mo-
HUTOPWHIA M YNPABIEHNS UHKEHEPHBIMU CUCTEMAMM 3[aHUN U COOPYXXEHUI TpeBoBaHMS K NOPAAKY CO3AaHUA
W 3KCTyaTaumny;

MOCT P 34.10—2012 «UHdopmaumoHHasa TexHonorusa. Kpuntorpaduyeckan sawmra nHpopMauuu.
Mpouecchbl hopMUPOBAHUS U NPOBEPKN ANEKTPOHHON LU POBOI NOANUCUY;

FOCT P 12.1.019—2009 «Cucrema crangaproB 6esonacHoCcTu Tpyaa. dnektpobesonacHocTb. O6wue
TpeboBaHUs U HOMEHKNaTypa BMAOB 3aLLUUTbIy,

a Takke C MeXAYHAPOAHBLIMU U HAUMOHaMbHLIMK CTaHAApPTaMu NO BONPocaM MHAOPMaLUOHHON Ges-
OMacHOCTMW.

Ha pbiHke peanusauun NKT — pewsenunin 8 MUCMuOBI Poccun y4acTHUKKM CO3aaI0T NOKaNbHbIE MHTE-
rPUPOBAHHbLIE UHTEMMNEKTYanbHble cUcTeMbl 6esonacHoctn (MUCBH), KoTopbie U3-3a B3aMMHbIX PasHOrnacum u
HeCOrnacoBaHHOCTM B MPUHLMMNAX CBOErO MOCTPOEHUS HEBO3MOXHO 0ObEAUHUTD C LIENbIO CO34aHUA eAUHON
cuctembl BeszonacHoCT 0GLEKTOB U TeppuTopuid rocyaapctea. deaepanbHblii 3akoH oT 9 deBpansa 2007 r.
Ne 16-®3 «O TpaHcnopTHOWM 6esonacHocTuy, cratbsa 11 «MHpopMaumoHHoe obecneyeHue B 06nacTu TpaHc-
NopTHOI Ge3onacHOCTUy, a Takke pacnopskeHue MNpasutenscrea P® ot 17 gekabpsa 2010 r. Ne 2299-p «O
nnaHe nepexoaa deaeparbHbIX OPraHOB UCMONMHUTENbLHOM BNAcTU U cheaepanbHbiX OI0KETHBIX yUpexxaeHui
Ha ucnonb3oBaHue ceo060AHOro nporpammHoro obecneyenus (2011—2015 roabl)» noaTBEpPXKAAIOT (hakT He-
06X0AUMOCTU CO34aHUsA TAKON UHAOPMALMOHHO-TEXHUYECKON CUCTEMbI, KOTOpas 00ecneynT KOMNEKCHYIO
3awuTy xutenen Poccum n rocyaapCTBEHHO BaXKHbIX 0OLEKTOB U TEPPUTOPUNA.

[ns obecneveHnss 6€30NaCHOCTU NIOAEN, IOPUANYECKUX MUL, UX UMYLLECTBA AOCTYN K uHopMauum
U ee nepeaaya B eAUHOI cMCTeMe 6e30nacHOCTK rocyaapcTBa NoCPeACTBOM UCMONb30BAHUS ANEKTPOHHOW
noanucK, nNo3Bonser paboTHUKAM NPaBOOXPAHUTENBHBIX OPraHOB U APYIMM YMONHOMOYEHHbIM KOMMETEHT-
HbIM NULIAM MCMONb30BAaThL B CBOEN paboTe 3alumILeHHy0 Haanexawmm obpasom 6asy uaeHtuduuupoBaH-
HbIX JaHHbIX CUCTEMbI 6E30MACHOCTM BHE 3aBMCUMOCTHM OT TOro, 060Py0BAHME KAKOTO NPOU3BOAUTENS U Ybe
nporpaMmMHoe obecnedeHne UCMOMb3YeTCA B Ka4eCTBE CTPYKTYPHbIX SMEMEHTOB B cucteme 6e30nacHOCTMH,
KTO ee NPOoeKTUpoBan, NPOM3BOANI MOHTAX U HACTPONKY. B CBA3M C 3TMM BO3HUKMA OCTpast He0O6X0AUMOCTb B
€03aHun cTaHaapToB, 00ycnaenuBaoLLMX e4MHCTBO TPEBOOBAaHUI, KOTOPbIE AOMKHbI MPEABLABNATLCA K BHOBb
NPOEKTUPYEMbIM UIK NoAnexaLyum pekoHcTpykumn MACB.
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HAUWOHANBHBIAN CTAHAOAPT POCCUNCKOW ®EALEPALUUNMK

MHPOPMALIMOHHbLIE TEXHOJIOI M.
CUCTEMbI BE3SOMNACHOCTU KOMMNJEKCHBLIE N UHTEFPUPOBAHHBIE

TunoBkle TPe6OBaHUSA K apXUTEKTYPE U TEXHOSOMMAM UHTENNeKTyasnbHbIX CUCTEM MOHUTOPUHIa
ansa obecnevyeHusi 6e30NacHOCTU NPeaNPUATUI U TEPPUTOPHUIL

Information technologies. Comprehensive and integrated security systems. Standart requirements for the architecture,
hardware and software intelligent monitoring systems to ensure the safety of enterprises and territories

Oara BBegeHna — 2017—01—01

1 O6nactb NnpuMeHeHus

HacToswwumit ctaHaapT onpegensieT HasHayeHue U yctaHaBnuMBaeT obLme TexHuyeckue TpeboBaHua K
apXUTEKTYpE, COCTaBy KOMMOHEHTOB U (DYHKLUMAM WHTETPUPOBAHHLIX MHTENNEKTYarNbHbIX CUCTEM MOHUTO-
puHra u o6ecnedeHus 6e3o0nacHOCTU pacnpeaeneHHbix oobekToB npeanpusTun (MMCMuOBI) u TeppuTopuin
CTpaTern4eckmx u couuanbHo-3HauMMbIX 06bEKTOB B pernoHax Poccuiickoin ®eaepaumu. Onpeaensaet obwue
TpeboBaHUS K NPOEKTUPOBAHUIO AaHHbIX CUCTEM W OCHALLEHUIO NPEANPUSITUIA CPeACTBaMU MH(DOPMALIMOHHO-
KOMMYHUKaLUMOHHbIX TexHomnoruin (UKT) obwero HazHayeHusi, 000pyaoBaHUEM M NPOrPaMMHLIM CpeACTBaM
ANs peLleHns NpuKknagHbiX 3aaa4 OLEHKN COCTOSIHUS LLeNOCTHOCTU U 6e30nacHOCTM 0OLEKTOB, NPOLECCOB U
pecypcoB NpeanpuATUil, OpraHM3auum B3auMoaencTBUA CNy0 BOCCTAHOBMNEHUS LIENOCTHOCTU U NIUKBMAALIMK
nocneacTBuUii aBapunHbIX U KPUTUYECKUX CUTYaLMIiE Ha 0ObeKTax NPeanpPUSATUI U CMEXHbLIX TEPPUTOPUSIX.

MonoxxeHus HacToALLEro craHaapTa pacnpoCcTpaHsIoTCa Ha cneaylowme o6LeKTbl CTanaapTusauuu:

03.220.20 [ OpO>KHbIM TPAHCNOPT;

03.220.30 PenbCcoBbIi TPAHCNOPT;

03.220.40 BoaHbIi TpaHCNOPT;

03.220.50 Bo3ayLuHbI TPaHCNOPT;

03.220.99 Bugbl TpaHcnopta npouue;

13.020.30 OueHka BO3AEICTBUSI HA OKPYXKAIOLLYIO Cpeay;

13.200 Bopbba ¢ Hec4acTHbIMM CriydasiMu U Karactpodamu;

13.220.01 3awmTa OT NOXapoB.;

13.280 3awuTa oT paguaumoHHOro U3NMyYEHUS;

13.310 3awumTa oT NpecTynneHni;

13.320 CucTeMbl aBapUtHONM CUrHaNU3aumMm n OnoBELLEHUS;

33.020 TenekomMmyHuKaLUK B LENOM;

33.040 TenekOMMYHUKaLUOHHbIE CUCTEMBI;

33.050 TenekoMmyHMKaLMOHHAA OKOHEYHas annaparypa;

33.060.30 PagnopeneiiHbie U CTaLMOHAPHbIE CNYTHUKOBLIE CUCTEMBI CBA3M;

33.070 NMoaewxHble cnyxObl;

33.080 Liudbposas ceTb cBA3M ¢ uHTErpaumeit cnyxod (ISDN);

33.200 TenemexaHuka. TenemeTpus;

35.020 NHpopmaumoHHble TexHonorun (UT) B uenowm;

35.040 Habopsbl 3HaKoB 1 kKoaupoBaHue uHcpopmMaumu;

35.080 MporpammHoe obecneveHue;

35.100. B3anmocBs3b OTKPbITbIX CUCTEM;

35.110 OpraHusauus ceTu;

35.140 KoMnbioTepHas rpaduka;

U3paHue oduuymanbHoe
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35.160 MukponpoLeCCopHbIE CUCTEMBI;

35.180 NHbOpMAaLMOHHO-TEXHONOMMYECKME TEPMUHANbI U Apyrue nepudepuiiHble yCTPOCTBa;

35.200 NHTepdbelicbl U MEXCOeaNHUTENbHbIE YCTPOWCTBA,;

35.220.01 3anomMuHatoLme yCTpoIicTBa;

35.240 NpuMeHeHne MHPOPMALIMOHHBIX TEXHONOTUN;

47 CyaoCTpOeHne U MOPCKME COOPYXKEHUS,

49.140 KocMU4Y€eCKMe cuCTEMbI U onepawuu;

93.080.30 OopoxHoe 06opyaoBaHWe U yCTaHOBKMK;

93.100 Coopy>XeHuWe enes3HbIX Jopor,;

93.120 CoopyXeHue asponopToB.,;

93.160 CoopyXeHue rmapoTEXHNYECKUX 0O LEKTOB;

95.020 BoeHHas TexHMKa. BoeHHble BOnpockl. BoopyxeHue.

TpeGoBaHWA HACTOALLEro CTaHaapTa npefHasHadveHbl Ang UCMonb3oBaHUA dedepanbHbIMU U peruo-
HanbHbIMK OpraHamMmmn UCMNONHUTENbHON BnacTu cybbekToB Poccunckon degepaumm 1 MECTHOrO camoynpas-
NeHns, Hay4YHO-UCCNeaoBaTenbCKUMMU, MPOEKTHLIMU, CTPOUTENbHBIMA U MOHTaXHBIMU OpraHu3auusamu, ocy-
LLECTBASIOLMMU NPOEKTUPOBAHUE, CTPOUTENLCTBO, MOHTAX, JKCMNyaTauuio, TexHu4eckoe obcnyxupaHue
n conposoxaeHue cpeacrs MMCMuOBIT Ha oGbekTax MHXEHEPHON, TPaHCMOPTHOW U counanbHOn UH(pa-
CTPYKTYpbI NPEANPUATUNA U PETMOHOB, TaKMUX Kak:

- HauuoHarnbHbIE ANEKTPOCETH;

- MarucrparnbHbl€ NIMHUKA CBA3MW;

- 00bekThl TENnepaanoBeLLaHus;

- onacHble NPOU3BOACTBEHHbIE OOLEKTHI;

MarucTparbHbI€ XeNEe3HOJ0POXKHbIE CETH;

marucrparbHble TpyGonpoBoabl;

HedTerasonepepabarbiBatoLLye npou3BoACTBa;

3HeproreHepupyoLwmne 06beKTbl MOLLHOCTLIO 6onee 50 MBT;

- HauuoHanbHLIE NOYTOBLIE CETH;

MEXayHapoAHbIe a3ponopThl;

MOPCKME NOPTbl MEXAYHAPOLHOTO 3HAYEHUS;

a3pPOHAaBUTaLMOHHbIE CUCTEMBI YNPABMNEHUSA BO3AYLUHLIM ABUXEHNEM,;

CUCTEMbI U YCTPOICTBA, PErynUpYIOLLIME U rapaHTupyoLme 6e3onacHOCTb CyA0X0ACTBA;

- 06BLEKTBI aTOMHOI SHEPreTUKM;

- 0GbEKTbI KOCMUYECKOM OTPaCIy;

- BOAOX03SIMCTBEHHbIE COOPYXEHUS;

- aBTOMOGUNbHLIE Aoporu dheaepansHOro 3Ha4YeHUs U p., a Takke NPWU OpraHu3auum 1 NIaHMPOBaHUK
MEPONPUATMIA NO NPUBIEYEHMIO CUN U CPEACTB ANs NpefynpeXxaeHus U NUKBnAaLuM aBapuiHbIX U Ype3BbI-
YaliHbIX CUTyaLuii B permoHax pasnu4Horo xapakrepa.

OTaenbHble NONOXEHUSI CTaHAapTa creyeT UCMOoNb30BaTb OPraHaM TEXHUYECKOTO perynupoBaHus u
aKKpeaWUTOBaHHLIMU B YCTAHOBMEHHOM MOPSAAKE OpraHu3auusam (NpeanpuaTusaM), OCyLLECTBASAIOWUM OLIEHKY
u cepTudukaumio 060pya0BaHUA U NPOrPAMMHbIX CPEACTB HA COOTBETCTBME HALMOHANbHLIM U MEXAYHapoa-
HbIM CTaHAapTam.

Ha ocHoBe NonoXeHuit HAaCToSALLEro CTaHaapTa crieayer pa3pabarbiBatb, perMoHarnbHbIe U OTpacneBbie
HOpMaTKBHbIE AOKYMeHTbI U npodunu cpeacts MMCMuOBI, yuutbiBalowme permoHanbHble 0COGEHHOCTU U
oTpacneBylo cneunguky o6bLeKTOB, NPOLIECCOB U PECYpPCOB NPEANPUSATUN.

2 HopmaTtuBHbI€ CCbIIKU

B HacToAWweM cTaHaapTe UCNONb30BaHbl HOPMATMBHBIE CCIMKU HA CREAYIOLME CTaHAapThl:

FOCT 27.002 HagexxHOCTb B TeXHMKE. OCHOBHbIE NOHATUA. TEPMUHBI U onpe,ueneHuﬂ*

[OCT 34.003 UndbopmaumoHHaa TexHonorus. Komnnekc craHaapToB Ha aBTOMarnsupoBaHHbIE CUCTe-
Mbl. ABTOMaTU3UPOBAHHBLIE CUCTEMBI. TEPMUHBI U ONpPEAEneHns

[OCT 34.601 UHdbopmaumoHHaga TexHonorus. Komnnekc craHaapToB Ha aBTOMaTtu3upoBaHHbIE CUCTe-
Mbl. ABTOMaTU3UPOBaHHbIE CUCTEMBI. CTaAMKN CO3AaHUA

* [OeictByeT FOCT 27.002—2015 «HapexHOCTb B TexHUKE. TEPMUHBI U ONpefeneHus».
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OCT 34.602 NHpopmaumoHHas TexHonorusa. Komnnekc craHgapToB Ha aBTOMAaTU3NPOBAaHHbIE CUCTE-
Mbl. ABTOMaTM3UPOBaHHbIE CUCTEMbI. TEXHUYECKOE 3ajaHne Ha CO3laHne aBTOMaTU3UPOBaAHHON CUCTEMbI

FOCT 34.603 NHopmaLmoHHas TexHonorusa. Buabl ucnbitaHuii aBTOMaTU3UPOBAHHBIX CUCTEM

FOCT 28147 Cucrembl 06paboTtku nHdopmauun. 3awmTa kpunrorpadmyeckas. AnropuTm Kpunrtorpa-
dnyeckoro npeodbpasosaHus

FOCT P 1.0 Crangaprusauus B Poccuiickon ®egepaummn. OCHOBHbIE NOMOXEHUA

OCT P 22.1.01 be3onacHOCTb B Ype3Bbl4anHbIX cUTyaumsax. MOHUTOPUHT U NPOrHosmposaHme. OCHOB-
Hbl€ NOMOXeHus

FOCT P 34.10 UHdopmaumoHHas TexHonorms. Kpuntorpaduyeckas sawpmrta uHpopmaumm. Mpoueccsl
hOPMUPOBAHMSA 1 NPOBEPKU 3MEKTPOHHON LIMAPPOBOIA NOANUCH

FOCT P 34.11 NHopmaumoHHasa TexHonorusa. Kpuntorpaduyeckan sawmra nHgopmayun. SyHkumns
X3LUMPOBAHMSA

FOCT P 50739 CpeacrBa BbIMUCIUTENbHON TEXHUKW. 3alumta OT HECAHKUMOHUPOBAHHOMO A0CTyNa K
nHcopmaumn. ObLue TexHuveckne TpebosaHus

FOCT P 50922 3awmta uHcpopmaumn. OCHOBHbIE TEPMUHbI U ONpPeeneHus.

FOCT P 51275 3awmta nupopmayun. O6bekTbl nHdopmaTudaummn. akTopbl, BO3LENCTBYIOLLNE HA UH-
dopmauuio. O6LIMe NONMOXKEHMUA

FOCT P 55062 NHopMaUUOHHbIE TexHONOrMn. CUCTEMbI MPOMBILUIEHHON aBTOMaTU3aunum U Ux uHTe-
rpauus. MuteponepabenbHOCTb. OCHOBHbLIE NOMOXEHUA

FOCT P 57193 CucremHas u nporpaMmMHas nHxeHepus. MNpouecchbl XXM3HEHHOTO LKA CUCTEM

MOCT P MCO/M3K 12207 UHdopmMaLmoHHaa TexHornornsa. CUCTEMHasA 1 NporpamMHas UHXKEHEPUA.
MpoLecchl XXKM3HEHHOTO LMKa NnporpaMMHbIX CPEACTB

FOCT P NCO/M3K 15408-1 NHpopmaumoHHasa TexHonoruss. Meroabl u cpeacrea obecneyeHus 6e3-
onacHocTU. Kputepuu oueHkn 6esonacHocTu MHAOPMAaLMOHHBIX TexHonorui. Yactb 1. BeeaeHue u obyas
MoAenb

FTOCT P NCO 15704 MpOMbILLNEHHbIE aBTOMaTU3UPOBAHHbIE CUCTEMBI. TpeboBaHus K CTaHAAPTHLIM
apXMTEKTYpaM M METOAOMOrMAM NPeanpuaTUs

FOCT P UCO/M3K 29361 MHdbopmaLmoHHasa TexHonorua. MuteponepabenbHOCTL ceTeBbix yenyr. ba-
30BbIi npochune WS-1. Bepcusa 1.1

MpumeyaHune —Ipn NONb3oBaHUN HACTOALWUM CTaHAAPTOM Lienecoobpa3Ho NPoBEpUTL AEUCTBUE CCbINOYHBIX
CTaHf4apToB B MH(POPMaLMOHHOW cucTeMe obLyero nonb3oBaHMA — Ha oduunansHoMm caiite defepanbHoOro areHTcTBa no
TEXHUYECKOMY PErynupoBaHuto U METPONOrun B ceT MIHTEPHET UK No eXerogHoMy UHOpMaLMOHHOMY yKasaTenio «Ha-
LMoHankLHbIE CTaHAapThI», KOTOPLIA ONyGNUKOBaH NO COCTOAHWIO Ha 1 AHBAPA TeKyLLEro roaa, U No BbINyCKaM exXeMecsay-
HOro NHopMaLMoHHoro ykasaTens «HalmoHanbHble CTaHAAPTLI» 3@ TeKyLWMiA rof. Ecnn 3aMeHeH cCbiNoYHbIi cTaHaapT,
Ha KOTOpbI/ AaHa HeaaTUpoBaHHasA CChifika, TO PEKOMEHAYETCA UCNONb3OBaTh AEHCTBYIOLLYI0 BEPCUIO S3TOTO CTaHAapTa
C y4eTOM BCEX BHECEHHbIX B AaHHY0 BEpCUI0 M3MeHEHWIH. ECNn 3aMeHeH CCbINOYHbINA CTaHAApT, Ha KOTOpLIKA AaHa AaTy-
pOBaHHas cchlfika, TO peKOMEHAYETCS UCTONb30BaTh BEPCUIO 3TOMO CTaHAapTa C yKasaHHLIM Bbille rogoM yTBepXAeHUS
(npuHATUS). ECnn nocne yTBepXAeHWA HACTOALLEro CTaHAapTa B CCbINOYHbINA CTaHAAPT, Ha KOTOpLI AaHa AaTUpOBaHHas
CChINKa, BHECEHO U3MEHEHUWe, 3aTpar1BatoLLee MoNoXeHUe, Ha KOTOpoe AlaHa CChINKa, TO 3TO NONOXeHUe peKoMeHayeTcA
NPUMEHSTL 6e3 yyeTa fJaHHOro U3MeHeHUs. Ecnu ccbinouHbIi CTaHAapT OTMeHeH 6e3 3aMeHbl, TO NONOXEHUe, B KOTOPOM
JaHa cchlfika Ha Hero, pekoMeHyEeTC MPUMEHSITb B YaCTH, He 3aTparuBaroLLeil 3Ty CCbInKy.

3 TepMUHBbI U onpeaeneHus

B HacTosiILLeM cTaHaapTe NPUMEHEHbI CrieayioLmMe TEPMUHBI C COOTBETCTBYIOLMMU ONpeaeneHUsIMu:

3.1 akTuBHbIe 3neMeHTbl: OpraHbl NPUHATUA peLeHnin (YenoBeK-onepaTop, KONMNEKTUB UL, U TEXHU-
Yyeckue ycTpoicTea), paboTa KOTOPbIX NoAAEePXUBAETCA CNeunanbHbIMU METOAUHECKUMU U NPOTPAMMHbLIMU
cpeacTBaMn (MaeHTUdMKaLUUA CUTHANOB AaTYMKOB, anropuTMbl 06paboTku AaHHBIX, CUEHApPUM AeiCTBUI B
KOHKPETHbIX CUTYaLUAX U NPOLEAYPbI COrNMAacoBaHUA U NPUHATUSA PELUEHUN B TUNOBbLIX CUTYaLUAX).

3.2 apxuTeKkTypa NnpeanpuaTUN: YnopsaodeHHas COBOKYNHOCTb OPraHU3aLUMOHHO-NPaBOBLIX OCHOBA-
HUI OeATEenbHOCTU, OPraHU3aUUOHHBIX CTPYKTYP YNpPaBneHWsl, 0ObEKTOB WHXEHEPHOW, NPOU3BOACTBEHHOM
U coumanbHON UHPACTPYKTYPbI NPEANPUATUS, ONPEAENSIOLAs LENOCTHOCTL NPEANPUATUSA U YCNOBUSA €ro
(DYHKLUMOHUPOBAHUSA B OKPY>alOLLEN cpese.

3.3 apxutekTypa cuctem 6esonacHocTu: COCTaBHasA 4YacTb apXUTEKTYpbl nNpeanpusaTus, obecnequ-
BaloLas PyHKLUMOHWPOBAHWE NPEANPUATUS U ero LeNOCTHOCTb, a Takke ero 3aluTy OT pasHOro poga He-
raTUBHbIX BO3AENCTBUIA, ONpeaensioLas coCTaB OpraHn3aLMOHHO-NPaBoOBOro, METOANYECKOTO, TEXHUHECKOTO
U NporpaMmMHOro obecne4YeHmss CUCTEM MOHUTOPUHIA COCTOAHUSA 0BLEKTOB, TPEBOBaHUA K YHKLUAM CryxO
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6e3onacHoOCTU, cneuuansHoro 060pyaoBaHUS U SNEKTPOHHLIX KOMMYHUKaLMIA, npoLeaypam NOArOTOBKU MH-
dopmauum Ans NPUHATUSA peLleHnin No HerTpanusauuu UHUUAEHTOB-Yrpo3 6e30nacHOCTM U MUHUMU3ALIUK
PWCKOB U yLiep6a B OCHOBHON AEATENbHOCTU NPEANPUATUSA.

3.4 6e30nacHOCTb: YCroBKs, NPU KOTOPbIX NPOLIECCHI U PECYPChl NPEANPUATUA HE NOABEPXKEHbI BHELL-
HUM U BHYTPEHHWUM HEraTuBHbIM BO3AENCTBUSIM.

3.5 reoundopmaumoHHaa cucrema: MHdopmaluoHHaa cucrema, onepupyioLas NpoCTPaHCTBEHHbI-
MU AaHHBIMM.

3.6 KM3HeHHbIM UMKN: [Nepnoa co3aaHus n UCMONb30BaHUSI CUCTEMbI, OXBATbIBAIOLLMIA PA3NIUYHbIE CO-
CTOSIHUS, HAYMHAs C MOMEHTa BO3HUKHOBEHUS HEOOXOAMMOCTU B TaKOW CUCTEME M 3aKaHUMBaAsi MOMEHTOM
BbIXOZla CUCTEMbI U3 YNOTPEONEeHns n ee NUKBUAALMK.

MpunMeyaHue— BknroyaeT B cebs no NTOCT P 57193 cTtaguu: 3ambicna, pa3paboTku, NpouM3BoACTBa, NPUMEHe-
HWS, NOAAEPXKKU NMPUMEHEHUR, NpeKkpaLleHUs NPUMEHEHNs U cnucaHuns. Kaxaas ctagusa pasfensieTcsa Ha psifj STarnos M
npegycMmaTpuBaeT cocTaBneHne AOKyMeHTaLmMK, oTpaxarolleil pesynsrartsl pabor.

3.7 3sawmweHHOCcTb 06bekTa: COBOKYNMHOCTb CBOMCTB 0ObEKTa (COCTOsiIHUE OpPraHU3aLMOHHO-TEXHU-
YECKMX MEPONPUATUI U UHKEPHO-TEXHMYECKUMX CPEACTB 3aLUUTbl MarepuanbHbiX U MH(POPMALIMOHHBIX Pecyp-
COB MpeanpusiTusi), XxapakrTepu3yioLjasi BO3MOXXHOCTU (PYHKLIMOHMPOBaHUA 00bEKTa Npu BO3AENCTBUU HA HUX
BHYTPEHHUX U BHELLUHUX HETAaTUBHBLIX BO3€CTBUI Pa3NMYHOW NpUMPOAbI (BKIIOUAs 3alumMTy OT oLumbok onepa-
TOPOB, HENPABOMOYHOIO A4OCTYNa HA OOBLEKTLI U TEPPUTOPUIO NPEANPUSITUS, UCNIONB30BAHWE PECYPCOB, NpU-
POAHbIX ABNEHUI U TEPPOPUCTUYECKUX AKTOB U Ap.).

3.8 nHchopMaLiMOHHO-KOMMYHUKALIMOHHbIE TEXHONOrMM oouero HasHayeHus: COBOKYMHOCTb METO-
[10B, MPOLIECCOB M MPOrPAMMHO-TEXHUYECKUX CPEACTB, UHTENPMPOBAHHLIX C LiENblo cbopa, 06paboTku, xpaHe-
HWS, pacnpoCcTpaHeHus, 0TOGPaXKEHUs U MCMONbL30BaAHUS UHGOPMALIMM B MHTEPECAX HEONPEAENEHHOIO Kpyra
nonbL3oBaTeneil.

3.9 uHdopMaLNOHHO-KOMMYHUKALMOHHbIE TEXHONMOMMU CneuuarnbHOro HasHayeHua: COBOKYyM-
HOCTb METOAOB, NMPOLIECCOB WU NPOrPaMMHO-TEXHUYECKMX CPEACTB, MHTETPUPOBAHHLIX C Lenbio cbopa, o6pa-
GOTKM, XpaHEHUA, pacnpoCTpaHeHus, oTodpaxeHus U UCNoNbL30BaHUA MHpOpPMaLIMK B MHTEPECaX onpeaeneH-
HOrO Y3KOro Kpyra nonb3oBaresen.

3.10 UHBapUAHTHOCTb aPXUTEKTYPbI: CBONCTBO apXUTEKTYPbI COXPaHATL CBOIO CTPYKTYPY U CBA3M NPU
onpeaeneHHbIX U3MEHEHUSX 0OCTOATENLCTB U NAPAMETPOB BHELUHEN Cpeabl.

3.11 uHTennekTyanbHas cuctema: CnoxHasa cucrema, cnocobHas BOCNPUHMMATbL, CPAaBHUBATh, Npe-
0b6pa3oBbIBaTb, CO3A4aBaTh U XpaHUTb BHYTPU ceOs Moaenu onpeaeneHHbiX 0O0beKToB.

3.12 nHTerpupoBaHHaa cuctema: COBOKYNHOCTb ABYX B3aMMOYBA3aHHbLIX cucTem unu bonee, B KOTO-
pon PYHKUMOHMPOBaHME OAHON U3 HUX 3aBMCUT OT pe3ynbratoB (PYHKLUMOHMPOBAHUA APYIOW(MX) TakK, YTO 3Ty
COBOKYMHOCTb MOXHO paccMaTpuBaTth Kak eAUHYIO0 CUCTEMY.

3.13 nHUMAEHT (coObiThe): 3aPMKCMPOBAHHBIN MOOLIMKM AOCTYNHBIMU CPeACTBaMU (DAKT HApYLLEHUS
LIenoCcTHOCTM 1 6e30nacHOCTU 00beKTa NN NOCAraTenbCTBO HA HECAHKLUMOHMPOBAHHBIA AOCTYN HA 0ObLEKTHI
NpeanpuATUA (30aHUSA, COOPYXKEHUS, TEPPUTOPUIO) K MaTepuarnbHbiM U MHGOPMALIMOHHBIM PECYPCAM U UX He-
CaHKLMOHUPOBAHHOE NCMONb30BaHME.

MpumMmevyaHue — Kaxgoe cobbiTue onpefensieTcst 4aToll U BPEMEHEeM HacTYNIeHUsl, UCTOYHUKOM Yrpo3 (co-
O6LLUEHMA), YPOBHEM Yrpo3bl U BO3MOXHLIMU NOCNEACTBUAMN.

3.14 UCTOYHMK Yrpo3 (coobuweHue 06 MHUMAEHTaX): BHYTPEHHUI UNU BHELIHWUIA CyObeKT AeATeNbHO-
CTW NPeAnpUATMA UNW MaTepuanbHblil HocUTeNb MHpopMaLmm o cobbITUAX (hakTax), NPUBOASALLMX K pUCKaM B
AEATENbHOCTU NPEANPUATIAS, BOZMOXHOMY HapyLLEHUIO LLeNMOCTHOCTM U 6€30nacHOCT 06LEeKTOB, NPOLIECCOB
U PECYpCOB, a TaKxke UMUAXKY NPeanpuUsTUS.

MpuMevyaHune — VICTOUHUKAMUN Yrpo3 Takxe ABNAKTCA HEKOPPEKTHBIE 3anuch B NPOSKTHON AOKYMeHTaLmu, co-
rnalleHusx 0 coTpyaHU4ecTBe, JoroBopax Ha nocTaBky obopyfoBaHus u okasaHue ycnyr, nyénukauyum 8 CMU, Henpaso-
MOYHbIe AENCTBUA NepcoHana, KOHTPareHToB, a Takke HeyCTaHOBMEHHbIX UL U opraHu3aLuii.

3.15 kpuntorpadusa: Hayka o metogax obecneyeHmss KOHPUAEHUUANLHOCTU (HEBO3MOKHOCTU MPOYTE-
HUS MHAOPMaLUKU NOCTOPOHHMUM) U ayTEHTUYHOCTU (LIeNOCTHOCTU M NOANIMHHOCTM aBTOPCTBA, a TaKKe HEBO3-
MOXXHOCTU OTKa3a OT aBTOPCTBA) MHpOpMaLIMK, a TaKkxke NPUKNAAHAA UHXKEHEPHO-TEXHUYECKAsA AUCUMUNIINHA,
KoTOopas 3aHUMAaeTCA paspaboTKol, aHanU30M u 060CHOBAHMEM CTOMKOCTU KpunTorpadmyecknx cpeacTs 3a-
LUMTBEI MHpOpMALMKU OT Yrpo3 CO CTOPOHbI NPOTMBHMKA, 00ecneynBas KOHPUAEHUMANLHOCTb, LEMOCTHOCTD,
HEOTCINEXNBAEMOCTb.
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3.16 kpuTHUYECKU BaXHbIN 00BbeKT: Hanbonee BaxkHbIi, oNnpeaensioLwuii, y3rnoBoi 06beKT CUCTEMBI, OT
HOPManbHOrO hyHKLMOHMPOBAHUSA KOTOPOro 3aBUCUT PaboTOCNOCOBHOCTL BCE CUCTEMDI.

3.17 kpoccnnatcgopmeHHas peanusauus: Wcnonb3oBaHue nporpaMmHoro obecnevenusi, pabora-
owero 6onee yem Ha 04HOM annaparHoW nnardopMe U/mMnu onepaLuoHHON CUcTeEME.

3.18 mogenb 6e30MacHOCTU: YNOPSAOUYEHHAs! COBOKYMHOCTb OPraHM3auUMOHHOW CTPYKTYPbI Npeanpu-
ATUA, MaTepuarnbHbiX U MHPOPMALMOHHBIX MOTOKOB (AOKYMEHTOB, COOOLLEHUI, CUTHANOB), anNropUTMOB UAEH-
TUMKaUMM U U3MEPEHUSA XapaKTEPUCTUK COCTOSIHMSA LIENOCTHOCTU M 6€30MacHOCTM 00LEKTOB MOHUTOPUHIA B
TeKyLen UM NPOrHO3HOM cUTyaLuu.

3.19 moHuTOpUHr: Cucremartuyeckui céop u o6paboTtka nHcopmaumm no npoLeccam n 06bLeKTam BHU-
MaHUA ANS OLEHKN UX COCTOSIHMA U NPOTrHO30B Pa3BUTUA C LIENbIO NPUHSATUSA PeLUEHUS.

3.20 HapeXHOCTb aBTOMATU3UPOBAaHHOMW cucTeMbl: KomnnekcHoe CBOMCTBO aBTOMAaTU3UMPOBaHHON
CUCTEMbI COXPaHATbL BO BPEMEHW B YCTAHOBMEHHbLIX NPeAenax 3HaYeHus BCeX NapaMeTpoB, Xapakrepusy-
IOWMX CNOCOOHOCTL AAHHOW CUCTEMBI BLIMOMHATH CBOU (hYyHKLIMM B 3a[1aHHBIX PEXXUMAX U YCINOBUSAX IKCNNya-
Tauum.

3.21 06 beKTbI MOHUTOPUHTA: [1POLECCHI U PECYPCHI NPEeANPUATUS, 00bEKTbI MUEDKEHEPHON MHAPACTPYK-
Typbl NPeaAnpUATUS, BKRoYaowme B cebs 3HaUMMbIE ANsi HET0 TEPPUTOPUIO, AaKBATOPUIO BOAHBLIX 6ACCENHOB,
atmocdepy u CBOWCTBA OKpY>atowlen Cpefibl, COCTOSIHUE KOTOPbIX MOXET U3MEHSTbCA U3-32 BHYTPEHHUX U
BHELUHUX HeraTUBHbIX BO3AEUCTBUI C BOSHUKHOBEHUEM YrpO3 HapyLUeHUs HOPMarnbHOTO (PYHKLIMOHUPOBAHUA
npeanpuaTua, UENOCTHOCTU 00LekToB, 6e30nacHOCTU NepcoHana, HaceneHus U HaHeceHus yulepba okpyxa-
toLLen cpege.

3.22 otKpbITana apxuTeKkTypa: ApXMTeKkTypa KoMmmnblotepa, nepudepumHOro ycTpoincTea, NnporpaMmHoro
o6ecneyeHunsa unu cUCTEMbI B LIENIOM, HA KOTOPbIE OMyBnukoBaHbl cneuudukaLum, YTo NO3BONSAET APYIMM Npo-
u3BoauTensiM paspabarbiBarb AONOMHUTENbHLIE YCTPOMCTBA K CUCTEMAM C TaKON apXUMTEKTYPOA.

3.23 oTKpbITOE NporpaMmHoe obecneyeHue: NMporpaMMHoe oBecneyeHne ¢ OTKPbITbIM UCXOAHBIM KO-
JOM, KOTOPbIN AOCTYNEH AN NPOCMOTPA, U3YYEHUS! U USMEHEHUS, UTO NO3BOSISIET MONb30BATENIO NPUHATH
yyactue B opaboTke camol OTKPbLITON NPOrpammbl.

3.24 oTKpbITbIe NPOTOKOALI: Haxoaswmecs B cBOGOAHOM AOCTyne CeTeBblie NPOTOKOMbLI nepeaaqn
JOaHHbIX.

3.25 nokasaresib COCTOSIHUSA OO bEeKTa KOMNJEKCHbIN: MIHTerpanbHas oueHka LenoCTHOCTU, DYHKUU-
OHarnbHON MONHOTHI U YPOBHA 6E30NacHOCTN 06BLEKTOB, NPOLIECCOB U PECYPCOB NPEANPUATUS.

3.26 npeanpusTue: AHTPOMOrEHHas peanbHO AEWCTBYIOWAA cucTeMa, Bkniovaowas B ceba un obe-
cneynBaloLLlas B3auMOAENCTBUE MIOACKUX, MaTepuanbHbiX, GPMHAHCOBBLIX U NPUPOAHLIX PECYPCOB, Npeanpu-
HUMmaloLasa BocTpeboBaHHble 06LIECTBOM AENCTBUA, paboTalowas BO B3aMMOCBA3U € APYrMMU NOAOGHbIMK
CMCTEMAMM U HACENneHuemM.

3.27 npuknagHas 3agava: Llenb, HamMeueHHas ans peweHns NpodneMHON cUTyauumn ansa 3agaHHOro
OrpaHMYEHHOr0 MHOXECTBA OOLEKTOB YNPAaBNEHUA ONPEAENEHHON OTpacnu NyTeM peanusauun OHON Unn
HECKONbKMX PyHKLUMUIA aBTOMaTU3MPOBAHHOW CUCTEMBI.

MpuMedaHmne — 3agadun xapakTepuaytoTcst BXOAHbIMU AaHHLIMK, BLINOMHAEMbIMUA (DYHKLUMAMU, BHELLHUMU BO3-
MYLLEHUSIMU W OFPaHNYEHUSIMU, BLIXOAHLIMU LiENEBEIMU pesyrnTaTamMu U nokasaTensaMn KadecTea peLueHus.

3.28 nonuueHTpuyeckaa cetb: CeTb, UMEOLWAA ABa BeayLWMUX aAMUHUCTPATUBHLIX (YNpaBnsioLmx)
ueHTpa n bonee 6e3 ABHOrO npeobnagaHna NUAEpPCTBa O4HOIO Hag APYrMM.

3.29 nporpammHo-annapatHas nrnargopma: COBOKYNHOCTb 000pyAOBAHMSA BbIYUCIUTENbHBLIX KOM-
NNeKkcoB, CPeACTB CBSA3W ONepauMOHHbIX CUCTEM U NMPOrpaMMHbIX CPEACTB 0OLLEro HasHavyeHus, Ha base ko-
TOPbIX CO3AaI0TCS1 aBTOMaTU3NpPOBaHHbIE CUCTEMbI AMA peanusaummn npuknaaHbix 3agad céopa, obpabortku
JaHHbIX 1 ynpasreHus o0bekTamu B O4HOW UM HECKOMbKUX cchepax AeATENbHOCTH NPeANPUATHUS.

3.30 pacnpegerneHHas ceTb: [pynna pasmeLleHHbIX Ha B0bLLOM PaCCTOAHUM APYT OT Apyra KOMMbIO-
TEPOB, B TOM YNCIE KaK OTAENbHbIX, TAK U UX NOKamnbHbIX CETEN, COEAUHEHHBIX B €QUHYIO CUCTEMY NIUHUAMU
npoBOAHON (kabenbHOW) U/unu BOMHOBOW CBA3MN.

3.31 pexum 24/7/365: HenpepbiBHbI pexxum paboTbl 6€3 nepepbIBOB KPYrMOCYTOUHO MOMHYI0 HeAEernto
B TEYEHUE BCErO KaneHaapHoro roaa.

3.32 puck: Bo3aMO)XHOCTb BO3HUKHOBEHMS HEONAronpUaATHON CUTyaLMmM NN HEYAA4YHOTO UCXoAa OT KaKo-
ro-nu6o Buaa aencremsa unu 6esgencreus.

3.33 ceTb nepeaaumn AaHHbIX: COBOKYMHOCTb OKOHEYHbIX YCTPOWCTB (TEPMUHANOB) CBA3KN, 00bEANHEH-
HbIX KaHanamu nepeaayn AaHHbIX U KOMMYTUPYIOLLUMMK yCTpoiicTBamu (yanamu cetun), obecneynBaroLLmMm
06MeH COOBLLIEHUSIMU MEXIY BCEMU OKOHEYHBIMU YCTPOWCTBAMMU.
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3.34 cucrema 6e3onacHocTu: KomGuHaums nogcknx, MarepmanbsHbiX U PUHAHCOBbLIX PECYpPCOB, UC-
nonb3yemasi KOMNETEeHTHbIMU Cry>x0amu NPeanpUATUS B CNOXMBLLUMXCA YCNOBUSX, rpaHuULax yHKLUMOHAsb-
HbIX BO3MOXHOCTEN MMEIOLLErocsi o6ecnevyeHmsa 1 HanpaeneHHas Ha oOHapyXXeHUe UCTOYHUKOB BHELUHUX U
BHYTPEHHUX HeraTUBHbIX BO3AENCTBUI HA NPOLECCHl U PEeCcypChbl NPeANPUATUA, HA NUKBMAALMIO YKa3aHHbIX
WUCTOYHUKOB, HEWTPanu3aumio HeraTuBHOrO BO34EWCTBUA UMK HA YCTPaAHEeHWe ero nocneacTBUiA.

3.35 cuTyaumnoHHbI LeHTP: CTauuoHapHbIA UM MOBUMbHbIA UHXEHEPHO-TEXHUYECKMI KOMMNEKC, 0C-
HaLUEHHbI HEODXOAUMbIMU TENEKOMMYHUKALMOHHBIMU cucTeMamMu ans coéopa u o6paboTku uHdopMagum o
COCTOSIHUM OBOBLEKTOB MOHUTOPUHTA, NpeaHa3HaYeHHbIV AN obecneyeHns onepaTMBHOroO U COOTBETCTBRYIOLLE-
ro pearupoBaHus Ha yrpo3y BOSHUKHOBEHWS UNN BO3HMKHOBEHWE TPEBOXHbLIX UMW YPE3BbIYAWHBLIX CUTYALWA,
3P (PEKTMBHOIO B3aUMOAENCTBUA NPUBNEKAEMbIX CUI U YNPABNEHYECKOW AEATENbHOCTU U NPUHATUSA KOMMe-
TEHTHbIX PeLUEeHN .

3.36 cutyaums: CyObekTUBHAsA OLeHKA COCTOSIHUA PeanbHOro UM BUPTYansHOr0 OrpaHUYeHHoro npo-
CTpaHCTBA B TEYEHUE PUKCUPOBAHHOTO NPOMEXYTKA BPEMEHM.

3.37 cTpaternyeckue M couuanbHO-3HaYMMbIe O0OBEKTbl: OOBLEKTEI MOHUTOPUHIA, CYLLECTBEHHO
BMUMSAIOLLME HA HOPMAanbHOE CyLLIECTBOBAHUE, pa3BuTue obuiectsa u Ha obecneyeHme ero 6e30nNacHOCTH.

3.38 cyOBbekTbl cucteM 6€30MacHOCTU: SNEMEHTLI CTPYKTYPbI YNPaBneHUsi NpeanpuUsiTUEM, BHELUHUX
KOHTpAareHToB, NpeanpusiTuid, OPraHoB TEXHUYECKOro PeryrnupoBaHus, a Takke OTAENbHbIE IopuanyYeckne u
du3nyeckne nuua, NPAMo UM KOCBEHHO BIIMAIOLLIME HA COCTOAHUE 0OBLEKTOB MOHUTOPUHIA W/WMKN 3auHTepe-
COBaHHbI€ B UCMOMb30BAHMKN PE3YNLTATOB MOHUTOPUHIA AN peanu3aumn CBOMX MPOBO3IMALUEHHbIX U CKPbl-
ThIX (MATEHTHLIX) Lenen u 3agau.

3.39 xapakrtepucTuku 6e3onacHoCcTH o6bekTa: KaueCTBEHHbIE U KONMUYECTBEHHLIE HOPMANU30BaH-
HblE MOKa3aTenu COCTOSHUS NPOEKTUPYEMbIX UM PeancHO CyLLECTBYIOLLMX OOLEKTOB MOHMTOPUHIA, 3adpuk-
CUPOBAaHHbIE Ha ONpeAeneHHbI MOMEHT BPEMEHU C YYETOM KOHKPETHOW (hakTUYECKOn unu npeanonaraemon
cuTyauumu.

3.40 anekTpoHHaa uudposas noanucbk: VMHdopmMauma B anekTpoHHOW hopMe, KOTopas npucoeau-
HeHa K Apyrovi MHOpMauuKu B 3MeKTPOHHOW hopme (MoAnUChIBAEMON UHpOpMAUMKM) UKW UHBIM 0Gpa3oM
CBfi3aHa C Takon MHpopmaLmeii u KOTopas UCNONb3YETCA AN ONpeAeneHus nuua, NogNMCLIBaOLWEro MHop-
Mauuio.

4 CokpalueHus

B HacTosiLeM cTaHAapTe NpUMEHEHb! CreayoLme CoKpaLLeHus:
AC — aBTOMaTU3NpOBaHHasA CUCTEMA;
ANC — aBTOMaTM3MpoBaHHas MHPOPMaLMOHHAS CUCTEMA;
MCB — reonHdopmMmaluoHHasn cucrema 6e3o0nacHoCTy;
UNCMNOBIT — nHTEerpupoBaHHaa UHTENNEKTYanbHas cuctemMa MOHUTOPUHIa M obecneveHns 6e3onacHoCTu
npeanpusATus;
HTO — HOpMaTUBHO-TEXHUYECKAA AOKYMEHTaLMS;

HC[ — HeCaHKLMOHUPOBaHHbIA 4OCTYN Ha TEPPUTOPULD, B 34aHUSA, OTAENbHbIE NOMELLEHUSI U HA CO-
OPY>XEHWA NPeanpPUATUS, K CUCTEMaM XPaHEHUS MaTepuanbHbIX U MHOPMALIMOHHBIX pecyp-
COB NpPeanpuATUS U NPaB Ha UX UCTOSIb30BAHUE;

MAIM — nporpamMHo-annaparHas nnatgopma;

MNTK — nporpaMMHO-TEXHUYECKNIA KOMMIEKC;

MMK — nporpaMMHO-METOANYECKUIA KOMMIEKC;

MJIK — nporpammMupyemblit TOrMYECKUiA KOHTPOMNNep;

MC — nporpamMMHble CpeacTBa MHOTOKPATHOIO NPUMEHEHUA, OTYYXK4aeMble OT paspaboTynka u as-
NALWMUEC NPEeAMETOM OTAEMbHOW NOCTABKM AN BKIIIOYEHUS B COCTaB NporpaMMHoro obe-
crneveHunsa AC 1 aBToMaTu3NpOBaHHOrO 060pPyA0BaHNUS;

MO — nporpaMmHOe obecneyeHne aBTOMaTU3MPOBaHHbLIX CUCTEM U 0BOpYAOBaHUS;
KT — nHdopMayMOHHO-KOMMYHUKALUUOHHbIE TEXHONOIMM;
TMP — TMNOBOE NPOEKTHOE peLLEeHUE;
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PWACL, — pernoHanbHblii MHPOPMALIMOHHO-aHANMUTUYECKUIA CUTYALIMOHHBINA LEHTP;
PUCMO — pacnpefeneHHble UHTErpMpOBaHHbIE CUCTEMbI MOHUTOPUHIA COCTOAHUSI OOLEKTOB;
CB — cucrema 6€30nacHOCTH;
CP[ — cuctema pasrpaHu4eHus goctyna K MHOpMaLMOHHbIM pecypcam;
CK3WM — cpeactea KOHTPONA U 3aWuThl MHOPMaLmu;
Cro — cepeep rpynnosoro c6opa 06paboTku U XpaHeHUs AaHHBbIX;
PMIM — paboyee MecTO Nonb3oBaTens CUCTEMBI;
HUP — Hay4Ho-uccneaoBarensckue paboThi;
JTNP — nuua, npuHUMaloLme peLueHue.

5 OCHOBHbIE NOMOXEHUs1 UHTErpaLum CUCTEM MOHUTOPUHIa 1 obecneyeHus
6e3onacHoOCTU pacnpenerneHHbIX 06 bLEeKTOB NpPeanpUATUA U TEPPUTOPUNA

5.1 HasHaueHue

MHTerpmpoBaHHble UHTENNEKTyarbHble CUCTEMbI MOHUTOPUHIA 1 6€30NacHOCTM NPEANPUSTUN NpeHa-
3HauyeHbl Ana obecrneyeHnss HENPEPbIBHOrO MOHUTOPKUHIA TEPPUTOPUATIBHO pacnpeaeneHHbIX OObEKTOB U Tep-
puTopUit (MHTENNEKTyanbHOEe BUAEOHABMNIOAEHNE YA3BUMBIX AMEMEHTOB, OOHAPY>XEHUE ONAaCHbLIX BELLECTB,
KOHTPOMNb TPAHCMNOPTHON U WHXXEHEPHOW MHMPACTPYKTYPbI, CUCTEM 00ECNeYEHUs XKU3HEAEATENBHOCTHU, Me-
TPONOTNYECKON 1 SKOMNOrM4eckoin 06CTaHOBKM), HANPUMEP, ONACHLIA 0OBLEKT, MyHULUNanLHOe 06pa3oBaHue,
CyOBbEKT, pErMoH u Tepputopus Poccuiickoin eaepaumu.

VIHTErpmpoBaHHble UHTENEKTYarnbHbIE CUCTEMBI MOHUTOPUHIA U oGecneyeHuss 6e3onacHoCTU pacnpe-
JAeneHHbIX 06LEKTOB NPEANPUATUIA U TEPPUTOPUIA paccMaTPUBAIOT Kak aBTOMaTtn3npoBaHHbIe MHPOPMALIMOH-
Hble cUCTEMbl 06ecnedeHnss OCHOBHON AeATeNbHOCTU npeanpusaTtua. Llenesoe HasHaueHne MMCMuOBIT —
c6op 1 06paboTka nHpopmaLmm 4Na peLUEHUS 3a4a4 OLIEHKMN TEKYLLIEro COCTOSAHUSA nokasarenemn LeNnoCTHOCTH
1 6e30nacHOCTU MHPPACTPYKTYPLI NPEANPUSATUS, OKPY>KatoLen cpeabl, NPOAYKUMM, NPOLECCOB U pPeCypCcoB
NpeanpusiTUs B YCNOBUSAX BO3AEWCTBUSI HA HUX BHYTPEHHUX U BHELLHUX HEraTuBHbIX akTopos, paspaboTka
MEPOMNPUATUIA U OPraHN3aUNOHHO-TEXHUYECKUX PELUEHUI NO NPEeayNnpPeXaeHnio U BOCCTAHOBIIEHUIO LIENoCT-
HOCTU OOBEKTOB B YCNOBUSIX aBAPUMHbBIX U KPUTUYECKUX CUTYaLUIA.

MNCMuOBIN 6a3supytorca Ha npuMmeHeHun MKT obuiero HasHaueHua U cneynanu3nupoBaHHbIX MHXKEHep-
HO-TEXHUYECKUX CPEACTB 3aluThl 0ObLEKTOB, NPOLIECCOB U PECYPCOB NPEANPUATUIA U CrieLManu3upyioTcst Ha
peanusauuun cnegyruwero:

- BbINOMHAT PYHKUMM cBopa U ynopsaoyveHUst AaHHbIX O COCTOSAHUM CTALMOHAPHBIX U ABUXKYLLIMXCS
06BEKTOB OT Pa3HO0BPAa3HbIX MACCUBHbIX U AUCTAHLMOHHO YyNPaBnsieMblX UCTOYHUKOB MH(DOpMaLK, pacnpe-
JerneHHbIX N0 00beKkTam NpeanpusTUsi U TEPpPUTOPUN PETUOHA;

- obecneunBaoT uaeHTUMUKAUNIO COOLITUI U aHanWM3 COCTOSIHUA OOLEKTOB, NOAFOTOBKY PELLEHWid U
pekoMeHAaUMIA NO YNpaBneHno 00bEKTaMu B aBapuURHbIX U KPUTUYMECKUX CUTYaLUAX;

- peLaloT MPUKNAaaHbIe 3a1a4M pacyeTa TEKYLMX Nnokasarenen COCTOAHUA LeNnoCTHOCTU M Be3onacHo-
CTU OOBEKTOB MOHUTOPUHIA, OLEHKWN PUCKOB B AEATENBHOCTU NPEANPUATUA U €10 OTAENbHLIX NPOEKTOB;

- peLuaioT 3ajayu NnaHMpoBaHWA W pacnpeaeneHus pecypcos, HEOOXoAUMbIX AN noaaepkaHus Le-
NOCTHOCTM OOBLEKTOB MHMPACTPYKTYPLI NPEANPUATUSA, 3aLUUThI MatepuanbHbiX U UHGOPMALMOHHLIX pecyp-
COB NPeAnpUATUSA, peanusaumum MeponpUATUA MO BOCCTAHOBIEHUIO LIENOCTHOCTM OOBLEKTOB B CIIOXUBLLENCA
cuTyaumm.

5.2 Cepbl npuMmeHeHus

OcHOBHbIMK chepammn npumeHenna MMCMuOBIT asnatoTca crpaternyeckue m coumanbHO-3Ha4YuMble
00bEeKTbl MHPPaACTPYKTYPbl PETMOHOB (TPAHCMNOPT, SHeproobecneveHne, NPOU3BOACTBO, KOMMYHANBLHOE XO-
3AMCTBO, 3KONOrna, obecrTeseHHaa 6e30nacHoOCTL U ap.).

HenocpeacTteeHHoe ynpasreHne o6bekTamm MOHMTOPUHIA, COONIOLEeHNEe pernameHToB U HopMm Be3o-
MacHOCTU OCYLLECTBAOTCA UX BriagenbLamMy U NEPCOHANIoM OCHOBHbIX CMYXO NpeanpusTusl, a B aBapuiHbIX
U KPUTUYECKUX CUTYaLUAX — BHYTPEHHUMMU U BHELLHMMU cny>xDamu 6e3onacHoctu (oxpaHa, NpoTUBONOXap-
Has cnyx6a, opranbl MUC, MBL, v ap.).
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5.3 PeXxuMmbl MOHUTOPMHIA U YNIPaBIIeHUA 06 bLEKTaMM

MOHUTOPUHT U ynpaBneHue ob6bEKTaMu OCYLLECTBASIOTCA NPU NOMOLLY CTAHAAPTHLIX CPEACTB CETEBOro
ynpaenexusa (Web, SSH, Telnet, koHconbHbIi nopr, a Take SNMP), SMS-coo6uieHuii u e-mail B cneayiowmx
pexummax:

- PYYHOW MOHMTOPUHI — MONb30BATENb PEryNAPHO NOAKMIOYAETCA K YCTPOWCTBY perncrpauuu u/mnm
cneunanu3upoBaHHOMY CEpPBEpPY U MPOBEPSIET COCTOAHNE BXOAHbIX CUrHAnNoB;

- perynsipHbiii MOHUTOPUHI MO PaCMUCaHUI0 — CepBEP CUCTEMbI PErynspHO B COOTBETCTBUM C 3aAaH-
HbIM pacnMcaHueM NpPOBEPSET COCTOSIHUE MHPOPMALMOHHLIX CAY>XD U 0OBLEKTOBbIX KOHTPONMEPOB U NpU A0-
CTMKEHUN MUHUMATbLHO MM MaKCUManbHO AO0NYCTUMbIX 3HA4YE€HUM MOPOroBbIX U APYIUX BEMUYUH 3anyckaeT
COOTBETCTBYIOLLME cLueHapuu o0pabotku (hopmupoBaHUE M pacChbika KNaccuuUUpPOBaAHHBLIX COODLLEHUN
Nno KOPPECNOHAUPYIOLLMM Cy>X0am NPUHATUS PELLEHUI U pearupoBaHuUsl, aKTUBALMA TEXHUYECKUX CPEACTB U
MCNONHUTENBHBIX YCTPOINCTB aBTOMaTU3UPOBAHHOIO pearnpoBaHus );

- MOHMUTOPMHTI COOBITUIA, (DOPMUPYEMBIX UHTENMEKTYASNIbHLIMU CEHCOPaMU U UX CETSIMU, OOBHLEKTOBBLIM
o60pyaoBaHMEM U MHMOPMALMOHHLIMM CUCTEMAMU U AOCTABNSAEMbIMU HA CEPBEP CUCTEMAMKU B ACUHXPOH-
HOM pexume, rae cobbiTus 06pabaTbiBalOTCS B COOTBETCTBUM C MX MPUOPUTETOM U 3HAYUMOCTbIO;

- NPOAKTUBHbIA MOHUTOPUHT, (POPMUPYIOLLIMIA NPOrHO3bl N0 PUCKAM Ha OCHOBE BCEX JO0CTYMHbLIX NOTOKOB
OAaHHbIX U X aHaNUTUKK, 6a3 3HaAHUM U NYYLLMX NPAKTUK C LENbIo NpeAoTBPALLUEHUS BEPOSTHBIX KPUTUUECKUX
cobbITUR.

5.4 BapuaHTbl peanusauum anropuTMoB ynpaBrneHus

[ns peanusauuu anropuTMoB yNpaBreHUs COOLITUSMU AOMYCKAETCA UCNONb30BAaTh:

- BCTPOEHHbII MEXaHWU3M KOHUrypaLmmu no NpuHUUNY «COOLITUE — peakumsiy;

- BCTpOEHHas kKoMaHaHas obornouka 06paboTkm cobbituii (Linux (ash) u ee A3bik CkpunToOB);

- YTUNUTbI AN BbI30BA KOMaHZ, OCHOBHOM KOMaHAHOW 06ono4vku NSG Linux;

- NGOV ApYroi CKPUNTOBLIN A3bIK UMW A3bIK NPOrPaMMUMPOBaHMSA, NO3BONSAIOLLMIA KOMNUAUPOBATL UK
MMMOPTMPOBATbL AONOMHUTENBHOE NporpamMmHoe obecneyeHune Ha nnardopmy NSG Linux B BuAe ABONYHBIX
cannos.

5.5 UnTepdperic B3aumoagencTema

C6op MHbopmaLmmn OT AATHUKOB M yNpaBneHne TEXHONOrMYecknm 06opyaoBaHMEM HA 00LEKTAX AOIDK-
Hbl 6a31POBaTLCA HA Gonee NPOCTLIX U MMBKNX TEXHUMECKUX BAPUAHTAX MOCTPOEHUA CUCTEMbI, BKITIOMAs pac-
npeaeneHue 4aTuukoB U KOHTPONNEPOB B Npeaenax TEXHONOTNYECKOH NoLLaKM, COBMECTHOE UCMONb30Ba-
HUE NPOAYKTOB PasnUUYHbIX NPOU3BOAUTENEN.

MpumeyvaHue — Hanpumep, ANA 3Toro MoXeT 6bITb UCNONbL30BAH OTKPbITHIA UHTEpdeiic no ctaHAapTy RS 232
¥ HU3KOCKOPOCTHas LUMHA.

5.6 TpeboBaHusA K onepaLnoOHHON CuCTEME

OGopynoBaHue cneuuanu3mpoBaHHbIX CEPBEPOB U KOMMYTaTOPOB MOTOKOB JJaHHbIX, YCTaHaBNUBAEMbIX
Ha oBbeKTax NPeanpuaTUs, AODKHLI paboTaTh NoA ynpasrieHWEM ONepPaLMOHHbIX CUCTEM C OTKPbITLIMU UC-
XOAHbIMU KOAaMmn 1 06ecrnedYnBaTb BO3MOKHOCTb KOHTPONSA:

- cpabaTbiBaHUSI AUCKPETHBLIX AaTYUKOB, NOAKMIOYEHHBIX KO BXOAAM FOKambHbIX cepBepoB 00paboTku
JaHHbIX U yrpasngaeMbIX KOMMYTATopoB, NOAKNIOYaEMbIX K ACUHXPOHHBLIM NMOpPTaM Yepe3 BHELUHUe aganTtepsbl
Tuna RS-232/1-Wire;

- Ha)kaTus NporpaMmmupyeMbIX KHOMOK Ha YCTPOWUCTBAX ynpasneHust cepeepamm u kommytaropax NSG;

- 3a7laHHbIX NOPOrOBbIX 3HAYEHUI HA BXOAAX aHanoro-uudpposbix npeobpasosarenen (ALIM), kOHTpO-
nMpyembIX NapameTPoB Ha APYrMx CNELManM3upoBaHHbIX AaT4mnkax;

- OTCYTCTBUS OXMAAEMbIX COObITUII O COCTOAHUM 0OBLEKTOB MOHMTOPUHIA, (hOPMUPYEMBIX MO pacnuca-
HUIO C 3aaHHBLIM NEPUOAOM OMNPOCaA MHTENNEKTYaNbHbLIX 4aTYUKOB COCTOSHUS.

B ucKniouMTEnNbHbIX Cryyasix B YCNOBUAX NOBLILLEHHOW CEKPETHOCTU JOMNYyCKAETCAa NPUMEHEHUE cne-
unanusuposaHHoro MO oTevyecTBEHHON pa3paboTku OrPaHMHYEHHOTO MPUMEHEHMUS C 3aKPbITbIMU NCXOAHBIMU
Koaamu.
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5.7 Tpe6oBaHUA K OPraHU3aLUOHHO-TEXHUYECKUM pelleHUAM

5.7.1 OpraHn3aumoHHO-TEXHUYECKME pEeLLIEHUS MO OCHALLEeHUIo npeanpusaTuin cpeacreamu UKT obwero
Ha3Ha4yeHua u cneynanbHbiMn cpeacteamm MUCMuOBITT 0mKkHbI yYUThIBATb BO3MOXHOCTU U HEOGXOAUMOCTb
MHTEerpauum CUCTEM M CoaepXKaTb UHCTPYMEHTDI AN NPOEKTHOW KOMMOHOBKM, COOPKM U UCTILITAHUW «MHAWBU-
AyarnbHbIX» CUCTEM ANSi KOHKPETHbIX MPUMEHEHMI ¢ ucnonbsosannem TMP n o6opyaosaHus UKT npombiw-
TNIeHHOro NPOM3BOACTBA, NPOLUEALLMX TECTUPOBAHME HA (DYHKLMOHMPOBAHUE U COBMECTUMOCTb B NMPOU3BOA-
CTBEHHbBIX YCIOBUSAX NPEANPUATUS — UHTErparopa, NnocTasLUMKa CUCTEM.

5.7.2 Paspaborka KoHLenTyanbHbIX, (PYHKLUMOHASNbHBIX, MH(POPMALMOHHBIX U MaTEMaTUYECKUX Moae-
nen 6e30nacHOCTM NPeanpPUSATUA AO0MMKHA BbINOMHATLCHA HA YPOBHE NPEANPUATUA B LIENIOM, OCHOBHbLIX CTPYK-
TYPHbIX NOAPA3AENEHUIA U KIOYEBbIX NPOAYKTOB, MPOLECCOB U PECYPCOB NPEANPUSATUS ANA BCEX NOTEHLUM-
anbHO BO3MOXHbBIX UCTOYHWMKOB M MHUMAEHTOB — Yrpo3 HapyLUEHWs LENOCTHOCTN 06bEeKTOB U 6e3onacHoCTH
OeATenbHOCTU NPeanpuUATUS.

5.7.3 dyHKUMOHaNBLHO KOMMNeKke obecnedyeHnss 6e30nacHOCTM NpeanpUaTUs 4omkeH o6ecnevmsarth pa-
60Ty BCex cnyx6 u cuctem 6€30MacHOCTM B 3aMKHYTOM KOHTYPE ynpasneHus npoueccamm (yenyramm cuctem
6e30nacHOCTW) ANsA Kaxaoro 06bekTa MOHUTOPUHTA C YH4ETOM UHTEHCUBHOCTU U OGBLEMOB BXOAHbLIX — BbIXOA-
HbIX NOTOKOB AAHHbLIX MEXAy aneMeHTaMu CUCTEM.

5.7.4 PacnpeageneHne oyHKUUIA Mexay akTuBHbiMK snemeHTtamu MMCMuOBI u opraHamu npuHATUSA
peLeHuii No ynpaeneHuo 06bEKTaMn B aBapuitHbIX U KPUTUHECKUX CUTYaLMAX ONPeaensaeTcs CroXHOCTbIO U
XapakrepuctukamMm 0b6bEKTOB MOHUTOPUHIA, OPraHW3aLMOHHO-TEXHUYECKUMWU PernamMmeHTaMu NpeanpuaTus,
cTaHaapTaMmu opraHusauumM U JOSDKHO ObiTh OTPaXKEHO B AOKYMEHTMPOBAHHbLIX COMMALLEHUAX O B3aumoaen-
CTBUN U B TEXHONOINMYECKNX NHCTPYKUUAX OANA WUCMNONMHUTENEN.

5.8 CeMaHTU4YeCKMe CBA3U OCHOBHbIX MOHATUN

OpraHn3auuto pazpaboTok U NPUHATUE peLLeHnin O co3aaHun unm moaudukaumn MNCMnOBI cneay-
€T BbINOMHATE HA OCHOBE CUCTEMHOTO ONMCAHMS OGLEKTOB, NPOLIECCOB U PECYPCOB KOHKPETHLIX Npeanpu-
ATWUIA, NPEANPOEKTHON OLIEHKM XapaKTEPUCTUK BHYTPEHHWUX U BHELLHUX HEraTUBHLIX BO3AEWCTBUI U PUCKOB
B AEATENbLHOCTU npeanpusaTusi. Gopmuposanmne uenesoro HasHavyeHna MMCMuOBIT aomkHO GbiTb OCHOBA-
HO Ha pasrpaHU4eHun NoHATUIN «OBBLEKTbI MOHUTOPUHIA», «Mogenb 6e3onacHoCTU» n «OOBLEKTHI NPOEKTU-
poBaHMsl» U ONPeAEneHnn CeMaHTUYECKUX OTHOLLUEHUI MEXAY HUMKU ANA KOHKPETHbIX chep AeATenbHOCTH
npeanpusTua. Ha pucyHke 1 npuBedeH nNpuMep onpeaeneHusi CeMaHTUYEeCKNX CBA3EH MExay OCHOBHbIMU
MOHATUAMM B 06NacTu NPOeKTUPoBaHus AC, KOTOPble MOXHO UCMONb30BaThk ANl 060CHOBAHUSI apXUTEKTYPbI
MNCMuOBI 1 cnoco6os ee peanusaunu, hopmmpoaHus TpebosaHuii kK 6a30BbIM KOMMNOHEHTaM U TEXHOMNO-
TMAM UX peanusauuu.
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| | OBbeKTbl ¥ CyGHLEKTbI NPeAnpUATAA | | | O6bekThl npoekTypoBaHis MACMMOBH | |

| Vinxenepras wndppactpykrypa | | CucTeMHan apxuTeKTypa |

| | MoacucTembl I I
|

| OpraHu3aumoHHas qu)pachyKTypal

[ I IMpogykums u ycrnym I—I OnucaHue pecypcoB I I | KoMnoHeHTbI I—I I

H | Onucanme npou!-:ccoa | | IV|H¢OpMaL|,VIOHHO-BbNMchTSJ'IbHaH cpega | 1

. | I LieneBbie AC | . | I Mpodpunu cnyx6 UT obLuero 1 cneLuansHOro HaaHaveHus | !
|  Twunororus puckos | | I Mpochuny CpepcTa 3aluTLl pecypcos |

| Tunonorus yrpos 6esonackoctu

i —— 1\J[ [

Cpencrea oLieHK! Ba3bl AQHHbLIX:

1 ynpaeneHus NpoeKTamm: - 06beKTH U CyGbeKTb;
- CcTaHgapTbl U COMalleHus ; -l PacnpeneneHn:z::::ﬂaTe;HHblx IHaHUA - peectp cpeacts UKT;
- NPOEKTHI U MEPONPUATUSA;
- - - - - - UCTOPUA HUMAOHTOB;
- NOKA3aTenu U HOPMbI

- METOAUKU U MHCTRYKLUK;

- rpacmkn peanuaaumu; H

TexHonornyeckne npoLiecch peanuaaLmn
WKT-npoekTos
- CpeacTBa TecTMpoBaHWs; '

- NPOTOKONBI U aKThI ‘
MpoekTMpoBaHue WHTerpaums

- coo6LleHun o npobnemax;

1 Komnnekrauus \
TexHu4eckoe obcnyxusaHue

PucyHok 1 — CemMaHTU4eckne CBA3W OCHOBHbIX NoHATUA MMCMuOBl

5.9 OTKPBLITOCTb apPXUTEKTYPbI

5.9.1 Apxutektypa MMCMuOBI gomkHa ObITb OTKPLITOW M COAEPKATbL KOMMOHEHTbLI OPraHU3aUMOHHOTO,
METOAUYECKOTO, TEXHNYECKOTO M NPOrPaMMHOr0 06ecnedyeHunsl, yHupuuupoBaHHbIE CUCTEMHbBIE MHTEPENCHI
U OTKPbITbIE NPOTOKOMbI B3aUMOLEWCTBUST 3TEMEHTOB CUCTEMbI U BHELLHETO OKPYXKEHUS.

5.9.2 Komnnekc moaenen opraHudauuun ssaumogeinctsusa UMCMuOBIT CO CMEXHbIMU aBTOMaTU3U-
POBaHHbLIMW CUCTEMaMK MPeanpPUATUS, MHMPaACTPYKTYpbl PErMoHa, MyHUUMnanbHbIMU W PEruoHanbHbIMKU
cny>xbamu 0e30MacHOCTU AOMKEH YAOBNETBOPATL TPEOOBAHUSAM OPraHM3auuOHHON, CEMaHTUYECKOW U TeX-
HUYECKON MHTEpONepabensHOCTU B COOTBETCTBMM C OCHOBHbIMK nonoxeHusamu FOCT P 55062 n MOCT P
NCO/M3K 29361.

5.9.3 Mpu NpoeKkTUpPOBaHUM PerMoHanbHbIX U MyHuumnansHeix MMCMuOBIT gomkHbl ObITb NpegycMo-
TPEHbI OPraHU3aLMOHHO-TEXHUYECKNE MEPOMPUATMSA U COrMNaLLEeHNsa NO UCMONb30BaHUIO 000PYyAOBaHKSA, yCTa-
HOBIMNEHHOrO Ha 00beKTax AN MOHUTOPUHIA COCTOSTHUA CMEXHbIX OOBLEKTOB U TEPPUTOPUIA (HAanNpUMep, Npu-
MeHeHMe 0030pHbIX CMCTEM BUAEOHAOMOAEHWS Ha TEPPUTOPUM MyHMUMNAanbHbIX 0Opa3oBaHui, nepejaya
Cco00LWEeHun 00 nHuuaeHTax yrpo3 6e30nacHoOCTM B CNy>Obl BOCCTAHOBIIEHMA LENOCTHOCTU U NMMKBMAALUN
aBapUitHbIX U YPE3BbLIYANHLIX CUTYaLMUI, aHANW3 TPAHCNOPTHLIX MOTOKOB U Ap.).
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5.9.4 MNCMuOBI cTpaTternyeckux n counanbHO-3Ha4YMMbIX OOBbEKTOB M TEPPUTOPUIA AOMKHbI ObITh pe-
anu30BaHbl HA OCHOBE YHU(PULMPOBAHHLIX NPOrpamMMHO-annapaTHbiX TexHonornyecknx nnargpopm MNCMu-
OBl 1 TMNOBbIX NPOEKTHbLIX peLueHuin (TMP), o6ecneunBatoLLmX:

- MHBapPUaHTHOCTb apxuTekTypbl MMCMNOBIT oTHOCUTENBLHO cdhepbl AEATENLHOCTM NPEANPUATUS;

- (byHKumMoHuposaHue MAlT nog ynpaeneHnemM onepaumoHHbIX CUCTEM C OTKPbITbIMW KOAAMU;

- BO3MOXHOCTM HapawmsaHna pyHkumnin n gopabotkm TIP anga peleHns KOHKPETHbIX NPUKIagHbIX 3a-
Jay 3aKkasuvMka MeTogamMu NPOEKTHON KOMMOHOBKM U COOPKM MHAUBUAYATbHbLIX CUCTEM U3 YHUMDULMPOBAHHOIO
psaa obopyaoBaHus M NporpamMMHbIX cpeacts VKT obLwero u cneumanbHOro HasHauveHus;

- KpoccnnatdOpMEHHYIO peanm3aumio NPUKNaaHbIX KOMMTOHEHTOB U MOBUIbHLIX MPUIOXEHUN, T. €. BO3-
MOXHOCTb UX (PYHKLIMOHUPOBAHUA Ha pasnuyHbix MATT;

- BO3MOXHOCTb MMNOPTa KapTorpauyecknx AaHHbIX U3 0BLLEAO0CTYNHbIX 0OMEHHbIX (POPMAaTOB;

- otobpaxkeHne 00bekToB Ha 2D- n 3D-nnaHe MECTHOCTU B MHOrOypoBHEBOM 3D-u3o00pa)keHnn camoro
o6beKTa ¢ pa3meLleHMeM Bcex cucTemM 6e30nacHOCTU U KOHTPONS C MPUBA3KON K reorpadomueckum KoopamHaTam;

- o6beauHeHue Bcex nogcucTem 6e30nMacHOCTU B €AUHYIO FeOMHOPMALMOHHYIO CUCTEMY, NPeacTaBns-
IOLLYIO COBOWM CUTYALIMOHHBIN aHaNM3 TEPPUTOPUI 1 06bEKTOB HA MHOFOCNOMHbIX 3D-KkapTax C BO3MOXHOCTbIO
0TOOpaXeHUSA UHLUMOEHTOB BO BPEMEHU;

- AOCTYN YNONHOMOYEHHbIX NUL K pa3peLleHHon AN HUX UHAPopMauum ¢ UCNONb30BaAHWMEM 3aLLUMLLIEH-
HOI 3MEKTPOHHONW NOANUCHK NO NOOLIM KaHanam CBA3W, B TOM Yncne obweaocTynHbiM (MHTEPHET), C UCMonb-
30BaHWEeM MEXaHU3MOB LUMDPOBAHUS;

- AOCTOBEPHOCTb M UAEHTUdUKALUIO NepefaBaemblX AaHHbIX NPUMEHEHNEM MEKTPOHHOW NoANUCH OT-
npasuTens.

5.10 MHTerpauma n MmacwtTabupoBaHMe NPOEKTHbIX pelueHUN

5.10.1 UHTerpaumua n macwtabupoBaHue npoekTHbiX peweHnin MMICMuOBI ana npeanpusATuin pasnuy-
HOrO YPOBHS CNOXXHOCTU MOHUTOPUHIa Ha OCHOBe npumMeHeHns 6a3oBbix MNMAM MMCMuOBIT MoXeT ocyLlecT-
BNATLCA ABYMSA OCHOBHbIMU crnocobamu:

- «BepTuKanbHaa» uHTerpauusa — obbeamHeHne Ha ocHoBe BGa3oBovi MNAI pasnuyHbIX TUNOB NPUKNaa-
HbIX (DYHKLMOHAMNbHbLIX KOMMNOHEHTOB (kU3HeobecneyeHne 34aHuin, IHeprocHabKeHne, oxpaHHasa curHanusa-
uus, noXapHasi curHanusauus, KOHTponb A0CTyna, BUAEOHA0bNIoAeHUe 1 4p.), BXOASALUMX B IMHENKY NPOAYK-
uun paspabotumka nnaropmsl MMICMuOBIT;

- «TrOpW3OHTanbHas» UHTErpauns — obbeauHeHue Ha Gasoeow MAI o6opyaoBaHMA U NPOrpamMMHbIX
CPeACTB pa3sHbIX NpoM3BoAUTENEN B paMKax O4HON CUCTEMBI.

5.10.2 PeweHusa no mHterpayumn cuctem 6e30nacHOCTU AOMKHbI oBecneynBaTh pacnpeaeneHHyo 0b-
paboTKky MHdopMaLMmn No yanam NpUHATUS pELLEHUI U NPOdECCUOHANBHO-OPUEHTUPOBAHHBIA AOCTYM MOMb-
30BarTenen-onepaTopoB, OCYLLECTBASIIOLMX YNPaBNeHNe 3aKkpernieHHbIMM 38 HUMU 00beKTamMn MOHUTOPUHTA,
aHanUTUKOB CNy>0 6e30NacHOCTU, NUL, MPUHUMAIOLLMX PELLEHMS NPU BO3HUKHOBEHWUU aBaPUIAHBLIX U KpUTHUYE-
CKMX CUTYaUUiA, N BHELLHMX NOMnb3oBaTtenein — norpeburenein MHOPMaLUOHHbIX PECYPCOB.

5.11 NHCTpYMeHTbI AOCTYNa K 060PyA0OBaHUIO U pecypcam

Pabota nonb3oeateneit MMCMuOBI gomkHa noaaepkuBaTbCa Cneuuanm3upoBaHHbIMU UHCTPYMEH-
TanbHbIMK cpeacTBaMmu goctyna k o6opyaosanuto MMCMuOBIT, nHdpopmaumoHHbiM pecypcaMm (6asam aaH-
HbIX MOHUTOPUHIA) U MPUKNAAHLIM NporpammamM coopa, 06paboTku, 0TOOPaKEHUS N NMPUHATUSA PELLEHUIA NO
3aKpenseHHbIM 38 HUMU POonAM, (OYHKLUAM, KOMNETEHUMAM U chepam OTBETCTBEHHOCTH.

5.12 MonuueHTpuuHOCTb apxutekTypbl MMCMuOBI

5.12.1 Mpu npoektuposanHnn MMCMunOBIT otpacnei (kopnopauuit), MyHULMNanbHbIX 00pazoBaHuin u
PErMoHOB AOIMKHO ObITb NPeAYCMOTPEHO CO3AaHue pacnpeaeneHHon (NoNMUEHTPUYECKOI) CETU cneunanusm-
POBAHHbIX CUTYALMOHHbIX U MHPOPMALMOHHO-aHANUTUYECKUX LIEHTPOB NMPUHATUS PELLEHUIA.

5.12.2 CutyaumoHHbIE U UHOPMALMOHHO-aHANUTUYECKUE LIEHTPbLI NPEANPUATUA U MYHULMNANbHbIX
o6pa3oBaHuin N PETMOHOB AOMXKHbI BbITb pa3paboTaHbl HA OCHOBE 6a30BbLIX NPOrPaMMHO-aNNapaTHbIX TEXHO-
Nornyecknx nNnatopmM n 0TpacneBbiX TUNOBbIX MPOEKTHbIX peweHnii MMCMuOBI, 6biTb OCHaLLEHbI cneuua-
NM3UPOBAHHLIMU KOMMIEKCaMM NPUKIAAHbIX 3aaa4 06paboTku AAaHHbIX M NPUHATUSA PELLEHUI B COOTBETCTBUM
C HanpaeneHUAMU UX AEATENbLHOCTU, a TaKkke AOIDKHbI MOAAEPKUBATLCA COrMalLeHMAMAU O B3auMOAENCTBUU
C NpeanpuATUAMM BnagenbLuamMmm 0O0bEKTOB, CMEXHbIMU LIEHTPaMU U APYTMMU BHELUHUMU NONb30BaTENsiMm —
noTpedutensiMm MHAPOPMALMOHHBIX PECYPCOB U PE3YNbTaTOB MOHUTOPUHTA.
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6 Tpe6GoBaHUA K aHaNU3y apxMTeKTYpPbl NPeANpPUATUA U ero cBsA3en

6.1 UccneaoBaHue npeanpusaTuil npu cosaaium MMCMuOBIN

6.1.1 PeweHusa no coszganumio MMCMuOBI gomkHbl ObITb OCHOBAHbLI HA MPEANPOEKTHOM aHanu3e ap-
XUTEKTYPbl NPEANPUATUA U €70 CBA3EH C BHELUHMM OKPYXXEHUEM B YCIOBUSIX UCXOAHON HEONpeAeneHHOCTH
XapakTepPUCTUK BHYTPEHHUX U BHELLHWUX HEraTUBHbIX BO34ENCTBUNA.

6.1.2 UcxoaHbIMM AaHHBIMK ANS NPOEKTHLIX UCccneaoBaHuin u obocHoBaHus apxutektypbl MMICMuOBI
SIBMISIIOTCA CNEAYIOWMNE Ka4eCTBEHHbIEe XapaKTepUCTUKN:

- uHopmauusa 06 OTHECEHUU NPEANPUATUSA K KPUTUYECKU BAXKHLIM 00beKTaM MH(PACTPYKTYpPbI PErMO-
Ha 1 HanNU4YMM 06bLEKTOB MOHUTOPUHIA C NOBLILLIEHHLIMU TPEDOBAHUSIMM K UX 3ALLULLEHHOCTH;

- obwue ceeageHus 0 npeanpuaTuM [opraHU3auMOHHas CTPYKTypa, pasMmeLLeHne nogapasaeneHui, ob-
LLasA YUCNEHHOCTb paboTalowmx Ha 06bekTe (MakCuManbHas YUCNEHHOCTb, YNCNO paboTaloLWMX B AHEBHOE U
HOYHOE BpeMs), pexxum paboTbl 00bEKTA, HanM4YMe BOKPYr OObEKTA APYrMX NPEanpPUSATUIA, HACENEHHbIX NyH-
KTOB, >KUNbIX 34aHUIA U UHbIX OObLEKTOB MaCcCOBOr0 CKOMIIEHUS NIOAEN, pasMeLLeHne 06bekTa Nno OTHOLLEHUIO
K TPAHCMOPTHLIM KOMMYHUKaLUMAM, CBEAEHUS 006 ONacHbIX BELLECTBAX U Matepuanax, UCnonb3yemMblix Ha 06b-
ekre];

- BO3MOXHbI€ YCMOBWSA BO3HUKHOBEHUA U Pa3BUTUS aBaPUINHBIX U YPE3Bbl4aNHbIX CUTYaLMIA C ONACHBIMU
COLManbHO-3KOHOMUYECKUMU NOCAEACTBUAMM;

- macwrabbl BO3MOXHbBIX COLMANbHO-3KOHOMUYECKUX NOCNEACTBUA WHUMAEHTOB — Yrpo3 HapyLUeHus
LienocTHOCTU M 6e30nacHOCTM NPeaNPUATUSA, B TOM YMCHE B pe3ynbrarte COBEPLUEHUA aKTOB HE3aKOHHOTO BMe-
LIaTenbCTBAa, TEXHOMEHHbIX aBapuit U KaTacTpod 1 BO3MOXKHbLIX TEPPOPUCTUHECKUX aKTOB;

- CUTYaLMOHHbIE NMNaHbl U CxeMbl 00BLEKTA, NNaHbl U AKCNAUKALMKN OTAENbHLIX 34aHUIA U COOPYXKEHUN U
MX YacTen, MHXKEeHEePHbIe KOMMYHUKALMKU, NAAH MEPONPUATUIA NO NoKanusauMu n NMKBMAALMK NOCNEACTBUN
aBapuii Ha 0OBbEKTE, NPOEKTHAaA AOKYMEHTaUuUs Ha 00bEKT, aeknapaumus NPOMbILLNEHHON 6e30nacHOCTU 00b-
eKTa, AOKYMEHTaLMsl Ha TEXHONOrM4Yeckne NPoLecChl, UCNONb3yeMble Ha OObeKTe.

KonnyecTBeHHbIMW XapakTePUCTMKaMU OAHOTO UM HECKONbKUX CBOWCTB, ONPeAEnstoWwmMX nokasaresnb
Ha[eXHOCTN CUCTEMbI B cOOTBETCTBUM ¢ FTOCT 27.002, ABNAIOTCA BEPOATHOCTHbIE Noka3saTtenu 6e30TkasHo-
CTWU, PEMOHTONPUIOAHOCTU U AONTOBEYHOCTH.

MokasaTtensmu 6e30TKasHOCTU ABMAOTCS:

- BEpPOATHOCTbL 6e30Tka3HoN paboTbl — BEPOATHOCTL TOrO, YTO B Npeaenax 3agaHHoi HapaboTku oTka3s
CUCTEMbI HE NMPOU3ONAET;

- BEPOSATHOCTb OTka3a — obpaTHas BeNnMUnHa, BEpPOSITHOCTL TOFO, YTO B Npejenax 3aaaHHomn HapaboTku
0TKa3 CUCTEMbI NPOU3ONAET;

- cpeaHas HapaboTka A0 OTKasa — MaremaTMyeckoe OxuaaHue HapaboTKu cucTembl 4O NEepBOro OT-
Kasa (a4na HeBOCCTaHaBIMBAEMbBIX CUCTEM);

- cpeaHas HapaboTka Ha O0TKa3 — OTHOLLUEeHWe HapaboTKM BOCCTaHABNUBAEMOMW CUCTEMbI K MaTemaTu-
YECKOMY OXKMAaHUIO YnCIa ee OTKa30B B Npeaenax aToi HapaboTku;

- WHTEHCUBHOCTb OTKA30B — YCIIOBHAs NIIOTHOCTb BEPOATHOCTU BO3HUKHOBEHUSA OTKa3a HEBOCCTAHAaB-
nvBaeMon CMCTEMbI, onpeaensemas Ans paccMaTrpuBaemMoro MOMEHTa BPEMEHU NPU YCIOBUM, YTO A0 3TOrO
MOMEHTA 0TKa3 He NPOU3oLUen;

- napameTp NoToKa 0TKa30B — OTHOLLEHWE CPEAHEr0 YMCra 0TKa30oB AN BOCCTAHABNUBAEMON CUCTEMbI
32 NPOU3BONLHO Manylo ee HapaboTKy K 3HAYEHUIO 3TON HapaboTKu.

MokasarensiMm peMOHTONPUIOAHOCTU ABNSIOTCA:

- BEPOSAITHOCTb BOCCTAHOBIIEHUSA pabOTOCNOCOOHOIO COCTOAHUA — BEPOSTHOCTbL TOTO, YTO BPEMSI BOC-
cTaHoBneHns paboTocnocoGHOrO COCTOAHMS HE NPEBbLICUT 3aA4aHHOTO;

- cpefHee BpeMS BOCCTAHOBIEHMSA paboToCNOCOOHOr0 COCTOSAHUS — MaTeMaTU4YeCKoe OXuaaHue Bpe-
MEeHU BOCCTaHOBIEHUSA paboTOCNOCOBHOIO COCTOSIHUSI CUCTEMBI.

MokasaTtensiMm JONrOBEYHOCTHU SABNSIOTCA:

- CpeaHuin pecypc — MaremaTuieckoe oxuaaHue HapaboTku CUCTEMbI B TEYEHME CpoKa CNyXObl;

- KOMNNEKCHbIE NOKA3aTeny HaAeXHOCTH, Hanpumep ko3 duumueHT 6esonacHocTu Kg, — BEpPOATHOCTL
TOro, 4To cuctema Byaet B paboTOCNOCOGHOM MMM 3aLUMTHOM COCTOSIHUM B NPOU3BOJSIbHbIA MOMEHT BPEMEHM,
KpOMe nnaHupyembix NepMOAO0B, B TEYEHUE KOTOPLIX NPUMEHEHNE CUCTEMBI MO HA3HAYEHUIO HE NpeaycMaTpu-
BaeTcs.

Hapsgy ¢ BepOATHOCTHbLIMU MOKa3aTeNsiMu HaAEeXHOCTU Npu hOPMUPOBAHUM UCXOAHBIX AaHHbLIX HEOD-
XOAWMO ONpeAenuTb UNKU paccuuTaTb paj AETEPMUHUPOBAHHBIX NOKA3aTeNen, Takmx Kak:
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a) UHTEHCUBHOCTb, ANUTENBLHOCTb U rpaduk NPOBOAUMBIX HA 00bekTax paborT;

0) hmHaHCOBLIE pacxoabl M Tpyao3aTpatbl Ha obecnedeHne 6e30NacHOCTY;

B) KONIMYECTBO U TAXKECTb MMEBLUMX MECTO NPOUCLLECTBUIA.

JeTepMUHUpPOBaHHbIE MoKasaTenu OObIYHO BblpaXalTca MPUIMYECKUMU BEMUYUHAMWU UMW OTHOLLEHU-
€M 3TUX BeNnuYMH, Hanpumep: 6e30nNacHOCTb MHOrOKaHanbHOM pPe3epBUPOBAHHON annapaTtypbl MOXET OLe-
HWBaTbCH YACMOM KaHamnoB, OTKa3bl KOTOPbIX MPUBOAAT K ONACHbLIM CUTYyaUMsAM, CPOK Cny>xDbl ONpeaensercs
KaneHaapHO NPOAOMKATENBHOCTLIO IKCNyaTaumMn CUCTEMbI MU €€ BO30OHOBNEHUA NOCNE PeMOHTa A0 Ha-
CTYNIEHNS NPeAenbHOr0 COCTOSHUS.

Mpumep HOMEHKNAaTypPbl KAYECTBEHHbIX U KONMYECTBEHHBIX NOKa3aTenen u xapakrepusyemMble UMW CBOW-
ctea MMCMuOBI npusegeHsl B Tabnuue 1.

Tabnuya 1 — HomeHknatypa nokasatenei MMCMuOBIT

O6o3HaveHne HaumeHoBaHue

HanmMeHoBaHWe rnokasaTensa kavecTsa Y
nokKasartend KadyecTsa XapakTepusyemoro CBoucTea

MokasaTenu HasHa4YeHuA
[MokasaTenu dyHKUMOHaNbHbIE U TEXHUYECKON 3P PEKTUBHOCTU

MoAynbHOCTb W (hyHKLMOHarbHasi B3aUMOCBSI3b
CUCTEM Ha NPOrpaMMHOM YPOBHE: KONUYECTBO — WMHTerpaLuoHHEIi NapameTp
cucTem

MozynbHOCTb U (hyHKLMOHarbHasi B3aUMOCBSI3b

) — MHTerpaynoHHbln napameTp
CUCTEM Ha annapaTHOM YPOBHE: KOTM4YECTBO CUCTEM

KoHurypaLMoHHas BapuaHTHOCTb: KOJTMYeCTBO
BapuaHToB

— CTeneHb aBTOHOMHOCTHU

KOHCTpYKTUBHBIE MOKasaTenu

Bpems xpaHeHUs1 OTYETOB U apXWBOB, CYT — OkennyaTauuoHHbIl napamMeTp

[nuHa y4yacTka, 0OCHaLLEeHHOro HXEHEePHbIMU

—_ SkennyataunoHHbIi napameTp
coopyxeHusamMu obecnedeHnsa 6e3onacHocT, M

Yucno pybexeil oxpaHbl, LUT. — SKennyataunoHHbIA napameTp

Yucno yeHTpoB cbopa n 06paboTku MHopmaumu,

T — SKennyataunoHHbIA napamMeTp

Yucno paBounx MecT onepaTopoB CUCTEMbI, LLIT. — OKcnnyaTayuoHHbIi napamMeTp

Hnomanb o6aopa KamepaMu TeneBU3NOHHOIo Ha-

— BKcnnyaTauuoHHbIA NapamMeT
onrogeHuns; KB.m yaray P P

Llenesasi 3afaqa TeneBU3NOHHOrO HabrnogeHus:
UZeHTUdMKaLMs, pacno3HaBaHWe, OGHapyxeHue, — OkennyaTauuoHHbIi napameTp
MOHWTOPUHI

MHTeJ’IJ’IeKTyaJ'IbH bl aHanu3 BI/I,D,eOVISOGpa)KeHVIFlZ

— 3KennyaTtaynoHHbIR napamMeT
na/Her yaray P P

OnuHa y4acTKa, OCHalleHHOro TeXHN4YeCKMmMmun

» — OkennyaTauMoHHbIR napameTp
CpefcTBaMM OXpaHHOW curHanusaumu, m

Hnomanb I'IOMeu.{eHI/II?], OCHaLWEeHHbIX TEXHUYECKUMU

. — BKennyaTauuoHHbIA NapamMeT
CpefcTBaMM OXpaHHOI curHanuaaummn, M2 yaray P P

Yncno TpeBOXHLIX M3BeLlaTene, LWT. — OkennyaTauuoHHbIA NapaMeTp

Hnomaqb I'IOMeLL{eHI/II?], OCHaLWEHHbIX TEXHUYECKUMU

— 3KennyaTtaynoHHbIR napamMeT
CPefcTBaMM KOHTPOMSA 1 yNpaBneHus 4oCTynoMm, M2 yaray P P

Mrowaab y4acTka, OCHaLLEHHOro CUCTEMOI

2 — OKennyaTtaynoHHbIA napamMeTp
rPOMKOrOBOPSILLErO OMOBELLEHUS, M
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OkoHYaHue mabnuyp! 1

HanmeHoBaHMe nokasaTesria KayecTsa OGosHauerue HaumeHoBaHie
nokKasaTena Kad4ecTBa XapaKkTepunusyemoro cBolicTBa
KaTeropusi Haf€XXHOCTU CUCTEMBI 3NEKTPOCHAOKEHNS — be3oTkaszHoCTb
Hanuyne cucteMbl MOHUTOPUHIA UCMIPaABHOCTU
P P — PeMoHTONpPUrogHOCTL

anemeHToB MMCMWOBIT, pa/HeT

[MokazaTenu HagexXHoCTH

CpenHsas HapaboTka [0 OTKkasa Ans annapartypsl

Ayt BesoTkaszHOCTb
MHOIOKPaTHOro MPUMEHEHNS, Y
Hapa6oTka 4o nepBoro oTkasa (4ns annapaTtypbl
P Ao nep (A patyp Alyreo BesoTtkasHocTb
OAHOKPaTHOro NPUMEHeHNS), 4
CpeaHuii pecypc, net Tp [onroBeyHocTb
CpefHee BpeMs BOCCTaHOBIEHUsI paboToOCNocoBHOro
COCTOSHIS. MUK Aty PeMOHTONPUrofHOCTb
CpegHee BpeMs BOCCTAHOBMEHUS [0 3afaHHOro
Peh P Ao 3al Tg CoxpaHsieMoCTb
3Ha4YeHUa nokasaTens kadecrTsa, MUH
CpenHee BpeMs 6e30TKa3HOro XpaHeHus, 4 L CoxpaHaeMocTb

MokasaTenu yCTOWYNBOCTU, CTONKOCTM K BO3EUCTBUIO BHELLHUX HETaTUBHLIX (hakTopoB

Pabounit fmana3oH TemnepaTtyp OKpyXatoLleit YCTONYMBOCTL K TEMMNepaTypHbLIM

o At M
cpegsl, °C BO3AENCTBUAM
Pabounit fnanaszoH OTHOCUTENbLHOW BRiaXHOCTU AV YCTOWUMBOCTH K KNUMaTUYECKUM
Bo3gyxa, % BO3ENCTBUAM

MokasaTenu TpaHcnopTaGenbHOCTH

MokasaTenb BO3LEWCTBUSA TPAHCNOPTHON TPACKU
1 BUBpaLMK (C YCKOPEHUEM 1 NpU YacToTe —
yAapos), %

MpOYHOCTL NPKU TpaHCMOPTUPOBaHUM
B ynaKkoBaHHOM Buje

FaGapuTHblE pa3mepbl, MM MpucnocoGneHHOCTb K TpaHCNOPTUPO-

BaHUIO N 3KcnyaTauuu

dxIxh

Macca, r MpucnocoGneHHOCTb K TpaHCNopTUpPO-
BaHUIO U 3KcnnyaTauuu

JonycTuMble BUABI TPaHCMOPTUPOBAHUS U3Aenus — —

MokasaTenu cTaHAapT3aUUu U yHUGUKaLIUKM

KoaddpuuyneHT npumeHsemoctu, % Krlp —

0,
KoadpdpuuyneHT noeTropssemoctu, % K, —

Moka3aTtenu 6esonacHocTn

OnekTpu4eckan NPOIHOCTL U3oNALMK kKabenbHbIX
Tpacc, kB

OneKkTpu4eckoe CONpoTUBNEHUE U3ONALUM Kabenb-
HbIX Tpacc, OM

6.1.3 O6cnepoBaHue 0O6LEKTOB NPEANPUATMA OCYLLIECTBASIOT B COOTBETCTBUW C METOAUKAMM, YUNTLIBA-
IOLMMKU OCOBEHHOCTU NPOAYKLMKM U MHADPACTPYKTYPbI NPEANPUATUA.

Mo pesynsraram 06cneaosaHus onpeaensioT (YTOUHAIOT):

- cocTaB 00bLEKTOB, NPOLIECCOB U PECYPCOB NPeANnpPUATUSA, NOANEXKALMX 3aLLUUTE OT HEraTUBHLIX BO3-
OeWCTBUN;
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onucaHusa o6bLEKTOB MOHMTOPUHIA U cyObekToB obecneyeHmns ux 6e3onacHocCTm;

- 3Ha4YeHUs 3aaHHbIX HOPM U nokasarenen 6e30nacHOCTU 00bLEKTA;

- XapaKkTEPUCTUKN BHYTPEHHNX U BHELLHUX COOBLITUI U BO3MYLLIEHUII — Yrpo3 De30nacHoCTH;

- OpraHbl NPUHATUS PELLEHWIi B aBAPUIHBIX N KPUTUYECKMX CUTYALMAX NO 3aKPENnneHHbIM 38 HUMU 00b-
eKTaM UHXXEHEPHON MHMDPACTPYKTYPbl NpeanpUsATUs, NPOAYKLMKW, NPOLECCOB, PECYPCOB, AOKYMEHTALMKN U AP.;

- Hanuuue cornaileHuii 0 B3aUMOAEICTBUU C BHELLHUMU OpraHaMu BAACTU U MECTHOIO camoynpasne-
HUA, OPraHN3aLUsAMU PETMOHATNbHbIX CMYX0 6e30NacHOCTH;

- CXeMbl MHC(hOPMALIMOHHBIX MOTOKOB U pasMeLLeHne y3noB NPUHATUSA PELLEHUA HA TEPPUTOPUU U B NO-
MELLEHUAX NPEANPUSATUS U CMEXHBIX NPEANPUSATUI, BKNOYAA PacnonoXeHHble B ApYrMx peruoHax Poccum n
Apyrux rocyaapcreax;

- XapaKTepUCTUKKU AOCTYNHbIX pecypcoB (NepcoHan, cneuobopyaosaHue, NporpaMmMmHbie CPeacTBa,
HTJA, Tunosbie pelueHus no obecneyeHunio 6e30nacHOCTU 06BLEKTOB, UCTOHYHUKM U (POPMBI MX NpuobpeTe-
HUS).

6.1.4 Mo pesynsraraMm obcnegoBaHus ONpeaensioT:

- MCXOAHbIE MOCTAaHOBKMU 3ajay cosaaHusi (Mogudukaummn u passutusl) cucremol 6€30nacHoOCTU npea-
nNpuATUS;

- KOHuenTyanbHble Mogenu obecneyeHust 6e30NacHOCTU OGBLEKTOB NpeanpUATUS, OPraHU3aUUNOHHbIE
pernameHTbl U Npoueaypbl NPUHATUA PELLEHWIA;

- obwue chyHKUMOHaNbHbIE TpeboBaHMA K cucTeMe 6e30NacHOCTN U ee apxXUTEKType;

- Tpe6oBaHUSA K KOMNOHEHTAM OpPraHU3aLMOHHOIO, UHGPOPMALMOHHOTO, TEXHUYECKOTO U NPOTPAMMHOTO
obecneyeHus cucrem 6e3onacHoOCTy;

- TpeGoBaHMA kK NPeACTaBNEHUIO JaHHbIX O COCTOSIHUM 0OBLEKTOB MOHUTOPUHIA Ha YCTPOWCTBaxX oTobpa-
XeHua obulero HasHavyeHus u paboumx MecTax yaarneHHbIX Nonb3osartenen U UX NPUBA3Ke K U KOOpAUHaTaMm
MECTHOCTMH;

- UCXOAHblEe maTtepuanbl Ansi pa3paboTkM U UCMONb30BaHUSI KOHCTPYKTUBHBLIX 3D-moaenen 3aaHun u
COOPY>XEHUII MHXEHEPHON MH(PPACTPYKTYPbI NPEeANpUsTUS, reOUH(POPMAaLIMOHHBIX CUCTEM 06LIero u cneuu-
ansHOro HasHaJeHwus:;

- pekoMeHaaummn no BbIGOPY NPOEKTHLIX PELIEHN NO OPraHn3aunMn MexXBeaOMCTBEHHOIO B3auMopei-
CTBUSA.

6.1.5 Ha atane HUP cneayet paspabaTbiBaTb UMK HA dTane NPOEKTUPOBAHUSA UCMONb30BaTh TUMOBLIE
mogenu 6esonacHocTu npeanpuaTus. Mogens 6e30nacHOCTU NPeANPUATUA A0MKHA ObITb NONOXKEHA B OCHOBY
KoHUenuun cosaanus (passutus) MMUCMuOBI n oTBe4YaTh Ha BONPOCHI, YTO ByAET, €CnM M3MEHUTCA Kakon-nu-
60 aneMeHT apXMTEKTYpbl NPEANPUATUS, €r0 UHXEHEPHOW, NPOU3BOACTBEHHON U COLManbHOW MHAPPACT PYKTY-
pbl, XapakTePUCTUKN BHELUHWX BO3ENCTBUIA, Kakue pakTopbl HEOGXOAMMO YUYNUTLIBATL NMPU NOCTAHOBKE 3a4a4
obecneyeHnsa 6e30NacHOCTU U BbIDOpe CpeACTB UX peanusauuu.

6.2 Mogenb 6e3onacHOCTU NpeanpUATUSA

6.2.1 MNpu pa3spabotke moaenel 6e30MacHOCTW NPeanpPUATUA JOSKHbI ObiTk ONpeaeneHsl OCHOBHbLIE
Tpe6oBaHUsi K OpPraHU3aLMOHHO-METOANYECKOMY U MHADOPMAaLMOHHOMY oBecneveHuio cuctem 6e30nacHoCTH,
BKIIOYaSA:

- XapakTepucTUkn 06bEeKTOB MOHUTOPUHIA U BHELLHEW Cpefbl;

- MoKasatenu OLEHKM CoLManbHO-3KOHOMUYECKOro COCTOAHUA PErMOHA U PaKTOPLI, OKa3bIBaIOLLME BIIU-
SIHWE Ha LENOCTHOCTb U TpebyeMblii ypOBEHb 3aLLUMLLIEHHOCTM OGBLEKTOB, MPOLIECCOB U PECYPCOB NPeAnpUATUs
OT HEeraTuBHbIX BO3AENCTBUIA;

- TEXHWYeCKMe pernameHTbl 1 HOpMbl 6E30NacHOCTU 0BBEKTOB MHAPACTPYKTYPbI NPEeanpPUATUS U NpU-
neraroLmx TeppuTopuN;

- KOHUenTyanbHble U MaTeMaTuyeckne MOogenu OLeHKn pUuckos n 06ocHoBaHUe BbIOOpa CpeaCcTB 3aLuu-
Tbl PECYPCOB OT HEraTMBHbIX BO3AEWCTBUN;

- COCTOsIHME HacrneayeMbix UH(OPMALMOHHBIX CUCTEM NpeanpuaTuil u peiHka cpeacts UKT u cneum-
anu3npoBaHHOro o6opya0BaHUA CUCTEM 3aLLUMThLI PECYPCOB NPEANPUSATUS;

- pernameHTbl 0OMeHa AaHHbIMKU, POPMAaThl COOBLLEHUI U NPOTOKONbI NEPEAAYN AAHHBIX B NIOKASNbHBIX
(LAN), pernoHanbHbix (MAN) u rmoBanbHbix (WAN) ceTax ¢ uHTerpaumen cny6 4acTHOro nonb30BaHuUs;

- METoAbl CTaTUCTUYECKO 06paboTkn AaHHbIX N hOPMbI 3aNpPOCOB Ha NpeacTaBneHne OTYETOB MO pe-
3ynbratamMm MOHMTOPUHIA BHELLHUM NOoTpebuTensm.
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6.2.2 TpeGoBaHMA K PYHKLUMOHANBbHbLIM, UHPOPMALMOHHLIM, MATEMATUYECKUM U NPOLEAYPHLIM MOAe-
nsMm AC MOHUTOPUHra COCTOSHUA O0ObLEKTOB NPeanpuATUA, Hapagy ¢ ycnosusaMmu u tpebosanusmu MOCT P
22.1.01, nomkHbl BKMNOYaTh B cebs:

- onpeaeneHne u ngeHTuduKaLmio MHUMAEHTOB Yrpo3 LEenoCTHOCTU K 6e30MacHOCTUM OOBLEKTOB;

- OnpeaeneHne 4acTHbIX U KOMMMEKCHbIX (MHTerparnbHbIX) nokasareneid COCTOAHWUA LENOCTHOCTU U
6€e30MacHOCTU 06LEKTOB MOHUTOPUHIA, PYHKLUMOHATBHBIX 3aBUCMMOCTEN U KOPPENSLMOHHLIX CBA3EN Mexay
HWMMU, BKIKOYAs ONpeaeneHne MUMHUMAanbHOro Heo0xoauMoro Habopa KOHTPONMPYEMbIX MapameTpoB, Beibopa
YacToThbl ONPOCa A4aTYMKOB (CEHCOPOB) U UCTOYHMKOB COOBLLEHUI, paLMOHasIbHEIX HACTPOEK CPEACTB KOMMY-
TauMy NOTOKOB AaHHBLIX U APYIMX HACTPOEK CUCTEM KOHTPOMSA NapameTpoB 06LEKTOB U CPEACTB BHYTPEHHUX
1 BHELLUHWX KOMMYHUKaLWK;

- TpeboBaHuMA K 4OKYMEHTOOO0POTY cny>0 6€30NacHOCTU, KOHTPOSIO UCNOMHEHUA pPeLLeHUi U nNoka3sa-
TensM apPEKTUBHOCTU UCNONL30BAHUA PeCypcoB (000PyaOBaHUE, NEPCOHAN, SHEPTUA, AEHbIN);

- OLEHKY TEeKyLLEeh cuTyaLmmn no MHTerpanbHbiM (KOMAMEKCHbIM) NOKa3aTenam u NPOrHo3 nocneacrsumi
ee pa3BuTus;

- mMeToabl 060CHOBAHUS NMPUHATUSA PELUEHUI MO HEUTPanNU3auum yrpo3 u NNaHWPOBaHWIO PECYpPCOB ANA
obecneyeHuss 6€30NaCHOCTU OOBLEKTOB U BOCCTAHOBINEHNA UX LENOCTHOCTU B aBapUNHBIX U KPUTUHECKUX CU-
Tyauusx;

- BblGOp cnocoboB oTOOpaXkeHus pe3ynsLTaToB MOHUTOPUHIA U agpecHoro onoeeweHus JIMP ans aktu-
BM3aLMW CUn 1 CpeacTs cny0 6esonacHoCTU NPeANPUATUIA U PETUOHOB;

- METoAbl XPaHEHUA U CTaTUCTMYeckon 06paboTku AaHHbIX 06 UCTOPUN UHLUMAEHTOB U 3cheKTUBHOCTH
AENCTBUI SKCNNyaTauMoHHOro nepcoHana oo6bLeKToB U cnyxd obecneveHns 6e30nacHOCTy.

6.2.3 MNpu pa3paboTke mogenen 6e30nacHOCTU NPeanpuATUS He0BX0AUMO YYUTLIBATL €I0 B3aUMOAE-
CTBUE:

- C CUCTEMOI Xu3HeobecneyeHns pacnpeseneHHbix 06bekTOB NPeanpuATUA U PEr1oHa;

- pernoHanbHeiMKU cnyxBamm obecneveHuss 6e30NacHOCTU U aHTUTEPPOPUCTUHECKON 3aLLMLLEHHOCTH
00BLEKTOB TPAHCNOPTA, SHEPTETMKM, NPOMBILLIEHHLIX NPEANPUATUIN, SKONOTUM;

- opraHamu TEXHUYECKOro perynupoBaHus, OLEHKM COOTBETCTBUA U HAA30pa;

- cny>0amu BOCCTAHOBMNEHUA LUENOCTHOCTUM 00bLEKTOB NpeanpuATUN U NUKBUAALMM NOCNEACTBUI aBa-
PUAHBIX N YPE3BbIYaNHbIX CUTYaLIWUN;

- opraHamu rocyaapcTBEeHHOMN BNacTu 1 MECTHOTO CaMOyNpaBreHusl.

6.2.4 CTpykTypa Komnnekca mogenen 6e3o0nacHOCTM 000OLLEHHOTO NPeanpUATUS NpUBeAeHa Ha pu-
CYHKe 2.
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PrcyHok 2 — MpuMep hyHKUMOHa/IbHO Moaenn 6e30nacHOCTU npeanpuaTus

6.2.5 Mpn paspaboTke mMogenein 6e30nacHOCT NPeanpuUsaTUsS Heobxogmmo obecrneumBaTb UX OYHKLMO-
Ha/IbHYIO MOMIHOTY AN o6ecnevyeHnss MOHUTOPUHIA.
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7 ApXuUTeKTypa u TUNosorusi UHTErPUPOBAHHbIX UHTENNEKTYanbHbIX CUCTEM
MOHUTOpPUHIa pacrnpeaerieHHbIX O6bLEKTOB NpeanpUsaTUA U TEPPUTOPUN

7.1 PYHKUMOHASIbHbIE ANIEMEHTbl APXUTEKTYPbI

Apxutektypa MMCMunOBI onpeaenseT coctaB (PYHKLMOHANbHBLIX 951EMEHTOB OPraHU3aLMOHHOro, Me-
TOANYECKOr0, MHADOPMALIMOHHOTO, TEXHUYECKOTO U MPOrPaMMHOT0 00ECNEeYeHUst U CBASEN C HUMU U AOMMKHA
BKIIOYATb B CBOE COAEPXKaHUE PO NIOAEN, ONMMCaHUE NPoLeccoB ((DYyHKLUMK M NOBEAEHUE) U NPEACTaBIEHUE
BCEX BCNOMOraTerbHbIX TEXHOMOMI Ha NPOTSXKEHMMN BCETO XKU3HEHHOTO LuKna npeanpusaTtua no NOCT P NCO
15704.

7.2 CpepncTBa NPOEKTHOW KOMMNOHOBKU

Cpeactea npoekTHow komnoHoBkn WMMNCMuOBIT aomxkHbl obBecneumBath peanu3auuio OyHKUMA Ha-
CTPONKU M MACLLTAOMPOBAHME HA YCMOBUA NPUMEHEHUS B PA3NNYHBIX NPEAMETHBLIX cdhepax AeaTenbHOCTH
nNpeanpuATUN, TakuX Kak:

- OLEHKa NPOEKTHOM, TEXHOMOrMYECKOM U OPraHn3aunoOHHO-pacnopaanTENbHON JOKYMEHTALUUN Ha Ha-
nuyne B TEKCTaX CBEAEHUN, COAEPXKALLMX KOMMEPYECKYIO U FOCYAAPCTBEHHYIO TalHy, HeAONYCTUMbIX UMK He-
KOPPEKTHbIX OnpeAeneHMin TEPMUHOB U NMOHATUI, YNCIIOBLIX 3HAYEHUN XaAPaKTEPUCTUK OOBLEKTOB U APYrux
OoWMBOK B TEKCTaX, NPUBOASALLMX K PUCKAM U BO3MOXHbLIM MOTEPSIM PECYPCOB, BKMOYASA UMWUAX U JOBEpUE
notpebutenei;

- MOHUTOPUWHI COCTOSIHUA oBopyaoBaHust MKT, cneumannanpoBaHHbIX CPeACTB UHXEHEePHO-TEXHUYE-
CKOWi 3aLLMTbI 0OBEKTOB M UHOPMALMOHHO-BLIMUCTIUTENBHBIX CETEN NPEANPUATUS;

- MOHWUTOPUHT UHXEHEPHBIX CUCTEM XM3HEOOECNEYEHNS 30aHUI U COOPYXEHUN W OueHKa (pakTopoB,
yrpoxaroLmx 6e30nacHOCTU MHAPPACTPYKTYPbI NpeanpusaTus (noxxapHas 6e3onacHoCTb, 3HeproobecneyeHue,
MOroAHble YCroBUS, TEXHOTEHHbIE KaTtacTpodbl Ap.);

- OXpaHa TeppuTopuu NPEANPUATUS U KOHTPOMb HECAHKLMOHMPOBAHHOIO A0CTYNa Ha 00bLEKThl nNpea-
NPUATUS;

- KOHTPOIb AOKYMEHTALMM HA NOCTABKY KOMIMIEKTYIOLLUX U MAaTEPUANOB NMPU NMPUEMKE, HECAHKLIMOHUPO-
BaHHOro (Heuenesoro) UCNoNb30BaHUA MaTepPUanbHbIX PECYPCOB NPEANPUATUS;

- 3awmTa MHPOPMALUMOHHBIX PECYPCOB U UHTENNEKTYanbHOW COBCTBEHHOCTU NPEANPUSTUS;

- BesonacHoCTb Tpyaa u obecneyeHune 300poBbA NepcoHana.

7.3 OCHOBHbIE YPOBHM apPXUTEKTYPHOrO peleHunsa

ApxutektypHble pewenus MMCMuUOBI npu ux NOCTPOEHUM AOSHKHLI pacnonaratbCsl Ha CneaylLmx
YeTbIpeX YPOBHAX.

7.3.1 YposeHb hopmupoBaHus 6a30BbIX NPOrpamMMHO-annapaTHbIX TEXHONOruYecknx nnardgopm cpe-
Abl hyHKumoHuposaHua MMCMuOBI u yHKUMOHANbHO-NOMHOrO koMnnekca 06opyaoBaHUs U NPOrpaMMHbIX
CpeacTB ANA PELUEHWs NPUKIAaHbIX 3a4a4 MOHUTOPUHIA COCTOAHUA 06bEKTOB B NpeaMETHbIX cdepax aes-
TENbHOCTU NPEANPUATUN.

MpumevyaHne — PelieHnss STOr0 YPOBHA AOMKHBI YUUTHIBaTL AeNCTBYHOLWME HOPMaTUBHO-NPaBoBLIe TpeGo-
BaHuUs B chepe Ge30NacHOCTU U cofepxarb NpaBoBble, OPraHN3aLMOHHO-3KOHOMUYECKUEe W TEXHUYECKME MEeXaHW3Mbl
pa3paboTKn UHTErPUPOBAHHBIX CUCTEM GE30MacHOCTU W NOCTAaHOBKM Ha NPOM3BOACTBO HOBLIX cpeacTB UKT obiiero u
creyuarbHbIX CPeACTB 3alLMThl PecypcoB NPEANPUATUIA NPEUMYLLIECTBEHHO POCCUIACKOTO NPON3BOACTBA.

7.3.2 YpoBeHb cuctemHoro npoekruposannsa MMUCMuOBI n ux «scrpansaHusa» B AEUCTBYIOLLUME U Nep-
CNEKTUBHbIE OPraHW3aLMOHHO-TEXHUYECKUE CUCTEMBI YNPaBIEHNs NPEANPUATUS.

7.3.3 YpoBeHb NPOEKTUPOBAHUSI U MHTErpauun MHPOPMAaLMOHHLIX CUCTEM MEXBEAOMCTBEHHOIO B3au-
MOAENCTBMA pacnpeieneHHON NONULUEHTPUYECKO CETU PErmoHanbHbIX CUTYaLMOHHBLIX U MHAOPMALIMOHHO-
aHanUTUYeCcKUX LIEHTPOB MOHUTOPUHIA CTPATErMYECKUX U COLIMANbHO-3HaYUMbIX OOBEKTOB PETMOHOB U Tep-
puTOopUAA.

7.3.4 MpuknagHou ypoeeHb akcnnyatauum MMCMuOBIT u obecneyenun B3auMoaeincTeus cnyxod 6es-
0ONacHOCTU B NpoLIeCcCcax TEKYLLEN AeaTENbHOCTU NPEANPUATUN.

7.4 dyHKuMOHaNbLHaA apxuTeKTypa pacnpegeneHion MMCMuOBN

CoBpeMEeHHbIe MYNLTUCEPBUCHbIE pacnpeaeneHHble KOPnopaTuBHbIE (CeTH) cucteMbl 00paboTkn AaH-
HbIX, B TOM uncne u B MUCMnOBI, npeacraBnstoT co60i COBOKYNHOCTb BbICOKOCKOPOCTHOIO CETEBOIo 06opy-

18



FOCT P 56876—2016

[I0BaHWSA, NOAAEPKUBAIOLLETO NpuopuTesaumio Tpaduka, a Takke 60nbLIOrO YNCna BCEBO3IMOXHLIX Npuknaa-
HbIX NNaTopM 1 CEPBUCOB peanbHoro spemenn (IP-teneoHnn n BuaeokoHdepeHUCBA3MN), peanmayowmx
IT-byHaamMeHT BU3HEC-NPOLIECCOB U CPEACTB 06LLEHMS.

7.4.1 B coctaB chyHKUMOHanbHoM apxutektypsl MMCMnOBI BkntovatoT coBokynHocTb MTK u MMK, kax-
Abl N3 KOTOPbIX PACCMAaTPUBAIOT KaK OTAENbHbIA NPOAYKT, KOTOPbI MOXET UMETb CBOMX NoTpebuteneii u pas-
NUYHbIE MOAMMKALMK, YYUTBIBAIOLLME 0COBEHHOCTN UX NPUMEHEHUSI HA KOHKPETHbIX NMPEANPUATUAX.

7.4.2 OYHKUMOHANBHbIE KOMMOHEHTbI apxuTekTypbl MMCMUOBI (cm. npunoxeHue B) A0MmkHbI GbITb
NpeacTaBneHbl Kak 3aKOHYEHHbIE NPOAYKThI, ABNSIOLLMECH NpeaMETOM OTAENbHON NOCTaBKU, NPoLUeALLNe BCE
UCMbITAHUA Ha NPeANPUATUU-U3TOTOBUTENE U COAEpXkaTb HeobxoanMble CpeAcTBa HAaCTPOMKK AN NpUMeHe-
HUA B yCNoBUsiX npeanpuatua paspaborunka MMCMuOBIT. Ha ux 6ase npu Heob6xoAMMOCTM peanu3yroTcs Cu-
CTE€Mbl MOHUTOPUHIA OAHOTUIMHBIX 0GLEKTOB B CUTYALIMOHHBIX LIEHTpax OTpacneii, pErMOHOB, MyHULMNANbHbIX
ob6pasoBaHuii Ha pasHbix MKT-nnatdopmax ¢ ucnonb3oBaHneM obopyaoBaHUSa U nporpaMmmHoro obecnede-
HWUA PasnUYHbIX U3rOTOBUTENEN U MHTErPUPOBATLCA C AENCTBYIOLLIMMU aBTOMAaTU3UPOBAHHLIMU MHPOPMaLM-
OHHbIMW cUCTEeMaMu npeanpuaTuii. HeobxoauMble CBA3KM MexAy KOMMOHEHTaMU ONpPeaensoTcs YHUULu-
POBAHHOW CUCTEMON UHTEPKENCOB B3aMMOAENCTBUSA MEXOY SNeMeHTaMu U NoAAePKUBAKOTCA cpeacTBaMu
MHTErpauum pasnmyHbiX KOMMNOHEHTOB U MOAYMEN C UX TECTUPOBAHWEM HA COBMECTUMOCTb M paboTocnocon-
HOCTb B KOHKPETHbIX YCIOBUSX.

B 3aBMCUMOCTM OT CROXHOCTU 06BLEKTOB MOHUTOpUHra B coctase MMCMuOBI ucnonb3yiotr Kak npo-
CTeiLUMe CUCTEMbI KOHTPOISA OTAENbHbIX MAPaMETPOB, TAK U CMOXHbIE MEPAPXUYECKUE KOMIJIEKCbl CPEeACTB
OL€HKM KOMMMEKCHOro (MHTerpanbHOro) COCTOAHUS 0ObLEKTOB.

7.4.3 PaunoHanbHas apxutektypa MMCMuOBI ansi KOHKPETHLIX 0O BLEKTOB AOIDKHA 00ecneunBaThb:

- afeKBaTHYI0 MUHUMKU3ALMIO COCTaBa KOHTPONUPYEMbIX NapaMeTpoB 1 Nnokasarternen COCTOsiHUA 06b-
€KTOB MOHUTOPWUHTA;

- UCMNOMNb30BaHNEe anropuTMoB 06paboTKM AaHHbIX U NOTUKU MPUHATUS PeLLUEeHUH;

- onpeaeneHue v 3akpensieHue yarnos NPUHSATUSA PeLLeHuii U pacnpeaeneHnme ccgep X oTBETCTBEHHOCTU
B 3@BNCMMOCTU OT CUTYaLMM Ha 0ObeKTE;

- ONTUMAIbHYIO MUHUMU3ALUIO MHPOPMALIMOHHBIX MOTOKOB U 3arpy3ku KaHarnoB CBS3W;

- aAeKBaTHOe U CBOEBPEMEHHOE 0TOBpaXkeHWe JaHHbIX MOHUTOPUHTA U OMOBELLEHUE NUL, NPUHUMAIO-
LMX pELUEeHNA No ynpasneHuo obbekTamu.

7.4.4 CpenctBa 0BHapy>XeHUSA COObITUI — WHUUAEHTOB Yrpo3 6e30nacHOCTH AOMKHLI obecneumBarb
06paboTKy NOTOKA AaHHbIX OT Pa3NMYHbIX MCTOYHUKOB M peLlaTh crieayowme hyHKUMOHaNbHbIE 3a4a4u:

- onpeaenexHue pernaMeHTa obCnyXMBaHUA NMOTOKA AaHHbLIX (CUrHANOB AATYMKOB, COOOLLEHUIA, AOKY-
MEHTOB);

- peructpauuio cobbITus U onpeaeneHne NCTOYHNKa coobLLeHUst 0 COObITUM;

- BblENeHNe NPU3HaAKOB Yrpo3 U3 NoToka OTAeNbHbIX COOBLLEHUN;

MAEHTUMKALMIO TUMA YTPO3bl M ONPEAEneHne BO3ZMOXHbIX NOCNEeACTBUIA Pa3BUTUSI COObLITUS;
MHULManM3auuio AeNCTBUIA UL, NPMHUMAIOLLMX PELLEHUSA B cucTemax 6e30nacHOCTU NpeanpuaTus;
ynopagoyeHue notoka cobbITuii, BeAEHUe apxuea UCTOPUN COBBITUIA.

8 O6uwume TexHMueckme TpedboBaHNA K NPOrpaMMHoO-annapaTHbIM
TEeXHONMOorn4yecknm nnargpopmamMm MHTErpupOBaHHOW UHTEJTNIEKTYyarlbHON
CUCTEeMbl MOHUTOPUHIa n obecneyeHnsi 6e3onacHOCTU NPeanNnPUATUS

8.1 CTpyKTypa KOMNMeKkcoB

ABTOMaTM3NpPOBaHHbIE koMnnekcel cpeacts MMCMuOBI ana peanu3aumu npuknagHbIx 3agadv coopa,
06paboTKu AaHHBIX MOHUTOPUHTA COCTOSIHUSA W YNPAaBNeHUst 00bekTaMn NPeaNnpPUSATUS CreayeT co3aaBarh Ha
ocHose 6a3oBbix MAIM NKT o6wwiero HazHaueHus (BbIMUCITUTENbHbIX KOMMIEKCOB, CPEACTB CBSA3U U NMOAEPKM-
BaIOLLMX UX OMEPaLMOHHBIX CUCTEM U MHCTPYMEHTAarbHbIX CPEACTB), peanu3oBaHHbIX Ha OCHOBE NPUHLMMOB
CO3JaHUS1 OTKPbITbIX CUCTEM C LENbIO YMPOLUEHWA MHTEerpauum ¢ Apyrumu cuctemamu. FreonHdopmaumon-
Has cuctema 0e30MacHOCTM AOIMKHA COAEPXKaTb OTKPbITblE NPOrpaMMHbIE UHTEpdENChl AN UHTErpauun ¢
MCTOMHMKAMM MHMDOPMALMKU U BHELLHUMU MH(OPMALMOHHBIMU CUCTEMAMM U COOTBETCTBOBATb CIEAyOLLUM
TpebGoBaHuAM.
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8.1.1 B coctaB 0CHOBHOro o6opyaoaHusa 6asosoii MAMN MNCMuOBI, yctaHaBnneaemMoi Ha ob6bekTax
NPeanpUATUSA, B COOTBETCTBUM C peLlaeMbiMu 3agadamu u TpebyemMbiM ypoBHEM UHCDOPMaLMOHHON Besonac-
HOCTU AOMKHbI ObITb BKIIOYEHbI:

- ycTpouicTBa c6opa MHOpMauun ¢ NepBUYHbLIX 4ATYNKOB (CEHCOPOB) COCTOSIHUS OOBLEKTOB MOHMTO-
pWHra;

- nokarnbHas BblMUCIUTENbHAA CETb NPEANpPUSATUS;

- perucrTpaTopsbl pasfnM4Horo Buaa coobLueHunii, ayano- 1 BUAEOAaHHbIX, BKIOYas CTalMoOHapHbIe U Noa-
BUXKHbBIE;

- NnoKanbHble cepBepbl cbopa, XxpaHeHnsa n 06paboTKM AAHHBLIX O COCTOAHMM 3a4aHHOW Tpynnbl 0Obek-
TOB MOHUTOPUHIA;

- KOHTPOMMepbl ynpaBneHus yCTPOMCTBAMU CUCTEM XM3HEODECneYeHuss 30aHUIA U COOPYXKEHUW, KOH-
TPONs AOCTYNa B 34aHMA U COOPY>XEHUSA U HA TEPPUTOPUIO MPEANPUATUSA, BUAEOHADONIOAEHUs, UHAUKALUU U
oTOBpaXKeHNsA COCTOSIHNSA 0OBLEKTOB, MOHUTOPUHIA TPYNMNOBLIX U MHAMBMAYaSbHbIX paboynx MeCT Nnosb30Ba-
Tenen;

- cpeacTea KOMMyTaLUMU NOTOKOB AaHHbIX (YNpaBnseMble U HeynpaBnaemble);

- cpefctea agMUHMCTpupoBaHua CB ¢ yCTaHOBMEHHbIM NPOorpamMMHbIM obecneyeHueM npouecca aj-
MUHUCTPpUpoBaHusa Cb 1 cuctemsl pasrpaHnyeHnsa 4ocTyna Kk 060pyaoBaHuio 1 MHOPMALIMOHHBIM pecypcam
CUCTEMbI;

- cepBep XpaHeHWs AaHHbIX, 000pYAOBaAHHLIA YCTPONCTBAMU XPaHEHUA W AocTyna Kk 6aszam JaHHbIX
WUHOPMAaLMOHHBIX PECYPCOB CNY>0bl 6€30MacHOCTY NpeaAnpUATUA ¢ AOCTAaTOUMHLIMU €MKOCTbIO NaMSITU, NPo-
U3BOAUTENBHOCTBIO, ANUTENLHOCTLIO BPEMEHN XPAHEHUS apXUBOB AaHHbIX (MCTOpUK COOLITUI) N 06PaBOTKK
3anpocoB NONbL30BATENEN HA MOWUCK U NPEACTABINEHNE AAHHBIX ANA NPUHATUS PELLEHUI; UMEIOLLMIA A0CTaTOu-
Hblii 06BbEM NaMATU ANA ANUTENBHOTO XPaHEHUS AaHHbIX MOHUTOpUHra CB npeanpusATus, U NPou3BoAUTENb-
HOCTb, 06ecneunBaroLLyto Tpebyemyto CKOpoCTb 06paboTKM 3aNpPOCOB NOMNb30BaTENEN;

- paboune MecTa onepaTopoB cUCTEMbI, 0BecneunBatome paboTy B NOKANbHOW KOMNbIOTEPHOW CETU
NpeanpuATUS C 3aaHHbIM YPOBHEM AocTyna k obopyaosaHuio MMUCMuOBI u cpeactsam KONNEKTUBHOIO
(rpynnoBoro) oTobpaxkeHns nHhopmauum;

- yAaneHHble pabovne MecTa BHELUHMX 3aperucTpupoBaHHbIX NONb3oBaTenei cucTemMbl, 060pyaoBaH-
Hbl€ CTALMOHAPHBIMW UK MOBUNbHBIMKU UT ycTpoiicTBaMu, MMEIOLLIMMU JOCTYN B NOKanNbHLIE U KOPNOpaTUB-
Hble CeTU U OCHALUEHHbIE NPUNOXEHUAMM ANA AocTyna K MHdopmaumoHHbiM pecypcam UMCMuOBIT.

8.1.2 B coctaB 6a30BOro oTpacneBoro Mnu pernoHanbHoro (MyHuuyunanbHoro) npodunsa MMCMuOBI
PEeKOMEHAYETCH BKIOYaTb KOMMOHEHTbI, YKasaHHble B hOpMe OMMCaHus CTPYKTypbl 06a3oBoro npoduns
UNCMnOBI, cornacHo npunoxexuto B.

8.1.3 Cocras, 4ncno u xapakrepuctuku cpeacts MMCMuOBI ana KOHKPETHbIX 00BLEKTOB OnpeaensioT
no pesynsratam OLEHKU YPOBHSA 3aLLULLEHHOCTU 06 HLEKTOB NPEANPUATUSA U TEXHUKO-9KOHOMUYECKOTO 0BOCHO-
BaHWUA NPOeKTa OCHaLleHMs 06beKkToB npeanpusATUs cpeacrtsamn VKT obLero u cneymanbHOro Ha3HaveHusl.

8.2 beszonacHOCTb UH(HOPMALIMOHHBLIX PecypcoB

BesonacHoCcTb MHpopMaLmoHHbIX pecypcoB MMCMuOBIT, PCUALL onpegensaerca COCTOSHMEM 3aluu-
weHHocTn UPM oT pasnuyHbIX yrpo3 u B UTOre — CnoCoBHOCTLI0 06eCneyYnTs KOHKPETHOMY 3aperMcTpupoBaH-
HOMY NoNbL30BAaTENIO JOCTYMHOCTb, LIENOCTHOCTb U KOH(pUAEHUMaNbHOCTb Tpebyemoit uHopMaLum B cucre-
Me B COOTBETCTBUM C €0 (PYHKLUMAMU, KOMMETEHTHOCTbLIO U YPOBHEM LOCTYNA K pasaenam pacnpeaeneHHom
6asbl gaHHbIX NPT,

8.3 TpeGoBaHUsA K NOCTPOEHUIO CeTEN Nepenayu AaHHbIX

BasoBoe nporpaMMHoe oBecneyeHme CUCTEM CBA3M AOIMKHO ObiTb OPUEHTMPOBAHO, B MEPBYIO 04epesb,
Ha cobnioaeHne TpeboBaHUI COOTBETCTBYIOLLMX MEXAYHAPOAHbIX U HALMOHAIbHbIX CTAHAAapTOB.

KnioueBbiM KOMMOHEHTOM, CBA3bIBAIOLLMM Y3nbl CETU Nepeaayn AaHHbIX, SIBASETCA BUA UCNOMb3yeMON
€BA3U, kKoTopas obecnednBaer nepegady tpaduka Mexay yanamu. [ns opraHmsaumu nepeaadu JaHHbIX Mex-
Jy y3naMmu pekoMeHAYeTcs UCMoNnb30BaTh CREeAyIoLUe BUabl KAHANOB U CNIOCOOOB CBA3U:

- BbIAEMEHHbIE FIMHUU CBAA3U — OMTUYECKME UNU MeaHble Kabenu 1 pagmodacTOTHLIE KaHarbl, COeANHS-
IOLLME Y3rbl CETU 3aKa34uMKa;

- BblJEMEHHbIe KaHanbl AAHHbIX — KaHanbl AAHHbIX, NPeJOoCTaBnsAeMble ONepaTopoM CBA3WM MOBEpPX
CBOEV ceTu nepeaayn AaHHbiX, Hanpumep ATM (PVC), E1/E3/STM-1, Ethernet VLAN; coeanHeHune Ha b6ase
«rpynnoBoroy» goctyna, Hanpumep IP VPN, obmeH gaHHbiMu no TexHonorum VPLS (cnyx6a BMpTyanbHON
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YaCTHOW NOKarnbHOWM CETU), C AMYNSALUMEN pacnpeaeneHHoOW NnoKanbHOW BbIYMCIUTENBHON CETU MOBEPX CETU
oneparopa;

- moGanbHylo ceTb MHTepHeT.

MpuMeHsaeMble NpU NOCTPOEHUM CETU Nepeaaydn JaHHbIX NPUHUMMLI WXbpaummn u pacnpeaenexus Tpa-
MkKa, MCNonbL30BaHUS MEXCETEBLIX 9KPAHOB, NpoOBeAEHMSA paboT CO CpeaCTBaMU BbIYUCIIUTENBHON TEXHUKN
JOIDKHbI COOTBETCTBOBATb TPEOOBAHMSAM POCCUIACKOIO 3aKOHOAATENLCTBA U PYKOBOASILLMX AOKYMEHTOB [0OCy-
AAapCTBEHHOW TEXHUYECKOW Komuccuu npm MNpeaunaente Poccuiickon ®eaepaummn u deaepanbHOi cnyx6Obl no
TEXHUYECKOMY U IKCMOPTHOMY KOHTPOJSIIO.

8.4 TpeGoBaHMA K NOKa3aTenaM KayecTea

8.4.1 ®opmupyembie TpeboBaHusa k kayectey MMCMuOBI aomkHbl ObiTh HanpaBneHbl Ha JOCTUXKE-
HUe LieneBbIX Nokasarenein Ha3HaYeHUsi CUCTEM NPU OFPAHMYEHUAX HA AONYCTUMbIE 3aTpaTbl U NPUEMNEMbIi
ypoBeHb 6e3onacHoctu HAP. CteneHb peanusauum uenei yHkumoHuposanHus MMCMuOBI onpeaensiior B
3aBMCUMOCTU OT COBOKYMHOCTU OOBLEKTUBHLIX U CyOBLEKTMBHBLIX (PAKTOPOB, BO3AENCTBYIOLUMX HA MPOLIECCHI
NPUHATUA PELEHU 0 UX Co3aaHumn (Moaudukaumm Wunu pekoHCTpyKUMn n o6HoBneHun). Knaccudukauus
AaHHbIX ¢haktopoB — no MOCT P 51275.

B coctas TpeboBanuii k kayecrsy MUCMUOBIT B uenom u otaenbHbix MTK 1 NMMK aomkHbl BbiTb BKMIO-
YeHbl cneayowme:

- K HaA€XHOCTU, CBOEBPEMEHHOCTU U JOCTYMHOCTU NPEACTaBNEHUA UHopMaLun Anst pasnuyHbIX Karte-
ropuit nepcoHana 3KCNNyaraumMoHHbIX CIy>X0 M BHELLHWX NONb30BaTenen;

- NONHOTE U AOCTOBEPHOCTU UCMONb3yeMOn UHAOPMALUMU HA MOMEHT NPUHATUA PELUeHUI unu 3a 3a-
OaHHbIN Nepuoa;

- 3aLMULLEHHOCTU CUCTEM XpaHEHUs UHAOPMAaLMOHHBIX pecypcos OT HC[ u kOH(PMAESHUNANbLHOCTU UH-
dopmauuu;

- cocrasy, pyHKUuAM nepcoHana cnyx6 skcnnyarauun UMCMuOBI u oueHke nx KOMNETeHUMM;

- CHMXXEHMIO BEPOATHOCTU OLUMOOYHLIX AESWCTBUM AOIMKHOCTHLIX NUL U 3aLUULLEHHOCTU 0OBbEKTOB OT
onacHbIX NPOrpamMmMHO-TEXHUYECKUX BO3AENCTBUN.

8.4.2 Ina obecneveHus Tpebyemoro kavyectsa MMCMuOBI aonxeH ocyLlecTeBnaTLCA cbop Konuye-
CTBEHHOW M KaYeCTBEHHOW MHOPMaLun 0 HEOBXOAMMBIX M AOCTAaTOUHbLIX MapameTpax U XapakrepucTukax
AENCTBUI JOIMKHOCTHBIX NuL, B cucteme. MoHsATUe owmnbku A0MKHO BbiTb ONpeeneHo B 9KCNyaTaluoHHOM
AOKYMEHTaUMW ANA KaKAO0W KOHKPETHOW 3adavynm MHAOPMALMOHHON CUCTEMbI B 3aBUMCUMOCTU OT LIENeBoro
HasHayeHus uHdopmaumn. NoHaTue 6e30wWMBGOMHOCTU AEWCTBUI JOMKHO perrnamMeHTUpoOBaThbCs Ha YPOBHE
TpeboBaHMii 3KCNNyaTauMoOHHOW AOKYMEHTALUMKU, B TOM YUCKE MHCTPYKLMIA AOMKHOCTHBIX JUL.

8.4.3 lMNokasarenu kavyecTsa, ONPeaensoLMe YPOBHU LIENOCTHOCTU KPUTUYECKN BaXkHbIX OOBLEKTOB MO-
HUTOPUHIra NPEeAnpPUATUS, OSDKHBI YCTAHABNMBATLCA B TEXHUYECKOM 3adaHum (T3), OLeHUBaTLCH U YTOUHATb-
CA NPU NPOEKTUPOBAHUM, A TAKKE KOHTPONUPOBATLCA B PEXUME peanbHOro BpEMEHU C Nepuoaom onpoca B
3aBMCUMOCTU OT UHTEHCUBHOCTU BXOAHbIX MOTOKOB AaHHBIX.

Pekomengyemasa HomeHknatypa nokasatenen kadecrsa MMCMuOBIT n 6a30Bbix (OYHKLMOHAMbHbIX
KOMMOHEHTOB NpuBeaeHa B Tabnuue 2.

Tabnuya 2 — PekomeHayemasi TUNoBas HOMeHKIaTypa nokasarenei kadecTsa (PYHKLMOHaNBHBIX KOMMOHEHTOB

XapakTepucTika kavecTea OCHOBHOW NoKasaTenb ka4yecTsa hyHKLMOHUPOBaHWUSA koMNoHeHToB MUMCMUOBIT,
YHKLMOHMPOBAHNA KOMMOHEHTOB ANS KOTOPbIX AOIKHBI BbITb 3a4aHbl JONYCTUMbIE 3HAYEHUS

HagexHocTb NnpeacTaBnexnuns nHhopma- | CpeaHas HapaboTka o6bekTa Ha oTkas unu cboit THap.
LMK 0 COCTOSIHUN OBLEKTOB MOHUTOPUH-
ra, npejocTaensemMoi Mo pernameHTy
Unu 3anpocy nons3osarens

CpefiHee BpeMs BOCCTaHOBIEHUs1 o6bekTa Mocre oTkasa 0BopynoBaHus,
yenoseka-onepartopa unu c6on nporpammHoro obecnevenns T, .

KoadhpuLmeHT roTosHocTn obbekTa K.

BeposTHOCTE HafexHOro npeAcTaBneHust BbIXOAHON UHopMaLun P,

B Te4eHe 3a4aHHOro Nepuoaa yHKUMOHMPOBAHMSA T, .

BeposiTHOCTb HaAeXHOro BbINOMHEHUA TEXHOMOTMYECKUX onepaumuin Py,
B Te4eHWe 3afaHHoro nepuopa yHkuynoHnposaHua UC T,
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OkoHYyaHue mabnuupl 2

XapakTepucTuka kayecTsa
(PYHKLMOHNPOBAHUSA KOMMNOHEHTOB

OCHOBHOM nokasaTenb kayecTBa hyHKLIMOHMPOBaHMA koMrnoHeHToB MMCMuOBN,
ANA KOTOPbIX JAOMKHbI ObITb 3aAaHbl A0NYCTUMbIE 3HAYeHUs!

CBOEBpEeMEHHOCTb NPeACTaBleHUsl UH-
dopMaLMn 0 COCTOAHUN OBBLEKTOB MO-
HUTOpMHra WNW BLINOMTHEHUN 3ajaBae-
MbIX TEXHOMOMMYeCKMX onepauuii

CpegnHee BpeMs peakuuu cucteMbl Npu obpaboTke 3anpoca wu/unu fose-
AeHUU uHopMauuu T, . UM BEPOSATHOCTL CBOEBPEMEHHOH 0BpaboTku
uHopmaLmm P, 3a 3apaHHoe BpeMA T, .

CpeaHee BpeMs BbINOSTHEHUS TEXHOMOrMYeCkon onepauun 7, .. unu Be-
POATHOCTL BLINONHEHNS TEXHOMNOTMYeCKo onepauun P, 3a 3agaHHoe
BpeMAT,,

MonHoTa nucnonbsyemomn UHgpopmaLun
0 COCTOSHUMN 06beKTOB

BeposaTHocTb of6ecneveHns NONHOThLI onepaTtuBHOIo OTpaXXeHUA HOBbIX pe-

anbHO CyL|ecTBYOWMX 06LEKTOB 1 SBNEHWi A NpeaMeTHOI obnactu P .,

AKTyanbHOCTb UCNONb3YEeMON
MHOpMaLmK

BeposATHOCTL COXpaHEHUs1 aKTyanbHOCTU MHOpMaLUKM HA MOMEHT ee UC-
nonk3oBaHus P,

aKkT

KoppekTHocTb 06paboTkn uHdopmauum | BeposiTHoCTb PKopp nony4yeHusi KOPpPEKTHbIX pe3ynsratoB o6paboTku UH-

¢popmaLium 3a 3afaHHoe BpeMsl Ty, ,

KoHbugeHunanbHoCcTb UHOpMaLmn BepoaTHoCcTb coxpaHeHusi KoHduaeHUWanbHOCTU uHdpopmauum P,

KOHd
B TedeHue 3ajjaHHOro nepuoga KOH(bVIAEHLWIaJ'IbHOCTVI TKOHd)

Besownbo4HoCTb feiicTBUiA NepcoHana
W BOMKHOCTHBIX ML

BepoATHOCTb 6e30LUMGOYHLIX AeCTBUIA JOMMKHOCTHLIX Nl P,
3a/jaHHoro nepuoAa yHKUMOHUPOBaHUA T, ,

en B TEYEHUE

3alyMLLiEHHOCTb OT OMacHbIX NporpaMm-

BeposTHOCTE OTCYTCTBUSI ONACHOro BO3eicTBuA PaosA B TedeHue 3afjaHHo-
HO-TEXHUYECKUX BO3LENCTBUM

ro nepnoja dyHKunoHupobanus NC T,

awmeHHocTs oT HC BeposTHocTb coxpaHeHus 3awpuieHHocT ot HCO uHdOopMaLMOHHBIX

Y MPOrpaMMHBIX pecypcoB — Prcp

8.4.4 MeToabl, NOPsAAOK U MpasBuna OUEHKW U KOHTpons kadectsa PyHKUMOHMpoBaHusa AUC AOMmMKHbI
yCTaHaBnNMBaTbCsA MO COrnacoBaHMIO MEXIY 3aKa34uMkom u paspaboTynkomM (NOCTaBLUMKOM) B 3aBUCUMOCTH OT
crneundukn cozgasaemMon (NOCTaBNAEMON) CUCTEMbI C YY4ETOM CNeLMdUKM CUCTEMBI U NPUHATBIX Y 3aKa3uuka
HOpPM, NpaBun u TpeboBaHMiA.

[ns oueHKM 1 KOHTpONs nokasartenein kadecrtsa pyHKUMoHupoBaHusa AVUC pekomeHAyeTCa UCNONb3o-
BaTb TUNOBbLIE METOAMKM, KOTOPLIMU AOJDKHBI pacrnonarate pazpaboTyunkiy, 3aKkas4dmuku CUCTEM, OpraHbl o cep-
TUdMKaLMM U ucnbiTatenbHble nadoparopuu. TUNOBLIE METOAUKWA JOSMKHLI ObiTb aAanTUPOBAaHbI C YYETOM
crneumduknm cUCTeMbl, METOAOB OLIEHKU Pe3ynbTaToB HaTYPHbIX UCMbITaHUI u TpeboBaHuin MTOCT 34.603.

8.5 TpeGoBaHUA K HAAEXKHOCTHN

HapexHocte MMCMuOBI gomkHa BbiTh 06ecrnevyeHa Ha OCHOBE ChneumarnbHbIX TEXHONMOMMYECKUX peLue-
HWUWA, oBecneunBaroLnX OTKa30yCTOMUMBOCTE Hanbonee oTeeTcTBEHHOrO obopyaosanua MMCMuOBIM. Cpok
cnyx06bl MMUCMuOBIT gomkeH BbiTb HE MeHee 7 NneT ¢ Y4ETOM 3aMeHbl HEMCNPABHbIX U BbIpaGoTaBLLUMX CBOW
pecypc KOMMOHEHTOB. MapaHTUIHbIA CPOK HA paboTbl MO OCHALLEHWUIO, HA YCTAHOBINEHHOe 0O0OpyaOBaHWE U
MCNOnb30BaHHbIE MaTepuarsbl AOMKEH ObITb HE MeHee 12 mec.

CpegaHee Bpems HapaboTku Ha oTka3 o6opyaosaHua MMCMuOBIN — He meHee 10000 u.

8.6 Tpe6oBaHua 6e3onacHOCTH

8.6.1 Ycrpouictea MUCMuOBT], ycraHaenueaemble Ha 00bekTax NpeanpusATUi, He AOMKHbI OKa3blBaTb
BPEAHOro BO3AEWCTBUA HA NEPCOHAN NPeaANPUATUA U APYyrux Noaen, UMEIOLLIMX A0CTYN Ha TEPPUTOPUI0 00L-
eKTa.

8.6.2 YcraHaBnuBaemMoe Ha 0ObekTax npeanpusituii 060pyaoBaHMe AOMKHO COOTBETCTBOBATL TpeboBa-
HUAM 9NeKkTpo6e30nacHOCTM U UMETb YCTPOWCTBO 3asemneHus B cooTeBeTcTBuu ¢ MY Mpasunamu ycTpoit-
CTBA INEKTPOYCTAHOBOK™.

* MpaBuna ycTpoiictea anekTpoycTtaHoBok ([1Y3). U3p. 7-e (yTBepxaeHb! npukazoM MuHuaHepro Poccum ot 8 uions
2002 r. Ne 204).
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8.6.3 O6opynosaHue MMCMuOBIT n ncnonek3yembie pacxofHsle Matepuarnbl Ans SKCnnyaTauun J0MmK-
Hbl COOTBETCTBOBaTb TPEBGOBaHNAM AENCTBYIOLLMX HOPMATUBHbLIX JOKYMEHTOB MO OXPaHe TPyaa, a Takxe Tpe-
60BaHMsIM NO 3NEKTPO- U NOXAaPHOI Be30nacHoCTu.

9 TpeboBaHus K PyHKLMOHANBHLIM KOMMOHEHTaM U TUNOBLIM NMPOEKTHLIM
peleHnsiM UHTErPUPOBAaHHON UHTENIEKTYarnbHON CUCTEMbl MOHUTOPUHra
n obecneueHuss 6e30MacHOCTU NPeaAnpPUATUIN

9.1 CucrteMbl M cpeacTBa OCHOBHbIX (PYHKLIMOHANbHbIX KOMMOHEHTOB

B obuem cnydyae B coctaB OCHOBHbIX (DYHKLMOHAMNbHLIX KOMNOHEHTOB MMCMWOBIT AomkHbl BXOAUTb
cnegyloLime cucTtemMbl U cpeacraa:

- nokanbHble CUCTEMbI CO0pa AaHHbIX O COCTOSIHUM OOBEKTOB, onepaTuBHON 06paboTku uHdopmMaLun
U ynpaesneHna UCNONHUTENbHbIMKU MeXaHU3MaMu (,D,aT‘-II/IKI/I 7] npeoﬁpasoBaTenu CUTHanoB CUCTEM >XXU3He-
obecneyeHus, BUAEOKaMepbl, KOMMYTaTOPbl U PErMCTPATOPLI, CPEACTBA KOHTPONSA AOCTYNa, OXPAHHOW U No-
YKapHOW CurHanusaumst u OnoBELLEHWUNA Ap.), KOTOPblE C MOMOLLBIO LMPPOBOro BUACOHAONIOAEHUS [OMKHDI
OCYLLECTBMATL OTOOpaXkeHue, aeTanmaaunio pasnmyHon cTteneHu, a Npu Heo6xoaMMocTu 40OaBnNsATL UNK Ha-
KnaablBaTb BU4E0U300paxKeHNE Ha OGBLEKTEI B TPEXMEPHOM NPOCTPAHCTBE C NPUBA3KOW UX K reorpadpuyeckum
KoopauHaram,

- cpeacTBa aBTOMaru3npPOBAHHOMO NpoekTupoBaHua 3D-moaenen 34aHnini U COOPYXKEHUIN, NOATOTOBKU
nnaHoB OOLEKTOB M pa3meLleHus 060pyaoBaHusa Ha 06bekTax ans oTobpaXkeHnsa o6beKTa u BCex ero CUCTEM
6€e30MacHOCTM U KOHTPOSSt HA MHOTOCHONHbLIX 3D-kapTax, 06beanuHAA UX B €4UHYI0 reOMHGOPMALIMOHHYIO CU-
CTeMy, NO3BONAOLLYIO NPOBOAUTL CUTYALIMOHHBIN aHANNU3 0ObLEKTOB U TEPPUTOPUI C BOZMOXKHOCTbIO 0TOGpa-
YXEHUs1 BO BpeMeHu (4D);

- CpeacTBa Komniektauum oOopyaoBaHUS,, OLEHKW COBMECTMMOCTM WHTEPMPEeincoB, UHTErpauum, MH-
cTannAuMM, TECTUPOBAHMS U HACTPONKKU HA YCNOBUA KOHKPETHBIX OOBLEKTOB;

- cpeacTBa opraHusaumMm KOMMYHUKaLUMIA U BUAEOKOH(EPEHL-CBA3MK;

- CcpeAcTBa uaeHTUdukaLuumu nonbL3oBaTenen, KOHTPONSA AOCTYNa B KOPNOPaTUBHbLIE CETU C HOYTOYKOB,
KIK, coToBbIx TeNnedoHOB U Ap.;

- cpefcTBa xpaHeHusi uHdopMaLum (CoObITUS, TEKCTbI, BUAEOU300PAXKEHUS, FONOC, U AP.) O COCTOSIHUN
06BLEKTOB;

- CpeacTBa BeAeHUs reoMHMOPMAaLMOHHbIX 033 AaHHbIX 00LLEro U CneLmanbHOr0 Ha3HaYeHus;

- CpPeacTBa uaeHTUUKaUMM BHYTPEHHUX U BHELLUHUX COOBLITUI — WHUMAEHTOB yrpo3 6€30nacHOCTU U
OLIEHKM PUCKOB HapyLUEHUS LIENOCTHOCTM OOLEKTOB, NMPOLIECCOB U PECYPCOB NPEANPUSATUS;

- CpeacTBa BeAeHUs peecTpoB 060pyA0BaHMA U PECYPCOB pacnpenerneHHbIX Cnyxo TexXHu4eckoro o6-
CNY>XMBaHUS TEPPUTOPUANbHO pacnpeaeneHHbIX 00beKToB;

- cpeacTtBa MHMOPMAaLMOHHOW MOAAEMKKM ONEepaTUBHOIO B3auMOAEWCTBUSA IKCMITyaTauMOHHOrO nep-
coHana 00LEKTOB C BHELUHUMM Monb3oBarensmu u cneucnyx®amu pernoHos (MBI, MUC u ap.), Bkniovas
cornaweHusa o B3aMMOAENCTBUU, OPraHU3aLMOHHbIE U ANEKTPOHHbLIE pernaMeHTbl, CTaHaapTbl U opmartbl
o6MeHa AaHHbIMU B NOKanbHbIX U rMobanbHbIX ceTsax OBM.

KoHkpeTHbIn cocTtas U pyHKLMKU kKoMnoHeHToB UMCMuOBIT chopMUpyIOT C YY4ETOM HA3HAYEHUA CUCTEMDI
MOHWUTOPUHIa NPEANPUSTUIA U TEPPUTOPUIA NO KPUTEPUAM «IPPEKTUBHOCTL — BE30MACHOCTH — CTOUMOCTbY.

9.2 O0wume TexHuuyeckue Tpedboeanua k AUICMuOBIN

9.2.1 B cocraB 06Lmx TexHudeckux Tpe6osannit K MUCMnOBM aomkHbI BXOAUTb:
- TpeboBaHUA K CTPYKTYPE M PYHKLUAM CUCTEMBI;
- TpeboBaHuA K KOMMOHEeHTam 1 Bugam obecneveHuns (opraHm3aumoHHO-MeToanYEeCcKoe, MHGHOPMALIMOH-
HOe, MaTeMaTuyeckoe, TEXHUYECKOE, MPOrpaMMHOE);
- TpeBoBaHUsA K HAAEXHOCTY;
TpeboBaHusa 6e30nNacHOCTH;
TpeboBaHus K IPrOHOMUKE;
TpeboBaHus K akcnnyaTauun, TEXHUYECKOMY 06CNYKMBAHMIO, PEMOHTY U XPAHEHUIO KOMMNOHEHTOB CU-

CTEMBbI;
- Tpe6GoBaHuUs K COCTaBY YUNCMEHHOCTU U KBanudukaummu nepcoHana paspaboTyukoB U NonbL3oBarenen
CUCTEMbI;
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TpeboBaHus K 3aLmTe UH(POPMALIMOHHBIX PECYPCOB OT HECAHKLIMOHUPOBAHHOTO A0CTYNA;

- TpeGoBaHMS K NATEHTHON YUCTOTE;

- TpeGoBaHMA NO CTaHAapTU3aLMKU M yHudukaumm;

- OONOMHUTENbHBbIE TPEOOBaHMA, yunThiBalOLLME cneuuduyeckue 0COBEHHOCTU NPeaNpUsTUS.

9.2.2 ®YHKLUMOHANbHLIE KOMMOHEHTbl AOMXHbI ObITb OPMEHTUPOBAHbI HA NPUMEHEHME B NpoeKTax
MNCMUOBI TMNOBBIX NPOEKTHbIX PELUEHUHN:

- OpraHu3aLUMOHHO-METOANYECKOe 0DecneyeHmne cucTem;

- apxutekTypa yHKLMOHANBbHbLIX KOMIMOHEHTOB;

- YHUUUUPOBAHHBIE MHTEP(ENCHI;

- YHUUUMPOBaHHbIE LWKadbl KOHTPONS W ynpasneHus.

9.3 Tpe6oBaHuA N0 MOAEPHM3ALIUN NPOTPAMMHOIO obecneyeHus U yaaneHHOMY AOCTYNy K HEMY

9.3.1 inA BCex yCTPOWCTB A0IPKHA ObITb NPeaycMOTPEHa BO3MOXHOCTb MogepHusauum MNo.

9.3.2 [Ina yCcTpPOWCTB pacnpeaeneHHon cetTu AomkHa ObiTb 06ecnedyeHa BO3MOXHOCTbL YAANeHHOro A10-
ctyna k MO CB, a Takke Kk ynpaeneHuio 060py0BaHMEM MO CETU C noaaepkkon nHtepderica RS-485, akcec-
cyapoB Ha 6a3e USB U HU3KOCKOPOCTHOW TEXHONOrMYECKOM LMHbI 1-Wire.

9.3.3 CunoBble KOHTPONNEps! AanekTpudeckux Lenei (4o 220B/16A) pomkHbl o6ecnevmBaTb yaaneHHoe
ynpasneHue nutaHneM obopyaoBaHUA U pecTapT NpU BO3HMKHOBEHUM OTKa30B 06opyaoBaHus, cboes B MO,
a TaKke MHUUManNu3aumio 3anpocoB Ha BbINOMHEHWE OTBETCTBEHHbIX Onepawuii No BOCCTaHOBEHUIO paboTo-
CNocoBHOCTU U 3aMeHe NPorpaMMHOro obecneyeHns Ha ynpasnsieMom 060pya0oBaHUK.

9.3.4 NHTepdencHble MOAYNN U BHELLHWE akceccyapbl AN yAaneHHOro yrnpaBneHnsa KOHTposnepamm
ynpaeneHus 060pyaoBaHmemM, cneLmanu3MpoBaHHbIMU NIOKaNbHbBIMU CEpPBEpPaMM, MapLLPYTM3aTopam U KOM-
MyTaTopamMu NpegHasHa4YeHbl A HENOCPEACTBEHHOTO MOHUTOPUHIA U yNpaBrneHus pusnueckumu napamMe-
Tpamu (TakMMU Kak TOKW, hakT 3aMbIKaHUS UITM PA3MbIKaHUST ANEKTPUYECKON Lienu, HaNpsPKEHUS, TeMnepary-
pbl U T. N.) U AOMKHbI 06ecneynBaTb KOHTPOIb:

- cpabaTbiBaHUS NOXKAPHBIX, OXPAHHBLIX U APYTMX AATYUKOB COCTOSIHUSI CUCTEM XKU3HEOBECNEYEHUS, KOH-
LieBbIX BbIKIOYATENEN U APYrMX ABOMYHBLIX AAaTYMKOB NoBoro poaa;

- HanuM4usa HanpsKEHUA NUTaHMA (B ABOMYHOM BUAE — «Aa/HET»);

- HanpshXeHUs Ha pe3epBHbIX aKKYMYNATOPHbIX 6atapesax (B aHanorosom Buae);

- TemMnepartypbl OKpy><aloLlei cpefbl U OTAENbHbIX 3NEKTPOHHLIX YCTPONCTB Ha OObEKTax B MecTax
YCTaHOBKM 060pYA0BaHUS;

- COCTOSIHUS! CUTHATNBHbIX KCYXUX KOHTAKTOB» Ha TENEeKOMMYHUKALMOHHOM 0B0pYZ10BaHUMN.

9.4 PYHKUMOHASNbHbIE BO3MOXHOCTHU BbIXOAHBLIX KOHTPONNEPOB U CUNOBbIX perie

BbIX0HblE KOHTPOMMNEPbI U CUNOBbIE pene A0MKHLI 06ecneunBaTh yNnpasneHne aneKTpUYeCKUMU Lenst-
MU MOOOro TMNa U Ha3Ha4YeHUs, Kak cnaboTOYHbLIMM, TaK U CUNOBLIMU, B TOM YUCAE:

- BKJIOYaTb CUrHanbHbIe Tabno, cupexsl, GNokMpoBaTb ABEPU U T. N.;

- nepesarpyxartb npobnemHoe o0OopygoBaHME, PACMNOMOXEHHOE B HENOCPEACTBEHHOW OnM30CTM OT
ycrporictea NSG, nytem 3ambikaHua ero uenen RESET unu POWER,;

- MPUHYANTENLHO Nepesarpyarb NpobrnemHoe 060pyAOBaHME NYTEM NPEPLIBAHUA €0 LIENW 3MEKTPo-
NMUTaHUA;

- mocrneaoBaTenbHO BKMoYaTh 060pyA0BaHMEe B TENEKOMMYHUKALMOHHLIX Y3Nax C 3afiaHHbIMU 3a71epX-
Kamu, uzberas neperpy3ok NUTaHUs nNpu o6LeM eqUHOBPEMEHHOM CTapTe;

- YNpaBnaTb CUCTEMAMMU PE3EPBHOTO ANEKTPONUTAHUS;

- ynpaBnaTb CUCTEMAMM OTOMIIEHUS U KOHAWULMOHUPOBAHUA LWKAOB.

10 TpeOboBaHus K OpraHM3auUum pacnpeaesieHHON CeTU PerMoHanbHbIX
CUTYaLMOHHbIX U UH(POPMALIMOHHO-aAHANUTUYECKUX LIEHTPOB MOHUTOPUHra
COCTOSIHUA LIeNTOCTHOCTU OO BLEKTOB 1 6€30MacHOCTU TepPpUTOpPUn

Oco6as ponb npu paspabotke TexHonoruin cosgaHua PUCMO oteoautca hopmmpoBaHuio Moaenei
06paboTku cobbITUI U NpoLeayp NPUHATUS PELUEHUI B CUTYALUMOHHbIX LUEHTPax npeanpuatuii. [leatenbHoCTb
COBPEMEHHbIX NPeANpUATUA BO MHOTOM ONpeAenseTcsl COCTOAHUEM UH(PPACTPYKTYP TEPPUTOPUNA, UCNOSb-
30BaHWEM PECYPCOB 3€MIIENOSIb30BaHUSA, SHeprocHabxeHus, TpaHcnopTa, KOMMYHanbHBLIX Cryxb ropoaa u
ApYrMMK npoueccamy B3aUMOAENUCTBUSA C BHELLHUM OKPY>XEHWEM U B3aWMOBIIMSHMEM HA COCTOsIHUE 6e30-
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NacHOCTU MHXXEHEPHOW U COLMansLHON MHAGPACTPYKTYPbl PErMoHa, 3KONOrMYeCcKon, NPOMbILLNIEHHON 1 00Lle-
CTBEHHOW M UHbIX BUAOB BesonacHocTu. Mpumep 0606LWeHHOI cxeMbl B3aumoaencTteua MMUCMuOBN B peru-
OHe NMpuBeAEeH Ha PUCYHKe 3.

BosmylueHus BHelLHen cpeabl U YIpo3bl LENOCTHOCTU U 6e3onacHOCTU 0OLeKToB

] A
Mepconan | | O6wexr sawmrsi 1 Obuekr saupmeiN | | Cnyx6bi
OCHOBHbIX Cnyx6 obecneyeHns
npeanpuaTUs ] WNHpacTpyKTypa UHKEHEPHBIX besonactoct
KOMMYHUKaUWA NpeanpusiTua '—umr“m
JokarnbHble cMCTeMb NokanbHble cucTembl
MNocrasumkm VKT j— YPaeneHus obbekramn ynpaeneHus obbektamu | | Cnyx6bi
U cpeacTs obecneuyeHus
WHKeHEPHOH [] ] 06LUeCTBEHHOM
3aWMTH 06LEKTOB GesonacHocT!
|| WHTerpMpoBaHHble MHTennekTyansHble cuctembl obecneveHus | | pervoHa
KOMMNNeKcHoW 6e3onacHoCTu 06BEKTOB U TEPPUTOPUIA NPEANPUATUSA
5
OpraHb! — PacnpepeneHHblie CUCTEMbI MOHUTOPUHIA COCTOSIHUA OOBEKTOB peruoHa  |— CnyxGbi
TeXHU4eCcKoro BOCCTaHOBNeHUA
perynupoBaHus LenocTHOCTN
W OLeHKU obvekToB
cootBeTCTBUA [ [—1 v nocneacteuii YC
CucreMbl TeXHU4ECKOro 06CNyXMBaHUA U PeMOHTa CpeacTs

KT v uHxeHepHoi 3amTbl OGHLEKTOB

PucyHok 3 — O6obLueHHas cxema B3aumogeincTans MMCMUOBI pervoHa

B nHpacTpykType pernoHoB (ropoaoB U MyHULMNANbHLIX 06pa3oBaHuii) BbIAENSIOTCS psij cneuuanu-
3MPOBAaHHbLIX OpraHu3auuii, OPUEeHTUPOBAHHLIX HA peLleHWe 3a4ay MOHMTOPUHIA COCTOSIHUA Be30MacHOCTU
3aKpenneHHbIX 3@ HUMU TPYNMbl OOBLEKTOB, B KOTOPbLIX CO34AI0TCS COOTBETCTBYIOLLME CUTYALIMOHHbIE U MH(POP-
MaLMOHHO-aHaNMTUYECKNE LIEHTPbI MO OTAESNbHbIM HaNpPaBneHUusM (SHepreTuka, TpaHcnopTt, o6LecTBeHHas
6e30nacHOCTb, 3KOMOrUA, NMMKBUAALMA aBapUNHBIX U YPe3BblYaNHbIX CUTYyaLuin u ap.).

10.1 OpraHu3auMOHHbIe BONPOCHI CO3AAHUA

10.1.1 OpraHusauus pa6ot no cosgannio MMCMuOBI gomkHa BkMovaTh B cebA TUNOBYIO CXeMy Npo-
BeAeHuA paboT Ha cTaansax usHeHHoro umkna MMUCMuOBI (cm. npunoxeHue A), COOTBETCTBOBaTL TpeboBa-
Husam FTOCT 34.601 v coaepxaTb HEOBXOAUMDIN U AOCTATO4HbIN HABOP METOAUUYECKUX U MHCTPYMEHTaNbHbIX
CpeacTB NPOEKTHON KOMMOHOBKU 3aKa3HbIX «MHAUBUAYASNBHBIX» CUCTEM NO OTKPLITEIM cneuudukaumam Tpe-
GoBaHMUI ANA KOHKPETHLIX 3aKa34YUKOB, a TalKe CPEeACTBa AOKYMEHTMPOBAHMA NPOEKTOB U NPaBun B3anMo-
[AENCTBUSA Y4aCTHUKOB NPOEKTOB.

10.1.2 MNMpu opraHusaLm CETEBOro0 B3aMMOAENCTBUSA YHaCTHUKN CETEBOrO 0OMEHa AOMKHbI COrnacoBaTb
W NPUHATbL COrnaLleHusi Mo YPOBHAM W TUNAM 3MEeKTPUYECKUX CUTHANoOB, KPUTUYECKUM pa3Mmepam coobLue-
HUI, MeTOAaM KOHTPONA 4O0CTOBEPHOCTU. CornaweHnsa A0smkHbl ObiTb NPUHATHI NO BCEM YPOBHAM B3anUMO-
[IENCTBUS, HAUMHAA OT CAMOTO HU3KOro — nepeaadva 6utTos MHGOPMAaLUK, U 3aKaHUUBAA CaMbiM BbICOKUM, pe-
anusylowuM obecnyxupaHue nonb3osarenen cetn. MexxsegoMCTBEHHbIM OOMEH AaHHBIMU ANA NOATOTOBKMU U
NPUHATUA peLLeHnii No MeponpuaTuam o6ecneveHns 6e30nacHOCTU CTpaTernyeckux u counanbHO3HAUUMBIX
00BLEKTOB M TEPPUTOPUIA LOIDKEH BbIMOSIHATLCA NO COrNAcOBaHHLIM pPernameHTam, NpoTokonam u gopmaram
obMeHa AaHHbIMK B pacnpeaeneHHONn NOANLEHTPUYECKON CETU CUTYALIMOHHBLIX U MHADOPMALIMOHHO-aHaNTH-
Yyeckux UeHTpoB Poccuickon deagepauun.
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10.1.3 OpraHu3auMOHHO-TEXHUYECKUE peLueHus No BbiGopy cpeabl peanusauuu, o6opyaosaHua UKT
0o0LLEero Ha3sHa4YeHUs B CUTYALMOHHLIX LEHTpaxX NpeanpusaTui, MyHUUMNanbHbIX 00pa3oBaHWii U PErMoHOB
JomkHbl obecneynsarb B3aUMOAEHCTBUE BCEX HEOOXOAMMBIX U AOCTaTOMHbIX NOApa3aeneHnin n crnyx0 akc-
nnyaraumm o6beKTOB MOHUTOPUHIA U BOCCTAHOBMEHUA LIENOCTHOCTU 0OBLEKTOB B aBapUNHBLIX U KPUTUYECKUX
cUTyaumsx.

10.1.4 OTaenbHble CUTYaALMOHHbIE LEHTPbI MOTYT CNeLManuM3npoBaTbCa Ha peLleHun 3aaa4 OLEHKU CO-
cTosAHNA 6e30nNacHOCTU NEPCOHaNa u HaceneHus, oGLecTBeHHON 6e30nacHOCTH, akonornyeckon 6esonacHo-
CTH, paauaLMOHHON U XMMUYECKOMN 3ALLUUTLI, SBHEPTeTUKW, TPAHCNOPTA, NPOMBILLSIEHHBLIX NPOU3BOACTB N TEXHO-
NOrMin, KOMMYHasIbHOrO X035IMCTBA U Ap.

10.2 TpeGoBaHuA kK 06paboTke COOLITUI B pacnpeaeneHHbIX MHTErPUPOBAHHbIX CUCTEMAX
MOHUTOPUHIra COCTOSIHUA 06bEKTOB

Co6biTue A0mKHO ObITh NPEACTABNEHO KakK 3a(PMKCMPOBAHHOE HA ONpeAeneHHbIn MOMEHT BPEMEHU CO-
CTOsIHME BXOAALLEro, B o6uem cnydae, Cny4aiHoOro HeCTaUMOHAPHOTO NOTOKA AaHHbIX. OCHOBHbLIMKU 3aAa-
Yammn 06paboTKM TAKOro NOTOKA ANA 0GHAPYXEHNA U HENTPanU3auun HeraTMBHbLIX COOLITUI U MUHUMU3ALIMK
yLep60B B AEATENBHOCTU NPEANPUATUA U €10 KNIOYEBbIX NPOLIECCOB ABNSAIOTCS:

- peructpauus cobbITUa U onpeaeneHne NCToOYHNKa coobLeHns o0 CobbITuum;

- BblAeneHne NPU3HaKoB Yrpo3 U3 NOTOKa;

- nAeHTU(MKaUna Tuna yrpos u BO3MOXHbIX NOCNeACTBUN PasBUTMA COOLITUS U UHULIMMPYEMDBIX UM AEN-
CTBUI;

- 0BGHapy>XeHWEe UCTOYHUKOB Yrpo3 C OAHOM CTOPOHbLI U SNEMEHTOB NPUHATUSA peLleHuin (B obliem cny-
yae nuu, NPMHUMAIOLMX PELUEHUS, UMM UHTENNEKTYanbHbIX YCTPOWCTB) B CUCTEMAX YNpaBneHus npeanpu-
ATUA PA3HOro YPOBHS;

- onpegeneHue pernameHTa o6Cny>XMBaHUA COOTBETCTBYIOLLErO NOTOKA JaHHbLIX (COODLLUEHWI, curHa-
noB, AOKYMEHTOB);

- ynopsaoveHue notoka cobbiTun u opraHusaumsa 3MEKTMBHOrO HAKOMMEeHUs1 NOToKa cobbITUiA (Beae-
HWE apxuBa UCTOPUU COOLITUN);

- onepartuBHaa o6paboTka nocrynaioulen uHgopmaumn B COOTBETCTBUM C 3apaHee OnpeaerieHHbIMU
npasunamm o6paboTkm n NPUHATUA PELUEHUN;

- BTOpu4Hasa 0bpaboTka MACCUBOB Pa3HOPOAHBLIX COOLITUIA U KOPPENALUMOHHLIX CBA3EN MeXay HUMM
(Nouck B3auMOCBSA3aHHbIX COOLITUIA, OOLEKTOB U CYOBLEKTOB ANsi NPUHATUA AONOMHUTENbHLIX MEP, NNAaHUPO-
BaHMA MEPONPUATUIA U APYTUX AEHUCTBUN);

- MPUHATUE PELLEHUI U (hOPMUPOBAHME HEODXOANMBIX aAPECHBIX COOBLLEHUI ANA UX UCNOMHEHUSA.

11 TpeboBaHuA K 3awmuTe MHPOPMALMOHHBIX PECYPCOB NPeanpPUATUI U NpaBam
AOCTyna nonb3oBaTenen UHTErPUPOBaHHOM UHTESJIeKTYalrlbHOW CUCTEMbI
MOHMTOPUHIra n obecneyeHusi 6e3onacHOCT NpPeaNPUATUA

11.1 O6wme TpeGOBaHUA

11.1.1 Apxutektypa MMCMuOBI gomkHa npegycmarpusath Hanuuue MNTK, oGecneunBaowero Heob-
XOAUMbIV YPOBEHb 3aLLMTbI U COXPAHHOCTM MH(OPMALMOHHBLIX PECYPCOB NPeAnpUATUS B yCrnoBusAX cboes
M OTKa30B MporpamMHO-annaparHbiX CPeacTB, BKMo4asa cOOi B cucteme anekTponuTtanus. YkasanHbivi MTK
MNCMuOBIT gomkeH obecneumBaTb KOPPEKTHOE BOCCTaHOBNeHue patotel MMUCMUOBIT nocne c6oeB Ge3
NOTEPU AAHHbIX.

11.1.2 B yensix obecnevyeHnss COXpaHHOCTM MHMOPMaLMOHHBLIX pecypcoB MMCMnOBM pomxHo ObITh B
006s13aTenbHOM Nopsiake NPeayCMOTPEHO Hanuuue hyHKLMM pe3epBHOTO KONMPOBAHUS AAHHbIX.

11.1.3 TpeboBaHus K AONYCTUMbIM 3HAYEHUAM nokasarenen HYHKUMOHUPOBAHUSA U K OCHOBHbLIM Xapak-
Tepucrtukam AC (HageXHOCTb, OLICTPOAENCTBME, BO3MOXHOCTb U3MEHEHUA KOHUrypauum) AOmKHbI cobrto-
AaTbCA NP UCTIONb30BAHWUU NPOrPAMMHO-TEXHUYECKMX CPEICTB 3aLLUThI.

11.1.4 MMCMuOBI gomkHa obecnevmBarb KOHTPOSb 3(WEeKTUBHOCTU cpeacTB 3awuTtbl ot HCJ, ko-
TOPbIM MOXET ObITb MO0 NepuoanYeckUM, MO0 UHMLMMPOBATLCA NO MEpPe HEOBX0AMMOCTH NONbL30BaTeNeM
MW KOHTPONUPYIOLLIMMMW OPraHaMK.
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11.1.5 Cpeacrsa 3aWwuTbl MHPOPMALIMOHHBIX PECYPCOB NPEAnpUATUA U MHAOPMALMOHHO-aHanuTnye-
CKMX U CUTYaLMOHHbLIX LLIEHTPOB JOMXKHbI BKIOYaTh B CEOS OpraHn3aLMoHHO-pacnopsianTenbHbIe Mepbl, Cpea-
cTBa (OhM3NYECKON U BNEKTPOHHOI 3awwmTbl no MOCT P 50739, FTOCT P 50922, FOCT P 51275 B 3aBUCUMOCTH
OT MecTa pacnonoxeHus 00bekTa, KOHKPETHbIX YCMOBUIA U OCODEHHOCTENn 0OLEKTOB MOHUTOPUHIA, pexxuma
6e30MacHOCTH, AENCTBYIOLLETO BHYTPU 00bEKTA, HANUYUs UHXEHEPHO-TEXHUYECKMX CpeacTB hU3n4eckon 3a-
LWWTbI HAKOMUTENEN AaHHbIX.

11.2 WpgeHTUbMKauma coooLweHnin

Co06LeHUst 0 COCTOSTHUM OOBLEKTOB MOHUTOPUHTA C NOBLILUEHHBIM YPOBHEM Yrpo3 6€30macHOCTH (30HbI
OrpaHMYEHHOro JOCTYNA B 34aHUSA, COOPYXXEHUA, HA TEPPUTOPUIO U MHAOPMAaLMOHHBIE PECYPChI NPEANPUATUSA
W T. N.) AOMKHbI COAePKaTb CPEACTBA aBTOMaTUUECKOW LIMPOBOW SMEKTPOHHON NOAMUCH, CEPTUDULIMPOBAH-
Hbl€ YNOMHOMOYEHHbIMU OpraHamu U CTpykTypamu Poccuu.

11.3 Tpe6oBaHUA K HENPEePbLIBHOCTU LMKNA 3aWMNTbl MH(POPMALIMOHHbLIX PecypcoB

SawmTta nHdopMmaLmuoHHbIx pecypcoB AC gomkHa ObiTb 06ecnevyeHa Ha BCeX TEXHONMOrMYeCKMX aTanax
06paboTKku MHCpopMaLMK 1 BO BCEX pexMMax PYHKLMOHMPOBAHMSA, B TOM YACIIE NPU NPOBEAESHUUN PEMOHTHbIX
U pernamMmeHTHbIX pabor.

11.4 Knaccudukaumsa ypoBHS 3allUIEHHOCTHU

Ons knaccudukaumm 06bEKTOB MOHUTOPUHIA MO YPOBHIO 3aLUMLLIEHHOCTU UHOPMALIMOHHBIX PECYPCOB
06beKTa JOMKHbI ObITb UCMOMBb30BaHbI CreAytoLLMe XapaKkTEPUCTUKN:

- MHOPMaLWOHHbIE, ONpeaensiolme LEHHOCTL UHGopMaLMmn, ee 06LEM U CTENEHb KOHMUAEHLIMANb-
HOCTU, @ TaKkKe BO3MOXHbIE MOCNEACTBUS HEMPaBUIbHOrO (MYHKLMOHMPOBAHUA U3-32 UCKAXKEHUS (MoTepw)
nHdopMauuu;

- OpraHu3auuoHHbIEe, ONpeaensaroLwMe NoSHOMOYUA NONb3oBaTenen;

- TexHomnoruyeckue, onpeaenstowme ycnosus o6pabotkm nicopmauum, Hanpumep cnoco6 o6paboTku
(2BTOHOMHbII, MyNETUNPOrPAaMMHBIN U T. A.), BPEMSA LIMPKYNSALuK (TPAH3WT, XpaHeHue U T. 4.), Bua AC (aBto-
HOMHas, CETb, CTaLMOHapHas, NOABWXHASA U T. A4.).

11.5 Cnoco6bl 3almThbl UHPOPMALIMOHHLIX PECYPCOB

O6ecneveHue 3aLmTbl MHOPMaLUMOHHbIX pecypcoB MMCMuOBIN ocyluecTensiercs:

- CPJ nonb3oBarenen kK 060pya0BaHuio, MHOPMALMOHHBIM pecypcam U NporpaMMHbIM cpeacTeam 06-
paBoTKkM AaHHbIX, OTOBPAXKEHMS U NPUHSITUS PELUEHUN;

- peanusaumen npaBun pasrpaHUYeHUs 4OCTYNAa K YCTPOWCTBAM CO3aHUS TBEPAbIX KOMUI C JOKYMEH-
Tauum;

- usonauMei nporpamMm NpoLiecca, BuIMOMHAEMOro B MHTEpecax cybbekTa, oT Apyrux cybbLekTos;

- ynpasneHuem NoTOKaMu AAHHbIX B LENAX NPeAOTBPALLEHUA 3anucu JaHHbIX HA HOCUTENU HECOOTBET-
cTByioLero rpuda.

OcHoBHbIMK TpeboBaHusimmu k CK3U npu aTom aBRsioTca cneaylowume:

- BbINOMHEHUE LeneBbiX PYHKLIUNK;

- yno6CTBO M NpocToTa 06Cny>XuBaHus;

- ONTUMAanbHasA NPOU3BOAUTENBLHOCTD;

- BbICOKAasi HAAEXXHOCTb B pexxume paboTbl 24/7/365;

- HEBbICOKAasi COBOKYMHAs CTOMMOCTb 3KCNNyaTauun B TEY4EHUE BCETO XXU3HEHHOTO LIMKNA;

- COOTBETCTBME TPEOOBAHMAM PEryNIMPYIOLLMX OPraHoB (CepTudukaTsl COOTBETCTBUS);

- wudposaHue no NOCT 28147 (256 butos).

Cuenapuamu ucnonb3osanus CK3U asnsioTca cneayiowume:

- MEXCETEBbIE B3aUMMOAENCTBUS,

- 3aLUMLLEHHBIW AO0CTYN YAANEHHbIX 1 MOOUNbHbIX NONb30BAaTENel;
3awmrta 6ecnpoBOAHbIX CETEN CBA3M;
3aLmMTa MynsTMCEPBUCHBIX CeTeil (BKitovas IP-TenedoHnio u BuaeokoHepeHL-CBA3b);
pasrpaHnyeHue Jocryna K MHOpMaLmMK B NOKamNbHbIX CETAX, a Takke Niobble KOMOGUHALMK Bbilene-
PEeYMCREHHbIX CLeHapUEB.
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11.6 CpeacTBa pasrpaHmyeHusa aocrtyna

11.6.1 CP[l nonb3oBarenen K MatepuanbHbiM U UHAOPMALIMOHHBIM pecypcam NpeanpuAaTUA AOSDKHbI
obecneunBarhb:

- OABYX(haKTOPHYIO MAEHTUUKALIMIO U ONO3HAHWE (ayTEHTUMUKALMIO) 3apPernCTPMPOBaHHLIX NONb30BA-
Tenen u Npu HeobxoAMMOCTH onpeaeneHne NPUBASKUA K MECTY €r0 HaXOXAEHUS;

- perucTpauuio AeUCTBUIA Nonb3oBaTenen N0 HeCaHKLUMOHMPOBAHHOMY A0CTYNY K 060pYyA0BaHUIO U UH-
¢opMaLMOHHBIM pecypcaM NpeanpusaTMa u UX UCNONbL30BaHMIO;

- UCKIIOMEHMUE U BKIIOMEHUE HOBLIX NOnb3oBartenei u 06bLEKTOB AOCTYNA, a Talkke U3MEHEHNE NOMHO-
MO4MI NONb30BaTENEN;

- peakuumio Ha nonbiTkn HCH, Hanpumep curHanusauuio, GNoKMpoBKY, BOCCTaHoBreHue nocne HCJ,;

- OYUCTKY OMepaTUBHON NaMsTM u paboumx obnacteil Ha MarHUTHLIX HOCUTENSIX MOCHe 3aBepLUEHUA
paboTbl NONb30BaTens C 3aLULEHHBIMU AAHHBIMMU;

- KOHTPOJb LENOCTHOCTN 6a3 AaHHbIX MHPOPMALMOHHBLIX pecypcos u CP.

11.6.2 Cnoco6bl peanusauuu CPL 3aBUCAT OT KOHKPETHbLIX 0COGEHHOCTEH 06EKTOB MOHUTOPUHIA Npea-
npusaTus. JonyckaeTcs NPUMEHSTb CreayioLme cnocobbl 3aluTbl U Nobble X COYETAHUS:

- CP[, nokanu3oBaHHbIE B NPOrPaMMHO-TEXHMYECKOM KOMMNEKCe (S4P0 3aLuuThbl);

- CP[ Ha ypoBHe OnepauuoHHbIX CUCTEM, CUCTEM ynpaBnéHus 6azamu AAHHBIX WK NPUKNAAHbIX NPO-
rpamm;

- CPJ B cpeacrBax peanu3auum CeTeBbiX B3aUMOAENCTBUIA UM HA YPOBHE NPUNOXEHNN;

- UCMNOMNb30BaHWEe Kpunrorpaduyeckux npeodpazoBaHUn MU METOAOB HEMNOCPEACTBEHHOTO KOHTPONSs
aocryna;

- pacnpeaeneHHble CP[;

- nporpaMMHas u (unu) TexHuyeckas peanusauus CP[;

- opraHu3auusi focCTyna ynosIHOMOYEHHOro nuua K paspeLueHHoOn MHopMaunu, 3alMLLEHHbIN 3nek-
TPOHHON NOAMUCHIO.

11.6.3 CP[ n cpeacrea sawurtbl MHPOPMALMOHHLIX PECYPCOB NPEANPUATMA AO0MKHbI 0becneunBaTb
KOH(PUAEHLUMANbHOCTb M LIENOCTHOCTb MOMyYaemMoin UHpopMaLmmn G y4€TOM Ha3HaYEHUs!, BaXKHOCTU U CrieLiu-
VKM OOBEKTOB MOHUTOPUHTA.

Mpumepamun OTAENbHBLIX PeLeHui MOryT ObITh cnegyloLme:

- KOHbMAEHUManbLHOCTb U LeNOCTHOCTL NepeaaBaeMon no cetu uHdopmauum nyteM kpuntorpadude-
CKOI 00PabOTKM KaXKA0ro CETEBOTO MakeTa C NOMOLLBIO KpUNTOrpaduiyeckmx anropuTMos;

- ayTeHTUdMKaLuUs OTAENbHOro NonNbL30BaTeNs U peanusaums UHAMBUAYANbHLIX NOAUTUK AOCTYNA K 3a-
[JaHHbIM KOMMNbIOTEPAM, NPUKNAAHLIM NporpaMMam o06paboTku AaHHbIX U K pasgenam 6a3 aaHHbIX;

- BXOJ B 3aLUMLLIEHHYIO CETb TOMbLKO ANA BNagenbLa NermTMMHOrO KPUNTOKNIOMA;

- BbiNONHeHue TpeboBaHuii craHaaptoB 6esonacHocTu IKE/IPsec ¢ npuMeHeHMeM pPOCCUIUCKUX anro-
pUTMOB KpunTorpaduyeckoro npeobpaszosaHus no FOCT 28147, FTOCT P 34.10 u FTOCT P 34.11.

11.7 IHCTpYMEHTbI ynpaBreHus U NoAAePXKU 3KCnnyaTtauuu NporpaMMHo-annaparHomn
nnat¢opMbl UHTETPUPOBAHHOMN UHTENIIEKTYaNIbHOW CUCTEMbI MOHUTOPUHIA U 06ecnevyeHus
6e3onacHOCTH NpeanpUATHA

MHCTpyMeHThl ynpasnenus u noaaepxku akcnnyatauumn MAMN UMCMuOBIT aomkHbl BKIOYaTb B cebs
cpeacTsa peanusauum nonutukn 6esonacHocTn VPN KNUEHTOB W LWNIO30B, OCYLLECTBAATL YNpPaBneHUe aTu-
MW YCTPOICTBAMM, BKIIOYAsA HACTPOMKKN CETEBbIX UHTEPdENCOB, CUCTEMbI NPOTOKONUPOBaHUS, 0becnevnBaTtb
BO3MOXHOCTb MIIaHOBOW 3aMeHbl cepTudukaros 6e3 NpepbiBaHUsA LKA IKCMyaTauun U CBA3W, yAaneHHoro
0GHOBMNEHUA NPOrPaMMHOI0 obecnevyeHus.

11.8 Tononorus nocTpoeHns

LLnto3bl 6e30MacHOCTM AOMKHLI 06ecneunBaTk NOCTPOEHUE NOOLIX TONOMNOrMYECKUX CXeM («3Be3aay,
«AepeBO», «MNOMHOCBA3HAA CeTb»). Mpu HE06X0AUMOCTU pPeanusyloT CXEMbl C NOBbLILLEHHON HAAEXHOCTbIO,
obecneuynmBaeMol Kak 3a CHET PEe3epBUPOBAHUA LUMIO30B, TaK M 3a CYET WUCMONb30BAHMS ANbTEPHATUBHLIX
MapLupyToB ceTu. Mpumep Takon cxembl 306pa)keH Ha PUCYHKeE 4.
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MobunbHble cpeacTBa cBA3M MobunbHble cpeacTea cBA3M

6e3onacHOCTU NpeanpUATUA

CUTyaLuiA peroHa

PyGsotoT s ovcs Gt T Sopropmman || Qe
pa6ouux rpynn obecneyeHust aBapUiHbIX W YPE3BbIMANHBIX NpeANpUATHS W YCIyT NPSaNPHSTAR
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f

WHTepdench! (LNI03bI) AOCTYNAa B KOPROPaTUBHbIE U rnobasbHble ceTn

v 1

!

1

MHTepdenc gocTyna K cpeacTeam ornepaTMBHONW CBA3U o
MexceTeBON |«e— "
coToBas CBA3b
( ) o okpan 1 MopTan (caiiT) npeanpuatns
‘ ‘ v ¢ v ¢
\
o PacnpegenenHas Lienesblie
ot |t
Cpencrtea Cpencrea Bugeo- Cepsep bas3bl [ | Me:;((ggLegow ceTb 6a3 gaHHbIX | |m o6ecneumnsatowme
oTobpaXeHus KOHEDEepeHL-CBsIau AaHHbIX Cry6bl > (xpaHunuLL) aBTOMaTN3NpPOBaH-
OaHHbIX obecneyeHuns MHOPMALIMOHHBIX Hble CUCTEMbI
06 nHUMpeHTax 6esonacHocTU pecypcoB npepnpuaTUs
A
Y
i \i
WHTepdelic nokanbHoii ceTn cnyx6bl o6ecneveHns - MexceTeBoii | WHTepdeiic nokanbHbIX ceTei
6e3onacHoOCTH ™~ akpaH 3 - npeanpuaTus
CepBephl NoKaribHbix Pabouas Pabouue Pa6ouas cTaHuums Pa6ouune craHUum
cuctem obecneveHus Annapatypa
cTaHums cTaHumn agMUHXCTpaTopa cnyx6
6esonacHocTn MOHUTOPUHra
(KOHTPONb Al0CTYMA pykoBoauTens aHanMTUKOB 6e3onacHocTH obecneyeHuns NPOLECCoB
noXapHast ' cnyx6bl cnyx0bl MHGOPMALIMOHHBIX 6e3onacHoCcTH MPeAnpUATUS
cUrHanM3aLms) BeaonacHoCcTU 6esonacHocTH pecypcoB nogpasgeneHuia
| I

PucyHok 4 — Cxema peanusauynu MMCMuOBI ¢ ucnonb3oBaHueM LUMHO30B
6e30MacHOCTU U MeXCeTEBLIX 3KpaHOB

11.9 Tpe©OoBaHUA K MEXCETEBbIM 3KpaHaM

Mpu BKNOYEHUUN MEXCETEBbIX 9KpaHOB B AC onpeaeneHHoro Knacca 3aluILeHHOCTH, KNace 3alumLeH-
HOCTU COBOKYMHOM AC, NONYYEHHON M3 UCXOAHOW NyTEM A06aBNEHNSA B HEE MEXCETEBOIO 9KpPaHa, He AOIMKEH
NOHMXKAaTbCA. MexXCeTeBblE 3KpaHbl AO0MMKHbI ObiTb cepTudnumMpoBaHbl kak CK3M knaccoB 3aLLULLEHHOCTH,
COOTBETCTBYIOLLMX TPeOoBaHUAM degepanbHOn cryX0Obl N0 TEXHUYECKOMY U 9KCMOPTHOMY KOHTpOro Poccum
k obecneveHunto 3awmTbl MHAOPMALUKN B aBTOMATU3NMPOBAaHHbIX cuctemax u NOCT P MCO/M3K 15408-1.

11.10 AyteHTU(PpUKaLMA yaaneHHbIX NOfib30OBaTeNen

Ons yaaneHHbIX nonb3oBaTenei NPMMEHSIOTCA pasfuyHble MEXaHU3Mbl ayTeHTUdmkaumum, HanpuMep
WHAMBUAYANbHBIA NPEAYCTAHOBIIEHHbIW KIIOY, NAapOfib, 3NEKTPOHHAsA NOANUCHL. Ona NOCTPOEHMA Ha cTpaTte-
TMYECKU U COoLManbHO 3HAaYMMbIX ODbEKTaxX AOBEPEHHOrO ceaHca ¢BA3n u obecnedeHnsa 6e30nacHOCTM KOM-
MYHMKaLWK B paMKax JOBEPEHHOIO AOCTYNA K BblAENEHHOMY KOH(UAEHLMANBLHOMY PECYPCY AOIMKHaA obecne-
YMBATLCA LEMOCTHOCTL NPOrpamMMHON CPeabl TEPMUMHANA, U30MSALMA BbIYMCIIMTENBHOTO MPOLEcca KIMEHTAa,
cTporas asyxdakropHas ayTeHTudukaums, n3onayuusa ceTeBon cpeabl yaaneHHoro nonb3osarens, KoHPUaeH-
LUMansHOCTb U LENOCTHOCTL NepeaaBaembiX JaHHbIX.
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11.11 YpoBeHb 3alULEHHOCTU CUCTEeMbI pasrpaHuyeHns AocTyna K UHPOPMaLMOHHbIM
pecypcam

TpeboBaHus K ypOBHIO 3awmileHHOCTH CPL aomkHbl ObITh TLWATENBHO AOKYMEHTUpPOBaHbLI. B cocras
JOKYMEHTALUMMN BKIIOYAIOT PYKOBOACTBO MOMNb30BATENSA NO UCMONMb3OBAHUIO U PYKOBOACTBO NO YNPaBNEHUIO
cpeacTBaMu 3awmThl, a Takke, Npu HeoOX0AUMOCTH, Apyrue IKCMIyaTauuoHHbIE, YAOCTOBEPAIOLLIME U pas-
pelwmTenbHble AOKYMEHTbI CNyXObl 6€30NaCHOCTHU.
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Ctagum u 3Tanbl XXU3HEHHOTO LMKIIA UHTErPUPOBAHHON UHTESNEKTYyanbHOM
CUCTEMbl MOHUTOPUHIA U 06ecnevyeHuns 6e30NacHOCTU NpeanpPUATUA

CTagun 1 ocHOBHLIe 3Tarbl xu3HeHHoro uUukna MMCMuOBI BeIGUpaloT B COOTBETCTBUM C peKOMeHAauusamu
FOCT P MCO/MOBK 12207. OCHOBHbIE Lienu KaxAoW CTagum 1 cocTaB BO3MOXHbBIX TEXHWYECKUX pelueHuid ans obocHo-
BaHWUA W NPOEKTUPOBaHUS NPOMUNSA KOHKPETHON CUCTEMBI oBecneveHns 6e3onacHoCT NpesnpuaTUS NpuBefeHsl B Ta-

onuye A1

Tabnuya A1 — CTaguu XW3HEHHOrO LMKIa W OCHOBHbIE TexHU4eckue pelueHns MMCMuOBIM

CTaAuns KU3HEHHOTO
uvkna MMCMuOBIN

LleneBble ycTaHOBKM cTaann

[OvanasoH pelueHuit

KoHuenuus

OnpeaenuTb cocTaB 06beKTOB 1 yrpo3 6e3onacHoCTy
npegnpuaTUs.

OnpeaenuTe cocTaB MokasaTtenel LernocTHOCTU U
3aLLUMLEHHOCTU KMHOYEBBIX 0OLEKTOB W CyObeKToB
npegnpuaTUs.

CdopmynupoBaTe KoHuenuuto obecrnedeHnsa 6es-
ONacHOCTM KITHO4EBbIX NPOLIECCOB.

OnpegenuTb YHKLMOHAMNBHYIO apXUTEKTYPY.
MpegnoXuTe NpMemMreMble NPOEKTHbIE peLleHus.
OnpeaenuTe cocTaB none3oBaTenied U nepcoHana
cnyx6 obecnedeHnsa 6ezonacHoCTU, pacrnpeaeneHune
UX KOMMNETEHLUMK, PyHKLWIA, NpaB N OTBETCTBEHHOCTMU.

PaspaboTaTh crneuudukaummn TpeboBaHMit K nogcu-
cTtemaM U 6asoBbiM MTK UKT.

OnpeaenuTs NPUHLMMBLI KOOPANHALMN AEATENbHOCTU
pabounx rpynn WCNonHWUTeNen U pecypcoobecnede-
HWUS OBLYECMCTEMHOrO M YacTHBIX NpoekTos obecne-
4eHUs 6e30NacHOCTU NPeaNPUATUS

JlokaneHble cMcTeMbl MOHUTOPUHIA Y
6e30MacHOCTU KMoYeBLIX O6bEeKTOB
1 NPOLIECCOB NpeanpUATHS.
MHTerpupoBaHHele cUCTEMBl 00e-
credeHnss KOMNNeKcHol GesonacHo-
CTU NpesnpuaTUS

Paspa6oTka corna-
LWeHWA, pernameH-
TOB U BHYTPEHHUX
CTaHfapToB AeATernb-
HOCTW NpeanpuaTUs
no o6ecnevyeHunto

YTOMHUTL CUCTEMHbBIE Tpe6OBaHMF| K cpeacTesam obe-
cnedeHnn 6e3onacHoCTU.

Onpegenutb o6WKe pernaMeHTbl B3aUMOAENCTBUA
cnyx6 obecnedveHns 6e3onacHOCTU NPeANPUATUS, oc-
HOBHBLIX NoApasaeneHuii — enagenbues noTeHUUanb-
HO onacHbIX 06BLEKTOB U NPOLECCOB NPEANPUATUS, UX

CornaweHns Ha oCHoBe 3aKoHoAa-
TenbcTBa Poccuiickoin degepauu.

KOpI‘IOpaTMBHbIe cornalweHuA.

PernameHTbl, Nnpoueaypbl 1 dopma-
Tbl 06MeHa AaHHBIMU.

cpeacTts obecneye-
Hua GesonacHocTH

MpoTokonbl NepeaaYn AaHHbIX
BesonactocTyn BHYTPEHHUX U BHELUHUX KOHTPareHToB. P PeAam A
PaspabotaTtb gokyMmeHTo060pOT cnyx6 obecneveHus
6e3sonacHocTn
MpoekTupoBaHue BkINonHUTL aHanua npoueccoB U cpedcTB obecneve- | PaspaboTka (3akynka) nokanbHbIX
(npuobBpeteHue) HUA 6e30MacHOCTM KITIOYEBLIX MNPOLECCOB Npeanpu- | cucTem.

ATNUA.

PaspaboTtaTb yHKLUMOHanNbHbLIE W MaTeMaTudeckue
mopenu npoueccos obecneveHns 6e3onacHoCcTu.

MoproToBUTL BapUaHThl MPOEKTHLIX pelleHni No Bbl-
6opy CpefCTB OpraHM3aLWUOHHOro, METOAUYECKOrO,
TEXHUYECKOTO U NPOrpaMMHOro o6ecrneveHus.

BbINONHUTE aHanu3 TeXHWYECKUX NPEASIOKeHUA
MPOBECTU UX TECTUPOBaHUE Ha COBMECTUMOCTb C 3KC-
nnyaTupyemelMu (HacrneayemeiMu) LeneBbIMA aBTo-
MaTU3NPOBaHHBIMU CUCTEMAMU NPERNPUATUS.

AKTyanusauyus ¥ npUMeHeHue ycrno-
BUW AEWCTBYIOWMX CTaHAapToB U TU-
NOBbLIX NPOEKTHLIX PELUEHUIA CPeACTB
6e3onacHocTu.

MpvMeHeHne oTpacneBbIX (kopropa-
TUBHbIX) TpeBoBaHW.

CUCTeMHas UHTerpaLus
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OkoHyaHue mabnuypi A. 1

CTaaunsa XW3HEeHHoro
uukna MMCMuOBI

LleneBble ycTaHOBKU CTagun

HvanasoH pewexun

CdhopmupoBaTh NepeveHb (peecTp) cpeacts obecne-
YeHWs 6e30nacHOCTW, PeKOMeHAYEMbIX ANS npumMe-
HEeHWs B NpoeKTe.

OpraHuaoBaTb MNPOEKTUpOBaHWE (3aKyrky) cpefcTs
obecnedeHuns 6e3onacHoCTy.

BeINonHWUTE paboTbl MO KOMMMEKCUPOBAHUIO WU WH-
crannsumu cpeacte MMCMnOBT Ha pabounx mecTax
cnyx6 obecneveHus 6eaonacHoCcTU

OkennyaTtauusa

Paapa60TaTb Moaenn TeXHW4YecKoro O6CJ'Iy)KI/IBaHI/IF|
cpeacTs obecneveHnst 6esonacHoCTH npeanpuATuUA.

OnpenenMTb Tpe6OBaHI/IF| K 3HaHWAM, HaBblkaM N yme-
HWAM NepcoHana CJ'Iy)K6 6e3onacHoCTh U sKcnnyata-
UMW TEXHUYECKOro U nporpaMmmMHoro obecneveHus.

MpoBecTn oByyYeHUe M aTTecTaluio NepcoHana.
ObecneynTb BbifeneHne HeoBXOAUMBIX pecypcoB
ANA 3KcnnyaTalun cucTemsl.

OKennyaTupoBaTh CUCTEMY C LieMNbio YA0BNEeTBOPeHUS
noTpebHocTel nonb3osaTenel LenesBblX W obecne-
YMBAIOLLINX aBTOMATU3MPOBaHHYIO CUCTEMY Npeanpu-
ATUA B cepBucax BezonacHoCTU.

TpeboBaHMS U YCNOBUSA TEXHUYECKO-
ro o6cnyxunBaHua NoKanbHLIX (aBTo-
HOMHbIX) cucteM obecneqeHus Ges-
OMacHOCTU KIIoYeBbIX NpPOLECCoB K
06BEKTOB NpeanpuATUS.

LleHTpanun3oBaHHLIn ~ MOHWUTOPUHI
cocTosHNA obbekToB cnyxboii 6e3-
ONacHoCTM.

LleHTpanv3oBaHHbI# MOHUTOPUHT CO-
CTosHUS Be30nacHOCTU UHpOpMaLu-
OHHbIX PeCypcoB NpeanpuUATUS

ConpoBoxgeHue

OpraHuaoBaTb cryx6y MOHUTOPWHA W COMPOBOXAe-
HUS cpeacTB 6e30MacHOCTH NPeanpUATHS.

PaspaboTaTb pernaMeHTel B3aMMOLEACTBUSA W TUMO-
Bble CLieHapuu aHanusa WHUWGEeHTOB — yrpos 6es-
onacHocTH.

AHanuaMpoBaTe M3MEHEHUs B apXUTEKType Mpea-
NPUATURA, NPOAYKLMM, NpoLieccax U TEXHOMOIUSX U UX
BIIWSIHME Ha COCTOSHME 6e30MacHOCTW ANS MOAUGU-
KaLyu CUCTEM W SKCnnyaTaluu.

ObecneunTb BblgeneHWe HeobXoguUMbIX pecypcoB
AN ANUTENbHOMO (OYHKLUMOHWPOBAHWE CUCTEMBI C
Y4ETOM BO3MOXHOW MoguUKaLMU UMM 3aMEHbI OT-
[enbHbIX KOMMOHEHTOB MO Mepe WX MOpanbHOro unu
husnyeckoro naHoca

ConpoBoxaeHue cpeacts 6Gesonac-
HOCTU cunamu cneynanuanposaH-
HbIX cry>6 NpegnpuATHS.

ConpoBoXAeHUEe KOMMNOHEHTOB CU-
namu pa3paGoTuMKOB U MOCTaBLUU-
KoB 06opyf0BaHWUsA U NpPorpaMMHOro
obecneyeHus.

ConpoBoXaeHue cunamm cneymanm-
3UpOBaHHLIX OpraHU3aLmii

3aBeplUeHne (NUKBU-
Aaums)

AHanusunposaTb paboTy cpegecte MMCMUOBIT Ha
obbeKTax npeanpusaTUS.

BecTu y4eT u NporHo3MpoBaHUe TEXHUHECKOro U Mo-
panbHOro CTapeHUsi KOMMOHEHTOB, NaHNPOBaTL CBO-
€BpeMeHHYI0 3aMeHy, BbigefieHUs1 PecypcoB Anst BOC-
CTaHOBMNEHWUSA LIENMOCTHOCTU CUCTEMBI.

XpaHeHue unu ytunusauyus cpeacts8 MUCMunOBT

3amMeHa oOTKasaBLUMX W MopanbHO
ycTapeBLIUX KOMMOHEHTOB, cnuca-
HUe U YHUUTOXEeHuUue 06beKTOoB.

Peanuaaquﬂ KOMMOHEHTOB Ha pPblH-
Ke.

OpraHu3auust W ocyluecTBrieHne
XpaHeHUs1 CpeAiCTB U KOMMOHEHTOB
MNCMnOBIN
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MpunoxeHue B
(pekomMeHayemoe)

dopma onucaHus CTPYKTYpbI 6a30B0ro NPOodUA UHTErPMPOBAHHOM
MHTENsEeKTyanbHOW CUCTEMbI MOHUTOPUHIA U 06ecneyeHua 6e30NacHOCTU NpeanpUaTUs

OcHoBHble TUNbl 6a30BbIX MOAENEN, PeKOMeHAYeMbIX ANA onucanus npu paspabotke MMCMuOBIT, npuBegeHsl B
Tabnuue B.1.

Tabnuya B.1— Ctpykrypa 6a3osoro npocgpuna MMCMuOBI

Tun HaumeHoBaHWe 6a30Boi Mogenu dopmaT onucaHua
1 OyHKUMOHanNbHbIE MO enn AeATeNbHOCTH Onsa kaxaon cnyx6bl NpeaAnpuUATUS yKa3blBatoTCA 0ObeKThl,
noapasfeneHunii NpeanpuaTMS — Briagensla | npouecchl U pecypchl, nognexalyue 3aliure
obbekTa
1.1 MoapasgeneHna agMUHUCTPaTUBHOIO OnucaHne yHKUUI (TEKCT).
ynpasreHua OpraHusalnoHHas CTpyKTypa.
CxeMa (guarpamma) B3aMMOAeNCTBUS.
Cnuncok 06beKTOB, NPOLIECCOB U PeCcypcoB, nofnexalyux 3a-
LMTe OT HeraTUBHbIX BO3A€ACTBUNA.
Ovarpamma npoueccos
1.2 Hay4Hble 1 NpoekTHLIe NoApasaeneHns OnuncaHne 06bLEKTOB JeATENbLHOCTY.
Avarpamma noToKoB faHHbIX.
Cnuncok 06BbeKTOB, MPOLIECCOB M PECYPCOB, NOAMEXaLLunX 3a-
LUMTe OT HeraTMBHLIX BO3AeNCTBUI
1.3 Mpon3BogcTBEHHbLIE NogpasfeneHus Cnuncok 06beKTOB, NPOLIECCOB U PecypcoB, nognexallux 3a-
LMTe OT HeraTUBHLIX BO34EACTBUIA.
CnNMCOK KOHTPOMUpYeMbIX MapaMeTpoB MPOU3BOACTBEHHbIX
nogpasgeneHui
1.4 MogpasaeneHns NHXeHepHoN MHGpacTpyKTy- | Cnncok o6beKToB, NMPOLECCOB M PecypcoB, Noanexalymx 3a-
pbl NpeanpuATUs LMTe OT HeraTUBHLIX BO34E€ACTBUNA.
MnaHbl pasmelleHnsa obopyaoBaHus.
KoHCTpyKTUBHbIE 3D-MoAenu 3gaHuini U COOPYKEHWUN
1.5 MogpasaeneHns MHHPOPMaLUOHHONR cryxObl PeecTp nHdopMaLMOHHbIX pecypcoB NpeanpusTui.
npeaAnpuATHA PeecTp oBopynoBaHua n nporpaMmHoro obecneveHust AC
CUCTEeM NpeanpuUATUS
1.6 Mogpa3saeneHnsn 6eszonacHoCTU —
1.7 MogpasgeneHus cnyxo6 —_
1.8 MoapasgeneHna ounuanos u NpeacTaBmn- —
TeNbCTB NPEANPUATUS B APYrUX permoHax
2 WHdopmaLoHHbIe Mogeny JoKyMeHToo60- CxeMma gokymeHToo60pOTa NpeanpuaTus.
poTa (AnarpamMmbl NOTOKOB AaHHbIX) MaTpuLia NPUMEHAEMOCTI 4OKYMEHTOB B NOApasfeneHusiX.
MapLupyThbl, AnarpaMmbl NOTOKOB Aa@HHbLIX
3 3akoHofaTensHoe N HopMaTuBHoe obecnede- | Cnuncok HTL,
Hue 3agad obecneyeHnss 6esonacHoOCTM Npo- TabnuLbl IPUMEHSIEMOCTH.
KUK, NpOLECCoB U pecypcoB NpeanpusaTus
Ayky pou pecyp peanp PernameHTUpoBaHHblEe (HOPMUPOBAHHbLIE) 3HAYEHUA NoKasa-
Tenewn
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Tun HanmMeHoBaHWe 6a3oBoli Moaenu dopmaT onucaHns
4 NHdopMaLunoHHo-norudeckne mogenu 6as Cxema 6a3bl faHHbIX flornyeckas
faHHbIX
4.1 O6Lero HasHa4YeHus CnpaBoYHWK MeTafjaHHbIX pacnpefeneHHoi 6asbl AaHHbIX
npeanpuaTUs.
Cxema 6a3bl aHHbIX.
Cnu1cok 3aperncTpupoBaHHbIX Nonb3oBatenei.
MpaBa goctyna mMogens 3awuTsl oT HC 1 ncnons3oBaHus
MHDOPMaLMOHHBIX pecypcoB
4.2 JlokanbeHbIX 6a3 AaHHbIX 0 XapaKTepucTukax Cxema 6asbl faHHbIX usnyeckas.
0BbekToB U nokasatensx GesonacHoCTA TunoBble hopMbl BBOAA AaHHbIX, 3anpockl Nornb3oBaTeneil
npoAyKunn, NpoLeccos 1 pecypcos WHGPOPMaLOHHBIX PECYPCOB.
npeanpuaTus
dopmaTbl BbIXOAHBIX OTYETOB
4.3 Basa faHHbIX (peecTp) cpeAcTs 3aLluThl CxeMa 6a3bl faHHbIX usmndeckas.
n obecriedeHns GesonacHOCTM pecypcos TunoBble OpMEl BBoZa SaHHLIX, 3anpockl Nosib3oBarTeseil
npeanpuaTUs UHPOPMaLIMOHHEIX peCcypCcoB.
dopmaTbl BbIXOAHLIX 0THETOB
4.4 Mogenu BeiGopa UHpopMaLMOHHOW cpegbl O6ocHoBaHWe Bbibopa (TeKCT).
nonesosatenei (Tun OC, CYBL 1 Ap.) MaTemaTuyeckas Mogenb (pacyeTHble (POPMYIbI) OLEHKM
npou3soguTenbHoOCcTH, 06beMOB NaMATU, BPEMEHMU OTKIUKA.
Tabnuua cpaBHUTENBHBLIX XapakTepucTuk BapuanTos TP
45 Mogenu opraHusauuu A4ocTyna K faHHeiM no | Cnncok nonb3oBatenei.
WHLUMAEHTaM yrpo3 6e3onacHoOCTh U UCTOPUM MpaBa AOCTYNa K AAHHBIM.
MPUHATLIX Mep
MpuopuTeThl 06CNyXMBaHUSA.
Mogenb 3alWuTbl AaHHbIX.
Cratuctuka ncnonb3oBaHuA
5 NHTepdeiicsl, cornalueHus no obmeHy —
AaHHeiMn B UMCMUBI
5.1 OpraHu3aunoHHbIe perfiaMeHThI Cnucok cornalueHuin 1 NPUHATLIX pernamMeHToB B3auMogen-
CTBUS YYaCTHUKOB NPOEKTOB (TEKCT).
Huarpamma BHeLWHUX cBA3EN.
CemaHTHuecKas Mogenb NpeaMeETHol obnactu
52 TexHuveckue (annaparHeie) Onucanue uHTepdeiica o6opygoBaHUA U YCTPOWCTB CBSI3M
(Tekcr).
CxeMa yHKLUOHaANbHASA.
CxeMa npuHUMnNuansbHas.
MHCTpyKUMA NO HacTpolike
5.3 lMporpamMmHble OnucaHue uHTepdeiica (Teker).
Cxema anroputma
5.4 MpoTokonkl nepeAa4n gaHHbIX OnuncaHue npoTokona (TeKCT).
OnuncaHue NporpamMmHoOro Moayns nepeaaqu gaHHbIX (OTKpbI-
Tl KOA Ha AA3blke NPOrpaMMUpPOBaHSA)
6 Ba3oBble Mogenu feATenbHOCTU (opraHuaa- —
LIMOHHbIE pernameHThl)
6.1 PykoBopuTenei n Beaymx cneyuanucTos Tabnuua (MaTpuua) pacnpegeneHnust dpyHKUUA N 30H OTBET-

npeanpuaTUsa (coseta 6esonacHoOCTH Npea-
NpUsTUSA)

CTBEHHOCTHU MO 3aKpenneHHLIM HanpaBneHUAM AesTenbHo-
CTH nofpasfeneHuit NpeanpuaTUs
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[MpodomxeHue mabnuypi B.1

Twn HanmmeHoBaHWe 6a30Boi Mogenu dopmaT onucaHus
6.2 AHanuMTUKOB Mo oTAerNbHbIM HanpasneHUsM OnucaHune YHKLMIA NOCTa U 30H OTBETCTBEHHOCTM (TEKCT).
oBecneyeHnst 6e3onacHocTv NPOAYKUMM, MPO- | Crancok (tabnuua) KOHTpoONMpyeMbIX MokasaTeneil cocTos-
LieccoB 1 pecypcoB NpeanpuaTnA HUA 06BLEKTOB MOHUTOPUHTa.
3anpockl Ha nouck HgpopMaLuum B 6ase AaHHbIX (TEKCT Ha
A3bIKe NPeAMETHOW 0bnacTu npoekTa).
Moaenb npeacTaBneHUs M oToOpaKeHUs1 AaHHbIX Ha pabo-
YeM MecTe aHanuTvKa.
Tabnuupl peLueHnii.
[epeBba peLueHnit.
CratucTndeckas (BEpOATHOCTHasA) MoAenb OLEHKU BO3MY-
LjaoLLMX BO3AENCTBUIA Ha 06beKT MOHUTOPUHIA.
MaTemaTtudeckasd mMogenb (pacdeTHas dopMyna) OLEHKU
KOMMIEKCHOro COCTOSAHNA obbeKTa.
CueHapumn feCTBUI B aBapUAHbIX U KpUTUYECKUX CUTYaLMAX
6.3 MepcoHana no TekyLlei onepatnsHoi pabote | TexHomorndeckne UHCTPYKLMKU No AeACTBUSIM B aBapUitHbIX U
KPUTUYECKUX CUTyaLnsaX
6.4 AAMUHUCTpaTOPOB NokankHbIX 6a3 AaHHbIX PeecTp 06LekTOB MHDOPMALMOHHBIX PECYPCOB.
UH(OPMALMOHHBIX PeCYPCOB NOAPa3ALNeHnii | Peectp 060pyn0BaHMS MHKEHEPHO-TEXHUYECKUX CPEACTB 3a-
npeanpuaTus LT
6.5 AJMUHUCTpaTOpOB 6a3 AaHHbIX obLyero PeecTp (Tabnuua) nonb3oBaTenei 1 npas UX AOCTYNa K UH-
HasHayYeHus dopMaLMOHHBLIM pecypcamM NpeanpusaTUs
6.6 AJMUHUCTPaTOPOB KoprnopaTusHbIX ceteit 3BM
6.7 AZAMWHUCTPATOPOB MOYTOBLIX CrIy0 Cnncku nonb3oBarteneil.
Mogenb AocTyna W 3aluThl OTNPaBNEHWA, MOAENb 3aLMTHLI
oT cnamMa
6.8 TexHuyecKoro nepcoHana no obenyxuearnuo | PeecTp obopyaosaHus MNCMuOBI, ycTaHOBNEHHOro Ha
CPEACTB U AMEKTPOHHbBIX KOMMYHWKaLUIA obbekTax obcnyxmBaHus.
Mpaduk TexHU4eckoro obcnyxusaHus.
MokasaTenm TeXHUYeCcKoro o6cnyXuBaHus.
PacyeTHbIE (hopMynbl OLIGHKN 3aTpaT Ha TeXHU4eckoe obeny-
XUBAHUE U PEMOHT
7 Pac4eTHo-aHanuTu4eckue Mogenu Ans pelue- —
HUA NpUKNagHbIX 3aaay4 06paboTku JaHHbIX
Y NPUHATUSA peLUeHWid No MHLWAGHTaM yrpo3
6e30nNacHOCTU B permoHarnbHbIX (oTpacne-
BbIX) LeneBbix AC npeanpuaTua
71 Beoa, naeHTudUkaLums u npeasapuTensHan OnuncaHue BXOAHOrO NOTOKA AaHHbIX.
oBpaboTka AaHHBIX 0 COCTOSHIM 0BbekToB Cxema anroputma o6paboTku cooblieHnil, hopMel BBOAA
1 cybbekToB 6e30nacHOCTH NpeanpuUaTUa AaHHBIX ONEPaTOPOM.
3anpockl Ha NOWUCK AaHHbIX
72 YnopsagoveHue AaHHbIX, PyNNUPOBKU U Cxema anroputMa 06paboTku coobLyeHui.
OLieHKa TeKyLLUX 1 NPOrHO3HbLIX NoKasaTenen KnaccudukaLmsi NOTOKOB.
GesonacHOCTU NpeAnpuUATUS .
Moaenb NpMopuTeTHOroO 06CNYXUBaHUS COOBLLEHNI
7.3 Moaenu oueHkun puckoB. PacueT HopmaTue- MaTemMaTuueckaa Moaenb OLIEHKN pucka.
HbIX (MpUemMneMbIX) ypoBHeid puckos obecne- | pacuetHble hopMymnbl HOPMATUBHBIX (PUEMIEMBIX) YPOB-
HYeHUS 3aiaHHbIX KOHCTPYKTUBHO-TEXHONOM- | Leji pucka
YeCKUX XapaKTepucTUK 06LeKToB, NpoLieccos
W pecypcoB NpeAnpusTUs
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Tun HammMeHoBaHWe 6a3oBol Moaenu dopmaT onmcaHus
7.4 Mogenu cTaTUCTUHEeCcKoro oLEeHWBaHNUA U Npo- | MaTemaTtudeckas Mogenb, pacyeTHble hopMynbl.
rHo3a nokasatenei 6esonacHocTU. OKCNepT- | CraTucTuka.
Has OLienka ciTyaliin 1 NoAroToBka ankrep- OKcrnepTHast oUeHKa cuTyauuid W MOArOTOBKa ankTepHaTuB
HaTUB NPUHATUS PELUEHUIA N0 MepPONPUATUAM »
MPUHATUSA peLUeHUH
(npoekTam) obecneveHnss 6esonacHoCcTH
7.5 Mogaenu aHanusa BNusaHWA nokasatenen CemaHTU4eckas MoAens npegMeTHoN obnacTu.
BesonacHoCTH Ha Kilko4eBble TEXHUKO-3KOHO- | MaTemaTuueckasi MOLENb, PacHeTHbIE hOPMYIbI.
MWUYEeCKWe nokasaTenu AeATeNbHOCTW Npea- CratueTKE
NpUATUS (MyHWLMNansHoro obpasoBaHus,
pervoHa)
7.6 BanaHcoBkEle Mogenu pacnpeaeneHus Tabnuua (MaTpuya) pacnpegeneHus pecypcos.
CPeACTB W ycnyr 6e3onacHocTi no nojpas- ®yHKUMOHanNbHas MateMaTn4eckas MOAenb OLEHKN noTpeb-
AeneHusaM npeanpusTus. Mojenu cornacoBa- | woctu B pecypce.
HA pecypcoB Ha NpoekThl, oGopyaosanue v CTatucTiKa MCMonb3oBaHUs PecypcoB.
ycnyru nogpasgeneHuii 6esonacHocTu
MaTemaTuyeckas MoAenb MHOTOKPUTEPUarbHOrO aHanusa
ansTepHaTMB NPUHSATUS peLUeHWi
7.7 Mogenu nnaHmpoBaHna onepawuuii u corna- CeteBas Mogenb NrnaHUpoBaHus.
COBaHMWs peLleHnil NpobNeMHO-CUTYaLMOH- Mpadpuk MaHTa.
HbIX 3afat yNpaBnenua no Hewrpanisayun CueHapum pa3BuTUs cobbITUIA, aHanU3 BpeMeHHbIX pSAoB
BHYTPEHHMWX W BHELLHWX Yrpo3 6e3onacHocTu .
N MUHAMW3aLMK YLLep6OB B AEATENBHOCTH Tabnuubl peLuemi.
npeanpuaTua (pernoxHa) JepeBbAa peLlueHunin.
MaTemaTtunyeckas
Mogernb OnTUMUsaLnu.
PacyeTHble dhopmynsl
7.8 TeXHUKO-9KOHOMUYECKUE pacHeTbl No OnucaHne NpoekToB U MeponpuaTuil no obecneveHuto Ges-
nporpamMmam, NpoekTaMm u MeponpuUATUAM onacHoCTH.
obecredeHns GesonacHocTn MaTeMmaTuyeckne MOAENM BNIUSHUA NokasaTenei 6esonacHo-
CTU Ha NokasaTenu AeATeNbHOCTU NPeANPUATUS.
PacueTHble hopMyrbl OLIEHKU NOTPEBHOCTU B pecypcax Ha
NpoeKTbl
8 MpoekTHLIEe MOAENU onTUMU3aLUK CTPYKTYpbl | OnucaHue apxutekTypbl u TP (TekeT).
Komnnekca cpeacTs oGecneveHns Cxema dyHkyuoHansHas MMCMuOBIM.
GesonactiocTi CxeMa NoToKoB AaHHbIX.
OnncaHune CUCTEMHBIX XapakTepucTuk obopyaoBaHusi U Npo-
rpamMmHoro obecnedyeHns ansTepHaTUMBHLIX BapUaHToOB Mpo-
€KTHbIX peLUeHUN.
MaTemaTnyeckne Mofienun OLEHKW HafeXHOCTH, MPOMYCKHOM
cnocobHOCTU U NPON3BOAUTENBHOCTU.
UmuTaunoHHaa mofenb (YHKUMOHWpoBaHus. PacyeTHble
dopmynbl
9 Mogenu TexHu4eckoro obenyxumsaHus MaTemMaTtunyeckue Moaernu.
N conpoBOXAEHUA cpeacTs 6esonacHocTH PacuyeTHble cpopMynH
B NnogpasgaeneHnax
10 Mogenu dbopmupoBaHus TpeGoBaHuit k PyHK- | OnucaHue yHKUMIA nocTa (TEKCT).

LMSIM U KOMMETEHTHOCTM SKCNyaTaLMOHHOro
nepcoHarna, oLUeHKN fesTenbHOCTH AOMXK-
HOCTHBIX NuY

Cxewma (auarpamma) paboyero npoyecca.

Mogenb onepaTUBHbLIX A€ACTBUNA.

MokasaTenu kavecTBa.

MokasaTenu pe3ynsraTUBHOCTU.

MokasaTenun HaneXHOCTU ONePaTOPCKON AeATENLHOCTH
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Mpunoxexuue I
(pexomeHayemoe)

TunoBasa apxUTEeKTypa CUTYaLMOHHOTO LIeHTpa

TunoBas CTPyKTypa CUTYaLMOHHOIO LieHTpa NpuBefieHa Ha pucyHke 1.

PernoHanbHbIin BHewHue
peecTtp undpoBbIX nonb3oBaTenu
YAOCTOBEpSAIOLLMX CucTeMbl aBTopu3aLmy Nornb3oBarternei U onpeaeneHuUs npas WUHEGOPMAaLIMOHHBIX

noanucemn WUCNONbL30BaHWUA MHGOPMALIMOHHLIX peCypcoB CUTYaLMOHHOIO pecypcoB LeHTpa
LeHTpa
Cucrembl
Cucremsl CucTembl OLEHKN agpecHoro
oToGpaxeHune mogenei U MOAEIMPOBaHUA =1  onogeweHus
o6beKToB LleHTpanusoBaHHoe CuUTyauumn
XpaHWUnuLLe AaHHbIX
BHyTpeHHue
MHopMaLmMOHHO- Cuctems! 1 BHelLHue
MnoucKoBas cMcTeMa NPUHATUSA PeLIeHuiA criyxGbi
BOCCTaHOBIIEHUS
3awmwenHasn cetb c6opa LenocTHOCTH
1 06paboTkmn gaHHbIX obbekTos npu UC
0 COCTOSIHUU OGLEKTOB

Cpenctea permctpaumy cobbiTUiA U 3aLWNTHI AaHHBIX ANEKTPOHHOM NOANUCLIO onepatopos u JIMNP Ha o6bekTax

Cucrembl
%un3HeobacneveHus
30aHuA
1 COOPYXeHUiA

WHeHepHO-
TexHu4eckue
cpeacTsa
3aWuTHl
obbekToB

OxpaHHo- BupeonaGniogeHue
noxapHas Y MOHUTOPMHI
curHanusauyus MIOACKUX NOTOKOB

KonTpons
W ynpaBneHue
[OCTYNOM

Apyryue CTOMHUKM
uHcopMaLmn
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KnioyeBble CrioBa: apxuTeKTypa CUCTEM, MHTErpauusi, UHTENNeKTyansbHble cucTeMsl, obLiecTBeHHas Ges-
0MacHOCTb, MOHUTOPUHT, 06LLIME TEXHWUYECKNE TPeGOBaHNS, NPOrpaMMHbIe CPEeACTBa, CUTYaLMOHHbINA LEHTP,
OTKPBITLIE KOAbI, MONULEHTPUYHOCTL, MHTEPONEPABENbHOCTL
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