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FOCT P 54957—2012

lNMpeaucnoBue

Llenv u npuHumnel cTaHaapTusaummn B Poccniickoin Pegepavnmm yctaHosneHbl PefepanbHbiM 3akOHOM OT
27 pekabps 2002 r. Ne 184-d3 «O TexHU4ecKOM peryrnmposaHumny», a npasuna npuMeHeHnst HauoHanbHbIX
ctaHaapTtoB Poccuiickon Pegepaumm — FMOCT P 1.0—2004 «CtaHgapTtusaumsa B Poccuiickon degepaumn.
OCcHOBHbIE NONOXEHNUSI»

CBepeHusi o cTaHpapTe

1 PASPABOTAH O6wectBOM C oOrpaHuMYeHHOM oTBeTCTBeHHOoCTblo «TpaHcTeneKom-busHecy
(OO0 «TpaHcTeneKom-GursHecy»)

2 BHECEH TexHu4ecKuM KOMUTETOM Mo cTanaapTuaaumm TK 45 «>KenesHoaopoxHbIA TpaHCNopT»

3 YTBEPXXOEH W BBEAEH B AEWCTBUE MMpukasom GeaepanbHOro areHTCTBa Mo TeXHUIeckomy
perynupoBaHuio n MeTposiornm ot 16 aBrycta 2012 . Ne 242-cT

4 HacTtosAwuii cTaHgapT MoxeT GbiTb MPMMeHeH Ha 4oBpoBONbHON ocHoBe AN cobnoaeHns TpeGosa-
HUIA TEXHUYECKMX pernameHToB TamMoXeHHOro corosa:

«O 6e30nacHOCTN MHDPaCTPYKTYP bl KENE3HOAOPOXKHOrC TpaHCNopTay;

«O 6e3onacHOCTU BLICOKOCKOPOCTHOrO XKeNe3HoAOPOXKHOIo TpaHenopTay

5 BBEJEH BMNEPBbIE

UHopmayusi 06 UsMeHeHUsIX K HacmosiueMy cmarOapmy nybriukyemcsi 8 exe200Ho uzdagaeMoMm
UHGhopMayUOHHOM yKkazamerie «HauuoHansHbie cmaH0apmbl», @ MEKCM U3SMeHeHUU U r1onpasoK — 8 exxeme-
CAYHO U3DasaeMbix UHGHOPMAUUOHHBIX yKasamernsx « HayuoHanbHele cmaHdapmel». B criiydae nepecmMompa
(3amMeHbl) unu ommeHb! Hacmosiujeao cmaH@apma coomeemcemayioujee yeedomieHue bydem ornybruKo8aHo
8 eXXeMeCs4YHO U30asaeMoM UHOpMayUOHHOM ykasamerie «HayuoHarneHbie cmaHOapmei». Coomeemcmesy-
rowas uHgopmauus, yeedomMrieHue U mekcmai pasMelyaromcest makxke 8 UHghopmayuoHHoU cucmeme obuie2o
ronL308aHuUsi — Ha oghuyuansHoM catime @edeparnibHo20 azeHmcmeaa 10 MeXHUYECKOMY pe2ynuposaHuio u
Mempoiioeuu 8 cemu IHmepHem

© CtaHgapTtuHogpopm, 2013

HacToawuit ctaHaapT He MOXKET BbITb MOMHOCTbLI0 UAN YaCTUYHO BOCTIPOU3BEAEH, TUPaXKMPOBaH U pac-
NpocTpaHeH B Ka4ecTBe oguumanbHOro usgaHus 6es paspeweruns deaeparnbHOro areHTCTBa No TeXHUYEecKo-
MY perynMpoBaHuio U MeTponorum
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HAUMWOHANBbHBLIAN CTAHAAPT POCCUUCKOW O@GERLEPALUM

XENE3HOOOPOXHASAA 3NEKTPOCBA3b
O6wwue TpeGoBaHuA GezonacHOCTH

Railway telecommunications.
General safety requirements

Darta BBegeHna — 2012—09—01

1 O6nacTb NnpUMeHeHus

HacTosiwuid cTaHaapT pacnpocTpaHsaeTcsl Ha CpeacTBa, CUCTEMBI, CETU U PECYPCh XKENe3HOAOPOXHON
3NEeKTPOCBA3M N ycTaHaBnuBaeT obme TpeGoBaHua 6e3onacHOCTM B 061acTy )KenesHoQ0POXHON 3MeKTpo-
cBA3N.

2 HopMaTtuBHbIe CCbINKM

B HacTosALWweM cTaHdapTe UCMOSb30BaHbl HOPMATUBHBIE CChISIKW Ha creaytowme cTaHAapThI:

FOCT PUCO/MBKTO 13335-1—2006 NHpopmaumoHHasa TexHonorna. Metoabl ucpeactea obecneye-
Hus BesonacHocT. YacTb 1. KoHuenuus n mogenv meHemxkmeHTa 6e30nacHOCTA MHPOPMALIMOHHBIX U Tene-
KOMMYHUKaLMOHHBIX TEXHOMOrUiA

FOCT P UCO/M3K 13335-5—2006 NHthopMaLoHHasa TexHonorus. Metoabl 1 cpeacTea o6ecneveHus
6e3onacHocTu. YacTb 5. PykoBOACTBO N0 MeHeIKMeHTY 6e3onacHoCTU ceTu

FOCT P NCO/M3K TO 15271—2002 UNHdopmaLmoHHasa TexHonorusl. PykoBoacTBoO No NMpUMeHeHuto
FOCT P UCO/M3K 12207 (MpoLecchbl XXM3HEHHOO LiIMKNa NporpaMMHbIX CPeACTB)

FOCT P MUCO/M3K 15408-1—2008 NHdopmaLmoHHas TexHornorus. MeToabl u cpeactea obecneveHus
6esonacHocTu. Kputepum oueHkn 6esonacHocTu MHopMaLMoHHbIX TexHonorin. Yacte 1. BBegeHne n obuwasn
mMozaenb

FOCT P MUCO/M3K 15408-2—2008 NHdopmaLmoHHasa TexHomnorusa. MeTtoabl u cpeactsa obecneveHus
6esonacHocT. Kputepnm oLeHkM 6e3onacHocTi MHopMaLMOHHBIX TEXHOMOMMA. HacTb 2. PyHKUMOHaNbHbIE
TpeboBaHus 6esonacHoCcTu

FOCT PWUCO/M3K 17799—2005 NHdbopmaumoHHas TexHonorust. MpakTuyeckue npasunia ynpasneHus
nHopmaLnoHHon 6e3onacHoCTbo

FOCT P NCO/M3K 27001—2006 UHpopmaLmoHHas TexHonorus. Metoapl n cpeactsa obecneveHns
6esonacHocTU. CCTeMbl MeHeAXXMeHTa NHdopMaLmoHHo i 6esonacHocTn. TpebosaHus

FOCT P 50648—94 (M3K 1000-4-8—93) COBMECTUMOCTb TEXHUYECKUX CPEACTB 3MEKTPOMarHUTHas.
YCTONYMBOCTb K MarHUTHOMY MO0 NPOMbILINIEHHON YacToThl. TexHU4eckne TpeboBaHnA U MeToAbl UCTbl-
TaHui

FOCT P 50922—2006 3awwuTta nHcgpopmarym. OCHOBHbIE TEPMUHBI U ONpeaeneHns

FOCT P 51275—2006 3awwuta nicpopmaumm. Ob6bekT nHpopmaTusaunm. PakTopbl, BO3AEACTBYOLLNE
Ha uHdopmaumio. O6Wwme nonoxeHns

rOCT P51317.4.2—2010 (M3K 61000-4-2:2008) CoBMECTUMOCTb TEXHUHECKUX CPEACTB 3eKTpoMar-
HUTHas. YCTOWYMBOCTb K 3N1eKTpocTaTUdeckuM paspsaaam. TpebosaHus n MeToabl UCTIbITaHUIA

U3apnauve opmunansHoe



FOCT P 54957—2012

FOCT P 51317.4.3—2006 (MOK 61000-4-3:2006) COBMECTUMOCTb TEXHUYECKUX CPEACTB aNeKTpomar-
HUTHasA. YCTOWYMBOCTDb K paano4acTOTHOMY 3neKkTpoMarHuTHomy nosnto. TpebosaHWa 1 MeToabl UCMbITaHUIA

FOCT P51317.4.4—2007 (MOK 61000-4-4:2004) CoBMECTUMOCTb TEXHUHECKUX CPEACTB 3eKTpoMar-
HUTHaA. YCTORYMBOCTb K HAHOCEKYHAHBIM UMNYbCHLIM Nomexam. TpeboBaHWUA U MeToabl UCNbITAHWUIA

FOCT P51317.4.5—99 (MOK 61000-4-5—95) COBMECTUMOCTb TEXHUHECKUX CPeACTB 3/1eKTPOMarHuT-
Has. YCTOMUMBOCTb K MUKPOCEKYHAHBIM UMMYNbCHBIM NoMmexam 6onbluoit aHeprun. TpeboBaHUA U MeToabI
NcnbITaHWI

FOCT P 51317.4.6—99 (M3K 61000-4-6—96) COBMECTUMOCTb TEXHUHYECKUX CPEACTB 3NEeKTPOMarHuT-
Has. YCTONUMBOCTb K KOHAYKTUBHBIM NMoMexam, HaBeAeHHbIM PagMovacTOTHBIMU 3M1eKTPOMarHUTHbIMA Noss-
mu. TpeboBaHWs U MeToAbl UCMbITaHWIA

FOCT P 51317.4.11—2007 (M3K 61000-4-11:2004) COBMEeCTUMOCTb TEXHUYECKUX CPEACTB 3NEKTPOo-
MarHuTHasl. YCTOMYMBOCTb K NpoBanam, KpaTKOBPEMEHHbIM MpepbiBaHUAM U U3MEHEHUSIM HarpsbKeHUst
anekTponuTaHusa. TpeboBaHWUA N MeTOAbl UCNbITaHWUA

FOCT P51317.4.16-2000 (M3K 61000-4-16—98) CoBMEeCTUMOCTb TEXHUHECKUX CPeACTB afeKTpoMar-
HUTHas. YCTOMUMBOCTb K KOHOYKTUBHBEIM MoMexaM B nonoce YactoT oT 0 go 150 k. TpeboBaHus 1 meToabl
UCnbITaHUA

FOCT P 52448—2005 3awwuta uHcopmaunn. ObecneyeHne 6e30nacHOCTU cCeTeld 3NEKTPOCBA3N.
O6wWwue nonoxeHus

FOCT P 53953—2010 OnekTpocBssb xenesHoaopoxHasa. TepMmuHel n onpeaeneHus

FOCT P MK 61508 (Bce 4acTn)—2007 PyHKLmMoHanbHaa 6€30NacHOCTb 3MEeKTPUYECKUX, 3MeKTPOH-
HbIX, MPOrPaMMMPYEMBbIX 3MTEKTPOHHbBIX CUCTEM, CBA3AHHBIX C 6830NaCHOCTLIO

MpwnmeyaHwue—lpy NoNb30BaHUKU HACTOSILMM CTaHAAPTOM LenecoobpasHo NPOBEPUTL AENUCTBUE CChINOY-
HbIX CTAaHOApPTOB B MHMOPMALMOHHOW cucTeme oblero nonb3oBaHuA — Ha oduumansHoMm cante PegepanbHoOro
areHTCTBa N0 TEXHNYECKOMY PErynMpoBaHWIo U METPOMOMMN B CETH VIHTEPHET NN Mo eXerojHo u3gaBaeMoMy MHopma-
LIMOHHOMY yKasaTenio « HaunoHanbHble cTaHaapTbI», KOTOPLIV ONyGIIMKOBaH MO COCTOSIHMIO HA 1 IHBAaPS! TEKYLLEro roga, u
Mo COOTBETCTBYIOWMM €XeMeCcs4HO U3gaBaeMbiM MHPOPMALMOHHBIM yKa3aTensiM, onybrnMKOBaHHbLIM B TEKYLLEM rogy.
ECrnu cCcbiNOYHbIN CTaHAAPT 3aMEHEH (M3MEHEH), TO NMPW NOMNb30BaHUM HACTOAWMM CTaH4aPTOM crnedyeT PyKOBOACTBO-
BaTbCsl 3aMEHAOWUM (M3MEHEHHbIM) CTaHAapTOM. Ecnu ccbinoyHbIn cTaHAapT OTMeHeH 6e3 3aMeHbl, TO MONOXeHUe, B
KOTOPOM JaHa CChiNKa Ha Hero, MPYMEHSIETCSH B YacTu, He 3aTparveatowen 3Ty CCbiIKy.

3 TepmMmuHbI 1 onpeaeneHns

B HacToswem cTtaHgapte npumeHeHbl TepmuHbl no FOCT P MOK 61508-4, TOCT P 52448,
FTOCTPNCOM3BK15408-1,TOCTP 50922, TOCT P 53953, a Takcke cneaytowne TepMUHbI C COOTBETCTBYOLLN-
MW onpeaeneHnamn:

3.1 Ge3onacHOCTbUH(PPACTPYKTYpPbIXKeNne3HOAOPOXHOro TpaHcnopTa: CocToaHue UHPaCTPYKTy-
Pbl Xene3sHoA0POXKHOro TpaHenopTa B LiesIoM, onpeaernsemMoe Yepes COCTOAHUE ero NoACUCTeM 1 UX B3aumo-
JeictBue Mexagy cobol U KenesHoAoPOXKHbIM MOABWKHLIM COCTaBOM, NPU KOTOPOM OTCYTCTBYeT
HeAoMNyCTUMbIN PUCK, CBA3AHHBIN C TPUYNHEHWEM Bpeaa XXM3HM UM 300POBbI0 FpaXkaaH, UMyLLIECTBY dusmnyec-
KAX UNW I0pUaNYECcKnX N, rocyAapcTBEHHOMY UM MyHMLMMansHOMY UMYLLECTBY; OKpyXalolen cpefe,
JKU3HW U 300POBbI0 JKUBOTHBIX U pacTeHUIA.

3.2 xenezHoAopoXHaA NUHUA: TeXHONOTMYECKUI KOMMIEKC, BKNOYalowWwmin B ceba xene3Hoaopox-
Hble NYTUW 1 Xene3HoA40POXHbIEe CTaHLMKN C NONOCON 0TBOAA U COBOKYNMHOCTL (MOMHYI0 UNNYaCTUYHO) YCTPONCTB
XKere3HO40POXHOIO 3NeKTPOCHabXeHWs, XKenesHogoPOoXKHON aBTOMATUKN 1 TeNeMexXaHWUKu, Xene3HoaopoX-
HOI 3NeKTPOCBA3N U UHble, oBecneunBaowme HYHKLUMOHUPOBAHUE 3TOr0 KOMMMeKca, 34aHuA, CTPOEeHUs,
COOpYXeHus, ycTpoicTea n o6opyaoBaHue.

3.3

c6om: CamoycTpaHsaloLWMIACs 0TKa3 UM OAHOKPATHBIA OTKa3, YCTPaHUMbIA He3HaYUTENbHbIM BMeLLa-
TeNbLCTBOM onepaTopa.
[FOCT P UICO/M3K 27001—2006, nyHkT 3.13]

3.4 Tpe6oBaHuna 6e3onacHocTu: TpeboBaHuUs, yCTaHOBMNEHHbIE 3aKOHOAAaTENbHBIMA akTaMy, HOpMa-
TUBHO-TEXHUYECKUMW U NPOEKTHBIMN AOKYMEHTamM, MpaBuiiaMm U MHCTPYKUMAMMW, BBINOSTHEHWE KOTOPbIX 0bec-
neunsaeT 6e3onacHble ycnoBus OyHKLMOHNPOBAHUS CETU KENE3HOAO0POXHOW SNEKTPOCBA3N.

3.5 anemeHTbI PyHKUMOHaNbLHBLIX NogcucTeM: Magenus n KOHCTPYKUUN, NPUMEHSIEMBIE NPU CTPOU-
TeNbCTBE U MOHTaXe COCTaBHbIX YacTen PyHKLUMOHAMbHBIX MOACUCTEM.
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4 OO6LWKre NonoxeHus

4.1 Uenun o6ecnevyeHus 6e30nacHOCTU }Kene3HOA0POXHON 3NEeKTPOCBA3M

OcHoBHbIMU LiensamMu o6ecrnedeHuns 6e30MacHoCTY Kefe3HOA0POXKHON SNeKTPOCBS3U SIBMSIOTCS:

- [OCTWKEHWE YCTONUMBOTO (hYHKLMOHMPOBAHUA U YCTIELHOTO BbIMOSIHEHUS 3aaHHbIX (PYHKUMIA cpe-
ACTBaMU, CUCTEMAMM, CETAMU XKENE3HOAOPOXKHON 3MIEKTPOCBA3M B YCINOBUSX BO3MOXHOIO BO3AEUCTBUS Hapy-
WMTens, cnocoGHOro NPUBECTU K HapylweHWo KOHMWAEHLManbHOCTU, LEeNoCTHOCTU, AOCTYMHOCTUM UK
NogoTYETHOCTY;

- ofecrneveHne JOCTYMHOCTU YCnyr CBA3U, 0COBEHHO YCIYT 3KCTPEHHOTO 0BCYXMBaHUS B Ype3Bblyait-
HBIX CUTYaLMsIX, B TOM YUCHE 1 B Criy4ae TeppopUCTMHECKNX aKTOB.

4.2 OcHOBHbIe 3aga4n obecnevyeHusi 6e3onacHOCTU Xerne3HO4OPOXHOW 3MeKTPOCBA3UN

OcHOBHEIMU 3ada4amu obecneveHunsi 6e30MacHOCTY XeNe3HOA0POXKHOW 3NEKTPOCBS3N SIBMNSIOTCS:

- CBOEBPEeMeHHOe BbIfIBrieHWe, oLeHKa U NporHo3npoBaHUe UCTOHYHUKOB Yrpo3 6e30MacHOCTU, MPUYKH K1
YCroBWI, CNocoBCTBYOWMNX HaHEeCEH MO ywep6a, HapyLLUeHWUI0O HopManbHOrO (OYHKLIMOHMPOBAaHUS U pasBUTUS
CUCTEM U ceTell kenesHOA0POXKHOM 3MNeKTPOCBA3N;

- BbISIBNEHWE U yCTpaHEHNe YA3BUMOCTE B CPEACTBAX, CUCTEMAX U CETAX KENEe3HOAOPOXKHOW 3NeKTPo-
CBA3Y;

- npegoTBpalleHue, oGHapyxeHue yrpos 6e3onacHoCTU, NpeceyeHne X peanusaunn n CBOeBpeMeH-
Hasi NUKBMOALMA NOCMNEACTBUA BOSMOXHBLIX BO3AENCTBUIA HAPYLLIUTENS, B TOM YUCIIE U TepPOPUCTUHECKUX
OencTBui;

- COBEpLUEHCTBOBaHWE NpnMeHseMbliX Mep obecrneveHns 6e30MacHOCTU Kene3sHoA0POXKHON 3NeKTPo-
CBA3MN.

4.3 CpepcTBa, ceTU, CUCTEMbBI U BUAbI )KeNe3HOA0POXXHON INEeKTPOCBA3N

4.3.1 K>enesHoOopoXHOW 3/1eKTpOCBA3M OTHOCATCS:
CpeAcTBa CBA3N, BbIMOMHSOLWNE DYHKLUN CUCTEM KOMMYTaLIUY;
cpencTBa CBS3U, BbINOMHSAOLWME PYHKLMN LU POBBIX TPAHCNOPTHBIX CUCTEM;
cpefcTBa CBSA3M, BbINOMAHSAOLME (PYHKLMN CUCTEM YpaBreHUs U MOHUTOPUHra;
obopynosaHue, UcnonbayeMoe A8 ydeTa obbema okasaHHbIX YCNyr CBsI3W B CeTsIX cBsA3un obliero
MonbL30BaHUs;
- obopyaoBaHue cpecTB CBA3N, 0becnevnBatoLLee BbINOIHEHNE YCTaHOBMEHHbIX AeNCTBUIA NpU NpoBe-
OEHNM onepaTUBHO-PO3LICKHBIX MEPOMPUATHIA;
- pPaavMoaneKkTPOHHbIE CpeacTBa CBA3M;
- OKoHeuHoe obopygoBaHue;
- kabenu cBaA3N U NHenHo-KabenbHbIe COOPYKEHUS] CBA3N;
- aHTeHHbI U (huaepHble YCTPOUCTRA;
- obopyaoBaHue, peanuaytolliee AONOMHUTENbHbIE CETEBbIE YCIYTK;
- obopyaoBaHue aNeKTPonUTaHnsa cpeacTB CBS3N.
4.3.2 KceTamxenesHogopOXHOW 3M1eKTPOCBA3M OTHOCATCS:
- MepBUYHAas CeTb CBSA3U XKENe3HOLOPOXKHOIo TPaHCnopTa;
- BTOPWYHbIE CETW XXeNne3HOAOPOXKHON INIEKTPOCBA3N:
a) ceTb onepaTUBHO-TEXHOOMMYECKON CBA3N;
6) ceTb obLeTexHoNorMYeckon TenedoHHON CBA3Y;
B) XenesHoAopoxHasi TenerpadHas ceTb;
r) ceTb nepegaudn AaHHbIX ONEPaTUBHO-TEXHOMOIMYECKOrO Ha3HaYeHWs;
) ceTb nepefayn AaHHbIX O6LLETEXHONOrMYECKOrO Ha3HaYeHUs;
X) CeTb aBTOMaTU3NPOBaHHOW AOKYMEHTaNbHOM CBSA3M;
N) CeTb Xere3HOA0POXHOW PaanoCBA3N;
K) CeTb TeXHOIIOrM4eCcKon CNyTHNKOBOW CBA3N.
4.3.3 Kcucremam, npegHasHaueHHbIM 451 NOCTPOEHUS YKa3aHHbIX CeTel XKeNe3HOA0POXKHON 3IEKTpo-
CBAI3W, OTHOCATCSA:
- BOJIOKOHHO-ONTUYecKasi cucTeMa nepeaavu;
- cucTema nepenadn no kabento ¢ MeaHbIMU Knnamu;
- paagvopeneliHas cuctema nepegavu;
- CMyTHWKOBasi cMcTeMa nepeaavu;
- cucTema TexXHOMorn4eckon ayanokoHpepeHL B3y,
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- cucTema TeXHOmorm4yeckon BUAeoKoHepeHLCBA3M;

- cucTema JoOKYMEHTUPOBaHHOW pernucTpaumm crnyxebHbix neperoBopos;

- cucTema XenesHoaopoXHOW paguoceaAsu;

- cucTema noesgHon paamocsasu;

- cucTema CTaHUMOHHOW paanocBasu;

- cucTema peMOHTHO-onepaTUBHON pagnocBa3u;

- cucTema nepefayun gaHHbeIX No paguokaHany;

- TpaHKWHroBasi cucTema TeXHONOrNYECKON paanocBsiaun;

- cMCTeMa MOHUTOPWHIa N 2AMWUHUCT PUPOBaHUSI CEThIO XeNe3HOAOPOXKHON 3IIEKTPOCBSA3N;

- cUCTema TaKkTOBOW CETEBOM CUHXPOHU3aLMKN LMD POBON CETUN XKENEe3HOAOPOXKHOM 3NEKTPOCBA3N;

- cucTema orepaTuBHO-PO3bICKHBIX MEPONPUATUIA 1 Ap.

4.3.4 CyuwecTByIOT crieqyloline Buabl XXenesHogopOoXKHON 3NeKTPOCBA3K:

- noesgHas AncneTyepckas;

- noesgHasi MexcTaHUMOHHas;

- nocTaHuMoHHas;

- NHelHo-NyTeBas;

- cTpenoyHas;

- 3HeprogucneTyepckas;

- MeperoHHas;

- cnyxebHas CBA3b 3M1EKTPOMEXaHWUKOB CUrHaNM3aLun, LeHTpanusaymmn, 6nokKMpoBk1 1 CBA3MW;

- MarucrparnbHas;

- OOpoXHas;

- JopoxHas pacrnopagnTensHas,;

- BuneTHO-gUCNeTYEepPCKasn;

- BaroHHo-gucneTyepckas;

- MaHeBpOBasi gucrneTyepckas;

- MecTHas;

- OBYXCTOPOHHAA NapKosas;

- OnoBeLLeHUs NaccaXxupos.

4.4 OcHOBHbIe YA3BUMOCTH, YTPO3bl

4.4.1 TpuonpegeneHny ysasBUMOCTEN pasnuuatoT 06bekTUBHbIE, CyObeKTUBHbIE U ClyYalHbIe:

- 0BBEKTUBHBIMA ABMAIOTCA YA3BUMOCTH, 3aBUCALNE OT 0COBEHHOCTEN MOCTPOEHUS U TEXHUYECKUX
xapaktepuctuk. onHoe ycTpaHeHue [AaHHbIX YSA3BUMOCTEW HEBO3MOXHO, TeM He MeHee OHU MOryT
CYLLECTBEHHO 0CNabnaTbCA TEXHUYECKUMMU N MHKEHEPHO-TEXHUYECKUMN MeToAaMu;

- CyObeKTUBHBIMU SIBNAIOTCA YSI3BUMOCTH, 3aBUCALLME OT AENCTBUA COTPYAHNKOB, KOTOPbIE YCTPaHSAIOT-
cs B 6onblUe YacTu opraH1M3aLMOHHBIMU M NPOrpaMMHo-annapaTHbLIMU MeTogamu;

- cnyYyalHbIMUY SIBMAOTCA YSI3BUMOCTM, 3aBUCSILLIME OT 0COBEHHOCTEN OKpYXKatoLel cpeabl U Henpeasu-
AeHHbIX 06CTOATENbCTB.

4.4.2 Yrposon 6esonacHOCTU (hyHKUMOHUPOBaAHUS CpeacTB, CUCTEM W ceTell Xene3HOAOPOXHOU
3NEeKTPOCBA3N ABNAETCA COBOKYNHOCTb YCNOBUA U (hbakTOPOB, CO3AaOWMX NOTEHUMaNbHYO UK pearnbHyo
0ONacHOCTb HECaHKLIMOHUPOBAHHbLIX U (UNK) HenpeAHaMepeHHbIX BO3AEUCTBUA HAa UHPOPMaLNOHHbIE pecypchl
U TeneKOMMYHUKaLMOHHYIO COCTaBIISIOLLYIO XeNe3HOAOPOXKHOW 3MEeKTPOCBA3M, YTO MOXKET NPUBECTU K Hapy-
LUEHUIO BBIMONHAEMbIX UMW (DYHKLMIA, PUCKY HaHeceHWAa UM yuepba n BO3HUKHOBEHUIO Ype3BblYaiHbIX
cuTyauui.

4.4.2.1 [inapa3paboTku 1 ocyllecTBNeHUs NnaHoB obecneveHuns 6e3onacHOCTU A0MKHEI BbITL onpeae-
neHbl: KOMBUHaLMS Yrpo3, YSI3BUMOCTEN, BO3AEACTBUIA HAPYLUUTENA U OLLEHKa 3alLpLLaeMblX CUCTEM U pecyp-
COB, UTODObI BbIpaboTaTh pelleHUs Mo YCTPAHEHUIO UM YMEHbLUEHUIO Yrpo3, YCTpaHeHUIo nnu ocnabnexnio
YSI3BMMOCTU U KOOPAUHALMA YNPaBneHUsi PUCKOM.

4.4.2.2 Kaxpas BbisiBNeHHas yrpo3sa AospkHa bbITb onncaHa 1 BkrtodeHa B nepeyeHb yrpo3 6esonacHoc-
1. PekomeHayeMblid nepeyeHb OCHOBHBIX YrPO3 1 BKIIOYEHHbIE B HEro yrpo3sbl 6esonacHocTu npueeaeHs! B
npunoxxeHum A.

4.4.2.3 Yrposbl 6€30N1acHOCTU B COOTBETCTBUM C apXUTeKTypoi besonacHocTu cornacHo [1] MmoryT 6biTb
OTHeCeHbl K TEXHUYECKAM CpeCcTBaM CeTU 3NIeKTPOCBA3U U (UN) nonb3oBaTene B COOTBETCTBUM C Tabnu-
uen4.1.
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Tabnuua 4.1

MpumennmocTs
KpaTtkoe HaumeHoBaHue
P yrpo3bi Onucanue yrposb K TEXHUYECKAM K TEXHUYECKM
cpencream cetu cpeacTeam
3N1EKTPOCBA3U nonb3oBarenen
YHUYTOXKEHUE PaspyLlueHne nHdbopmauum 1 (Unv) apyrux pecypcos + +
VckaxeHne VickaxxeHne unm nameHeHne nHgopmauum + +
YTeuka Ypanenue, Kpaxa nnu notepsa nHdopmauum u (unm) + +
OpYyrux pecypcos

Pasrnawenwne PackpbiTve nHtopmauum + +
brnokupoBaHue MpepbiBaHue o6cnyXMBaHMs + -
[TpumeyaHu e—PUMEHNMOCTb Yrpo3 K TEXHUYECKUM CPeacTBaM CETU 3MEKTPOCBA3U U TEXHUYECKUM Cpe-

OCTBam nonb3oBaTenen gomxkHbl onpeaensiteCsl NONMTUKON MHOPMaLMOHHON 6e30MacHOCTH.

4.4.2.4 Mpuknaccudukalm oGLEKTOB, Ha KOTOPLIE HanpaBeHbl Yrposbl, MPUMEHSIOT TPU YPOBHS:

- WHbpacTpyKTypa ceTw,
- YCMyruv cBA3MN,
- TIPUNOKEHNS.

YpoBeHb UHDPaACTPYKTYpbl CETU OXBaThIBAET MHOPMaLMo Nonb3oBaTeneil, ypoBeHb YCIyr CBA3M —

yCnyrn cetu, ypoBeHb NPUNOXKeH nin — npUNoXeHuaA, opraHnsyemMble Ha 6ase ceTell cBA3N.

4.4.2.5 Yrposbl pasgenaioT Ha npegHamMmepeHHble U HenpeaHamMmepeHHble, aKTUBHbIE U NaccuBHbIe. [ac-
CUBHas yrposa — yrposa HecaHKLMOHUPOBaHHOIO PacKpbITUs MHbopMaLMm 6e3 N3MeHeHUs COCTOSIHUSI aBTO-
MaTn3MpoBaHHON cucTeMbl. K aKkTVBHbBIM OTHOCAT Yrpos3bl, KOTOPbIE BbI3bIBAOT U3MEHEHUA UHbopMauun,

cofepXallencs B cuctemMe, a Takke N3MeHeHUst COCTOAHUA Unn paboTbl 3TON CUCTEMBI.
4.4.2.6 Kyrposam MHopmMaLnoHHOU 6€30NacHOCTN OTHOCAT:
- HapylleHue LerocTHOCTU UHpopMaLmu;
- Moaudukauusa cooblueHns;

- OTKas oTnpasuTens (nony4vatens) ot pakra oTnpasneHus (NonyyveHusa) nHpopmavmu;

- 0TKa3 B o6cnyxuBaHuu;

- BUpYCHI;

- cnam;

- Cnexka;

- 3aknagku B 06opygoBaHue 1 nporpaMMHoe obecneveHue;

- 3noynoTpebneHune gosepuem;

- nepeagpecaunsi NOpToOB;

- BCTaBka hanbwnsoro Tpacuka;

- UCKaxxeHWe AaHHbIX CUCTEM YNpaBfeHUs, MapLUpyTU3aLuun U ap.

4.5 Kputepuu oueHku 6ezonacHocTu

4.5.1 B tabnuue 4.2 yctaHOBMeHa B3aMMOCBS3b OCHOBHBIX Yrpo3 U KpuTepues GesonacHoCTU ceTu

3NEeKTPOCBA3N.

Tabnunua 4.2

Kputepuu 6esonacHocTu
Bua yrpo3sbi
KoHduaeHumanbHoCTL LlenoctHocTb JoctynHocTb MopoTueTHOCTL

YHuutoXeHne uHdopmaumm u (unm) - + + +
Apyrmx pecypcos

WckaxeHne wnu mogudumkaums wH- - + - +
copmaunn

MoleHHnyecTBO + + + +

Kpaxa, yreuka, noteps uHdopmaumm + + + -
n (Vnun) ApyrMx pecypcos
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Okonyanue mabnuuei 4.2

KpuTtepun 6e3onacHocTu
Buga yrposbl
KoHtbuaeHumanbHoCTb LlenoctHocTb HoctynHocTb MopoT4eTHOCTL
HecaHKuMoHUpoBaHHbIN 4OCTYN + + + +
Otkas B 06cnyxmBaHum - - + -

MpumevyaHune—3HaAK «+» O03HA4aeT BO3MOXHOE BO3delicTBME yrpo3bl Ha Kputepui GesonacHocTw,
3HaK «—» — OTCYTCTBUE Yrpo3bl KPUTEPUIO BesonacHocTu.

4.5.2 HapyweHne koHbUaeHLNANBHOCTH, LeNOCTHOCTU, AOCTYNHOCTU UMW NOAOTYETHOCTU NPY NoTeH-
LnanbHOM BO3AeNCTBUM HapyLLUTENs MOXET UMeTb crieayoLue nocneacTBUs ANA AeATeNbHOCTH onepaTtopa
CBSAI31 N COCTOSIHNSA MHPOKOMMYHUKALNOHHON CTPYKTYPbI CETU SMEKTPOCBA3N:

- «HUW3Koe» noTeHLUuanbHoe BO3AeNCTBME MOXET MPUBECTU K OrpaHndYeHHoMy HebnaronpusatHoMy
acbcpekTy, T. €. CMTYaLMM B NOACUCTEME XKeNEe3HOOOPOXKHOW 3NeKTPOCBA3N, NPW KOTOPON HaHECeHHbIN yiLep6
SIBMSIETCA BOCMOMHUMBIM UITM BOCCTAHOBUMBIM B KOPOTKUIA CPOK;

- «yMepeHHOoe» MoTeHLManbHoe BO3JeNCTBME MOXET NMPUBECTU K CepbesHoMy HebnarornpusaTHoMy
acbcpekTy, T. €. CUTYaLMM B NOACUCTEME XKeNEe3HOAOPOXKHOW 3NeKTPOCBA3N, NPW KOTOPON HaHECeHHbIN yLep6
SIBMSIETCS BOCMOMHUMbIM B CpeiHUe UK O0NTUe CPOKU;

- «BbICOKOE» MOTeHUMansHoe BO3AeNCTBME MOXET NPUBECTU K TSHKENIOMY UMK KaTacTpoduieckomy
HeBnaronpuaTHOMY adbdekTy, T. €. 0060 cUTyaumn B NoacuCTEME Xene3HOAOPOXKHON 3MeKTPOCBA3N, Npu
BO3HWKHOBEHUM KOTOPOW NpeaoTepalleHne rmbenn niogen okasbisaeTcs HEBO3MOXHBIM.,

4.6 YpoBHM o6ecneyeHns 6e3onacHoOCTU

ApxuTekTypy 6e3onacHoCTM cornacHo [1, 2] onpedenstoT ABa OCHOBHbLIX NOHATUA:

- YPOBEHb;

- MSIOCKOCTb.

MoHsATUE YPOBHA apxuUTekTypbl 6esonacHOCTU UcnonbayeTca nNpu GopMUpoBaHun TpebGoBaHU K
cpencTBam, cucTeMaM 1 ceTsiM, 0OpasyoLLMM MOACUCTEMY XKENe3HOAOPOXXHOM 3NEKTPOCBA3N.

B Tabnuue 4.3 npuBeaeHbl TpU ypoBHSI BesonacHOCTU cornacHo [1], a Takke UX NPUMEHNUMOCTb K TEXHK-
YEeCKUM cpecTBaM CETM XKeNe3HOA0POXHOMN 3NEeKTPOCBA3MN U K TEXHUYECKUM CpefcTBaM Nosb3oBaTenen.

Tabnuuya 4.3

NpumeHumocTb
YpoBHu 6e3onacHocTu
K TEXHUYECKUM CpeacTBam ceTu K TeXHU4eCKum cpeacrsam
ANEKTPOCBA3N nons3oBarenen
YpoBeHb 6e30nacHOCTU MHPACTPYKTYpPbI + -
YpoBeHb 6e3onacHoCTy ycnyr + +
YpoBeHb 6€30NacHOCTU NPUINOXEHWUN + +

4.7 NMnockoctn o6ecneveHnst 6esonacHOCTU

Apxutektypa 6e30NacHOCTU B YacTu 3alUUTbl CeTeBbIX onepauuin UCNoNb3yeT MOHATUE NNOoCKoCTen
cornacHo [1—5]. ApxutekTtypa 6e3onacHocTu onpeaenaeT Tpy MIOCKOCTU, COOTBETCTBYIOWNE TpeM Buaam
onepauuii, OCcyLLIeCTBMAEMbIX B MOACUCTEME XKefe3HOAOPOXHOM anekTpocsasu. [NnockoctaMu obecneveHns
6e30MacHOCTM ABNAOTCA:

- MJIOCKOCTb aAMUHNCTPATMBHOIO yNpaseHust cornacHo [2];

- MNOCKOCTb ONEePaTUBHOIO yNpaBeHUs (COOTBETCTBYET YPOBHIO AOCTYNa K ycriyram U pecypcam ceTu)
cornacHo [1];

- MNOCKOCTb KOHEYHOro Nonb3oBaTens (COOTBETCTBYET YPOBHIO KNNMEHTCKOro obopyaosaHna) cornac-
Ho [1].

B tabnuue 4.4 npuseaeHbI TPU MIIOCKOCTM 06 ecnedeHns 6e30MacHOCTU, a Takke MX NIPUMEHNUMOCTb KCeTn
Kese3HOAoPOXKHOW 3NEKTPOCBA3N U K TEXHUYECKMM CpeacTBaM Nosib3oBaTenen.
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Tabnuuya 44

MpvmeHnmocTh
Mnockoctn o6ecnevennn GesonacHocTU
K TeXHU4YeCKUM cpeacrtesam cetu K TEXHUYEeCKUM cpencrsam
ANEeKTPOCBA3N nons3oBatenemn
[MnockocTb aAMUHNCTPATMBHOTO YNpaBIeHns + +*
[MnockocTb onepaTMBHOro ynpasneHunst + +
[MnocKkoCTb KOHEYHOro Nonb3oBaTenNs + +
* OTCyTCTBYeT B Cny4asix, kKorga nonb3oBaTerb He MCNONb3YeT ypaBneHne ceTbio/Cnyx6omn.

4.8 [Onsa onpepeneHua TpeboeaHui k 06ecneveHuo 6esonacHoOCTN CpeacTB, CUCTEM U CeTEN XKeNesHo-
[OPOXHOW 3NEKTPOCBA3N Heobxoaumo onpeaenexHue mogenuyrposcornacHo FOCT P 52448 (npunoxeHue A).

4.9 ina CHWXXeHUA PUCKOB AOIMKHbI BbITh peanusoBaHbl TpeboBaHWUs K cpeacTBaM ynpasneHus cornac-
Ho FOCT P UCO/M3K 27001 1 AomKHbI BbIThb BBINOMHEHbI 06LLME MepONpUSATMA NO yNpasneHuio nHdopmauu-
OHHol1 6e3onacHocTblo cornacHo FOCT P UCO/MO3K 17799.

4.10 Mpwu BbIGope 0606WEHHBIX KpUTEPUEB OLeHKU 6e30MacHOCTM XKene3HOAO0POXHOW 3MEeKTPOCBA3N
HeoBX0AMMO Yy4UTbIBATh OLLEHKM 6E30MacHOCTU Ha KaXXaoM U3 ypoBHel (MHpacTpyKTypbl, TpaHcnopTa/nepe-
Aauu n pyHKUNOHANBHOTO, NPUNOXEHNNA).

4.10.1 YpoBeHb UH(pacTPyKTypbI

4.10.1.1 CpeacTtBa U cuctembl MHAPACTPYKTYPLI XKENEe3HOAOPOXKHON 3M1EKTPOCBA3W, MNoanexalme
3awumTe:

- JIMHWM CBA3N;

- HanpasnsoLwme NMHUN NOe3AHO PaaNOCBA3U (HanpaBnsoLmMe CUCTEMBI).

4.10.1.2 Knaccudukauns paktopoB, BO3AEUCTBYIOLUMX HA UH(PPACTPYKTYpY

MepeyeHb O6GBEKTMBHBIX haKTOPOB, BO3AEWCTBYIOWMX Ha WHEPACTPYKTYpY >KenesHoaopOXHOU
3MNeKTPOCBA3N:

a) BHYTpeHHUe hakTopbl:

1) crtapeHue maTepuanoB (MeTanna, pesuHbl);

6) BHeLLHWe akTopsbl:

1) dakTopbl TEXHOreHHOro Xapakrepa;

2) npupoaHble ABNEHUS, CTUXMIHBIE GeacTBUS.

MepeyeHb cybbeKkTUBHBLIX (haKTOPOB, BO3AEUCTBYIOWMX Ha WHMPACTPYKTYPY KenesHOAOPOXKHON
3MNEeKTPOCBA3N:

a) BHYTpeHHWe hakTopsbl:

1) HenpaBoMepHble OeNCTBUA N, MMEILLMX NpaBo AOCTYNa K IMHUAM CBA3W U HanpaBnsaiowmnm
cuctemam:

- HecaHKUMOHMPOBaHHOE N3MeHeHUe NHPaCcTPYKTYPbl KeNe3HOA0POXKHON 3MEKTPOCBA3N;

6) HecaHKUMOHUPOBAaHHEIN (hU3NYECKUd AOCTYN K FIMHASIM CBSI3WM U HAanpaBnsioLWmnM CUCTEMaM:

1) XULLEHME NIUHUIA CBA3U U HANPaBIISAOLLNUX CUCTEM;

2) OelCTBUS, HanpaBieHHbIe Ha U3MEeHEHMEe UHMDPaCTPYKTYPbl XXeNe3HOA0POXKHON 3NeKTPOCBA3N.

4.10.1.3 Ya3BUMOCTAMU UH(PPaCTPYKTYpPbI XXeNe3HOAOPOXKHON 3NEKTPOCBSA3N ABNAIOTCA:

a) obbeKTUBHbLIE:

1) aKkTuBU3MpyeMble — annapaTHble 3aknagku (ycTaHaBMUMBaeMble B JIMHUA 3NEKTPOCBSA3N, CeTu
3NeKTPONUTaHus, B NOMeLLEHUAX);

2) onpeaensieMble 0CO6EHHOCTSIMU 3NEMEHTOB — 3MeMEHTbI, MoABePXXeHHbIe BO3AENCTBUIO OKPY-
Xarowen cpeabl (AoXab, CHer, CosHUe, Apyrne Knumartudeckue akTopbl);

3) onpegensiemble 0coGeHHOCTAMKU 3awuliaeMoro  obbekta — MecTononoxeHveM obbekTa
(oTcyTCTBUE KOHTPONMMPYEMOW 30HBI, HAaNU4Me NPSIMOA BUAMMOCTU 06 BLEKTOB, yAaneHHbIX U NOABWKHBIX 3ne-
MeHTOB 06bekTa);

6) cybbekTUBHLIE:

1) ownbkn: Npn ycTaHOBKE WUNW 3KcriyaTauum obbekToB WHGPACTPYKTYPbI Xene3HOA0POXHON
3NeKTPOCBA3M,;

2) HapyweHua: pexuMa oxpaHbl U 3awmTbl (4ocTyna Ha obbekT, AocTyna K TeXHUYECKUM cpe-
ACTBaM); pexumMa akcnnyataunm TexHM4eckux cpeacTB (aHeproobecneveHus, xusHeobecneyeHns); pexmma
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ncnonb3oBaHna UHbopmauun (o6paboTka 1 obMeH nMHopMaLMen, XpaHeHNe U YHUUTOXeHWe HocuTenemn
NHbopMaLMK, YHUUTOXEHNA NPOU3BOACTBEHHBIX OTX0A0B U 6paka); pexunma KoHpuaeHLMansHoCTH.
B) chnyyanHble:
1) cbon 1 oTKasbl: cTapeHne 3NeMeHTOB NHPPaCTPYKTYPbI Kene3Ho40POXKHON 3NeKTpocBa3n; coon
3MeKTpocHabxeHWs (BcriomoraTesibHoro obopyaoBaHus);
2) noBpexaeHus: xunsHeobecneumBaroLWnX KOMMYHUKALMIA (31eKTpo-, BOAo-, raso-, TennocHabxe-
HWS, KaHaNM3aLUnm; KOHANLMOHUPOBAHNUS U BEHTUNSALMM); OrpaykaatoLLnX KOHCTPYKLNA (BHELUHMX OrpaxaeHnin
TEPPUTOPWIA, CTEH N NEPEKPBITUA 34aHWIA; KOPNYCOB TEXHONOrMYeCcKoro 06opyaAoBaHNA).
4.10.1.4 WcTovHnkamn gectabunmnsnpyolmx Bo3geicTBUN Ha MHPacTpyKTypy Xene3Ho4opOXHON
3/1eKTPOCBA3MU ABIIAOTCA:
a) UCTOYHUKW, OBYCroBEHHbIE AENCTBUAMU CybbeKTa:
1) BHeLUHWME UCTOYHNKU:
- cnyvailHble (HenpegHamepeHHble) — nepcoHan MoCTaBLUMKOB PasfUYHOro poaa YCnyr, nepcoHan
HaA30pHBIX OpraHM3aLnii M aBapUitHbIX crnyx6 n ap.;
- npegHamepeHHble — NOTEHLMasbHbIe NPECTYMHUKA (TePPOPUCTbI) 1 Xakepbl; HegobpocoBeCTHbIE
napTHepbI; NPeACTaBUTENN CUMOBLIX CTPYKTYP (B Ype3BblHaNHbIX CUTYaLNAX);
2) BHYTPEHHWEe UCTOYHUKN: OCHOBHOW NepcoHan; npedctaBuTenu cnyxo 6esonacHocTu; obcnyxmea-
IO NepcoHarn; TEXHNYeCcKUin nepcoHan (kusHeobecneveHune, akcnnyartauns). BHyTpeHHWe UCTOUYHUKM MOTYT
MCnonb30oBaTh KaXAbli U3 KNaccoB yasBMMocTell (06bekTUBHbIE, CYyEObeKTUBHbBIE, CiyyYaliHble) B 3aBUCUMOCTI
OT npecnegyeMblx Lienei. Yrposbl 0T AaHHBIX UCTOYHUKOB MOTYT BbiTh: XMLLEHWE; YHUUTOXEHUE; HapyLueHue
AOCTYNHOCTU (BrioknpoBaHue);
6) WCTOYHUKM, 0BYCIOBMNEHHbIE AEACTBUAMN MaTepuanbHoro obbekTa:
1) BHELUHWE UCTOYHUKU: CETU NHXKEHEPHBIX KOMMYHUKaLIMIA (BogocHabXeHWe, kKaHanusauus);
2) BHYTPEHHWEe NCTOYHUKU: CpeacTBa OXpaHbl CUrHanusaumu.
B) cbusmveckne ABNEeHUs: Noxaphbl, 3eMNETPSACEHNS, yparaHbl, HABOAHEHUS U Ap.
4.10.1.5 BoamoxHa peanusauns nobbix yrpos cMm. FTOCT P 52448. Bo3aMoXHble NocneacTBUS peanvsa-
LMK yrpo3 — HapyleHue noboro 13 kputepmnes 6e3onacHOCTH ceTu ANeKTPoCBA3N (KoHduaeHUManbHOCTb,
LiefTIoOCTHOCTb, AOCTYNHOCTb, MOAOTYETHOCTD).
4.10.1.6 BO3HMKHOBEHME YSI3BUMOCTEN Ha YPOBHE MHMPACTPYKTYPbI XKeNe3HOAOPOXKHON 3NEKTPOCBA3N
BO3MOXHO Ha CTagUsIX UX )KM3HEHHOTO LMKNa.
4.10.1.7 Kputepuu oLeHkn 6e30nacHOCTU MHPACTPYKTYPbI XKeNe3HOAOPOXHOW 3MeKTPOCBA3N:
- Ha CcTaauu NNaHnpoBaHus: COOTBETCTBUE TpeboBaHUsIM 6€30MacHOCTU B HaCTU IMHUIA CBA3W U HaNpas-
NAOLWNX CUCTEM, NPeAbsBASIEMbIX CTPATErM4YeCKUMU LeNAMU XKeNe3HOA0POXHOW 31eKTPOCBA3N;
- HacTaguunNpoeKTUpOBaHUA: COOTBETCTBUE XapakKTepUCTUK NPOEKTUPYEeMbIX SIMHUIA CBA3N U Hanpasns-
toLLMX cucTeM TpeboBaHUsAM 6e30MacHOCTM, MPeabABNAEMbIM Ha CTaAuN NNaHUPOBaHUSA;
- Ha cTaguu aKcniyaTauuu U CTpoUTeNbCTBa: COOTBETCTBUE NIUHUA CBA3SU N HANPaBnAIoWMUX CUCTEM
3as1BIeHHbIM NOCTABLLMKOM XapaKTepucTukam;
- Ha cTaguu BbIBOAA U3 3KCnyaTaLuu: cooTBeTcTBUE TpeboBaHUAM 6e30nacHOCTU NO BbIBOAY U3 3KC-
nnyatauumn NMHUIA CBA3WN U HaNpaBnsoLLMX CUCTEM.
4.10.2 YpoBeHb TpaHcnopTa/nepeaayuun U byHKLMOHaNbHLIA YPOBEHb
4.10.2.1 Cpeactea U cucTeMbl Nnepefadm MHGOpMaLUK XeNne3HOA0POXKHON 3NEeKTPOCBA3U, noanexa-
Wwume 3awuTe:
- KaHanbl U TPaKTbl CACTEM Nepefayu;
- kaHanoo6pasyiollee obopyaoBaHue;
- annapartypa nepefayu AaHHbIX;
- aHanorosble U UMGPOBbLIE MHOrOKaHarbHbIe CUCTEMbI epeaayun;
- KOMMYyTaLUMoHHoe obopyaoBaHue;
- MapLpyTusaTopsl;
- Opyroe obopyaoBaHWe NEpPBUYHOW CETU CBSI3U TEXHOMOTMYECKOro CermMeHTa >XenesHoaopOoXHON
3NEeKTPOCBA3N B COOTBETCTBUU C 4.3.
4.10.2.2 K cbyHKUMOHANBLHOMY YPOBHIO XEMNe3HOAOPOXHOW 31eKTPOCBA3N OTHOCATCA CPeACTBa, cUCTe-
Mbl, CETU U PECYPChbl BTOPUYHBIX CETEN CBSA3N TEXHOMNOMMYECKOro CermeHTa XXenesHoAopOoXXHON ANEeKTPOCBA3N.
4.10.2.3 OnacHocTn M mMogenu yrpos besonacHocTU cpeAcTB, CUCTEM, CEeTen XeNne3HOAOPOXHOMN
3NeKTPOCBSA3M Ha YpoBHe TpaHcnopTa/nepeaayn u pyHKLMOHaNbHOM YPOBHE
4.10.2.3.1 OnacHocTsIMU sIBRAIOTCA cooTBeTCTBYoLWME thakTopkl cornacHo FOCT P 51275.
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4.10.2.3.2 YA3BUMOCTSAIMU CPEACTB, CUCTEM, CETEN Kere3HOOO0POXKHON 3M1eKTPOCBA3N ABMAIOTCA:
a) obbeKTVBHbIE:

1) conyTcTBYIOLIME TEXHUYECKMM CPEeACTBAaM M3MyYeHUs:: 3reKTpoMarHuTHele (MoboYHble nanyde-
HUSI 3NIEMEHTOB TEXHUYECKNX CPeACTB, KabenbHbIX NIMHUIA TEXHUYECKUX CPEACTB); 3reKTpu4eckne (HaBoaKM
3NEKTPOMArHUTHBLIX U3MTyYEeHUI Ha NIMHUA U MPOBOAKW, MpocavyMBaHNe CUrHamNoB B CETU 3MeKTPONUTaHusl, B
Lenu 3asemsieHusi, HepaBHOMEPHOCTb MOTPebneHust Toka a3MeKTPOMUTaHWs!); 3BYKOBbIE (aKycTU4deckue,
BUGpoOaKycTuyeckmne);

2) akTmBU3MpyeMble: annapaTtHble 3aknagki (ycTaHaBnuBaemble B NMHUN 3MEeKTPOCBA3U, B CETU
3MeKTPonUTaHNsA, B NOMeLLeHNsX); NporpaMMHble 3aKknagku (BpedoHOCHbIE MPorpaMMbl, TEXHOMorndeckne
BbIXOAbl N3 NMPOrpamm, HenerasnbHble KoMUY NPorpamMmmMHoro obecneyeHus);

3) onpegensieMble 0COBEHHOCTAMM 31EMEHTOB: 3fIEMEHTbI NOABEPKEHHbIE BO3AENCTBMIIO 3NEKTPO-
MarHUTHOro Nons (MarHUTHbIE HOCUTENUN, MUKPOCXEMBbI);

4) onpegensiemble 0CODEHHOCTAMN 3allMLLaeMoro obbekTa: MecTononoxkeHneM obbekTa (oTcyT-
CTBME KOHTPONMPYEMOW 30HbI, HanuM4me NpsaMoin BUAMMOCTU O6BbEKTOB, Hanuyne yaaneHHbIX 1 NOABUMKHBIX
aneMeHToB 06bekTa); opraHnsaumein kaHanos obmeHa UHgopMaLmen (MCNonb3oBaHWe paguoKaHarnos, rmo-
6anbHbIX NHPOKOMMYHUKALMOHHBIX CETEN, apeHayeMbIX KaHanoB);

6) cybbekTUBHbIE:

1) owwnbkun: NPy NOAroTOBKE U NCMOMb30BaHWUM MPOrpaMMHoro obecneveHust (MHCTansaums n sarpys-
Ka nporpaMmmHoro obecneydeHust, akcnnyaraums nporpaMMHoro obecnevenuns, BBo4 AaHHbIX); NpW ynpasneHun
CMNOXHBIMU CUCTEMaMU (OpraHu3aLms ynpasneHust NoTokamm obMeHa HopmMaLnm); Mpu yCTaHOBKE UK 3KC-
nnyatauumn TeXHUYEeCKUX CpeacTs;

2) HapylleHNs: pexuma oXpaHbl U 3awWnThl (A0CTYN Ha 06BbEKT, AOCTYN K TEXHUYECKUM CPeacTBam);
peXvMa aKcnnyaTaLum TeEXHUYECKNX cpeacTB (aHeproobecneyeHme, xnsHeobecrneveHue ); pexmma Ucrnonb3o-
BaHusA nHdopmaummn (06paboTka n obMeH UHpopMaLmMen, XpaHeHUe U YHUUYTOXeHWEe HocuTenen nHdopma-
LuKn); pexxuma KoHdUaeHUMansHocTu;

B) cryvaiHble:

1) cbon 1 oTKa3sbl: OTKa3bl U HEUCMPABHOCTM TEXHUYECKMX cpeacTB (0bpabaTbiBatonx nHpopma-
unto, obecnevmsatoux paboTocnocobHOCTL cpeacTB 06paboTkn HopmaLm, obecnevnBatoLnx oxpaHy un
KOHTPOMb AOCTyNa); cTapeHue 1 pasamarHuimBaHue Hocutenen nHopmMaunn (GUCKeT N CbEMHbIX HOCUTENeNn,
YKEeCTKUX UCKOB, MUKPOCXeM); cbom NporpammHoro obecnedeHns; cbom anekTpocHabXeHus;

2) NoBpeXaeHWs: Xn3HeobecneunBaroLLMX KOMMYHUKALIWMA (3NEKTPO-, BOAO-, raso-, TenocHabxe-
HWS1, KaHann3awmm; KOHANLNOHUPOBaHNS U BEHTUNSALMMK); OrpaykaatoLLnX KOHCTPYKLUNIA (BHELLUHWX OrpaXaeHNin
TEPPUTOPWUIA, CTEH 1 NEPEKPLITUIA 30aHWIA; KOPNYCOB TeEXHOMorMdeckoro obopyaosaHus).

4.10.2.3.3 WcTouHMKM AecTabunuanpyroLmx Bo34eNCTBUA
WUcTouHmkn, 06ycnoBneHHble 4eACTBUSAMU cybbekTa:
a) BHELUHWE NCTOYHUKM:

1) cnydvaliHble (HenpeaHamepeHHbIe): NepcoHan NOCTaBLUMKOB YCYr pasfuyHoro poga, nepcoHan
HaA30PHBIX OpraHM3aLnii U aBapUinHbIX criyx6 n ap;

2) npegHaMepeHHble: NoTeHUnanbHble NPECTYMHUKK (TEPPOPUCTLI) U Xakepbl; HeaobpocoBecTHbIE
napTHepbl; NPeACTaBUTENN CUMOBBIX CTPYKTYP (B Ype3BblHaNHbLIX CUTYaLMAX) U Ap.;

6) BHYTpPEHHUE UCTOYHMKN: OCHOBHOW NepcoHar; npeacrasuteny cnyxb 6esonacHocTn; o6cnyxunBato-
LA NepcoHan; TeXHUYECKNA nepcoHan.

UcTounukn, obycnoBneHHble 4ENCTBUSIMIU MaTepuanbHoro obbekra:

a) BHeLUHVe UCTOYHUKX: cpeacTBa CBA3MU (TenedOHHbIE MUHNN); CeTU MHXEHEPHBIX KOMMYHUKaLIIA;

6) BHYTPEHHMEe UCTOUYHUKN: TEXHNYeckne cpeactsa 0bpaboTku nHpopmaLum; nporpamMmmHble cpeacTsa
0bpaboTkn nHpopMaLnn; cpeacTea OXpaHbl.

dusnueckne ABNEHUN: NoXaphbl, 3eMNeTPsSICeHUs, yparaHbl, HABOAHEHUs 1 Ap.

4.10.2.3.4 Ha paccmaTpurBaeMbIX YPOBHSIX XeNe3HOOOPOXHON 3NeKTPOCBA3M BO3MOXHA peanuaauuns
nobbIxX yrpos cornacHo 4.4. BoaMoXXHbIMK NOCNeACTBUAMU peanusaum yrpos MoxeT bbiTb HapyLueHune nobo-
ro nu3 Kputepues 6€30MacCHOCTU CETU 3NEKTPOCBA3N (KOHUAEHUMANbHOCTb, LEeMoCTHOCTb, AOCTYMHOCTb,
noAoTYETHOCTb).

4.10.2.3.5 Bo3HUKHOBEHME YA3IBUMOCTENA Ha YPOBHE UH(PacTPyKTypbl N FIMHUA Xene3HOAOPOXKHON
3NEKTPOCBA3N BOSMOXHO Ha BCEX CTaAMAX UX KU3HEHHOTO LKA,

4.10.2.3.6 Peanusauusiyrpos, obycnoBneHHas 4eACTBUsIMU CyObekTa, XxapakTepucTkamn Matepumarb-
HbIX 0OBLEKTOB, (PUINYECKUMU SABNEHUSAMU, BO3MOXKHA Ha CTaauM NNaHUPOBaHWNS, NPOEKTMPOBaHNS, CTPOU-
TenbCTBAa, 3KCyaTauun, a Takke BbiIBoAa U3 SKCNyaTaLuu.

4.10.2.4 Kputepusaimm oLeHkn 6e3onacHoCTU CpeacTB, CUCTEM, CeTEN Kene3HOAOPOXKHOM 3N1eKTPOCBA3N
Ha YpOBHe TpaHcrnopTa/nepeaayum n yHKLMOHANIbHOM YPOBHE SBSIOTCA:
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- Ha cTaguu nNnaHWpoBaHMWA: cooTBETCTBME TpeboBaHusaM 6e3onacHoCTH, NpeabsaABseMbIM cTpaTern-
YECKMMU LIeSTAMU XKene3HOo40POXKHOM 3NEeKTPOCBA3N;

- Ha cTagun NPoeKTUPOBaHMWSA: COOTBETCTBMNE XapaKTePUCTUK MPOEKTUPYEMbIX CPEACTB, CUCTEM, ceTei
KenesHOoOO0POXKHON ANEKTPOCBA3N TPAHCNOPTHOro YPOBHS TpeboBaHNAM 6e30NacHOCTU, NPeAbABAAEMbIX Ha
cTaauu NNaHNPoBaHWs;

- HacTaguuakcnnyaTtauum v BHeapeHUs: COOTBETCTBUE 3asdBNEHHBIM NMOCTaBLLUMKOM XapaKTepucTukam;

- Ha cTaguu BblBOAA U3 3KCNMyaTauun: cooTBeTCTBME TpeboBaHMsM 6e30MacHOCTU Mo BbIBOAY M3
akcnnyartauum.

4.10.3 YpoBeHb NpUNOXEeHUN, YCNYT U ynpaBrieHUs

4.10.3.1 CpepacTBa 1 CUCTEMbI XXENEe3HOAOPOXKHON 3M1eKTPOCBA3M YPOBHS MPUMIOXKEHWIA, YCRYr 1 ynpas-
neHus, noanexatiue sawure:

- CpeacTBa TeppuTopuanbHo-pacnpedeneHHon MepapXuyeckon aBTOMaTU3MPOBAHHONW CUCTEMBI
ynpaBfeHnsi TEXHONOrMYECKON CeTbIo CBA3N;

- cucTeMbl TeppuTopUanbHo-pacnpeaeieHHoN nepapxmieckon asToMaTu3snpoBaHHON CUCTeMbI ynpas-
NeHNs TEXHOMOMMYEeCKON CeThbHo CBA3U B COCTaBEe:

a) cucTeMbl MOHUTOPWHIA U a4MUHUCTPUPOBAHNSA, NpeAHa3HaYeHHOoN Ans MOHUTOPUHIa NapaMeTpoB
hYHKLUMOHUPOBAHMNSA U UHTErPUPOBAHHOTO YNPaBiieHNsl TEXHOSIOrMYECKON CeThIO CBSI3W B LIENOM;

6) cucTem ynpasrieHUst U MOHUTOPUWHIa NPon3BoAUTENS AN obecneyeHus ynpasneHUa u TEXHUHEeCKoro
obcnyxunsaHmsa 0bopyaoBaHus Xene3HoO40POXKHON 3MEeKTPOCBA3N, BXOASALEro B COCTaB TEXHOMOMM4Yeckon
ceTu CBSI3N XeNe3HO4OPOXHOro TpaHcnopTa, peanusylowero yHKUMoHanbHbIe BO3MOXHOCTU B COOTBET-
CTBWU C YPOBHEM YNpaBneHns 311eMEeHTOM UM CETbI0, COTTNTAacHO apXUTEKType NOCTPOEHUS CeTU YnpasneHns
Kene3HoJO0POXHON 3N1eKTPOCBA3LIO.

4.10.3.2 OnacHocTu U mogenu yrpos 6esonacHoOCT CpefcTB, CUCTEM U PECYPCOB Kene3HOA0POXHON
3NeKTPOCBA3N YPOBHS NMPUNOXKEHWIA, YCNYT U yNpaBneHus

4.10.3.2.1 OnacHOCTAMW Ha YPOBHE MPUITOXEHWUA, YCNYT U YNpaBrieHUst ABNSIIOTCA COOTBETCTBYOWMUE
dakTopel cornacHo FOCT P 51275.

4.10.3.2.2 Ys3BMMOCTAMU CPEACTB, CUCTEM U PECYPCOB KENE3HOAOPOXKHON 3MEKTPOCBA3U YPOBHA NpU-
NOXeHWA, yCNyr 1 yrnpasrneHus siBNsS0TCA:

a) oB6beKTUBHbIE:

1) conyTCTBYOLIME TEXHUYECKMM CPEACTBAM WU3NYyYeHUA: 3NeKTPOMarHUTHble (NoBouUHbIe U3ny4ye-
HWA 3MEMEHTOB TEXHUYECKUX CPEACTB, KaberbHbIX JIMHUA TEXHUYECKUX CPeacCTB); anekTpudeckne (HaBoaKn
3NEeKTPOMArHUTHbLIX U3MYyYEeHUIA Ha IMHAW 1 NPOBOAKA, NPpOCcCaYNBaHMUE CUrHAMOB B CETU 3NEKTPONUTAHUSA, LLenn
3a3eMfeHns, HepaBHOMEPHOCTb MOTpebrneHus ToKa 3NEeKTPOnUTaHuA); 3BYKOBbIE (akycTudeckue,
BMBpOaKycTuyeckme);

2) aKkTMBM3MpyeMble: annapaTHble 3aknagku (ycTaHaBnMBaeMble B MUHUW 3MEKTPOCBA3U, B CETU
3NeKTPONUTaHUs, B NOMELLEHNAX); NPOorpaMMHble 3aknagkvi (BpeAoHOCHBIe Mporpammel, TEXHoSornveckue
BbIXOAbl 13 MPOrpamm, HeneransHble KoMK NPorpamMmMHoro o6ecnedeHus);

3) onpepaensiemble 0cCOBEHHOCTSAMU 31EMEHTOB: 3NEMEHTLI, NOABEPKEHHBLIE BO3AENCTBUNIO 3MEKTPO-
MarHUTHOro nons (MarHWTHble HOCUTENW, MUKPOCXeMbl); nporpammHoe obecneveHne, nNoaBepXeHHoe
nporpamMMHbIM KOHDNINKTaM;

4) onpepensiemble 0COBEHHOCTSIMM 3alLMLL@eMoro obbekTa: MecTononoxeHmeM obvekTa (OTCyT-
CTBME KOHTPONMPYEMOI 30HbI; peanu3aums Ha HeCKONbKUX YAaneHHbIX Apyr oT Apyra cpeacTBax BblYUCAU-
TENbHOW TEXHWKW); opraHvsaumnen kaHanoB obmeHa uHdpopMauuen (MCNoNb3oBaHWE NPOTOKOMNOB
MapLUpyTU3aLmmn, ncnonb3oBaHue rnobanbHbIX MHOKOMMYHUKALMOHHBIX ceTen, apeHayeMblX KaHanos);

6) cybbekTuBHbIE:

1) owKnBKKL: NPU NOAroTOBKE M UCMOSb30BAHUM NPOrpaMMHOro obecneyveHns (MHCTannAuMA U 3arpys-
Ka nporpaMmMHoro obecneyeHuns, akcnnyartaums nporpammHoro obecnedeHus, BBoA AaHHbIX); NpU ynpasneHun
CNOXHbIMW cucTemMamu (opraHvsaums yrnpasneHus notokamu obMmeHa uHcgopmauun); Npu yctaHoBKe Unu
3KCNyaTaumMm TEXHUYECKUX CPEACTB M NPorpamMMHOro obecneveHus;

2) HapylueHus: pexxMma oxpaHbl U 3aLUMThl (BOCTYN K TEXHUYECKUM CpecTBaM); pexxumMa aKkcnnyara-
LMK TEXHUYECKNX CPeACTB (aHeproobecnedeHune, xusHeobecneveHue ); pexxuma ucnonb3oBaHus uHopmaum
(obpaboTka M 0bMeH UHpopMaLMEn, XpaHEHUE U YHUMTOXEHUE UHopmauun); pexnma KoHduaeHumnans-
HOCTW;

B) criyqyanHble:

1) c6ou 1 oTKasbl: OTKa3bl U HEMCMPABHOCTU TeXHUYeCcknx cpeacTts (o6pabaTbiBatoLmx UHgopMa-
uuto, obecnevmnsatonx paboTocnocobHOCTL cpeacTs 06paboTku MHbopMaLmn, obecneymBaoLLIMX OXpaHy 1
KOHTpOMb A0CTyna); cTapeHue U pasmarHudvsaHuMe Hocutenen nHopMauun (AUCKeT U CbeMHbIX HOCUTENEN,
KECTKNX AUCKOB, MUKPOCXeM); c6oun nporpammHoro obecneveHns; c6on anekTpocHabXeHus;

10



FOCT P 54957—2012

2) noBpexaeHus: xun3HeoGecneunBaoLLMX KOMMYHKKaLWA (3NekTpo-, BOAo-, raso-, TennocHabxe-
HUS1, KaHaNU3aLMmn; KOHGULVNOHNPOBAHWUA U BEHTUMSLMN).

4.10.3.2.3 WcTOYHMKM AecTabunumsmpyomx Bo3gencTemi

WcTouHmkn, 06ycrnoBneHHble 4eACTBMAMK cybbekTa:

a) BHeLUHWE UCTOYHUKN:

1) cnyvaiHble (HenpegHaMepeHHble): NepcoHan NoCTaBLUMKOB YCNYr pasnM4Horo poda, nepcoHan
HaA30pPHBIX OpraHM3aLnii U aBapuUiAHbIX CIY>X0 1 4p.;

2) npegHamepeHHble: NoTeHLManbHbIe NPECTYNHUKX (TEPPOPUCTEI) U Xakepbl; HedoBpoCcoBECTHLIE
napTHepbl; NpeacTaBUTeNn CUNOBLIX CTPYKTYP (B YpesBblYaNHbIX CUTYaLNSAX);

6) BHYTPEHHME UCTOYHMKM: OCHOBHOW NepcoHan; npeactasuteny cnyx6 6esonacHocTy; 06cnyxusato-
LA NnepcoHan; TeXHUYECcKWi nepcoHan.

McTouHmKkn, 06ycroBneHHble 4eACTBUAMU 0ObekTa:

a) BHEeLLHWE UCTOYHUKN: TEXHUYEeCKME U NporpaMmHble cpeacTBa 06paboTku MHopMaLy Npu UCrosb-
30BaHWK rnobanbHbIX MHGOKOMMYHUKALMOHHbIX CETEN;

6) BHYTPEHHMe UCTOYHUKN: TeXHUYeckue cpedcTea 06paboTku MHdopMaLMu; NporpaMMHbIe cpeacTea
06paboTku MHopMaL K, cpeacTBa oxXpaHsbl.

dusnyeckne ABNEHUN: NoXapbl, 3eMNETPACEHUS, yparaHbl, HABOAHEHWUS.

4.10.3.2.4 HaypoBHe NpUNoXeHniA, ycryr n ynpasneHns BO3MOXHa peannsaLnsg Nobbix yrpos cornacHo
FOCT P 52448. Bo3aMOXHbIMW NOCNEACTBUAMN peanusaumn yrpos moxeT bblTb HapyLueHue noboro 13 kpute-
preB 6e30MacHOCTN CeTU 3MeKTPOCBA3M (KOH(UAEHUNANbHOCTb, LIeNTOCTHOCTb, AOCTYNHOCTL, NOAOTYET-
HOCTb).

4.10.3.2.5 BosHUKHOBEHWE YA3IBUMOCTEN Ha YPOBHE MHMPacTPyKTypbl N MUHUA XKene3HOAOPOXKHON
3MeKTPOCBSA3M BOSMOXHO Ha BCEX CTaAUAX NX XKUBHEHHOTO LinKna.

4.10.3.2.6 Peanusauus yrpos, obycrnosneHHas AeicTBUAMN cybbekTa, XapakTepucTnkamm Mmatepuarns-
HbIX OOBEKTOB, (PUINHECKUMU ABMEHUSAMU, BOZMOXKHA Ha CTaauv NNaHUPOBaHWs, MPOEKTUPOBAHUS, CTPOU-
TENbCTBA, 3KCNNyaTauuu, a Takke BbiIBoAa U3 aKCnyaraumu.

4.10.3.3 Kputepun oLeHKkn 6e30nacHOCTU YPOBHSI MPUMNOXEHUNA, YCAYT U yNpaBneHus XXene3HoaopoX-
HOW 3MNeKTPOCBA3bLI0:

- Ha cTaauu NnaHWpOoBaHUA: COOTBETCTBME TpeboBaHNAM 6e30NacHOCTU, NpeabABseMbIM cTpaTern-
YECKMMU LIeNAMN XKenesHo40POXKHOM 31EKTPOCBASN;

- HacTagun NpoeKTUPOBaHWS: COOTBETCTBUE XapakTepUCTUK NPOEKTUPYEMBIX CPEACTB, CUCTEM, CeTeln
PEeCYPCOB KeNe3HOO0POXKHON SNEKTPOCBSA3N Ha YPOBHE NPUMNOXKEHWUIA, yenyr u ynpasneHusi TpebosaHusam 6e30-
MacHoOCTU, NPeabsBAsSEMbIM Ha CTagunu NNaHNPOBaHNS;

- HacTaguuakcnnyaTtaumum M BHegpeHUs: COOTBETCTBUE 3asiBMEHHbLIM MOCTABLLMKOM XapaKTepucTuKam;

- Ha CcTaauu BbiBoAa M3 3KCruTyaTauuu: cooTBeTCTBUE TpeboBaHusiM Ge3onacHOCTV Mo yaaneHuo n
BbIBOAY M3 3KCNyaTaunu.

4.11 O6ecneveHue 6e30NacHOCTU KeNE3HOAOPOXXHOM INEKTPOCBSA3N B NJIOCKOCTSAX yNpaBneHust

4.11.1 Mepbl 06ecneveHns 6e30MacHOCTU BKNOYaOT B cebsi:

- opraHu3auvoHHble (aAMUHUCTPATUBHBIE, SKOHOMUYECKUE, lopuandeckue);

- TexHudYeckue (YCTaHOBKA OXPaHHO-NOXapHOW CUrHanu3auuu, UCMONb30BaHWe CUCTEM KOHTPOMs U
ynpaBrieHus 4OCTYNOM, NPUMEeHEeHUE TEXHUYECKUX CPEACTB 3aLuThl MHopMaLumn, BHeApeHUe UHTErpupoBaH-
HbIX cucTeM 6e3onacHoCTuU);

- chusmnyeckue (paboTta CTOPOXKEA U KOHTPONEPOB);

- onepaTnBHble (MCNOMb30BaHNE onepaTUBHLIX MeTOAOB paboThl, onepaTUBHO-TEXHUYECKUX CPEeACTB,
Hanpumep «nonurpada» 4nsa BXOAHOrO KOHTPONS 1 Neproauyeckoi NPoBepKU NOSINbHOCTU NepcoHana).

4.11.2 TpeboeaHua GesonacHOCTU B NIOCKOCTU aAMUHUCTPaATUBHOIO ynpaBrneHusl onpeaeneHbl

(2] —[5]

5 Tpe6oBaHusA no obecnevyeHno 6€30NaCHOCTU CPEACTB, CUCTEM
M ceTeM Xene3HOAO0POXHOW 3NEKTPOCBA3N

5.1 Tpe6oBaHusa no obecneueHUo 6e30NaCHOCTU Ha YPOBHE UH(PACTPYKTYPbI XenesHo[o-
POXHOM 3NEKTPOCBA3N

5.1.1 OpraHuszauuoOHHble Tpe6oBaHuA 6e3onacHOCTU
5.1.1.1 HeobxoanmMo HanuuMe TEeXHUYECKOW, HOPMATUBHOW M 3KCMIyaTaUMOHHOW AOKYMEHTauun Ha
06bekTax UHPacTPYKTYpbl XKenesHoA0POXKHON 3NEeKTPOCBA3N.
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5.1.1.2 Ha ctagun akcnnyartauum 4okKHa NPOBOAUTLCA pernctTpaums B AOKyMeHTax (KypHanax, aktax,
3NeKTPOHHbIX 6asax AaHHBIX) COOTBETCTBYIOLUEA MH(OPMaUUM O BLINOMHEHHbLIX PaBoTax, COCTOAHUU
061BbeKToB.

5.1.1.3 Ha ctaguu akcnnyatauum HeobxoaMmo orpaHuyeHne aoctyna Kk obbektam uHgpacTpykTypbl
Kene3HoA0POXHOW 31eKTPOCBSA3N.

5.1.1.4 Ha ctagui akcnnyaTaumum HeobX0AMMO BECTU YUET NuL, NONYHUBLUMX U UCMIONb3YHOLWMX AOCTYN K
o6BbeKkTam NHPaCTPYKTYpPbI XKene3HOAOPOXKHOMN 3NEeKTPOCBSA3M.

5.1.2 TexHuveckue Tpe6oBaHusa 6GezonacHoOCTU

5.1.2.1 TpeboBaHUA K aNeMeHTaM KOHCTPYKLIMA (K 3NEKTPUHECKON NPOYHOCTU U30NALNM, YCTOWYMBOCTb
K BO3AEACTBUAM MeXaHWMYeCKMX Harpy3ok U KnuMaTuyecknx pakTopoB) AOSMKHbI BLINOMHATLCSA COrnacHo
rOCT P UCO/M3IK 17799 (pasnen 7).

5.1.2.2 TpeboBaHUs K MOHTaXyY, 9KCNyaTaLuui U PeMOHTY (KpenneHne NIMHAA K COOPYXKEHUAM, CTpou-
TeNbLCTBO W Npoknagka) AOMKHbI OCYLLECTBAATLCS B COOTBETCTBUN C YTBEPXKAEHHBIM NPOEKTOM; OpraHu3aums
TEXHUYECKOro KOHTPONsl B Nepuof CTpouTenbcTBa AoibkHa ObiTb BbiNonHeHa cornacHo [6] n FTOCT P
NCO/M3K 17799 (pasgen 7).

5.1.2.3 TpeboBaHus k cpeAacTBaM 3alluThl, CUrHANM3ALUMU WU KOHTPOSSI AOIKHbI GbiTh BLINOMHEHBI
cornacHo FOCT P UCO/M3K 17799 (pazgen 7).

5.1.2.4 TpeboBaHus no obecneyeHnto 6€30MacHOCTU NNHNIA CBA3U U HaNPaBMsAOLWMX CUCTEM AOKHbI
COOTBETCTBOBATL TPEOOBAHNSIM (PU3NYECKON 3aLLMTHI U 3aLLNUTHI OT BO3AEUCTBUS OKpYXKatoLLel cpeabl cornac-
Ho FTOCT P UCO/M3BK 17799 (pasgen7).

5.1.3 dyHKUMOHanNbHble TpeGoBaHUA GezonacHOCTU

[omkHbl 6bITb 06ecneyeHbl 3awwmnTa ot HeCaHKUMOHMPOBaHHOIO NPOHNKHOBEHUA N AOCTYNHOCTb BOGCJ’Iy—
XNBaHUN.

5.2 Tpe6oBaHuA no oGecneveHuio 6e30MacHOCTM Ha TPAHCMOPTHOM U (hYHKLUOHANLHOM
YPOBHSIX XeNe3HOA0POXHOM 3NeKTPOCBA3N

5.2.1 OpraHusauuoHHble TpeboBaHUA 6ezonacHoCTU

5.2.1.1 HeobxoaAnMo HanmymMe TeXHUYECKON, HOPMATUBHOM U 3KCN/yaTaLMOHHON AOKYMEHTauuu Ha
06 beKTbI TPAHCMOPTHOTO YPOBHS XKENE3HOA0POXKHON 3NEKTPOCBA3M.

5.2.1.2 Ha ctaguu skcnnyaTauumn Heobxoamnma peructpaumnst B JOKyMeHTax (KypHanax, aktax) cooT-
BETCTBYHOLLEN MHGOPMALMU O BbINOTHEHHBIX paboTax, COCTOAHNN 06 BEKTOB.

5.2.1.3 Hacraguu akcnnyaTaumm Heobxoanmo orpaHnveH1e 4ocTyna k 06 bekTaM TPaHCNOPTHOIO YpoB-
HS XKeNe3HOO0POXKHON 3MEeKTPOCBA3N.

5.2.1.4 Ha ctaguv akcnnyaTauum HeobXoAMMO BECTU YYeT MUL, MONYHMBLUNX 1 UCIONb3YIOWNX AOCTYN K
0b6bekTam TPaHCMOPTHOTO YPOBHS XKEMNe3HOAOPOKHOW AMEKTPOCBA3N.

5.2.2 TexHu4veckue Tpe6oBaHUA Ge3onacHOCTU

5.2.2.1 TpeboBaHus k anieMeHTaM KOHCTPYKUNK (rabapuThbl, yCTOAYMBOCTb K BO3AEACTBUAM MeXaHu4ec-
KMX Harpysok v knuMmaTtuyeckux pakTopoB) OOSDKHBI BbINOMHATECA cornacHo MTOCT P MCO/M3K 17799
(pasgen 7).

5.2.2.2 TpeboBaHUss K MOHTaxy, aKcnilyatauud W PeMOHTY (pasMelleHue B cTolkax, kopobax;
MCMONb30BaHNe  IMUEH3MOHHOTO MporpaMmHoro  obecneyeHns) OOMKHBI  BLIMOMHATLCS  COrNacHo
FOCT P NCO/MBK 17799 (pasgen 7).

5.2.2.3 TpeboBaHus kK cpeAcTBaM 3aLlUTbl, CUrHanNM3aLmMm n KoHTpons. CpeacTtsa, cUCTEMbI, CeTUXKeNes-
HOOOPOXHON 3MEKTPOCBSI3N TPaHCMNOPTHOrO YPOBHSA AOMKHbI GbITb 0BecneyeHbl cCpeAcTBaAMU 3aLUUTHI,
CUrHanM3auMu U KOHTPOMSA B COOTBETCTBUM C TpeGoBaHWAMU NOMUTUKM 6e3onacHoCTU, CornacHo
FOCTPUNCO/M3K 17799 (pazgen 7). O6opyaoBaHUe kene3Ho40POXHON 3N1eKTPOCBA3M TPaHCNOPTHOMO YpOB-
HA OOIDKHbI MMeTb 3BYKOBYIO M CBETOBYHO CUTHanNM3aumio, a Takke AOMKHO OblTb OCHaWEHO cpeacTBamMun
KOHTpONS (PyHKLMOHUPOBAHUS.

5.2.2.4 He ponyckaloTca MexceTeBble He3all eHHble coeAUHEHUA UNHTepdenChl B NEPBUYHBIX U BTO-
PUYHBIX CETSIX KeNEe3HOOA0POXKHON IMIEKT POCBA3U, MEXAY 3NeMeHTaMun CeTU Nepeayun aHHbIX U ceTen onepa-
TUBHO-TEXHOMOMMYECKOro 1 OBLLETEXHOMOIMYECKOro HasHaYeHNA.

5.2.3 dyHKkuMOHamnbHble TpeGoBaHus 6e3onacHOCTU AOMKHLI  ObITb  YCTAHOBAEHbLI  COrnacHo
FOCT PNCO/M3K 15408-2 (pazaensi 8, 10, 17).

5.3 TpeboBaHusa no o6ecneyeHno 6€30NaCHOCTU Ha YPOBHE NPUNOXKEHUN, YCNYT U yNpaBneHus

5.3.1 OpraHusauuoHHble TpeGoBaHus 6e3onacHoCTU
5.3.1.1 HeobxoaMmo Hanuune TeXHU4EeCKoW, HOPMaTUBHOMW, 3KCNNyaTaUMOHHON U APYron AOKYMeHTa-
Lun Ha cpeCcTBa, CUCTEMBI, CETU U PECYPChI KENEe3HOAOPOXKHON 3NEKTPOCBA3N.
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5.3.1.2 Ha ctagnu akcnnyaTtaummn Heobxoguma gukcaumns B JOKyMeHTax (KypHanax, akrax, 3M1eKTpoH-
HbIx 6a3ax AaHHbIX) COOTBETCTBYIOLIEN MHOPMAaLIMK O BBINMOMHEHHbIX paboTax, COCTOSHUM 3KCNIyaTUpyembixX
06BbEKTOB.

5.3.1.3 Hacragun akcnnyataumm HeobXoaMmo orpaHndeHue 4ocTyna K cpefcteam, cucTemMam, CeTAM U
pecypcam Xene3HOAOPOXHON 3MIeKTPOCBA3N.

5.3.1.4 HacTagum akcnnyaTaunm Heobxoaumo BeCTU yueT ML, NOMy4UBLIMX 1 UCTIONb3YIOLMX AOCTYM K
cpeacTBaM, cMCTEMaM 1 CETAM XKeNe3HOAOPOXKHON 3MeKTPOCBS3N.

5.3.2 TexHu4eckue TpeboBaHNA 6e30NacHOCTHU

5.3.2.1 TpeboBaHua K aKkcnnyaTaumm (MCNonNb3oBaHUE JIMLEH3VOHHOTO NMporpamMmmHoro obecneveHus)
OOMKHBI BbITb BbINOMHEHbI cornacHo FOCT P UCO/M3K 17799 (pasgen 7).

5.3.2.2 TpeboBaHus Kk cpeacTBam 3allnThl, CUTHANM3aL/mMmn U KOHTpons (obecneveHue NpeaynpexaeHns
0 BO3HMKAIOLLMX U peann3oBaHHbIX yrpo3ax, 0XBaT BCEX KPUTUYHBIX CUCTEM) AODKHBI ObITh BEINOMHEHLI cornac-
Ho FTOCT P NCO/M3K 17799 (pasagen 7).

5.3.3 dyHKUMOHanbHble TpeboBaHust 6e30nacHOCTU  AOMKHbI  ObiTb  YCTAHOBMEHBI  COrMacHo
FOCT P MCO/M3K 15408-2 (pasgenesl 10, 14).

5.4 TpeGOBava U Mepbl no obecneyeHUIo 6€30NacHOCTU B NNTOCKOCTSAX ynpaBneHus

5.4.1 OpraHuzauuoHHble Tpe6GoBaHUA U Mepbl No o6GecneveHUo 6e3onacHoCcTU

5.4.1.1 MnaHnpoBaHue BesonacHoOCTH

BesonacHocTb AomkHa cooTBeTCTBOBaThL TpebosaHusam FTOCT P UCO/M3K 15408-2 (pasgenbl 10, 12):

a) ONs Kaxaoro Buaa ceTell U CUCTEM Xene3HO4OoPOXKHON 3NeKTpoCBs3n AomkHa 6biTh paspaboTaHa,
yTBEpXKaeHa, n3gaHa u goBedeHa 40 CBeeHNs BCeX COTPYAHNKOB OpraHnsaLmm, akcnyaTupyroLwei ceTb Unn
CUCTEMY 3MEKTPOCBA3W, NONUTMKa BesonacHoCTH, KoTopasi 4oMKHa onpeaensTh:

1) OTBETCTBEHHOCTb pyKOBOACTBA 3a obecneyeHne 6e30NacHOCTA CeTen U CUCTEM XKENe3HOA0POX-
HOW 3NEeKTPOCBSA3U;

2) obwme n koHKpeTHble 06s3aHHOCTM COTPYAHMKOB Mo 6esonacHocTy;

3) moaxopd opraHvsaLum K yripaBneHnto 6e3onacHoCTbio;

4) cuctemy obecneveHuns 6esonacHOCTU 1 byHKLMOHaNbHOCTb Cry»6bl 6esonacHocTH;

6) no Mepe U3MeHeHWs HanpasneHnin AesTenbHOCTU U BU3Hec-Lienei opraHusauum nonnutuka 6esonac-
HOCTW JOSKHA KOPPEKTUPOBATbLCS.

MnaH 6e3onacHOCTN AOMKeH exxeroaHo paspabaTeiBaThCs, yTBEPXKAATbCA PYKOBOACTBOM OpraHusaLumu,
aKCNAyaTupyoLwen ceTb N CUCTEMY XKENEe3HOLOPOXKHON 3NEKTPOCBSA3M.

54.1.2 TpeboBaHna no  GesonacHOCTM  NepcoHana  AOSKHbI  BBINOMHATLCA  COMMacHo
FOCTP UCO/M3K 17799 (pasnen 6):

a) OOKHbI ObITh oNpeaeneHbl KaTeropum nepcoHana, cBAsaHHoro ¢ 06paboTkoi, XxpaHeHneM 1 nepeaa-
Yyeln nHpopMaLIMn U yCTaHOBMNEHBI KpUTEPUM 0TGOPa ANst NALL, NPeTeHAYIoLUX Ha 3TU AOIDKHOCTY;

6) AOMKHBI BBITL yCTaHOBEHEI MPpaBuia NoBEAEHNS NepcoHarna, akennyaTupyoLero cpeactea uHdop-
MaLMOHHBIX TEXHOJTOTUIA, B OTHOLLIEHWM 0BecnedeHust 6e3onacHOCTH, onucbiBatoLme 0b6s3aHHOCTU NepcoHana
N oXungaemble oT Hero aeicTBust No obecnedeHuno 6ezonacHoOCTy;

B) A0 cCBeeHuNsi nepcoHana, noasepraeMoro oTéopy 4o ero gonycka k pabote, A0mKHbI GbITb 4OBEAEHBI
(nog pocn1ck) NpaBunia NoBeAeHWs M 0TBETCTBEHHOCTb 3a HapyLLIEeHUE pexxuma 6e3onacHoCTu, a nocre 3asep-
LLEHWUS KOHTPaKTa — OTBETCTBEHHOCTb 32 COXPaHHOCTb MOMYYEHHBIX B XoAe paboTkl cBeAeHUN;

r) nepcoHan aomkeH 6biTb 06yveH TpeboBaHUsaM 6e30MacHOCTK, B TOM YACTIE U 3aLLUTe OT HeCaHKLIMO-
HUpPOBaHHOro AOCTYNa 40 paspeLleHns AocTyna nepcoHana k paboTe;

A) HeobxoaMMo NepuoanYEckn OCYLLIECTBIIATL NEPEenoAroToBKY nepcoHana v perynsipHo NpoBoauTb
MeponpusaTKs No ero MHGOPMUPOBaHUIO 0 HeobxoaMMocTu cobnioeHns ycTaHOBMEHHbIX TpeGoBaHui 6e30-
nacHocCTu.

5.4.1.3 ®usmyeckas 6ezonacHoCTb

JorxkeH 6bITb orpeaeneH NopsaoK KOHTPOIS BceX hn3nYeckux Touek IocTyna Ha 06 bekTbl MHbpacTpyk-
TYPbl XeNe3HOA0POXHOM 3NEKTPOCBA3M (BKIoUast ABEPU, OKHA, MECTa BBOAA B COOPYXKEHUS CBSI3N 31IEMEHTOB
CUCTEM BEHTUMALMM, KaHANM3aLun, BoAOCHaBXeH WS, ra3ocHabxeHus, 3NeKTpocHabXeHUs U TeNeKOMMYHUKa-
uwuia) cornacHo FOCT P UCO/MBK 17799 (pazpen 7).

JormkeH ocyLlecTBMNATLCS MOHUTOPUHT (D1U3M4eckoro AoCTyna B NOMELLEHUs], B KOTOPbIX pa3MeLLaloTca
TexHudeckue cpeacTaa, cornacHo FOCT P UCO/MOIK 17799 (paspen 7).

JomkHa ocylLecTBRATLCA PerMcTpaums AeicTBuiA nepcoHana no o6cnyXXMBaHuio TEXHUYECKUX CPecTB
cornacHo MOCT P UICO/M3K 17799 (pa3nen 6).

Mopsinok nepegayun 060pya0BaHUA APYrMM OpraHU3aLnsaM 1 ero yTUnusawum 2omkeH 6biTb onpeaeneH B
OTAeNbHOW MHCTPYKLUMKM, YCTaHaBnuBatowen AeMCcTBUA NO HeAONYLLEHUIO Hannunsl B YCTPOWCTBAX XpaHeHUs
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nHcopmaLmK, NepeaasaemblX U NoOANEXaLnX yTuam3aunmn nporpaMmMHo-annapaTHbIX CPeACTB, OCTAaTOUHON
nHdopmauum cornacHo FTOCT P UCO/M3K 17799 (pasgen7) n[7].

B npouecce MOHUTOpUHIa hranyeckoro 4ocTyna B NOMELLEHNs, B KOTOPBIX pasMeLlanTcsa TexHudeckne
cpeacTea, AOSIKHBI UCMONb30BATLCS YCTPONCTBA BUAeOHabNoAeHUS 1 cCUrHanusaum peansHoro BpeMeHu.
JomkHbl UCoNb30BaTLCA aBTOMaTU3MPOBaHHbIE CPeACTBa perncTpauumn AencTBUiA nepcoHana no obenyxu-
BaHWUIO TeXHMYecKkux cpeacTs [7, 8].

5.4.1.4 TnaHnpoBaHWe AEWCTBUNA NPU YPE3BbIYANHBIX CUTYaUUSX OODKHO BbIMOSHATLCS COrMfacHo
FOCT P NCO/MIK 17799 (pasaensl 6, 7) n[7].

B opraHusauuu, skcnnyatupytoLen cpeacTsa, CUCTEMBI, CETU XKeNe3HOA0POXKHOW 3MEeKTPOCBA3N, A0I-
)KeH paspabaThiBaTbCA M OCYLLECTBSATLCS NI1aH MEPONPUSATAI B UpE3BbIYaNHbIX CUTYaLIMsX, B TOM Y1CTIe U Npr
TEPPOPUCTUYECKNX aKTaX, yunTbiBas PyHKLUN N 06S3aHHOCTM NepcoHana 1 4encTBus, CBsI3aHHble ¢ BoccTa-
HOBIEHNEM CUCTEM NMOCIIe BbIXoAa N3 CTPOS UX 3NIEMEHTOB.

MepcoHan aomnxkeH 6bITb 06y4YeH AENCTBUAM B YUpe3BbiYaMHbIX CUTYaLMSX, U AOMKHA OCYLLECTBATLCS
ero nepenoaroToska.

MpoBepka nnaHa encTBUIN B Ype3BbIHaHbIX CUTYaLLUSIX U er0 KOPPEKTUPOBKA A0MMKHbI MPOBOANTHLCA He
pexke 04HOro pasa B rof ¢ Lenbto onpegeneHns aphekTMBHOCTA U FOTOBHOCTU OpraHu3aLnn K BbINOSIHEHUIO
JaHHOro nnaxHa.

[OMKHO NPOBOANTLCA pe3epBHOE KOMMPOBaHME U XpaHeHWe B 3alULLeHHOM BUae KpUTUYeCcKoin nHdop-
MaLuun nonb3oBaTenien u cCUCTeMbl yrpasneHus.

5.4.1.5 PearMpoBaHne Ha MWHUMOEHTHI  6€30MacHOCTM  [OSKHO  BLIMOMHATLCSA  COrMacHo
FOCTPNCO/MIK 17799 (pazgen 6) n[7].

B opraHusaumu, akcnnyaTupyoLlein cpeacTsa, CUCTEMBI, CETU XKeNe3HOAO0POXKHON INeKTPoCcBA3N, AoN-
XeH paspabaTbiBaTbCs U OCYLLECTBAATLCA NiaH MeponpusaTuii no obpaboTke MHUMAEHTOB 6e3onacHOCTU n
NPOBOANTLCSH ero KOPPEKTUPOBKA HE PeXxe OAHOIo pasa B rof ¢ Lienblo onpegeneHyst ageKTMBHOCTU U FrOTOB-
HOCTW OpraHn3aunm K BbINOMHEHWIO 4aHHOTO NilaHa.

[omKkHa ocyLLecTBATLCS NOAroTOBKa K BO3MOXHOMY MPOSABIIEHNIO MHUMAEHTA, ero npeaynpexaeHuio,
oBHapyxeHuto, pearnpoBaHuio, cAepPXXUBaHUIO, YCTPAHEHWUIO U BOCCTAHOBIIEHWIO UCXOAHOMO COCTOSIHUS.

[omxkHa 6blTe onpedeneHa rpynna cneuMannucTos cnyX6 6esonacHocTi u UHOOPMaLMOHHBIX TEXHOO-
Ui, cnocoBHbIX pearpoBaTh Ha MHUMAEHTLI B 06n1acTn nHdopmauoHHoi 6e30nacHOCTU, KOTOpble A0KHbI
MMeTb BO3MOXHOCTb YCTHOTO (Mo TernedoHy) UM IMCbMEHHOTO (MO 3NeKTPOHHOW NovTe) obMeHa uHgopmauu-
eli c Nonb3oBaTensAMn ycryramum cBsiau, B3aumoaencTBYIOLMMK onepaTopamm cBA3W U opraHammn 6esonacHoc-
TW rocyaapcTea 1 oGecneveHns npaBonopsaaka o HapyweHuax 6e30nacHoCTU, KOTopble MOryT nepepacTu B
MHUMAeHT 6e30NacHoCTU.

[omkHo 6bITb NPeAyCMOTPEHO NpUBEYEeHNE BHELWHNX CyX6 pearnpoBaHnUsa Ha UHLWAEHTI.

5.4.2 dyHKUMOHanNbHbIe TpeGoBaHUA U Mepbl No o6ecneyeHUIo 6e3onacHOCTU

5.4.2.1 UpeHtndukauunsa n ayteHTudpmkaumna

[ns nepcoHana, OCYLLECTBMSIIOWEro ynpasfeHue, HacTpoiky W KOHUrypupoBaHWe annapaTHbIX
CcpeacTB NHMOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHONOMMIA, A0MKHBI 06ecneunsaTtbes AeHTUDUKa-
una 1 ayTeHTMMKauma npyu UX JocTyne K AaHHeIM cpegcteam cornacHo MOCT P UCO/MO3K 15408-2
(pasgen 11).

Mpw yaaneHHoMm gocTyne K annapaTHbIM cpeAcTBam B3auMOAENCTBYIOLLNX CUCTEM U CeTel CO CTOPOHbI
obcnyxunsatoLlero nepcoHana goskHa obecneynBaTtbes aeHTUdUKaLMa OKoHEeYHOro o6opyaoBaHus.

Ona kaxgoro ceaHca yaaneHHoro 4octyna 4omkHo obecneumBaTbes YCTaHOBNEHWE YHUKaNbHBIX Napa-
MEeTPOB ayTeHTUudmKaLmu.

3almTa oT HecaHKLMOHMPOBAHHOTO AOCTYNa K NPorpamMmmHo-annapaTHeIM cpecTBaMm, C MOMOLLbH KOTO-
PhIX NPeAoCTaBMATCA YCIYr CeT Nepeaayn AaHHbIX, OKasbiBaeMbIX NOMb30BaTENsIM ceTel nepeaaydn gaH-
HbIX, JOIDKHA BKMoYaTb NMpoleaypy ayTeHTudmkaunm nonssosatenen cornacHo NOCT P UCO/M3K 17799
(pazpgen 9).

5.4.2.2 KoHTponb gocTyna

Mpu ynpaeneHn1, HacTporike, KOHUIYpPUpPOBaHUK MPOorpaMMHO-annapaTHbIX CPeACTB (BKMYas goCcTyn
K OKOHEUYHOMY kabenbHOMY 1 pacnpeaenuTensHoMy 0bopyaoBaHuo) U obcnyxnsaHuM aboHEeHTCKUX NTMHUIA,
NS nepcoHana, 3kCnnyaTUpyoLWEro ykasaHHble CPeacTBa, 40KHbI ObITb YCTaHOBIEHbI KOHTPOSb, perucTpa-
UMA 1 orpaHudeHne ero AeNCTBUIA B COOTBETCTBUN C YCTaHOBMEHHBIMU MOMTHOMOYNAMN Ha [IOCTYN K CpeACTBaM,
NX NporpaMMHoMy obecrneyeHnto, NPUNOXKEeHUAM 1 AaHHbIM. JormkeH OblTb OCYLWECTBIIEH 3anpeT noaobHbIX
OEeNUCTBUA NS MOCTOPOHHMX UL UNW AOCTYN C Maporfiem Mo yMmonyaHuio (BBedeHHbIM Mpou3BoauTenem
obopyaoBaHns Unv nporpaMmmHoro obecnedeHns).

OrpaHunyeHne AocTyna oSMKHO OCYLLeCTBASATLCA MepaMu KOHTPONSA AoCTyna, onpeaensaowmmn:
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- 06beKTbI, CAHKLMOHUPOBaHHBIE K NOMYYEHUI0 A0CTYNA, U CPEACTBA, K KOTOPLIM AaHHbIE 06BHeKTbl yror-
HOMOYEHbI UMETb AOCTY;

- paspelleHus Mo TUNy AocTyna (4TeHue, 3anucb, U3MeHeHue, cosaHue, yaaneHue).

MonHomoumns (NpaBa) 4ocTyna nepcoHany, CMeHnBLIeMy paboure MecTa Unv NOKMHyBLLIEMY OpraHu3a-
LMo, OOMMKHBI CBOEBPEMEHHO YAANATLCS.

MonHomouust (Npasa) AoCTyna AOIPKHBLI Ha3HAYaTbCA NEPCOHanNy B MUHUMAarbHO HeobxoanuMom obbeme
B COOTBETCTBMU C UX NpuoputeTamn, yHKUUAMN 1 0683aHHOCTAMK U HE peXe OHOro pa3sa B LIECTb MecsILieB
nepecmaTpuBaTbCs. [py 3TOM pekoMeHAyeTCA UCNOMb30BaTh TOMLKO NEPCOHANbHbIE YYETHBIE 3aMnUCK.

5.4.2.3 Ob6ecnevyeHune koHPUAEHLMANBHOCTA

Ana ynpasnsowen uHdopmMaumm AaHHbIMWU KOHDUIypUpoBaHUs NporpaMmMHo-annapartHbIX cpeicTB
NHOPMALIMOHHBIX 1 TENeKOMMYHUKALMOHHBIX TEXHOMOMMIA NpY ee Nepeaaye No KaHanam CBA3U U XpaHeHUK
AorkeH BbITb onpeaeneH NopsiAok obecneveHnsa ee COXPaHHOCTU OT 4OCTYNA K HEW HeCaHKLMOHUPOBAHHbIX
nuy cornacHo FOCT P UCO/M3K 17799 (pasgen 7)u[7, 9.

54.2.4 Ayant cobbituiA BesonacHoctn — cornacHo TOCT P UCO/M3K 15408-2 (pasgen 7),
FOCTPNCO/M3K 17799 (pazgen 12) n[7].

B Lensix npoBepkx 3apermcTpupoBaHHbIX AaHHbIX, KAacaloWMXCA COObITUIN HECAaHKLIMOHUPOBAHHOIO A0C-
Tyna v BbIIBNEHNS MPUYUH U YCMOBWUIA, CMOCOGCTBYIOLMX HAPYLLUEHUIO LLeMOCTHOCTA U YCTOWUUMBOCTM (DYHKLIMO-
HMPOBAHWSA CUCTEM U CETEW Xene3HOQOPOXHON 3NeKTPOCBA3M, A0MKHa obecneunBaTbcsl BO3MOXHOCTb UX
aHanuaa.

>KypHanbl peructpauum cobbiTUi, UMEoLWnX OTHOLWEHWe K 6e30nacHOCTN CUCTEM U ceTel KenesHoao-
PO>XHON 3MeKTPOCBA3M, AOIDKHbBI XPAHUTLCA B TeHYEeHUe 4OCTaTOYHOro cpoka Ansa obecneveHna paccnegoBaHui
MHUMAEHTOB. CPOK XpaHeHUst XXypHarnoB peructpauun cobbiTUiA AoMMKeH onpeaenaTbCs UCXoas U3 CPOKOB
NCKOBOW AaBHOCTMU.

Ona no6oro ny6nmyHo 4OCTYNHOro CETEBOro pecypca B CUCTEMaX U CETAX KeNe3HOA0POXKHON 3NeKTpo-
CBsI31 AokHa ObITb NpeAcTaBneHa BO3MOXHOCTb MonyYeHUa nHcopmaumm o ero snagenbLe B o6veme, pas-
peLleHHOM 3aKOHOAaTENbCTBOM.

Ons dounbTpaumum noToka NepBUYHBIX COBLITUIA, PErMCTPUPYEMbIX B XXypHanax, pekoMeHayeTca npume-
HATb CPeACTBa KOpPensLMM cobbITUI, ONTUMU3NPYIOLLME 3aMUCK B XXypHanax MHUMAEHTOB No 6e30MacHOCTU.

5.4.2.5 lMogoTyeTHOCTb

PerncTpauus geiicTBui B CeTU y4aCTHUKOB CETEBOr0 B3aUMOAENCTBUS AOITKHA obecneumBaTh BO3MOX-
HOCTb MONYy4YeHUsA AOKYMEHTanbHOro NoATBepXaeHna aTux aeicteuii cornacHo FOCT PUCO/MOIK 17799 (pas-
aen8)n[7].

5.4.2.6 LlenocTHOCTb AaHHbIX M MpPOrpaMMHbIX CpeAcTB AorpkHa ObiTb obecneuyeHa cornacHo
FOCTP UNCO/M3K 17799 (paszgen 8), TOCT P MCO/M3K 15408-2 (nogpasgen 10.11).

Ansa obecneyeHns LLENOCTHOCTU XpaHUMBIX W NepeaaBaeMbIX AaHHbIX, 3aWuUTbl X OT Moaudukauun,
YHUUTOXEHWs1, co3aHus (BCTaBKW) M MOBTOPHON Nepeaayn AorkHa ObiTb UCKINIOYEHA BO3MOXKHOCTb HEKOHTPO-
NMpyeMoro AocTyna K HUM CO CTOPOHbI 0BCNyXMBatoLero nepcoHana.

B cucTemax 1 ceTaX kene3Ho40POXHON 3MEeKTPOCBA3N A0IDKHA OTCYTCTBOBATL BO3MOXXHOCTb YAaneHHOo-
ro BO34encTBMA Ha NopThl ceTeBoro 06opyaoBaHna, CBA3aHHLIE C ero KoHUrypupoBaHMeM.

B cuctemax n ceTax kenesHoAOPOXKHOM 3NEKTPOCBA3U AOMMKHA 06ecneunBaTbca LLeNOCTHOCTbL NPorpam-
MHoro obecrneyeHns CpeACTB CBS3W, BKIOYAOLLLaa UCNONb30BaHWe NNLEH3UOHHOW aHTUBUPYCHOM 3aLUUThI, C
obecneveHnemM BO3MOXHOCTN aBTOMATUYECKMX OBHOBNEHUI, ANA 06HapYXeHUs U YHUMTOXEHUS 3NIoHaMepeH-
Horo koga (BMpycoB 1 ap.).

JonxHo o6ecneunBaTbCs LieHTpanM3oBaHHOE YNpasieHne MexaHn3amamm aHTUBUPYCHOM 3aLLuUThI.

5.4.2.7 BesonacHocTb UHPaACTPYKTYphI A0MKHa ObITb 06ecneveHa cornacHo FTOCT P UCO/M3K 17799
(paspen7)u[7], [8], [9].

TexHu4eckue cpeacTea, UCMoNb3yemble Afs nepegaqn, o6paboTku 1 (MnNu) xpaHeHUs! ynpaensioLwei
nHopMaLMK, AOMKHbI 6bITb (PU3NYECKA N30NMPOBaHLI OT BCNOMOoraTenbHbIX (06ecneunBatoLLmx) TeXHUYec-
KUX CpeAcTB.

Ons no6oro annapaTHoro o6opyaoBaHus U (MNK) NporpamMmmHoro obecneyveHnst 4oMMKHbI NPUHUMATHLCS
MepbI M0 YCTaHOBKE PEKOMEHAOBAHHbIX U3roTOBUTENEM OBHOBNEHWUIA M (MNK) B KpaTYaNLLNE CPOKM AOIDKHO OCY-
LEeCTBNATLCA YBeAOMEHWE Nofnb3oBaTenen 06 06HapyXeHHbIX YA3BUMOCTAX UCTIONb3yeMoro 06opyaoBaHus
1 (UNn) NnporpaMMHOro obecneyeHus, a Takke 0 HapyLWeHUaX cuctembl 6e3onacHoOCTU, KOTOPLIE MOTYT UMETb
nocneacTBUS Asi CUCTEM U CETEN XKeNe3HOAOPOXHON 3NeKTPOCBA3N.

MoaknoveHnss ceTell KenesHoAOPOXKHON 3MEKTPOCBA3U K CETAM, UMEIOLLIMM BbIXOA Ha ceTu obliero
Nonb3oBaHWs U ceTU Nepeaayn AaHHbIX, A0MMKHbI OCYLLECTBAATLCA TOSMbKO Yepes MeXceTeBoe aKpaHNpoBaHue
N 6bITb cHaGXeHbl cepTUDULMPOBAHHBIMU CPeACTBaMN OBHapYXeHUsI BTOPXKEHUS U aHTUBUPYCHOW 3aLUMThI.
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B cucTeMax 1 ceTaX enesHoAopoXXHON 3NeKTPOCBA3M AorkeH GbiTb onpeaeneH nepeveHb COCTaBHBIX
KOMMOHEHTOB U 351IeMeHTOB, TPEBYIOLIMX 3aLUUThI.

CpegacTBa 3aluThl UHGOPMALIMK, UCTIONb3YEMbIe B CUCTEMAX M CETAX KeNe3HOA0POXHOM 3MeKTPOCBA3N,
[AOMKHLI MEeTb AENCTBYIOLWME CepTMdUKaThI (aTTECTaTbl) COOTBETCTBUSA U NPOXOAUTL MPEAYCMOTPEHHbIE NPO-
Leaypbl NpoBepKM.

B cucTemax 1 ceTax XesesHoA0pOXHON 3MEKTPOCBA3N He 40MKHBI UCNONbL30BaThcsA Mepbl GezonacHoc-
TW, KOTOPBIE HAHOCAT Bpe ] HEMPUUYACTHLIM cyBbekTam HdopMaLoHHOro o6MeHa. Mcnonbayemble nporpam-
MHO-annapaTHbIe CPeACTBa 3allMThl HE AOIDKHBI YXYALAaTb XapakTePUCTUKA OCHOBHBIX TEXHUYECKUX CPeacCTB.

6 TpeboBaHMSA K XKene3HOAOPOXKHON 3MEKTPOCBA3N, €€ COCTaBHbIM YacTAM
U 3NeMeHTaM COCTaBHbIX YacTein nNo oéecnevyeHuno 6e3o0NacHOCTU

6.1 TPGSOBaHMﬂ K XXene3HO4OPOXHON 3MeKTPOCBA3U NO o6ecneveHuto 6esonacHoro ABWkeHUA
Xene3HoAOpPOXHOro nNoABUMXXHOIO coctaBa C YCTaHOBﬂeHHOﬁ CKOPOCTbIO U MUHUMANBbHbLIM
WUHTepBanoMm cnenoBaHuA

6.1.1 Tpe6oBaHuA byHKLUUOHANBbHON 6e30MacHOCTU U HAAEXKHOCTHU

6.1.1.1 JomxHbl 6bITb 06ecneveHbl 3almTa 0T HeCaHKUMOHUPOBAHHOMO NPOHUKHOBEHWUA U AOCTYMHOCTb
B o6cnyxusaHuu cornacHo FOCT P UCO/M3K 17799 (pasgen 9).

6.1.1.2 TpeboBaHua cdyHkUMOHaNbHOM BesonacHoCTU Ha PYHKLUMOHANbHOM U TPAHCNOPTHOM YPOBHE
Kene3HoO0POXKHOWN 3NeKTPOCBA3U AOMKHBI ObITh ycTaHoBAeHbI cornacHo FOCT P UCO/M3K 15408-2 (pazae-
net 8,10,17).

6.1.1.3 TpeboBaHna dyHKUMOHaNbLHOW 6€30MacHOCTU Ha YPOBHE NPUNOXEHUR, YyCNyr U ynpaBreHus
Kene3HoO4OPOXKHON 3NeKTPOCBA3LI0 A0MKHbI BbITh yecTaHosneHbl cornacHo FOCT P NCO/M3K 15408-2 (pas-
aenbl 10, 14)uTOCT P 61508-2 (paspen 7).

6.1.2 TpeboBaHuUa WHGopMaLMOHHOW 6e30MNacHOCTM AOMKHBI BBIMOSHATBECA, COrNacHo 5.4 U cooT-
BeTCTBOBaTb TpeboBaHUAM, ycTaHoBneHHbIM TOCT P 52448 (pasgen 6) n FTOCT P UICO/M3K 13335-1 (pas-
aen 10).

6.1.3 Tpe6oBaHuUsl K OpraHU3aLUOHHON U pusnveckomn 6ezonacHocTn

6.1.3.1 OpraHusaumnoHHble Tpe6GoBaHMs 6e30MacHOCTU Ha YPOBHE UHPACTPYKTYPbI XKENE3HOAO0POX-
HOM 3NeKTPOCBA3N ycTaHOBMEHBI B 5.1.1 U AOMKHBI cOOTBEeTCTBOBaTL TpeGoBaHusam cornacHo FOCT P 27001
(pasgen 4).

6.1.3.2 OpraHusauuoHHble TpeboBaHus 6e3onacHOCTN Ha PYHKLUMOHAMBHOM U TPAHCMOPTHOM YPOBHE
XKene3HoA0POXHOMN 3NEKTPOCBA3N YCTaHOBMNEHbI B 5.2.1 U AOMKHBI COOTBETCTBOBaTL TPeBOBaHUAM COrNacHo
FOCT P 27001 (pasaen4).

6.1.3.3 OpraHusauunoHHble TpeboBaHusl 6e30NacHOCTU Ha YPOBHE NPUMOXKEHWUI, YCNyr U ynpasneHus
KenesHOA0POXHOMN 3NEKTPOCBA3bI0 yCTaHOBMEHbI B5.3.1 M A0MKHBI COOTBETCTBOBATL Tpe60OBaHUAM COrlacHo
FOCT P 27001 (pasgen4).

6.1.3.4 OpraHuzaumnoHHble TpeboBaHUs U Mepbl 6€30NacHOCTU B MITOCKOCTAX YNPaBReHUS Xene3Hoa0-
POXHOWM 9NEeKTPOCBA3bLIO yCcTaHoBMEeHbl B 5.4.1 M AOMKHBI COOTBETCTBOBaTbL TpPebOBaHMAM cornacHo
rOCT P 27001 (pasaen4).

6.2 Tpe6oBaHUA K XKeNne3HOAOPOXHOW 3INEKTPOCBA3INM No ob6ecnevyeHMO MOHUTOPUHra
napamMeTpoB (PyHKLMOHMPOBAHUA U UHTETPUPOBAHHOIO YNpaBneHUA TEXHONOINM4ecKon ceTbio
CBSI3M M YaCTOTHO-BPEMeHHON CUHXPOHU3aL UK

6.2.1 TpeboBaHusa no ob6ecneveHno 6e3onacHOCTU Ha YpoBHE UHMPACTPYKTYPbl XKene3Ho4oPOXHON
3anekTpocBasn cornacHo 5.1.1—5.1.3.

6.2.2 TpeboBaHus no obecneveHnto besonacHOCTU Ha YpoBHe TpaHcnopTa/nepeaaun n pyHKUMoHarb-
HOM YypoOBHe (MaplUpyTU3auua, KOMMYyTauusl, [OCTYM) >KENe3HOAOPOXKHOM SMeKTPOCBS3UM COrflacHo
5.2.1—-5.23.

6.2.3 TpeboBaHus no obecneveHuto 6e30nacHOCTU CpeaACcTB, CUCTEM, CETEN U BUAOB XKeNe3HOAOPOXHON
3NEeKTPOCBA3W Ha YPOBHE NPUMOXEHUA, YCIYT U ynpasneHus cornacHo 5.3.1—5.3.3.

6.2.4 TpeboBaHUs K CETU YaCTOTHO-BPEeMEHHON CUHXPOHU3aunu, cornacHo [10].

6.2.5 Cpenctea 1 CUCTEMbI XENEe3HOA0POXKHOM 3NEKTPOCBA3N YPOBHA NPUNOXKEHWUA, YCNyr 1 ynpasne-
HWUA AOMKHBLI UMETh B CBOEM COCTaBe 3aluvLleHHbIe CUCTEMbI MOHUTOPUHIA U aMUHUCTPUPOBaHUS COrfacHo
4.10.3.1.
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6.3 Tpe6GoBaHUs COBMECTUMOCTU MOACUCTEMBI XKeNe3HOAOPOXKHON 3MeKTPOCBA3N C APYrUMU
noacucteMamu MHQPaCTPYKTypbl XeNe3HOAOPOXKHOro TpPaHCNopTa W JKene3HOAOPOXHbLIM
NOABWKHbLIM COCTABOM

CucTeMbl U cpeACTBa XenesHoAoPOXKHON 3NeKTPOCBA3M A0IKHbI COOTBETCTBOBaTL TpeboBaHUAM nome-
XOYCTOMYMBOCTW, YCTAHOBMNEHHbIM NPUMEHUTENBHO K PasfUYHLIM NOpTam annapaTypbl XXene3HOAoPOXHOM
3NeKTPOCBA3N, NP BO3AEACTBUN:

- aneKkTpocTaTuyeckmx paspagos — B cooteeTcTBUM ¢ TOCT P 51317.4.2 (pasgensi 4 n 5);

- HaHOCEKYHAOHbIX UMMYNbCHBLIX MoMeX — B cooTBeTcTBUM ¢ TOCT P 51317.4.4 (pa3genbl 4—7);

- MUKPOCEKYHAHbIX UMMYMbCHBIX MoMeX 605bLIoi 3Heprun — B cooTBeTcTBUM cTOCT P51317.4.5 (pas-
aenel 3—5);

- AMHaMUYECKUX N3MEHEHWIA HanpskeHUsA anekTponuTaHua — B cootseTcTBUM ¢ FTOCT P 51317.4.11
(pasgen 6 n npunoxexue b);

- pagnovacTOoTHOro 3MekTpoMarHuTHoro nons — B cooteeTcTBUM c FTOCT P 51317.4.3 (pasgen 5 v npu-
noxeHue A);

- MarHWTHOro nons NPoMmblLWAeHHoN YacToTel — B cooTBeTcTBUU ¢ TOCT P 50648 (pasgen 5);

- KOHAOYKTMBHbIX NoMeX B nonoce YactoT o1 0,15 o 80 MI'L, HaBeAeHHbIX paAnoYacTOTHBIMU 31EKTPO-
MarHuTHbeIMKU nonamun, — B cootBeTcTBUN ¢ TOCT P 51317.4.6 (pasgen 5);

- KOHAYKTMBHbIX Momex B nonoce vyacTtoT o1 0 go 150 k'y, — B cootBeTCTBUM ¢ TOCT P 51317.4.16 (pas-
aen 5 nnpunoxeHne A).

6.4 TpeGoBaHMA nNO coxpaHeHUw paboTocnoCOGHOro COCTOSIHUA KeNe3HOAOPOXHOMN
3NEeKTPOCBA3N BO BCEX NpefyCMOTPEHHbLIX NMPU MPOEeKTUPOBAHUM YCIOBUSIX U peXxumax B
TeyeHue YCTaHOBMNEHHbIX CPOKOB CNYXObl

6.4.1 TpeboBaHusi no obecneveHnto 6e3onacHoOCT Ha YpPoBHe UHGPACTPYKTYPbl XeNe3HoA0POXHOM’
3NEeKTPOoCBA3N — cornacHo 5.1.2.

6.4.2 TpeboBaHus no obecneyeHnto 6e30MacHOCTM Ha YPOBHe TpaHcnopTa/nepeaayn U pyHKLMOHAb-
HOM YpOBHE (MapLUpyTU3aLMsl, KOMMYTaLusl, AOCTYN) Kene3Ho40POXHON 3NeKTPOCBA3N — cornacHo 5.2.2.

6.4.3 TpeboBaHus no obecneveHmno 6e3onacHOCTU CPEACTB, CUCTEM, CETEN U BUIOB XXENe3HOA0POXHON
3MeKTPOCBA3U Ha YypOBHE NPUIOXKEHWUIA, YCIYr U yripaBneHus — cornacHo 5.3.2.
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Ta6nwuuya A1

Mpunoxenne A
(pexomeHgyemoe)

MepeyeHb OCHOBHLIX YIPoO3

HaumeHoBaHune

McTouHuK yrposbl/kaTeropusi
HapyluTens

Acnonbayemble ys3BUMOCTHM (npumep)

C6on n ownbkn B paboTte npo-
rpammHoro obecneveHust U Tene-
KOMMYHWKaUMOHHOro  o6opyaoBa-
HUS

dopc-maxopHele 06cTOSs-
TenbCcTBa

HecBoeBpemeHHasi ycTaHoBka oOOHOBMe-
HUWIA NporpamMmHoro obecneveHus.

HepocraTouHast koopguHaumsi OeNCTBUN
noapasgeneHuii skcnnyaTaumm U TEXHUHECKON
noaaepKku

TexHoreHHele ABMeHust (noxap,
HaBoAHeHVe)

dopc-maxopHble o6cTosi-
TenbCcTBa

OcoBeHHOCTH pacnonoXeHus.

HecobniogeHne Mep npPOTMBOMNOXapPHOWN
BezonacHocTw.

OtcyTcTBME NnaHa AevMCTBUN B YPE3BbI-
YaWHbIX CUTyaUMUAX

Kpaxa/BaHganvnam

BHewHmne/BHYTPEHHNE
3710YMbILWNEHHWKN

OtcyTtctBYeT cuctema cusmdeckon beso-
NacHoCTU

C6ou un owmnbkn B pabote npo-
rpaMmMHoro obecneveHus

Popc-maxopHble 06CTOR-
TenbcTea

HepoctaTouHaa koopavHaums [EeNCTBUM
noapasgeneHvin sKcnnyatauum v nogpaspe-
NEHNN TEXHUYECKOW NoAAEPKKN

PaspyweHne kaHana cBsian

Popc-maxopHole 06CTOR-
TenbCTRa

PasmeweHne kabena Ha HEKOHTponupye-
MOW TEPPUTOPUN

C6Goli B ceTV SNeKTponuTaHus

Popc-maxopHole 06CTOR-
TenbCTea.

OTcyTCTBME pe3epBHOro MUTaHUA

C6Goli B paboTe CUCTEMbI BEHTU-
NALMK Y KOHANLMOHUPOBaHWS

dopc-maxopHble obcTos-
TenbcTBa. BHewHwne/BHYTPEH-
HWE 3MOYMBILWNEHHUKN

OTCcyTCTBME CTaHOAPTOB Ha pa3MelleHue
06opyoBaHWs HA TEPPUTOPUN OPraHU3aLun.

OtcyTtctBue obcnyxuBaHusi obGopyaoBa-
HWS1, OCYLLLECTBISIIOWEro KOHAULIMOHUPOBaHUE
BO3yxa

Ownbkun nepcoHana

CoTpyaHuKM opraHnsaumm

HepocraTouHass koMneTeHUUs1 NOINb30Ba-
Tenen.

HepoctaTouHO OTBETCTBEHHLIM NOAX04 K
pabore.

OTcyTcTBME NOAAEPKKM MONb3oBaTenen

HexeaTtka nepcoHana

CoTpyaHvKM opraHnsaumm

HepoctaTouHoe ¢hmHaHcMpoBaHue.
HebnaronpusiTHble NPOU3BOACTBEHHBIE OT-
HOLIEHUS

HepocTtaTto4yHoCcTb
HanbHbIX XapakTepUCTUK

dyHKUMO-

Mpouaeogutenu obopyao-
BaHWs1 U NporpammHoro obec-
neveHus

OTcyTCcTBME CPEACTB 3alMThl CUCTEMBI OT
NpeBbILLEHNS OrPaHNYeHnI Nno pecypcam (06b-
€M OnepaTVBHOM NaMsiTW, XECTKUX [AUCKOB,
NponyckHasi CrocoBHOCTL W T. N.)

Panbcnrkauma NONHOMOYNN

BHewHme/BHYTPEHHNE
3110YMbILLIEHHUKM

Vcnonb3oBaHue HeZOCTaTOYHO CITOXHBIX
naponen

3noynoTpebneHne NornHOMouU-
AMK

BHewHme/BHYTPEHHNE
3110yMbILLNEHHUKM

Mcnonb3oBaHve HegoCTaTOYHO CHOXHBIX
naponen.

BO3MOXHOCTb yaaneHHOro agMMHUCTPUPO-
BaHWA CUCTEMBI.

CnoxXHoCTb M HeyaoOCTBO HasHaueHus
npae

MpumeHeHne BPEe4OHOCHOIo
nporpaMmmMHoro oGecneveHust

BHeluHne/BHyTpeHHue
3110y MbILLITEHHWKM

Hanumuve HegeknapupoBaHHbIX BO3MOX-
HocTel, fobaBneHHbIX Ha 3Tanax NPoeKTUpo-
BaHuWA u paspaboTku.

B0o3MOXHOCTE MOAgNMMKALMM UNK NOBPEX-
AeHns nporpamMMmHoro obecneveHus
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HaumeHoBaHue

UcTouHuk yrposbi/kateropusi
HapywmTens

Ucnonbsyembie ysa3BUMOCTH (Npumep)

Hepgonyctmmoe ncnonb3oBanue
obopyaoBaHus

BHewwHue/BHYTpEHHNE
3MOYMBILLNEHHWKM

HeonpegeneHne OTBETCTBEHHOCTU  3a
obecneveHne Ge3onacHOCTU MHPOPMALUOH-
HOW CUCTEMbI.

BO3MOXHOCTb YCTAHOBKM BPEAOHOCHOIO
nporpaMMHoro obecneveHnsi Ha onepaunoH-
HYI0 CUCTEMY

OTKas oT AencTBUn

BHewHue/BHYTpEHHNE
3MOYMBILLNEHHWKM

OTcyTCcTBUE pervcTpaumm cobbiTui.
He ncnonbsoBaHue cuctembl BEAEHUA CUC-
TEMHbIX COBbITUI

C6on B paboTe BHeEWHero cep-
Buca

MocTaBwmkn cepeuca

OTcyTCcTBME B A4OrOBOpax MONMOXeHUW, pe-
rynvpyowmx MakcuMasbHO JOnycTumoe Bpe-
M# NMPOCTOA Ba)XHbIX CEpPBUCOB

Yrpo3bl YpOBHSA CETEBbIX MHTEP-
cericos

dopc-maxopHble 06CTOs-
TenbcTBa

HekoHTponupyembiv (hnsmyiecknin goctyn K
cpeae nepegaqy faHHbIX, MO3BONAIOWMWIA OCY-
WeCTBUTL ataky Tuna «oTkas B obcnyxusa-
HAM»® C HapyweHWem UernocTHOCTU husm-
YecKon cpeabl Nnepeaayn aHHbIX

Yrpo3bl ypOBHA MEXCETEBbIX
B3aumMoaencTBui

BHewHue/BHYTpEHHNE
3MOYMBILLNEHHWKM

He npumensiioTca cpeactea kpyntorpadu-
YECKOW 3aWwmThl MHpOpMaLMK, YTO NO3BONAET
OCYWEeCTBUTL NepexeaT U moaucnkaumio mH-
cdopmaumn, nepegaBaemMonm nNoO  KaHanam
CBA3N.

OTCyTCTBYIOT CPEACTBA KOHTPONS LENOCT-
HOCTU nNepeaaBaemon uHopmaunm, 4To no-
3BONSET OCYWECTBUTL Nepexsat u moandu-
Kauuio nHcpopmauum, nepegaBaemomn No KaHa-
nam cBfA3un

Yrpo3bl YpOBHS NMPUIOKEHUA

BHewHme/BHYTPEHHME
3110YMbILLMEHHUKM

Mcnonb3oBaHne ysi3BUMbIX Bepcui Mpo-
rpaMMmHoro o6ecrieyeHnsi Ha akKTMBHOM ceTe-
BOM o6opyaoBaHuM, cepBepax u pabounx
CTaHUMSIX, NO3BOIISIOLLEE MONYYMTh HECAHKLU-
OHUPOBAHHbIW JOCTYN K aKTMBHOMY CETEBOMY
060pyI0BaHNIO U CEPBUCAM.

OTcyTcTBME cpefcTBa KOHTPOMs AOCTyna,
no3Borsiollee Nony4nTb HeCaHKLUMOHUPOBaH-
HbI 4OCTYN K aKTMBHOMY ceTeBoMy obopyao-
BaHUIO W CepBUCAM C UCMONb30BaHUEM
mMeToza noabopa napons (B TOM YMCIe B KOM-
6uHauMM Cc aTakol Tuna «oTka3 B 06CnyxuBa-
HUW», HanNpaBIliEHHOW Ha cepBepbl ayTeH-
Tncpmkaumm)

Hapywenne yHKUMOHMPOBa-
Hus cnyx6 DNS, SMTP, SNMP

BHewHme/BHYTPEHHME
3110YMbILLMEHHWKM

HekoppekTHble HaCTPOMKKM WITaTHBIX MeXa-
HU3MOB 3aLLMTbI NPOrPaMMHOro obecneyeHwmsl.

OTcyTCTBME  [IONMONHUTENBHBIX MEp MU
CcpeACTB 3alUmThI.

HecBoeBpemeHHasi ycTaHoBka OGHOEne-
HUI NporpaMmmHoro obecneveHus

Moandukaums dhannos KoHbU-
rypaumm TenekoMMYHWKaLUOHHOIo
obopyaoBaHus

BHewHwii/BHYTPEHHUIA Ha-
pywmtens

OtcyTcTBMe pasgeneHust NONHOMOYUNA.

HepocTaTouHOCTb permcTpypyeMbix Cuc-
Temol ayauta cobbITUi.

HepocTaTouHbI KOHTPONb HaA AEUCTBUS-
MM MepcoHana nogpasfeneHun aKcnnya-
Taumm.

OTcyTCTBME [OMNONHUTENbHBIX Mep WU
CpeAcTB 3aluuThl

O3HakoMneHne C NPOEKTHOW U
HOPMAaTUBHO-TEXHUYECKON  [OKY-
MEHTauMen Ha CuCTemy

BHewHwii HapywuTens

OtcyTcTBMe pasgeneHnst NoNHOMOYUN.
OTtcyTcTBME pernameHTa XpaHeHust n Joc-
Tyna K A4OKyMeHTaLum
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lMpodomkerHue mabnuysi A.1

HaumeHoBaHue

NCTOUHWK yrposbl/kaTeropus
HapyLmTens

Acnonb3yemble yasBuMocTu (npumep)

Mony4yeHne nHbopmaumm o co-
CTOSIHUM  TENEKOMMYHVKaLVMOHHOIO
obopyaosaHus

BHeLWHWI/BHYTPEHHWI Ha-
pywuTens

HepocTtaTouHbIi KOHTPONb Haz AEWUCTBUSI-
MU nepcoHana nogpasgeneHur Kcruya-
Taumm.

OTcyTCTBME KaTeropupoBaHusi UHoOpma-
UnKn, KOHTPOIA gocTyna v ayguta

Paspyuwenune kaHana cBasm

BHeLWHWIN/BHYTPEHHUI Ha-
pywmurens

PasmeuweHue kabens Ha HeKOHTponupye-
MOV TEppUTOPUM

HapyweHnne wratHoro yHKUm-
OHUPOBaHUsA

Oueepcus

HepocTtaTouHbIi KOHTPONb Haz AEUCTBUSI-
MW MepcoHana nogpasaeneHun akcnnyaraumm

Hapywenwne ycriosuii cornaiue-
HUA O KOH(PMAEHUMANbHOCTU U
pasrnalweHme mMaTepuanoB MpOek-
Ta (QokymeHTaumm)

BHeLWHWIN/BHYTPEHHUI Ha-
pywuTens

MpenocTaeneHne pa3paboTunky M3bbITou-
HOM uHgopmaLmun.

OTcyTCTBME MEXaHU3MOB KOHTpons cob-
TNIOAEHNA YCNOBUI KOHUAEHLMANbHOCTU

HekoppekTHoe oOpalieHne c¢
KaHanoM AocTtyna

PaszpaboTtunk

HepocTaTouyHOCTL perncTpvpyembix cuc-
TemMoln ayamTa CoObITUNA.

OTcyTCcTBME KOHTpONSA M dukcaummn aen-
CTBUI NepcoHana TeXHU4YECKOM NoaaepKKu.

OTCcyTCTBME OONONMHUTENBHBIX Mep U
cpeacTB 3awWmThl

Moandwmkaumsi hannos KOHK-
rypaumm TenekoMMYyHUKaLWOHHOTO
o6opyaoBaHus

BHewHun coTpygHvK Tex-
HWYECKOW NoAaEPXKN

OTcyTcTBYE pasgeneHns NONHOMOYUIA.

HepocTtaTouHOCTE permcTpupyemsbix cuc-
Temon ayauta cobuiTui.

OTcyTcTBME KOHTpONA u dukcauumn aen-
CTBUW NepcoHana TeXHUYECKOW NOAAEPXKKN.

OTcyTCTBME  AONONHUTENBHBIX MEp M
CpPEeACTB 3almThI

Moandwrkaums annos KOHPK-
rypauuym CUCTEMHOTO MPOrpamMmHO-
ro obecneveHus

BHeWHWn coTpyaHuK Tex-
HWYECKOW NoaaepXKu

OrtcyTcTBME pasgerneHns NoNHOMOYMMN.

HepoctatoyHOCTb permcTpupyembix cuc-
Temou ayauTa cobbITUIA.

OTcyTCTBME  AOMNONHUTENBHBIX MEp M
CPEeACTB 3aWmThl

MUHUCTPATOP CeTn)

Moandukaumsa annos KoHU- BHyTpeHHVIn  coTpyaHMK OtcyTcTBYE pasaeneHus NONMHOMOYWIA.
rypauuym TeneKoOMMYHVKALUOHHOIO | TeXHWYECKON noaAepxkv HepocTaTouHOCTb perncTpypyeMbix cuc-
obopyaoBaHus (aaMuHmcTparop) TEMOI ayamTa cobbITUI.

OtcyTcTBME KOHTpONsi U dukcauum aen-
CTBUIA NepcoHarna TeXHNYECKOW NOAAEPKKN.

OTcyTCTBME  AOMNONHUTENBHBIX Mep U
CpeACTB 3almThl

HapyweHne yHKUMOHMpPOBa- BHyTpeHHun  coTpyaHmK OTtcyTcTBME pasaeneHns NONHOMOYMNA.
HUS CEepBMCOB CUCTEMbl YMpaB- | TEXHWYECKON MNOANEPXKKN HepocTaToyHbI KOHTPONb Haf, AENCTBUSA-
nexus (agMuHucTpaTop) MU nepcoHana noapasaeneHunii akenyaraumm

LieHTpanbHoro ogmca.
OTcyTCTBME [OMNONHUTENBHBIX Mep W
CpeacTB 3aluThl

Mogndukaums XypHarnos BHyTpeHHUI  coTpyAHuK OTtcyTCcTBME pa3geneHnst MONMHOMOYUNA.

ayauTta TeXHU4YecKon noaaepxku (aa- OTcyTcTBUE [OONOMHUTENBHBIX Mep W

CpeAacTs 3alWuThl

Moaundukauus hannos KOHPU- AAQMUHUCTpaTOp OTcyTCTBUE pasaeneHns NONHOMOYUN.
rypaumy TenekoMMyHUKaLMOHHOTO HepoctatouHOCTb pPerncTprpyeMbix cuc-
o6opyaoBaHus TEeMOW ayauTa cobbITUIA.

OTcyTCTBME KOHTPOMs U hukcauumn gen-
CTBMWI NepcoHarna TeXHW4EeCKoN Noaaepku

Mogundumkaums XypHarnos AgMUHUCTpaTop OTtcyTcTBME pasgeneHnsi NONHOMOYUIA.

ayguta OTCcyTCTBME  PE3EepPBHOINO  KOMMPOBaHUsI

XKYpHanoB ayauTa v Ux 3awmThbl
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HaumeHoBaHue

UcTouHuK yrposbi/kateropus
HapyLumMTens

Ucnonbsyembie yazsumocTu (npumep)

Mopgudukauusn cdannoB koHpK-
rypaumm CUCTEMHOIO NMPOrpammHO-
ro obecrneyeHusi

AgmuHnucTpaTop  Aexyp-
HOW CMEHbI!

OtcyTcTBMe pasgeneHns NONHOMOYUNA.

HepocTtato4HOCTb permcTpupyemMbix cuc-
Temon ayauta cobbiTun.

OrcytcTBMe  AONONHUTENbHBIX
CpeAcTB 3aWwmTh

mMep wu

Mogudukauus cdannoB koHpK-
rypaumm TereKOMMYHUKaLWOHHOIO
obopyaoBaHus

AgmuHucTpaTop  Aexyp-
HOW CMEHbI

OtcyTcTBMe pasgeneHns NONHOMOYUNA.

HepocTtato4HOCTb permcTpupyemMbix cuc-
Temon ayauta cobbiTun.

OrcytcTBMe  AONONHUTENbHBIX
CpeAcTB 3aWwmThbI

mMep wu

Y1pata pauctpubyTMBOB npo-
rpaMmHoro obecneyeHusi CUCTEMBI
ynpaBneHus

AgmuHucTpaTop  Aexyp-
HOW CMEHbI

OTcyTcTBUE pasgeneHnsi NONHOMOUMIA.
OTcyTCTBME pernameHTa AoOCTyna K auc-
TpubyTMBamM nporpammHoro oGecneveHus

Hapywenne dyHKUMOHUPOBa-
HUSt CEepPBUCOB CUCTEMbI YMNpaere-
HUS

BHyTpeHHun  coTpyaHuK
TEXHUYECKON noaAepKKM
(aamuHmncTpaTop cetn)

OTtcyTcTBME pasaeneHnst NONHOMOUUA.

HepgoctaTouHbIii KOHTPONb HAQ AEUCTBUA-
MU MepcoHana noapasgeneHun  JKcrnya-
Tauun.

OTcyTCTBME  AOMNONHUTENBHBIX
cpeAcTB 3aWwmThl

mMep wu

Hapywenne yHKUMOHMPOBa- AgmuHmncTpatop  Aexyp- OtcyTcTBME pasgeneHns NONHOMOYUNA.
HUS cepBUCaA TOUYHOTO BPEMEHU HOW CMEHbI HepgoctaTouHbIi KOHTPONb HAQ AEUCTBUA-
MU MepcoHana noapasgeneHun  akcrnya-
Tauum,
OTcyTcTBME  OONONHUTENBHBIX MEP M
CpeAcTB 3aWwmThbl
HapyweHne dyHKUMOHMPOBA- AOMUHMCTPATOP  AeXyp- OTtcyTcTBME pasaeneHnst NONHOMOUUIA.
Hus: VLAN cuctembl yganeHHOro | HOW CMeHbl HegoctaTtoyHOCTb perMcTpupyeMbiX Cuc-
yrnpaeneHus, CepBnUCOB MexceTe- Temol ayauta cobbITUi.
BOr0  9KpaHWpoBaHusi  Tpacduka OTcyTCTBME  [OMOINHUTENBHBIX Mep MU
VLAN MOHWMTOpWHIra ceTeBbIX are- CpeAcCTB 3aWmThl
MEHTOB CeTn
HecaHkunoHupoBaHHOE  Moa- AOMUHMUCTPATOP  AEXyp- OTcyTcTBUE pa3feneHusi NoNMHOMOUUNA.
KITIOYeHUEe K TEeNeKOMMYHMKALUOH- | HOW CMeHbl HepocTaTouHbIN KOHTPONb 32 AENCTBUAMU

HoMy obopyaoBaHuio

nepcoHana nogpasfeneHuii akcnnyaraumm.
OTcyTCTBME [OMOMNHUTENbHBIX Mep W
cpecTB 3alUUThbI
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Bubnuorpadcusn
PekomeHaaums ApxutekTypa b6eszonacHocTy Ans cuctem, obecneumBaowmx CBs3b MEXAY OKOHEYHbIMM
MCO3-T X.805 yCTpONCTBaMU
Pekomenpgaums Be3onacHOCTb A4J1s NIMOCKOCTV agMUHUCTPAaTUBHOTO ynpaeneHus: Tpebosanusi Geaonac-
MC3-T M.3016.1:2005 HocTn
PekomeHgauusi Be3onacHOCTb 4ns NNOCKOCTU aAMUHUCTPaTMBHOIO yNpaBneHus: Ycnyru no obecneve-
MC3-T M.3016.2 HUto 6e3o0nacHoOCTH
PekomeHaaums Be3onacHoCTb Ansi NNOCKOCTU agMUHWUCTPaTMBHOIO ynpaenenus: MexaHnam Gesonac-
MC3-T M.3016.3 HOCTK
PekomeHngauus BesonacHocTb 4rA NMOCKOCTU aaMUHUCTPaTUBHOTO yrpaenenus: NMpodopma cTpykTypbl

MC3-T M.3016.4

MpaBuna NogBecky M MOHTaXa CaAMOHECYLLLEro BONTOKOHHO-ONTUYECKOro kabensa Ha onopax KOHTAKTHOW CETU U Bbl-
COKOBOJIbTHbIX NMHKI aBTobrNokMpoBky (yTBEepxaeHsl MIMC PP 16.08.1999 r., Ne LIS/LINC-677)

Ykas MpeangeHta Poccuiickort ®eaepaumm Ne 351 ot 17 mapta 2008r1. «O Mepax no oGecneueHnio nHdopmaum-
OHHoW 6e3onacHocTn Poccuiickoi degepaumm Npyu UCNONb3oBaHUM MHGOPMALIMOHHO-TENEKOMMYHUKALMOHHBbIX
ceTel MexayHapoaHoro UHOpPMaLUnoHHOIro obmeHay

MepeveHb KpUTUYECKM BaxHbIX 06bekToB Poccuiickon Pegepauun (yTeepxaeH pacnopsbkeHnem Mpasutenscrea
Poccwiickoii ®eaepaumm ot 23 mapta 2006 r. Ne 411-pc)

depepanbHbiil 3akoH Poccuiickon Pepgepauum ot 7 mions 2003 r. Ne 126-$3 «O ceazn»

Mpaeuna noctpoeHusi 060pyAOBaHMs] TAKTOBOM CETEBON CUHXpOHM3auun (yTBepxaeHbl MuHcesizn Poccum
07.12.2006 1., Ne 161)
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