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BBeneHue

Ha nnenapHom 3aceganun MCO/M3BK CTK 1/TK 27 B HosGpe 1994 roga Gbina co3gaHa uccneaoBa-
TenbcKas rpynna ans paccMOTPEHUs1 BONPOCOB TECTUPOBAHUSA METOA0B 06eCneYeHuns A0BEPUSA U OLIEHKK CO-
OTBETCTBUSI NMPOAYKTOB U CUCTEM MH(OPMALMOHHBIX TexHonoruin (UT) ctaHgaptam Ge3onacHoctu MK 27 u
Apyrux opraHusauui (Hanpumep, ctaHaaptam MK 21 1 EBponenckoro MHCTUTYTa CTaHAAPTOB MO TENEKOM-
MYHUKALIMAM, a Takke HEKOTOPbIM UHTepHET-CTaHgapTaM, Coaep Kallumm acnekTbl, CBA3aHHble ¢ 6esonacHo-
cTb10). MNapannensHo B Hayane 1996 roga Ana npoekra «ObLwwwme kputepumny Obina cosgaHa pabodas rpynna,
3aHumMaloLasnca metogamu obecneveHus aosepus. ISO/IEC TR 15443 asnsetca pe3ynsrartoM AesTeNbHOCTU
9TUX ABYX rpynn.

HasHauenuem ISO/IEC TR 15443 sBnsieTca npeacraBneHue pasnuyHbiX MeToaos obecneveHus aose-
pusi u coaencTeue cneyuanuctam B oonactu UT B BbIGOpEe COOTBETCTBYIOLLETO METOAA 06ecneveHus aosepus
(Mnun kKOMOMHALMKN METOA0B) C LIENbIO MOMNYYEHUA YBEPEHHOCTU B TOM, YTO OLIEHUBAEMBI 0OBLEKT YAOBNETBO-
pSieT yCTaHOBNEHHLIM TpeboBaHuaM aoeepus k 6esonacHoctu UT. B ISO/IEC TR 15443 n3yqatotca noaxoabl
u MeToabl obecneyeHunst J0BEpUsl, NPEANOXKEHHbIE OpraHM3auusaIMKU PasnUYHOro TUNa, He3aBUCUMO OT TOrO,
BKIIIOYAIOT U B ce6A 9TU METOALI U NOAX0ALI YTBEPKAEHHbIE CTAHAAPTLI UMW CTAHAAPTLI «Ae-(hakToy.

ISO/IEC TR 15443 paccmaTtpuBaer:

a) CTPYKTYPHYIO MOAenb B3aMMOCBSA3M CYLLECTBYIOLMX METOAOB obecneveHus gosepus;

b) coBOKyNnHOCTL METOOB 0OecneYeHnUs A0BEPUA, UX ONUCAHME U CCbINIKM HA HUX;

C) npeacraBneHue obLLIMX U YHUKANbHbLIX CBOWCTB, NPUCYLUMX MeTogaM obecnevueHns 4osepus;

d) kauyecTBeHHOE U (MO BO3MOXHOCTU) KONMUYECTBEHHOE CPaBHEHUE CYLLECTBYIOMX METOA0B obecne-
YeHus JoBepuUs;

€) naeHTuduKaLuIo CUCTEM OLIEHKU JOBEPUS, CBA3AHHBIX C METOAaMK oGecnedYeHus 40BEPUS;

f) onucaHue B3auMOCBA3EH MeEXAY Pas3NU4YHbIMU METOAAMM 00ecneveHns 4OBEPUS;

d) PYKOBOACTBO MO CO34aHMIO, NPUMEHEHUIO U naeHTuduKkauum MeTogos obecneveHus aoBepus.

ISO/IEC TR 15443 cocTtouT U3 Tpex yacrein:

- yactb 1. OB30p 1 OCHOBbI; NpeacTasnaeT cobon 0630p pyHaAAMEHTaANbHBLIX KOHUENUMI 1 00uwee onu-
caHue MeToaoB obecnevyeHus aosepus. JaHHbId Matepuan cnoco6CTByeT NOHUMaHUIO Yactei 2 u 3 I1ISO/
IEC TR 15443. YacTb 1 npegHasHadeHa ana pykosoauTtenei B obrnactu 6€30nacHOCTU, OTBETCTBEHHBIX 3a
paspaboTky nporpammbl o6ecneyeHns gosepus k 6e3onacHoCTU, onpeaeneHne creneHn goeepus k 6esonac-
HOCTU CBOMX OBBEKTOB, OCYLLECTBNEHUE NPOBEPKU OLIEHKU cTeneHu aosepusi (Hanpumep, MCO 9000, SSE-
CMM (MCO/M3K 21827), UCO/M3K 15408-3) unu apyrux BugoB 4eaTenbHOCTM Mo 06ecneyYeHno 4oBepus;

- yacTb 2. Metoabl AOBEpUSA; NPUBOAUTCA OMUCAHME Pa3fIM4YHbLIX MEeTOAOB obecrnevyeHus AOoBepust u
noaxodoB, UX CBA3WU CO CTPYKTYPHOM MoAenbio obecrneyeHus foBepus kK 6e3onacHocTn u3 vactu 1. AKUeHT
[enaeTcs Ha naeHTUPUKaLmnio Ka4eCTBEHHbIX XapakTepUCTUK MeToqoB obecneveHns aosepus. JaHHbIn 40-
KYMEHT CrnocoBCTBYET MOHMMAHUIO CrneumanucToM B obnactu 6esonacHoctn UT npoueaypbl NonyyYeHus ao-
BEPUA Ha Pa3NMYHbIX dTanax XM3HEHHOro Lukna obbekTa;

- yactb 3. AHanu3 METOA0B AOBEPUA; NPUBOAUTCA aHanu3 obecneyeHns AOBEPUS OTHOCUTENbHO UX
pa3nuyHbIX XapakTepucTuk. AHanM3 cnoco6CTBYET MPUHATUIO OpraHoM obecneveHns JOBepUusi peLLeHus no
OTHOCUTENbLHOW 3HAYMMOCTH KaXKaoro noaxoaa k obecneveHmio 4oBepus u BbIOOpy noaxoaa(os), KOTOPbIN(e)
obecneyuT(ar) pesyneraThl, Haubonee COOTBETCTBYOLLME TPEDOBAHNUAM STOrO OpraHa. AHanu3 Takxke cnocob-
CTBYET OpraHy obecneyeHuss JOBEpUS B UCMOSIb30BAHUW Pe3ysSibTaToB AOBEPUS ANA nonyyeHus Tpebyemoi
yBEPEHHOCTU B 00beKTe. [laHHbIN JOKYMEHT npeaHasHadeH aAns cneumnanuctoB B obnactu 6esonacHoctu AT,
KOTOpbIE AOMKHbI OCYLLECTBUTL BbIOOP METOA0B 0GecrneveHns A0BEPUSA U NOAXOA0B K HUM.

B ISO/IEC TR 15443 aHanu3unpyotcs metoabl o6ecneveHns 4oBepusi, KOTOpPble MOTYT NpeaHa3Ha4YaTbCA
He TornbKo Ans 6esonacHocTu UT; ogHaKko pykoBoacTBo, npuBeaeHHoe B ISO/IEC TR 15443, orpaHnunBaercs
Tpebosanusmu k 6esonacHoctn UT. B ISO/IEC TR 15443 BKkNtoYeHbl 4OMNONHUTENbHbIE TEPMUHBI U MOHATUS,
pernaMeHTMpoBaHHbIE B APYrMX UHULMATUBAX MexayHapoaHou ctaHgaptusauum (CASCO) u mexayHapoa-
HbIX pyKoBoAcTBax (Hanpumep, B PykosoacTtee 2 MICO/MOK), ogHako npeacraesneHHoe B ISO/IEC TR 15443
PYKOBOACTBO NpeAHa3Ha4eHo TonkKo Ana obnactu obecnevennsa 6esonacHoct UIT n He npeaHasHayeHo ans
o6LLero MeHeHKMEHTa U OLIEHKKU KavyecTBa unm obecneveHns cooteeTcTeusa UT TpeGoBaHnaM 6e30nacHOCTHU.
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HAUMWOHANBbHBLIN CTAHOAPT POCCUNCKOWN ®EQREPALUMN

NHdopmaumoHHanA TeXHONOrmsa
METOAbI U CPEACTBA OBECNEYEHUA BE3ONACHOCTU
OcHoBbI AoBepua k 6esonacHocTu UT
YacTtb1
O630p 1 OCHOBBLI

Information technology. Security techniques. A framework for IT security assurance. Part 1. Overview and framework

Dara BBeaeHua — 2012—07—01

1 OBbnacTb NpUMeHeHUsA

1.1 Ha3HayeHue

HacTosAwmit cTaHgapTt npegHasHa4yeH ana onucaHus mMetoaos obecneyeHuns aoBepust k 6e30nacHOCTH,
COOTHeCeHUsi ux ¢ 6a30BO MOAENLIO XXU3HEHHOTO UMKkna obbekTa u knaccudukauum metoaos obecneveHus
Z[OBEpUs ANs MONYYEHUsI BLICOKOW CTENEHU YBEPEHHOCTU B (PYHKLMOHANbHBLIX BO3MOXHOCTAX 0becneyeHus
BGesonacHocTu obbekTa.

1.2 MNoaxon

B HacToALLEeM CTaHaapTe NpeacTaBneH Kpatkuii 0630p OCHOBHBIX MOHATMI 0GecneveHnus A0BepUa W
TEPMUHOB, HEOBGXOAUMBIX ANA MOHMMAHWA N NPUMEHEHUA METOA0B obecrneyeHnn AOBEPUA, NOCPEACTBOM
UAEHTUMKALMU Pa3NINYHBIX NOAXOA0B U CTaaui obecneyeHns 40Bepust.

1.3 NMpumeHeHue

Knaccudukaumsa meroqoB obecneueHus gosepus ¢ yuetom tpebosanmii ISO/IEC TR 15443 nossonsaer
Monb30BaTenNto OCYLLECTBNSITb BLIGOP M BO3MOXHOE COYeTaHue MeTOA0B 0BecneveHus 40Bepusi, KOTopbie Lie-
necoobpasHo NPUMEHUTb K KOHKPETHOMY OOBLEKTY.

1.4 Cdepa npumeHeHunn

Hactoswmii craHaapr coaepXuT pykOBOACTBO MO Krnaccudukaumm MeToAoB obecneveHus AOBepwus,
BKIIOYasaA METoAbI, He cneumnduuHblie ana obecneveHus 6ezonacHocTu UT. HacTosiuiee pykOBOACTBO MOXET
NPUMEHATLCA Aaxe B 06nacTax, He CBA3aHHbIX ¢ 6e30nacHOCTLIO UT, HO KPUTUYHLIX K 06EeCneYeHuio JOBEPUS.

1.5 OrpaHuyeHus

TpeboBaHUsi HACTOSALLETO CTaHAAPTa NPUMEHSIIOT TOMNMbKO K 00beKTaM, yka3aHHbIM B 4.3, U CBSA3aHHbIM C
HUMU OPraHW3aLUMOHHbLIM BONpPocamM obecneyeHms 6e30nacHOCTU.

2 TepMuHbI 1 onpeaeneHus

B HacToslLLeM cTaHaapTe NPMMEHEHbI CrieflyioLliue TEPMUHBI C COOTBETCTBYIOLLIMMU ONpPeaeneHnsIMU:

NpuMevyaHune — TepMuHbl U oNpeaeneHus NpeacTasneHsl B obueM Buae Ans NoaaepXkku obwei Mogenu fo-
BEpUA, NpeAcTaBNeHHON B HACTOSALLUEM CTaHAapTe, B Liensx oGecrneyYeHns: ee NPUMEHUMOCTM K LUIMPOKOMY psSAY NOAXOA0B
obecneveHna goeepusa.

UspaHue odpuumanbHoe
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B ISO/IEC TR 15443 npuMeHeHbl TePMUHEI U onpefenexus, obecrneumBalolme HENTPanbHOCTbL CTPYKTYpbl 06e-
creYeHus AOBEpUA U ee NPUMEHNMOCTb ANSA LUMPOKOro psifa MeTofaoB obecneveHus fosepus. [na 3Toro NpUMEHSNUCH
TEPMUHBI U3 MeXAYHAPOAHLIX CTaHAAPTOB, B YaCTHOCTU NS NOAAEPXKU COBMECTUMOCTU HAaCTOALLEro CTaHAapTa ¢ YacTs-
Mu 1—3 UCO/M3K 15408 u cepueir ctangaptos MCO 9000.

Mpu HanUuMKU HECKONbKUX ONpeaeneHui Anst OAHOIO U TOro ke TEPMUHA BHa4ane npeacraBneHo OCHOB-
Hoe onpeaeneHue, cooreetcraytowee uensaMm ISO/IEC TR 15443. AnstepHaTuBHbIE ONpeAeneHus, BblaeneH-
Hbl€ KYPCMBOM, CHUTAIOT NPUMEHNUMBIMU TOSNIbKO B KOHTEKCTE UX UCTOYHUKA.

2.1 artectauma (accreditation): Mpoueaypa, nocpeacTBOM KOTOPON oduuManbHbi opraH popmanbHO
NPU3HAET, yTBEPXKAAET U NPUHMMAET OCTATOYHBIA PUCK:

a) 0na akennyamauyuu asmomamu3upoeaHHol cucmembl 8 onpedeneHHoM 6e30racHOM pexume ¢ Uc-
nonb3oeaHuem 3adaHHo20 Habopa mep besonacHocmu

[adanmuposaHo u3 AGCAJ;

b) moeo, ymo opeaH unu nuyo, obecnedusaiouwjue be3onacHoCMb, 0CMamMOYHO KOMMNEeMeHMHb! 015
8bIMONIHEHUS KOHKPEeMHbIX 3adaq

[adanmupoearo u3 Pykoseodcmea 2 UCO/MOK] u

¢) mozo, Ymo ycniyea o obecneyeHuio besornacHocmu coomeememeyem npedornpedeneHHol cpede
MPUMEHEeHUS.

2.2 noaxop (approach): Metoa unu onpeaeneHHble 4eiCTBUA (NPOLEAYPbI), UCMONb3yeMble Unu Npea-
NPUHUMaeMbIe AN BbIMONHEHNS 3a4aHNS I PELLEHUS 3a4aun.

2.3 oueHka (assessment): Bepudukauus oueHnBaeMoro o0bekTa 4oBepusi C NOMOLLbIO COOTBETCTBY-
IOLLEero noaxoAa C Lenblo yCTaHOBNEHUS COOTBETCTBUA CTaHAAPTY M onpeaeneHusa creneHu (ypoBHs) AoBe-
pus.

2.4 posepme (assurance): BbinonHeHWe COOTBETCTBYIOLLMX ACWCTBUIA Unu npoueayp ans obecnede-
HWS YBEPEHHOCTU B TOM, YTO OLlEHMBAEMBI OGBLEKT COOTBETCTBYET CBOUM LiENsIM 6€30MacHOCTH.

a) ocHoeaHue 01 yeepeHHOCMU 8 MOM, Ymo CyWHOCMb omeedaem ceoum yessm besonacHocmu.

MNCO/M3IK 15408-1]

2.5 noaxopn k obecneueHUto posepua (assurance approach): NpynnuposaHue MeToa0B obecnevyeHus
AoBepua B COOTBETCTBUKN C nccrnieqyemMblM aCneKTOM.

2.6 aprymeHT poBepusa (assurance argument): COBOKYNHOCTb CTPYKTYPUPOBAHHLIX YTBEPXAEHUN O
JOBEpUM, NOAAEPHUBAEMBIX CBUAETENBCTBOM U 06OCHOBaHWEM, KOTOpbI€ HArMAAHO AEMOHCTPUPYIOT TO, Kak
Gbinu yAOBNETBOPEHLI TPEGOBAHUSA AOBEPUS.

2.7 oueHkKa noBepus (assurance assessment): Bepudukauma n oukcmpoBaHmne Bcex BUAOB U pesynb-
TaToB obecnevyeHns JOBEPUS, CBA3AHHbIX C OLleHUBAEMbIM 00BEKTOM (NPUOBLLIEHHBIX K apryMEHTY 0BEPUS).

2.8 opraH o6ecneuyeHus goBepua (assurance authority): Jluyo unu opraHusauusi, ynonHOMOYEHHbIE
NPUHUMAaTL PELUEHUA (Hanpumep, no BbIOOpy, cneuudukaummn, NPUHATUIO, KOHTPOIIO 38 UCMONHEHUEM), CBSA-
3aHHbIe ¢ obecnevyeHneM fOBEPUA K OLEHMBAeMOMY OOLEKTY, YTO OAHO3HAYHO NPUBOAUT K (POPMUPOBAHUIO
YBEPEHHOCTU B 6e30nacHOCTU AaHHOro obbekTa.

MpuMedyaHUe — B KOHKPETHBIX CUCTEMax U OpraHM3aLMAX NOHATUE «opraH obecrneyveHUst AOBepUs» MOXKET
VMeTb fpyroe 3Ha4yeHue, HanpyuMep «opraH oLEeHKM».

2.9 cBuaeTenbCTBO 06ecnevyeHun gosepuna (assurance evidence): Pesynbratbl aHanusa obecneuve-
HWA JoBepusa K 0OBLEKTY (BKMKOYas UTOrOBbIE OTHETLI MU Apyrue 060CHOBaHUS), NOAAEPKUBAIOLLME YTBEPXK-
[lEeHNe 0 AoBEPUN.

2.10 ypoBeHb noBepus (assurance level): CteneHb 40BEpPUA, COOTBETCTBYIOLLIASA CreLManbHON LLUKa-
ne, NnpuMeHsiemoli B metoge obecneveHus JoBepus.

MpumevaHnus
1 YpoBeHb 0BEPUA HE UIMEPSAETCA KONUYECTBEHHBIMU MOKa3aTENAMN.
2 CrTeneHb AoBepusa 06bIMHO ONpeaensAeTcs yCUNIUAMU, 3aTPav€HHBIMU Ha BEINONHEHUE onpefeneHHbIX AEeUCTBUIA.

2.11 meTon obecneveHun aosepusa (assurance method): O6wenpusHaHHasa cneundukaums nosnyqe-
HWSA BOCNPOU3BOAUMBIX Pe3ynkLTaToB 06ecneveHns JoBepUs.

2.12 xapakrepucTuka o6ecnevyeHus nosepus (assurance property): MNapamerp metoaa oGecneve-
HWUA [OBEpUs, CNOCODOCTBYIOLLMI MOMYYEHUIO Pe3yNnbTaToB A0BEPUS.

2.13 pesynbrar obecneveHua aosepus (assurance result): JJOkyMeHTMpPOBAHHOE YUCOBOE MNU KO-
NUYECTBEHHOE yTBEPXKAEeHUe 06 obecneveHun OBepUsi, OTHOCALLEECS K KakoMy-nubo oueHuBaeMomy o6b-
eKTy.

2
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2.14 cuctema o6ecneuyeHusa gosepua (assurance scheme): OpraHM3auMOHHO-NPaBOBas CTPYKTypa,
B pamkax KOTOpoi mMeToa obecrneyeHns OBEPUS NPUMEHSIETCA OpraHoM obecnedeHus AOBepUs B npeaenax
onpeaeneHHoro coobLLEecTBa UnNu opraHu3auuu.

a) opeaHu3ayUoHHO-NIpasosasl CMpykmypa, 6 paMmkax Komopol e onpedenieHHOM coobuiecmese opaaHb!
oueHku npumeHsaom mpebosarHus MCO/MIK 15408.

[MNCO/MOK 15408-1]

2.15 cTtagua obecnevyeHua goeepua (assurance stage): Ctaaus XKU3HEHHOIO LMKNA OLEHUBAEMOTO
obbekTa, Ha KOTOPOI UCMONbL3YETCA 3aAaHHbIN MeToa obecneyeHunsa gosepusi. Mpu obecneveHumn obyero ao-
BEPUS K OLEHMBAEMOMY OOBLEKTY YYMTLIBAKOTCA pe3ynbTaThl peanu3auun MeTogoB obecnevyeHus foBepus,
NPUMEHSEeMbIX Ha BCEX CTaAUAX €ro XXM3HEHHOrO LMKNa.

2.16 cBuaeTenbCcTBO AoBepus (assurance evidence): JOKYMEHTMPOBAHHLIE pe3ynbTaThl, NPEACTaB-
NEHHble AaHHbIMU, NOMYYEHHBIMU NPWU aHanu3e AOBEPUSA K OLEHUMBAeMOMY OObekTy, BkNovasa otyeTbl (000-
CHOBaHWS) B NOAAEMKKY YTBEMKAEHUS O JOBEPUU.

2.17 ceptucpukauma (certification): MNMpoueaypa Bbliga4M opuLManNbLHOTO NOATBEPXKAEHUA O COOTBET-
CTBWM OLEHUBAEMOTO 0OLEKTA YCTAaHOBMNEHHLIM TpeboBaHuaM. CepTudukaumsa MOXeT NpOBOAUTLCA TPETLEN
CTOPOHOMN.

[aganTuposaHo u3 Pykosogctea 2 NCO/M3K]

a) eblfaya oghuyuanbHo20 nodmeepx0eHus Pe3ynbmaimoes OUEeHKU U npasusibHoOCMuU NPUMeHeHUs Kpu-
mepues OUEHKU.

[CmaHdapm ITSEC]

b) npouecc cepmuchukayuu g8n1semecs He3asucumoll rPosepKoll pe3ynbmamos OUeHU8aHus, npuso-
oawel K nosy4eHUo OKOHYamesibHo20 cepmugbukama usu ymeepxoeHus.

[MNCO/MOK 15408-1]

C) 8CECMOPOHHSISI OUEHKa MEXHUYECKUX U HEMEXHUYECKUX xapakmepucmuk 6e30nacHocmu cucmemb!
UHGhOpMaUUOHHBIX mexHosozull, ocywecmeneHHas e nod0epxxKy cepmughuxkayuu, Komopas ycmaHaesuea-
em cmeneHb cooMmeemecmeausi CUCMeMbl yCmaHoeneHHOoU noumuke 6e3onacHocmu.

[AGCA]

2.18 yBepeHHOCTb (confidence): YB6eaeHHOCTb B TOM, YTO OLeHMBaeMblit 06beKT OyaeT YHKLMOHH-
poBaTb B COOTBETCTBUM C 3a4aHHbIM UMM YCTAHOBIEHHbLIM MOPSAAKOM (TO €CTb KOPPEKTHO, HAAEXHO, adhdek-
TUBHO B COOTBETCTBMU C NOMUTUKON Be30MacHoCTH).

2.19 oueHuBaemMmbIn 06beKT (deliverable): MpoaykT, cucrema, ycnyra, npouecc 6esonacHoctu AT unu
COCTaBHOW 3NeMeHT cpebl (PYHKUMOHMPOBAHUA (CBA3AHHLIW, HAaNnpMMep, C NepCoHanom, opraHu3aymenn) unm
Apyrovi 06beKT, NOCTaBNAEMbI ANsl OUEHKM foBepUs. TakuM 0O6BbEKTOM MOXET ObiTb MPOounb 3awuTbl UnNu
3agaHue no 6e3onacHocTU, onpeaeneHHblie B MICO/M3K 15408-1.

Mpumevyanune —BUCO 9000:2000 ycnyra (cepBuUC) cHUTAETCH OLHUM U3 TUMOB NPOAYKTA, U B CepUn cTaHfap-
T0B MCO 9000 ucrnonb3yeTcs codeTaHne «npoaYyKT Wunu ycnyray.

2.20 oueHuBaHue (evaluation): OueHka OUEeHMBAEMOro 06bekTa Ha COOTBETCTBUE YCTAHOBMEHHbIM
Kputepusam (agantuposaHo u3 MCO/MOIK 15408-1).

a) cucmemamuyeckoe oueHueaHue (OUeHusaHue Kadecmsea) cmernexu, 8 Komopol nosuyeckuli 06b-
€Km criocobeH 8blINOHAMb yCmaHo8IeHHbIe mpebosaHus.

MNCO/MOK 14598-1]

2.21 rapaHTuAa (Quarantee): CmM. onpegeneHune «rapaHTuinHoe 0ba3aTenscTeo» B 2.36.

2.22 npoaykt 6e3onacHocTu UT (IT security product): COBOKYNHOCTb NPOrpaMMHbIX, MPOrpammHoO-
annaparHbIX W/unu annapartHbix cpeacrts UT, npegoctaenaooLwas onpegerneHtble PyHKUNOHaNbHbIE BO3MOX-
HOCTU U NpeaHa3HavYeHHasa ana HenocpeaCTBEHHOTO NCNOMNb30BaHWUS UMM BKITIOYEHUS B PA3NMYHbIE CUCTEMBbI.

[MCO/M3K 15408-1]

2.23 ctagua xusHeHHoro umkna (life cycle stage): Mepuoa >XM3HEHHOrO UMKA OLEHMBaeMoro 0ob-
€KTa, CBA3aHHbIW C ero onpeaeneHHbIM COCTOSTHUEM.

a) nepuod s npedeniax XU3HEHHO020 YUKa cucmembi, OMHOCAWULICA K COCMOSIHUKO CUCMEMHO20 Oriu-
caHus unu HerocpedcmeeHHO K camoll cucmeme.

MCO/MOK 15288]

2.24 npeabicTopua (pedigree): HedopmanbHoe npuaHaHue TOro, 4To nocrasLmk obecneynBaeTt Co-
OTBETCTBYIOLLYIO BOCNPOM3BOANMOCTb OLEHMBAEMbIX OObLEKTOB, KOTOPbIE YAOBMNETBOPAIOT TPeBOBaHUAM UX
nonuTUKM B6Ee30NacHOCTU UNU OYHKUMOHUPYIOT B COOTBETCTBMM C 3asiBNIEHWEM NOCTaBLyuka (npeabicTtopusi
sABnaeTca PakTopom cpeabl, CBSA3AHHbIM C MOCTABLUMKOM UMW OLIEHUBAEMbIM OOLEKTOM).



rOCT P 54581—2011

2.25 npouecc (process): YnopsiaodeHHasi COBOKYNHOCTb AENCTBUN, UCNONb3YIOLLAA pecypcbl Ans npe-
06pa3oBaHmMs BXOAHbIX JaHHbIX B BbIXOAHbIE.

2.26 posepwue K npoueccy (process assurance): [losepue, 0CHOBAHHOE Ha pesynbratax OUEeHKU npo-
uecca.

2.27 npopaykT (product) — Cm. onpeaeneHne TepMrHa «OLEeHUBAEMbI OObEKT».

2.28 cucrtema oueHkmn (sheme): COBOKYNHOCTb NpaBun, ONpPeaensaioWwmx ycrnosua cpeabl, Heobxoau-
Mbl€ AN NPOBEAEHUS OLIEHKM, BKIIOYAs KPUTEPUM U METOAONOTUIO.

[ApanTuposaHo ns MICO/MOIK 18045 (O6LLas METOA0NOTUSA OLIEHKK)].

2.29 6e3onacHOCTb (security): Bce acnekrbl, CBA3aHHbIE C ONpeaeneHneM, AOCTWKEHUEM U noaaep-
XKaHMEM KOHMUAEHUMANbHOCTH, LIENOCTHOCTU, AOCTYNHOCTU, NOAOTYETHOCTHU, ayTEHTUMHOCTN U AOCTOBEPHO-
CTH.

MpumMeyaHune — CyMTalOTCA 3aLLMULLEHHLIMM A0 TEX NOP, NOKa UX NONb30BaTENKU MOTYT GbITb YBEpPEHHBIMU B UX
LOITKHOM (PYHKLIMOHMPOBaHMM. 3alLWLIEHHOCTb NPOAYKTa, CUCTEMBI UMW YCAYIM OBLIYHO pacCMaTPUBAIOTCS B KOHTEKCTe
OLieHKM (baKTUYEeCKNUX UMK OXKUAAEMBIX YIPO3.

a) cnocobHocmb npoepamMmMmHo20 npodykma 3awumumse UHpopmMayuto u 0aHHblie mak, 4mobbl Heynor-
HOMOUYEHHBIE NTUYya U CUCMeMbl He MO2/1U UX cHumamsb unu Moduguyuposams, a yrnoriHOMOYEHHbIE — He
nony4anu 6bl omkas e docmyrie K HUM.

MNCO/M3IK 9126-1]

2.30 oueHka 6esonacHocTm (security assessment): Bepudukaunsa coOTBETCTBUS 3aLLMLLEHHOTO oLe-
HWBaemoro obbekTa TpeboBaHmAM ctanaapra 6e3onacHOCTU, UCNONbL3YA COOTBETCTBYIOLLMIA MeTOA obecneve-
HUA 6e30nacHOCTU U onpeaeneHnsa aosepust K 6e3onacHocTu.

a) nocnedxull aman npoyecca oUeHKu rnpodykma.

[NCO/MOIK 14598-1]

2.31 anemeHT 6e3onacHocTu (security element): Heaenumoe TpeGosaHue 6€30nacHOCTU.

2.32 ycnyra (service): CesisaHHble ¢ obecnevyeHneM 6e30nNacHOCTU NPOLECC unu 3aaadva, BbiNOMHse-
MBI UMK peLlaemMas OLEHUBaeMbIM OOBLEKTOM, OpraHM3aLmen UnKU KOHKPETHBLIM IULIOM.

2.33 npaBooGnapartens (stakeholder): CtopoHa, umetowas HeEKOTOpLIE NPaBa, akUuM, a TaKkKe aKTu-
Bbl, MOABEMKEHHbIE PUCKY MO OTHOLLEHUIO K OLlCHMBAEMOMY OOBLEKTY UMM UX XapakTepUCTUKaM, OTBEYAIOLLUM
noTpeBGHOCTAM U OXKUAAHMAAM STOW CTOPOHDI.

a) cmopoHa, enadetowas npasom, 0oneli unu aKmueoM 8 CUCIEME C XapaKmepucmuKkamu, omeeyaio-
wumu nompebHocmsiM U oxudaHuam 3moli CMopOHbI.

MNCO/M3K 15288]

2.34 cuctema (system): Cneuuduyeckoe sonnowieHue T ¢ KOHKPETHBIM HA3HAYEHUEM U YCIIOBUSMU
aKcnnyarauuu.

[MCO/M3K 15408-1]

a) KombuHayusa esaumodelicmeyrowux KOMIMOHEHMO8, op2aHu308aHHbIX 0na docmuxeHuss 0OHOU unu
HECKOJIbKUX nocmaerneHHbIx yened.

NCO/MOIK 15288]

MpumevaHus

1 CucTeMa MOXeT paccMaTpuBaTbCA Kak NPoAYKT UMM COBOKYNHOCTb YCNyr, KOTopble OHa obecneynBaet.

[MCO/MBK 15288]

2 Ha npakTuke WHTepnpeTaLmMa AaHHOMO 3a4acTyto YTOYHAETCS C MOMOLLbIO aCCOLMATUBHOIO CyLLECTBUTENBHOTO,
Hanpumep «cucTema camorieTay. B HEKOTOPLIX CRy4asx CNOBO «cUCTeMax» JOMNYCKaeTCs 3aMEHSITb, HaNPUMeEP, KOHTEKCT-
HbIM CMHOHMMOM «CaMOJIET», XOTA 3TO MOXET BNOCNEACTBUMN 3aTPyAHUTL BOCMIPUSITUE CUCTEMHBIX NMPUHLUMOB.

[MCO/M3K 15288]

2.35 Xu3HeHHbIN UMKN cuctembl (system life cycle): Passutue paccmaTtpuBaeMoil CUCTEMbI BO Bpe-
MEHU OT 3aMbICNa 10 CNMCAHUSA.

[MCO/M3K 15288]

2.36 rapaHTuitHoe o6A3aTenbCTBO (Warranty): Ycnyra (cepBuc) 6e3onacHOCTU, CBA3aHHasA(bIN) C KOp-
PEKTMPOBKaAMM U YNy4YLLIEHUAMM B YaCTW SKCnyaTtauum (pasBeprbiBaHusi, PyHKLIMOHMPOBAHUS UMW AOCTaBKM)
OLIEHNBaeMOro 06bekTa, eCnm OHU He COOTBETCTBYIOT €10 NonMTuke 6e30MacHOCTy.

2.37 pabouaa npoaykuusa (work product): Bce aneMeHTbl (TO €CTb JOKYMEHTbI, OTHYETLI, dainbl, AaH-
Hble 1 T. 4.), MONy4YEHHbIE B X0A€ BbINONMHEHUA NGoro npouecca no pa3paboTke M NOCTaBKE OLEHUBAEMOIO
obbekTa.
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[SSE-CMM (MCO/M3K 21827)]

a) peasynbmam ebirlofIHeHUs1 cosoKynHoomu 8elicmeuli, ucrionb3yrouwiux pecypcsi 011 npeobpasosaHus
8X00HbIX OaHHbIX 8 8bIXOOHbIE.

MCO 9001]

3 Obo3HaueHusi N coKpalleHus

BS| — HemeLkoe areHTCTBO MHAPOPMALMOHHO Be30nacHoCTy;

CASCO — komutet CO no oueHKe COOTBETCTBUS;

CEM — o6wast MeToaonorus OLEeHKMu;

CMM — mogaenb 3pernocTu BO3MOXHOCTEN;

CSE — WHcTutyT 6€30nacHOCTM KOMMYHMKauui (kaHaackas OpraHusaums no 6esonacHoctu UT);

CTCPEC — kaHaackue KpuTepun OLeHKU HAAEXHOro NporpaMmmHoro npoaykra (Msnasaemole CSE);

ITSEC — eBponenckuii cTaHgapT oLeHkn 6e30MacHOCTU KOMMbIOTEPHBIX CUCTEM;

ITSEM — meTogonorus oueHkn 6e30nacHOCTU MHPOPMALIMOHHbIX TEXHOMNOTUA;

HCD — npoektupoBaHue, 0CHOBaHHOE Ha y4aCcTUW YEroBeka,

NSA — AreHTCTBO HauuoHanbHow 6esonacHoctu (CLUA);

SE-CMM — mogaernb 3penoct CUCTEMHOIO NMPOEKTUPOBaHUA (MoAernb TEXHONOrMYECKON 3PENoCTu AB-
NAETCA TOProBbIM 3HaKOM yHusepcuteta KapHeru MenoHa);

SSAM® — MeToA0n0rMa OLUeHKu B cooTBeTcTBUM ¢ SSE-CMM,;

SSE-CMM® — T[poektupoBanue cucteMm 0esonacHoctTh — Mogenb 3penoctu npouecca
NCO/M3K 21827;

TCSEC — kpuUTEpumn OLEHKN AOBEPEHHbIX KOMMbIOTEPHbIX CUCTEM;

TREP — goBepeHHas nporpamma oueHuBaHusa npoaykra (craHgaptel TCSEC u CTCPEC);

A3B (AST) — abcrpakTHoe 3agaHue no 6e30nacHoOCTY;

NCO (ISO) — MexayHapoaHasi opraHu3auus no craHaaprusauuu;

WT (IT) — nHpopmaLmoHHaA TEXHONOMUA;

3B (ST) — 3agaHue no 6esonacHoctu (onpeaeneHo B UCO/M3K 15408-1);

M3K (IEC) — MexayHapoaHaa anekTpoTexXHUYecKkas KOMUCCUS;

OO (TOE) — o06bekT oueHkn (TepmuH, cneuudpuyHbin ana MCO/M3K 15408 u onpeaeneHHbiii B
MCO/M3K 15408-1);

N3 (PP) — npodunb 3awmthl (onpeaeneHo 8 UCO/MIK 15408-1);

CTC (SCT) — crporoe TectupoBaHue Ha cooTBeTcTBue (TpeboBaHusiM 6e3onacHoCTH).

4 O6wmne NnoHATUA

Hacroswmin pasagen cogepxut obwme noHaTua obecnevyeHnsa AoBepUs U NpeaHasHadeH ans onpeae-
neHus NPUMEHUMOCTHU ITUX NOHATUI K 0BecneveHnio gosepus k 6esonacHoctu UT B uenom. MNpuseaeHHbie B
HacTosILLEM pasjerne NOHATUS UCMONb3YIOTCA B LULMPOKOM CMbICIIE, & HE OTHOCATCS HEMOCPECTBEHHO K 0be-
cneyeHuio 6esonacHoctn UT unm oueHke CoOOTBETCTBUA.

4.1 HeoGxoaumocTb AOBEPUA

Cuctembl UT Bcneactene owmnBOK 1 ya3BUMOCTEN NoABEPKEHbI CO0AM U HapyLLeHusIM B obecneyeHun
6e3onacHOCTU. 3TU OLLUMOKM U YA3BUMOCTU MOTYT ObiTb CReaCTBMEM YaCTOr0 U3MEHEHUS] TEXHONOIUI, OLIn-
6ok oneparopa, HeyAOBMNETBOPUTESNbHBIX TEXHMYECKUX TPEOOBaHWI U OpraHu3aummu NpoLeccoB pa3paboTku
UNK pe3ynbTatoM HeaooLUeHKM yrpo3. Kpome Toro, npoBoaaTcsa MoAMGUKALIMK CUCTEM, NOSIBNAIOTCA HOBble
AedeKTbl M aTaku Ha CUCTEMBI, CNOCOBCTBYIOLLIME YBENMYEHMIO YNCNa yA3BUMOCTel, c6oeB U HapyLueHui obe-
cneyeHus 6e30NacHOCTU B TEYEHNUE BCETO XUIHEHHOTO LIMKNA CUCTeMbl UT.

OO6bI4HO 6e30LMBOUYHOE U YCTONUMBOE (PYHKUMOHMPOBaHNE cuctembl UT B pamkax npueMrneMbix orpa-
HUYEHUI N0 CTOUMOCTU U BPEMEHN HEBO3IMOXHO OCYLLECTBUTL B TEHEHUE BCETO €€ XXM3HEHHOTO LMKNa Benea-
cTBMe omMOOK Uy HeAOCMOTpa oneparopa, 0Tkasa kakoro-nmbo KOMNoHeHTa 060pyA0BaHMA UMM HECOBEp-
LLIEHCTBA MeXaHU3MOB obecneveHuns 6esonacHoCcTU. B gaHHON cuTyaumm nNoYTU HEBO3MOXHO rapaHTMpPOBaTh
6e30LMBOYHOCTb, YCTOMYMBOCTL M 6€30NacCHOCTb (DYHKLUMOHUPOBAHUS cucTeMbl UT.

B COOTBETCTBUM C BbILLEN3NOXKEHHBIM O4EBUAHO, YTO OLUMOKU, YI3BUMOCTU U PUCKM, NO-BUAUMOMY, Oy-
AyT BCerga CyLiecTBOBaTb M U3BMEHATLCA HA BCEX CTaAUAX XM3HEHHOIO LMKIa oLieHuBaemoro obbvekrta. Cne-
Z0BaTenbHO, oLLMbKaMu, ya3BUMOCTAMM U PUCKAMU HAZO YNPaBNATb B NpeAenax AoNyCTUMbIX NapaMeTPOB B
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TEYEHME XMIHEHHOTO LIMKNa OLIeHMBAEeMOro 00beKTa, MHa4Ye AoBepue K Hemy ByaeT u3MeHaTbCA. 3aaadeil npu
nNpoeKkTMpoBaHnu u ynpasneHuu 6esonacHocTbio UT asnseTca oGecneveHne meHemxmeHTa puckoB 6esonac-
HOCTU MOCPeACTBOM OCnabrneHusi ya3BUMOCTE U Yrpo3, UCNONb3Yst TEXHUYECKUE U OPraHM3aLMOHHbIE MEPbI
6e3onacHOCTH ¢ uenbio o6ecnedeHns 0CTaToOuHO NPUEMIIEMOTO YPOBHS A0BepUs K 6e3onacHOCTM OLEHUBA-
emoro obbekTa. flononHuTenbHOM 3agadelt ynpasneHus 6esonacHocTbio UT sBnsieTcs yctaHoBneHne npuem-
nemoro ypoBHa aosepus obecneveHuss MeHemkMeHTa pucka. Takum o6pasom, npaBoobnagarenu, CBA3aHHbIE
¢ cuctemon UT, nony4yat 060CHOBAHHYIO YBEPEHHOCTb B TOM, YTO OLleHUBaeMblii 06bLeKT ByaeT hyHKLIMOHUPO-
BaTb B COOTBETCTBMU C HAMEYEHHBIM M YTBEPXAEHHBIM NAIAHOM, C NPUeMAeMbIM PUCKOM U B pamkax brompkera.
C TOuKM 3peHUsa 6e30nNacHOCTU 3TO 03HAYAET YBEPEHHOCTL B OCYLUECTBNEHUN OLIEHMBAEMbLIM 0BGBLEKTOM NpU-
HATON NONUTWKN 6e30NacHOCTM.

4.2 Otnuuune aoBepus OT yBEPEHHOCTH

Cneayet OTMETUTb, YTO «AOBEPUEY U KYBEPEHHOCTbY» HE ABNAIOTCA MAESHTUYHBIMWU U B3aUMO3aMEHS-
embiMu. O4eHb 4acTo U3-3a UX TECHOW B3aMMOCBA3WN MOHATUA UCMONb3YIOTCA HENPaBUNbHO. BaxHo, YTOOLI
nonb3oBaTenb MOHMMAN Pasnuuue Mexay 3TUMU NOHATUSMU. YBEPEHHOCTb, C TOYKM 3PEHUS OTAENbHOIOo
nuua, ceasaxa ¢ ybexxaeHueMm, 4to OH obnagaer aoBepueM K OLueHMBaemMoMy OObLEeKTy, TOraa Kak aosepue
CBA3AHO C A0Ka3aHHOW CNOCOOHOCTLIO AaHHOTO obbekTa obecneunBaTb BbINONHEHME Lenu 6e30nacHOCTY.
Takum 06pa3oM, yBEPEHHOCTb HE SIBNSIETCA HECOMHEHHbIM (PakKTOM, a BblpaxeHuem ybexxaeHHOCTH, nony-
YEHHOI Yepes OLIEHKY AOBEpUS.

Hosepne onpeaensieTcsi CBUAETENLCTBOM, NONYYEHHbIM B pe3ynbrarte OueHku obbekta. CeuaeTenb-
CTBO, 06bI4HO BKIIOYaloLLee B Cebs apryMeHT AoBepus, AOKYMEHTALMIO U Apyrue COOTBETCTBYOLWME paboumne
marepmansl, Cy>XUT OCHOBAHWEM AN YTBEPXAEHUA AOBEPUS,, KOTOPOE OCHOBAHO Ha pesynbraTtax AelcTeui,
CBAI3aHHbIX C NPOEKTUPOBAHUEM M OLIEHKON BE30nacHOCTU.

YBEPEHHOCTb ABMSETCA MPEAMETOM BOCNPUATUSA OTAENbHLIM NUUOM cneumduyecknx TpebosaHum
6esonacHoOCTU M MHOpMaLIMK, NONYYEHHON B pe3yntrate OLEHKU, O TOM, YTO oueHMBaeMblit 00bekT Oyaer
dYHKUMOHMPOBATL B COOTBETCTBUM C YCTAHOBSIEHHbIMU TpeBGOBaHMAMU. YBEPEHHOCTb NoapasymeBaeT 3Ha-
HWe KpuTepues, MeToaa, CUcTeMbl obecneveHus AOBepUs U UCNONb3yeMbiX Npoueayp oueHku. Bonee Toro,
penyTauus OLEHLUMKOB U ONeEpaTopoB SIBMIAETCA BaXHbIM (hakTOpom (hOPMUPOBAHUA YBEPEHHOCTU B OLe-
HUBaeMOM OObeKTe, MOCKONbKY MX kBanudukauusa u onbiT MOryT 6biTh BocTpeboBaHbl. B pedynsrare nHau-
BMAYanbHOrO BOCMPUATUSA Y NpaBoobnagareneil MOryT BO3HUKHYTb Pa3fUyHble CTENEHU YBEPEHHOCTU B pe-
3yneTaTte UCNonb30BaHUA COOTBETCTBYIOLLETO MeToaa obecneyeHusi J0BepUst Kak OTAENbHbLIM NIULIOM, TaK M
opraHusauuen B LENOM.

4.3 YTO TaKoe «OLeHuBaeMbi 00 BLEKT»

TpaauUMOHHO TEPMUH «A0BEPUE» aCCOLMMPOBAIICA TONbKO C NPOAYKTaMu U cuctemamm UT, cocrosiLm-
MM U3 annapaTHbIX CpeacTs U NporpaMmmMHoro obecneuenus (MO), u paccMmaTpuBarncs Kak JOBEpUeE K NPOAYKTY
unu cucreme. Tenepb 0OLLUENPU3HAHO, YTO ANA PpacCMOTpPEHUst Gonee LIMPOKOro AuanasoHa PUCKOB Cylue-
cTBYeT NoTpebHOCTL B 10BEPUU K APYrMM 0BbEKTaM, TAKUM Kak ycnyra obecnedenusi 6esonacHocTu, npouecc,
nepcoHan, opraHusaums u apyrue aktopbl BHELLHENW Cpefbl, BMUAIOLMe Ha 6e30nacHoCTb. C y4eToM 3Toro
HOBOrO (haKkTopa U UCNONbL3yeTCs TEPMUH KOLIEHUBAEMbI 0OLEKT» AN CCbINKM Ha 0ObEKT oueHkn 6esonac-
HOCTMW.

MoHsiTue «oueHUBaeMBbIN 0ObLEKT» (Aanee — 0OBLEKT) B LLMPOKOM CMBICIE OXBATbIBAET ANEMEHTLI 6e3-
OMAacHOCTH, NepeyncneHHble B OroBope U o0bs3aTenbHble ANS BbINOIHEHUS UIU NPEOCTABNEHUS KIMEHTY
(Hanpumep, ycnyru) B 3aBUCUMOCTU OT 0OCTOATENLCTB U YCIOBUIA. B NMyHKTLI 4OroBopa MOryT BKNOYATLCA
npoaykTbl 6e3onacHoctu UT, ycnyru u niobble Apyrue marepuanbHble U HEMatepuanbHble 3nemeHTbl 6es-
OMacHoCTH, NpoAaBaemble (NPOU3BEEHHbIE NOLLTYYHO UMM B MACCOBOM MOPSAKE), CAABAEMbIE B apeHAay Unm
ucnonb3yeMble ans obyyeHuss. bonee TOro, ykasaHHble COCTaBrsIOLME AOFOBOpA nogpasymeBatoT niobon
00bEKT, NpeACTaBNeHHbIN YCNYyroi, ycnosHo-6ecnnatHbiM MO, cBo6oaHO pacnpocTpaHsiembim MO, o6pasua-
MM UNU APYITMMU CPEACTBAMM U NOCTABMSEMbIN MPSIMO MU OMOCPEAOBAHHO (rapaHTuiiHoe 06s3aTensLCTBo,
nopyuYuTeNbLCTBO, NPEALICTOPUSA U T. [.) UNK Npeanaraemblii NOCTABLUMKOM ANsi NOCTaBKK (NPeabicTopus, ra-
paHTUiiHOE 0653aTenbCTBO U T. A.). OBBbEKTLI UMEIOT M3MepsieMble aTpubyTbl 6€630NacHOCTU, KOTOPbLIE MOXKHO
BepudULMPOBaTh Ha NPeAMET UX COOTBETCTBUSA nonuTuke BeszonacHocTu. Hanpumep, 06bLEKT MOXET CCbl-
naTtbCsi Ha YCIyry no OLIEHKE PUCKOB U YIpo3, OCYLUECTBMSIEMYIO Kakon-nmbo opraHusauuein, unu Ha cep-
TUUKaLMIO NepcoHana, KOMNETEHTHOTO B BbIMOSIHEHUM OLIEHOK C nomoLubio kputepues MCO/M3K 15408.
MepcoHan, NpeaoCTaBNAIOLMIE YCNYTY MW BbIMOMHSAIOWMIA 3aaady no obecneveHuto 6€30nacHOCTH, Takke
cuuTaerca oobekToM. Hanpumep, nuua, odyyaembie NO CNeUMansHOCTU OLIEHLLMKA, 3aKMI0HAloT KOHTPaKT C
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obyyatoLen opraHusaumein u OLEHWBAKOTCA N0 UX CNOCOBHOCTM BOCNPUHMMATL 3HAHMA W BbIMOMHATL KOH-
KpeTHble aencTBUsA. KoHcynbsTaHTbl B o6nactu 6e30nacHOCTU, NPeaoCTaBnAoLWMe yenyry unm BbiNosHALWmMe
3agauy, Takke paboTatoT Mo KOHTPaKTY.

HexkoTopble 06bekTbl He Bceraa sBNATCA OTAENbHBIMU SNIEMEHTaMK, X0Tsi 0becneynBatoT pasnuyHbie
CTeneHu JoBepus K opraHaMm obecneyeHus AOBEPUS U, CrIEA0BAaTENLHO, AOMKHLI NOABEPraTbCs OUeHke 6es-
OMacHOCTU No YacTaM. Hanpumep, rapaHTuiiHbie 0653aTenbCTBa U NOPYUUTENLCTBA ABMAIOTCS cneunduyHbI-
MU yCriyramu, npefocTaBnsaeMbiMU NOCTABLUMKOM OTAEMbHO MU B KAYECTBE JONONMHUTENBHON (YHKUMKU, nn
NoCcTaBnAEMON B KOMNNEKTE C 06BbEKTOM. YCNyru no NpefoCTaBnNEHUIO rapaHTUHOIO oba3arenncrea cnocot-
CTBYIOT KOPPEKTUPOBAHUIO UNN CHUXEHMIO TPeOOBaHMi K (PYHKLUMOHUPOBAHMIO 0ObekTa (BBOA B AeNCTBUE,
PYHKLMOHUPOBAHKE UNKU AOCTaBKA), €CNU OH HE COOTBETCTBYET TPeGOBAHMAM €ro NonuTMkM 6e30nacHoCTH.
MpeabicTopus ABNAETCA PaKTOPOM BNUAHUA BHELLHEN CPeAdbl, CBA3AHHbLIM C NOCTABLLUUMKOM UINU OOLEKTOM.
3T1OT (haKTOp, HECMOTPSA Ha ero HEeKOTOPYK PacnmbiBY4aTOCTb, HENb3A UIHOPUPOBAThL M3-3a NPEAbLICTOPUK
cneundUyYeckoro yHKLMOHUPOBAHNSA 0OLEKTA, HAMPUMEP HENPEPBLIBHOTO UMM LIMKIIMYECKOTO, C TEM YTOObI
COOTBETCTBOBATb NONMMTUKE 6€30NaCHOCTU NN YTBEPXAEHUAM NOCTaBLUMKA.

MpumeyvyaHune — [aHHoe onpefeneHne obbekTa Nofo6HO ONpeAEnEeHUI0 NOHATUA «OBBLEKT OLIEHKU», NpuBe-
geHHoMy B MICO/M3K 15408-1, 3a UCKITtOYEHUEM TOrO, YTO OBLEKT UMeeT 6onee LMPOKOE NPUMEHEHME.

4.4 NpaBoobnagartenu

B cocTtaB oueHuBaemoro obbekTa MOryT BXOAUTb MOABEPXKEHHbIE PUCKY aKTUBLI, MPUHAANEexXawme pas-
nu4yHbIM NpaBoobnagarenam. CnefoBaTensHo, Ans npaBoobnaaaTtenei MOXeT noTpeboBaTbCs onpeaeneHue
npuemnemoro Meroga obecneveHns 4OBEPUS U YPOBHA AOBEPUS. HEKOTOPbIE M3 STUX CTOPOH YKa3aHbl HUXeE:

a) opraHbl N0 CTaHAapTu3auuu;

b) HaumoHanbHbIE, MEXAYHAPOAHbLIE 3aKOHbI U NOSIOXKEHUR,

C) cneumanbHble opraHusauun (Takue, Kak NnpaBUTENbLCTBO UNW GaHKOBCKUE OpraHn3auumn);

d) NONHOMOYHbIE NOAPA3AENeHNs BHYTPY opraHu3auuu;

€) Bnagenbupbl NONMTKK (MOMUTMK BE30MacHOCTU, NONIUTUK B OTHOLLEHUM MEPCOHAana, 3akynok, Mapke-
TUHra, cepTuduKaumm U T. 4.);

f) BnagenbLbl CUCTEMBI;

g) OpraHbl aTTecTauuu CUCTEMSI;

h) KOHe4Hble nonb3oBaTenu;

i) 06LLEeCTBEHHOCTD.

4.5 TpeGoBaHusa goBepus

Mcxoas us B6esonacHocTu UT, npuemnemoe (afekBaTHOE) AOBEpPUE O3HAYAET YAOBNETBOPEHUE CneLu-
anbHbIX 3apaHee onpeaesieHHbIX TpeGoBaHMii NOCPeLCTBOM BbINOMHEHUS COOTBETCTBYIOLMX NPOLEAYP W Aeit-
CTBUIA NO 0BGECNEeYeHnI0 AOBEPUS, TO €CTb B COOTBETCTBUM C BblIOpaHHLIM METOAOM oBecneveHuns aosepus.
TpeboBaHusi [OBEpPUS ONPeaensaioTCa nexoas u3 TpeboeaHnii 6e30nacHOCTM U ApyrMx hakTopos.

TpeboBaHusa goeepusi kK 6e30NaCHOCTM onpeaensaloTCA aHanu3om TpeboBaHuin 6e3onacHocTu ans o6b-
ekTa, hakTopoB BNUsHMA, TpeboBaHmin GesonacHoCcTn (MONUTKUK), pa3BUTUSt BU3Heca U Lenesol cpeabl 06b-
ekTa. PakTopaMu BNUSAHUA ABNAIOTCA NOObIE COOOPaAXKEHUS, NOANEXALUME U3YYEHUIO, MOCKOIbKY OHU MOTYT
oKasaTb BO3AeNCTBME Ha hopMupoBaHue TpeboBaHus Josepus k 06bekTy. BnusHue moxet BknioyaTtb B cebn
no6yto NPeabICTOPUIO U Aaxke ObITb NPEACTaBIEHO HEMATEPUanksHO, HanpuMep NOAUTUKON, KYNbTYPOK, MECT-
HbIMMW 3aKOHaMu W obasaTenbHbIMKU (NpeanucaHHbiMK) TpeGoBaHmaMKU. OLEeHKa pucka NPOBOAUTCA C LENblo
TLLATENbHOTO U3YYEHUA KOH(PUAEHUMANbLHOCTWN aKTMBA, YA3BMMOCTEN W Yrpo3, a Takke AnA onpeaeneHus
OCTaTO4HOrO puUcka U pekoMeHZaumii Mo UCNOoMb30BaHUIO CYLLECTBYIOLLMX U NpegnonaraemMbix Mep 6esonac-
HoCcTU. Peanu3oBaHHble pEKOMEHAALMUW BKMIOYAKOTCA B NepBUYHbIe TpeboeaHuA GesonacHocTu Ans nepe-
cMoTpa TpeboBaHuii foBepus kK 6e3onacHocTU.

O6Lme pekoMeHaauMn No ynpaeneHnio 6e30nacHOCTbIO U MPOBEAEHUIO aHANM3a pUcka MOXHO HalNTH B
ISO/IEC TR 13335 u ICO/M3K 17799. NCO/M3K 15408 coaepxuT nHdopmauunto 0 hyHKLMOHANbHbIX Tpe-
6oBaHuax 6esonacHocTu u TpeGoBaHusix goBepus kK 6e30NaCHOCTU NPOAYKTOB M cuctem UT, xapakTepHbIX Ans
TpaanUMOHHBIX oLeHok BesonacHocTu UT. TpeboBaHust JOBEPUA YHUKATBHBI AA KaXA0W cpeabl BCNeaCTBUE
Hanuuus MHoxecTBa TpeboBaHWUi, npeabsBnsemMbix K 6GusHecy n 6esonacHOCTM Kagow cpedbl. Cneaosa-
TeNbHO, OAMH U TOT >Ke 0OBLEKT MOXET HE COOTBETCTBOBATL APYrM cpedam 6e3 ero moaudmkaumm, NOCKONbKY
B 9TOM crnyyae o6bl4HO TpeByeTcsa yaoBrneTBOpeHue Apyrnx TpebosaHuii foBepus.
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4.6 NMpnMeHUMOCTL MeETOAOB obGecneveHuss AoBepus K 6e30MacHOCTU MHGPOPMALIMOHHBIX
TEXHOMOIMn

B Hactosiwiem noapasgene 6onee noapoBGHO PackpbLIBAETCA onpeaerneHne TepMuHa «aosepues, npu-
BeJeHHoe B cTaThbe 2.4. B HacTosiwem nogpasaene paccMaTpuBaioTCsl pasnuyHbie acnekTbl J0BEPUSA C LIernbIo
OEMOHCTpaLMU BO3MOXHbBIX NYTEN NPUMEHEHUA 3TUX acnekToB NMPUMEHUTENbLHO K obecneveHuio Gesonac-
HocTu UT.

M3 onpeaeneHnsa TepMuHa «A0BepUe» OYEBUAHO, YTO UMEHHO BLINONMHEHWE COOTBETCTBYIOLUMX AEW-
CTBMII N0 oBecneyveHunio aosepua o6ecnevnBaeT yBepeHHOCTb 3aUHTEPECOBAHHOIO NULA B TOM, YTO 0OLEKT
COOTBETCTBYET TPeOoBaHUAM 0e30NacHOCTU. YBEPEHHOCTb NpuobpeTaeTca npu aHanuse CBUAETENbLCTBA A0-
BEPUSA, NONYYEHHOrO NPU NOMOLLM NpoLeayp OUeHKU B npouecce paspaboTku, BBoga B Aencteue u cyHKUMO-
HWpPOBaHWsA 0ObEKTA, a Talkke OMbITa, NOMYYEHHOro Npu HaKTUHECKOM ero ucnonb3oBaHuu. Mpu onpeaeneHum
JoBepus k BesonacHOCTU nonesHa nobas AeATeNnbHOCTb, KOTOpPAst MOXET CHU3UTb HEONpPeAErNeHHOCTb No-
CpeacTBOM NpefCTaBneHus CBUAETENLCTBA, NOATBEPKAAIOLLETO NPABUIIbHOCTb, 3H(DEKTUBHOCTL U KAYECTBO
KOMMOHEHTOB 00bekTa. MpusHaBas, 4To HEKOTOpPbIe BUALI cBUAETENLCTB Bonee YeTko, yeM apyrue, hopmy-
NUPYIOT YTBEPXAEHUS, OCHOBHO 3afadei asnaeTca hopMUpoBaHUe MHOFOCTOPOHHETO apryMeHTa J0Bepus,
KOTOPbIA HOPMYNUPYET BUA U CTENEHb A0BEPUSA, NOSYHEHHBIE C NOMOLLBIO ONpeAeneHHbIX METOA0B obecne-
YeHusn gosepus. CyLecTByeT MHOTO METOA0B 06ecneyeHnsa A0BepPUs, HO NULLL HEOONbLLIOE UX YUCHO CBA3AHO
¢ 6e3onacHocTbio UT. OagHako He cBA3aHHble ¢ Ge3onacHoCTbio UT MeToabl Takke MOMyT coaepXaTtb onpeae-
TNIeHHbIE XapaKTEPUCTUKU, CBSI3aHHbIE ¢ oBecneveHuem gosepusa k 6esonacHoctu UT. Beneacreue Hanuuus
HeGonbLIOro Yncna MeToaoB obecneyeHus 4oBepus, OTHOCALMXCA K 6e30nacHOCTU, BaXKHO YMeTb onpeje-
NUTb UX 3HAYMMOCTb, NOCKONbKYy B obnactu UT ucnonb3yloT MHOrME He CBA3aHHble ¢ HesonacHocTbio UT
meToAbl. CBUAETENLCTBA OBEPUS HACTO NpeacTaBneHbl AOKYMEHTauuen, pa3paboTaHHo B XoA€e OObIYHOW
[AeATenbHOCTM No NpoekTuposaHuio UT. BonbLuoe 3HaYeHne MMEET BCe, YTO MOXKET UCMONb30BATLCA ANS CO3-
JaHuA aprymeHTa foBepus U, TakuM 06pa3oM, CHWKaTb HEONPEAENEeHHOCTb (PUCK), CBSI3aHHYIO(bI) C onpe-
A EneHHbIM 00BbEKTOM.

B gaHHOM crniyyae OCHOBHOW uaeen ABNAIOTCA BbISBNEHWME METOA0B obecnevyeHuss JOBEpUs, He CBS-
3aHHbIX ¢ Ge3onacHOCTbIO UT, 1 HeAONyCTUMOCTb HEAOOUEHKW 3HAYMMOCTM METOAOB, CBSA3aHHbIX C 6e30-
nacHocTbio NT. HecomHeHHO, Gonee npeanouTUTENbLHLI METOABI, CBA3aHHbIE ¢ Ge3onacHoCTbio UT, oaHako
HEKOTOPYIO CTeneHb A0BEepusa k 6E30MacHOCTU MOXHO MONYYUTb M3 MHOTUX UCTOYMHUKOB, U €€ He cneayer
WUFHOPUPOBATb, MOCKONbKY OHA HE SIBNSIETCA PE3ynbratoM NMPUMEHEHMs MPU3HAHHOrO MeToaa obecneyeHus
Aoeepus k 6esonacHOCTU. UCxoas n3 BbILLIECKA3AHHOTO, OYEHb BAXKHO ONMPEAENUTL UCTOYHUK NONYYEHUS CBU-
JeTenbCTBa U y4nTbIBaTh €ro Npu paspaborke aprymeHTa gosepus. bonee Toro, Heo6xoaumo 3HaTh Tpebo-
BaHus 6e30nacHOCTM U TpeGoBaHMA AOBEPUSi U NMOHUMATb BAXKHOCTb CBUAETENLCTBA WU €r0 UCTOYHUKA Ans
YAOBETBOPEHNA MU HEOOX0AMMbIX NOTpebHoCTel o6ecneveHns 6e30NacHOCTU.

Hanpumep, NCO 9000 sBnsaeTcs AOKYMEHTOM No 06ecnevyeHuto AOBEepUsl K Ka4ecTBy NpOAYKLUUK, U3-
HavanbHO pa3paboTaHHbLIM AN OpraHW3auuu NPoU3BOACTBA, OAHAKO OH TAKKE COAEPXKMT XapaKTepUCTUKU
JoBepus K npoueccy, npuemnemsie Ana MO u, Takum o6pa3oM, ANst NPOrpaMMHbIX NPOAYKTOB U CUCTEM Obe-
cneveHunsa 6esonacHoctn UT. Hanpotus, SSE-CMM (MCO/M3K 21827) saBnsieTcst MeToaoM obecneyeHus ao-
Bepusi kK 6e30NacHOCTH, XOTA U He TPAAULMOHHLIM. JlaHHbIi MeToa obecneunBaeT CBUAETENLCTBO JOBEPUS
NocpeacTBOM OLIEHKM MPOLECCOB NMPOEKTUPOBaHUA ©6E30MacHOCTU B OpraHM3auuu, a He OLEHKU Henocpea-
CTBEHHO Camux OOBLEKTOB.

HekoTopble MeToabl oBecnevenns aosepus cneuuanbHo choKyCMpOBaHbl HA OnpeseneHuu cornaco-
BaHHOIO U NONHOro Habopa xapakrepucTuk 6€30NacHOCTU, KOTOPbIE YACTO CBA3aHbI CO CTAaHAAPTHLIMU CLIEHa-
pVAMK Yrpo3 Unu C XopoLMMn npakTukamu obecneveHusa 6esonacHocTu. PasnuyHbie MeToabl obecneveHns
JOBepust MOTyT UMETb 0OLLME KOMMNOHEHTBI UMK aCNeKThl JOBEPUS.

Bce atu chakTopbl BAMSIOT HA 06LLYI0 CTPYKTYPY obecneyeHusl Jo0Bepusl U, B YaCTHOCTU, Ha onpeaerne-
HWe MeTpuk. [laHHble (PaKTOPbl AOMKHBI YYUTLIBATLCA NPU COOTHECEHUM PA3NMYHbIX METOAOB 06ecneyeHuns
aosepus.

4.7 CucrteMbl obecnevyeHus aoeepusa

Cneuunduyecknin metog obecneveHna aosepusa, KOTOPbIM MOXHO peanu3oBaTtb Tak, 4YToObl npuaarb
0c0b0€e 3HaYeHME KOHTEKCTY, U B paMKax KOTOPOro OCYLLECTBMSIETCA AAHHbLIA METOA, Ha3bIBAETCs «CUCTe-
MOIi OLeHKM goBepusiy. OOLUENPU3HAHHbLIE CUCTEMbI OLIEHKU JOBEPUS U OLIGHLLMKM MOryT obecneuntb 60-
riee BbICOKYIO CTENeHb OBEPUsi, YEM NONYHEHHYIO NOCPEACTBOM UCMNONb30BaHUSA COOTBETCTBYIOLLIETO METOAA
obecneyeHusn fosepus. MogobHas cucTema OUEHKU AOBEPUSI MOXET TaKkxke NPefoCTaBnsiTh OCHOBY ANs Npu-
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3HaHUS PE3yNbTATOB MU CYXKOEHUM, NONYYEHHbLIX NPUMEHEHUEM MeToAa obGecneyenus aoesepus ans Gonee
LUMPOKOM ayaUTOPUM.

4.8 KonuuyecTtBeHHOe onpejerieHMe pucka AOBepUs U YCTOWYMBOCTU MexaHu3ma obecneyeHun
6e3onacHOCTH

Hosepue He oGecneunBaeT npeaocraBneHne 06bLEKTy Kakux-nubo AoNONHUTENBHLIX Mep 6e3onacHocTu
unu ycnyr. No3ToMy uHOraa nepcoHany, He CBi3aHHOMY C 6e30MacHOCTbIO, TPYAHO 0CO3HATL NPEUMYLLECTBA,
KOTOPbIE OH MONYYaeT OT BNOXEHUA pecypcoB B obecneveHue fosepus. Hanpumep, B OTHOLLIEHUU KAKOro-nu-
60 npoaykra B6esonacHoctu UT yTBepXaanoch, Yto AoBepue CnocoOCTBYET YCTOWUYMBOCTM MexXaHu3ma obe-
cneyeHusi 6e3onacHoCTU, OAHAKO (hakTU4EeCKkn JoBepue cnocobCTByeT NPUOBPETEHUIO YBEPEHHOCTU B YCTOI-
YMBOCTU 3TOTO MEXaHU3MA MYTEM CHWKEHUSI HEONPEAENEHHOCTM (M PUCKA) B OTHOLLEHUU BO3HUKHOBEHUS
yrpo3bl, MPUBOASLLEH K HapyLueHuio 6e3onacHoctu. Hanpumep, owmnbo4HO cunTaetcs, uto AByxdrakTopHas
ayTeHTu(UKaLmMA BbI3bIBAET OONbLLE OBEPUS, YEM NPOCTON MEXAHU3M NPUMEHEHUS NApPONsA, XOTA B pearib-
HOCTM 3TO MPOCTO MexaHu3m bonee cTporoi aytreHTudmkauun. JsyxdakTopHasa ayTeHTudukauua aensercs
MexaHu3MoM Oornee cTporoi ayreHTudukaumm, Tak Kak oHa Bepucuumpyet asa atpubyra nonb3osarensi no
CpaBHEHUIO C 0OAHUM aTpubyToM B Criyyae NpUMEHEHUSI MEXaHM3Ma ¢ NpUMeHeHuem napons. Cama no cebe
Takasa ayTeHTudukauus He obecneunBaeT AOBepUsi, NOCKONbLKY Npu paspaboTke mexaHuama oGecneveHus
6e30nacHOCTM UMEHHO AEeNCTBUSI No obecneyeHunio 4oBepUs CNOCOGCTBYIOT CO34aHUI0 AOBEPUSA K STOMY Me-
XaHU3My.

Cnepyer NOHMMAThb, YTO AOBEPUE ABTOMATUYECKU HE noapasyMeBaeT A0CTaTOuHyl 6e3onacHocTb, a
TONbKO COOTBETCTBUE €€ LensaM (nonutuke 6esonacHocTu). [ipyrumu cnosamu, aoBepue o6ecnevnBaeT yse-
PEHHOCTb B BbIMOMHEHUM 0OBLEKTOM 3aAaHHbIX Lenein 6e3onacHocTu 6e3 NpoBepKn TOro, YYUTLIBAIOT NN 3TH
Lienn KOHKPETHbIE PUCKM M Yrpo3bl. Hanpumep, xota npoaykTy UT MOXHO A0BEPATL B 4aCTW €70 COOTBETCTBUSA
uensm 6esonacHOCTM, HO OT xapakTepa 3aTux uenei 3aBucut 6esonacHoe noseaeHwe npoaykra. Hanpotus,
NPOAYKT C HU3KON CTENEHbIO A0BEPUsl, HO C Bonee COOTBETCTBYIOWMMU LienaMu 6e30nacHOCTU, MOXET ObiTb
dakTnyeckm 6onee HezonacHbIM.

4.9 [loBepue CHMXKAET pUCK 6€30NacHOCTHN

Josepue cnocoBCTBYET CHWDKEHWIO PUCKA, MOCKONbKY YMEHbLUAET HeonpeaeneHHOCTb, CBSI3aHHYI0 C
YA3BUMOCTAIMU 0ObEKTa, TaKUM 06pa3oM YMEHbLLAS €ro NOTEHLMANbHYIO YA3BUMOCTb U MPUBOASA K CHUKEHUIO
obLuero pucka, cBA3aHHOrO ¢ 06bEKTOM. B npeabiayLiem nogpaszene ykasaHo, 4Tto JoBepue He obecneuunBa-
€T Kakux-nmbo AoNonMHUTENBbHBLIX Mep 6e30nacHOCTU AN NPOTMBOCTOSHUSA pUCKaM, CBSi3aHHbIM ¢ 6e3onacHo-
cTbl0. CKkopee, AeATenbHOCTbLIO N0 CO3JaHUI0 AO0BEPUS AeNlaeTcsi NoMnbiTKa Aoka3aTb COOTBETCTBUE 0DbekTa
ero uenam 6esonacHocTu. COOTBETCTBME 0O6bekTa ero Lenam 6e3onacHOCTV nogpasyMmeBaeT npeabsiBrneHne
cBuaeTenbcTBa 06 oGecneyveHnn COOTBETCTBRYIOLLIETO AOBEpPUA U 060CHOBaAHUA AnNs 06ecrneyYeHns yBEPEeHHO-
CTW B TOM, YTO BHEAPEHHbIE MEPbI 6830NacCHOCTU CHU3AT OXXUAAEMbIii PUCK.

4.10 KonnuyectBeHHOE onpeaereHue noBepus

MpsiMoe onpegeneHne UMK OLEHKY BKnaaa oGecnedeHnst JOBEPUSI UK €ro MOBLILLEHUS B NPOLIECC ae-
ATENBLHOCTM OPraHM3auum OCYLLECTBUTL HEMPOCTO. TeM HEe MEHEe MOBbILLEHNE [OBEPUS K KakoW-nnbo mepe
6€30MacHOCTN CHKAET HEONPEAENEHHOCTb, CBA3AHHYIO C KOHKPETHBIM PUCKOM, B 4aCTHOCTU C SNEMEHTAMU
pucka, OTHOCALLMMUCS K YSI3BUMOCTAM, MO OTHOLLEHUIO K KOTOPbIM BHEAPEHa AaHHasi Mepa 6e30nacHoCTu.
Takum 06pasom, B 3TOM criyyae 3Ha4MMOCTb JOBEPUSI MOXHO BbIBECTU U3 CTEMEHU CHUXKEHUS HEOMPEAENneH-
HOCTW, CBSI3aHHOW C PUCKOM. YCTaHOBIEHME CBSI3U JOBEPUS C HEOMPEAENEHHOCTBIO PUCKA UM eT0 COCTaB-
NAOWUMMU 3IEMEHTAMKU YNPOLLAET U3MEPEHUE CTENEHU AOBEPUS, MOCKOSIbKY HEOMPEAENEHHOCTb BO3HUKHO-
BEHUSI PUCKA KONWUYECTBEHHO OMPEAENUTL fNerde, Yem camo J0BEPUE. M3MepeHUe CTENEHN AOBEPUSI MOXKHO
MPOBECTN KOCBEHHO, U3MEPEHWUEM BEPOSITHOCTM BO3HUKHOBEHUSI PUCKA U NOCIEAYIOLLEN er0 KOPPEKTUPOBKM,
TaK Kak 9Ta BEPOSITHOCTL 0OPATHO MPOMNOPLMOHANbHA AOBEPHUIO.

4.11 OpraH oGecneuyeHusi AoBepus

OpraHom obecneyeHus 4OBEpUst SIBMAETCA NUUO (MNM opraHu3auus), OTBETCTBEHHOE 3a MPUHATUE
peLUEHU, UMEIOLMX OTHOLLUEHNE K OOBLEKTY Ha KOHKPETHOW CTaguu €ro >XKM3HEeHHOro uukna. MNpu Hanuuuu
HECKOIMNbKMX CTaAWM XXU3HEHHOIO LiMKNa U HECKONbKMX npasoobnagarenen CyLIeCTBYIOT PasnuyHble OpraHbl
obecneyeHns JOBEPUS, Kaxabli CO CBOMMU NpaBamu U 006s13aHHOCTSIMU. HanpuMmep, Ha cTagumn paspaboTku
opraHoMm obecneyeHusi JOBepUst MOXET ObiTb pa3paboTunk, OTBETCTBEHHbI 3a obecneyeHne noeepus k 06b-
eKTy opraHusauuu-noctaswmka. OQHOBPEMEHHO Y OpraHM3auuUn-KITMEHTa MOXET OblTb COOCTBEHHbIN OpraH
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obecneyeHnss [OBEpUs, OTBETCTBEHHLIN 32 paccMOTpeHue TpeboBaHMI AOBepuUs, NPeaAbABNSEMbIX K Oopra-
HU3aLMKU-NOCTaBLUMKY. Kpome TOro, elle oauH opraH obecneveHus J0BEpUs MOXKET CyLLECTBOBATbL B OpraHu-
3auuu, NPOBOASILLEN OLIEHKY, KOTOPbIN ABNSAETCA OTBETCTBEHHLIM 32 COOTBETCTBUE 0ObEKTA CUCTEME OLEHKU
aosepusi. Kaxxabii U3 ynoMsaHyTbIX OpraHoB 06ecnevyeHus 40BepUst HECET OTBETCTBEHHOCTb 3a ONpeaeneHHYIo
CTafmio XU3HEHHOTO Uukna obbekTa. bonee Toro, opraH obecneyeHust JOBEPUS MOXKET HECTU OTBETCTBEH-
HOCTb 3a HECKONbKO cTaauii. MpuMepoM MOXET CNyX>MTb opraH obecneveHust JOBEpUsl KNUEHTa, KOTOPbIi
TaKke OTBEYAET 3a NPUHATUE OTYETA O cepTudmMKaLum, NPeACTaBNEHHOIO OPraHoM Mo cepTudmkauumn.

OpraHbl o6ecneveHusa A0BEPUSA CYLLECTBYIOT AN BCEX BUAOB 3aLUULLIEHHbIX 0ObLEKTOB, HE3aBUCUMO OT
TOrO, ABMSAOTCS NM OHW NPOAYKTOM, CUCTEMOM, YCIyroi, NpoLIECCOM, NEPCOHANoMm u T. 4. OpraH o6ecneveHus
Z0BEpUSA HECET OTBETCTBEHHOCTb 3a NPUHATUE pELLIEHUI B OTHOLLEHUM 0OBbEKTA C y4eTOM ero uenei 6esonac-
HOCTH.

B 3aBucMMOCTU OT opraHusauum U ee BUAa opraH obecnevyeHuss J0oBepuUs MOXET UMETb MHOXECTBO
obssaHHOCTen. HekoTopble U3 ero 3agay MOryT BKMOYarb B cebs BbIOOp COOTBETCTBYIOLWLEr0 MeToaa obe-
cnevyeHus JoBepusi U onpeaerneHne HeobxoauMoli cteneHn u Buaa aosepusi, TpebyeMbix ANa COOTBETCTBUSA
onpeaeneHHbiM TpeboBaHusM. OpraH obecneyeHusi J0BEpUs TAKKE OTBEYAET 3a YCTAHOBIIEHWUE CBA3U C ApY-
rMMU opraHu3aumsMm obecnedeHus AOBEpUs, TAKUMU KaK OpraHu3auumsl no OLEHKE JOBepus, CBA3aHHAs C
cucTemon oueHku BesonacHoctu UT, HanpuMep, B cnyyae npumeHeHus Tpedosanuii UICO/M3K 15408 u uc-
Nosb30BaHWA €ro CUCTEMbI OLIEHKHU.

B pamkax HeKOTOpbIX OpraHu3auuii, B 0COOEHHOCTU FrOCYAapCTBEHHbLIX U BOEHHbIX, CTENEHb AOBEPUS
MOXHO perynupoBark, OrpaHM4MBasl BO3MOXHOCTb BbIOOpa opraHa obecrneyeHust 4OBEPUSt U OAHOBPEMEHHO
orpaHuuyuBas puck ans Hero. OpraHusaumu MOryT Urpatb pasnuyHbIE PONM B Ka4ecTBe opraHa obecneveHus
J0BEpUs, U ero 06A3aHHOCTU MOTYT ObITb PA3NUYHLIMU B 3aBUCUMOCTM OT UX YHUKATbHbIX 3KCNNYaTaUMOHHbIX
MOAEneii; TeM He MeHee opraH obecneyeHnst JOBEPUSi HECET OTBETCTBEHHOCTb 3a BbINONMHEHUE YCTAHOBMEH-
HbiX 06513aHHOCTEli. B HeBonbLUKMX OpraHn3aumsax paboTHUK 0BbIYHO BbIMONHSET 4ONONHUTENbHbIE 0053aHHO-
CTU B KAYeCTBE OpraHa obecneyeHns JOBepus, TOr4a Kak KPynHbIE OpraHu3aumm MOryT UMeTb CneLmanbHOro
paboTHMKa C 0653aHHOCTAMM, BO3NOXEHHBIMU TONBKO Ha opraH o6ecneyeHus gosepusi. Bonee kpynHele opra-
HM3auuu 06bIYHO Ha3Ha4alT OLHOrO U3 PYKOBOAMUTENEN BbIMOMNHATL (DYHKLUMKM opraHa obGecneveHus nosepus
1 OTBEYaTb 3a BHEApPeHUEe MeToa obecrneyeHns JOBEPUS U MPUHATUE pe3ynbTaTtoB OLEHKU A40BEPUA.

B saBucMMOCTM OT opraHM3auuu nuLo, OTBETCTBEHHOE 38 OKOHYaTENbHOE NPUHATUE pe3ynbTaTtoB A0-
BEPUS, MOXET TalOKe OTBEYATb M 38 (PYHKUMOHUPOBaHME 0BbekTa (TO ecTb 3a BBOA CUCTEMbI B 3KCMIyarTaLmio
Unu 3a NpUHSTUE NpefoCTaBneHHoi ycnyru). CrnegoBaTtencHO, opraHy ofecnedYeHuss JoBepus 4acTo npu-
XOAUTCS BbINOMHATL AEWCTBUS, HAMPaBMNEHHbIe HA OCOBEHHOCTU PaBHOBECUA MeXAy CTeneHblo, rmybuHoi
peanu3auuu JOBEPUSA U CTOMMOCTbLIO, 8 TAKKE NPOLOIHKUTENBHOCTBIO OLEHOYHOW AEATENbHOCTU, CBSA3AHHON
C 9TON peanu3auue.

5 Bbib6op poBepust K 6e30nacHOCTU

Beibop meTona obecneyeHus AoBepus kK 6€30NaCHOCTU U COOTBETCTBYIOLLEN CTENEHU AOBEPUS ABMSIET-
CHl peLLeHeM, KOTOPOe OCHOBBLIBAETCA HA M3YYEHUM MONUTUKM AoBepusi kK 6e30nacHOCTM opraHusauuu, 6us-
Hec-TpeGoBaHuin U BUAa obbekTa (NPoaykTa, NPoLEeCcca, OKPYXKaloLWEN cpeabl, CUCTEMBI, YCINYTU UMK NepCo-
Hana). Hanpumep, HeKoTopble MeTOAbI 0BecneveHnsa 4OBEPUs NPUMEHUMbI TONbLKO K npoueccam [Hanpumep,
SSE-CMM (cm. NCO/M3K 21827)], B TO Bpems Kak apyrue — k npogykram (cM. MCO/M3K 15408).

BriGpaHHbIn MeToa obecneveHus 4oBepusi AOMKeH ObiTb COBMECTUM C OKPYXKAIOLLIEW Cpeaoi opraHusa-
uum 1 obnagatb CNOCOBHOCTLIO NPOBEPATL TPEOyEMbIE XapaKTEPUCTUKU HA CTAAUSX XXM3HEHHOTO LUKNa 06b-
ekTa. [Npu BbIOOPE MeToaa obecneyeHns JOBEPUSt HEOBXOAUMO YHUTLIBATb UMEIOLLUECS] pECYPChI (BPEMEHbIE)
KagpoBble, (DUHAHCOBLIE U T. A.) AN 06ecneyeHnsi COOTBETCTBUS UCMONb30BAHHbIX PECYPCOB BUAY U CTENEHU
nony4YeHHoro aosepus. Hanpumep, obecneyeHne obbekTa ¢ HU3KOM CTEMEHbLIO AOBepUst mepamu Be3onac-
HOCTU CTOMMOCTbIO NATLAECAT ThICAY AONNApoB Obino Gbl HeuenecoobpaszHo. AHANOIMYHO HET Heobxoau-
MOCTK BblOMpaTh OLEHOYHbIN MeToAa obecneyeHus aosepusa (To ectb TCSEC, ITSEC, CTCPEC, cm. UICO/
MO3K 15408), koraa BnonHe npuemnem bonee KOPOTKUI MeToa (NPU YCroOBUM HEOBA3aTENBHOCTU NPUMEHEHUS
MeToaa obecneyeHns 10BepUs K OLIEHKE), NO3BONSIOLLMI COKOHOMUTL MecsiLbl paboyero rpacdukal). ins He-
KOTOpbIX OpraHuM3auui (HanpumMep, rocyaapCTBEHHbIX yupexaeHuii) Tpebyetca BbIGOp NOCTaBLUMKOB, pa3pa-
6oTaBLUMX OLiEHEeHHble NPOAYKTbI 6e30MacHOCTH, a TaKKe UCNONb30BaHUE 3TUX NPOAYKTOB ANS NONYYEeHUs

) YnpolyeHHble METOALI AEeMOHCTpaLuK cyTu 6e3 ykasaHus (hakTUYecKnX CyMM M MEpUOfioB BPEMEHM B OTHOLLIS-
HUW onpefeneHHoro MeToAa obecneyeHus JOBEpUsI.
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noeepus. TpeGoBaHUii NO NPUHATUIO PELLEHUS B OTHOLLEHUK BbIGOPA NOCTABLUMKOB MOXET ObITb HEMHOTO, YTO
NO3BONSAET CIKOHOMUTb BObLLYIO YacTk PECYPCOB NPU PaCCMOTPEHUN BaPUAHTOB NOCTABLLMKOB.

Hanpumep, yactHasa opraHusaumsa MOXKET ucnons3osarb metogq SSE-CMM (MCO/M3K 21827) ana cos-
JaHus JOBepusl K ee KOpnopaTtuBHOMY BeO-CaWTy C LEenbio NpeaoTBpalleHUst HECAHKLUMOHUPOBAHHOMO A0-
CTymna K ero 4aCTHOM NOKanbHON CeTu. [ina 3Toro TpebyeTcsi OLeHKa NpoLecCoB, CBA3aHHbIX C pa3paboTKou,
BBOAOM B J€NCTBME U DYHKLUMOHUPOBaHUEM BeD-caiiTa, BKITIOYasa NPOLECChl AKCNnyaraumm u peanusagum no-
nmMTuk 6e3onacHocTn. Ha 0CHOBE NOMYYEHHLIX AaHHbIX (POPMUPYETCST aPryMEHT AOBEPUS BMECTE C YPOBHEM
3penocTu BO3MOXHOCTeN opraHu3auum [SSE-CMM (MCO/M3K 21827)]. Ana aToro 40CTaTOMHO UCMNOfb30BaTh
meTon ofecnevyeHus AOBEPUS, NOCKOMNbKY opraHy obecnedeHus fosepusi TpebyeTcss pacCMOTPETb TOMNBKO
BHYTPEHHIOIO NOMUTUKY AOBEPUS OpraHu3auumu Kk 6e3onacHoOCTM. BTOpbIM NpUMEpPOM SABNSETCA rOCYyAapCTBEH-
HOe y4ypeaeHue, KOTopoe Mcnonb3oBano metog obecneyvenna gosepus no MCO/MOIK 15408 ana cdopmu-
pOBaHUA BbICOKON CTEMEHW AOBEPUS, Tak Kak OT Hero TpeboBanoch UCMONb30BaHME UMEHHO 3TOr0 NoaxoAa
AN BbINOMHEHMA cneyuanbHbiX TpeboBaHuin rocygapcrea no obecneyeHunto 6e3onacHocTu. [aHHbli npumep
JEMOHCTPUPYET CTeneHb 3aBUCMMOCTU OpraHa obecneyeHus AOBepus OT TUNa OpraHu3auun u ee MonuTuk
6esonacHocTu. He genaeTca HUKaKuxX yTBEpPXAEeHWN OTHOCUTENbHO TOTO, KAKOW MeToa mnydwle unu obecne-
yuBaet OONbLUYKD CTeneHb AoBepuda. B cnydae, ecnu CylecTByOLAA NOMUTUKA UKW PerfameHT He npea-
NMUCLIBAIOT UCNOMb30BaHWE ONPEAENEHHOr0 METOAA M HE 3aJal0T YPOBEHb AOBEPUSA, UX BbIOOP NPUXOAUTCH
OCYLLECTBMATbL B MPOLIECCE BbINONMHEHNUA TPeBOBaHNI JOBEPUS], KOTOPbIE COOTBETCTBYIOT 3aaHHbIM TpeboBa-
HUAM W ABNSIOTCA (DYHKLUMEN Lenein 6esonacHocTn. OfHAaKO CyLIEeCTBYET BEPOATHOCTL BbISBMEHUS CUTYaLUN
npu MeHeaXMeHTe puckos 6esonacHocTu, korga Tpebyetcs obecnevmsatb 60MbLLYIO CTENeHb AoBepus. Ecnu
MEHeIKMEHTY PUCKOB 6e30MacHOCTU NPUXOAUTCA UMETHb AEn0 C BbICOKUMW YPOBHSIMWU HEOMNPEeAEneHHOCTH,
TO NOBbLILLIEHHOE AOBEPUE MOXKET CNOCOOCTBOBATL CHKEHUIO OOLLEH HEONPEAENEHHOCTU U, TakKUM 06pa3omMm,
06LEMY CHMXKEHUIO pucka 6e30NacHOCTH.

Criegyetr OTMETUTb, UTO Jaxe B Crnyvyae 00s3aTencHOro npumeHeHust Metoga obecnevyeHus aoBepust
MOTYT ObITb NMONE3HbI HEKOTOPLIE BONPOCHI, HAMPUMED:

a) 4Yemy JOBEPATH;

b) kakoBa cTeneHb AOBEPUS;

C) Kakyto naboparopuio OLEHKN UCMONb30BAaTh;

d) kakue ycnyrm no ceptudmkaumm n arrectaynm MCnonb3oBatb?

CyLecTByeT MHOMO pasnu4HbIX NOAXOAOB U METOA0B ObecrnevyeHus 4OBEPUS, U NULLL HEKOTOPbIE U3
HUX pernameHTUpOBaHbl U NPUHATLI NMOBCEMECTHO. CrieloBaTenbLHO, ANs BbIOOPa U NPUMEHEHUsT Kakoro-nubo
mMetoga obecneveHus aosepus npapoobnagatenam notTpebyioTcs pekoMeHaaumu.

5.1 Cneundukauma TpedboBaHu goBepUA

Mepen BbLIOOPOM W/MNM NpUMEHEHNEM MeToAoB obecneyeHuss AoBepus cregyer cneunduuupoBsarb
TpeboBaHua goeepus. Mog atn cneumdukaumm nognagaoT pasnuyHble metoabl. MNpoueaype Boibopa metoaa
obecneyeHus 0Bepus NPeALLIEeCTBYET aHanu3 TpeboBaHuin AoBepusa K 6€30NacHOCTU OpraHu3auuu, a Takke
TpebGoBaHui, NPeabsBNAEMbIX K OLIEHKE PUCKOB U yrpo3. TpeboBaHUsi MOryT Takke BKMOYaTh B cebsa aHanu3
pernoHanbHbIX aCnekToB M HEKOTOPbIX acneKkToB Ou3Heca, HanpuMmep ecnu notpedutenio TpebyeTca Takow
cneumndUYecKuin Noaxoa Kk obecneveHunto JoBepus, kak ucnonb3osaHme TpedosaHuin MICO/M3IK 15408 B ue-
NAX yAOBNETBOPEHUS BHYTPEHHNX TPeBOBaHUI opraHn3aummu unu TpeboBaHui K NOCTaBkaM Ha PbIHOK.

Ons usyyeHns TpebOoBaHWIi OpraHusauuu UnuM pbiHKa cneuudukauma TpeboBaHUin JOBEPUS MOXET
BKIOYaTb B ce0s BApMaHTbl, Takue Kak NpU3HaAHME UMK NPUHATME MeToaa obecneveHns JOBEPUS UK CUCTe-
Mbl OLUEHKW AOBEPUA, B3aMMHOE NpPpU3HaHne metoga unm CUCTeMbl OLIEHKU U MUHUMATrbHbIN YPOBEHb A0OBEPUA.

Hanpumep, TpeboBaHusi MOryT Bkn4aTb B cebsi OrpaHM4eHnss NO CTPOroCTU BbIMOMHEHMSA npouecca
pa3paboTku u/unu TpeboBaHUA K NOUCKY NOTEHUMAaNbHbIX YSI3BUMOCTEN 6€30NacHOCTU U aHanu3y ux Bo3ael-
CTBUA.

Korga oObekT nMeer Takne MexaHu3mebl 6€30MacHOCTH, KAk Naporb unu xaw-dyHkums, Tpedosanua ao-
BEpUS MOTyT cneumduumpoBaTb MUHUMATbHBIA YPOBEHL CTOMKOCTU, COOTBETCTBYIOLLMIA 3ASIBMEHHBIM LIENSM
6e3onacHocTu.

Cneumndukauun TpeboBaHuUii 4OBEPUS AOMMKHbI YYUTHIBATL BCE TPEOOBaAHUS OpraHu3aLumu u cogepxarb
BCE€ B3aMMHO noagaepxmparolime KOMMOHEHTbl AOBEpPUA, TakMe Kak JoBepue K KOPPEKTHOCTU N AOBEepUe K
apbbekTnBHOCTU. Bonee TOro, cneayer AeTanuaMpoBaTb COOTBETCTBYHOLLME NOAX0Abl U MeToAbl obecneve-
HUA JOBEPUA, a TakXKe yUYUTbIBATb OpraHbl obecneyeHus aoBepud, ux 06s13aHHOCTN U Ncnosfib3yemble KaHarbl
CBA3U.
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5.2 DkoHOMMuYECKUEe BONPOCHI

OObIYHO jOBEPME ABMAETCA 3aTpaTHbIM PECypCoM, BEAyLUMM K n3aepxkam. bonee Ttoro, nosepue cesi-
3aHO ckopee € noTepsMU, YeM C 10XOAAaMU UITM Kakow-nubo Buirogon. CnegoearenbHO, peHTabenbHOCTL UH-
BECTUPOBAHUS B HEr0 SIBNSIETCA HE U3MEPSAEMOW, a MMNOTETUYECKON BENIMYUHON M €€ MOXHO CPaBHUTL CO
CTpaxoBbiMK NoTepsMU. [laxke ecnu MoCTaBLUUK aMOPTU3UPYET U3AEPHKU HA obecrneyeHue AOBepuUs K He-
KOTOpbIM npoaykram GeszonacHoctu UT, TO MOXET NoTpeboBaTbCs HECKONMbLKO NET ANl BO3MELLEHUS] CTOM-
MOCTM MHBECTULMIA B 3aBMCUMOCTU OT BbIOpaHHOTrO Metona obecneveHuss u TpebyeMoro ypoBHSI I0BEPUS.
MpeumyLlecTBo, Nnony4yaemMoe opraHu3aumeli OT BIIOKEHUS PecypcoB B o0ecneveHue AoBepust, He ABnsieTcs
Oo4eBUAHLIM ANS NI0AENH, HE3HAKOMbIX C BONpocamMm 6e30nacHOCTH, U, cneaosartenibHO, MOXeT noTpeboBaTbest
ncyepnbiBaoLiee 060CHOBaHUE, KOTOPOE AOMKHO ObITh NPEeACTaBNEeHO B HaAnNeXalleM BUae Ans nonyyeHus
0406peHus pyKOBOACTBOM OpPraHn3aLuu.

ns pa3sHbIx ayauTopuii UCMONb3YIOTCA pa3nuuHbie TUNbl goBepusa. Hanpumep, nosepue, obecneunBa-
eMoe rapaHTUiHbIM 00513aTeNbLCTBOM, SBISETCS HE3HAUUTENbHBLIM ANS NONMb30BAaTensi CUCTEMBI NPU €€ 0CTa-
HOBKE, HO UMEET 3HaYeHue AN PyKOBOAMUTENS, ONMaynMBaloLLEro CTOMMOCTb NPOCTOA CUCTEMbI. AHANOTMYHO
Aosepue, obecneynBaemoe rapaHTMen TEXHUYECKON NOAAEPXKKM CUCTEMbI B Clyyae ee Bbixoda U3 CTpos,
ABMAETCA HE3HAYUTENBHBIM NPU HOPMANbLHOM €€ (DYHKLIMOHMPOBAHUK, HO ByaeT UMETh CYLLIECTBEHHOE 3HaJe-
HUEe AN NPOU3BOACTBEHHOIO MPOLEcca B cnyyae HapyLueHus ee oyHKUMOHUPOBaHUS.

Bce Tunbl goBepus o6ecneunBaloT pasnuuHblie NPeMMyLLECTBa Pa3HbiM NogpasaeneHnsiM OpraHu3aLuu.
OTCYTCTBME OLIEHKU 3TUX PA3NUYHbIX NMPEUMYLLIECTB 00EeCLIEHUBAET pe3ynbTaTbl NOy4aeMoro JoBepusl.

dakTu4ecku AoBEpUe YMEHbLLAET HeonpeAeneHHOCTb, MO KpaHelw Mepe, B OTHOLLEHUU YA3BUMOCTEN
NPOAYKTOB UMK YCIYT, CBA3aHHbIX C 0b6ecneueHnem 6esonacHoctu UT. HeonpeaeneHHOCTL UMEET OTHOLLIEHUE
KO BCEM hakTOopaMm, UCMONb3yeMbiM B OLIEHKEe pucka 6esonacHocTu. Takum o6pa3om, CHWKEHUE Heonpese-
NEHHOCTM 0bneryaeT cocpeaoTodeHNe Ha acnekTax, NPeACTaBAALWMX HaMboNbLUNI PUCK ANA OpraHW3aLuy,
YTO [aeT CyLLECTBEHHOE NPEUMYLLECTBO OpraHu3aummu n obecnevmBaeT BbirOAHOE BAIOXXEHWE ee PECYpCOB.

5.3 OpraHusauuoHHbIe BONpPOCHI

Ba)kHo yMeTb pacno3HaBaTb cpey 6€30nacHOCTH 1, B YaCTHOCTH, NOHMMATL, YTo TpeboBaHus AoBepus
OTPaXaKoT KyNbTYpY 1 On3Hec-TpeboBaHua opraHm3auun. NMoHumanue TpeboBaHuii opraHmsauum Heo6xoaumo
ANA NPUHATUA PELUeHWUA O NPUEMNEMOCTU ONPEeAEneHHOro MeToaa obecneyeHus AoBEpUs Wunu AocTaToy-
HoCcTu aosepus. MonuTuka opraHn3auun AOMKHa PernameHTUpOBaTh:

a) cnocob onpegensATe TpeboBaHnA 6e3onacHoOCTH;

b) obcrosTenscTBa, NpU KOTOPbIX 0OBEKT A0MMKEH ObiTb CEPTUdULMPOBAH HA COOTBETCTBME TpeboBa-
HWAM KOHKPETHOTO CTaHAAapTa;

C) CTaHAapThl, HA COOTBETCTBUE TPEBOBAHMAM KOTOPbIX JOIMKHBI CEPTU(MLIMPOBATLCS OOLEKTI;

d) cTeneHb JoBepus, HeobxoauMyio ANA npoueayp ceptudukaummn npu 3aaHHbIX YCNOBUSX;

e) o6sA3aHHOCTM OpraHa obecneveHus 4oBepuss;

f) o6crosiTenbCTBA, NPU KOTOPbIX HE06X0AMMA aTTecTauusi 06bLEKTOB.

Hanpumep, rocyaapCTBeHHas OpraHu3auua MOXET NPUHATbL PeLLEHUEe O cneuuduKaLmMmu U KOHTPONE Npo-
Lecca cepTuduKaLmm B KOHKPETHbIX ycnosusax. OHa MOXET pa3paborarb BCe acnekTbl 3TOro NpoLecca, Takue,
Hanpumep, Kak MeToAbl obecneueHuss AOBEPUSA, KPUTEPUK (CTaHAAPT), PYKOBOACTBO MO UCMONb30BaHUIO CTaH-
Japra u fjaxe yposeHb Tpebyemoro gosepus. OgHako opraHy obecneyeHus J0Bepusl K aKKpeauTaLum Tem He
MEHee NPUAETCA NPUHUMATL OKOHUYATENBLHOE peLleHne No NPUeMNEMOMyY JOBEPUIO U HECTU OTBETCTBEHHOCTb
3a pecypcbl U rpaduk BbINONHEHUsA pabort. Mo cpaBHEHUIO C rOCyaapCTBEHHON opraHu3auueii ans nposeae-
HWA pa3paboTok YacTHas OpraHM3auusa B paMKax CBOEN OPraHM3auun MOXKET Npeanoyectb HedopmMarnbHbIi
mMeToa obecneveHnsa aoBepusi, ecnm OT ee opraHa obecneueHusi JoBepus He TpeGyeTcsa BbINONHEHUE COOT-
BETCTBMS BHELLHUM TpeboBaHusiM 6e3onacHocTu. MonUTUKK opraHu3aumm BaxkHbl ANA oNpeaeneHus Toro, YTo
notpebyeTca opraHu3auumn npu BepudukaLum NPUeMneMocTu Ans Hee Mmep 6e30nacHOCTU.

5.4 Tun poBepus

Mpu paccMoTpeHUn KOMBUHALMM HECKOSNBKMX METOA0B 06ecneyeHust 10BePUA ANt KOHKPETHOTO 0Obek-
Ta nyyuie BCEro NOCTPOUTb MoAENb I0BEPUS kK 6E30NacCHOCTU ANS A€MOHCTpaLMK TOTO, KaK pasnuyHble TUNbI
[osepus GyayT B3aumoaencTeoBaTh ANA o6ecnedeHns obLIero AoBeEpUsi, CBA3AHHOTO ¢ 00bekToM. 3aTeM
Moaenb Aosepus k 6€30nacHOCTU MOXHO MOCTPOUTL U3 PA3NUYHLIX COCTABHLIX S/IEMEHTOB MOAENU AOBe-
pusi, KaXkgas U3 KOTOPbIX COOTBETCTBYET KOHKPETHOMY NoAXoAY k obecneveHuto aosepus (To eCtb AoBEpUE K
oLEHKe, AoBepue K npoueccy, aosepue k paspabotke). Takum ob6pa3om, B moaenu gosepus k oobekTy, npea-
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CTaBNEeHHOW KOMOMHaUWen HECKONbKUX OTAENbHbLIX MOAENEeN JOBEPUS, pAaCCMaTPUBAIOT TO, KaK COCTaBNEHbI
3T MOAENU, HEe3aBUCUMO OT CTaauu obecneyvyeHus AoBepusi, K KOTOPO OHWU NPUMEHANUCL. [lanee MOXeT
CNyYnTLCA Tak, YTO Kakon-nubo Tun AoBepus K 6€30NacHOCTU, CBA3aHHLIN C 0OBLEKTOM, HE NpeaHa3HaveH
HanpsMylo cneaylowemMy nonydvarenio odbekTa, a ucnonb3yercss PakTU4ecKu Anst KOHEYHOTro nony4qarens.
Mopaenb MOXeT YeTKO YCTaHOBUTbL 3TO U NOMOYbL 06ecnevnTb hopMUpPOBaAHUE TOUHON KAPTUHBI A0BEPUA K Be3-
OMAaCHOCTU ANS KOHEYHOrO nony4arens.

3arem AnNA ynpoLleHUA CpaBHEHUs1 MOAENein A0BEPUS KaxXAaa U3 Moaenein MoxeT cneunduuupoBarb
TUMN U CTENEHbL A0BEPUA ANA KOHKPETHOM CTaAuu XM3HEHHOro uukna obvekrta. Moaene aosepus k o6bek-
Ty 06beanHAET OTAEMbHbIE MOAENWU NOCPEACTBOM U3NOXKEHUA anbTepHaTUB U NPEAOCTaBNEHUA NOTUYECKOro
060CHOBaHWA ANA ONUCAHUA MONYYEHHOTO AOBEPUA K OOLEKTY.

5.5 TexHu4yeckue Bonpochbl

CywiecteyeT GonbLuoii BbIBOp MeTOoa0B oBecneveHust JOBepUsl, KOTOpble NpeanaralT BO3MOXHOCTb
OnTUMMU3aLUUK 3afaHHbLIX UHTEPBANOB BPEMEHMN M UCTONL30BaHMA pecypcoB. MeToa obecneveHus aosepus,
noaxoasLmii Ana o6bekTa unu ero atpubyToB U NPeaHa3HaYeHHbIA ANA OLEHKU, cneayeT Boibuparb us:

a) meToaoBs obecneveHns 4oBepus, NPUMEHUMBIX UCKITIOHYMTENBHO ANSt KOHKPETHBLIX 06beKTOB UT, Takux
Kak BesonacHble annaparHblie CPeACTBa UMK NporpaMMHble NpoaykTebl UT, cuctemel, cETU, NnepcoHan, ycnyru
T Aa.;

b) meToaoB oGecneveHmnss foBepus, NpegHasHa4YeHHbIX CrieunarnsHo A4na NPoOLecca XM3HEHHOTO LMKNa;

¢) merogoB obecneyeHnss JOBepUsi, OCHOBAHHbIX HA MPAKTUYECKOM ONbITE U (hakTU4ECKOM NpUMeHe-
HUK.

MpumeHeHne mMetoga obecneveHus foBepUs ANs OLEHKU OOLEKTA MOXET NPUBECTM K NONYYEHUIO pas-
HbIX TUMOB UMK CTeneHel (YPoBHEl) LOBEPUA BCNEACTBME BO3AEHCTBUA Cneayowmx hakTopos, KOTOpbIe He-
06X04UMO YYUTLIBATL:

a) MMeloLmMecsa HegocTaTku 06 bekTa UK ero XxapakTepuUCTUKK;

b) pasMepbl U CROXHOCTb OOBLEKTA;

C) pasnuuus B NPUMEHSAEMbIX METOAaxX obecneyeHusi 4OBEPUS;

d) cBs3b NpUMEHeHus MeToaa obecneveHns JOBEPUSt C OrPaHUYEHUAMU NO CTPOFOCTU UNKn 06bLeMy pa-
Bor;

e) uenu 6e30nacHOCTH;

f) KOHKpETHbIE YCrOBUS;

g) KOHKPETHbIe CTaaun XXM3HEHHOro umkna UT;

h) BO3MOXXHOCTb KOMOUHaLMKU C APYrMMU METOAAMMU.

JononHutensHoe AoBEPUE K OOBLEKTY MOXHO NONYYUTL NyTEM:

a) yrnybneHHbIX 3HaHUI 0 Npeablaywux PYHKUMOHANbHBIX BO3MOXHOCTAX UT;

b) n3ayveHun nHpopmauumn 06 ynydweHHbIX YHKLMOHANbBHbLIX BO3MOXHOCTSIX ME€XaHu3MoB obecneve-
HuA 6esonacHocTu UT.

Kaxabit metog obecnevenns JOBEpUSA NPUMEHSETCA B 3aBUCUMOCTU OT UMEIOLLMXCSI NMPEUMYLLIECTB M
HefoCTaTKOB, a Takxe OT yyeTa uHaMBMAyanbHeIX TpebosaHuin besonacHocTn. Heo6xoaMMO NOHATL, Kak Me-
T0A o6ecneveHus 4oBepus yCTaHABNMBAET AOBEPUE C LIENbIO NPUHATUSA PELLEHUs, COOTBETCTBYET NU TOT UMK
uHoW MeToa obecneveHns gosepus TpebosaHuAM AoBepusi K Be3onacHOCTK.

Hanpumep, npn Mcnonb3oBaHMKU CUCTEMBI, COCTOSAILLEH U3 Habopa NPoAyKTOB (YPOBEHb AOBEPUS K KO-
TOPOMY MOXET OblTb M3BECTEH UMM HE M3BECTEH, UNKN MPUHAT U3-32 UCNONb3YEMOro metoga obecneyeHus
AoBepus), uaeHTUMLMPYEMbIN YPOBEHb AOBEPUA 0OLIYHO ONpeaensaeTca NocpeacTBoM ceprucbukaumm sTon
cucTeMbl nepea akcnnyatauuen.

Ha npuHaTHE peLueHUs BNUSIIOT TaKKe TEXHMYECKUe acnekTbl, NOCKOMbKY HEKOTOpble MeToAbl obecne-
yeHus aosepus Gonee NOAXoAAT ANsi NPOCTLIX, YEM CNOXHbIX 06bekToB. Hanpumep, 06bIYHO nerye Bepudu-
LUMpoBaTb 06LEKT C MUHUMATbHBIMU (PYHKLMOHASNBbHLIMU BO3MOXKHOCTSAMU (TO €CTb ThICAYU KOAOBBIX CTPOK) U
nony4nTb Pe3ynbTaT C BbICOKOI CTeneHblo AoBepus, YeM BepuduuupoBaTe 06bEKT JOBEPUSA C MHOXKECTBEH-
HbIMU PYHKLMOHANBHBIMU BO3MOXHOCTAMMU, NPEACTABAEHHBIA MUIINIMOHAMU KOAOBbLIX CTPOK.

Tun n ypoBeHb AOBEPUS], NONYYEHHbIE ONPeAENEHHbIM METOAOM, ONPEAENSAIOTCA XapakTepucTukaMm no-
CneaHero, To eCTb KOHKPETHO TEM, KaKMe CTaauM XXM3HEHHOTO LIMKIA U 9NeMeHTbl 6e30NacHOCTU OLIEHUBANUCh.

6.6 PaccmoTtpeHune BonpocoB onTuMu3saLmumn

PeweHune no BbIGOpy HEOGXOAUMBIX METOA0B 0GecneveHns 40BEPUs U CTENEHN A0BEPUS HE NMPUHM-
MAaeTCsi NOSIHOCTBLIO HA HAy4YHON OCHOBE, NOJTOMY OpraHy 0GecrnevYeHns 4OBepus ANns ONpeaeneHnus paumo-
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HanbHOM KomBuHauum meToaoe obecnevyeHns JoBepus u cTeneHn osepus TpebyeTcs peLarb BOnNpoc 06 ux
[0CTaTo4HOCTH ANS COOTBETCTBUA TpeGoBaHUAM opraHusaumu. B aToM cnyyae Heo6XoANMO y4MTbIBaTL aTpu-
OyTel cuctem UT n meTogoB obecneyeHnst 4OBepuUs.

IMpu NnpuMEeHeHnn HeCKONbKMX METOAOB obecrneveHus AoBepust Bonbluee 3HaYEHUe UMEIOT pesyrbra-
Tbl, NONYYEHHBIE NMPU UCNONb30BAHMUN NOCNEAHEro MeToaa obecnevyeHns JoBepUsi, NPUMEHEHHOTO Hemnocpea-
CTBEHHO nepef OKOHYaTenbHON npueMkor obbekta. CnegoBaTenbHO, opraH obecrneveHunst OBEPUS 40IHKEH
OLIeHWBATb TEKYLLUME pesynbTaThl MPUMEHEHUS NOCNeaHEero MeToaa o6ecnedyeHns JOBEpUs, U EMy MOXET No-
TpeGoBaTbCA 3anpoc N0 0GOCHOBAHUIO NPUMEHEHUS, eCnn pe3ynsLTaThl NPUMEHEHUs NpeablayLero MeToaa
obecneyeHus JOBEpUA OKasanucCb HeyaoBreTBOpPUTENbHLIMU. Bonee Toro, B Ka4yecTBe OCHOBaHWSI AN Mo-
crnefHero AerncTBus No o6ecneyYeHnto JoBepus 3T pe3ynbTaTthl 6yAyT NOMHOCTLIO ONPEAEnaTLCA XapakTepu-
CTUKaMmn PyHKUMOHUPOBaHMA 06bekTa.

Hosepue gonyckaerca obecneynBaTb NO3TanHoO, HaNpUMep Yepes nocTasLUMKa npoaykTa 6e3onacHoCTy
WT, nuterpatopa cuctem unu nposangepa ycnyr B Buae Kakon-nubo rapaHTum unu rapaHTUiHoro obasarenb-
CTBa Mo PYHKLMOHUPOBAHUIO MPOAYKTA UNK YCIYTH.

B OTHOLLEHUM OTAENbHbIX 0GHLEKTOB ¢ COOTBETCTBYIOLLMM YPOBHEM AOBEPUSI CIIEAYET OTMETUTD, YTO UX
WHTerpauua B MX OKOHYaTENLHYIO LIENeBylo Cpeay, Kak NpaBuno, OTPUMLATENbHO BO34ENCTBYET HA UTOTOBbIN
ypoBeHb goBepus Kk 6esonacHocTu. CriejoBaTesibHO, MOFYT NOTPeb0oBaTLCSA AOMNONHUTENbHbIE AEUCTBUS ANS
obecne4yeHune gosepus.

6 BbasoBas cTpykTypa noBepwusi

6.1 MNoaxoa k o6ecneyeHuo gosepus

Metoabl obecneyenHunsi JOBEpPUS MOXHO KnaccupuumpoBaTtb No TPEM CNeAYOLMM BbiCOKOYPOBHEBbLIM
noaxoaam k obecrneyeHuto OBepUs:

a) oueHKka obbekTa JOBEPUSA NOCPEACTBOM OLIEHUBAHUS U TECTUPOBAHUS;

b) oueHka npoueccoB, UCNONb3YyEMbIX AN pa3paboTKM U CO3aaHMA 00LEKTA;

C) OLUEHKa cpeabl, TaKOW, HanNpUMep, Kak nepcoHan u obopyaosaHue.

OueHka obbekra (NpoAYyKT, cMCTeMa, ycrnyra) BKo4vaer B cefa npoueaypy ero nposepku. B aaHHOM
crnyvae aTumu Metogamu obecnevyeHus JOBepus NPOBEPAIOTCH OOBLEKT M CBA3AHHAA C HUM NPOEKTHAA [ 0Ky-
MeHTauua no 6e30nacHOCTM, HE3aBUCMMO OT MPOLIECCOB paszpaboTku.

OueHka TEXHONMOrMYECKOro NpoLecca BKIMIOYAET B Ce0A NPOBEPKY OPraHU3auMOHHbLIX NPOLIECCOB, UC-
nonb3yembiX Ansi NPoM3BOACTBA M 3KCMnyatauum oObeKkTa B TEHEHUE ero XM3HEHHOro uukna (paspabotka,
BBOZ B AeliCcTBME (pa3BepTbiBaHME), 0CTaBKa, TECTUPOBaHKUE, o6cnyxuBaHue, nukengauus u T. a.). loeepue
JOCTUraeTcs NoCpPeaACcTBOM AOMYLLUEHURA, YTO OPraHu3yemMble NoAbMU NPOLIECCHI BAUAIOT HA Ka4ecTBO pa3pa-
60TKM U BHEAPeHWA 06beKkTa U, CNeaoBaTenkLHoO, B pesyssrate obecneyeHns aosepus kK 6e30nacHOCTM peanu-
sytotcs B o6bekTax 6esonacHoct AT U ero NpUnoXeHusX.

OueHka BHeLlHMX (haKkTOpOoB BKIOYaeT B cebA NpOBEPKY BIIUAHUA YCNOBUI OKPYXAIOLWEN Ccpeabl, BHO-
CALUMX BKMag B Ka4€CTBO NPOLECCOB NPOM3BOACTBA 00BLEKTOB (HENOCPEACTBEHHON NPOBEPKU OOBLEKTA UMK
npouecca He npoucxoauT). K aTuM dhakropam OTHOCATCA NepcoHan u dusnyeckoe obopyaosaHue (ans pas-
paboTkn, NPOU3BOACTBA, LOCTABKW, SKCMNyaTauum u T. 4.).

MpuMmedaHue — o cpaBHEHUIO C BLILLEM3NOXEHHBIM Takue NoaxoAbl kK o6ecneveHuno 40BEpUS, Kak JoBepue
Yyepes OLEeHKy, nonyyeHHoe npu npumeHeHun kputepue no MCO/MOBK 15408, npegycmaTpuBaroT HerocpenCcTBEHHYIO
OLIEHKY KOHKPETHOro 06bekTa 3aLyuTsl PUMEHUTENBHO K M0 XKU3HEHHOMY LIUKITY U NpegnaratoT YHUKarbHyo koMGuHauuo
TUNOB AOBEPUS.

TMpumep — UCO/MIK 15408 npedycmampueaem HenocpedcmeeHHoe ucciedoeaHue o6bekma oueHKU U
obecneyueaem e pesynsmame doeepue Yepe3 OUEHKY, Komopoe siefIiemcs coasiacoeaHHbIM Habopom munoe
doeepus k pazpabomke, oyeHKe U mecmupoeaHuio, mozda kak UCO 9001 opueHmupoeaH Ha uccrnedoeaHue
npou3eodcmeeHHbIX MPOYECcCcos.

6.2 Metoabl o6ecneyeHus oosepusa

ISO/IEC TR 15443 paccmarpuBaeT LUMPOKUIA AManas3oH CyLLEeCTBYIOLUMX METOaoB obecnedeHns goee-
pus. Metoabl obecneyeHusi 4OBEPUS BKMoYaoT B cebs ouumarnbHble HauWOHanbHble U MeXayHapoaHble
CTaHAapThl, CTAHAAPTLI «Ae-PakTo» U Apyrue 0OLEenPUHATLIE METOAbI, UMEIOLLME UMK UCNOMb3yHoLLMe onpe-
JEreHHbI 1 cucTemaTu4eckui MeToa.
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MpumMepom craHaapra «ae-akto» asnserca meroa oueHkn SSE-CMM (SSAM), KOTOpbin aBnseTca
AeTanbHO AOKYMEHTUPOBAHHLIM METOAOM oGecneveHnsa A0Bepus; 0QHAKO OH He ABMSAETCA HAUMOHaMbHLIM
Unu MexxayHapoaHbiM ctaHgapToM. Mpumepom apyroro ctaHaapra ge-gakTto asnserca metoa obecnevenuns
aosepusa TPEP (HagexHbIn npouecc oueHusaHua npoaykra). Hecmotpsa Ha 1o, uto TPEP asnsetca pacnpo-
CTPaHEHHbIM CTaHAAapPTOM, YCMNELUHO UCMOSIb3yeMbIM HEKOTOPLIMU FOCYAAPCTBEHHLIMU YYPEXAEeHUAMU Ans
oueHUBaHWA NPoAyKTOB GesonacHocTu UT, OH Takke ABMSETCA HEAOKYMEHTUPOBAHHLIM CNELManu3npoBaH-
HbIM METOZIOM OLIEHUBAHUS.

PesynbratoM npuMeHeHust METOA0B oBecneyeHnss 40BEPUSA ABNAETCA BbIGOP KOHKPETHBLIX TMNOB JOBE-
p1s B 3aBUCMMOCTU OT HaNpPaBMEeHHOCTN STUX METOAOB HA TEXHUYECKUE TpeBoBaHUA U acnNeKTbl XKU3HEHHOTO
uukna, 4yto obneryaet ux knaccuduumposaHue No nogxogam k obecneveruto aosepus. MpuMepbl HEKOTOPbIX
13 Hanbonee LUMPOKO M3BECTHbIX METOA0B 0obGecnedYeHun OBEepUsA B COOTBETCTBUU C UX HANPaBIEHHOCTbLIO
1 NOAXOAOM npeacTaeneHsl B Tabnuue 1. Bonee nonHbin nepevyeHb meToaos obecneveHns aosepus Oyaer
npeacraeneH B nocneayiowmx yacrax ISO/IEC TR 15443, B kOTOpbIX OyayT paccMaTpuBaTbCA TEXHUYECKME
noapo6GHOCTN U UX CPABHEHUE.

Tabnuuya 1 — TpuMepbl MeTogoB oBecneveHUs AoBEPUS
Moaxoa k o6ecneveHuto Mpumepbl MeToaoB obecneveHns aosepus
Hal‘lpaBﬂeHHOCTb AoBepua
AoBepus (cooTBeTCTBYIOWME KPUTEPUN UMW MOAEND)
Mpouecc Mpouecc «kayecTBo M paspabor- | MCO 9000.
Ka» NCO/M3K 15504.
HCD.
SSAM [SSE-CMM(MCO/M3K 21827)]
OBbekT, npoLecc, BpeHauHr — npusHaHne dupmel, | MNpeasicTopun paspabotynka
BHELLHWe yCcroBus Npou3BoASLLEN KayecTBEHHble
o6bekTbl (Ha OCHOBe WcTopude-
CKWX B3aMMOCBSI3eii UNU faHHbIX)
OB6bekT CtpaxoBaHue (nopaepxaHHoe | MapaHTUiiHOe 06A3aTeNLCTBO
0653aTenbCTBOM  U3roToBUTENS
nenpaensATe AedekTel 06bekTa)
ObbekT CobcTBeHHas feknapauus [Hexnapauus nocrasLuka
BHeluHKe ycnosus KBanudukaumsa n anaHus nepco- | MNpodeccuoHanbHas cepTudukaums u NULUEH3UpoBa-
Hana Hue.
CpegactBa besonacHocTn
ObbekT HenocpepctBeHHas oueHka 06b- | CEM (MCO/MOBK 18045).
ekTa ITSEM (ITSEC).
TPEP (TCSEC).
TPEP (CTCPEC).
HomunanbHoe obcnyxmsanue [RAMP (TCSEC)].
HomunanbHoe obcnyxusanue [RM (CTCPEC)].
[oBepue K cepTUUKaLUM U akkpegUTaLmu.
NCO/M3K 14598-1 OLeHnBaHue NporpamMMHOro npo-
AyKTa
OBbexT, npouecc, YnpasneHue 6e3onacHoCTbO CucTeMbl MeHeKMeHTa UHdopmaLmoHHoi b6e3onac-
BHELLHWE YCroBus HOCTN — cneumduKaLua U pyKoBOACTBO MO NPUMEHe-
Huio (BS 7799.2).
GISA/BSA PykosoacTeo Mo 3awjute 6a3oBoid NMuHUU.
MCO/M3K 13335.
NCO/M3K 17799

6.3 AcCneKkTbl XM3HEHHOro uuKna

Mockonbky oLwnMBKkKU oneparopa, 0Tkasbl 060PYA0BaAHUS, HOBLIE YA3BUMOCTHU W YTPO3bl MOTYT BO3HUKHYTh
Ha NGO CTaauM XKUSHEHHOTO LMKNa 0ObekTa, AN Kaxaon U3 CTaauid XXM3HEHHOTO UMKna oObLekra [To ectb
uaes, paspaboTka, MHTerpauus, BBoa B AENCTBUE, 9KCnnyaTauus u yaaneHue (nuksugauus)] tpebyerca obe-
crneyeHne COOTBETCTBYIOLLEro AoBepusi. CnegosarenbHo, MeTogbl obecnevyeHus 4oBepust JOMKHbI COOTBET-
CTBOBaTb KOHKPETHLIM CTaAUAM XU3HEHHOTO LKna oGbekTa.
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®yHKUMOHANbHble AedekTbl, NI3MEHEHUA B TPeOGOBAHUAX U HOBble YSI3BUMOCTW BIMAKT Ha JOBepue 1
TpebylT BOCNpou3BeAeHNss UX Ha 6Gosee paHHUX CTafUsiX XMU3HEHHOro uukna obbekta. CnefoBaTenbHO, B
MOZLEeNN XN3HEHHOTO LKkNa o6bekTa cneayeT BBOAUTL MONPaBKYy HA Ha/l0XeHWe MOBTOPSALNXCS cTagnii unu
NTepaTUBHY B3aMMOCBSA3b MEXAY HUMU.

Ans pemMoHcTpauumn cBA3W MeToA0B obecnevyeHus fOBepUsA C TOW WU UHON cTafuel XU3HEHHOTo LUK-
na o6bekTa MCNONb3YT TUMOBYH MOAENb XW3HEHHOro LUMKNa, NpefcTaB/ieHHY Ha pucyHke 1. 3T1a MoO-
A€enb COCTOWUT M3 YeTblpex OCHOBHbIX CTafuii, JOCTATOYHO O6WMNX AN1A COMOCTABAEHNS C 06O KOHKPETHOM
MOJeNbl0 XU3HEHHOTo uukna. XoTsa rpaduyeckme npefcTaBneHUss Kaxoi cTaguun, npefcTaBieHHOW Ha pu-
CYyHKe 1, CX0XW, BUAblI 4eSATeNbHOCTU M obpaTHas CBA3b 6yAyT U3MEHSATLCA BCEACTBME YHUKANBHOCTU Npume-
HAemoro meTtoga obecneyeHns goBepusi. Hanpumep, HekoTopble MeToAbl o6ecneyeHns AOBepus UCNONb3YIOT
hasy ob6cnyxmeaHua (To ecTb HOMUHanNbHoe obcnyxunsanne TPEP) Ha cTaguun akcnayatauuu agna obHapyxe-
HUA OTKA30B M M3MEeHeHUs TpeboBaHWi, KOTOpble BAUAIOT TO/bLKO Ha AOBepue K aToW cTtaguu. [aHHblii noaxon
LEeMOHCTPUPYEeT BO3MOXHOCTb MOAAEPXKM MOZLENbio XU3HEHHOTo LMKIa KOHKPEeTHOro Metofa obecneyvyeHus
noBepus, KOTopblli 6yaeT onpefenatb, AO/XHA N1 o6paTHas CBA3b OCYLWECTBAATLCA C ero CO6CTBEHHON cTa-
OVel unn ¢ HavyanoMm cTaguu npoekTupoBaHusa/paspaboTkm o6bekTa.

MpumeuaHune — Mogenb XU3HEHHOrO LMKNa, NpeAcTaBNeHHas Ha pPUCYHKe 1, ABNSeTCs NpMMepoM MOAenw,
OEMOHCTpUpYIoLLEeli COBMECTUMOCTb C APYTMMU MOZENAMUN XW3HEHHOTO LMKIa U CTpyKTypamun Ansi obneryeHus aHanmnsa
MeToA0B obecneyeHns f0Bepusi B pamkax ctaHgaptos cepun ISO/IEC TR 15443. MpegnucaHne wam pekoMeHpaummn umc-
no/sib30BaHWA onpegenieHHoNn Mofenn XU3HEHHOTO LUMKNa He npefyCMOTpPeHbI.

PucyHok 1— MeToabl o6ecnedeHust 4OBepUs TUMOBOIA MOAeNn CTafuil XXM3HEHHOTO LKA

MeToabl o6ecneyeHns foBepus MOTyT 6bITb cneynUYHBIMKU ANA KOHKPETHOW cTaguu (Hanpumep, NS
aTTectaymm CUCTEMbl) WA NPUMEHATLCA A1 HECKONbKUX CTAANA XN3HEHHOTO Lukna ob6bekTa 0Bepust B COOT-
BETCTBMM cO cTaHfapTtamu cepun NCO 9000, NCO/MIK 15408 n ctaHgaptom SSE-CMM (MCO/M3K 21827).

Ons nonyyeHus WHTerpanbHOro pesynbtaTa goBepue, NOJyYEHHOE Ha KaxAoi cTajuu, AOMKHO nepe-
HOCUTbLCA Ha Cneayllylo cTaguio, rae OHO AONONHAET [JOBepue aToin ctagun. Metod JONONHEHUA A0OBEpUA
NPUMEHAT A0 nocnefHeil cTagun MoAenn XWU3HEHHOro uukna, KOTOpol ABAAeTCsA cTagusa aKcnayartauum,
npefcraB/ieHHas B TUNOBOW MoAenu cTafuii XM3HEHHOro Lukna, NnpuBefeHHONn Ha pucyHke 1.

6.4 ConocTtaBneHue foBepust K apEKTUBHOCTN C JOBEPUEM K KOPPEKTHOCTU

Mpn obecneyeHnn fOBEPUA K KOPPEKTHOCTU AaeTcs CChl/Ika Ha OLeHKy 06bekTa C Lenbio Bepudukaynm
KOPPEKTHOCTW ero BHepeHUs B COOTBETCTBUM C MPOEKTOM. HanpoTus, AoBepue K ahPEKTUBHOCTM OTHOCUTCA
K cnoco6HOCTU (hyHKUUli 6e30nacHOCTM 06bekTa MPOTUBOCTOATb OCO3HAHHLIM WAN MAEHTUMULUPOBAHHBLIM
yrposam. B cnepgywoujem nogpasgesne nokasaHo, 4TO Kak [JOBepue K KOPPEKTHOCTU, Tak un gosepue k adhdek-
TUBHOCTU ABASAIOTCA BaXHbIMWN XapakTepucTuKamu, U HU OfHa U3 HUX He o6najaeT NPenmMyL,ecTBOM, NOCKO/Ib-
Ky 0o6a Tuna foBepus ONepupyloT 3HAUYNMbIMU acnekTaMu obbekTa.

Ecnn dyHKUMOHaNbHbie BO3MOXHOCTKN obecneyeHns 6es3onacHocTM ob6bekTa yuuTbiBalOT NOTeHUMab-
Hble Yyrpo3bl U 3T BO3MOXHOCTW He GbiIN NpoaHaNn3npoBaHbl OTHOCUTENbHO YCTAHOBEHNA KOPPEKTHOCTU K
peanusaunn nNpoekta, TO HeNb3si 6GbITb YBEPEHHbLIM B ycrnexe MpoTUBOCTOSSHWA o6bekTa aTake. M3 aToro npu-
Mepa BUAHO, YTO goBepue Kk adphekTMBHOCTH 6GbINO 06ecneyeHo, HO JOBEPUE K KOPPEKTHOCTU BCNeaCcTBue oT-
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CyTCTBUS BepudmKaunm yHKLMOHATbHbIX BO3MOXHOCTEW 6€30MacHOCTM 06ecneyeHo He 6b110. AHANOMMYHO
€C/IN aHa/M3 YCTaHOBW/1 KOPPEKTHOCTb MNPOEKTa W NPaBUIbHOCTb peanu3aunm (YHKLUOHAIbHbIX BO3MOX-
HocTeli ob6ecneyeHnss 6e30MNacHOCTM 06bekTa, a B MPoekTe He npefyCcMOTPeHbl COOTBETCTBYHOLWME DYHKLMN
6e30nacHOCTV A1 NPOTUBOCTOSHUS BEPOSITHLIM Yrpo3aM, TO Hefb3s OblTb YBEPEHHbIM, YTO OOBLEKT YCTOMT
nepes aTumu yrposamu. B gaHHOM npvmMepe npy HanMyunuvM SOBEpUs K KOPPEKTHOCTU OTCYTCTBYeT AoBepue K
athbhekTMBHOCTM BCneacTBme peannsauuy HeaheKTUBHbIX hYHKLMOHANbHbLIX BO3MOXHOCTEW NPOTUBOCTOS-
HMS BEPOATHbIM yrpo3am. C uenblo nosydyeHns o6Liero AoBepust 0ObEKT A0/MKEH ObiTb OLEHEeH Ha npeamMer
KOPPEKTHOCTU MPOEKTa, BHEAPEHUSA W 3KCM/yaTaunm (3/1EMEHT KOPPEKTHOCTH) U AO/KEH obnafartb COOTBeT-
CTBYOLWUMN (DYHKLMOHA/IbHBIMU BO3MOXHOCTAMU 0becneyeHns 6e30nacHOCTU A1 NPOTUBOCTOAHUA UAEHTU-
PMUMpOBaHHbIM yrpo3am (3n1emMeHT 3dPEKTUBHOCTN).

6.5 Knaccudmkaunsa metogoB obecneveHns goBepus

MeToabl o6ecneyeHns AOBEPUS MOXHO KnaccuduumpoBaTb MO TPEM BbICOKOYPOBHEBbLIM MoAxodam K
obecneyeHunio AOBepUSA B COOTBETCTBMM C 6.1. B pamkax Kaxaoro nogxofa k obecrneyeHvio AOBepust MeToq
obecneyeHuUss 4OBEPUS MOXET nNpefHasHavaTbCs NS KOHKPETHOW CTafun UM HECKOJIbKUX CTaani XXU3HEHHO-
o LMKIa B 3aBUCUMOCTU OT XapaKTepUCTUK KOHKPETHOro MeTtoa.

JT1an obecneyeHnsa gosepusi

B 3aBMCMMOCTM OT TMNa MeToda obecneyeHnss AOBEPUsl MOJSIyYEHHOE AOBEpUe OCHOBbLIBAETCS Ha ole-
HEHHOM acnekTe U CTaAuW XM3HEHHOro LMKna. Hanpumep, MeTofbl o6GecrneyeHust JoBepust Yepe3 OLEHKY
hopMupyIOT AOBEPKE, CBSI3aHHOE CO CTaAWSIMU MPOEKTUPOBaHUS, Pas3paboTku U OYHKLMOHUPOBAHUS; MeTo-
Abl obecrneyeHns aoBepua K paspaboTke CO34al0T AOBEpUe, CBA3AHHOE KOHKPETHO CO CTaaueli paspaboTku;
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meToAbl o6ecneveHna QoBepUs K TECTUPOBaHUIO (DOPMUPYIOT JOBEPUE, CBA3AHHOE KOHKPETHO C acnekramu
TECTUPOBAHNA HA Pa3sNUYHLIX CTaAMUSX B 3aBUCMMOCTU OT MeToAa obecneveHuns aosepus.

Knaccudukauma cywectByiomx MeToaos obecneyeHusl 4OBEpUsi, a TaKke BO3MOXKXHOCTb NPUMEHEHUSA
noaxoAoB K oGecnevyeHuto AoBEpUst HA HECKOMNbKUX CTagusix NOKa3aHbl Ha pucyHke 2. MNMoaxoabl k obecne-
YyeHuio AoBepUuA YTOUHAIOTCA B YacTax 2 u 3 ISO/IEC TR 15443, a B yactu 2 Takke npuBegeHbl KOHKPETHbIE
npuMepbl METOA0B 06eCneYeHuss JOBEpUsI.

Metoabl ofecneveHus AoBepUst U3 Pa3NMYHbIX BbICOKOYPOBHEBBLIX MOAXOA0B K 0OecneyeHunio aoBe-
puUsi CO30aI0T pa3nNuyHble TUMbI 4OBEPUSI BCNEACTBME WX Pa3sHOM HanpaeneHHoCTU. OaHako Aaxe B pamkax
NpuBEAEHHbIX BbICOKOYPOBHEBBIX MOAX0AOB K 06ecneveHunio JoBepus MeToabl obecnevenus gosepus dyayr
bopMUpOBaTH pasnUYHbIE TUMbI JOBEPUSi BCNIEACTBUE Pa3NMuuii MEXY NPOBEPsieMbIMU acnekrammu obbekTa
(komnoHeHTamu UT unu ycnyramm).

Moaxoabl k obecneveHuo aosepusa dyayT hopMUpOoBaTL PasnUyHbIe TUMbI AOBEPUST BCNEACTBUE pa3-
nuuuii Mexay npoBepsieMbIMKM acnekTammu oobekTa (komnoHeHTamm UT unu ycnyramu). Hekotopele nogxoabl
uccneayilor pasnuuHble CTaIUM XMU3HEHHOTO Uukna obbekTa, Toraa Kak Apyrme — npoLeccsl NPou3BOACTBA
obbekTa (koCBEHHOE uccnefoBaHme oobekTa). Moaxoabl k 0b6ecneyeHnio JOBEPUS BKIIOYAIOT B ce0s paspa-
00TKy, aHanu3, TeCTMpoBaHue, ucnpasneHue aedexkrTos, PYHKLMOHUPOBAHUE, rapaHTuiiHbIe 06A3aTenLCTea,
nepcoHan u o6opyaoBaHue U T. 4. OTU BbICOKOYPOBHEBBIE NMOAXOAbI K 06ECNeYeHnio OBEPUSI MOXHO Aanee
JeTanusnposarb; HanpUMep, Noaxoa obecnevyeHusa A0BEPUS K TECTUPOBAHUIO MOXKET BKMIOYaTh B cebs obwiee
TeCcTUpoBaHWe 1 MeToAbl o6ecneyeHus J0BEPUS K CTPOTOMY TECTUPOBAHMIO HA COBMECTUMOCTb.

Mcnonb3ya nogoOHbIe CTPYKTYPbI, MOXKHO NPOBEPATh crneuuduyeckue Metoabl obecnevyeHus aosepus
OOHOr0 M TOrO X& BbICOKOYPOBHEBOIO MOAX0AA HA Hanuume U30ObITOYHbIX UIIM CUHEPreTUYECKUX XapakTepu-
cTuk. Metogbl obecneyeHns AOBEPUST pasHbIX KNACCOB MOXKHO pa3nuyartb Mo X AOMONHUTENbHbIM XapaKkTe-
puctukam. HekoTopble MeTodbl MOryT OXBaTbIBaTb HECKOMNbLKO KNACCOB MOSIHOCTLIO UMW YACTUYHO, TOTAA Kak
Apyrne — ToNbKO YaCcTUYHO.

6.6 CoctaBHOe foBepue

Pesynsratom 06beanHEHUs Unm KoMOUHaUMKU pasnuyHbiX METOAOB obecneyeHus AOBEPUsl, NPUMEHSsIE-
MbIX HA Pa3NUYHbIX CTaAUAX XU3HEHHOTO UMkna obbekTa, 0Bbl4HO SBMSIETCA COCTABHOE OBEPUE, NOMNYYeEH-
Hoe ansi o6bekTa. [lJoBepue MoxeT ObiTb NPeACTaBNEHO B BUAE BAXKHOCTU, TUNA UAKU APYFOT0 COOTBETCTBYIO-
LLero A4oBepUIO NoKasarens.

MonyyeHune cocTaBHOrO AOBEPUS TPYAHO OCYLLECTBMMO NO NPUYMHE YNOPSAOYEHNS Manoro Yucna me-
ToAOB obecneyeHns LOBEPUS U OTCYTCTBUSA METPUYECKUX LUKaN U BO3MOXHOCTU M3MEPEHUA AOBEPUS METO-
Aamu oBecneyeHns gosepus. B HaCTOALWMIA MOMEHT COCTaBnEHWE AOBEPUSI BOSMOXHO TOMbKO nyTtem ¢hop-
MUPOBaHWUSI aprymMmeHTa foBepus n CyObLEKTUBHOIO CYXAEHUS KBanuUUMpPOBaHHOIO cneynanucra B obnacru
6e3sonacHoctu UT. Bonee Toro, B KOHEYHOM CHETE NPUEMIEMOCTL 10BEpUS ornpeaenseTcsa opraHom obecne-
YEeHUs JOBEpUA.

B HacTosiILLEee Bpemsi COCTaBHOE AOBEPUE ABMNSIETCA PE3yNnsTaTtoM NoCTaauinHoOro hopMmMpoBaHus oBe-
pus B TEYEHUE XUSHEHHOTO LMKNa C NPUMEHEHNEM pa3nu4HbIX MeTogoB obecriedenHus Aosepus. BoamoxkHble
cueHapun obecnedeHuss JoBepus U NpoBrnemsl, KOTOPbIE OHU MOAHUMALOT, MPOLEMOHCTPUPOBAHbLI HAa creay-
oKX NpUMeEpax:

1) cpean meTogoB oBecneyeHWss AOBEPUS CYLLUECTBYIOT METOZ NPOBEPKM NPOLIECCOB NPOW3BOACTBA
ob6beKkTa n METOA NPOBEPKU HENOCPEACTBEHHO 06LEKTA B PA3NUYHbIX TOYKAX OHOW U TOMN e CTauU HUIHEH-
HOTO LMKNa;

2) ABa MeToAa U3 OOHOro U TOrO XXe NOAX0Aa, NPUMEHsieMble Kk 0becneyYeHunio JOBEPUA HA Pas3nUyYHbIX
CTaAUSIX XXM3HEHHOTO LMKNA 06beKTa;

3) cnoxHas cuctema UT (ansi KOHKPETHOWM 3KCMNyaTaLUMOHHOW cpeabl), COCTABNEHHAs U3 MHOIOYMUC-
neHHbIX NpoayktoB UT u ycnyr, ¢ pasHbiMU CTENEHSIMU JOBEpUS, YCTAHOBMEHHbIMU METOAOM obecneyeHusi
[0BEPUSA K OLEHMBAHWIO, rapaHTuitHOMY 06a3aTensCTBy, CepTuduKkaLmm N akkpeautTaumm (OLEeHOYHbIMK, ra-
PaHTUIHBLIMKY, CEPTUMDUKALIMOHHBIMU U aTTECTALMOHHLIMU METOAAMM).

Ha npumepe 1 npeacrasnena npocreliwas npobnema, rge coctaBHOe AoBepUe onpeaensieTc obbeau-
HEHMeM pPasnu4HbIX TUNOB A0BEPUS U3 COOTBETCTBYIOLLMX METOAOB.

MpumMep 2, HECMOTPS Ha €ro KaXKyLLYIOCS NPOCTOTY, MOCKOSIbKY METOAbI 06ecnevYeHnsa JoBEpUst NPUHaa-
nexart K 04MHaKoBOMY MOAXO0AY, ABNAETCA CMOXHbIM, TAK KaK MAEHTUYHOCTb METOAOB 0BecneyeHusi AoBepusi
OCITOXHSIET PacCMOTPEHWe BONPOca O 3HAYMMOCTU noaxoAa k obecneyeHuto AOBEPUS, YTO NPOUCXOAMUT Ha
Oonee no3gHel craanm XXM3HEHHOro uukna obbekra.
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Mpumep 3 sBnseTca ewe bonee CroOXHBIM, Tak Kak pasfinyHble MeToabl obecneyeHuss 4oBepus Npu-
MEHSAIOTCA Ha pPasHbIX CTaAMAX XKM3HEHHOIO LMKNa, n Metoa obecnevyeHus AOBepUs K aTTecTaumm siBnseTcs
OCHOBOI AN peLUeHnsi BONPOca O NPUHATUM CUCTEMbI. [laXke HECMOTPA Ha TO, YTO Npu cepTudUKaLmmn cu-
CTeMbl YYNTLIBAETCS paHHee CBUAETENbCTBO AOBEPUs, MOXET OTCYTCTBOBATb NOTPEBGHOCTL B ONpeesieHHOM
noaxoAe K Aosepuio. 3TO npeanonaraeT npuaaHue GonbLIero sHaveHusi metoaaMm obecneyeHust JoBepus,
NPUMEHSIEMbIM Ha Gornee NO3AHUX CTaAUAX XXU3HEHHOTO LMKNa.

CreayeT OTMETUTb, YTO B HACTOALLEE BPEMS CYLUIECTBYET TEHAEHLIMSA K UCMOMNb30BaHUIO TUNoBoOW Ba-
30BOII MOZEMW HEMPEPLIBHOTO YIyYLLEHNA NPOLIECCOB, U3NOXEHHbIX B NoaxoAax k obecneveHunio 4oBepus K
npoueccaM U OCHOBaHHbIX Ha cTtaHaaptax. MNpumepom sBnserca mogenb PDCA (nnaHupoBaHue, OCyLLeCT-
BreHWe, npoeepka, AencTBKe), ucnonbdyemasn kak B MCO 9001 k kayecTBy npoaykumu, Tak u B BS 7799 no
ynpasneHuio 6esonacHocTbio undopmayuu. B ISO/IEC TR 15443-2 u ISO/IEC TR 15443-3 Gyaet paccmorT-
peH BOMPOC, KacaloLwuincs noaxoaa K o6ecneyeHnio AOBEPUSl C TOYKM 3PEHUS NOBLILLEHUSI €70 3HAYUMOCTH
unu gosepust Ha bonee No3gHel cTaaun XM3HEHHOTO LMKna obbekTa.

6.7 Knaccudmkauus nosepus

AHanus metogoB obecneyenuns gosepus B ISO/IEC TR 15443-3 ocHOBaH Ha cucteme nokasarenemn ao-
Bepus kak cnocoba knaccuduumpoBaHnsa MeToaos obecneyueHns 4oBepusa U U3MEPEHUA CTENEHU AoBepus,
nony4aemoro npu NPMMEHEHUU TOTO UNU MHOTO METOAA (TO eCTb YPOBHEN A0oBepUs K paspadoTke). Pernamen-
Tauus cucTeMbl Nokasarenen AoBepus Takke obneryaet onmcaHue B3auMOCBA3EN MexXay MeTogamu.

Hwxke npuBeaeHbl HEKOTOPLIE MOMOXEHUS, CBA3AHHBLIE C aHANU30M U KnaccuduuupoBaHMEM METOA0B
obecneyeHust foBepusi, KoTopble ByayT paccMoTpeHsl B ISO/IEC TR 15443-3:

a) CpaBHEHWE pasnUYHbIX METOA0B 00eCneYeHnsn AOBEPUST;

b) onpeaeneHue metonoB o6ecneveHUs 4OBEPUS B KONUYECTBEHHOM OTHOLLEHUN;

C) BbIOOp NoaxoAALMX METOAO0B 06ecneveHns 4OBEPUS;

d) B3auMOCBS3M MEXAY pasnuyYHbIMKU MeToaamKu oGecnevyeHUn 40BEPUS;

e) onpeaeneHne BO3MOXHOCTU 00beaAUHEHNA HEKOTOPLIX METOAOB 0GecneveHus A0BEPUS;

f) onpeaenexHne BpemMeHun u cnocobos 00beauHEHNSA MeTOA0B oGecneveHus AoBepus;

g) onpeaeneHue cnocoGHOCTU BO3AEWCTBUSI NOCNEA0BATENbHOCTU NPUMEHEHUS METOA0B 0becneveHuns
AoBepus Ha obLee JoBepue U TO, KaKMM 06pa3oM OCYLLIECTBRSETCS1 3TO BO3J1€CTBUE;

h) onpeaenenue TexHnuyeckux npobnem ansa obecnevyeHus pesynsTatoB A0BEPUS (M YCNOBUI) U Bbl-
NOSIHEHUA Banuaauuu BO BPEMS XM3HEHHOIO LMKNa 00bekTa (3Kcnnyartauyum u o0CnyxmBaHus) B Criyyae npu-
MEHEHUSI HECKOMNBKUX MOAX0A0B K 06ecnevyeHmnio JOBEpUS.
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