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MpeancnoBue

Llenv 1 npuHumMnsl cTaHgapTusaumm B Poccuiickoii ®egepauum yctaHoBneHsl PeaepanbHbIM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-d3 «O TexHUYecKoM peryrnvpoBaHuny, a npasuna npMeHeHUs HauMoHanbHbIX CTaH-
dapTos Poccuiickoii ®eaepaunn — FOCT P 1.0—2004 «CraHgapTusauusa B Poccuiickoin deaepauyit. OCHOBHbIe
MOSIOXKEHNS»

CBeaeHusi o cTaHpapTe

1M0ArOTOBNEH deaepanbHbIM rocyaapcTBeHHbIM yupexaeHneM «LieHTpanbHbIi Hay4Ho-uccneaoBsa-
TENbCKUA MHCTUTYT opraHusaLmmn 1 uHgopmaTtrsalumn agpasooxpaHeHns Pocagpasa» (LLIHMMOWS Pocsapasa) n
locygapcTBeHHbIM Hay4HbIM yupexaeHneM «LleHTpanbHbIii Hay4yHo-uccrneqoBaTenbCkuii U ONbITHO-KOHCTPYKTOP-
CKWIA MHCTUTYT POBOTOTEXHUKN U TEXHUYECKOW KNBepHETUKN» Ha OCHOBE COBCTBEHHOTO ayTeHTUYHOro Nepesoaa
cTaHAapTa, yKa3aHHoro B nyHkTe 4

2 BHECEH TexHunyeckumM KOMWTETOM Mo cTangapTusauun TK 468 «MHdopmaTusaums 3aopoBbay npy
LUHWUMOWMS Pocsgpasa — eanHonm4HeiM npeactasmtenem ACO TK 215

3 YTBEPXOEH 1 BBEEH B JENCTBME Mpukasom deaepansHOro areHTcTsa Mo TeXHUYEeCKoMy perynu-
poBaHuto 1 MeTponorun ot 14 ceHTs6ps 2009 r. Ne 409-cT

4 Hactoawuii cTaHgapT vaeHTUdeH mexayHapoaHoMmy craHpaapTy MWCO/TC 22600-2:2006 «UHdopma-
TU3auus 300poBbs. YMpasneHue MoSHOMOYMAMU U KOHTponb AocTyna. YacTb 2. dopmanbHblie moaenu»
(ISO/TS 22600-2:2006 «Health informatics — Privilege management and access control — Part 2: Formal models»)

5 BBEAOEH BINEPBbIE

UHgbopmayust 06 USBMeHeHURAX K HacmosauweMy cmaHdapmy nybrukyemcs 8 exe200Ho uzdagaeMoM UH-
ghopmayuUoOHHOM yka3zamere «HayuoHanbHbele cmaHdapmel», a MeKcm U3MeHeHUU U Nonpasok — 8 eXeMeCcayHo
us0asaeMbix UHGhOpMaYUOHHBIX yKazamernax « HayuoHaneHeie cmaHO0apmsbi». B criydyae nepecmompa (3aMeHsl)
unu ommMeHbl Hacmosiuje2o cmaHdapma coomeemcmayiouiee ysedomieHue bydem onybIuKo8aHo 8 exeme-
CAYHO U30asaeMOoM UHGOPMaUUOHHOM yKasamere «HayuoHarnbHbie cmaHdapmei». Coomeemcemaytowias UH-
ghopmayus, yeedoMrieHUe U meKcmbl pasMewaomesi makke 8 UHGhopMalUoHHOU cucmeme obuwie20 rnoss308a-
Hust— Ha ogbuyuansHoM catime @edeparbHO20 a2eHImemeaa o MexXHUYECKOMY pe2yruposaHUio U Memposioauu
8 cemu MiumepHem

© CraHpapTuHdopm, 2010

HacrTosiluuii cTaHaapT He MOXeT ObITb NOSTHOCTLIO MW YACTMUHO BOCMPOU3BeAeH, TUPaXKUPOBaH W pacnpo-
CTpaHeH B kauecTBe othuLmanbHoro usgaHusa 6es paspeleHus deaepanbHOro areHTCTBa o TeXHUHecKomy pery-
NNPOBAHUIO U METPOSIOTUM
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BBepeHue

B neyebHo-npocmnakTuyeckmx yupexaeHusix Hepegko BHeAPATCA MHOPMaLMOHHbLIE CUCTEMBI Pa3HbIX
MOCTaBLUMKOB, Kaxkdasi M3 KOTOpbIX TpebyeT oT nonb3osaTens oTAeNbHON ayTeHTUdukaLimm u asTopusauum AocTy-
na, MOCKOMbKY OHW peanuayoT 3T1 byHKLMKU No-cBoeMy. MHTerpaumns aTUxX yHKLUMIA TpebyeT s3HauuTenbHbIX 3aT-
paT Ha B3auMHble 0TOBpakeHWs CBeAieHUIA O NONb3oBaTesNsiX U opraHusauusx. B Takoi cutyauum pecypcebl, Heob-
XoAuMble Ans pa3paboTky 1 akcnnyaTauum dhyHKuMin o6ecneveHns 6e3onacHoCcTy, pacTyT B reoMeTpU4eckom
NpPOrpeccun ¢ ygenuueHmeM vucrna i opmMaLmMoHHbIX CUCTEM.

C npyroli CTOPOHbI, ECIW paccMaTtpyBaTh aBTOPU3aLUMIO C TOUKW 3peHUsA yupeXaeHUs 34paBooXpaHeHns, To
6yaeT oueBunagHa NOTPeBGHOCTL B r’MBKOA Moaeny ee peanuaaumnim, MOCKONbKY B yUPEXAEHUSIX MOCTOSIHHO MPOUCXO-
AaT uameHeHus1. OgHW NoapasaeneHns 3akpbIBaloTCA, Apyrue co3galTcs, TpeTby 0bbeguHsoTcs.

Cutyaums ctaHoBUTCS eLle Bonee cnoXHOW, koraa Ansa BsanMmoaencTens Tpebyetcs nepeceyeHue nepu-
METPOB 30H C pa3HbIMK NonuTUKamu 6esonacHocT. NA NpeogoNeHns pasnuumMin Mexay 3TUMMU NoNMTUKaMm
HeoOXxoAVMMbl B3aMMHbIE COrfalleHnst 0 NOAUTUKaxX Mexay cTopoHamu, obecneursaroLLmMu 6e30nacHoCTb.

Opyrasi CnoXXHOCTb COCTOMT B Ha3Ha4YeHUW Nonb3oBaTenam posei. MNonb3oBaTens MOXeT UCNOMHATL pas-
IIM4Hble PONK B pasHoe BpeMs U gaxe Ase unun 6onee ponv ogHoBpemMeHHo. Hanpumep, nonb3oBartesis MOXeT
paboTtaTb ABa MecsiLa B ponv MececTpebl, a cneaytolme ABa — Kak akyllepka, Uiy e CoBMeLLaTb 3Tu Posu.

Bonee Toro, B yupexaeHun 3gpaBooxpaHeHns MoryT 6biTb AeHTUDULIMPOBaHbI pasHblie 06513aHHOCTY B
3aBUCUMOCTU OT BLIMOSTHAEMO PONN U poda AeATENLHOCTU Nosib3osaTeneii. [Npu nepeesae B Apyryto CTpaHy Uim
npv nepexoae B Apyroe MeAULIMHCKOE yupexaeHue Ans nosb3osaTtene OAHUX U TeX e KaTeropui MoxeT Me-
HATBLCS TUM WKW YPOBEHb aBTOpM3aLnmn, HEOBXOAUMOW Kak ANA BLINOSIHEHUS Kakux-nMbo AeWCTBUIA, Tak 1 Ans
nony4YeHns gocTtyna k uHbopmaumu.

Opyroli He MeHee BaXHbIi aKTyanbHbI BONPOC — Kak NOBLICUTb KAYeCcTBO 06CNyKMBaHWS, UCNOMb3YA
NHbopMaLMOHHbIE TEXHOMOMM, HE HapyLLast NPy 3TOM Npas IMYHOCTM NaupeHTa. UTobbl Bpaun Mornv nony4vatb
Hanbonee ageksaTHy0 HMOPMAaLWIO 0 NauueHTe, HeobXoAMMO HanMune «KBUPTYasbHON 31eKTPOHHOW UCTOPUK
6onesHn», koTopas No3sossia 6bl PErCTPMPOBaThL BCHO MEAWLMHCKYHO MOMOLLIb, OKa3aHHYIo NaLuueHTy, He3aBu-
CMMO OT TOrO, rAe U KeM OHa AoKyMeHTUpoBanack. [Mpy Takom noaxoge Heobxoamma obLiasa Mmogens asTopusa-
Ly v cneuunansHoe cornalleHve o6 asTopusaumm Mexay ctopoHamu, obecnedmsaroLLmm 6e30nacHoOCTb.

Kpome HeobxognmocTu yueTa MHoroo6pasusi porneid U 06s13aHHOCTEN, TUNUYHBLIX 4ns 1060 KpynHONW opra-
HM3auuK, peLlatolliee 3Ha4YeHne UMEIT U Apyrie acnekTel MEAULIMHCKOW NOMOLLW, HanpuMep, aTudeckme unu
topuandeckue, obycrnosneHHble 0CobeHHOCTAMU UCTIONb3YEeMOR MHbopMaLUK.

HeobxoamMmocTb B orpaHnumMTensHOM aBTopusaLmmn aktyansHa 1 cervac, Ho byaeT cyLlecTBeHHO Bo3pac-
TaTb B Gnvkanuve ABa roga B CBSA3M C yBenM4eHneMm obMeHa nHpopmaunein mexay npunoXeHuamMu, 4tobsl
YOOBNETBOPUTL NOTPEBHOCTL Bpayei B nonyveHn sce 6onbluero v 6onbLuero o6bema nHpopmMaLmm o naumeHTe
B Liensix obecneveHnsi BbICOKOro kavecTsa U achhekTUBHOCTM NeYeHus.

3a nocnegHee gecsTuneTe NPOU3OLLNM 3aMeTHbIE 3MEHEHWS B YacTW cepBUcoB MHpopMaLoHHon 6e3o-
NMacHOCTU NPUKNaAHbIX MporpamMm 1 nepedavdu gaHHbIX. Huxke ykasaHbl HekoTopble drakTophl, CnocobeTByoLLmME
3TUM U3MEHEHUSM:

- nepexoA oT LeHTpanu3oBaHHbIX cucTeM Ha 6ase 60nbLLIMX KOMMLIOTEPOB K pacnpeaeneHHbIM cucTemam
Ha 6a3e MeCTHbIX BbIYMCIIUTENbHBLIX PECYPCOB;

- Bce Bonblue AaHHbIX XpaHUTCS B MHPOPMaLMOHHBIX CUCTEMAX, U TEM LieHHee OHW NS Nonb3oBaTenei;

- NauneHTbl cTaHoBATCS 6onee MOBMMbHBIMU, U UX MEAWLUHCKME AaHHble TpebyoTCs B pasHbIX MecTax
npebGbiBaHus.

B cBsi3u c He06X0ANMOCTLIO 3aLLWTEI NEePCOHaNbHLIX AaHHbIX, TPeByeMOoli ANs UCKITIOYEHUs HexXenaTenb-
HbIX TMYHBIX U coLpanbHbIX MOCNEACTBURA, 3TV U3MEHeHNs BekyT 3a coboi noBbileHne TpeboBaHuii k cpea-
cTBaMm 3aLWTbl nepedaydn 1 06paboTkn MeaULMHCKUX AaHHbIX. 3Ta 3alluTa AOMKHa pacnpoCcTpaHATLCA Kak Ha
obmeH WHopmaLmelt, Tak 1 Ha ee 06paboTky. UTo KacaeTcsl TakMx MexaHW3MOB 3allMTbl 0OMeHa AaHHbIMK, Kak
ayTeHTUdMKaUWs, LeNOCTHOCTb, KOHbNASHLUMANEHOCTL, AOCTYNHOCTL, OTCIIEXUBAEMOCTL (BKITHOYas Tpaccupye-
MOCTb 1 HEBO3MOXHOCTb OTKa3a OT aBTOPCTBA), KOHTPOSIb AOCTYNA K BbIMUCIIMTESIbHBIM Pecypcam, a Takke Cryx-
6bl yaoCTOBEPEHUS, UMEHHO ayTeHTUdUKaLWs KpMTUYHa Ans Bonbluei YacTu ocTanbHbIX MexaHW3MoB. 3To cnpa-
BE4SIMBO U MO OTHOLLEHUIo K BesonacHocT 06paboTkM AaHHbIX, rae HeobXxoauMel yrpaBrieHne 4OCTYMNOM K AaH-
HbIM 1 (hyHKLMSM Nporpamm, CMoSHsSIeMbIX Ha BblLLeYKasaHHbIX BbIMUCIIMTENbHBIX pecypcax, LefoCTHOCTb, KOH-
draeHUManbHOCTb, 4OCTYMHOCTb, OTCNEXNBAEMOCTb, Pa3NNYNUMOCTb U CRYXBbl YA0CTOBEPEHNS.
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MprMeHeHWe HacTosLero cTangapTa 6yaeT Bbi3biBaTe 0COBYHO CIOKHOCTL B CBSI3W C TEM, UYTO y4acTBYo-
LLiMe CTOPOHbI YXKe pacnonaratoT AeNCTBYIOWUMU CUCTEMAMU U He NPOSIBAT 0COBOro xenaHust HemeaseHHo 06Ho-
BUTb WX UAN MOSTHOCTbLIO 3aMeHNTh. [No3TOMy 04YeHb BaXKHO, UTOBbI CTOPOHbLI NOAMNMcany cornalleHre o NonuTuKe,
B KOTOPOM OHW NOATBEPXAAIOT HAaMePeHWe K ABWKEHWUIO B CTOPOHY peannsaLMm HacTosiLLLero cTaHaapTa no Mepe
BO3HWKHOBEHWS NOTpebHOCTY B MoaMMbUKaLMM STUX CUCTEM.

CornalueHre o NonnTrKe AOIMKHO Takke cogepKaTb OrnucaHne BoisiBIEHHbIX pasnuynii B cuctemax obec-
neveHus HchopMaLnoHHo 6e30MacHOCTM U CornacoBaHHbIX Mep Mo UX NpeodoneHnto. Hanpumep, B cepauce
ayTeHTMKaLum Nnpasa n 0653aHHOCTM OAHON CTOPOHEI, 3anpaLlyBaloLLein AoCTYN K UHopMaLmm Apyrol CTopo-
Hbl, AOSMKHBI 06ecnevnMBaTbcs B COOTBETCTBUM C COrIacoBaHHOW MOMIMTUKOM, 3anNMCaHHON B CornalleHn mexay
cTopoHamu. Ans peLleHuns aToli 3agavun Heo6xoanMMo obecneunTbs COOTBETCTBYIOLLYIO IPYNNUPOBKY U knaccudpu-
KaLyio Kak nonb3oBaTesei 1 MocTaBLLUMKOB MHMOpMaLIMK U MHPOPMALIMOHHBIX YCAYT, Tak U camoi MHopMaLmn 1
npegocTaBnsieMblx ycnyr. Takas knaccudukaums MoXeT Cy>XWTb OCHOBOW ANns peanusaumum MexaHuamos obpa-
60TKM TpeboBaHWiA gocTyna, kKateropuposaHUa HopmaLm n MHOPMaLMOHHBIX YCAYT, a Takke MexaHU3MoB
onncaHns NONUTUK KOHTPOMSA AoCTyna U ynpasneHus umu. Ecnu Bce B3aumogencTeytoLne CTOpoHbI He BUAAT
Kaknx-nmbo puckos, B3aMOAENCTBUE CYLLECTBYIOLLUX CUCTEM U 0BMeH nHdopMaLMein MOXHO HauuHaTb cpasy
XKe nocrne nognucaHus cornalleHns o NoNMTUKE KOHTPOSst 4ocTyna. Ecnu pucky HacTosbKO CyLLLECTBEHHBI, YTO
MX Hago UCKMNOYUTE A0 Havana obMeHa nHdopmaLlmei, To Hago onMcaTh 3TU PUCKU B COrNaLLleHUM O MONIUTUKE
KOHTpOs AocTyna u 4obaBuTb K HEMY NepeveHb MepONpPUSITUIA MO yCTpaHeHWo puckoB. CornallueHue AoKHO
cogepxaTtb rpadmk BeIMOSHEHUS STUX MEPONPUATUIA M onpeaensTb cnocob nx puHaHcMpoBaHKS.

MpoLiecc AOKYMEHTUPOBAHUSI O4EHb BaXEH U CNYXWUT OCHOBOW A5 BblpaboTKW cornalleHnsl o NonuTuke
KOHTpOns gocTyna.

TpeboBaHus K ynpaBneHuto NosIHOMOYUAMU U KOHTPOIIO A0CTYNa NPeabABASAIOTCS K CepBUCaM 3aLUUThI,
HeobXxoAMMbIM A4ns nepedaqy MeguumHckon nHdopmauum n obecnedeHns pacnpeaeneHHoOro 4ocTyna K 3Toi
nHcbopmauun. Hactoswwmin ctaHgapT npeacTasnsieT NPUHLMNLI U onpeaensieT cepBuckl, Heobxoaumble ans yn-
paBrieHns MOHOMOUMSIMUM 1 KOHTPoNs AgocTyna. KpunTorpaduyeckue npoToKosbl He BXOAST B 06racTb npuMeHe-
HWS HacTosILLero cTaHaapTa.

B crangapte UCO/TC 22600, cocTosiem U3 AByX YacTel, coaepXaTcsl CCbUTKU Ha YXKe NPUHSTbIE cTaHgap-
Tbl UHPOPMaLMOHHOW 6e30NacHOCTM 1 apXUTEKTYPLI ee peanu3aalvn, a Taike Ha cneuvdukaumum, npeanoXeHHble
051 30PaBOOXPaHEHNsT TakuMK opraHusauumsmu, kak UCO, CEN, ASTM, OMG, W3C un gpyrumu. B Hem nogaep-
XUBaETCH NpUMEHeHWE NoaxoasaLLUX cTaHaapToB, NMbo npegnaraeTca WX yny4dleHne unu Mmogudukaums, nuéo
obocHoBbIBaETCA HEOOXOAMMOCTL paspaboTKM HOBLIX CTaHAaPTOB.

B NCO/TC 22600, yacTb 1 «O6LLMe cBeAeHWS 1 ynpaBieHWe NONUTUKORY» , COAePXXUTCH ONUcaHne cueHapu-
€B M KPUTMYHBIX XapaKTepUCTUK TpaHCrpaHUYHoro obmeHa nHdopmaumein. B Hem Takke NnpuBoaaTcs npumepbl
MeTod0B HeobXoaMMOoro 4OKYMEHTUPOBaHUS, KOTOPbIE A0SMKHBLI MOCNYXUTb OCHOBOW COrnalueHns o NONUTUKe
KOHTpOIsi gocTyna.

B HacTosilwem ctangapTe (MCO/TC 22600, 4acTb 2 «PopmanbHble Moaenuy) cogepartca bonee getans-
Hble ONMUCaHNSI aPXUTEKTYPLI U MoAESIEN MOTHOMOYUIA U YNpaBieHUsl NOSIHOMOYUSAIMU, peanuayemblx Ana obecne-
YeHUs! 3aLLMTbl COBMECTHOMO AocTyna k MHdopMaLun, A0NONHEHHbIe NpUMepamMu LWabnoHOB cornaweHuin o no-
IINTUKE KOHTPOIA docTyna.

HacTtosiwniA cTtaHgapT TecHO cBsidaH € APYrMMU MexayHapoaHbIMU CTaHAapTaMuy B 3TON NpeaMETHOWN
obnactu, Hanpumep NCO/TC 17090 n MCO/TC 21091. OH Takke cBsA3aH ¢ BeayLueics pa3paboTkoi npoekTa
NCO/TC 21298.

PacnpegeneHHas apxutekTypa CoBMECTHO UCMONb3yeMblX MEAULIMHCKUX MHCPOPMAaLIMOHHBIX CUCTEM BCE B
GonbLlUeli CTeNeHN OCHOBaHa Ha NPUMEHEHUN BeIMUCNIUTENBHBIX ceTeld. Bnarogaps owyTuMbIM Bbirogam ans
nonb3oBaTenen, NpMMeHeHe CTaHaAapTU30BaHHbLIX MHTEPMEeicoB Nonb3oBaTenNsl, MHCTPYMEHTalbHbIX CPeAcTB 1
npoTokornoB, obecnevnBatoLLiee NaTpopMeHHyYH He3aBUCUMOCTb MpeanaraeMbiX peLLeHWid, CTaHOBUTCS Bee Bonee
nonynsipHbIM, YTO 3a Napy NocnegHKX fIeT NPUBENO K OLLYyTUMOMY POCTY Yicna AeNCTBUTENIbHO OTKPLITBIX UH-
hopMaLMOHHBIX cUCTEM, MpeaHasHavYeHHbIX AN (PYHKLUOHUPOBAHUS B KOPNIOPATUBHBIX BEIMUCIIUTENBHLIX CETSX
1 B YaCTHbIX BUPTYanbHbIX CETSIX.

CraHgapT UCO/TC 22600 onpeensieT CepBuChI yrpaBneHWs NOMHOMOYUAMI U KOHTPOIS 4OCTYNa, HeobXo-
AMble ANs pacnpeaesnieHHoro 4ocTyna u obmeHa MeauuMHCKOR MHdopMaLen Mexay BCeMU 3auHTepecoBaHHbI-
MU MoSb30BaTENAMY, yaaneHHbIMM APYT OT Apyra U UCMOoNb3YHLLMMK pasHble cpeacTsa 3aluTsl nHgpopmauuu. B
HacTosILLieM cTaHdapTe YCTaHOBIEHbI MPUHLMMLI U onpedeneHsl cepBUChl, He0BXoAMMbIe A4S ynpasneHns nos-
HOMOYMSIMU U KOHTPOns gocTyna. B Hem onpedeneHsl Heo6xoanMMble NOHATUSA, 6asnpyOLLMECcst Ha KOMMOHEHTaXx,
1 OH NpedHasHayveH ans Noaaepki UX TEXHWYECKONW peanunsaumn. Hactoawuii ctangapT He onpeaenseT npume-
HEHWe aTUX NOHSITUI B KOHKPETHbIX MpoLeccax okasaHust MeauLIMHCKOM NOMOLLIW.

\Y
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HAUUWOHANBbHBIA CTAHOAPT POCCUUCKOWU OEOEPALUMUM

UHcdopmaTusanun 3aopoBLA
YMPABJIEHUE NONMHOMOYUAMU U KOHTPOIb AOCTYNA
YacTb 2

dopmanbHbIe MOAENU

Health informatics. Privilege management and access control. Part 2. Formal models

Oara BBegeHuna — 2010 — 07 — 01

1 O6nacTtb NpUMMeHeHus

HasHauyeHuem HacTosiLero ctaHaapTa sisnaeTca obecneveHne noaaepku noTpebHocTel COBMECTHOTo
[ocTyna K MeauLuMHCKoi HopMaLmm pasnMuHbIX agMUHUCTPaTUBHO HE3aBUCUMBIX NOCTaBLLMKOB MeAULIMHCKOM
NOMOLLM, YUPEXAEHWUIA 30paBoOXpaHEeHNsl, CTPAaxXoBbIX MeAULMHCKUX OpraHn3aumnii, X NnauMeHToB, nepcoHana v
KOMMepYeCKMX NapTHePoB. Kpome Toro, HacTosILLMIA CTanAapT NpeaHasHaqeH Ana obecneveHns nogaepXxku san-
pocoB UHopMaLIMK, NOCTYMAOLLMX KaK OT OTAENbHbIX UL, Tak U 0T UHPOPMAaLIMOHHBIX CUCTEM.

B NCO/TC 22600, cocTosiLLeM U3 AByX YacTei, onpeeneHbl MeToAbl ynpasneHus asTopusaumein u KOHTpo-
N gocTyna K AaHHbIM n/unu cbyHkumsiM. OH obecneunBaeT cornacoBaHne NOAUTUK KOHTPOSA AOCTYNa U OCHOBaH
Ha KOHLIeNTyasibHOW Mofenu, No KOTOPOo Anst ynpaeneHus AOCTYNOM K MHopMaLmn, oCyLWecTBNAeMbIM pasnny-
HbIMUW MPYKMIaaHBIMK Nporpammamu (NPOorpaMMHBIMU KOMMOHEHTaMK), MOTYT UCMONb30BATLCA fOKaNbHbLIE cepBe-
pbl aBTOpU3aLMK 1 cnyx6bl pacnpeaeneHHOro katanora v penosutapus NOSIMTUK KOHTpons gocTyna. Penosuta-
puiA NOAUTUK NpegocTasnsieT MHpopMaLWio 0 NpaBunax 4ocTyna Kk pasHbiM NpUKNagHbiM byHKLMSAM, OCHOBaH-
HbIM Ha MCMoNb30BaHUK ponel n Apyrux atpnbyToB. Crnyxba kaTanora obecneunsaeT MaeHTUMUKALMIO OTAEb-
HbIX Monb3oBaTenel. MpegocTaBneHne 4OCTynNa OMKHO OCYLLECTBAATLCA Ha OCHOBE:

- ayTEHTUDULMPOBAHHOW MAEHTUDUKALMN NOSb30BaTENS;

- NpaBun AOCTYNa, OTHOCALLMXCS K KOHKPETHOMY MHDOPMaLMOHHOMY OB bEKTY;

- NpaBuUn OTHOCUTENBHO aTpuBYTOB aBTOPM3aLIMK, 3adaHHBIX MEHeKepoM aBTopu3aLMu ANnst NosbL3o-
BaTens;

- (OYHKLIMIA KOHKPETHOTO NPUIIOXKEHNS.

HacToawuii ctaHgapT B NepcnekTuee AoMMKeH NPUMEHATLCS Kak Ha SIoKkanbHOM, Tak 1 Ha permoHasibHOM
U HaLWoHanbHOM ypoBHe. OAHUM 13 KMHUEBbIX MOMEHTOB ero NPUMEHEHUs ABNAETCS BKIOYEHUE B MUCbMEeH-
Hoe cornalleHne o MONUTUKE KOHTPOIS 4OCTYNa opraHn3aunoHHbIX KpuTepres 1 npoduneit asTopusalum, corna-
COBaHHbIX 3arnpallvBatoLLMMU 1 NPeaoCTaBAsSoWMU 4OCTY N CTOPOHAMM.

Hactoswuii cTangapT noaaepxuBaeT B3aMMoAencTBME MeXay HECKONBKUMIU MeHeaKepamuy asTopusaLimu,
KOTOpbIE MOTYyT AEACTBOBATL HE3ABNCMO OT OpraHU3aLMOHHbBIX U MONUTUYECKUX FPaHWUL,.

MpaBuna B3anMogencTBUS ONpeaenstoTCA B COrnalleHun o NonuTke KOHTPOs 4ocTyna, NognucaHHom
BCEMW YHaCTBYOLLVMU OpraHnsaLusiMu, U crnyxaT OCHOBOW A1 AanbHelileil paboTsbl.

B kayecTBe OCHOBbI cornaLleHusi 0 MoUTUKE KOHTPONS AoCTyna npeanoxeH popmat JOKyMeHTaLuu, Aaro-
LLIMA BO3MOXHOCTb MOSTyYeHNs1 CONOCTaBUMON JOKYMEHTAaLMM OT BCEX CTOPOH, y4acTByoLLMX B o6MeHe nHdop-
Mauuei.

HacTtosawuii ctaHgapT He BKItovaeT B cebs geTany, cBsisaHHbIe C KOHKPETHLIMY NiaTgopMamm 1 peanunsa-
umsamu. B Hem He onpegensoTcsa CepBUCHI U MPOTOKOSIbI 3aLLMTLI TEXHUYECKON nepegayn AaHHbIX, onpegeneH-
Hble B Apyrux ctaHdapTtax, Hanprumep B ENV 13608, a Takke meTogbl ayTeHTUdUKaLMN.

WapaHue ohuumnansHoe
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B ganHoi vactn UCO/TC 22600 npeactasneHa 6asosas napagurma oopmasnbHbIX BbICOKOYPOBHEBLIX MO-
Aeneli apXMTEeKTYPHbIX KOMNOHEHTOB, ocHoBaHHbIX Ha MCO/M3K 10746. B aaHHOM KOHTeKCTe onpedeneHb Mo-
Aenb 30Hbl, MOAENb AOKYMEHTa, MoAderb NOMUTUKK, Mogenb Ponv, Moaens asTopusauum, Mogens genermposa-
HUA, MoaeNb ynpasneHusa U MoAenb KOHTPONSA AocTyna.

OnpepeneHunsi gaHbl € UCTIONB30BaHYEM METaA3bIKOB: YHUMLMpoBaHHOMO sidbika Mogenumposarusa (UML) n
Paclwunpsiemoro sisbika pasmeTki (XML). Onsi pasbAcHeHWUs MPUHLMNOB UCNOMb30BaHbl AONONHUTENbHbIE Anar-
pamMmmbl. OnpeaeneHus UCNONb30BaHHbIX aTPUMOYTOB 3aMMCTBOBaHbI 3 3TaNoHHOW MHOpMaLMOHHOM Moaenn
HL7 v onpeaenexnit TMNos gaHHbIX HL7.

2 TepMUHbI ¥ onpeaeneHns

B HacTosiLeM cTaHgapTe NpuMeHeHbl crneaytoLune TepMUHBI C COOTBETCTBYIOLWMMU orpedeneHUsiMu:

2.1 koHTponb gocTyna (access control): CpeacTea obecneveHusi gocTyna k pecypcam cuctemsl 06paboT-
K1 OaHHbIX TONBbKO aBTOPU30BaHHbBIM CyObekTaM aBTopu3oBaHHbIMY cnocobamu [7].

2.2 orcnexuBaemocTtb (accountability): CeoiicTBo, obecneumnsatoLlee 0gHO3HAYHYIO MPUBA3KY AeACTBUIA
cybbekTa K KOHKpeTHOMY cybbekTy [8].

2.3 ynonHomou4eHHoe nuuo no atpubytam; YA (attribute authority; AA): YnonHomoueHHoe nuuo, Has-
HavatoLLiee NONTHOMOYUS NyTEM Bblaauun cepTUdrKaToB aTpubyToB.

2.4 cepTudmkat atpubyra (attribute certificate): Ctpyktypa AaHHbIX, 3aBepeHHas LiMpoBoi NoANUCHI0
YNOMHOMOYEHHOro NiLia o cepTudmuKaLmn, KoTopas CBA3LIBAET HEKOTOPbIe 3Ha4YeHNA aTpubyTa ¢ naeHTUukaum-
evi ero Bnagensua.

2.5 ayreHTndpukaums (authentication): MpoLecc gocToBepHOR MaeHTUdMKaLUK cybbekToB MHpopMaLOH-
HoVi 6e30MacHOCTV NOCPEACTBOM HafIEXHOW CBA3N Mexay MAEHTUMKATOPOM U ero yAOCTOBEPEHUEM.

MprvMeyaHUe— CM Takke ayTeHTUDMKALMIO UCTOHHMKA AaHHbIX U ayTeHTUMUKAUMIO PaBHONPABHOIO
obbekTa.

2.6 ynonHomoueHHoe nuuo (authority): CybbekT, 0TBeTCTBEHHbIN 3a Bblgady cepTudunkaTos.

MpumeyaHnune—B HacTosilem cTaHgapTe onpeaeneHbl ABE KaTeropuv YNONMHOMOYEHHbIX IUL:
YMONMHOMOYEHHOE NMLUO Mo cepTudurkaumm, Bbiganwee cepTudrKaThl OTKPbITLIX KITIOYEW, M YMONMHOMOYEHHOE NULIO MO
atpubyTawm, Bbigatolee ceptudmkarsl arpubyToB.

2.7 aBTopusaums (authorization): Mpouecc npegoctaBneHus Npae, BKoYasi npeaocTaBneHne npae Ha
AocTyn.

2.8 pocTynHocTb (availability): CBoicTBO 6bITb 4OCTYNHBLIM U FOAHBLIM K UICMONB30BaHWIO NO 3anpocy aBTo-
pusoBaHHoro cybbexra [8].

2.9 noarsepxaeHue aencTeuTenbHocTU ceptudukara (certificate validation): MNpouecc yctaHoBneHus
TOTO, YTO Ha HacTOSILLMIA MOMEHT cepTudukaT aBnsieTcs AecTBUTENbHBIM, BKITIOYast BOSMOXHOCTb CO3AaHWs U
npoBepKM NyTu cepTudpnkaLyy, a Takke Toro, YTo Ha HAaCTOALLMI MOMEHT Bee cepTudukaThl, BbldaHHbIE Ha AaH-
HOM MyTW, AENCTBUTENBHBI (T.€. HE MPOCPOYEHBI U HE OTO3BaHbI).

2.10 ynonHoMoueHHoe nuuo no ceptudukauum; YC (certification authority; CA): YnonHomoueHHoe
IO, KOTOPOMY OfHa UM HECKOSbKO YHaCTBYHIOLLMX CTOPOH A40BEPUITN BbINYCK U NpUcBOEHWe cepTudukaTos
[10].

MpumeuaHusn

1 YNonHoMoueHHoe nuuo no ceptudmkaumm moxeT akynbTaTUBHO CO34aBaTh KIOYM AS yHaCTBYIOWMUX CTOPOH.

2 TMoHATME «YNOMHOMOYEHHOE NULIO» B TEPMUHE «YNONHOMOYEHHOe NUUO Mo cepTudmKauum» o3HavaeT BCero
NVLWb JOBEPEHHYI0 CTOPOHY, @ He Kakylo-nubo rocygapctBeHHyio aBTopu3aumio. bonee yaauHbiM TEpMUHOM MOXeET ObiTb
«u3patens ceptudmkarta (cartificate issuer)», HO TEPMUH «YNONHOMOYEHHOE NNLO MO cepTUdMKaLMM» OYeHb LLUMPOKO
ynotpebnsiercs.

2.11 nyTb ceptudmkaumm (certification path): YnopsigoyeHHas nocnegosatenbHOCTL cepTUMKATOB 06 bek-
TOB B VepapX1yeckoM KaTasore, KoTopasi BUECTe C OTKPbITbIM KITHOYOM HayarnbHOro obbekra nyTu nossonset
nonyunTe cepTudmKkaT OKoH4YaTerlbHoro obbekTa nyTu.

2
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2.12 koH¢puaeHunanbHoOCTb (confidentiality): CeoicTBO, 3akntoyatoLLeecs B TOM, YTo MHGOpMaLUUa He
MOXeET ObITb AOCTYNHON UM PaACKPLITOM NSl HeaBTOPU3OBaHHbIX NL, 06LEKTOB UNK Npoueccos [8].

2.13 ypocToBepeHue (credential): MNpeanockinka Ans HazHavyeHWs Ha ponb UNW ANs NOATBEPXKAEHUS roa-
HOCTU ANA POSN.

2.14 peneruposanue (delegation): Mepegaya nonHoMoums oT ero obnagatens Apyromy oGLexTy.

2.15 nyTb aenerupoBaHus (delegation path): YnopsigoueHHasi nocrnegoBatenbHOCTL cepTUduKaToB, KOTO-
pasi BMecTe ¢ ayTeHTUbUKaLmen IMYHOCTM 3asiBUTENS NONTHOMOYUIA NO3BOMNSIET NPOBEPUTL ayTEHTUYHOCTL NOJI-
HOMOUWIA 3aABUTENSA.

2.16 nepeMeHHble cpegbl (environmental variables): AcnekTsl nONUTUKK, HeoGxoauMble ANns NPUHATUS
peLueHnsa 06 aBTopusaLmn, KOTopble He OTpaXKeHbl B CTaTUYECKUX CTPYKTYpaXx, HO AOCTYMHbI KOHTPOSIEPY MOSIHO-
MOYMI NOCPEACTBOM NoKasibHbIX CPeACTB (Hanpumep, BpeMs CyTOK UITK TeKyLLMi 6anaHc cueTa).

2.17 uaenTudukauus (identification): BoinonHeHue NnpoBepok, NO3BONSIOWNX cUCTeMe 0bpaboTku gaH-
HbIX pacnosHaBaTb 06beKTbI.

2.18 ngenTudukarop (identifier): UHcdopmaLmoHHbIN 06beKT, ucnonb3yeMelii Ans o6baBneHns naeHTUY-
HOCTW A0 NOTEHUManbHOro NoATBEPXAEHUSI COOTBETCTBYIOLLUM ayTeHTutukaTopom [18].

2.19 yenoctHocTb (integrity): CBoiicTBO, yaocToBepsioLLee, UTo MHopMaLUs He U3MeHeHa cnydaiHo nnu
npeaHamepeHHo.

2.20 kntou (key): MocnegosaTensHOCTL CUMBOSIOB, YNpaBsioLLas onepauuamm WwWudposaHua u gewwnd-
poBkM [8].

2.21 HeocnopuMocTh (non-repudiation): Cepauc, obecneunBaroLLmii nogTeepXXaeHne LenocTHOCTU U NPo-
NCXOXAEHWA AaHHbLIX (Hepa3pbIBHO ApYr OT Apyra) Nioboii 13 y4acTBYIOLLUMX CTOPOH.

2.22 nonuTuka (policy): Komnnekc ropuanieckux, NomTu4ecKkmx, opraHu3aumoHHbIX, (hyHKUNOHANBHBIX 1
TEXHUYEeCcKMX 06a3aTenbCTB Mo 06MeHy MHopMaLIeid U COBMECTHON AeATENBHOCTH.

2.23 cornaiueHue o nonutuke (policy agreement): NMucbMeHHoe cornaweHne, B KOTOPOM BCE y4acTBYHO-
LLiMe CTOPOHbI 06A3YHOTCSA NPUAEPXKNBATLCS ONpeaeneHHOro KoMnrekca nosiuTuK.

2.24 npuHuunan (principal): [leicTeyioLee nuLo, cnocobHoe peanusoBaTb onpeaeneHHbIe cueHapum
(nonb3oBaTenb, opraHusaums, cuctema, yCTpoincTeo, NpUkNagHasa NporpaMmmMa, KOMMOHEHT, 06bekT).

2.25 cekpeTHbIN kntou (private key): Knioy, ncnonbsyembliii B acCUMMeETPUYHOM KpunTorpacduyeckom anro-
puTMe, obnagaHue KOTOpbIM orpaHuyeHo (06bIYHO TONbKO 0AHUM cy6bekTom) [12].

2.26 nonHomouue (privilege): BoamMOXHOCTb, NpeAocTaBneHHas 06bekTy yNnonHOMOYEHHbIM NIALOM B COOT-
BETCTBUM C aTpnbyTOM 3TOro obbekTa.

2.27 3asBUTenb NnonHomouui (privilege asserter): O6nagarens NONHOMOYWIA, UCNONb3YIOLLWIA CBOW cep-
Tdukat aTpubyTa unu ceptTudmKkaT OTKPLITOrO KItova AN NonyyYeHUs NomHOMOYUIA.

2.28 nHdppactpykTypa ynpaBneHus nonHomouusimu; NYT (privilege management infrastructure; PMI):
WHdppacTpykTypa, cnocobHas nogaepkunsath yrpasreHue nonHoModusimMm Anst obecneveHns passuton cnyxobi
aBTopu3auum BO B3aMOZENCTBUM C MHIDPaCTPYKTYPON OTKPbITBIX KIHOUEH.

2.29 nonuTtuka nonHomouui (privilege policy): NMonuTrka, onpeaensiowas ycrnosus, Npu KOTOPbIX KOHT-
ponepbl NOSIHOMOUMIA MOTYT NPeAOCTaBNATL/BbINOMHATE BaXKHble CEPBUCHI KBANUULIMPOBAHHBLIM 3asiBUTENSIM
MOSTHOMOYMA.

MpumedyaHwue — [Nonutrka NONHOMOYMI CBsi3aHa ¢ aTpubyTamm, accCOUMMPOBaAHHBIMM C CEPBUCOM U C
3asBUTENAMU NONTHOMOYNIA.

2.30 koHTponep nonHomouwuii (privilege verifier): CyGbekT, npoBepsitoLLMiA cepTudUKaTbl Ha COOTBETCTBUE
NONMUTUKE MOSTHOMOUNIA.

2.31 oTKpbITLINA KNKOY (public key): KoY, cnonsayembliii B aCUMMETPUHHOM KpunTorpadpuyeckom anro-
puTME, KOTOPLIA MOXeT BbITh caenaH o6LLeaocTynHbIM [12].

2.32 ceptudmkar otkpbiToro knw4a; COK (public key certificate, PKC): CepTudmkaTt, obecneumsaroLLmi
CBSI3b MAEHTUYHOCTU C OTKPbITLIM KITHOYOM.

MpumeyaHune—MaeHTnyHocTb MOXET BbiTb MCNONb30BaHa ANs NOAASPXKN NPUHATUA PeLleHnn CUCTEMON
KOHTPOMS 4OCTYNa, OCHOBAHHOM Ha MaeHTUdMUKaLMK, Nocne Toro, Kak KNMeHT NOATBEPAMUT, YTO OH MMeeT AOCTYN K CekpeT-
HOMY KITto4y, COOTBETCTBYIOLLIEMY OTKPBITOMY KoYy, cogepxawemycs B COK.
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2.33 ponb (role): Komnnekc cnocobHocTen W/unv AecTBuiA, CBA3aHHbIV C 3a4a4ei.

2.34 cepTudukaT HasHa4deHus ponu (role assignment certificate): CepTudukat, cogepxaliuin aTpubyT
ponu, HasHavaloLwWuin oaHy unu 6onee pornei aepxarenio cepTudurkara.

2.35 ceptudmkar ponu (role certificate): Ceptudmkar, HazHauatoLLMi NOHOMOYUA PONU, @ HE HaNpPsIMyto
oTAeNbHLIM NULam.

MNpumeyanune—Jnua, Ha3HaYeHHbIE HA AaHHYIO POMNb NOCPEACTBOM cepTudmkata atpubyta unu ceptudu-
KaTa OTKPLITOro Kova ¢ paclumpeHuem arpubyToB kaTanora CyObekroB, coaepKalmm 4aHHOe HAa3HAYeHNe, KOCBEHHO
nony4aloT NONHOMOYMS, COAEPXKaLLMecs B cepTudukate ponm.

2.36 ceptudukar cneuudukauum ponu (role specification certificate): Ceptudunkar, conepxawuin Ha-
3HaYeHne Ponu NOSTHOMOYMNIA.

2.37 BaXHOCTb (sensitivity): XapakrepucTtuka pecypca, BblpaXKalolaa ero LeHHOCTb UKW 3HAYUMOCTb.

2.38 6e3onacHocTb (security): CoueTaHue gOCTYNHOCTH, KOHMUAEHUMANBbHOCTU, LENOCTHOCTU U OTCNEXU-
BaemocTu [18].

2.39 nonutuka 6ezonacHocTu (security policy): YTBepkaeHHbI nnaH unv cnocob aeincteunii no obecneve-
HWUO MHPOPMAaLMOHHOK 6e30MacHOCTU.

2.40 cepBuc 6esonacHocTHM (security service): CepBuc, NpegocTaBnsieMbli ypoBHEM B3aUMOAEACTBUA
OTKPbITLIX cUcTeM, obecneuvBaloOWmMiA Hagnexallyo creneHb GesonacHoCcTUM cuctem uwnu nepegadvun gau-
HbIX [8]-

2.41 nocTtaBwmk nonHomouuir; NOT (source of authority, SOA): YnonHomoueHHoe nuLo no atpubytam
(cM. 2.3), KOTOpOMY KOHTpORNEp MNOMHOMO4MIA AOCTYNa K onpeAeneHHOMY pecypcy AoBepsieT kak e AUHCTBEHHOMY
vy, ynosiHOMOYEHHOMY HasHauaTb psif MOSTHOMOYUIA.

2.42 uens (target): Pecypc, k koTopoMy cybbekT 3anpalumBaeT 4OCTy.

MpwnmeyaHune—BaxHocTb Lienu mogenupyeTcs B HacCTosILLEM CTaHapTe Kak Habop aTpubyTos, npeacTaBneH-
HbIX Nn60 atpubytamm B HoTaumm ASN.1, nnbo anemeHtamm XML.

2.43 poBepue (trust): KauecTso, npu Hanuumm KOTOPOro o cybbekTe roBOPST, UTO OH «OKas3blBaeT A0BEPUE»
Apyromy cyGbekTy, korga oH (NepBbili cyGbekT) npegnonaraeT, YTo BTOpol cybbekT 6yaeT AeiicTBoBaTh B NosI-
HOM COOTBETCTBWM C OXUAaHUSAMW NepBOro cybbexTa.

MpumeyaHune— loHATME [OBEPUA MOXET OTHOCUTBECA TONBKO K HEKOTOPOIN KOHKpeTHON dyHKumn. Kniovesasn
porb AOBEpWS B JaHHOM KOHTEKCTE COCTOWT B OMWCAHWMU B3aVMOCBA3N Mexay ayTeHTUUUMPYIOWMMCA CyOBEKTOM K
YNONHOMOYEHHbIM NULOM; Cy6bekT OoMmKeH BbiTb yBEepeH, YTO OH MOXeT AOBEpsiTb TOMY, YTO YMOMNHOMOYEHHOE NULO
co3daeT TONbKO AEMCTBUTENbHbIE N HAAEXHbIE cepTUdMKaThI.

3 Mapagurma KOMMNOHEHTOB

ApxuUTeKTypa nepcrnekTMBHON MeauLMHCKon nHdopMaLmMoHHOA cucTeMel 6asnupyeTcst Ha Mogenn 6a3oBbIX
KOMMOHEeHTOB, paspaboTaHHoi B cepeaunHe 90-x rogos (Hanpumep, cM. [1], [2], [3]). OcHoBamu 3TON apXUTeKTypbI
cnyxat 6azosas nHbopmaLoHHas mogens (BUM) 1 cornacoBaHHbIe crioBapy AaHHbIX, crnocobeTeyowme obec-
neyveHunto B3anMHoi npuemnemocti. OCHOBLIBAsIChL Ha HWX, ByayT onpegeneHsl cneunguyHble 45 KOHKPETHbIX
npegmeTHbIX obnacTer Mogenu orpaHudeHnii, npeacTaBnsaoLme cneundmdHblie A4ns KOHKPeTHbIX NpeaMeTHbIX
obnacTelt KOHLeNUMN 3HaHWUI, BKITIOYas Kak CTPYKTYpPHbIe, Tak 1 (yHKUMOHanbHble 3HaHMsA. CooTBeTCTBYIOLWNE
KOMMOHEHTbI AOMKHbI BbITb CO3AaHbLI B COOTBETCTBMM CO BCEMU TOUKaMM 3peHNsi Ha 6a30BYH0 Modernb OTKPLITON
pacnpegeneHHoi 06paboTku (BM-OPQO) [20], T. e. npeanpuHMMaTENbLCKOR, UHOPMaLIMOHHOR, BEIMUCINTENBHOMN,
WHXXEHEepHOW 1 TEXHONOIMYECKOR Tovkamu 3peHust. Touka 3peHust (hoKYCUpyeT BHUMaHWe Ha OHOM acrekTe,
abcTparnpysich OT BCEX OCTanbHbIX. PasHble KoHLenuum npeaMmeTHOR 06nacTu U NpeAcTaBieHUe X ToYeK 3peHnst
BXOAAT B 3a4a4M He NporpaMMUCTOB, a 3KCNEepToB rnpegMeTHON obnacTu. MoaToMy OHU UCMONL3YHT COOT-
BETCTBYIOLLME CPeAcTBa BbIpaXeHWs, B TOM Yucre cneuunansHele rpadudeckie npeacTasieHns (Hanpumep,
UML-grarpammel), a UHorga Aaxe CnoBecHble WabnoHbl, BolpakeHHble Ha sidbike XML.

KoMmnoHeHTbI MoryT 6bITh arpervpoBaHbl B 601ee BbICOKOYyPOBHEBbLIE KOMMO3ULMK. B MPOTUBONONOXHOCTE
onpeaeneHuio NPUMUTUBOB K kKomnoanumin UCO, B mogenn 6a3oBbIX KOMMOHEHTOB BbiAeMeHbl, Mo kpaliHern mepe,
yeTblpe YPOBHS KOMMO3ULMK/AEKOMMO3ULMN (CM. PUCYHOK 1).
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PucyHnok 1 — O6Liast KOMNOHEHTHasi Moaernb

ArpervpoBaHue OCYyLLEeCTBMNAETCS MCXOAS U3 3HaHWIA, CBA3aHHbLIX C cogepXXaHuem Unu npoeccamu 1 Bbl-
paXKeHHbIX STOrMYecKUMU cxemamu/anroputmamu/onepaumsMm Unm npasunamu/notokamm pabot/npouegypamu/
B3aMMocCBA3AMU. Taknum obpasom, arpernpoBaHne CocTaBHbIX YacTerh «Moaerieil orpaHuyeHuiA» ynpasnsertcs
BbILLEYMOMSIHY TEIMU MEXaH13MaMu U NoBeAeHUEM MpUHLUNana, obMeHuBatoLlerocs MHpopmMaLmen nnu yya-
CTBYIOLLEro B COBMECTHOW AeaTensHocTH. Cneuudukaums npeacrasneHa nofHocTsLo Ha MeTaypoBHe. PasHble
CrnoBapu AaHHbIX, a Takke UHCTPYMeHTanbHas cpeda M MyHKLMOHaNbHOCTb rapMOHU3NPYIOTCS NOCPeACcTBOM
meTasn3sblkoB TUNa XML Metadata Interchange (XMI) [4].

4 BbasoBble Mogenun

4.1 KoHuenTyanbHas CTpyKTypa

YnpasneHne NosIHOMOUUSIMM 1 aBTOPU3aLIMS MOTYT BbITb OCHOBaHbI Ha POMSIX, BBINMOMHSAEMbIX OTAETbHLIMA
AelCTBYOLWUMI NULLAMU UNU rpynnamun gecTByoWwmnx nuL,. AeicTeytowme nuua, B3anMoaencTBytoLue ¢ cuc-
TEMHbIMU KOMMOHEHTaMK1, HasblBatoTCA NpuHUMNanamu. MpuHupnanom MoxeT ObITh Nonb3oBaTesb, CUCTeMa, yc-
TPOWCTBO, MPUIIOXKEHNE, KOMMOHEHT N Aaxke 0ObeKT.

[nsi nocTpoeHms BbILLEONUCAHHOR CTPYKTYPbI U (hyHKLIMOHaNbLHOCTY Heobxoaum psig Mmogenei, MexaHna-
MOB, MPOLECCOB, OOBHLEKTOB U T. ., KOTOPbIE A0SKHbI BbITb PACCMOTPEHBI.

UT0 KacaeTcs ynpaBneHrsi NOSIHOMOUYUSIMU 1 KOHTPOIS A0CTyna, To HeobxoaArMo paccMoTpeTh ABa Tuna
6a30BbIX KNacCoB:

- 06beKTbI, K KOTOPbIM OTHOCATCSA AOKYMEHTbI, MPUHLMMANbLI, MOMUTUKA 1 PONN;

- OeCTBUS, K KOTOPbLIM OTHOCATCA ynpasneHue NonnTukamu, ynpaeneHue npuHuunanamu, ynpasneHve
MONMHOMOYUSIMU, aYyTEHTUMKaLUS, aBTOPU3ALIUSA, yIpaBeHne KOHTpoieM Z4ocTyna v ayauT.

CnegytoLume moaenu 6yayT paccMmoTpeHbl 6onee nogpobHo:

- MOAENb 30HbI;

- MoAenb AOKYMEHTa;

- MoAenb NONTUKN;

- MoAenb ponu;

- MOAenb aBTOPU3aLUN;

- MoZenb ynpasneHus;

- MoAenb AenernpoBaHus;

- MoAenb KOHTpOons gocTtyna.



rocCT P UCO/TC 22600-2—2009

Bce cneuundurkaunm gaHHON KOHUENTYarbHOW CTPYKTYPbI 6yAyT OTKPLITLIMK, NNaTgopMEHHO HE3aBUCUMBbI-
MW, NepeHOCUMbIMU U MacliTabupyembimu. MoaToMy NpeaIoXKeHHbIe MOAErN ONUCLIBAIOTCS HA YPOBHSX MeTa-
Mogenei n Mmoaenew, a ypoBeHb 3K3eMNNAPOB He paccMmaTpusaeTcs. [1ns Takoro cnocoba npeacraBneHusi cuc-
TeM UCNonNb3oBaHbl cneunduiHbie A3biku U MeTasn3blkk, Hanpumep UML 1 XML, a Takcke cpeactea nepeHoca ua
0AHOro cnosaps B ApYrown.

B aaHHow cneupdmkaLmm ucnonbaosaHbl KOHCTpykumm UML, cneuvdmkaumm UML, npocpunu UML v BceBo3-
MOXHble guarpamMmel. YTo kacaetcss XML, To ucnonbayeTcs HeCKOmNbLKo creuudukalmin s ctTaHgapTHoro Habopa
XML.

Bce ucnonssyemMble Mogenu 3agatot cnelmduyeckue Buabl orpaHudeHnin, doopMupytoLLue Moaenu orpa-
HUYeHW. OHM OXBaTLIBAKOT BCE BO3MOXKHbIE CEPBUCHI UINU TOUKU 3peHUst Ha cucTemMbl. Mogens siBnsieTcs ynpo-
LLIEHHbIM OTpaXkeHWeM peasibHOCTU COrnacHo onpeAerneHHbIM KoHuenuuam. Mpaduyeckve moaenu npeacrasne-
Hbl Ha si3blkax UML 1 MOF. Ina sep6anbHbiX Moaenein UCrnonb3oBaH cTaHAapTHLIA Habop sisbika XML.

Mpegnonaraetcs, YTo MHOMMe AOKyMeHTbl 6yayT npeacTasneHbl Ha sisbike XML. CTpykTypa nogobHoro
AOKYMeHTa 3aaeTcsl C NoMOLLbIO onpedeneHnsa Tuna gokymenta (DTD) unu sksemnnsipa XML-cxembl. MNonutuka
NOMHOMOUMIA MOXKET OrnepupoBaTh HerocpeacTeeHHo anemeHTamMu XML (Hanpumep, cpaBHMBas aTpubyThl cepTu-
dukaTa aBTopM3aLM C ANeMeHTamMu AOKYMEHTa).

4.2 Moaenb 30HbI

YT06bI MHhOPMALIMOHHBIE CUCTEMBI, 0BecrneYnBaroLLue COBMECTHbIN A0CTYN K MEAULIMHCKUM AaHHbLIM, 6bU1n
yrpaensiemMmbiMu 1 paboTocnocobHbIMU, KOMMOHEHTLI CUCTEMBI, HEMOCPEACTBEHHO CBSI3aHHbIE C NpUHLMNanamu,
rPYNNUpYHTCS B 30HbI MO MPUHLMMIY 0BLWHOCTM OpraHn3aLnoHHbIX, IOrMYECKUX U TeXHUYeCKUX ceoicTB. Cornac-
Ho onpeaeneHuio OMG (rpynnbl ynpasneHus oGbekTaMmu), Takas rpynnupoBka MoXeT 6bITb NpUMeHeHa K obLLuM
MOSINTUKAM (30HbI MOMUTHK), K OBLLMM BHELLHUM YCIIOBUAM (30HbI BHELLHUX YCIOBUIA) MW K OBLLIMM TEXHOMOTUSM
(30HbI TEXHONOTNIA). PYHKLMOHANbHasA COBMECTUMOCTL Nto6oro Buaa B npegenax 3oHbl Ha3biBaeTCs BHYTPU30-
HanbHbLIM B3aumogeicTB1eM U koorepaLnei, B To BpeMs Kak (pyHKLMOHaIbHas COBMECTUMOCTbL MEXAY 30HaMU
HasblBaeTCs MeX30HalbHLIM B3auMogeicTBMeM 1 koonepauuveit. Hanpumep, B3aMMoaencTBUE MOXET OCYLLECTB-
NATbCA MeXAY OTAENEHNAMW 6ONbHWLbI BHYTPY GOBHWYHON 30HbI (BHYTPU3OHANLHOE B3auModeicTBMe), HO BbiTh
BHELLHWM MO OTHOLLUEHWHO K 30HE KOHKPETHOro oTAeneHns (MeXxaoHanbHoe B3aumogenicTaue). B yactu Tpebosa-
HUIA K MHdOpMaLIMoHHOM 6e3onacHOCTM 0cobblli MHTEpecC NPeacTaBNAT 30HbI NONUTUK 6e3onacHoCTU.

30Ha xapakTepuayeTcs aeHTUhMKATOPOM 30HbI, UMEHEM 30HbI, YNTONHOMOYEHHLIM SIULOM 30HbI U KBaNU-
dukaTopom 3oHbI. MNpeanoxeHHoe onpeaeneHe TUMOB AaHHBIX CXOXe ¢ onpegeneHnem TUNoB gaHHbIX B HL7,
Bepcus 3 [5].

Tabnuuya 1— ATpubyTbl 30HBI NONUTMK Ge3onacHocTU

ATpubyt Tun MNpumevanua
domain_identifier Habop (SET) npeHtudukatopor ob6bekToB
(naeHTMDVKaTOP AOMEHa) SET <OID> MnCco
?;S;a"q%—; :Hrg;:’ BAG <EN> MakeT (BAG) umeH cywHocTtewn
domain_authority_ID
(naeHTMdUKaToOp  YNONMHOMOYEHHOro  nuua OID UpeHtndukatop obvekta UCO

30HbI)
domain_authority_name ST Crpoka
(MMs1 YNONHOMOYEHHOTO NULA 30HbI)
domain_qualifier CS [MpocToe kogupoBaHHOE 3HaYeHue
(kBannukaTop 30HbI)

Knacc 30Hbl nonuTUK 6esonacHocTy HacrneayeTt aTpubyThl Knacca 30Hb! M 4o6GaBnAeT kK HUM naeHTUgukaTop
MOMUTUKM 1 UMSA NOSIUTUKN.

MonuTHKa ONUCLIBAET OPUANYECKU 3HAYUMYIO COBOKYMHOCTb YCTAaHOBNEHHbIX NPaBun U HOPM, OpraH1saLu-
OHHBIX Y aAMUHUCTPATUBHBIX CTPYKTYP, (hyHKLMOHANLHOCTU, TpeBGoBaHUiA 1 Lienei, y4acTBYLWMX NPUHLMNAN0S,
cornatueHuii, npas, 06s13aHHOCTE 1 LTpadHbLIX CaHKLUUIA, a TalKe TEXHUYECKOE pelueHne, NPUMEHeHHoe anst
cbopa, peructpauum, o6paboTku 1 nepeaaqn AaHHbIX B MHPOPMAaLIMOHHBLIX cucTeMax. [N onucaHns NONUTUK
MOIYT UCTIONb30BATLCS TaKUe CPeACTBa, Kak LWabnoHbl unu popmarnbHbie Mogenv NoUTHK.
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B HacTosilLeM cTaHAapTe 30HbI onpeaesieHbl B 06LLei hopMe, 1 Ha NPaKTUKe UX onpeaeneHnst MoryT yTou-
HATbCA. 30Ha MOXET COCTOSATb U3 CY630H (KOTOPble HAC/IeAyoT U MOTYT KOHKPETU3MPOBaTb NOIMTUKM POAUTENbC-
KOW 30Hbl). HanmeHbLLUEel 30HON MOXET ObITb OTAE/IbHOE paboyee MeCTO WM KOHKPETHbIA KOMNOHEHT MHd)opMauu-
OHHOW cUCTEMbI. 30HbI MOTYT 06beANHATLCA B Cynep30Hbl NyTEM CBSA3bIBAHWSA OTAE/bHbIX 30H 1 (hOPMMPOBaHUS
o6LLeit 30HbI 6oNblUero Macwtaba AN B3aMMoAeicTBYA U Koonepauum.

Mpn MeX30HaNbLHOM B3auMoAeliCcTBUN He06X0AMMO onpeAenTb 06 M HaBop NOAUTUK, MPUMEHSEMBbIX KO
BCEM B3aVMMOAENCTBYIOWMM 30HaM. [laHHbI HA6op AO/MKEH 6bITb ONpeAesieH Ha OCHOBE aHan3a pefieBaHTHbIX
NONUTKK, CNEeUNUYHBIX 4719 KaXA0W 13 B3anMoelicTBYOLW X 30H. Takne obLme NoAUTUKN BbipabaTbiBalTCcs
(cornacytoTcs) B npouecce, MIMEHyeMOM «HaBefeHNeM MOCTOB» (CM. PUCYHOK 2). YKe corfnacoBaHHble MOMUTUKN
[O/MKHbI 6bITb AOKYMEHTUMPOBAHbLI U NOANMCaHbl BCEMU YNOSIHOMOYEHHLIMU ML AMY, OTBEYaKLLMMK 3a obecneye-
HMe 6e3onacHOCTU B cBOMX 30Hax (cM. MCO/TC 22600-1:2006, npunoxeHue A). B ngeane Becb 3TOT npouecc
[O/KEH NPOBOAMTLCA C UCNOb30BaHNEM NpeAcTaBneHnli U CornacoBaHunii B 3NeKTPOHHO hopMe, 4To6bI 06ec-
neunTb B3aMMOAeCTBME B peasibHOM BpEMEHN B pamkax (3apaHee COrnacoBaHHOI) COOTBETCTBYIOLLEN U perna-
MEHTMPOBAHHOI CTPYKTYypbl. CornacoBaHue v Bepudivkaumus nofnTuK B 3TOM ciiyyae 6yayT MMeTb MecTo npu
Ka)xJoM B3aMMofeincTBnn cnyx6 obecneyeHns 6€30nacHOCTH.

MpuHuunan
2

PucyHok 2 — CornacosaHvie noanTuk

Mpw Takom B3auMOLencTBUN BO3HMKAET HE06X0AMMOCTb UCMOMb30BaHNSA KOMMNOHEHTOB MeXAy NpuHumna-
namu. KoHuenuun npoMexyToyHoro ypoBHS BCE Yallle UCMOb3YI0TCA B apXUTEKTYpPe HOBbIX MeANLMHCKUX UH-
hopMaLMOHHbIX crucTeM. MNPoMeXyToUHble KOMMNOHEHTbI MOTYT cnoco6cTBOBaTL 06ecneyeHmnto PyHKLMOHaIbHO
COBMECTMMOCTV NOCPELCTBOM NPSAMOro Bbl30Ba npoLeaypbl (KOMMYHUKaLMOHHbLIE CEPBUCHI MPOMEXYTOUHOTO YPOBHSA)
WK Lenoyek BbI30BOB Npoueayp (BkItovas npukiagHbie cepBuchbl NPOMEXYTOUYHOro YpoBHSA). B nocnegHem Ba-
prviaHTe MOryT UCMOo/b30BaTbCA pasHble Mofenu AenernposaHus (cm. 4.8).

Mopo6Han apxuTekTypa MOXeT 6bITb NpefcTaB/ieHa Lenoykamu, COCTaBIEHHbIMU 13 Pa3HbIX 30H, Kak noka-
3aHO Ha pucyHke 3.

MpoMeXyTO4YHbIA YPOBEHb

PucyHoK 3 — KOHLIENLYIst 30H C CepBMCamMy MPOMEXYTOYHOTO YPOBHSI
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C noanumin nHdopMaunoHHol 6e3onacHoOCT 0BLIYHO CHUTaETCs, UTO 30Ha, obecneunBaroLLast BHYTPU3O-
HanbHoe B3aMModeicTBME B COOTBETCTBUM CO CBOEN COBCTBEHHOM NOMUTUKOW, HyXAaeTcs B 3aLUMTe TOMbKO Ha
rpanHuLax ¢ BHELWHUMIM 30HaMK € MX crielndnyecKUMm NOUTUKaMK (MK gaxke ¢ 30HO NHTepHeT 6e3 NonnTuK).
Takas 3aLluTa OCcyLLecTBNSAeTCS, HanprMmep, C MOMOLLLIO MeXCEeTEBbIX 3KpaHOB, MPOKCU-cepBepoB U T. 4. MoaTo-
MY MO OTHOLUEHMIO K BHELLHEMY OKPY)XEHUIO 30Ha YacTo CYMTAETCS 3aKpbITONR. MNpy 3TOM BHYTPEHHOCTb 30HbI
ownbouHo cunTaeTcs 6e30MacHoi, a BHyTPEHHWE Yrpo3bl U BTOPXKEHWUSI YacTO UTHOPUPYHOTCS, B TO BPEMST Kak OHU
COCTaBnNAoT 60MLLIMHCTBO BCEX HApYLLUEHW 6e30MnacHOCTH.

Yuutbisas cneuududeckne TpeboBaHWs 1 yCrosrs 3gpaBooxXpaHeHns, 6asosas Mmogens MHpopMaLoHHO
6e30MacHOCTY AOMKHa Y4MTbIBATL BECh CMEKTP CEPBUCOB U MeXaHW3MOB o6ecneyeHmnst 6e3onacHoCTH, KOTopble
MOTYT BbITb peanv3oBaHbl C MOMOLLbIO 3aLLULLEHHBLIX MUKPO3OH.

4.3 Mopgenb AOKyMeHTa

Mpouecchbl, 06eKTbI, PONK U T. A. AOMKHbI BbITe AOKYMEHTUPOBaHbI M NOAMUcaHkI, onpeaensisi TeM cambim
KOHKpeTHble OTHOLLEeHNsI Mexay o6bekTammn 1 npoueccamu. KomGrHaLms NpoLeccos 1 OTHOLLEHUA NPUBOANT K
MHOrOUMCIIEHHBIM NOAMUCAM Ha JOKYMEHTaX (Hanpumep, npy genernposaHunm).

Onsi o6ecnedyeHUss HECKOMbKUX MoAnUceid Ha AOKYMEHTE B HacTosILLLEeM CTaHgapTe UCTIONb3YeTCA CUHTaK-
cuc KpunTorpadunyecknx coobLueHui. Kaxaas nognuce BeIMUCISETCA MO COAEPXKUMOMY OOKYMEHTa W dhakysb-
TaTuBHO No Habopy aTpubyTOB, crieundUYHbBIX AN KOHKPETHOM nognucy. K TakMm atpnbyTam OTHOCATCS MeTKM
BPEMeHU, HasHa4eHWe noanmcu n apyrasi HdopmMauys.

4.4 Mogenb nonUTUKu 6e3onacHoCcTn

MonuTuka 6€30MacHOCTN — 3TO KOMMNEKT FOPUANYECKUX, STUHECKMX, CoLManbHbIX, OpraHn3aUuoHHbIX, Ncu-
XONOTNYECcKMX, OYHKLMOHANBHBIX U TEXHUYECKMX NONOXEHW, MpU3BaHHbIX 06ecrneynThb BbICOKYO CTeneHb AoBe-
pVst K MEAULIMHCKUM MHGOPMaLIMOHHBIM cucTeMam. B nonutike chopMynmpyroTest KoHUenTyanbHble TpebosaHus n
YCINOBUA AN AOCTOBEPHOro Co3fAaHus, XpaHeHuns, 06paboTku 1 UCTIoNL30BaHMS BaXKHOR MHOpMaLIMK.

Monutuka MoxeT 6bITb NpeacTaBneHa:

- B BepbarnbHOW HECTPYKTYprpoBaHHO! hopme;

- B CTPYKTYpUpOBaHHOW hopme € CMonb3oBaHNeM CXeM U WabnoHos;

- B BuAe chopManbHoi mogenu.

Ons obecneveHuns hyHKLMOHANBHOR COBMECTUMOCTU NONUTUKA A0MKHa BbiTb cchopMynMpoBaHa 1 npeg-
cTaBneHa B B1Ae, obecnevnBaoLLEeM ee NPaBuibHY MHTEPNPETALMIO U NPpUMeHeHWe Ha npakTuke. MoaTomy Ha
OOKYMEHTbI, onpedensitoLiue nouTUKy, MMeHyeMble Takke 0O bABNEHUSIMU NONMMTUKU UK COrNaLLEeHUAMU O No-
nuTrKe (cornalleHna Mexay y4yacTBYOLMMU NapTHepaMm), JOMKHbI pacnpoCTPaHATLCA OrpaHUYeHUA Ha UC-
nonb3yemble CUHTaKCMC, CEMaHTUKY, TEPMUHOITOTUIO U AeCTBUE.

UT06bI MOXHO BbINO HAAEXHO CChNAThCsl HA KOHKPETHYIO MOMUTUKY, €€ 3K3eMMNAP AoMKeH UMeTb YHU-
KanbHoe nMs 1 ngeHTudukatTop. To ke OTHOCUTCS KO BCEM 3fieMeHTaM NOSIMTUKUN — 30He, LensaM, AeUCTBUAM U
UX MONINTMKAM, KOTOPbIM TOXE crieflyeT NPUCBOUTL HAMMEHOBaHWS M YHUKanbHO naeHTuduumuposaTts. B utore
XapakTepucTukamu nonMTuku 6e3onacHoCTy ABNSAIOTCA UASHTUUKATOP NOAUTUKU, UMSA NONUTUKK, YNOSTHOMOYEH-
HO€ NNLO MOSIMTUKKM, AEHTUMUKATOP 30HbI, UMsI 30HbI, CMIUCOK Lienen, uaeHTUudukaTop Lenu, uMa uenu, obbekr
Lienu, paspeLleHHble AeNCTBUSI U MONUTUKN, CBSI3aHHbIE C AaHHOW NOMUTUKON.

Ons 6onee HarnsigHoro npeacTasneHnst B Tabnuue 2 nokasaHbl Bce aTpubyTbl NOMUTUKKW, B TOM YUCne
yHacnegoBaHHbIE OT 30HbI. [pegnoxeHHoe onpeaeneHre TUNOB AaHHbLIX CXOXe ¢ onpeaeneHnemM TUNoB AaHHbIX
B HL7, Bepcua 3 [5].

MegunumHckne nHopMaLMoHHbIE CUCTEMBI, HAMPUMED SNEKTPOHHLIN y4eT 3a0poBbsA (3Y3), A0MKHBI, Kak
MUHUMYM, UMETb NONUTUKY 6e30MacHOCTM Ans NaUMeHToB, YTOBbI KOHTPONMPOBaTL AOCTYN K HopMaLm 06 1x
300POBbLE, NOMUTUKY C OBLLUMK NPpaBUnamMy AOCTyNa Ans opraHnsaunm, nNoanTUKK, oTpaxarwwme TpebosaHns
3aKkoHodaTenbCTBa U APYrMX HOPMAaTUBHBIX JOKYMEHTOB, M N0 OAHOW NOAUTUKE ANA KaXAoW CTPYKTYPHOW porv U
Kakaor byHKLMOHaNLHOW POsu.

Kaxgoe coszganuve, goctyn unv mogudukaumst komnoHeHta 3Y3 AomkHO noanaaath noa AercTene oaHoOM
WIIN HeCKOoNbKUX NonuTuK. CornacHo aTanoHHOW Moaenu Beinucku U3 Y3, Knacc ero KOMNoHeHTa coaepXuT
aTpubyT ngeHTUdUKaTopa NONMTUKA, YTOBLI 06ecneunTb BOZMOXKHOCTL CCbISIOK Ha Takue MormMTuKn Ha sitobom
YpOBHe AeTanusauuu B uepapxuu JY3. Monutuku, npumeHsieMble KOHKPEeTHO K 3Y 3, Bkntoyas niobble cBsAzaHHbIe
C HUMM NOMUTUKK, MOTYT BbIThb BKITHOYEHbI B BLIMUCKY M3 3Y 3.

Kak v k nto6biM ApyruM KOMMNOHEHTaM, K KOMMOHEHTaM MOMMTUKA MOXHO NPUMEHSITE onepaum KOMNo3uLum
1 AEKOMMO3NLMM B COOTBETCTBUU C 6a30BOIM KOMNOHEHTHOW Moaenbto. MNMonk3ysice onpeaeneHnem TUMNoB AaHHbIX
13 [5], knacchl NONUTUKU MOTYT BbITh onNpegeneHsbl kak bazoBas NONUTUKA, MeTaNoNMUTUKA U COCTaBHas MONUTUKA
(cM. pucyHok 4). 3Tu knacckl noapobHO onucaHbl B Tabnuuax 2, 3 u 4 cooTBeTCTBEHHO, CM. [6].
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Policy
$?policy_identifier: SET<II>
~>policy_name : CS
§>policy_authority_ID : OID
<%->policy_authority_name: ST
%policy_domain_identifier: SET<OID>
A>policy_domain_name : BAG<EN>
A>policy_target_list: LIST<INT>

T
BasicPolicy MetaPolicy CompositePolicy
S3policy_subject_ID : OID %m eta_e ¢ ression ">event: CV
§>policy_subject_name ; ST braised action :CE “policy:CD
Sbtargetjdentifier: SET<II> impolicy:CD
~>target_name ; EN ~»policy_group : SET<II>

~>target_object: |l
~>operation_code ;CE
~>permission_policy: CD 5
~constraint: OCL
Relationship
Proles; Role

RefrainPolicy

faction :CE Role

§>subjectDomain: OID
3brole_identifier: SET<II>
%role_name :CS
3>role_description: CD
Authori: ationPolicy ObligationPolicy
Revert:CV
Aexception : Exception ManagementStructure
£ proles : Role
"brels: Rel
Auth+ Auth- DeiegationPolicy Ainstructs : Mstruct
“grantee : OID
§>accessRights : CE
Group
mogroup_identifier: SET<II>
5 Agroup_name :CS
A>group_description ; CD

Deleg+ Deleg-

PucyHok 4 — [narpamma 6a30BbiX K1acCcoB MOANTUKN 6€e30MacHOCTU

KoHkpeTusaunm abCTpakTHOro knacca COCTaBHON NOANTUKM CNOXHBIM 06pa3om B3anMoCBA3aHbl, YTO 060-
3HAYeHO Ha gnarpammMe B BUAEe NpocToli accouuaunm.
Tab6bnuya 2— ATpuOYTbl 6a30BOW NONNTMKM GE30MACHOCTU

ATpUbyT Tun MpymevaHuA

policyjdentifier

(AEHTUGUKATOP NOANTIKM) SET <v> Ha6op (SET) naeHTnukaTopoB 3K3EMNIAPOB

policyname

CS lpocToe koAnpoBaHHOE 3HauveHue
(Mma nonnTrkn)
policyauthoritylD
(naeHTMdMKaTOpP YNOSTHOMOYEHHOrO Nnla no- (0],0) MaeHTndmkatop obvekta NCO

NINTKKK)
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OkonyaHue mabnuybl 2

ATpubyT Tun MNpumevanus
policy_authority_name ST Crtpoka
(MMS1 YNONMHOMOYEHHOTO MMLa NOMUTUKK)
domain_identifier Habop (SET) waeHTudukatopoB 06BLEKTOB
o SET <OID>
(naeHTUDUKATOP 30HbI) nCco
domain_name _
= <EN> Maket (BAG) nmeH cywHocTen
(M5 30HbI) BAG <EN ( ) yu
target_list LIST <INT> Cnucok anemenToB tuna INT
{cnucok uenei)
target_ID SET «lI> HaGop (SET) ngeHTMmnkaTopoB 3K3eMNNspoB
(aeHTUdVKaTOP Lenw)
target_name EN Wmsa cywHocTm
(umsa uenn)
target_object Il Maoentudpmkarop sksemnnsapa
(o6bekT uenu)
operation_code CE KogupoBaHHbIM TMN AAHHBIX C BO3MOXHOCTBIO
(xop pevicTBKSA) yKa3aHWsi SKBMBareHToB
Policies CD KoHuentyanbHoe onucaHune
(nonuTukm)
Ta6nuuya 3 — Tunsl 6a30BON NONUTUKK
Tun 6a30BOK NOMUTUKU HasnaveHune CopepxaHue
MonuTukn aBTOpPU3aLMU OnpepensioT paspelweHHble Aen- CybbekT (Kpome ponew), uenb,
cTBURA aencrteue
MonnTnkm obazarenscTe YnpaensioTtca cobbiTusiMu 1 onpe- Cy6bekt (kpome poneit), Oew-
AEnAlT  OEeWCTBUA, BLINOMHSIEMbIE | CTBUE, COObITUE
areHTamu agMmuHucTparopa
Monutnkn Bo3aepxaHun OnpegensoT gencrTeust, oT CoBep- Cyb6bekT (kpome ponen), paen-
WeHUA KOTOPbIX Cy6BEKTHI JONXHEI | CTBUE
BO3AepXaTbCA
MonuTtukn genernposaHns OnpeaensioT, Kakme NonHOMouUsI —
KOMY MOryT 6bITb genernposanbl

Tabnuuya 4 — Tunbl cOcTaBHON MNONMUTUKN

Tun cOCTaBHON NMONMUTUKK HasHnauveHnue
pynnel OnpepgensieT obnacTb AeCTBUA CBA3AHHBIX NOMUTUK, K KOTOPLIM MOXET Mnpu-
MEHATLCA PS4 OrpaHuuEeHUi
Ponwn OnpegensieT rpynny nonutuk (MONUTUKU aBTopu3aummn, 06a3aTenscTB U BO3-
AepxaHus) (nogpobHee o ponsix cMm. 4.5 n npunoxeHne A)
BaaumoceaAan OnpegensieT rpynny nornuTuK, OTHOCAWUXCA K B3AaUMOAENCTBUAM MeXIy pors-
MU

Opyroi cnocob AekomMno3nuun NONUTUK NpeAcTaBiieH B cneuudmkauum cepsrcos BesonacHocTn, npeano-
XeHHoW rpynnoi OMG, pasnuyaroLlen cneayroLime nosIMTUKK:

- NONUTUKa AOCTyNa BbI3OBOB, peanunaytoLLiasl TONUTUKY KOHTPOMs A0CTYNa K o6 bekTam;

- NONUTUKA ayauTa BbI30BOB, KOHTPONUpPYLOLLLAs TUN COBLITUIA U KpUTEPUU ayauTa;

- nonuTUKa 6esonacHbiX BbI3OBOB, oNpedensoLasn NoNUTUKKM 6e3onacHOCTU, CBsI3aHHbIE C accoLaunsaMm
6e30NacHOCTU U 3aLMTON COOBLLEHWIA.
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B 3aBMCMMOCTM OT TPe6oBaHUI K pasHbIM TMNaM 06 bEeKTOB ONpeaeseHsb:

- MOAIMTUKA fiefIeripoBaHuns BbI30OBOB;

- MOAIMTUKA AOCTYNa NPUNOXEHWIA;

- NONUTUKA ayanTa NPUNoXKeHui;

- MO/IUTHKA HEOCMOPUMOCTM.

Han6onee pacnpocTpaHeHHbIM COCO60M NPeAcTaBEHNs OrpaHnYeHUi ABAseTCA cneumuKaLms nosb3o-
BaTe/IbCKMX CXeM, Hanpumep XML-cxeM. [1na o6ecneyeHuns ynoMsiHyToii Bbille (yHKUMOHAIbHOV COBMECTUMO-
CTM Takasi cxema [0/kHa 6bITb CTaHAAPTU30BaHa.

Ha pucyHke 5 npefcTaBneH npocTtoit npumep XML-40KyMeHTa, ON1CbIBAOLWENO NOIUTUKY 6E30MacHOCTY.

MONUTUKM A0MKHbBI YNPaBAATLCSA MXPAHUTLCA B CTAHAAPTU30BaHHbIX HAEXHbLIX PENO3UTapUAX NOSNTUK.

<policy>
<policy_name/>
<policy_identifier/>
<policy_authority/>
<domain_name/>
<domain_identifier/>
<target_list>
<target_name/>
<target_ID/>
<target_object>
<operations/>
<policies/>
</target_object>
</target_list>
</policy>

PvcyHok 5 — [Mpumep wabnoHa nomTuki

4.5 Mogenb ponn

[lns ynpaBneHus OTHOLIEHUSIMU MeXAy CyObeKkTamu, y4acTBYOLWMMMN B 06LLel AeaTeNbHOCTH, Heo6xoam-
MO OonpefennTb iBe rpynnbl pofeii: opraHu3aLoHHbIe POn Ha CTOPOHE CyObekTa N PYHKLMOHANbHbIE PO/ Ha
CTOpPOHE AeicTBuUS.

[nsa obneryeHns npuMeHeHna HacTosLWero ctaHaapTa MYHKLMOHaNbHbIE U CTPYKTYPHbIE PONN NpeacTas-
NeHbl B NPUAoXeHun A.

PucyHok 6 — BasoBas koHUenuus posei
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4.6 Mogenb aBTOpMU3aLuM — HazHavYeHUe ponei U NONHOMOYUNA

ABTOpuM3aLus, NpoBepka CBUAETENECTB U NONHOMOYWIA BEINOAHSIIOTCA NyTEM CBA3LIBAHUS porel ¢ NonuTu-
Kamu.

Ponu npeactasnsoT coboi cpeAcTBO KOCBEHHOMO Ha3HAYeHUs1 MOSTHOMOYUIA OTAEeNbHbIM nuuam. Jluuam
BblAAOTCS cepTUUKaTbl HAa3HaYeHNs POnK, Y KOTOPLIX B aTpuByTax ponu ykasaHbl ogHa UM HECKONbKO POnei.
MonHoMoura HazHauaTCA He NMuaMm, a PosisiM, ANA Yero UCNonb3yrTcs cepTudukaTel cneludukaum ponu.
Takoe KOCBEeHHOe HasHa4eHWe NoTHOMO4UIA NO3BONAET U3MEHATL NONTHOMOUUS, HA3HaYeHHbIE AaHHOW POnK, He
3aTparusas cepTudrKaThl, HazHauatoLLme posin oTAeNbHBIM NvuamM. CepTudmrkaTbl HasHaveHUA pone MoryT 6bITb
cepTudukatamu aTpubyToB UNm cepTucpmkaTamMm oTKpbITOro kKntova. Ceptudmkarsl cneyudukaumm ponemi He Mo-
ryT 6bITb cepTUbUKaTaMm OTKPLITOrO Kito4va, HO I0MKHLI 6bITh cepTudmkaTamm aTpubyTos. Ecnu ceptudukatol
cneuyndpukaLmy poneii He UCNONb3YIOTCS, TO Ha3Ha4YeHWE NONHOMOYUI PONU MOXeT BbITb BLINOAHEHO APYTUMU
cpegcTBamMu (HanpymMep, MOXKeT BbITb JIOKaNbHO CKOHUIYPUPOBAHO KOHTPONIEPOM NOTHOMOYUIA).

BoamoxHbI BCe crieqytoLLme CLeHapum:

- Ntoboe vncno poner MoXeT 6bITb 3a4aHO YNONHOMOYEHHBLIM NULLIOM Mo aTpubyTtam (YNA);

- cama poJib W YsieHbl POnv MOTYT 3aAaBaTbCs U aAMUHUCTPUPOBATLCS OTAENBHO, pasHbiMu YTIA; npu aTom
nogpasyMeBaeTcs, 4TO PO MOTyT BbITh NIOKarbHbIMU B paMKax 30Hbl, HanpUMep Ha YpOBHE opraHvu3auum, peru-
OHa UMK CTPaHbl;

- UNeHCTBO B POJIK, Kak 1 noboe Apyroe NonHOMouYne, MOXeT AenernpoBaTbCs;

- POSIN U YNEHCTBY B PONU MOXET BbITb HasHaqeH nobol TpebyeMbii Cpok ASHCTBUSA.

Ecrn cepTudmkar HasHauyeHUs ponu siBnsieTca ceptudukaTom atpubyta, To atpubyT «role» coagepxuTcs
B KOMMoOHeHTe «attributes» ceptudpmkarta atpubyta. Ecnu ceptudukat HasHavyeHUs ponu ABNAETCA cepTu-
drkaToM OTKPLITOrO Kroya, To aTpubyT «role» coaepxutca B pacwmnpeHuu «subjectDirectoryAttributes». B
nocnegHem cnydae nobble AONONMHUTENLHbIE MOHOMOUUSA, cogepXalyuecs B cepTudmkaTe OTKPbITOro Koua,
ABMSAOTCSA NOSTHOMOYMSIMU, HEMOCPEeACTBEHHO HasHadaembiMn depxaTento cepTudukaTa. Takum o6pasom,
3asBUTeNb MOSIHOMOUYUA MOXET NpedbsiBUTbL KOHTPOMEpYy ROSIHOMOUWIA cepTudukat HasHa4YeHUs posu,
noATBepPXAAIoLLWA, YTO eMy HasHaYeHa faHHas ponb (HanpumMep, «<MeHekep» Unu «nokynatesnby»). KoHTponep
MONHOMOYNA MOXeT 3HaTb 3apaHee Ui YCTaHOBWUTL KakuM-1Mbo cnocobom, kakne NONHOMOYUA CBSA3aHbl C
3as1BMEHHOW POSibIo, U, COOTBETCTBEHHO, MPUHSTL, OTKNOHUTL UMM MOAUULMPOBATL 3aNpoc Ha NpeaocTaBneHue
nonHomoumnin. NHdopmaumio o NOHOMOYUSAX, Ha3HAYEHHBIX A5l PONU, MOXHO B3siTb U3 cepTudmkaTa cneuy-
dukaLum ponu.

KoHTponep nonHoMouuii AOMKEH 3HaTb O NOMHOMOYUSIX, HazHaYeHHbIX ponu. HasHavyeHue nonHomouni
POSIY MOXET OCYLLIECTBASATLCA BHYTPY MHAPACTPYKTYpbl ynpaeneHusi nonHoMouusimu (UYTT) nocpeacteom ceptu-
dukata crieumncpukacmm ponu unu sHe UYM (Hanpumep, koHdurypupyemoe rnokansHo). [inst BapuaHTa 3asiBNeHWs]
nonHoOMo4uiA B cepTudpmkate crnelmudukaum posv B HaCTOSILLEM CTaHAapTe onpeaesieHbl MeXaHU3Mbl, NO3BOJSA-
foLLIMe CcBsI3aTh AaHHbIA cepTUdMKAT C peneBaHTHLIM CepTUMKaTOM HasHaYeHUs1 Posv 3asiBUTENS NOSTHOMOUUIA.
WagaTtens cepTucurkaTa HazHaYeHUs PO MOXET OTNMYATLCS OT usaaTens cepTudukata cneyudukaumm posu,
KOTOpbIZ BblAaeT NpunucbIBaloLLWA ponb cepTudukar, u aTu cepTudukaTbl aAMUHUCTPUPYIOTCA (HanpuMep, cos-
AaloTCs, 3aKaH4Y/BaIOTCs1, 0T3bIBAIOTCH) COBEPLUEHHO oTAenbHO. OavH 1 TOT e cepTudumkart (cepTudukaT aTpuby-
Ta Unu cepTidukaT OTKPLITOrO Kito4a) MOXeT coepkaTb cepTUdUKaT HasHauYEHUs! ponu, a Takke NPAMoe HasHa-
YeHve nuuy apyrux nonHomouuii. OgHako ceptudmkart cneumdmKaLmMm ponuv 4oskeH BbiTb 0TAENbHLIM cepTudu-
KaToM.

MpwuMeyaHune—lcnonb3osaHve poneri B CUCTEME aBTOPM3aLIMM MOXET YCIOXHUTBL npouecc 06paboTkn nyTw,
NocKoMbKy Takas (yHKLMOHANBHOCTb CyLEeCTBEHHbIM 06pa3om 3agaeT ApyroVi nyTb AenermpoBaHusl, KOTOpoMy Hago
crnepgoeatk. [NyTb AenernpoBaHus Ana ceptudmkata HazHa4yeHusl ponu MoxeT ObiTb CBAI3aH ¢ pasHbiMu YJ1A 1 MOXeT He
3aBuceTb 0T YJIA, BbigaBLuero ceptudmkaTt cneumnpukaumm ponm.

O6Lwasn Mogenb yrpaBneHns NoONHOMOYUSIMI OMUCLIBAET TPU CYLLIHOCTU: 0GBEKT, 3asiBUTENs MONHOMOYUIA
KOHTponepa nofnHOMouUNiA. 3anpoc Ha NpeaocTaBneHne NOSTHOMOYNA MOXET BbITb aBTOPU3OBAH, OTKNOHEH UNK
MognuLmMpoBaH.

4.7 Moaenb KOHTpons

KoHTponb AocTyna — aTo npoLecc onpeaeneHust Toro, Mo3BosstoT M NMOSTHOMOYNSA 3asiBUTENS NOSyYUTb
eMy AOCTynM K cepBuCYy, NpeaoCTaBnsieMOMy LieNieBbIM KOMMOHEHTOM. B AaHHOM KOHTEKCTe MoHsATUe 4ocTyna
LUMpe, YeM NPOCTO NOMyYEHUEe HEKOTOPbLIX AaHHBIX. JOCTyn MOXeT OTHOCUTLCS K IFoGOMY cepBu1cy, NpeaocTas-
NAEMOMY LieneBbIM KOMMOHEHTOM (Hanpumep, yaaneHue gaHHbIX, BeINMOSHEHWE BbMUCNEHWIA, Nepedaya nHdop-
maLum).
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Mogenb KOHTPONS UANMIOCTPUPYET, KaKMM 06pa3oM OCyLLLeCTBAAETCS KOHTPO/Ib AOCTYyNa K AENCTBUIO C BaX-
HbIM 06BEKTOM. Mogesnb BkoYaeT YeTbipe KOMMOHEHTA: 3as8BUTENSA, KOHTPOepa, Lefb U NOMUTUKY KOHTPOSA
(CM. pUCYHOK 7).

3aaBuTenb obnagaet ceptudmkaToM aTpUOYTOB, COAepXalium aTpuoyTbl MOTHOMOYUIA. Y Lenn ectb
aTpubyTbl BaXXHOCTW, KOTOPblE MOTYT COAEPXaTbCA B rpudie CEKPeTHOCTUN, cepTudukaTe aTpubyToB UK B 10-
KanbHOW 6a3e faHHbiX. OnucaHHbIl 34ecb MeToA NO3BOIAET KOHTPONEPY, KOTOPbLI MOXET 6biTb Bnajesnbuem
uenM Winm He3aBWCUMbIM YNOSTHOMOYEHHbLIM INLLOM, OCYLLECTBAATL KOHTPOIb AOCTyna 3asaBuTens K uenu B
COOTBETCTBMM C NOSIUTUKON KOHTPOA, a B psiie Cly4aeB — C y4eTOM MepeMeHHbIX UM KOMMNOHEHTOB Cpefbl
(Hanpumep, MECTHOTO BpEMEHN).

PucyHok 7 — Mogenb KOHTposA

MonHomouma 3aaBUTENA 0ObIYHO MHKANCYMPOBaHbI B €ro cepTudunkate atpubyTos. Ceptudmkar atpuoby-
TOB MOXeT 6bITb NMPeAbsAB/EH KOHTPONEPY Npu 3anpoce ycayru (akTuBHas cTpaTerns), unm nepegaH nocpega-
CTBOM Kakux-nnbo Apyrux cpeacTs, HanpuMmep vyepes katanor (naccuHas ctparterus). Heo6xoanmo obecneun-
BaTb LLEe/IOCTHOCTb Y ayTEHTUYHOCTb NOMIMTUKN KOHTPOSA, U AN 3TOW Lenn OHa UHorga MoXeT (oMKCMpoBaThCA
BMecCTe C MOSIHOMOUYMAMY 3asBUTENA B cepTudukaTe atpnbyToB. OgHaKo 06bIYHO NONTUKA KOHTPONS 06bABIAET-
CA OTAENbHO.

3asaBuTeNb MOXET ObiTb 06BEKTOM, MAEHTUULMPYEMbBIM NOCPEACTBOM CepTMdMKaTa OTKPbITOrO KIua,
60 NCNONHAEMbIM 0OBLEKTOM, MAEHTUMDULMPYEMBIM NOCPEACTBOM CMPaBOYHMKA.

4.8 Mopgenb genernposaHus

Kpome mMogenn KOHTPOAS, HyXHa elle Mogesb AefiermpoBaruns. B 1ol mogenu Tpy KOMMOHEHTa: KOHTPO-
nep, NocTaBLLMK NOJTHOMOYNIA 1 3asaBUTENb (CM. PUCYHOKS).

JenervipyeT nosIHoMouns
PucyHok 8 — Mogenb genernposaHus
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KoHTponep HagensieT o6beKT, M3BECTHbIA Kak MOCTaBLLMK NOSTHOMOYMWIA, riobanbHbIM NONHOMOUYUEM,
pacnpocTpaHsaloWwyMea Ha genervposaHue. MocTasLMK NOSHOMOYNIA ABNAETCS YNONHOMOYEHHbLIM MALOM Mo
aTtpubytam. OH generupyeT NoNHOMOYUS 3asiBATENSIM MyTeM Bblaadn ceptudpukaToB aTpubyToB. 3asButens
npeabsBnsieT denerMposaHHoe emy MOMHOMOYNE, AEMOHCTPUPYSl CBOKO MOASMHHOCTL. 3TO MOXET BbiTh
coenaHo nyTeM fdokasatensctsa obnagaHusi CeKPeTHbIM KoYOM, OTKpbITast YacTb KOTOPOro COAEPKUTCS B
cepTuduKaTe OTKPLITOrO Kitoua, Ha KOTOpPbLIN cebinaeTcs cepTudmkat aTprbyToB, coaepkallui 3asiBNeHHoe
nonHoMouve.

B HekoTopbIX cryyasx oguH 3asiBUTeNb MOXET AenernposaTb CBOE NOMHOMOYME ApYroMmy 3asiBUTENIo.
KoHTponep gonkeH noaTBepanTb, UTO BCe 06bEKTHI Ha NMyTW AenernposaH1s obnagatoT 4oCTaTouHbIMUY NOSTHOMO-
YAMU A4N15 JocTyna K Lenu, 3atpeboBaHHON HenocpeCcTBEHHbIM 3asiBUTENEM.

MocTaBLMK NOMHOMOYMIA MOXET TaKkke oTpearnpoBaTh Ha 3anpoc obbekTa Ha AenernpoBaHue ero nosiHo-
Mouuid Bbldaden cepTudmkaTa atpnbyTtos Apyromy obbekTy. OgHako ornvcaHue 3Toro npoLecca BuIXOAUT 3a
obracTb NpUMeHeHUs HacTosALLEero cTaHgapTa.

3asBuTenNb U KOHTPONEp MOryT BbITh O6bEKTaMM M3 pasHbIX 30H BesonacHocTU. B aTom cniyyae NocTaBLLuMK
MOSHOMOYUIA MOXeT pacrnonaraTbCsi B 30He KOHTpoIiepa, a HenpepbiBHas YacTb MyTW AeNerMpoBaHuys, BKIoYato-
LLas HeNoCcpPeACTBEHHOrO 3asiBUTENS, AOSKHA HAX0AUTLCS B APYroit 30He Ge3onacHOCTU.

MyTe genervpoBaHus OTIMYAETCS OT MyTW NPOBEPKM 4OCTOBEPHOCTU CepTUDUKATOB, UCTMONb3YeMOoro Asst
YAOCTOBEPEHWUSA NOASTMHHOCTY CepTUUKATOB OTKPLITOrO KIkoHa 06 EKTOB, BOBNEYEHHbIX B MPOLIECC AenerupoBa-
Hus. OgHaKo Ka4ecTBO ayTEeHTUYHOCTU, obecneurBaeMoe NpoLIeccoM yAoCTOBEPEHUst MOANMHHOCTU cepTudmka-
Ta OTKPLITOrO KtoYa, A0KHO BbITe COPa3MEPHO C BXKHOCTbIO 3aLLMLLIAEMON Lienn.

Onpepensia dyHKLUMOHaNbHYH COBMECTUMOCTE MeXay pacnpeaereHHbIMU 06 beKTaMu UM KOMMOHEHTa-
Mu, rpynna ynpaeneHust o6bektamn (OMG) cozgana anbTepHaTUBHYIO MOAENb AENErMpoBaHusi B pamkax cBoew
cneundmkaLmm ceperco 6esonacHocT CORBA. B 06beKTHOM cucTeMe KNMeHT Bbi3blBaeT 0OLEKT A4S BhINOSHe-
HWS1 HEKOTOPOro AeWCTBUSA, HO 3TOT 06 bEKT HEPEAKO He MOXET BhIMOSHUTL 3TO AeACTBUE CaM U BbI3bIBAET AN
3TOro Apyrue obbekThl. PesynbTtatoM aToro 06LIMHO SIBNsieTCs Lienovka BbI30BOB Apyrux o6bekTos (bonee noa-
pobHO CM. Ha caiiTe www.omg.org).

Mpu aenerMpoBaHWM NOMHOMOYKIA UHDOPMALIMS O NpaBax AoCTyna npuHuunana (T. e. atpubyTel 6esonac-
HOCTW), UHULIMMPOBABLLIErO 3aMpoc, MOXeT BbITh AenerupoBaHa ApyrM o6bekTam B Liernodke, 4tobbl npu onpeae-
NeHHbIX 0BCTOATeNLCTBAaX ee NonyvaTens UMen Npaso AeUCTBOBATL OT MMEHW 3TOT0 NpUHUMNana.

[pyrasi cxema aBTopM3aLWm UCTIONb3YeT CCbINTOYHOE AeflernposaHune, npu KOTOPOM Npasa Ha UCNosb30Ba-
H/e obbekTa Mpu 3agaHHbIX YCOBUSX NepedatoTcs noslyvaTesto Kak YacTb ceblikv Ha 06bekT. CebloyHoe
AenervposaHue He paccMaTpuBaeTCsl B HACTOSILLLEM cTaHaapTe.

lMpw onucaHny BOSMOXHOCTEW AenerypoBaHusl, pediioXeHHbIX rpynnoii no ynpasneHuio obbekramu (OMG),
MPMMEHSIIOT criegytoLLe TEPMUHbI:

- UHUUmMatop (initiator): MepBbIi KNEHT B LieNOYKE BLI3OBOB.

- KOHeuYHas uensb (final target): KoHeuHblli nonyyaTens B Lienoyke BbI30OBOB.

- nocpepHuK (intermediate): O6beEKT B LLlenoyke BbI3OBOB, KOTOPLIA He ABNAETCS HA MHULMATOPOM, HU KO-
HEeYHO Lienblo.

- HenocpeAcTBEHHO Bbi3biBatoWMii (immediate invoker): OGbEKT UMK KIIMEHT, OT KOTOPOro OGBLEKT NoMy-
YaeT BbI30B.

O6meH MeguLMHCKOR MHdbopMaLIMen HepeaKo CBsi3aH C LernoYKol NOCTaBLUMKOB, peanuayowmx 3ToT obmeH
(B KOTOPOM, Hanpumep, y4acTBYIOT cekpeTapu, MeaperncTpaTopbl, BCoMoraTenbHble OTAeNEeH s, a Takke
nobble gpyrie npuHuMnansl). OaHHas Modenb AenervpoBaHusi 4OSKHA UCNONb3oBaTbCs Ans No6ol Takok
uenoyku yenyr. Cm. Tabnuuy 5.

4.9 Moaenb KOHTpons goctyna

McnoneaoBaHve ponei MoXeT 3HauMTesbHO YNpoCcTUTL adMUHUCTPUpOoBaHWe MHgopmaLmMoHHo 6esonac-
HocTu. Kpome Toro, MoxeT notpe6osaTbcs BBeAEHWE aaAMUHUCTPATUBHBIX OrpaHudeHmnid. Hanpumep, 4octaTtouHo
LUMPOKO UCMONb3YEeTCA OrpaHUYeHre asTopusaLum no NpuHLMNY pasaeneHns 06sa3aHHOCTEN.

BazoBbIMK aneMeHTamu ynpaeneHusi KOHTPOSIeM AoCTyna ABMSAKTCS NPUHLMNAsbI, PONK, paspeLleHus,
onepauuv 1 06bekThl. YripaBrneHue KOHTporem AocTyna BkoyaeT B cebsl creaytoLe acnekTbl:

- onpegeneHne ponei n orpaHNYeHuiA ponew;

- Ha3Ha4yeHWe pornu Nosb3oBaTenio;

- Ha3HayeHWe paspeLLeHnii ponw;

- 3afaHKe orpaHUYeHiA Ans akTUBU3aLMU Ponel, HasHauYeHHbIX NOMb3oBaTeNto.
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Tab6nunua 5— Cxembl genernposaHusa (no OMG)

BbINO/HSIOTCS NMOCPEAHNKOM Lenb OrpaHunyeHust

1 OauH mMeToq Ha OAMH 06bEKT
2 Heckonbko MeTof0B Ha OAVH

06beKT
3 Nltoboit meTopg, Ha: a) OfUH 06BEeKT Het
b) HeKkoTopble 06BEKTHI OrpaHunyeHus uenn
C) NGO 06BEKT HeT orpaHuyeHunii uenm
6e3 1cnonb3oBaHNsA MOSIHOMOYMIA
NOAMHOXECTBO
NOIHOMOYMIA MHULMaTOpa MpocToe genernposaHue

C WCNoNb30BaHMEM MNOSIHOMOUWIA
KaK uHuumartopa, Tak W CBOMX CO6-

CTBEHHbIX CocTaBHOe fenernposaHue
nosly4eHHble MosIHOMO4YnA N CBOU O6beanHEHHOE UK OTCNeXuBa-
COBCTBEHHbIE MOSTHOMOUUS emMoe fgenervmposaHne B 3aBUCUMOe-

TV OT TOro, 06bLEANHAOTCA MOIHOMO-
UM UK CBA3LIBAIOTCA B LIEMNOUKYy
B TeYeHMe HeKOTOpOro cpoka Aei-
cTBUA OrpaHnyeHunst nNo BpemeHu
ONA 33flaHHOro Ynca BbI3OBOB OrpaHuyeHns No BpemMeHu

Ha ocHoBe rapmoHu3auuu Mogeneli ponei, onpefeneHHbliX B 4.5 1 NpunoxeHnn A, 1 ycoBepLIEeHCTBOBAH-
HbIX MOZeneil KOHTPONA focTyna, HanpuMmep CTaHAapTHOro POeBOro ynpasaeHns 4ocTynoM HaunoHanbHOro
UHcTUTyTa ctaHgapTos CLUA, 6bina paspaboTaHa agantTupoBaHHas cxema poseBOro KOHTpPoNa gocTyna, npep-
CTaB/lIeHHaa Ha pucyHke 9.

Wepapxus poneii

PucyHok 9 — Cxema poneBoro KoOHTponsa gocryna

CornacHo cxeme poneBoro koHTponsa goctyna (PKA) paspelleHuns goctyna npuceanBalTcs PyHKLMOHANbHOM
ponu, KoTopasi Ha3HavyaeTcs NPUHLMNany Ha BpeMsi KOHKpeTHOro ceaHca goctyna. ®yHKUMOHANbHAA pPosib MOXeET
6bITb ONpeeneHa HabopoM CTPYKTYPHbIX POfieil, Ha3Ha4YeHHbIX TOMY Xe caMOoMy NpuHumMnany.

Kaxabll/i 13 KOMNOHEHTOB MOAEeNy onpejenseTcsa cnefyoWwmmMmmn COCTaBAAIOWNMN:

- MHOXeCTBOM HabopoB 6a30BbIX 3/1EMEHTOB;

- MHOXEeCTBOM OTHOWeHui PK/[, cBA3bIBalOWMX 3TM Habopbl 371eEMEHTOB (CoAepXaliMM NoAMHOXeCcTBa
JeKapToBbiX NPOM3BEAEHUI, COOTBETCTBYHOLLME AOMNYCTUMbIM Ha3HAYEHUAM);

- MHOX€eCTBOM (PyHKLUIA 0TOGpaxeHuUs, KOToOpble BO3BpaLLaloT 3K3eMNasipbl Y1€HOB 04HOro Habopa ane-
MEHTOB B 3aBMCMMOCTU OT 3a[JaHHOI0 3K3eMnnapa 13 gpyroro Habopa afieMeHTOoB.

15



FOCT P NCOITC 22600-2—2009

MpunoxeHune A
(cnpaBoy4HOe)

®YHKLUMOHA/IbHbIE U CTPYKTYPHbIE PO/

A.1 Ponu, cBA3aHHble C OKa3aHMeM MeAULUHCKON noMoLLn

[ns ynpaBneHusi OTHOLIEHUSIMU MeXAay CyObekTamu ponu MoryT GbiTb Ha3HauYeHbl N106OMY npuHuMnany. MNpuHLm-
nanbl ABNAKTCA AEWCTBYWLWNMNU NULaMU B 34paBOOXPaHEHUN, MO3TOMY POMN CBA3aHbl C AEACTBYWOLWUMWU NULaMU 1
nencTBusaMN.

B o6Liem cnyyae BbIAENAKTCA ABa TUNa poneid: CTPYKTYpHble U OYHKLMOHANbHbIE. CTPYKTYpPHbIE PONU OTpaxaroT
CTPYKTYpPHble acnekTbl OTHOLUEHWUA mexay cy6bekTamu. CTPYKTYpHbIe POMN OMNMUCLIBAT MPEANOChIIKM, CNOCOBGHOCTN U
KOMNEeTeHUMN, Heo6XoANMbIE A5 BbIMOMHEHUS AeACTBUIA. OYHKLMOHAIbHbIE PO OTpaxXarT yHKLMOHANbHbIE acnek-
Tbl B3aMMOOTHOLUEHU Mexay cybbekTamu. DYHKLMOHA/IbHbIE PO/ CBSI3aHbl C peanv3aumein/BbinoNHEHNEM AeACTBUIA.

Ecnu paccmatpuBaTb CTPYKTYPHbIE U (DYHKUMOHA/IbHBIE PO/IM B OAHOM KOHTEKCTE, TO CTPYKTYpHblE ponu obecne-
YnMBalOT NPeLNOChIIKU/KOMNETEHLUNN, KOTOPLIMUA AO/MKHbI 06/1a4aTh Cy6bekThl A5 BbINO/IHEHWUA B3aumonAeicTBuii (aei-
CTBWS) B pamkax uMx onpegeneHHbIX PYHKLMOHAbHbIX poneil. KBanudukauus, HaBblku 1 T. M. BIMSIOT Kak HA Ha3HaYeHne
CTPYKTYPHbIX pofield, Tak U Ha BbINOJIHEHUE AelCTBUI B COOTBETCTBMU C UX (PYHKLMOHANBHLIMU PONsSiMU (PUCYHOK A.1).

Mpumepamy CTPYKTYPHbIX POSieil MeauUMHCKUX PaboTHUKOB MOTYT CYXUTb!

- HavyaNlbHUK MeAULMHCKON Cnyx6bl;

- 3aBefyoLNiA KNHUKOIA;
3aBeay LMl oTAeNeHNEM;
rnaBHbI Bpav;
opAvHaTop;

Bpay;

WHTEpH;

cTaxep;

rnaBHasi MefcecTpa;
MefAcecTpa;

- CTyAEHT-MeuK.

PucyHok A.1 — O6wasn KoHuenuusa ponei

Mpumepamy PyHKLMOHANbHBIX poneii MegUUUHCKMX PaBoTHUKOB MOTYT CYXWTb!

- nevauunin Bpauy:

- COTPYAHVK ANArHOCTUYECKOrO OTAENEHUS;

- COTPYOHVK TepaneBTUYECKOro OTAENEHUS;

- KOHCYNbTaHT;

- NPYHUMAaIOLWMIA Bpay:

- CeMeliHbIli Bpavy;

- onepauuoHHas MepcecTpa.

A.2 Mogenb hyHKLNOHaNbHOW poan

MpuMeHNTENBHO K GU3HEC-NPOLECCY OKa3aHUsi MeAWLMHCKOW NOMOLUM, PYHKLMOHAbHbIE PON MOTyT 6bITb onpe-
JeneHbl B TEpMUHAX YPOBHel aBTopu3alumm 1 npaB focTyna cinegylowmM obwmum cnocobom, onvparLwMest Ha YacTUYHO
MoaMdMLMPOBaHHbIe OnNpeaenieHnsi, NpeA/loKeHHble B aBcTpanuiickom npoekte HealthNet, B KOTOPOM ecTb CCbIIKM U
Ha gpyrue paboTbl:
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- CYyOBEKT MEAULMHCKON NOMOLWN (06bIYHO NauUEHT);

- areHT cy6bekTa MefMLUMHCKOW noMoLn (poanTenb, ONeKyH, CMOTPUTE b UK ApYroi odmumnanbHbellii npeacTaBu-
Tenb);

- OTBETCTBEHHbIV (IMYHO) MEAUUNHCKMIA pabOTHUK (MEeAULMHCKUIA pabOoTHUK, Haxogswmiica B Hambosnee TECHOM
KOHTaKTe C NauueHTOM, HepeaKo ero y4acTKOBbI Bpauy);

- MO/THOMOYHbIA MEANLNHCKUA PaBOTHUK:

- BblO6paHHbIli CyObeKTOM MefULUUHCKOW NOMOLLMK;

- HA3HAYEeHHbIA MeAULMHCKAM YUYpexAeHUeM, oka3biBaLlwmM NomoLb (B COOTBETCTBUU C YCTAHOB/IEHHbLIM MOPSA-
KOM, MPakTUKOWA U T. 4.);

- MeauUMHCKMIA paboTHMK (HENOCPeACTBEHHO OKa3blBAKLWMIA MaLMEHTY MEAULMHCKYIO MOMOLLb);

- crneymanucT cMexHoi npodeccun (KOCBEHHO y4acTBYHOLMI B OKasaHWM MeAWLMHCKOM MOMOLLM, UHCTPYKTOP,
uccneposaTesb UT. A4.);

- agMUHUCTPATOP (M BCe OCTaslbHble YYacTHUKM, obecneuuBaiolmMe NpoOLEecc OKaslaHUs MauueHTy MeaULMHCKOM
nomMouym).

[LaHHbIli cnucok dmukecmpyeT Habop yHKUMOHaNbHbLIX pofell, npegHasHaYeHHbIX A5 yNpaB/ieHUs CO3f4aHueM,
[OCTynom, o6paboTkoli 1 06MEHOM MeAWUMHCKON MHopmaumneii.

Kpome Toro, thyHKLMOHaNbHbIe POM MOTYT OblTb CrPYMMNUPOBaHbl B COOTBETCTBUM C MX yyacTMEM B CO3[aHuM,
perucTpauun, Beofe, o6paboTke, XpaHeHUN 1 nepegadve MHhopMaLnu:

- cOCTaBMTENb UHDOpMaLny;

- MU0, NoATBeEpXJawlliee MHOPMALMIO;

- 1Yo, cepTudUuLMpylollee MHDOPMaLMIO;

- MU0, aBTOPU3YIOLLLEE JOCTY;

- cy6beKkT uHdopmauuu;

- NocTaBLWK MHDOPMaLUN.

PucyHok A.2 — Mopgenb (hyHKUNOHaIbHOI ponun

OTHOLLEHUA TUNA «MHOTME KO MHOTUM» Mexay cy6bekTamu u geicTBusMu, npeobpasoBaHHble B COOTBETCTBUM C
HoTaumen UML, npeactaBneHbl Ha pucyHke A.3.

PucyHok A.3 — Pa3BuTue Mogenu pyHKLMOHaNbHO! ponn
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A.3 Mogenb CTPYKTYpPHOR ponn

B3anmocBa3b TMNa «Cy6bekT — CyObeKT» MOXET 3aTparusatb NogpsiaHble AeACTBUSA, pe3yNbTaToM KOTOPbIX SABNSA-
eTcs 3ak/loueHne KOHTpakTa mexay cybbektamu, UCMOMHAWUMN onpeaeneHHble (DYHKLMOHANbHbIE PON (CM. HUXE).
KOHTpakT MOXeT onpefensAtb CTPYKTYPHYK PO/b IMYHOCTW, HanNpumep rnaBHblli Bpay. [pyrum npMMepoM B3auMMOCBS3M
«CYyObeKT — CyOBbEKT» SAABNAETCA 06yyeHue, pe3ynbTatoOM KOTOPOro SBASeTCS onpefefieHHas KBavdukauus, a takke
cepTudmkaTt, noaTBEPXAAOLWNA KBANNUKaLNo, OTHOCALLYIOCSA K CTPYKTYPHOR ponu.

DTN YTOYHEHUA CTPYKTYPHbIX POMieil NOpoXAaloT Apyrve B3aMMOCBA3N Tuna «CyObeKT — CyObekT», BAUAIOLWLNE HA
OYHKUNOHANBHYIO POSib, UCMOJSTHAEMYIO CyObekTamu, y4acTBYOLWMMY B JaHHON AeAaTeNbHOCTU. Peann3auus CTPYyKTYpHO
ponu obecneuymBaeTcsa B pamkax AeNCTBUSA, NMPOUCXOAALLEr0 MexAay Cy6bekTaMyu B COOTBETCTBUU C KOHKPETHbIMU (DYHK-
LNOHa/IbHBIMU PONSIMU, CBA3AHHLIMU C AaHHbIM AelCTBMEM, Kak NoKasaHo Ha pucyHke A.4.

PucyHok A.4 — Peanusauusa CTPyKTYPHO ponu B AeATeNbHOCTU COracHo (PyHKUMOHANLHOW ponn

Ecnu  paccmaTpuBath  CTPYKTYpPHble UM (OYHKLMOHA/IbHbIE PO/IM B OFHOM KOHTEKCTE, TO CTPYKTYPHbIE pOSu
o6ecneunBaroT NpeanochbIIKA/KOMNEeTEHL MU, KOTOPbIMU [O/MKHbI 06nafatb Cy6bekTbl A8  BbINO/HEHWA B3auMMO-
nencteuii  (gencTeus) B pamkax Mx onpegeneHHblX PyHKLMOHaNbHbIX ponein. Keanudukaums, HaBblkKA U T. N. BAMAIOT
KaKk Ha HasHayeHue CTPYKTYPHbIX pOneid, Tak U Ha BbIMOSIHEHWE AEACTBUIA B COOTBETCTBUU C UX (DYHKLUOHANBHLIMM
ponsimMu.

A.4 Obuwas cneyndgukayna ponei

Knacc ponu nmeeT atpubyThl, NpuBefeHHble B Tabnuue A.l.

Ta6nuya Al — ATpnbyTbl ponu

ATpunbyT Tun MpumeyaHua
rolejdentifier
(MaeHTMdNKaTOp Pon) SET <M> MHOXeCTBO MAEHTU(NKATOPOB 3K3EMMISAPOB
role_name
(MM; ponm) CS lMpocToe KoauMpoBaHHOEe 3HavyeHue
roleauthorityJD
(wgeHTucukaTop YMNOIHOMOYEHHOIO unua OID MaeHtndukatop obbekta NCO

ponn)

role_authority_ name ST Crpoka
(vM5 yNnoNHOMOYEHHOrO Nnua ponau)
roledescription CD KoHuenTyanbHoe onucaHue

(onncaHne ponn)
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Kpome Toro, moxeT noTpeboBaTbCsl BBEAEHWE agMMHUCTPATUBHBIX OrpaHwdeHuii. Hanpumep, pocratouHo
LLIMPOKO MCMONb3yeTCcs OrpaHuyeHne aBTopu3aumu No NpUHUMMY pasgeneHvs obs3aHHOCTeN.
Ha pucyHke A.5 nokasaHo onucanme porm Ha asbike XML.

<security_role>
< role_name/>
< role_ID/>
< role_authority_ID/>
< role_authority_name/>
< role_description/>

< /role_description>
</security_role >

PucyHok A.5 — Cneuudvkaums ponu
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MpunoxexHue B
(cnpaBouHoe)

MpuMepbI CTPYKTYPHBLIX ponen B 34paBoOOXpaHeHUU

Ta6nuuya B.1— JIMUEH3NPOBAHHLIN MEANLIMHCKMIA MEPCOHan, UMEIOLLWIA PasHble YPOBHW NpaB A0CTyna (COrnacHo

ASTM E-1986)

Tekywmuin cTaHAAPTHLIA CNUCOK
JIMLUEH3NPOBaHHbIX MEAUUMHCKUX paGoTHWUKOB

PekomeHayeMbIlii paclUMpPEHHBIA CNUCOK
JINLIEH3UPOBAHHbIX MEeOUUMHCKUX PaBGoTHUKOB

Bpay (pokTop MeguuuHbl/annonar, ocTeo-
nar, XMponpakTuK, HaTyponar, romeonar)

Bpau (c nopgkateropuamm):

XunponpakTuk

lomeonat

Hokrop meguumHel/annonar

Hatyponart

Ocreonart

Matonor (HoBasi pekoMeHAOBaHHAsA poOsib)
Menxuwatp (HoBas pekomeHZoOBaHHasi POnb)
PenTtrenonor (HoBasa pekomeHgoBaHHasA posb)

AccucteHT Bpauda (PA)

Accuctent Bpaya (AB)

Crapwas AunnomMyupoBaHHas MegcecTpa
(NP, NM, CAN, CNS)

Mepcectpa (¢ nogkateropusamm):

Mepncectpa-cneunanuct B knuHuke (MCK) (paHee CNS)

HunnomupoBarnHaa meacectpa-aHecTeanonor B knuHuke (IMAK)
(panee CAN)

JInuensnpoBanHaa megcectpa-cneynanuct (JIMC)/nuueHaunpo-
BaHHas mepacectpa-npakTuk (NIMI) [paHee «nuueHsnposaHHan mea-
cectpa-cneumnanucty» (LVN)]

MepcecTtpa-akywepka (MA) (paHee «akywepka» n NM)

Meacectpa-npaktuk (MI1) (paHee NP)

AvnnomupoBanHasa megcectpa (AM)

AxyLepkm

Cm. Meacectpa

OvnnomuposaHHaa meacecTpa (RN)

Cm. Meacectpa

JInueHsnpoBaHHasa MeacecTpa-crneumanuceT
(LVN)

Cm. Meacectpa

®apmauesT (DP)

dapmaueBT (C nogkateropusamm):
dapmaueBT-anTekapb (HOBaA PeKOMeHAOBaHHas porsib)
dapmaLeBT B KIIMHWKE (HOBas PEKOMEHAOBaHHAsA POJib)

CneuvanucTbl
Hbl

HeTPaauUMOHHON Meanumn-

Cneumnanuncrbl HETPagULMOHHOW MeaMLMHEI (C NOAKATEropUsIMK):
WrnotepanesT (HoBaA pekOMeHAOBaHHasi POrb)
Maccaxucr-tepaneBT (HOBas peKOMEHAOBaHHasA porib)

MoCTaBWUKN JONONMHUTENBHBLIX MEAULMHC-
KMX YCIyr

PekomeHnpgoBaHo ynpasguutb «llocTaBWmkn AONOMHUTENBHbIX
MEAVMLMHCKMX YCyr» U 3amMeHnTb Ha Gonee y3kocneunanuanposaH-
Hbl€ POIM NOCTaBLLWKOB:

Aypwmornior (HoBasi pekOMeHAOBaHHas! porsib)

Cromarornor (HoBass pekoMeHAOBaHHas posib)

HveTonor (HoBas pekomeHAOBaHHasi poOsib)

Mcuxonor (HoBas pekoMeHAOBaHHasi posib)

Cneumanucr no naTtonorum peyuun (HoBasi PeKOMeHAOBaHHasA Ponb)

Betepunap (HoBas pekomeHgoBaHHasi porb)
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Tekywuid cTaHOapTHbIA CMMCOK
JMLLEH3UPOBAHHbIX MEOMLIMHCKUX paBoTHWUKOB

PekomeHayembIin paclUMPEHHBIA CNUcoK
TNMLEH3UPOBAHHBLIX MEAWLMUHCKUX paBGoTHUKOB

TpyaoTtepanus

TepaneBT (C nogkateropusiMu);

AyavnoTepanesT (HOBas pekOMEHOOBaHHAasA Ponb)

TepaneBT-MHCTPYKTOP (HOBasi peKOMEeHAOBaHHasA Ponb)

KvHeanoTepanesT (HOBasi pekOMeHAOBaHHasH Porb)

My3blkanbHbIi TepanesT (HOBas pekoMeHAO0BaHHas Ponb)

TpygoTtepaneBT (paHee «TpyaoTepanusy)

®uanoTtepaneBT (paHee «PU3MOTEpPaANUAY)

TepaneBT No oTAbIXY U 0300POBNEHNIO (HOBasi PEKOMEHA0BAaH-
Has porb)

CneumanucT no gpixatenbHow Tepanum (paHee «[bixaTenbHas
Tepanusy)

Jloronep (paHee «Jloronegus»)

TepaneBT no npodopreHTauMn UHBaNUAOB (HOBasi peKoMeHao-
BaHHasA porb)

dunsnortepanus

Cwm. Tepanest

Noroneaus

Cwm. TepaneBT

ObixaTencHaa Tepanus

Cwm. TepaneBT

NabopaHT

JlabopaHT (c nogkateropusiMu):

JlaGopaHT oTaeneHus kapauonorun {(HoBasi pekoMeHgoBaHHasn
ponb)

JlabopaHT B nabopatopun (HoBas pekoMeHAOBaHHasi Porib)

IabopaHT-hapmakonor (HoBas PEKOMEHAOBaHHas PoJib)

NabopaHT-npoTeancT

JlabopaHT-peHTreHonor (HOBasi peKOMeHAOBaHHasi Ponb)

TexHWK Mo HanoXeHuto WKH 1 rmnca

PekomeHaoBaHo ynpasgHutb. Cwm. IlaGopaHT

TexHuK-NpoTeancT

Cwm. NabopaHT

(OTcyTcTRYET)

TexHonor (¢ nogkaTeropusimm) (HOBasi PEKOMEHAOBAHHAA POfb)
JlaGopaHT-TexHonor (HoBasi peKOMeHAOBAHHAsA POJib)

(]
(2]
(3]
(4]
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