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MpeancnoBue

Llenu v npuHumMnel ctangapTusalum B Poccuiickoii Peaepaummn yctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-93 «O TexHUYECKOM perynuposaHumn», a npasuna npuMeHeHUsa HauuoHanbHbIX
ctangapToB Poccuiickoin depgepaummn —OCT P 1.0—2004 «CtaHgapTusauus B Poccuinickon denepauumu.
OCHOBHbIE NONOXEHUsI»

CBeaeHUA o cTaHgapTe

1 PA3SPABOTAH ®egepanbHbIM rocyaapcTBeHHbIM yupexaeHneM «FocyaapcTBeHHbIA HayuHo-uccne-
O0BaTeNbCKUN UCNbITATENbHEIA UHCTUTYT NPobriem TeXHUYECKON 3alnThl UHpopmaum PeaepanbHON CRyX-
6bl MO TeXHWYEeCKOMY W 3KCMopTHOMY KoHTponto» (PryY «THUNW MT3N ¢CTIK Poccuny), O6wectsom ¢
orpaHW4YeHHON OTBETCTBEHHOCTbIO «HayuHo-npoussoacTBeHHas dupma «Kpuctann» (OO0 «HMP «Kpuc-
Tannm»)

2 BHECEH YnpasneHneM TeXHUYecKoro perynmpoBaHus n ctangaptunsaunumn degepanbHoOro areHTcTea
Mo TEXHNYECKOMY PEryrIMPOBaHMIo 1 METPOOrun

3 YTBEPXAEH W BBEOEH B AENCTBMUE npukasom deaepanbHOro areHTCTBa No TeXHAYECKOMY
perynuposaHuio U metponorni ot 18 gekabps 2008 r. Ne 532-ct

4 BBEJEH BMNEPBbIE

UHpopmayuss 06 usmMeHeHUSX K Hacmosiuemy cmarOapmy rybrnukyemcs 8 exe200H0 u3dasaemMom
UHhopMayLUOHHOM ykazamene «HayuoHanbHbie cmaHdapmbi», a MeKcm U3MeHeHUl U rIonpasoK — 8 exeme-
CA4HO U3dagaeMbIx UHGOPMaAUUOHHBIX yKa3amensx « HauyuoHansHele cmaHdapmei». B criydae nepecmompa
(3amMeHb!) U omMeHsl Hacmosiue20 cmaHOapma coomeememeyioujee ygedomineHue 6ydem onybnukoeaHo
8 eXeMeca4YHO U3dasaeMoM UHOPMaYUOHHOM yKka3amerne «HayuoHanbHbie cmaHdapmsi». Coomeemcmey-
lowas uHghopmayusi, yeedomMitieHue U meKkcmsl pasMeuialomes makxe 8 UHghopMayuoHHoU cucmeme obujezo
ronb308aHus1 — Ha oguyuansHoM calime PedepalibHO20 a2eHMCeMaa 10 MEeXHUYECKOMY pe2yitupo8aHuro U
mempornoeuu e cemu IHmepHem

© CraHpapTtuHdopm, 2009

HacTtoawuin ctaHaapT He MoXeT 6bITb NONHOCTbLIO UMK YaCTUYHO BOCNpousseAeH, TUpaXXUpoBaH n pac-
nNpocTpaHeH B kavecTBe ocurLumansHOro usgaHua 6es paspelleHnA CDe,uepaanoro areHTCTBa No TeXHU4YecKo-
MYy perynmposaHuio 1 MeTponorum
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BBepeHune

YcTaHoBNEHHbIe HACTOALMM CTaHAapPTOM TEPMUHBI PACTONOXEHb! B CUCTEMAaTU3NPOBaHHOM Nopsaake,
oTpaxatoLleM CUCTEMY MOHATUI B AaHHOM 06nacTy sHaHus.

[0ns kaxgoro NOHATUS yCTaHOBMEH OOWH CTaHA4apTU30BaHHbIA TePMUH.

Hanuune kBagpaTHbIX CKOBGOK B TEPMUHOMOTMYECKOM CTaTbe 03HaYaeT, YTo B Hee BXOAAT ABa TepMuHa,
MMeoLL X 0B LLMe TepMUHO3MEMEHTEI. B andasuTHOM ykasaTerne AaHHble TEPMUHbBI NpUBeaeHbl OTAEMbHO.

3aknioueHHas B Kpyrnble cKoBKM YacTb TepMUHa MOXET BbITh onyLeHa Npu UCnonb3oBaHUM TEpMUHA B
[AOKyMeHTax Mo cTaHaapTU3aL/Mm, TpY 3TOM He BXosALLas B KpYTIible CKoBKM YacTs TepMuHa obpasyeT ero kpat-
Kyto dpopMy. 3a cTaHOapTU3OBAHHEIMU TEPMUHAMU NPUBEAEHBLI OTAENEeHHbIE TOUKOM C 3anaTon UX KpaTkue
chopmel, NpeacTasneHHble ab6peBnaTypoil.

MpvBeaeHHbIe onpeaeneHus MoXHO NPy HeoBXOAMMOCTU USMEHATL, BBOAA B HUX NPOM3BOAHbIE NPU3HA-
KU1, packpblBas 3HaYeHUS UCMOMb3yeMbIX B HUX TEPMUHOB, YKasbiBas 06beKThl, BXxoasiune B o6beM onpepense-
MOrO MOHATHS.

NameHeHUs1 He A0MKHBI HapyLIaTs 06LEeM 1 codepKaHne NOHATUN, onpedeneHHbIX B HacTosILLeM CTaH-
JdapTe.

CTaHaapTU3oBaHHbIe TePMUHbI HaBpaHbl MOMY>XUPHBIM WPUDTOM, UX KpaTkue hopMbl B TEKCTe U B anda-
BUTHOM yKasaTerne, B TOM Yucne ab6pesunartypsl, — CBET/IbIM, 8 CAHOHUMBI — KYPCUBOM.

TepMuHbI U oripedeneHUs 0BLLe TEXHUYECKUX MOHATUI, HeOBX0oAUMbIE AN MOHUMAaHUSA TEKCTa OCHOBHOM
4yacTu HacTosLLerc ctaHaapTa, npMBeaeHbl B MPUIOXeHUM A.



rOCT P 53114—2008

HAUMOHATNbHBIWN CTAHOAPT POCCUMMCKOHW OGEREPALUMU

3awura uidopmanum
OBECMNEYEHUE WH®OPMALIMOHHOW BE3OMNACHOCTU B OPIrAHU3ALIUU
OcCHOBHbIe TepMUHbI U onpeAeneHus

Protection of information. Information security provision in organization.
Basic terms and definitions

HNara BBegeHna — 2009—10—01

1 O6nacTb NpuMeHeHus

HacTosawwuit ctaHaapT ycTaHaBnNMBaeT OCHOBHbIE TEPMUHLI, TPUMEHsieMble NpU NpoBeaeHUU paboT no
cTaHgapTusaumm B obnactun obecneyeHust UHopMaLMOoHHOW 6e30MacHOCTN B OpraHnsauuu.

TepMuHbI, YyCTaHOBIIEHHbIE HACTOSILLUMM CTaHAAPTOM, peKoMeHAyeTCA UCNOSb30BaTh B HOPMATUBHBLIX
AOKYMeHTax, MpaBoBOM, TEXHUYECKON U OpraHn3aLoHHO-pacnopsaMTenbHOW AOKYMEHTaL N, Hay4HOW, y4eb-
HOW 1 CNpaBOYHON NUuTepaType.

HacTosiwumin ctaHgapT npumeHsieTcs coMmecTtHo ¢ TOCT 34.003, TOCT 19781, FOCT P 22.0.02,
FOCTP 51897,FIOCT P 50922,IOCT P 51898, TOCT P 52069.0, TOCT P 51275, FOCT PUACO 9000,FOCTP
MCO 9001,MIOCT P NCO 14001, TOCT P NCO/M3K 27001, TOCT P NICO/M3K 13335-1, [1], [2].

TepMuHbI, MpYBeAeHHbIe B HACTOSALLEM CTaHAapTe, COOTBETCTBYIOT NonoxeHusm ®eaepansHoro 3akoHa
Poccuiickoit Pegepaummn ot 27 aekabps 2002 r. Ne184-d3 «O TexHuyeckom perynuposaHum» [3], PeaepanbHo-
ro 3akoHa Poccuiickon ®eaepauum ot 27 nions 2006 r. Ne149-d3 «O6 nHdopmaunn, UHpOopMaLMOHHbBIX TeX-
HOmMorusx u sawuTe nHpopmauummn» [4], PegepansHoro 3akoHa Poccuitckon degepaumm ot 27 uonsa 2006 r.
Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» [5], A okTpuHbl MHopMaLnoHHo N 6esonacHocTu Poccuiickoin denepa-
unn, yteepxxaeHHon MpeanaeHTom Poccuinckon ®egepauum ot 9 ceHTabpa 2000 r. Mp -1895 [6].

2 HopmaTuBHbIe CCbINKK

B HacTosLEeM cTaHdapTe UCMONb30BaHbI CChISIKU Ha crieaytoLwue cTaHAapThbI:

FOCT P 22.0.02—94 Be3onacHOCTL B Ype3BblYaHbIX CUTyaLuax. TepMuHbl n onpeaeneHnst OCHOBHBIX
MOHATUN

FOCT P MNCO 9000—2001 Cuctembl MeHekMeHTa KavecTBa. OCHOBHbIE NOMOXEHWUSA U CNoBapb

FOCT P MCO 9001—2008 Cuctembl MeHekMeHTa kavecTBa. TpebosaHus

FOCT P UCO 14001—2007 CucteMbl akonormieckoro meHegxkmeHta. Tpe6oBaHusa 1 pykoBOACTBO Mo
NPUMEHEHUIO

rOCT PUCO/M3K 13335-1—2006 UHbopmaLmoHHaa TexHonorua. MeTtoabl U cpeacTsa obecnedeHus
6esonacHocTu. YacTb 1. KoHuenuusa n mogenu meHe jkMeHTa 6e30nacHOCTU MHGOPMALIMOHHBIX U TENIeKOMMY-
HUKaLMOHHBIX TEXHOIOMIA

rOCT P NCO/M3K 27001—2006 NHdopmaLmoHHaa TexHonorua. Metoabl u cpeacTea obecnedyeHus
6e3onacHocTn. CUcTemMbl MEHEeKMeHTa UHopmaLuoHHo 6esonacHocTU. TpeboBaHus

FOCT P 50922—2006 3awwmTta nHcgpopmauum. OCHOBHbIE TEPMUHBI U onpeaeneHus

rOCT P 51275—2006 3awura uHdopmauum. O6bLekT UHbopmaTuzaummn. dakTopbl, BO3AENCTBYOLIME
Ha nHcpopmauuio. O6Lme NonoxkeHna

rOCT P 51897—2002 MeHexmMeHT pucka. TepMUHLI U onpeaeneHust

UzpaHne opnumnanbHoe



rOCT P 53114—2008

FOCT P 51898—2003 AcnekTbl besonacHocTu. Mpasuna BKIHOYEHNS B cTaHAapThI

rMOCT P 52069.0—2003 3awwuta nuHcdopmaumn. Cnuctema ctaHgaptoB. OCHOBHbIE NOSIOXEHNS

FOCT 34.003—90 UHdopmaLmoHHas TexHornornsa. KoMmnnekec ctaHaapToB Ha aBTOMaTU3NPOBaHHbIE
cucTeMbl. ABTOMaTU3NPOBaHHbIE CUCTEMBI. TepMUHBI U orpeaeneHus

FOCT 19781—90 ObecneveHune cuctem 06paboTkmn HOpMaLIMK NporpaMmMHoe. TepMnHbl U onpeae-
neHns

MpwumeyaHune— lNpu Nonb30BaHUM HACTOSILLMM CTaHAAPTOM LiernecoobpasHo NPOBEpUTL AENCTBUE CCbINOY-
HblX CTaHZAPTOB B WHMOPMaLMOHHOW cucTeMe obwero nonb3oBaHusi — Ha oduumnansHoMm cainte degeparnbHOro
areHTCTBa NO TEXHUYECKOMY PEryrmpoBaHuNIo U METPONorum B cetn MHTepHET nnm no exerogHo n3gaBaemMomy nHdopma-
LMOHHOMY yKazaTterto « HaumoHanbHble cTaH4apTbI», KOTOPbIV ONy6GrMKOBaH No COCTOSIHMIO Ha 1 iHBaps TekyLeroroga, v
No COOTBETCTBYIOWMM EXEMECSYHO M34aBaeMblM MHPOPMALMOHHBIM yKaszaTensiM, onybnvkoBaHHbIM B TEKYLLEM rogy.
Ecnu ccbinoyHbii cTaHgapT 3aMmeHeH (U3MeHeEH), TO NPU NoNb30BaHWM HACTOSILLUM CTaHA4AapTOM criegyeT pyKOBOACTBO-
BaTbCsl 3aMEHEHHbIM (U3MEHEHHbIM) CTaH4apToOM. Ecnn cebinoyHbIn cTaHaapT oTMeHeH 6e3 3aMeHbl, TO MONOXeHne, B
KOTOPOM [laHa CChIKa Ha Hero, NPYMEHSIETCs B YacTW, He 3aTparuBalowei 3Ty CCbINKy.

3 TepMuHbI U onpeaeneHns

3.1 O6Lwue noHATUA
3.1.1

6e3onacHocTb MHdopMauum [gaHHbIX]: CocTosHME 3alMLLIEHHOCT MHdopMaLnn [AaHHbIX], NPy KOTO-
poM obecneyeHsl ee [ux] KoHbUAEHLMAaNEHOCTb, 4OCTYMHOCTL U LIeNTOCTHOCTb.
[FOCT P 50922—2006, nyHKT 2.4.5]

3.1.2

Ge3onacHOCTb UHOPMaLUOHHON TexHonoruu: CocTosHNe 3alMLEeHHOCTU NHAOPMALIMOHHON TeXHO-
noru, Npy KOToPoM obecnedmnsaoTes 6e3onacHoCTb MHdopMaLUK, Ana o6paboTku KOTOPOKN OHa NPUMeHs-
eTcs, M nHdopmaLMoHHasa 6e3onacHoCcTb MHPOPMAaLMOHHON CUCTEMBI, B KOTOPOWN OHa peanusoBaHa.

[P 50.1.056—2006, nyHkT 2.4.5]

3.1.3

uHdopMmaumoHHasa cdepa: CoBOKYNHOCTb MHopMaLMK, MHPOPMaLMOHHON UHPPACTPYKTYPLI, CYOBbEK-
TOB, OCyLLecTBAsOLWMX cbop, GopMUpoBaHUe, pacnpocTpaHeHWe 1 UCNoNb3oBaHne MHopMaLunn, a Takke
CUCTeMbIl pErynumpoBaHus BO3HUKaOLLMX NPU 3TOM 00LLEeCTBEHHBIX OTHOLLEHUIA.

[OokTpuHa nHbopmaumoHHo BesonacHocTn Poccuiickon depepaumm ot 9 ceHT6ps 2000 r. Mp-1895]

3.1.4 uHdopmaunoHHasa UHdbpacTpykTypa: CoBOKYMHOCTb 06BLEKTOB MHopMaTMsaumm, obecneymsato-
Wwasa goctyn noTpebuteneit K nHopMaLMoHHBIM pecypcam.
315

06beKT uHdopmaTusaummn: CoBOKYNHOCTb MHPOPMALMOHHBIX PECYPCOB, CPEACTB U cucTemM 06paboTku
MHbOpMaLIMK, UCMOSb3YEMBIX B COOTBETCTBUM C 3a34aHHOW WMHOPMALIMOHHOW TEXHOMOMMEN, a Takke
cpeacTs Ux obecneyeHus, ToMeLLEHNA NN 06 LEKTOB (34aHMWIN, COOPYXKEHWIN, TEXHUYECKUX CPeACTB), B KOTO-
PbIX 3TV CPEACTBA N CUCTEMbI YCTAaHOBMNEHbI, UMW NMOMELLEHWI M 06 BEKTOB, NpeaHasHauYeHHbIX AMs BedeHns
KOHbUAEHLMANBHEIX NeperoBopoB.

[FTOCT P 51275—2006, nyHKT 3.1]

3.1.6 akTuBBI opraHmnsayunn: Bce, 4ToO MMeeT LLeHHOCTb Ans opraHmnsaunn B UHTepecax AOCTMXKEeHNA uenemn
AEATENIbHOCTU M HAaXoanTCA B €€ paCnopaXXeHUn.

MpwumeyaHune— KaktmBam opraHvn3aumm MOryT OTHOCUTLCS:

- MHPOPMALMOHHbIE aKTVBbI, B TOM YMCIE Pa3nuyHble BUAbl MHpopMaLmm, LMpKynupyowme B MHPOPMaLMOHHOM
cucTeme (cnyxebHasi, ynpasnsiolas, aHanuTuydeckas, 4enoBasi U T.4.) Ha BCEX aTanax )XW3HEeHHOro uukna (reHepauus,
XpaHeHue, o6paboTka, nepeaaya, yHUHTOXeHWE);

- pecypchl ((PUHAHCOBbIE, MIOACKUE, BbIMUCTNTENBHbBIE, MHDOPMALMOHHBIE, TENEKOMMYHVKALUOHHbLIE U NPOYUe);

- MpoLecchl (TEXHOMOrnYeckue, MHPOPMaLMOHHbIE U Mp.);

- BbllycKaeMas npoayKuusi u/vnm okasolBaemble YCnyru.
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3.1.7

pecypc cuctembl o6pa6otku uHdopmauuu: Cpeacrtso cucteMmbl 06paboTku UHdopmaumm, koTopoe
MOXeT BbITb BblieNIeHo npoLieccy 0bpaboTkun AaHHBIX Ha onpeAeneHHbI MHTepBan BpeMeHu.

MpunmeyaHune— OCHOBHbIMW PECYPCAMM SIBISIIOTCS MPOLECCOPLI, 06N1acTn OCHOBHOM NamATH, HAGopb! AaH-
HbIX, NepudepuiiHbie YCTPOUCTBA, NPOrpamMMmbl.

[FOCT 19781—90, nyHkT 93]

3.1.8 undopmMaLuoHHbIN NpoLlecc: Npouecc cosgaHus, cbopa, 06paboTku, HaKONNEHUA, XpaHeHUs!, Nouc-
Ka, pacnpocTpaHeHua U UCNoNb3oBaHUs MHOPMAaLIUN.
3.1.9

uHdopmMaumnoHHana TexHonorusi; UT: Mpoueccel, MeToabl Noucka, cbopa, xpaHeHusa, o6paboTku, npe-
AocTaBneHus, pacnpocTpaHeHns nHpopmavm 1 cnocobbl OCyLLeCTBNEHUS Taknx NPOLECcCoB U METOA0B.
[PepepanbHeIn 3akoH Poccuiickon ®egepaumm ot 27 gekabpa 2002 r. Ne184-d3, ctatba 2, NyHKT 2)]

3.1.10

TexHU4eckoe o6ecnevyeHue aBTOMaTU3MPOBAHHOM CUCTEMbI; TexHUYeckoe obecneveHne AC: CoBokyrn-
HOCTb BCEX TEXHUYECKUX CPEACTB, UCNOMNb3yeMbIX Npy yHKUMOHUpoBaHUU AC.
[FOCT P 34.003—90, nyHkKT 2.5]

3.1.1

nporpaMMmHoe obecneyeHe aBTOMaTU3UPOBAHHOMN CUCTEMbI; NporpammHoe obecneveHne AC: Coso-
KYMHOCTb NPOrpamMm Ha HOCUTENAX AaHHBLIX U NPOTPaMMHbIX AOKYMEHTOB, NpeHasHavYeHHbIX ANs 0TNaaku,
PYHKLMOHNPOBaHUS 1 NpoBepku paboTocnocobHocTu AC.

[FOCT P 34.003—90, nyHKT 2.7]

3.1.12

MHcopmaLMOHHOe o6ecneYyeHe aBTOMaTU3UPOBaHHOW cUCTEMBI; MHOopMauMoHHoe obecneyeHue
AC: CoBokynHocTb hopM AOKYMEHTOB, KNaccudunkaTopos, HOPMaTUBHOM 6asbl M peanu3oBaHHbIX PeLUeHUI
no o6beMam, pasmelLeHUto 1 hopmam cywecTsoBaHns nHdopmaLuum, npumeHsaemol B AC npu ee pyHkumo-
HUPOBaHUN.

[FOCT P 34.003—90, nyHKT 2.8]

3.1.13 ycnyra; cepsuc: PeayanaT AeATeNNIbHOCTU UCNONTHUTENA No yAOBNETBOPEHUIO I'IOTpeGHOCTVI l'lOTpeﬁlll-
Tensa.

MpumedyaHune— B kayecTBe ucnonHutens (NOTpebuUTens) ycryru MOXeT BbICTYNaTh Opranv3aums, dusmyec-
KO€ UL nnu npouecc.

3.1.14 ycnyru uHcdbopMauUOHHbIX TexHonorun; ycnyrn NT: CoBOKyNMHOCTb hyHKLMOHAMbHBIX BOSMOXHOC-
Tell MHPOPMALMOHHBLIX U, BO3MOXHO, HelMHdOopMaLMOHHBLIX TEXHOMOMUMIA, npedocTaBnseMasi KOHeYHbIM
nonb3oBaTeNsiM B Ka4ecTBe YCNyTu.

MpuMedaHune—lMpumepamm ycnyr UT MoryT cnyxuTtb nepegada coobweHnin, GuaHec-npunoxeHns, CepBUCHI
(halinoe v ne4arw, ceTeBble CEPBUCHI U T.4,.

3.1.15 KpuUTUYecKku BaxkHasA cucTeMa MHdopMaLUMOHHON UHGPACTPYKTYPBbI; KiToYesas cucmeMa UHop-
mauyuoHHol uHgppacmpykmypsr; KCU: UHgdopMaunoHHo-ynpasnsiowas unm MHgopmMaunoHHO-TeeKoMMYy-
HUMKaLMOHHaa cucTema, KoTopasl OCYLIeCTBMSeT ynpasneHue wunvM wWHdopmaumoHHoe obecneyeHune
KPUTUYECKUM OB BEKTOM MM MPOLLECCOM, UM UCTIONb3YeTcs ANA oduLmansHOro MHgopMupoBaHus obLiecTsa
nrpaxaaH, HapyLleHue U npepbiBaHue OyHKLMOHNPOBaHUS KOTOPOI (B pesyrnbTaTe AeCTPYKTUBHbLIX UHOpP-
MaLOHHbIX BO3AENCTBUN, a Takke COOEB UMM OTKA30B) MOXET MPUBECTU K Ype3BbIYaNHON CUTYaLMM CO 3HauUK-
TeNbHbIMWN HEraTUBHBEIMU NOCNEACTBUSIMMA.

3.1.16 kpuTuyeckuin 06bekT: OO6BbEKT MK Npouece, HapyLieHNe HenpepbIBHOCTU (OYHKLMOHUPOBAHUA KOTO-
POro MOXeT HaHEeCTU 3Ha4YUTENbHbIA yLwep6.
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MpunmeyaHune— Yuepb MoxeT 6biTb HAHECEH MMYLLECTBY (DUNUECKMUX UITU IOPUONYECKMX NUL, FOCYAApPCTBEH-
HOMY UNU MYHULMNANbHOMY MYLLECTBY, OKPYXXalowWwel cpefie, a TaKkKe BbiPaXaTbCsl B MPUUMHEHUM BPEAA XU3HU UMK 3[0-
POBbIO FpaXkaaH.

3.1.17

uHdopmMaLMOHHanA cucTeMa NepcoHanbHbIX AaHHbIX: MHdopmaunoHHas cuctema, NnpecTaBnsiowas
coboli COBOKYMHOCTb NEPCOHanbHbIX AaHHbIX, CoAepXalumxca B 6a3e AaHHbIX, a Takke MHPOPMaLUOHHBIX
TEXHOMOMMI N TEXHNYECKUX CPEACTB, MO3BONSIOLNX OCYLIECTBNATL 06paboTKy Takux NnepcoHanbHbIX AaH-
HbIX C UICMONb3OBAHMEM CPEeACTB aBTOMaTU3aLuumM unn 6e3 NCnonb3oBaHUsl TakMX CpeacTB.

[®enepanbHeIin 3akoH Poccuiickon degepaumm ot 27 uiona 2006 r. Ne152-d3, ctatbs 3, nyHkT 9)]

3.1.18

nepcoHanbHble AaHHble: [Tlo6as MHopMauus, OTHOCALLaACS K onpeaeneHHOMY Unu onpeaensieMoMy Ha
OCHOBaHWW Takoin MHopMaLmm rsndeckomy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX), B TOM Y4CHie ero
hamunus, UMs1, 0TYECTBO, rof, MecsiL, JaTa 1 MecTo poXxaeHust, agpec, ceMenHoe, coluarnbsHoe, UMyLLecT-
BEHHOE MosioxeHue, obpasoBaHue, Npodeccust, 4oxoabl, Apyras uHcbopmaums.

[PenepanbHbIi 3akoH Poccuitckoin Pegepaumm oT 27 nona 2006 r. Ne152-d3, ctatbs 3, nyHKT 1)]

3.1.19 aBTOMaTU3MpOBaHHaA cCUCTEeMa B 3alUULLEHHOM UcnonHeHun; AC B 3alULLIEHHOM UCTOSTHEHUN:
ABTOMaTU3NPOBaHHas cucTema, peanusytoLas MHopMaLUOHHYI0 TEXHOSOTUIO BLINONTHEHNUS YCTaHOBMEHHbIX
hyHKLMI B COOTBETCTBUN C TpeBOBaHUAMN CTaHAAPTOB U/MMM HOPMAaTUBHBIX JOKYMEHTOB No 3awuTe uHgop-
MaLlnn.

3.2 TepMuHBI, OTHOCALLUMECSH K OO BEKTY 3aluThbl UHopMaLun
3.2.1 nHdopmauuoHHana GeszonacHocTb opraHusauuu; NB opraHusauum: CocTosiHMe 3alyLLEeHHOCTU
WHTEepPecoB OpraHM3aLnmn B YCNOBUAX Yrpo3 B MHbopMaLUnoHHoR cdepe.

MpuMedaHun e — 3awmweHHoCTb gocTuraetca oGecneyeHmeM CoOBOKYNHOCTU CBOWCTB MHGOpMaLUnoHHoW Ge-
30MacCHOCTU — KOHPUAEHLMANBHOCTBH0, LENOCTHOCTBIO, AOCTYNHOCTLIO MHOPMALMOHHBIX aKTUBOB U MHAPACTPYKTYPbI

opranunsauun. NpropuTeTHOCTL CBOMCTB MHPOPMALIMOHHOW Ge30nacHOCTU onpeaenseTcs 3Ha4MMOCTbIO MHCOPMaLUMNOH-
HbIX aKTUBOB 4151 UHTEPECOB (Lieneit) opraHm3auum.

322

061beKT 3awmTbl uHdopmauuu: MHdopmaums nnu Hocutens nHpopmauun, nnn MHPOPMaLMOHHBIN NPO-
Lecc, KoTopyto(bli) He06Xx04MMO 3aLMLLaTh B COOTBETCTBUM C LIeSIbIO 3aLUMThI UHopMaLuu.
[FOCT P 50922—2006, nyHkT 2.5.1]

3.2.3 zawuwaembin npouecc (MHdopmMaLMoHHOM TexHonoruu): lNpouecc, UcnonbayemMslii B nHpopmavn-
OHHOI TexHoMorMK Ansa 06paGoTkK 3almLLEaeMoin HgopMaummu ¢ TpebyeMbiM ypoBHEM ee 3aLULLEHHOCTU.
3.2.4 HapyweHue uHdopmaLMoHHON 6e3oNacHOCTU opraHusauuu; HapylweHue Mb opraHusauun: Cny-
YaiHoe Unn NpeaHaMmepeHHoe HenpaBoMepHoe AeicTBue husndeckoro nuua (cybbekra, 06bexTa) B OTHOLWe-
HWUW aKTMBOB OpraHM3aLun, CreacTBUEM KOTOPbIX SIBNSieTCA HapylueHue 6e3onacHocTy nHpopmauum npu ee
06paboTke TEXHUYECKUMU CpeacTBaMU B MHCPOPMALIMOHHBIX CUCTEMaX, Bbi3biBaloWwee HeraTusHble nocnea-
cTBusA (ywep6/Bpen) Ana opraHnsaunn.

3.25

ypesBblvYaHana cuTyauus; HerpedsudeHHast cumyauust; UC: ObcTaHoBKa Ha onpeAeneHHONn TeppUTopun
UMK akBaToOpUK, CIIOXKMBLLASICA B pe3ynbTaTe aBapuu, onacHoro NpUpoAHOro ABNeHus, katactpodsbl, CTU-
XUAHOTO U MHoro 6eACTBUSI, KOTOPLIE MOTYT NMOBMIEYb UMW MOBMEKN 3a cObol YenoBeveckne XepTBbl,
yliep® 300poBbi0 Mo4eNn 1in okpyXKatoLen NPUpoaHON cpefe, 3HaunTeNnbHble MaTepuarbHblie NoTepn u
HapyLLeHWe YCNOBUI XXN3HeAeATeNbHOCTM NoaeiA.

MpwnmedaHune— PasnuualoT Ype3BblHaliHble CUTyaUuM Mo XapakTepy UCTOYHUKA (MPUPOAHbLIE, TEXHOTEHHbIE,
Bronoro-coumanbHble 1 BOEHHbIE) U Mo MacliTabam (rnokarnbHble, MeCTHble, TeppUTOpUanbHble, permoHansHble, dege-
parnbHbIE W TPAHCTPaHWYHbIE).

[FTOCT P 22.0.02—94, ctatba 2.1.1]
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3.26

onacHasi cutyauusi: O6¢cToATeNbCTBA, B KOTOPBIX MHOAW, UMYLLECTBO UM OKpYXXaloLLasa cpeaa noasepraioT-
€ 0NacCHOCTU.
[FOCT P 51898—2003, nyHkT 3.6]

3.2.7

MHLMAOEHT uHdopmaumoHHon GesonacHocTu: JTiloboe HenpeaBnaeHHOE UK HexernaTernbHoe cobbiThe,
KOTOPOE MOXET HapyLWUTb AeATeNbHOCTb UMK MHOPMaLMOHHYI0 6e30NacHOCTb.

MpwumeyaH e — MHuuaeHTamm nHcpopmaLmoHHo 6e30NacHOCTH ABNSAIOTCS:
- yTpara ycnyr, 060pyg0BaHuUsi UMW YyCTPOWCTB;

- CUCTEMHbIE COOM UIK NEPEPY3KK;

- OWKnBKM Nonb3oBaTenen;

- HecobniogeHue NonUTUKK unu pekomeHaauum no Mb;

- HapyweHue PU3nHecKkUx Mep 3almThbl;

- HEKOHTPONMpyeMble UBMEHEHUS CUCTEM;

- cbou nporpaMmMHOro o6ecneyveHmnsi U 0Tkadbl TEXHUYECKUX CPEeACTB;

- HapylweHue npasun gocryna.

[FOCT P NCO/M3K 27001—2006, ctaTbs 3.6]

3.2.8 cobbiTue: Bo3HMKHOBEHME UMW Hanuuue onpegeneHHon COBOKYMHOCTM 06CTOATENbCTB.

MpumevaHunsn

1 XapakTtep, BepOATHOCTb M NOCNeACTBUS COBLITUSI MOTYT GbITb HE NOMHOCTBIO U3BECTHBDI.

2 Co6biTve MOXET BO3HUKATh OAWUH UITU HECKONBKO pas.

3 BeposiTHOCTb, CBA3aHHAs C COBLITMEM, MOXET BbITb OUEHEHA.

4 CoBbITUE MOXET COCTOSATb U3 HEBO3HUKHOBEHWS OHHOTO NN HECKONBbKNMX O6CTOATENbLCTB.

5 Henpepackasyemoe cobbiTve UHOrAa Ha3blBAIOT KMHUMAEHTOMY.

6 CobbiTve, NpM KOTOPOM HE MPOUCXOAUT HUKaKMX NOTEPb, MHOFAA Ha3biBAOT NPeANOCHINKONW K NPOUCLIECTBUIO
[MHUMAEeHTY], onacHbIM COCTOAHUEM, ONACHbIM CTEHEHNEM OBCTOATENBLCTB U T.4,.

3.2.9 puck: BrnivsaHue HeonpeaeneHHOCTEN Ha NPoLEeCC AOCTKEHUS NOCTaBNEHHbIX Lienei.

MpumedyaHuns

1 Uenu MoryT umeTb pasnuyHble acnekTbl: (OMHAaHCOBbIE, acMeKTbl, CBSI3aHHbIe CO 340poBbeM, 6€30NacHOCTLIO U
BHELLHEW cpeom, M MOTyT yCTaHaBNMBATLCA HA Pa3HbIX YPOBHSIX: HA CTPaTErMYeckoM ypoBHe, B MacluTabax opraHusaumm,
Ha ypoBHe NpoekTa, NpoAyKTa n npouecca.

2 PuCcK4acTo XapakTepu3yeTCs CCbINKON Ha NoTeHUMarbHble coBbITUS, MOCNeACTBUSI UITU X KOMBMHAUMIO, a TAKKe
Ha TO, KaK OHV MOTYT BNUSITb Ha AOCTUXXEHWE LieNnemn.

3 Puck yacTo BblpaxaeTcs B TEpMMHAX KOMBGUHaUMK NOCneACTBUIM COBLITUS MU M3MEHEHNS1 0BCTOSATENBCTB U UX
BEPOSATHOCTMU.

3.2.10

oueHKa pucka: MNpoliecc, 06beAMHAIOLLNIA NAEHTUMUKALIMIO PUCKA, aHaN3 PUCKA U UX KONYECTBEHHYIO
OLIeHKY.
[FOCT P MCO/M3K 13335-1—2006, nyHkT 2.21]

3.2.11 oueHka pucka nHdopmayuoHHon 6ezonacHocTU (opraHuzauum); oueHka pucka Mb (opraHusa-
uun): ObLMI NpoLece uaeHTuUKkauum, aHanusa u onpeaeneHnsa NPUeMNeMocTy YpoBHS pucka MHcopMauu-
OHHoI1 6e30MacHOCTU opraHusauun.

3.2.12 unaeHTuduUkauua pucka: Npouecc obHapyxeHus, pacrno3HaBaHUsl U ONUCaHUS! PUCKOB.

MpumevaHuns

1 MpeHTndukaumsa pucka BKNoYaeT B cebsi nAeHTUMKALIMIO MCTOYHUKOB pUCKa, COOBITUI U UX NPUHYUH, a TaKKe NX
BO3MOXHbIX MNOCNEeACTBUN.

2 VpaeHTndumkaumsa pucka MOXeT BKITlouaTth B cebs1 cTaTucTMieckne faHHble, TeopeTnieckuin aHanus, 060cHoOBaH-
Hbl€ TOUKM 3PEHVS U SKCMEPTHbIE 3aKNo4YeHns U NoTPeBGHOCTN 3aMHTEpPe COBAHHbLIX CTOPOH.
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3.2.13

aHanus pucka: Cuctemartyeckoe 1CMosb3oBaHe UHopmaLlumn Ansa onpeaeneHns UCTOHHUKOB pucka u
KONMYECTBEHHOW OLIeHKN pUcka.
[FTOCT P NCO/M3K27001—20086, ctaTbsa 3.11]

3.2.14 onpepeneHue NpUeMnemMocTy YPoBHS pucka: MNpoLecc cpaBHeHUA pesynbTaToB aHanuaa pucka ¢
KpUTEpUsIMI pUCKa C LeMbio onpeaeneHuns NprueMneMocTy v 4onyCTUMOCTU YPOBHS pycka.

MpumeyaHune—OnpegeneHve NpremMneMocTy YpoBHSI pUcka NMOMOraeT NpuHsiTb pelienusi o6 obpabotke
pucka.

3.2.15 obpaboTka pucka uHcgpopMaUnoHHo Ge3onacHoCTM opraHusauumn; obpaboTka pucka UG opraHu-
3auuu: Mpouecc paspaboTku u/unmn otéopa 1 BHeApeHMs Mep ynpasfeHns puckamm Ui opmaLlmoHHol 6e3o-
MacHOCTW opraHnsaLuu.

MpumevyaHusn

1 O6paboTka pucka MOXeT BKNto4aTh B cebsi:

- nabexaHve pucka nyTem NPUHSATUS peLleHNs He HaunHaTb UMK He NPOAONXaTb AeNCTBUS, CO3AaloLme YCIIOBUS
pwcka;

- nowvck 6rnaronpusATHON BO3MOXHOCTY NMyTEM MPUHATUS PELIEHNs HauYaTb UNKU NPOAOIKaTh AEUCTBUS, MOTYLLME
€034aTh UMW YBENUYNTb PUCK;

- yCTpaHeHWe UCTO4HMKa PUCKa;

- M3MeHeHVe XxapakTepa 1 BEN4uHbI PUCKa;

- W3MeHeHWe NocneacTBui;

- pasgeneHve pucka c gpyron CTOPOHON UMW CTOPOHaMK;

- COXpaHeHWe pMCKa KaK B pe3yrnbTaTe CO3HATENbHOIO PELLEHNS, TAK U «IM0 YMOMHYAHUIO».

2 O6paboTky pycka C HeraTVBHbLIMU NOCNEACTBMUSMY UHOTAA HA3bIBAIOT CMAMHEHUEM, YCTPaHeHNeM, NpeaoTepa-
LLEHMEM, CHIDKEHUEM, NOJaBNeHNEM 1 KOPPEKLNen pucka.

3.2.16 ynpaBneHue puckaMu: KoopanHUpoBaHHble AEACTBNUS NO HaNpaBneHUIO 1 KOHTPOMIO Hag AesATerb-
HOCTbIO OpraHn3aLnn B CBA3U C pUcKamu.

3.2.17 MUCTOYHUK puUcka UHhpopMaLMOHHOM 6Ge30NacHOCTU OpraHM3aLnmm; UcCToUHUK pucka UB opraHusa-
unn: OBbeKT unn aencTene, cnocobHoe BeI3BaTh [co3aaTh] PUCK.

MpumedvaHus
1 Punck oTCcyTCTBYET NpM OTCYTCTBMU B3aMMOAENCTBUSA 06bEKTa, Nvua unm opraHn3auum ¢ UCTOYHUKOM PUCKa.
2 NcTouHMK pucka MOXeT BblTb MaTepuanbHbiM UMM HeMaTepuanbHbIM.

3.2.18 nonuTtuka MHcdopMaLuoHHON Ge3onacHocTM (opraHusauuu); nonutuka UB (opraHusauuu): ®op-
MarbHOe N3oXeHWe Npasun noseaeHUs, npoueayp, NpakTUYeckux MPMeMOoB Ui PYKOBOAALLIMX NPUHLMNOB B
obnacTuMHbOopMaLoHHON 6e30MacHOCTU, KOTOPBLIMU PYKOBOACTBYETCA OpraH13auns B CBOen AeaTeNnbHOCT!.

[MpumeyaHwne—oNUTUKN QOMKHBI COaepXaThb:

- npegmMmeT, OCHOBHbIE LUenn n 3agavuv nonnTukn 6630I‘IaCHOCTVI;

- YCINOBWS NPYMEHEHUs NONUTUKN 6E30MacHOCTU M BO3MOXHbIE OrpaHUYeHus:;

- onncaHwe No3nunn pykoeBoacTea opraHm3aumm B OTHOWEHWN BbINONTHEHUA NONUTUKN 6e3onacHoOCTU K opraHu3sa-
LUun pexrmMa uHhopMaumnoHHo 6e30nacHOCTU OpraHn3auum B Lenow;

- npaesawu 0693aHHOCTM, aTaKKke cTeneHb OTBETCTBEHHOCTU COTPYAHNKOB 3a BbINONTHEHWUE NONMUTUKN Be3onacHocTm
opraHu3sauuu,

- NopsaokK ,quICTBI/IH B qpeaeblqaﬁH bIX CUTyauuAX B Cryvae HapyweHUs nNonnTukn 6e3onacHocTun.

3.2.19 uenb MHdopMaLMOHHON 6e3onacHocTU (opraHusauuu); Lens NB (opraHnsauum): 3apaHee Hame-
YeHHbIN pesynbTaT ob6ecneveHus UHopMaLMoHHoW 6e30MacHOCTM opraHn3aLUmnn B COOTBETCTBUN C YCTaHOB-
neHHbIMY TpeBoBaHMAMU B nonuTuke b (opraHusaumm).

MpwnmeyaHwn e — Pesynstatom o6ecneveHusi Ub moxeT BbITe NpegoTBpaLleHue ywepba obnapgarenio uidop-
MaLMKU U3-3a BO3ZMOXHOM YTEYKM MHMOPMaUMK 1 (MNK) HECAHKLMOHMPOBAHHOTO 1 HeNnpeaHaMEPEHHOTO BO3AEUCTBUS HA
MHopMaumio.

3.2.20 cucteMa AOKYMEHTOB Mo UH(opMaLUOHHOW Ge3onacHOCTU B OpraHusauuu; cuctema gOoKyMeH-
ToB no B B opraHnsauum: O6beanHeHHas LeneBoi HanpaBneHHOCTLI0 YNopsigoveHHast COBOKYMHOCTb [OKY-
MEHTOB, B3aUMOCBSI3aHHbIX MO MpU3HaKam NPOUCXOXAEHUs, HaszHavyeHWs, Buaa, cdepbl AeATENbHOCTH,
eanHbIX TpeBoBaHWA Kk UX 0hOPMIIEHUIO N perfaMmeHTUPYIOLWNX B opraHnsaunm geaTensHocTb no obecneve-
HUIC MHGOPMaLNOHHOM 6e30NacHOCTW.

6
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3.3 TepMuHbI, oTHOCALLMECH K yrpo3aM 6e3onacHOCTU MHopMaLm
3.3.1 yrposa uHcpopmaLMoHHo 6e3onacHoCcTU opraHusauumu; yrposa b opraHusaumm: CoBOKynHOCTb
¢pakTopoB M YCMOBUI, Co3hatoLMX ONacHOCTL HapyLleHns MHgopMaLMOHHOW 6e30MacHOCT opraHusaumm,
BbI3bIBAIOLLYHO UM CMOCOGHYI0 BbI3BaTb HEraTMBHbIE MocneacTBuUs (yiLep6/Bpea) ANst opraHmMsaunm.

MpumevaHusn

1 dopwmon peanusaumm (NposiBneHns ) yrpo3el b sBnsieTcst HaCTynneHve oHOro NNy HECKONBKUX B3aVMOCBA3aH-
HbIX cobbiTnii B 1 nHumaeHToB B, npuBoasiuero(Mx) kK HapyLeHWo CBOWCTB MHGOPMaLMOHHON 6e30nacHOCTU 00bek-
Ta (0OB) 3aWWThl OpraHu3aumn.

2 Yrposa xapakrepuayeTcs Hanu4nem o6bekTa yrposbl, ICTOYHUKA YrPo3bl M MPOSIBNEHNS YTPO3bl.

3.3.2

yrpo3a (6ezonacHocTu MHdopmaLmu): COBOKYNHOCTb YCMOBUIA 1 hakTopoB, co3aatowmx noTeHumans-
HYI0 UMK peanbHOo CYLLEeCTBYIOLLLYHO ONacHOCTb HapyLlueHust 6e3onacHoCT MHopMaLmnn.
[FOCT P 50922—2006, nyHKT 2.6.1]

3.3.3 Mogenb yrpo3s (6ezonacHocTu UHcopmauum): Pusmyeckoe, MaTeMaTuyeckoe, onucatensHoe npea-
cTaBneHue CBONCTB U XapakTepuUCTUK yrpos 6esonacHocT nHopmaLuun.

MpwuMeyaHune— Bugom onucatenbHOro npeacTaeBneHus CBOMCTB UMW XapakTepuCTUK yrpo3 6e30nacHOCTU UH-
chopmMaLum MOXeT BbITb crelnanbHbIi HOPMATUBHbIV JOKYMEHT.

3.34

YA3BUMOCTb (MHhopMaLMOHHOMI cUCTeMBI); Gpews: CBOMCTBO MHDOPMALMOHHOK cUcTeMbI, 0BYCNOBMU-
BaloLLee BO3MOXHOCTb peanunaalum yrpos besonacHoct obpabaTtbiBaeMoi B Hel nHdpopmaLmn.
MpumedvaHusn
1 Ycnosuem peanusaumu yrpo3sl 6esonacHocTy, o6pabaTtbiBaemol B cUcTeMe UHopMaLumn, MoXeT GblTb Hegoc-

TaToK unn cnaboe mecto B UHOPMALIMOHHON CUCTEME.
2 Ecnu ys3BMMOCTb COOTBETCTBYET Yrpo3e, TO CyLLECTBYET PUCK.

[FOCT P 50922—2006, nyHKT 2.6.4]

3.3.5 HapywwuTenb UHdopmauuoHHoOM GezonacHOCTU opraHuzauuu; Hapywwutens UB opraHusauumu:
dusnyeckoe NMLO MU NOrMYECKNA OBBLEKT, CyYakHO UNn NpegHaMepeHHO COBEPLUMBLUINIA AeACTBUE, criel-
CTBMEM KOTOPOTO SIBNSIETCA HapyLleHue nHgopmaLMoHHoW 6e30NacHOCTU opraHusaumu.

3.3.6 HecaHKUMOHMpoOBaHHbLIN goctyn: [locTyn K MHOPMaLMM UnNn K pecypcam aBTOMaTU3MpOBaHHOMN
NHOPMALIMOHHOM CUCTEMBI, OCYLLIECTBASIEMBIN C HApyLLIEHWEM YyCTaHOBIIEHHbIX NPaB 1 (Mnu) NpaBun goctyna.

Mpumeuanusn

1 HecaHKunmoHMpoBaHHbIN 4OCTYN MOXET 6biTb OCYLLECTBIIEH NPEeAHAMEPEHHO UMK HenpegHaMepeHHO.

2 [paBan npaBuna gocTyna k uHpopmMaumm n pecypcam MHOpMaLIMOHHON CUCTEMbI yCTaHaBMNMUBAOTCS AT1s NPOo-
ueccoB 06paboTku nHbopmaumm, o6CcnyxMBaHMsa aBTOMaTU3MPOBaHHON MHGOPMALUOHHON CUCTEMbI, U3BMEHEHUS NMPO-
rPaMMHBIX, TEXHUUYECKUX M MHHOPMALMOHHBIX PECYPCOB, a TaKoKe NONyYeHUs UHDOPMALUK O HUX.

3.3.7 ceTeBasn ataka: [leficTBUSA C NpUMeHeHUeM NPOrpaMMHbIX U (UNTN) TEXHUYECKUX CPEACTB U C UCTIONb30-
BaAHMEM CETEBOr0 NPOTOKOMa, HanpaBrieHHble Ha peanusaumio Yrpo3 HecaHKUMOHUPOBAHHOTO AOCTyna K
nHopmaLmn, BO3AENCTBUS Ha HEe UNW Ha pecypcbl aBTOMAaTU3UPOBaAHHOW MH(POPMAaLIMOHHOW CUCTEMBI.

MpumeyaHun e — CereBon NPOTOKOI — COBOKYNHOCTb CEMAHTUYECKMX M CUHTaKCUUECKUX NpaBuIl, onpeaensi-
IOWMX B3aUMOAECTBME NPOrpamMm ynpaeneHusi CeTblo, Haxopasielics B ogHoi 9BM, ¢ ogHOMMEHHbIMUY NporpaMmamm, Ha-
xogswmmmcst B gpyron 3BM.

3.3.8 6nokupoBaHue goctyna (k UHcpopmaumu): MpekpalleHne Unu saTpyaHeHUe AocTyna K uHdopmMaumm
NN, UMeoLWNX Ha 3TO NPaBO (3aKOHHBIX MOMb3oBaTenen).

3.3.9 araka «oTkas B o6cnyxuBaHum»: CeTteBas ataka, npusoasLlas kK 611okMpoBaHuio MHOpMaLIMOHHBIX
NpoLEeCCOB B aBTOMaTU3MPOBAHHOW CUCTEME.

3.3.10 yTteuka undopmauunu: HekoHTponMpyemoe pacnpocTpaHeHue samaeMoil MHopMauun B pesynb-
TaTe ee pasrnalieHus, HeCaHKLMOHUPOBaHHOIO AOCTYNa K MHopMaLmMmu 1 Nony4veHus 3aiuiiaemoil uHegop-
Mauumn MHOCTpaHHBIMU pasBeaKaMu.

3.3.11 pasrnaweHue uHndopmauun: HecaHkunoHMpoBaHHoe AoBeaAeHWe 3alMwaemMon nHdopmaumm oo
nnu, He UMetoLWMX NpaBa A0CTYNa K 3Tol uHgopmaumu.



rOCT P 53114—2008

3.3.12

nepexBat (MHdopmMmauuu): HenpasomepHoe nonyveHne nHpopmaumm ¢ UCNoMNb30BaHNEM TEXHUYECKOTO
cpefcTBa, ocyllecTBrsiioLero obHapyxeHue, npueM n 06paboTky MHGOPMATUBHBIX CUTHAMNOB.
[P 50.1.053—2005, nyHkT 3.2.5]

3.3.13

umHdopmaTUBHBLIMA curHan: CurHan, Nno napaMeTpam KOTOPoro MoxeT BbITb onpeaeneHa sawuwiaeMas
NHpopmauums.
[P 50.1.053—2005, nyHkT 3.2.6]

3.3.14 HepeknapupoBaHHble BO3MOXHOCTU: PyHKLMOHAMNBbHBLIE BO3MOXHOCTU CPEACTB BLIMUCNIUTENbHON
TEXHWKWN 1 MPOrpamMMHOro obecneveHus, He onNucaHHbIe UIN He COOTBETCTBYIOLIME ONUCaHHBLIM B JOKYMEHTa-
L1, KOTOpbIe MOTYT NMPUBECTU K CHXKEHUIO UM HapyLLEHWIo CBOCTB 6e3onacHOCTU MHopmaLmn.
3.3.15 no6ouHble 3NeKTPOMarHUTHble U3Ny4YeHU U HaBOAKWU: DNEKTPOMArHUTHbIE U3MYyHYEeHUA TeXHUYeC-
Knx cpeacTB 06paboTkn nHopmaummn, BO3HUKaOLWME Kak MoBoYHOe ABNEHUE U Bbl3BaHHbIE 3NEKTPUYECKUMU
cvUrHanamu, 4encTBYIOWUMKN B UX SNEKTPUHECKMX U MarHUTHBLIX LensiX, a Takke 3MeKTpoMarHUTHble HaBoaKU
3TUX CUrHANOB Ha TOKOMPOBOAALLME NINHUN, KOHCTPYKLIAM U LIenn NUTaHUA.

3.4 TepmuHbI, oTHOCAWMECA K MEHeAXKMEHTY UHdopMaLMoHHOW 6e30NacHOCTU opraHu3auumn
3.4.1 MeHepKMeHT MH(opMaLUOHHON Ge3zonacHOCTU opraHu3sauum; meHeaxkmeHT UB opraHunsaumm: Cko-
opAMHUPOBaHHbIe AeNCTBUA NO PYKOBOACTBY U yNpaBneHuWio opraHusaumnei B Yactn obecneveHns ee nHgop-
MaLuMOoHHOW 6e30MacHOCTU B COOTBETCTBUMN C U3MEHAIOLMMANCA YCNOBUAMW BHYTPEHHEN U BHELLHEN cpeabl
opraHunsauum.
3.4.2 MeHepXMeHT pucka uHgopmaLUoHHON 6e30NacHOCTU OpPraHu3auumn; meHekMeHT pucka UB opra-
Hu3aLum: CkoopANHNPOBaHHLIE AEUCTBUA NO PYKOBOACTBY U YNpPaBNeHWUIO OpraHu3aLmnein B OTHOLEHUN pyucka
Wb ¢ uenbio ero MUHUMU3aLU.

MpunmedaHun e — OCHOBHbIMW NPOLECCaMN MEHEMKMEHTA PUCKA SABIMSAIOTCS] YCTAHOBINEHNE KOHTEKCTA, OLeHKa
puvicka, 06paboTka v NPUHATAE PUCKA, MOHUTOPUHI U NEPECMOTP PUCKA.

3.4.3

cucteMa MeHeA)XMeHTa uH¢gopMaLmoHHou 6e3onacHocTu; CMUB: YacTtb 06ueit cuctembl MEHEIPKMEH-
Ta, OCHOBaHHas1 Ha UCMOb30BaHUM METOA0B OLeHKN BusHec-puckoB AN pa3paboTku, BHegpeHus, (yHKUK-
OHUPOBAHMWSA, MOHUTOPUHIA, aHanNn3a, NoAAEPKKM 1 yNydlleHUa MHopMaLMOHHON 6e30nNacHOCTU.

MpurmeyaHune—Cucrema MeHepKMeHTa BKIlouaeT B ce6sl OPraHN3auMoHHYIO CTPYKTYPY, NONUTUKK, Aes-
TenbHOCTB MO NMaHUPOBaHWIO, pacripefieneHne OTBETCTBEHHOCTH, NPaKTUYECKYIO AESTENBHOCTL, NPOLEAYPbI, NpoLec-
Cbl U pecypchl.

[FTOCT P UICO/M3BK 27001—2006, nyHkT 3.7]

3.4.4 ponb MHGOpPMaLMOHHONW 6e30NacHOCTU B opraHusaumm; ponb UMb B opraHusauum: CoOBOKYNHOCTb
onpeaeneHHbIX YHKUMIA 1 3aa4 obecneveHnst UHgopMaLMoHHO 6e3onacHOCTU OpraHusaumnn, yctaHasnu-
BalOLLMX AOMYCTMMOE B3aMMoencTBue Mexay Cy6bekToM U 06beKToM B OpraHusauum.

MpumevaHuns

1 K cybbekram OTHOCATCSI nMua U3 Yucna pykopoauTenein opraHnaauum, ee nepcoHan unv uHMUUMpyemble ot nx
VIMEHMU NPOLIECCHI NO BLINOMHEHWIO AEWCTBUIA Ha[, 0OObeKTamu.

2 O6bekTamu MoryT 6bITh TEXHUYECKOE, NPOrpaMMHOE, NPOrPaMMHO-TEXHUYECKOE CPEeACTBO, MH(DOPMALIMOHHDLIN
pecypc, Ha KOTOPLIMU BbINONMHSIOTCH AEUCTBUSA.

3.4.5 cnyx6auHdopmaunoHHon 6ezonacHoCTU opraHusauumn: OpraHm3aUnoHHO-TeXHUYEecKas CTpyKTypa
CUCTEeMbl MeHekMeHTa UHgOopMaLIMOHHON 6e30NacHOCTU opraHU3aL MK, peanusyowas peleHue onpeae-
NEeHHON 3afayun, HanpaBfeHHON Ha NpoTUBoAenCcTBUE yrpo3am uHdopmauMoHHoW 6e3onacHOCTN opraHu-
3auum.

3.5 TepMMuHbI, OTHOCAWMECA K KOHTPONK MU oOLUeHke WHdopmauuoHHonw 6Ge3zonacHOCTU
opraHusauum
3.5.1 KoHTponb o6ecneyeHnsa MHpOpPMaLMOHHON Ge30NacHOCTU OpraHM3aLuK; KOHTPonb obecneyeHUa
Wb opraHusauuu: NpoBepka cooTBeTCcTBUA 06ecneveHuss MHopMaLMOHHON 6e30MacHOCTU B opraHn3aumu,

8
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Hanuu1s u coaepXkaHusl OKYMeHTOB Tpe6GoBaHNAM HOpMaTUBHBIX AOKYMEHTOB, TEXHUYECKON, NPaBOBOI opra-
HU3aLUMOHHO-pacnopaaUTENbHOM AOKYMeHTauumn B 06nactu nHdopmaLMoHHoW 6€30nacHoCTU.

3.5.2 MOHUTOPUHT UH(OPMaLMOHHOI Ge3onacHOCTU opraHusauumu; MoHUTopuHr UB opraHusauum: Moc-
TosiHHOE HabnogeHue 3a npoueccom obecneveHNs NHoOpMaLMOHHOK 6e30MacHOCTU B OpraHu3aunn ¢ Lenbio
YCTaHOBUTb €ro cooTBeTCTBUE TpeboBaHUAM No UHopMaumoHHon 6esonacHoCTU.

3.5.3 ayaurtuHdopmaLmoHHo 6e3onacHOCTU opraHu3sauum; ayaut b opraHnsaunm: CucteMaTuyeckun,
He3aBUCUMbIA M AOKYMEHTUPYEMbIA MPOLLECC NOMYyYEHUs CBUAETENbLCTB AeSATeNIbHOCTN opraHusauum no obec-
neveHuo MHopmaLMoHHo 6e30MacHOCTA U YCTaHOBIIEHUIO CTENEH U BBINOMTHEHUS B OpraHM3aLmvm Kputepues
uHcopmaLnoHHo 6e30MacHOCTK, a TaKKe AoMYCKaloLWMA BO3MOXHOCTb (hopMupoBaHust npodeccuoHansHo-
ro ayAUTOPCKOro Cy)XKAeHUs1 0 COCTOSIHAM UH(bOpMaLMOHHOM B6e30MacHOCTU opraHu3aLun.

3.5.4 cBupetenbcTBa (AoKasaTenbLCcTBa) ayauTta UHGopMaLUoHHOW 6e30NacHOCTU OpraH13aLuu; cBu-
AetenbcTBa ayguta b opraHusaumm: 3anncn, usnoxeHue ¢akros Unu gpyrast UHopmaLmsi, KoTopble UMetoT
OTHOLLEHME K KpuTepusiM ayauta nHdopmarMoHHoi 6€30nacHOCTM opraHM3aLmMmn U MoryT 6bITb NPOBEPEHDI.

M pwumeyaHune— Ceugerenbcrea ayauta nHcdopmaumoHHon 6e3onacHocTy MoryT 6biTb KQUeCTBEHHLIMU MK
KONUYECTBEHHbLIMU.

3.5.5 oueHkKa cooTBeTCTBUSI MH(bOpMaLMOHHOM 6e30MNacHOCTU OpraHu3aLum YCTaHOBNEeHHbIM Tpe6o-
BaHUAM; oLleHKa cooTBeTcTBUA b opraHnsauum yctaHoBNeHHbIM Tpe6oBaHuaM: [leATenbHOCTb, CBA3aHHas ¢
NPSAMbIM U KOCBEHHBLIM onpedeneHneM BbINMOMHEHUs] UMW HEBBLINOMHEHUSI B OpraH13aunn yCTaHOBMEHHbIX
TpeboBaHMin MHdopMaLMoHHOK 6e30NacHOCTHU.

3.5.6 kpuTepui ayauta uHcdopMaLMOHHON 6e3onacHOCTU opraHu3auuu; kputepuin ayauta Ub opraHnza-
Lmmn: COBOKYMHOCTb MPUHLMMOB, MOMNOXEHWUI, TpeboBaHuWii 1 NokaszaTenein AeNCTBYOLWMX HOPMaTUBHBIX JOKY-
MEHTOB, OTHOCALLMXCA K AeATEeNbHOCTU OpraH1sauunm B obnactun nHgpopmauuoHHon 6esonacHocTu.

MpwumeyaHn e — Kputepun ayauta nHdopmaLmoHHoM 6€30nacHOCTU UCNONb3YIOT AN CONOCTaBNEHUS C HUMKN
CBUAETENBCTB ayauTa MHopMaumMoHHon 6e3onacHoCcTu.

3.5.7 aTtTrecTtauus aBTOMaTM3UpOBaHHOW CUCTEMbI B 3alMLLEHHOM UcnosnHeHUU: Mpouecc KOMNNEKCHOM
MPOBEPKN BbIMNONHEHNA 3adaHHbIX (PYHKLUUA aBTOMaTU3NPOBaHHOW cucTeMbl No o6paboTke 3awmwaeMon
nHdopmaLMmn Ha CoOOTBETCTBUE TpeboBaHUAM CTaHAaPTOB WM HOPMATUBHBIX AOKYMEHTOB B 06nacTu 3awm-
Tbl HpopMaLLMK1 U 0hOPMAEHUA AOKYMEHTOB O €€ COOTBETCTBUU BbINONHEHMIO (hyHKLMM No 06paboTke 3auu-
LWaemolh nHcopmaLummn Ha KOHKPETHOM 06 bekTe nHopmaTusauun.
3.5.8 kpuTepuit ob6ecneuyeHusa UHGOPMaLUOHHON 6e30NacHOCTU OpraHu3aLum; KpuTephin obecneveHus
Wb opraHusaumu: MNokasatenb, HA OCHOBaHUM KOTOPOrO OLEHUBAETCSl CTENeHb AOCTWXKEHUS Lienu (Lenen)
NHpopMaLMOHHON 6e30MacHOCTM OpraHusaLun.
3.5.9 addbekTMBHOCTL 0GecneveHus MHhopMmaLuMoHHON 6e3onacHocTH; ahdheKTMBHOCTL 0becneyeHus
WB: CBs3b MexXay AOCTUIHYTLIM pe3yfibTaToM 1 UCNONb30BaHHLIMK pecypcamu Ansa obecneyeHnst saaaHHoro
YPOBHS UHpOpMaLMOHHOM 6e30MacHOCTM.

3.6 TepmuHbl, oTHOcAWMeECA K cpeAcTBam obGecnevyeHua uHdopMauuoHHOW GesonacHocTu
opraHusauum
3.6.1 obecneverHue uHdopmaLmoHHon 6e3onacHocTU opraHusauumn; obecneyeHne UB opraHnsaumn:
JeaTenbHOCTb, HaNpaBneHHas Ha ycTpaHeHue (HedTpanusauuio, NapupoBaHne) BHYTPEHHUX U BHELLHWUX Yrpo3
nHdopmaumoHHon 6esonacHOCTN opraHn3aumn UM Ha MUHUMU3aUMIo yilepba oT BO3MOXHOW peanusauum
TaK1X yrpos.
3.6.2 mepa 6e3onacHocTU; Mepa obecrieyeHuss besonacHocmu: CNOXMBLLAACA NPaKTUKa, npoueaypa unm
MexaHu3M 06paboTku pucka.
3.6.3 mepbl obecnevyeHuna uHbdopmauuoHHon 6eszonacHocTU; Mepbl obecneveHua MB: CoBokynHOCTb
OeNCTBUIA, HarnpaBneHHbIX Ha pa3paboTky W/unun NpakTuyeckoe npumeHeHne cnocoboB 1 cpeacTB obecneve-
HUs nHopmaLMoHHo 6e3onacHoCTy.
3.6.4 opraHu3aUUOHHbIe Mepbl oGecneyeHusi MHGOPMaLMOHHOW 6e30NacHOCTU; OpraHU3auUoHHbIe
mepbl 0becneveHusa UB: Mepbl o6ecneveHuns MHdopMaumoHHo 6e3onacHOCTU, NpeaycMaTpuBalowwme ycra-
HOBJIEHNE BPEMEHHbIX, TEPPUTOPUASIBbHBIX, MPOCTPAHCTBEHHBIX, NPABOBLIX, METOANYECKUX N UHBIX OrpaHu4e-
HUI Ha YCMOBUSI UCMOMb30BaHNUA U peXUMbI paboTbl 06bekTa nHbopmaTusauuu.
3.6.5 TexHu4eckoe cpeacTBO o6ecnevyeHusi MHPOpMaLUOHHON 6e30NacHOCTU; TEXHUYECKOe CPeaCTBO
obecneueHus Nb: ObopyaosaHue, ucnonb3yemoe anst obecneveHns MHgopmMaunoHHon GesonacHoCTH opra-
HU3auuKn HekpunTorpaduUyeckuMmn MeTo4amu.

I pwumeyaHun e — Takoe 060pyaoBaHUE MOXKET BbiTb NPEACTABNEHO TEXHUYECKUMM U MPOrPaMMHO-TEXHNYECKU-
MKW CpeAcTBammn, BCTPOEHHbIMM B O6BLEKT 3awwyTbl M/Mnm PyHKUMOHNPYIOLMMKY aBTOHOMHO (He3aBMcMMo OT obbekTa 3a-
WMTHI).



rOCT P 53114—2008

3.6.6 cpeacTBO OGHapykeHUA BTOpPXeHUNR, cpedcmao obHapyxeHuUst amak: MporpammHoe unu nporpam-
MHO-TEXHUYECKOoe CPeACTBO, KOTOPOE aBTOMATU3NPYET MPOLECC KOHTPOMA CODLITUIA, NPOTEKAOLLIUX B KOMIMbIO-
TEpHOW CUCTEMEe UNn CeTu, a TakKke CaMOCTOATENbHO aHanmuavMpyeT 3TW coObITUS B MoUcKax NpU3HaKoB
WHUMAeHTa HopMaLUoHHOM 6e30nacHOCTU.

3.6.7 cpeAcTBO 3alUTbLI OT HeCaHKUUMOHUpOBaHHOro goctyna: lNporpaMMHoe, TeXHUYecKoe UNn npo-
rpaMMHO-TeXHUYEecKoe cpeacTBO, NpeaHasHavYeHHoe Ansa npeaoTspalleHUa UK CyLLeCTBEHHOMO 3aTpyaHe-
HWUA HECaHKUMOHNPOBaHHOTO AoCTyna.
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AndaBUTHBIN yKazaTenb TePMUHOB

aKTUBbI OPraHU3aLum
aHanu3 pucka

AC B 3alUMLLEHHOM UCMOMTHEHNN

aTaKa «0TKa3 B 06cnyxvwBaHun»

aTaka ceTeBas

aTTecTaUnA aBTOMaTU3NPOBaAHHON CUCTEMbI B 3aLUMLUEHHOM UCMOSTHeHNN
ayavt Vb opranmnsaumm

ayauT nHdopmaLmoHHoN 6e30nacHOCTN opraHn3aumm
6esonacHoOCcTb [AaHHbIX]

6e30nacHOCTL MHdOpMaL MK

6e30MacHOCTbL MHPOPMALMOHHON TEXHONOIUN

6e30MacHOCTbL OpraHM3auum HpopMaLMOHHAsA

6rnoknpoBaHue goctyna (K uHcpopmauum)

6peuib

BO3MOXHOCTHW HeAeKNapnpoBaHHbIe

OaHHble NepcoHanbHbIe

[OCTYN HECAHKLMOHUPOBAHHbLIN

Wb opranmnsaumm

naeHTUdMKaLnA pucKa

nHdpacTpyKkTypa MHhopmaLnoHHas

MHUMOEHT MH(OopMaLMOHHOM 6e3onacHOCTH

McTouHUK pucka b opraHmaauum

MCTOYHMK PUCKA MHPOPMALIMOHHON 6e30MacHOCTH OpraHM3auumn

nT

KoHTponb ob6ecnevenusi B opraHusavuum

KOHTpOnb o6ecneveHnA MHPOPMaALMOHHON 6€30NacHOCTN OpraHn3auun
KpuTepun obecneveHns b oprannsaumm

Kputepuii ayguta b opranmnsauum

KpuTepuin ayauta nicgpopmaumoHHon 6e30nacHOCTN opraHu3saumm
KpuTepui ob6ecneyeHns nHdopmaLMoOHHON 6€30NacHOCTHN OpPraHn3auum
KCWHKA

meHegxmeHT Ub opraHnsauvm

MeHeaXMEeHT MH(POPMaALIMOHHON 6e30NacHOCTHN OpraHn3auun
MeHeaXMeEHT pucka Mb opranmsauvm

MeHeAXXMEeHT pucka nHdopmMaLMoHHOW 6e30NacHOCTN OpraHn3aumum
mepa 6e3onacHOCTH

mepa obecrnieyeHus besonacHocmu

mepbl o6ecnevermna Ub

mepbl ob6ecnevernnsa Ub opraHnsaumoHHbIe

Mepbl ob6ecneveHna MHPOPMaLIMOHHON 6e30MacHOCTH

Mepbl o6ecneveHnAa MHHPOPMaALIMOHHON 6@30MaCHOCTN OPraHN3aUuNOHHbIe
Mopgenb yrpo3 (6esonacHocTn nHidopmarmm)

MoHuTopuHr b opranHnsauum

MOHMTOPMHI UH(POPMALNOHHON Be30NacCHOCTY OpraHnu3aunm
HapyweHue Vb opraHusaumm

HapyweHue MHOPMaLMOHHON Be3onacHOCTH OpraHu3aumm
HapywuTens b oprannsauum

HapywmuTenb MHPOPMaLMOHHON 6e30nNacHOCTH opraHn3aunmn
obecnevyeHne aBTOMaTU3UPOBAHHON CUCTEMbI MHDOPMALIMOHHOE
obecnevyeHne aBTOMaTU3NPOBAHHON CUCTEMbI MPOrpamMMHOe
obecneyeHne aBTOMaTU3UPOBAHHON CUCTEMbI TEXHUYECKOE
obecneyeHne AC nHcopmaunoHHoe

obecneuenve AC nporpammHoe

ob6ecneveHne AC TexHNYeCckoe

obecnevenne Vb opraHmnsauum

obecneveHne nHpopmMaLMOHHOM 6e30NacHOCTU OpraHu3aLmm
obpaboTka pucka Vb opraHmnaauum
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o6paboTka pucka nHcbopMaunoHHOW 6e30nNacHOCTHN opraHn3auun
06beKT 3awnTbl MHhopMaLun

06beKT nHopmaTnsauumn

00 BbEKT KpUTNYECKNN

onpeaeneHne NPMeMNeMocTy YPOBHA pucka

OLEHKa pncKa

oueHka pucka Ub (opranmnsauun)

oueHka pncka nHdopmaunoHHon 6esonacHocTy (opraHn3aunm)
oueHka cooteeTcTBUs Vb opraHnsaumm ycraHoBneHHbIM TpebosaHnam
oLleHKa COOTBEeTCTBUA MHhOpMaLIMOHHOW 6e30nacHOCTN OpraHu3aumm yCTaHOBNEHHbLIM TpeGoBaHnAM
nepexsat (MHdopmaumnmn)

nonutuka Ub (opraHnsaumm)

nonutuka nidpopmMaumoHHon 6e3onacHocTn (opraHmnsauum)
npouecc (MHPOPMaLMOHHON TEXHOJIOIMK) 3alMLLaeMbIn

npouecc NHpoOpMaLMOHHbIN

pasrnaweHue nHgpopmauun

pecypc cuctembl 06paboTkmn nidopmaumm

puck

ponb UB B oprannsauvm

ponb MHpopMaUNOHHON 6e30NacCHOCTH B OpraHnM3aumnm
cBMAETENbCTBA (AokasaTenbcTea) ayamta b opranmnsauum
cBuaeTenbCcTBA (AOKa3aTenbCTBa) ayanTa nHopmaumoHHoON 6e30NacHOCTHN opraHn3aunm
cepsuc

curHan nHopMaTUBHLIN

cucTema B 3alWIWEeHHOM UCNOJIHEHUN aBTOMaTU3UPOBaHHasA
cmcTeMa AokymeHToB no Wb B opranmnsauum

cucTemMa AOKYMEHTOB No MHPOPMaLIMOHHON 6e30NacHOCTH B OpraHn3saumm
cucmema UHOPMAUUOHHOU UHGPacMPyKmypsI KIoyeeas

cncTema MHQOPMaLMOHHON MH PACTPYKTYPbI KPUTUYECKN BaXKHaA
CHUCTeMA MEeHeOXKMeHTa MH(OPMALMOHHON 6e30NacHOCTH
cucTemMa nepcoHanbHbIX AaHHbIX MHPOPMALNOHHAA

cumyauus HeripedaudeHHas

cuTyauus onacHas

CUTyauus Ype3BblH4anHan

cnyx6a nHcopmaLMoHHON 6e30NacHOCTHU opraHu3saunm

CMUWB

cobbiThe

CpeAcTBO 3aWMThl OT HECAHKLMOHMPOBAHHOIO AOCTyNa

cpeacTBo obecneveHnsi b TexHn4yeckoe

cpeacTBo o6ecnevyeHnsi MH(POPMALMOHHON 6e30MacHOCTN TeXHNYeCKoe
cpedcmeo obHapyxeHuUsi amak

cpeacTBO OGHaPYXeHWsi BTOPXEHWUN

cchepa nHcpopmaumMoHHanA

TexHonorusa nHcpopmMaumMoHHas

yrpo3sa (6esonacHocTtv nHcpopmaumm)

yrpo3a Vb opranmnsauum

yrpo3sa nHopmMaLnOHHOWN 6e30MacHOCTN OpraHnM3aumum
ynpaBrneHue pyuckamm

ycnyra

ycnyru MH(opMaLMOHHbIX TEXHONOIU M

yenyrm T

yTeuka nHcdopmaumum

yA3BMMOCTb (MVH(pOPMaLIMOHHON CUCTEMBI)

uenb Vb (opranmsauum)

uenb MHpopMaLMOHHON 6e30NacHOCTH (OpraHn3aumumn)

uc

ANEeKTPOMarHNTHbIe N3nyvYeHna n HaBOOKn noGoyHbIe
achdektmBHoCTb 06ecnevenns Ub

adppekTMBHOCTL 06ecneyYeHna nHdopmaumoHHol 6ezonacHocTH
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MpunoxeHne A
(cnpaBo4Hoe)

TepMUHBbI U onpegeneHUa obLeTeXHUYECKUX NOHATUN

A1

opraHusauums: pynna paboTHMKOB U HEOGXOAUMbIX CpeACTB C pacnpegeneHnem OTBETCTBEHHOCTH, NOMMHOMOYWNA U
B3aWMOOTHOLLEHWA.
[FTOCT P NCO 9000—2001, nyHkT 3.3.1]

MpnmevaHusn

1 K opraHusaumm oTHOCSITCS: KOMMNaHUs, koprnopauumsi, hvpmMa, Npegnpusitue, yupexaeHue, bnaroteopurensHas
opraHusauus, npeanpusTve pO3HUYHOW TOProBIM, accoumanus, a Takke Ux nogpasgeneHusi Unvm KOMGMHaUMsa s HuX.

2 PacnpegeneHune o6bi4HO GbIBAET YNOPSAOYEHHbIM.

3 OpraHuzauust MoxeT ObITb rocygapcTBEHHON UITN YACTHOMN.

A.2 6M3Hec: JKOHOMUYECKas AeATENBHOCTb, AalowWwas NPUoLINDb; No6oK BUA AeATENBLHOCTU, MPUHOCSILLUIA 40X04, ABNSAI0-
LLMIACS NCTOUHUKOM oboralleHus.

A.3 6usHec-npouecc: [lpouecchl, UCNONb3yemble B IKOHOMUYECKON AeATENBHOCTY OpraHn3aumm.

A4

mHcopmauna: Ceegernus (coobLieHns, AaHHbIe) He3aBMCMMO OT (DOPMbI UX NPeACTaBIEHUS.
[®enepanbHbiii 3akoH Poccuiickor depepauum ot 27 nionsi 2006 r. Ne 149-d3, cratbsi 2, nyHKT 1)]

A5

aKkTMBbI: Bce, YTo UMeeT LLeHHOCTb Asi OpraHn3aLumn.
[FTOCT P MCO/M3K 13335-1—2006, nyHKT 2.2]

A.6 pecypchbl: AKTUBbI (OpraHn3aumm), KOTopble UCNONb3YHTCA UNK NOTPeBNAITCA B X04€ BLINOMHEHUS NpoLecca.

MpumevaHusn

1 Pecypchl MoryT Bkntovath B cebsi Takme pasHoobpasHble 06bekThl, Kak NnepcoHan, obopyaoBaHne, OCHOBHbIE
CcpeacTBa, UHCTPYMEHTI, @ TaKKe KOMMYHarbHbIe YCryry: S3Heprutc, BOAY, TONMMBO U UHGPACTPYKTYPY CETEN CBA3N.

2 Pecypcbl MOTYT 6bITb MHOTOKPaTHO UCMOMb3YyeMbIMU, BO30OBHOBMNSIEMbBIMY MW pacXodyeMbiMU.

A.7 onacHocTb: CBONCTBO 06beKTa, XapakTepuaytolee ero cnocobHOCTb HAHOCUTh YiLep6 unn Bpeg ApYrMM o6 bekTam.
A.8 4peaBbIvaiiHoe cobbITHe: CobbiThe, NpMBOASILLEE K HPE3BbIHYaNHON CUTYaUuUun.

A.9 yluep6: dPusmyeckoe NoBpexaeHUE UK HaHeCeHVe Bpeaa 3a40pOBbIo Nogern nnbo HaHeceHne Bpeaa MMYLLECTBY UNn
OKpyXalowwen cpege.

A.10 yrpo3sa: COBOKYNHOCTb YCMOBUIA M PaKTOPOB, KOTOPbIE MOTYT CTaTb MPUHMHON HAPYLLIEHUS LeNOCTHOCTU, 4OCTYNHOC-
TH, KOHUAEHLUNANBHOCTY.

A.11 yasBumocTb: BHyTpeHHMe cBolicTBa 06bekTa, co3galowme BOCNIPUMMUYNBOCTD K BO3AENCTBUIO MCTOUHMKE pUCKa,
KOTOpOE MOXeT NPUBECTM K KakOMY-Nnbo nocneacTeuio.

A.12 ataka: [lonbiTKa NpeoaoneHns CMCTeMb! 3alUMThl MHPOPMAaLMOHHON CUCTEMBI.

M pnMmedyaHUNda— CreneHb «ycnexa» atakv 3aBUCUT OT YAIBUMOCTU U 3(pHEKTMBHOCTM CUCTEMBI 3aLLUUTEI.

A.13 meHeaxmeHT: CKOOPAVMHUPOBAHHASA AeATENBHOCTL MO PYKOBOACTBY M YNPaBIeHUIo opraHuaaumen.

A.14 meHepXmeHT (HenpepbIBHOCTH) Gn3Heca: CkoOpAMHVMPOBAHHAA AeATEeNbHOCTb NO PYKOBOACTBY U YNpaBleHuto
BuaHec-npoueccamy opraHusaummu.

A.15 ponb: 3apaHee onpegeneHHas CoBOKYNHOCTb MPaBuI M NpoLeayp 4enATeNbHOCTM OpraHn3auUmm, yeTaHaBUBaoLLMX
JONycTUMOe B3aMMOAeNCcTBME Mexady CyObekToM M 06 beKTOM AeATENbHOCTH.

A.16

obnapatenb uHdopmaumm: JInuo, camocTosTenbHO co3gaswwee nHdopmauuio NMbo nonyymBllee Ha OCHOBaHWUK
32KOHa N1 JOroBopa Npaeo paspeLuaTs Unv orpaHnyYnBaTh 4OCTYN K MHpOPMaLUWK, onpeaensie Mo No KakuM-nubo npu-
3HaKam.

[®epepanbHbIn 3akoH Poceuickon Pegepaumm ot 27 nionsa 2006 r. Ne 149-$3, ctathsi 2, NyHKT 5)]
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AT

mHdpacTpykTypa: COBOKYNHOCTb 3gaHuin, o6opyaoBaHus n cnyx6 obecnevenns, Heo6xoanmblx ans GyHKUMOHUPOBaA-
HWS1 OpPraHU3aLmy.
[TOCT P NCO 9000—2001, nyHkT 3.3.3]

A.18 ayawnT: Cuctematnyeckuii HE3aBUCUMBbIN U SOKYMEHTUPOBAHHBIN NPOLECC NOMNyYeHNA CBUAETENLCTER ayanTa n o6b-
E€KTVBHOIO UX OLLIEHMBaHUS C LIENbIO YCTAHOBITEHWUA CTENEHW BLIMONHEHNSA COrMacoBaHHbIX KPUTEPUER ayauTa.

MpnmevyaHwusn

1 BHyTpeHHue ayguThbl, Ha3biBaeMble ayauTamu NepBON CTOPOHbLI, MPOBOAWT AnNsi BHYTPEHHUX UeNen cama opraHu-
3aums unu OT e MMEHN Apyras opraHn3aums. PedynbTarbl BHYTPEHHEro ayanTa MoryT CIy>KUTe OCHOBaHUEM A Aeknapa-
uMm o cooTBeTCcTBUW. Bo MHOrMX cnyvasix, 0CO6eHHO Ha ManbiX NpeanpuATUsiX, ayauT AOMKEH MNpOBOAUTHLCS
cneyyanucTamu (NiobMH, He HECYLLIMMUY OTBETCTBEHHOCTU 3a NPOBEPSIEMYIO AESITENBHOCTD).

2 BHewHve ayauTbl BKIIOYAIOT ayAuThl, HA3blBaEMble ayaAUTaMy BTOPOW CTOPOHbI U ayAUTamMmn TPETbEN CTOPOHBI.

AyauTbl BTOPOW CTOPOHbI NMPOBOAAT CTOPOHbI, 3aMHTEPECOBaHHbLIE B AeATENbHOCTWM Npeanpusitusl, Hanpumep,
noTpeduTenu unu gpyrue nuua ot UX UMeHn. AyauTbl TPETHEN CTOPOHbI NPOBOASIT BHELLHUE HE3ABUCUMbIE OPraHn3aLmm.
3TV opraHusauum NpoBoAsAT cepTudMKaLMIO NN perncTpaLuio Ha CooTBeTCTBUE TpeboBaHusIM, HanpuMep, TpeboBaHusIM
FOCT P NCO 9001 u'OCT P NCO 14001.

3 Ayaut cuctem MeHeKMEHTa KavyeCTBa U 3KONMOTMUECKOro MEHEDKMEHTA, NPOBOAUMbIA OAHOBPEMEHHO, HAa3biBa-
0T «KOMITITEKCHBIM ayAUTOMY.

4 Ecnv ayguTt npoBepsieMON OpraHv3auumn NpoBoAsT OAHOBPEMEHHO HECKOMNMbKO OpraHu3auun, TO Takowu ayauT
Ha3bIBAKT « COBMECTHbLIM ayUTOMY.

A.19 MoHMTOpMHr: CucTemaTnyeckoe Unn HenpepbiBHOE HabnogeHne 3a o6bekTom ¢ obecneyeHnem KOHTpona nmnu
M3MepeHus ero napameTpoB, a Takke NpoBeAeHNe aHanuaa ¢ Lenblo NpefckasaHnsi U3MeHUYMBOCTM NapameTpoB U NPUHS-
TUS peLleHns 0 HeoHXoAMMOCTY U COCTaBe KOPPEKTUPYIOLLMX U NPeAynpeXaalowmx 4eNCTBUNA.

A.20

AeKnapupoBaHue cooTBeTcTBUA: DopMa nogTBEPKAEHUS COOTBETCTBUS NPOAYKLUM TPEBGOBAHNAM TEXHUYECKNX per-
namMmeHTOB.
[®eaepanbHbivi 3akoH Poccuiickon Pegepaumnm ot 27 aekabpsi 2002 r. Ne 184-93, craTtbs 2]

A.21 TtexHonorusa: Cuctema B3avMOCBsI3aHHbLIX METOA0B, CNOCOGOB, NPUEMOB NPpeaMETHON AeATENbHOCTU.
A.22

AOKYMeHT: 3achvKeHpOoBaHHasi Ha MaTepuanbHOM HocuTene MHoOpPMaLMs C PEKBU3UTAMM, MO3BONAIOWWUMUN €€ NOEHTU-
chuumpoBaThb.
[FOCT P 52069.0—2003, nyHkT 3.18]

A.23 ob6paboTka nHdopmaumn: CoBOKynHoCcTb onepaumn cb6opa, HakonNneHus, BBOAA, BLIBOAA, NpUemMa, nepenaqm,
3anucK, XpaHeHus, perncTpaumnm, YyHUMTOXeHUs1, npeobpasoBaHuns, oTobpakeHusi, oCyLecTBsIeMbIX Hagd MHdopmaumnen.

14



B3anmocBA3b OCHOBHbLIX MOHATWI NpuBeaeHa Ha pucyHke b.1.

rOCT P 53114—2008

MpwnoxeHne b

(cnpaBo4Hoe)

B3aMMocCBA3b OCHOBHLIX NOHATUM B o6nacTu o6ecnevyeHus
I/IHCbOpMaLI,I/IOHHOVI 6e3zonacHocTu B opraHuzauum

BbesonacHocTb

Lierm UB

Poccuitckon ®egepauun

MHdopmauuoHHas 6e30nacHoCTb

/

Pucku b
B OpraHu3auuu

Cnyx6a Ub
opraHv3auum

WNHumnpeHt UB

Yrposa b

CM1B

b opraHunaaummn

/

Kputepun Ub

Monutuka Ub

opraHM3auuu

Ayaut Nb
opraHusaumm

Mepbi

HokyMeHTaUuoHHOe
obecneyeHue Ub
opraHuMsaumu

6esonacHocTn /

KCWK

O6bekT
3alUUThI

Mpouecchl
MeHemKkmeHTa b

e

UHdopmMaLmoHHbie pecypebl
(aKTvBbI) opraHu3auum

Bawmwwaemasn nHgopmauus
B OpraHu3auunm

MB opraHusauumn
\ O6wekT ayauTa UB

Cucrema
OOKyMeHTauum

CBuaeTenscTBo
ayouTa
b opraHusauumn

opraHuMsauuu

Mpoueccel UT

PucyHok b.1 — B3anmMoCBs3b OCHOBHbIX MOHSATUN
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