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MpeancnoBue

Llenu v npuHumMnel ctangapTusalum B Poccuiickoii @eaepaummn yctaHosneHbl degepanbHbiM 3akOHOM OT
27 pekabps 2002 r. Ne 184-93 «O TexHU4eckom perynmposaHumn», a npasunna npuMeHeHus: HauuoHanbHbIX
ctangapToB Poccuiickoin ®eaepaunm — FOCT P 1.0—2004 «CtangapTtusauumsa B Poccuiickon ®enepalinn.
OCHOBHbIe NONoXeHna»

CBepeHus o ctaHaapTe

1 PA3PABOTAH 3akpbITbiM akunMoHepHbiM 06LecTsoM «Komnanusa TpancTeneKom» (3AO «Komnanus
TTK»), OTKpPBITBIM akLoHepHbIM 06LiecTBoM «MexpervoHanbHelin TpaHauT Tenekom» (OAO «MTT»), dege-
panbHbIM roCcyAapCTBEHHBIM YHUTapHBLIM NpeanpusaTuem «LleHTpanbHblil Hay4HO-UCCreAoBaTeNbCKUN MHCTU-
TyT cBasv» (Pryrn «UHUWC»), depepancHelM rocyaapcCTBEHHBIM yupexaeHvem «locyaapcTBeHHbIN
Hay4HO-UccrneaoBaTenbCKUA UCMbITATENBHBIA MHCTUTYT Npobnem TeXHUYeckon 3awwuTel uHpopmauum deae-
panbHOW cry6bl MO TEXHUYECKOMY U 3KCMOPTHOMY KoHTponto Poccuuny (OIY «THUUN NT3U $CTIK Poc-
cUny)

2 BHECEH YnpaneHneM TeXHNYeCcKoro perynupoBaHus n ctasgaptusauum deaepansHoro areHTcTea
Mo TeXHNUYECKOMY perynmpoBaHuio U MeTponorim

3 YTBEPXIEH W BBEAEH B OENCTBUE MMpukazom deaepansHOro areHTCTea No TeXHUHECKoMy
perynupoBaHuto 1 meTponorin ot 18 ekabps 2008 r. Ne 528-ct

4 BBEJEH BIEPBbIE

UHepopmayusi 06 U3MEHEeHUsIX K HacmosiueMy cmaHOapmy rybriukyemcsl 8 exe200H0O us0asaeMom
UHGhopMayuoHHOM yKkasamere « HayuoHarbHbie crmaH0apmel», @ MeKCm UsMeHeHUL U rornpasok — 6 exxeme-
CAYHO U30asaeMbiX UHGHOPMAUUOHHBIX yKasamenax « HayuoHanbHbie cmaHOapmel». B criiyyae nepecmompa
(3amMeHsbl) Uy ommeHbl Hacmoswe2o cmaH@apma coomeemcemeyiowjee yeedomiierHue 6ydem onybrukoesaHo
8 EXKeMECSYHO U30asaeMoM UHGHOpMaYUOHHOM yKkazamene «HayuoHanbHbie cmaHdapmei». Coomeemcmey-
roujast uHgbopMauusi, yeedoMIieHuUe U meKkcmbl pa3meuaromes makxe 8 UHghopMayuoHHoU cucmeme obujezo
roy1b308aHUsI — Ha oghuyuansHoM catime PedepanbHo20 azeHmemea ro MexXHUYECKOMY pe2ynuposaHuio u
memponoauu e cemu ViIumepHem

© CraHpapTtuHgpopm, 2009

HacTosiuii cTaHgapT He MOXET BbITb NMOSHOCTLIO UM YaCTUYHO BOCNPOU3BeAeH, TUPaXUpPoBaH 1 pac-
MPOCTpaHeH B kayecTBe odhuLMansHOro usaaHvs 6es paspelueHns degepansHOro areHTCTBa Mo TeXHUYeCKo-
MY perynmpoBaHuio U MeTpoorin
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HAUWOHANBbHBIA CTAHJDAPT POCCUUCKOW @SEREPALUMNU

CUCTEMA OBECNEYEHUA MUH®OPMALIMOHHOW BE3ONACHOCTU CETU CBA3U
OBLLEINO NOJIb30BAHUA

O6LwWKe NnonoxeHusa

Information security of the public communications network providing system.
General principles

Dara BBegeHna — 2009—10—01

1 O6nacTb NnpUMeHeHunA

HacToawuin ctaHgapT onpeaensaeT npaBoBble, OpraHM3aLMOHHbIE U TeXHUYEeCKNe HanpaeneHus obecne-
YeHUsa nHgopmaLnoHHo 6e3onacHOCTU CETeN ANEKTPOCBA3N, BXOAALMX B COCTaB CETU CBA3M 06 LLero nonb3o-
BaHUA.

HacToswmi ctaHaapT pacnpocTpaHsAeT NosoXeHUsA No obecneveHunio 6e30nacHOCTU ceTeln 31eKTpoces-
3n, yctanosneHHble FOCT P 52448, Ha cucteMy obecneveHna nHcbopmaumnoHHoln 6e30nacHOCTU ceTu CBA3K
obLwero nonb3oBaHWsA, ornpeaenss ee kak KoMNeKc B3aumoaencTBYOLWMX cuctem obecneveHns nHpopmauu-
OHHO 6e30MNacHOCTN CeTel SMeKTPOCBA3MN, BXOAALMX B COCTaB CeT CBA3M 0bLLero nonsb3oBaHus.

MonoxeHWst HacTosLWero cTaHaapTa noanexar NPUMeHeHUIo PpacnonoXeHHLIMU Ha TeppuTopun Poccuin-
ckon degepaliuy opraHusaluamMu, NpeanpuaTUAMA U APYTUMU CyGbekTaMu XO3ANCTBEHHOW AeATeNbHOCTH
He3aBNCMMO OT UX OpraHn3aLUOHHO-MPaBoBOW popMbl U PopMbl COBCTBEHHOCTU, UMEOWUMU NULIEH3NN
deaepanbHoro opraHa UCMONHUTENBHON BriacTW, YNOMHOMOYEeHHOro B 0bnacTn cBA3un, Ha NnpegocTasneHue
yCrnyr CBsI3N.

MonoxeHns HacTosAWeEro cTaH4apTa Takke PacrnpoCTPaHATCA Ha BblAeNeHHble 1 TeXHonornyeckne
CeTW CBA3N NPY UX MPUCOEAUHEHNN K CETI CBA3M 0BLLEro MOMb30BaHMUS.

HacTosawmn ctangapT ycTaHasnueaeT 0O NoaXoa K:

- hOpPMUPOBaHMIO 1 NPOBEAEHUIO B OpraHn3aLumn CBA3N eAMHON NONMTUKM MHdopMaLMoHHoN Gesonac-
HOCTW CETEeN 3MeKTPOCBA3M;

- MPUHATUIO YrIPaBIeHYECKNX PELLEHWUI NO BHEAPEHNUIO NPaKTUYECKUX MEp, peannayoLmx opraHusadu-
OHHble U thyHKLMOHaNbHLIe TpeboBaHus GesonacHocTy;

- KoopAvHauuu OeATernbHOCTN CTPYKTYPHbIX NoapasdeneHuin opraHusaunyi CBs3W npu nposeneHun
paboT Mo NPOEKTUPOBAHMIO, MOCTPOEHUIO, PEKOHCTPYKLMMN 1 3KCTTyaTaLlWmn CeTU 3NeKTPOCBA3N ¢ cobniogeHu-
em TpeboBaHuii 6esonacHOCTH, onpeaenseMblx peepanbHbIMU OpraHamn UCNONHUTENbHON BRACTK, YNOMHO-
MoueHHbIMU B 06nacTsix cBsi3u, o6ecneyeHns 6e30nacHOCTH U TEXHUYECKO 3aLnTbl MHhopMaLmu.

HacToswwin cTaHaapT He KOHKpPeTU3MpyeT:

- HOMEHKNaTypy NUcnosb3yeMbIX MeXaH3MoB obecneveHns 6e30NacHOCT U CPeACTB 3aLLUMThl;

- TpeboBaHWs Mo opraHM3aLmn OXpaHbl COOPYXEHWUIA U NIMHNA CBA3K;

- obecneyeHne COXpaHHOCTU U pU3NYeCKO LLeNOCTHOCTU CPECTB CBS3N;

- 3alUMTY OT CTUXMIHBIX 6eAcTBMIA N cBOEB B CUCTEME 3HEProCHaBXeHUs;

- Mepbl Mo obecrneyeHunto IMYHo 6e3onacHoCTN COTPYAHNKOB OpraHn3aLmM CBA3U 1 Nonb3osaTternen
ycnyramu cBsisu.

HacToswwmin cTaHgapT He UckoYaeT BO3MOXHOCTN 06beAMHEHWUS NPOoLEeccoB ocyLUecTBneHns dusu-
Yyeckoi 6e3onacHOCTU U PYHKLUOHNPOBaHNUSA cucTeMbl obecneveHnst MHopMaLoHHoN BesonacHocT opra-
HU3aLMN CBA3U B €QNHYI0 CTPYKTYPY.

U3paHne opnumnanscHoe
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2 HopmaTuMBHbIe CCbINKK

B HacTosilemM cTaHaapTe UCMoNb30BaHbl HOPMaTUBHBIE CChISIKA Ha crieaylolme cTaHaapThl:

FOCT P UCO/M3K 17799—2006 WHdopmaumoHHasa TexHonorus. MNpaktuyeckue npasuna ynpasne-
HUs1 IHPOpMaLMOHHOW 6e30MacHOCTbIo

FOCT P NCO/M3K 27001—2006 WHdopmauuoHHasa TexHonorua. Metoabl u cpeacteaobecneyeHus
6es3onacHocT. CucteMbl MeHedxMmeHTa uHdopmMaunoHHol 6esonacHocTu. TpebosaHua

FOCT P 52448—2005 3awuta uHdpopmauun. ObecneyeHne Ge3onacHOCTU ceTer INeKTPOCBA3U.
O6wwe nonoxeHus

FOCT P 53109—2008 Cuctema obecnedyeHus MHpopMaLUOHHON 6e30NacHOCTU ceTu cBsA3u obLuero
nonb3oBaHus. lNacnopT opraH13aL/mm cBA3uM no MHopMauMoHHoN 6esonacHoOCTH

MpwumeyaHun e — Mpy NoNb30BaHNM HACTOSILLMM CTAHAAPTOM LienecoobpasHo NPoBepUTL AEUCTBNE CCbINOY-
HbIX CTaHO4APTOB B MHMOPMALMOHHOM cucTeme o6Llero nonb3oBaHus — Ha oduumansHom cante PegepanbHOro
areHTCTBa No TEXHNYECKOMY perynupoBaHuio U MeTponormm B cetm MHTepHeT unm no exerogHo nagasaemomy nHgopma-
LMOHHOMY yKasaTento « HaumoHanbHble cTaHgapTbi», KOTOPLIV ONyGIIMKOBaH Mo COCTOSIHWIO Ha 1 AHBapsI TEKYLWEro roaa, u
No COOTBETCTBYIOWUM EXEeMECSYHO U3aBaeMbiM MHPOPMALMOHHBLIM yKa3aTersim, ornybnMKOBaHHBIM B TEKYLLEM rofy.
Ecnv ccbinoYyHbIN cTaHA4apT 3amMeHeH (M3MeHeH), TO NPy NoNb30BaHMM HACTOSILLMM CTaHAAPTOM cneayeT PYKOBOACTBO-
BaTbCS 3aMEHSIOWUM (M3MEHEHHbIM) CTaHAapToM. Ecnm ccbinoyHbii cTaHAapT oTMeHeH 6e3 3aMeHbl, TO NONoXeHue, B
KOTOPOM JaHa CChifika Ha Hero, NPMMeEHSIETCS B YacTu, He 3aTparvBaloLLen 3Ty CChINKy.

3 TepMuUHbI 1 onpeaerneHus

B HacTosALwweMm cTaHaapTe NpUMeHeHbI creayowmve TePMUHBI C COOTBETCTBYIOLLUMN onpeaeneHUsIMn:

3.1 MHdopMaLMOHHanA 6e3onacHOCTb CeTU AneKTpocBaA3Uu: CNocobHOCTL CETU 3NEKTPOCBA3N NPOTU-
BOCTOSITb NpeAHaMepeHHbIM U HenpeaHame peHHbIM AecTabunmavpyoLMm Bo3aencTsuaMm (yrposam 6esonac-
HOCTM) Ha BXOAsALLMe B COCTaB CETU CPEACTBa U NMIMHUK CBSI3M B NpoLiecce npuema v nepegayn, ob6paboTtku n
XpaHeHUs MHopMaLnK, YTO MOXET NMPUBECTM K yXyALLEHUIO KayecTBa YCNnyr, NpeoCTaBNAeMbIX CEThIO 3I1eK-
TPOCBSA3MN.

3.2 06bekT uHpopmaLMOHHON 6e30MacHOCTU CeTU ANEeKTPOCBA3U: DNeMeHT NHOKOMMYHUKaLW-
OHHOM CTPYKTYpPbl CETU 3MeKTPOCBSA3M (annapaTtHble, NporpaMMHele, NporpaMMHo-annapaTtHele cpeicTBa,
NMHOPMaLMOHHbIe Pecypchbl, yCryri, Mpouecchl), Hag KOTOPbLIM BbINOMHATCA AeNCTBUA.

3.3 cy6bekT UHdopmMaLUoHHOK 6e30NacHOCTU CeTU INEKTPOCBA3U: JTINLO UM NHULMMPYEMbIe OT
€ro UMeHu NpoLecchl NO BLINOMHEHUIO AEUCTBUI Hag o6bekTamu MHbOpMauMoHHON BesonacHocTU ceTu
3M1eKTPOCBA3MN.

3.4 MOHUTOPUHI cO6bITUI UHOPMaLUOHHOW 6e30NacHOCTU CeTU ANEKTPOCBA3M: [TOCTOSIHHBIN
KOHTPOIb U AEUACTBUSA MO HAabNoAEHUIO, MONYYEHUIO, XPaHEHWIO, Pacno3HaHWUI0 U aHanuay uHdopMaLuu, ces-
3aHHOW € COBLITUSIMU MHDOPMALMOHHON 6€30NacHOCTU, BbiABNEHWNIO (haKToB, NPU3HAKOB 1 NMPUYUH HapyLUEeHU
YCTaHOBMeHHbIX Tpe6oBaHuii 1 06bEKTOB/CYGBEKTOB, C KOTOPLIMU CBA3AHbLI 3TU HAPYLUEHUS!.

3.5 agMuHuUcTpaTop cucteMbl o6ecnevyeHnun uHopmaLuoHHON 6€30NacHOCTU CETU INEKTPOCBSA-
3u: Cyb6bekT MHPOKOMMYHUKALIMOHHOM CTPYKTYPbI CETU 3NEKTPOCBA3N, OTBETCTBEHHbLIN 3a BbINOMHEHWe Npo-
LeccoB obecneyeHns nHdopMaLMoHHOM 6e30NacHOCTU CeTN 3NEeKTPOCBA3MN.

3.6 cucrema o6ecneuyeHusi uHgopMaLoHHo 6e3onacHoCTU ceTu (ceTeln) anekTpocBasn: Coso-
KYMHOCTb OpraHn3aLMoHHO-TEXHUYECKON CTPYKTYPbI U(UnNn) uIcNonHUTENen, 3aaeiCcTBoBaHHbIX B obecneyeHun
nHcpopMaLMoHHON BesonacHOCTU ceTu (ceTel) 3NeKTPOCBA3N U UCMONb3YeMbIX UMW MeXaHU3MOB obecneye-
HWsA Ge3onacHOCTU (CPeACTB 3alUUThI), B3aUMOAENCTBYIOLWAsN C OpraHamMn yNpasneHna ceTbio (CEeTaMK) CBA3N,
(hYHKLMOHUPOBaHWE KOTOPOIA OCYLLIECTBASIETCA NO HOPMaM, Npasunam n o6asatensHbIM TpeboBaHUAM, ycTa-
HOBMEHHbIM (heepanbHbBIMUA OpraHamyM UCMOSIHUTENBHOW BNacTu, YNOMHOMOYEHHBIMU B obnacTax cBsasu,
obecneveHnn 6e30MacHOCTN N TEXHUHECKON 3alnTbl tHopMaLnu.

3.7 cnyx6a uHdopmaLmoHHoN Ge3onacHOCTU opraHusauuun cBasu: OpraHnsaunoHHO-TEXHUYeC-
Kas CTPYKTypa OpraHu3aLmu CBA3u, peanqsyowas NONMTUKY HopMauMoHHoN 6e30nacHOCTU opraHusaumm
CBA3M U ocylecTansiiowas (yHKUMOHUpOBaHWe cuctembl obecneveHnsa uHdopmaumoHHol 6esonacHocTu
ceTu (ceTel) 3NeKTPOCBA3M.
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4 CokpalieHus

B HacTosilem CTaHdapTe NpUMeHeHbl cnegyruine cokpalleHus:

BH — BO3leNCTBME HapyLIUTens;

b — VHbopMaLMoHHas 6e30nacHoCTb;

uT — NHPOPMALNOHHAA TEXHOSOTNS;

HMA — HOPMaTUBHO NPaBOBOW aKT;

HCAO — HecaHKLUMOHNPOBaHHBIN A0CTYN;

HO — HOpPMaTUBHbIE AOKYMEHTbI;

OoPO — OpraHn3aLoHHO-pacnopsaMTENbHbIE LOKYMEHTHI;

OoC — onepaunoHHas CUCTEMa;

MAK no B — nocTosiHHO AelcTByoWas komuccus no UB;

PO — PYKOBOASLLMIA AOKYMEHT;

CBT — CpeAcCTBO BbIYUCIINTENBHON TEXHUKM;

CK31 — cpeAacTBa KpunTorpadu4eckon 3awmTel MHOpMaLIn;
CMWB — cucTemMa MeHepKkMeHTa MHopMaunoHHo 6e30MacHOCTH;
(o{0]%]5) — cucTtema obecneveHns MHpopmaLMoHHOM 6e30MacHOCTY;
ccon — ceTb cBA3K 06Lero NonbL3oBaHus;

®0VB — (beaeparbHbIA OpraH UCNONHUTENBLHOW BNacTu;

yc — ypesBblyaiHaa cuTyauns;

OMBOC — 3TanoHHasa Moaenb B3aMMOCBA3UN OTKPLITBIX CUCTEM.

5 Llenwu n 3agaum o6ecneyeHns UHhopMaLMOHHOM 6e30nacHOCTH

5.1 Uenu, 3agauu v npuHumnel obecnedeHns b cetu (ceTeln) anekTpoCBsA3M OpraHu3aLmmn CBA3N 4OIMK-
Hbl COOTBETCTBOBATb LieNaM, 3aavam 1 OCHOBHbLIM NpuHLMIam obecnedeHust 6e30nacHOCTUN ceTell 3neKTpo-
ces3n no FOCT P 52448.

5.2 [JononHutensHo k 3agadam no FOCT P 52448 B opraHu3auuu cBA3N A0MKHO NpegycMaTpuBaTtbecs
BbIMONHEHVE CriedyoLmX 3agay:

- cosgaHuve, peanusauusi, nogaepxka yHKLMOHUPOBAHWSA, OCYLLECTBIIEHUE MOHUTOPUHIA U COBEPLLIEH-
ctsoBaHne COWB Ha ocHoBe MCNOMNb30BaHNSA NPOLECCHOro noaxoaa K ynpasneHuio Ub;

- aHanus puckos UB, onpeaeneHune cnocobos 06paboTkn pUCKOB U MEPOTPUSATUIA MO UX CHUKEHWIO;

- obecneyeHne N30NMPOBAHHOCTU CPEACTB CBA3M, YHACTBYIOLMX B yNPaBAeHUN CETSIMU 311eKTPOCBA3M,
OT BHELLUHUX ceTeil 1 pabounx cTaHumin, 06CnyXunBatoLero cetb NepcoHana;

- obecneyeHne KOHTPONMPYEMOro AOCTYNa 06CNyXMBatOLLEro NepcoHara K cucteMe yrnpasrieHusl ceTs-
MU 3M1EKTPOCBA3M,;

- obecneuveHne LeHTpann3oBaHHOW ayTeHTUdhMKaunmn obcnyxusatowero ceTu nepcoHana npuux gocty-
ne K cpeaAcTBaMm CBA3W;

- macnopTusauusa opraHusauuni ceasu no TpebosaHnam k UB.

MpumeyaHune—OnepatopoM cBsi3M MOTyT GbITb yTOUHEHBI LENKU U 3aga4m obecneyenmns Vb ceTeli anekTpo-
CBA3W B 32BMCUMOCTM OT BbINOMHAEMbIX OpraHu3aumen cBasu pyHKUMI 1 ee AenoBbIX Lenen, Ho PopMynupoBKa Lienew n
3aaad gonmkHa 6bITb HE3aBMCMMA OT CNOCOBOB UX peanusauun.

5.3 COWB ponxkHa co3fasaTtbCca onepaTopaMu CBA3W B KaXkA0N opraHusaLmm CBsisu Ans ocyliecTsne-
HUA MEPONPUATUIA U ASNCTBUIA MO CHUXKEHUIO NOTEeHUMAanNbLHOro yep6a oT peanusaLm yrpos 6e3onacHocTv Ao
nNpUemMNeMoro ypoBHA 3a cHeT YCTPaHeHUA YA3BUMOCTEN B CETAX U CPeAcTBaX CBA3U UMW CYLECTBEHHOrO
3aTpyAHEeHNA UCNONb3OBaHUS 3TUX YA3BUMOCTEW HapyLuMTensamm 6e3onacHocTu.

O6nacTbto gelicTeua COUB aBnsoTCA CpeacTBa, COOPYKEHUS U FIMHUN CBA3U, a Takoke 06Cy)XuBatoLmnin
nx nepcoHan opraHusauum casasu. COUB cetu (ceTeit) anekTpocBA3WN A0MKHA OCYLLECTBNATL peanusauumio
nonutuku NB onepatopa ceasu.

6 B3aumocBA3b cucteMbl o6ecneyeHnst UHPOPMaLMOHHOW 6e30NacHOCTH
M CUCTEMbl MeHePKMeHTa MH(POPMaLMOHHOM 6e30NacHOCTU

6.1 O6ecneveHne UBb siBnsieTcs HenpepbiBHBIM NMpoLeccoMm, ocyllecTensembim COUB 1 B3anMoyBs3bl-
BaKOLLWM NPaBOBYIO, OPraHU3aLNOHHYH U TEXHUYECKYH0 AeATENBHOCTb, MPOBOAUMYIO NO4 HENOCPEACTBEHHBLIM
yNpaBnsoWwmM BO3AeNCTBUEM PYKOBOAALLIErO COCTaBa OpraHnsaunm CBA3n, HanpaeneHHyo Ha nogaepxaHue
bYHKUMOHUPOBaHUA ceTel aNeKTPOCBA3M B yCNOBUAX BO3AENCTBUSA Yrpo3 6e30nacHOCT!.
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MeponpuaTusa u geicteus no obecneveHnto U6 AomKHbI OCYLLECTBAATLCA B paMKax NpUMEHeHUs npo-
ueccHoin moaenu, onpegeneHHon 8 FOCT P UICO/M3K 27001, nyTem peanusaumn NpoLeccoB ynpasneHus.
®yHKuMen, obbeauHsIoLWen npouecckl, obecneveHus], ynpaBneHUsa U MeHemKMeHTa, ABNAeTCA PYKOBOA-
cteo UB.

6.1.1 PykoBoacTteo b — 3T0 AeATenbHOCTb MO YCTaHOBEHNIO N NOAAEPXaHWUIO CTPYKTYPbI ynpaBne-
HUA 1 NpoueccoB, 0becneunBaloWMX rapaHTUIo Toro, YTo nonuTuka NB B opraHusauum cBAsu HanpaeneHa Ha
DOCTUXEeHWe AenoBbIX Liefiei opraHnsaunm 1 CoBMecTMMa ¢ AencTayowmMmn cbeagepanbHbiMU 3akoHamu PO n
HOopMaTuUBHbLIMW NpaBoBbiMK akTamn POUB, ynonHomMoYeHHbBIMKU B 0B6nacTax ceasn, obecneveHna 6esonac-
HOCTW U TEXHUYECKON 3aLLmTbl UHcpopmauun.

PykoBoacteo UB onpegenseT KOHKPETHble ponn, 06s83aHHOCTU U OTBETCTBEHHOCTb PYKOBOAALLErO
cocTaBa opraHusauum cssasu B obnactn obecneveHua MB n npegoctaenset cnyx6e UB, Bosrnasnamowen
COWB, nonHomMouus no ynpasneHuio npoueccamm CMUB, Tak kak B cooTBeTCcTBUM ¢ [1] — npouecc «obecne-
yeHue» npegnonaraeT onpeAeneHue «CuUn» U «cpeacTsy, BbiNOMHALWMX dhyHKUMK BesonacHocTu (Cnyxo6
6e3onacHOCTH), Ha KOTOpbIE B OpraHU3aLn CBsI3N BO3NaraeTcs BbINOSIHEHUE MEPONPUATUI U OCYLLIECTBIEHNE
AesATenbHOCTMU Mo ynpasneHuio n o6ecnedeHuio UB. Bzaumoceasb NpoLeccoB pykoBoacTBa, obecneveHus,
yrpaBrneHusl U MeHeAXXMeHTa nokasaHa Ha pucyHke 1.

6.1.2 YnpaBneHue — 3TO COBOKYMHOCTb LiefleHanpasfieHHbIX AeNCTBUN, BKOYaoLWwmx B cebsa oLeHKy
CUTYyaLMM1 1 COCTOSIHUS OO BLEKTOB yNpaBneHUs (Hanpumep, oLeHKy U ynpasneHue puckamm), BbiGop ynpaensio-
LLMX BO3OEWACTBUI U MX peanusaumio (NnaHMpoBaHue U BHeapeHune mep obecneveHua 6esonacHocTu).

MeponpuaTtna n gencTsus, peanusyowne npouecc ynpasneHus, AoMKHblI BbiTe KOppenupoBaHHbl ¢
AEeNCTBUSIMM, BBINONHAEMbIMU NpU MeHegkMmeHTe VB, n He A0KHBI NOBTOPATL ApYT Apyra.

Ponu, 06A3aHHOCTW U OTBETCTBEHHOCTL
PYKOBOASLLEro COCTaBa OpraHM3aumnn CBsan
NO OTHOLLIEHUIO K NpoGnemam:
- obecneveHus;

PykoeoacTtBo UB | - ynpasnenus;
= MEHeMKMEeHTa

/ \ O6wasn cucTema MeHeKMeHTa

opraHusauumn Ceasn

_| O6ecneuenve b »| Ynpasnexue Ub —»| MenemxkmeHT B | Menemxmer kauecrsa I
— 4 aaas
Ccoub TpoLieAypL peanusaLivm /
«Cpegcrea» I «Cunbi» npoueccos CMUB

= BHYTP@HHMIA ayamT;
- ypaBneHue HUW/CHTaMY;
= e HIMEHEHUAMU
Mopcuctemsl |\ ynpagneH
\\~~
\\
- .~ Ynpaensiowue /
YpoBHU -~—_____ BO3ASCTBUA HA CPEACTBa /,
N Mepbl = CBSI3N, IMHMM CBA3N ;
s e e e 1 UHEGOPMALMOHHbIE
OBECEUEHUSI |pmmm """ ¢:§cyplé"b.
6e30MacHOCT P
’/

DokymeHTauma ="

PVICYHOK 1 — B3aaumocBs3b npoueccoe pykosoacTea, MEHEPKMEHTA, yrnpasneHus n obecnevenns

6.1.3 MeHemxMmeHT B — 3T0 YacTb 06Leit cUcTeMbl MEHE)KMeHTa opraH13aLum CBA3N, OCHOBaHHaA
Ha yrpaBneHun puckamu opraHusaLmn CBA3N NPn cosgaHnn, peanusauuu, yHKLUOHUPOBAHUW, MOHUTOPWHIE
1 coBeplueHcTeoBaHM COUB.

COWB gns CMUB siBnsieTca opraHu3auMoHHON CTPYKTYPO U UHCTPYMEHTapUEM MO BHEAPEHUIO U Noa-
aepxanuto npoueccos CMUB B cTagnaX )KU3HEHHOro LuKNa ceTel CBs3Nn.

6.2 OcHoHbIMU NpoLeccamn CMUB, nokazaHHbIMK Ha pucyHKe 1 1 onpeaensiowMMn pyHKUMOHNPOBa-
Hue COUB, siBnsoTcs:

- ynpasrieHue puckamu;

- BHYTPEHHUWI ayouT;

- ynpasneHue MHuMaeHTamu;

- ynpaBsneHWe UsMeHeHUsIMN.
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6.2.1 YnpaBneHue puckamu

B pesynbTaTte BbINONHEHWUS NpoLecca «ynpasneHne puckamuy» onpegensietca ctpyktypa COUB u yTou-
HAETCA cOCTaB ee NOACUCTEM.

«YnpasneHue puckammy» No3BonseT ycTaHOBUTL 6anaHc Mexay aKcnnyaTauMoHHbIMU pacxogamun 1 3Ko-
HOMUYeCKUMU 3aTpaTammn Ha Mepbl obecneveHns 6e3onacHOCTU N AOCTUTHYTb Bonee adpcheKTUBHOrO BLINOM-
HeHWUA AeNOoBbIX LeNei opraHn3aLIMm CBA3W, 3aLuTbl CeTel 3INEeKTPOCBA3N U NepeaaBaeMoi NocpeACTBOM HUX
UHopmaunn.

06w nogxoa K NpoLeccy «ynpasneHUsa puckamuy npueeaeH B nogpasaenax5.5—5.13MFOCTP 52448.

Moa ynpasneHnem puckamu MOHUMaETCA OLEHKa U yMeHbLUEeHUe PUCKOB, KOTOPbIE MOTyT BO3AENCTBO-
BaTb Ha CETWN 3NEKTPOCBSA3N.

Mpouecc oueHKN pUCKOB, SIBASIIOLLMIACA ONpeaensaowWmnM B «yrnpasiieHUn puckammy» 1 UCXOAHBIMU Npea-
NockINKamy B KOTOPOM BLICTYMAIOT AaHHbIe, Nofy4YeHHbIe Npy paspaboTie NepeyHs yrpos u yassumocten ons
KOHKPETHOW CeTU 3MeKTPOCBA3U, MOKa3aH Ha PUCYHKe 2.

6
WpeHtudpukaums
yrpos
A
a r Y A
WHBeHTapuaaumst AHanu3s Bo3nencTeuni.

W KaTeropMpoBaHue BoiuncneHne BeposTHOCTU. PexomeHayembie DokymeHTUpoBaHUe
pecypcoB ceTy Bbiuncnexue pucka. | Mepbl obecneyeHus pesynbTaTos
3NeKTpoCBA3n AHanua mep obecnevenun 6e30nacHoCTn

6esonacHocTyn
A
@ ‘
/
WpeHTubmkauus
ysi3aBUMOCTEN

PucyHok 2 — lNpouecc oueHKn pucka

Mpouecc oLeHKN PUCKOB COCTOUT U3 CrieayHoLLMX 3TarnoBs:
a) MHBeHTapusaLna U KaTeropnupoBaHue pecypcos CETU CBA3U:
1) WHBeHTapusauuMs npeanonaraeT cocTaBfieHNe NepeyvHs Bcex pecypcoB (aKTUBOB), TpebytoLmx
3aWmThl (MHpOPMaLNOHHbBIE, NPOrpaMMHble, annapaTHble U CePBUCHbBIE);
2) kaTeropupoBaHue 3aknovaeTcs B MPUCBOEHUN KaXO0MY pecypcy KayeCTBEHHOro Uim Konumyec-
TBEHHOrO MapameTpa ero 3Ha4MMOCTU C TOUKM 3peHUst o BNUSTHUA Ha obwee hpyHKLUOHUPOBaHNE CETH CBSA3N;
6) maeHTUdUKaLNA OCHOBHBIX Yrpos;
B) UAEHTUDUKaLMUS YSI3BUMOCTEN.

M punMmedvaHne— npOLl,eCCbl VI,EleHTVI(bVIKaLI,VIVI yﬂ3BVIMOCTeVI N yrpos 00ObIYHO OCYyLWeCTBNAKTCA OQHOBPEMEHHO
ncnyxar OCHOBOW Ansi YTOYHEHUA NepeYHs yrpos3 U yA3BU mocTen;

r) aHanusBO3MOXHbIX BO3AENCTBUIA Yrpo3 Npu peanusalnm yssBUMOCTEN B pecypcax ceTu, BbluMcneHumne
BEPOATHOCTU 3TUX BO3ASNCTBUIA 1 pUCKa NPUYMHEHUs yulepba ceTn, aHanmns cyLLecTBYOLWUX Mep obecreve-
HWs BesonacHocTy;

4) onpeaeneHne AOMNOMHUTENbHBLIX (PEKOMEHAYEMBIX) Mep obecrneyeHUsi 6e30MNacHOCTU, CMOCOBHBLIX
NPOTUBOAEHCTBOBATL BOSMOXHbLIM BO3AESANCTBUAM,;

e) OOKYMEHTUPOBaHWE NoMyYeHHbIX Pe3ybTaToB.

MpeanaraeTcs UCNONb30BaTh KAYECTBEHHbBIN NMOAXOA K aHann3y pUCKOB, OCHOBaHHbIW Ha OLeHKe Brus-
HUS Yrpo3 U ysI3BUMOCTEN Ha OCHOBHbIe kpuTepun VB ceTu anekTpocBasn (KoHMUAEHUMaNbHOCTb, Lenoc-
THOCTb, OOCTYMHOCTb W MNOAOTYeTHOCTh). AHanu3 Mep obecrneveHuss 6e30MacHOCTU W BblUMCMEHME
KONMNYECTBEHHOrO 3HAYeHUA PUCKa OTHOCATCSA K OCHOBHOMY MPOLECCY OLIEHKW pyrcka 1 paccMaTpuBaloTcs B
oTAenNbHOW MeToauKe.
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6.2.2 BHyTpeHHUI ayauT

«BHYTpEHHWA ayauT» npegHasHavyeH Ana nonyyYyeHWss o6bEeKTUBHBIX CBUAETENLCTB COOTBETCTBUS
OEeNCTBUI y4acTHUKOB npoLecca obecneverus B TpebosaHnsam CMUB. B pesynbTaTe «BHYTpeHHero ayau-
Ta» MoryT 6bIThb BbisiBNeHbl HegoctaTkn COUB, cBAzaHHbIe C HECOOTBETCTBUAMU peanusaummn npegbABIeHHbIX
k COUB Tpe6osaHuit, owmnbkamu npu sxkcnnyatauun COUB, oTeyTCTBMEM HEOBXOAUMBIX PECYPCOB U T. 4.

CBefieHNs O BbIIBNEHHBIX HefocTaTKaxX AOSDKHbI yuuTblBaTbCA B Npouecce «ynpaBrneHWs nuaMeHe-
HUAMWY.

6.2.3 YnpaBneHue UHUUOEHTaMM

«YnpaeneHne UHUMAEHTaM1W» nNpegHasHavyeHo Arsl CBOeBPEMEHHOTO U BCECTOPOHHEro pearmpoBaHust
Ha nHunaeHTel UB. Peanusauus npouecca «ynpasneHne MHUMAEHTaMU» AOMKHA rapaHTUpoBaTh, UTO UHLU-
AenTbl B 6yayT koppekTHO obpabaTtbiBaTbes, @ HpopmMaLms o cobbiTusax Nb 1 yA3BUMOCTAX, CBSAI3AHHBIX C
pecypcamu ceTn 3MeKTPOoCBA3N, — AOBOANTLCA 0 CBEAEHMUS YTONTHOMOYEHHbIX 1L, B Nopsiake, No3Bonsio-
LLieM BOBpeMSA NpeAnpuUHUMaThL KOpPeKTUPYoLWne 4eNCTBUS.

CBefeHus 0 BbIABNEHHbIX HegocTaTKax, cnocobCcTByOLWMX NOSABAEHUIO MHUMAEHTOB VB, 4OMKHBI yYUTbI-
BaTbCA B NpoLecce «ynpaBneHnst USMeHeHUsIMAY .

6.2.4 YnpaBneHUsa U3SMEHEHUAMU

«YnpaBneHua U3MeHeHUAMU» npeaHasHaveHo Ans BbipaboTKM KOPPEKTUPYIOLWUX ASACTBUIN, Hanpas-
NEHHBbIX Ha ycTpaHeHWe NPUYUH BbISIBIIEHHBLIX HECOOTBETCTBUM AN NpeAoTBpaLLeHUs X NOBTOPHOMO BO3HUK-
HOBEHUA NN KOPPEKTUPYIOWNX ASUCTBUA, CBASAHHBIX C NMpeasIoXeHUAMN No cosepieHcTeoBaHno COUB.
Mony4veHHble CBeAeHUA O BbISIBNEHHBbIX HegocTaTkax B MpoLecce «ynpasneHnsa UHUMAEHTaMU» U «BHYTPEH-
Hem ayaute» n uHgpopmauua, nofydeHHas B pesynbTaTe peanusaumm npouecca «ynpasneHusa puckammy,
ABNAOTCA UCXOAHBIMU AaHHBIMW ANA BIPab0oTKM 0606LWeHHBIX NPeANoXKeHWn N0 COBEPLUEHCTBOBAHNIO (PyHK-
umoHuposaHua COUB.

7 XX1M3HEHHbIN UMKN CUCTeMbl o6ecnevyeHna HhopMaunoHHON 6e3o0nacHOCTH
M ero B3auMOCBSI3b € XXM3HEHHbIM LIUKITOM CeTU CBA3N

7.1 YKN3HEHHBIN LMK ceTW CBA3W ABMSIETCA NOSHLIM MPOLIECCOM pas3BUTUA, peanusaunn U BbiBoga ua
3KCnNyaTaunm ceTen CBA3N Yepes NpoLecchl KX NMpoeKTUPOBaHUsA, NOCTPOEHUA, PEKOHCTPYKLUMN 1 3Kcnnya-
Tauumu.

OnepaTtopom cBsi3n MOTyT ObITb MPUMEHEHEI pasfMyHble MEeTOAUKA AN onpeaeneHnst MeponpuaTiii u
AencTeuin no o6ecneveHnto VB B npoLiecce )XU3HEHHOTO LKA CETU CBA3M, HO KaxKaasi COCTOUT U3 psiJa onpe-
AeneHHbIX LMKNOB Uiy ¢as, BblNOIHEHNE KOTOPLIX PeKOMEeHayeTCs.

7.2 [nga ocywecTBNeHUs NOCTOAHHOIO U KOPPEKTHOro yrnpasneHus npoleccamm meHempkmeHTa UB,
COMWB pgomkHa B3anmoaencTBoOBaTb C CUCTEMON YNpaBNeHNsi CeThbIo CBA3N N XKN3HEeHHbIN unkn COUB agomxeH
6bITb KOPPENMMPOBAH CKU3HEHHBIM LIMKIIOM CETU CBSA3M 1 aTanamum npoueccHoli mogenu CMUB, onpeaeneHHbI-
mun B FOCT P UCO/MBK 27001.

7.3 Hactoswumin ctangapT ycTaHasnueaeT Ans xusHeHHoro umkna COUB cnepgytowne ctaguu:

- co3gaHne COUB;

- peanusauns COUB;

- hyHkunoHuposaHne COUB;

- MOHUTOpPUHT cooTBeTCTBUA COUB;

- coBepueHcTBOBaHNe COUB.

BaanmocBa3b cTagui xxMsHeHHoro Lukna cetu ceasn n COUB ¢ atanamu npoueccHoit mogenu CMUB
npuseaeHa Ha pucyHke 3.

7.3.1 Crtagua «co3paHue cucteMbl o6ecneyeHnss MHopMaLnoHHoi 6e3onacHOCTUY

Mpy NpoeKkTUpoBaHNK ceTn CBA3U B pa3pabaTbiBaeMOM CUCTEMHOM npoekTe [2] B oTAensHOM pasaene
OOIKHbI BbITb onucaHel noTpedbHocTn UB, B YacTHocTH:

- ocyllecTBMneHa npeasapuTenbHas kKnaccudmkaumsa npeanonaraeMblX K MICNONb30BaHUI CeTEBLIX 3Me-
MEHTOB U UX KAaTEropMpoBaHue C TOUKM 3peHUs UX 3HaYMMOCTM B Bonpocax obecnedeHus UB;
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CTtaguu XU3HEHHOro uukna
ceTu CBA3U

Cragumn
YW3HEHHOIO LiKna
COUBb

CMMB)

DedicTBue
(nonnepxka

W ynyuleHue

MOHUTOpUHra
Y aHanusa CMUB

3T1anbl npoueccHon
mogenu CMUB

PucyHok 3 — B3anmocBasb CTaAuM XM3HEHHBIX LMKIOB ceTu ceasn n COUB ¢ sTanamm npoueccHoi mogenn CMUB

- onpepeneHnpeasapuUTebHbIANepeyeHb Yrpos 1 yasBUMOCTEN CTPYKTYPHBLIX 3MEMEHTOB CeTU CBSI3U;

- nposeJeHa npeasapuTesibHas oLeHKa PUCKOB U Ha ee OCHOBE onpeaeneHbl TpeboBaHus kK UB 1 paspa-
6oTaH nepeyeHb Mep ob6ecneveHus Mb, peanuaaums KoTopbiX AOMKHa onpeaenaTb UCNONb30BaHNE KOHKpeT-
HbIX MeXaHU3MOB obecneveHns 6e30nacHOCTU (CPEACTE 3alUNThI);

- onpefeneHa npeasapurternbHas ctpyktypa COUB, cocTaB noacucteM 1 ocyllecTsnaemble nNpoLecchl
ee (PYHKUMOHUPOBAHWNA, NX B3AUMOCBS3b C NMpoLleccaMu ynpasneHust CeTbo U APYrMMU pelluaeMbiMn CeTbIo
3agavamu.

7.3.2 Cragusa «peanusauusi cuctemMbl o6ecnedeHna uHdopmaLmoHHon GezonacHOCTU»

Mpw nocTpoeHUn ceTn cBA3M AOMKHBI ObITh:

- peanusoBaHbl pe3yfbTaThbl NPeABapUTEsbHON OLLEHKN PUCKOB, BbIPaXKeHHbIE B KOHCTPYUPOBaHUM, pas-
paboTke, 3aKynke u BHeagpeHUM Heobxoaumbix cpeacTB o6ecneveHns UG 1 cpeacTs 3awwmThl;

- copmupoBaHa (yHKLMOHanbHasi cTpykTypa nogcuctem COUB;

- noAroToBreHbl Heobxoaumble Ans akcnnyaTtauum COUNB AOKYMEHTHI;

- MpU BO3MOXHOCTU A0MDKHA 6bITb NpeaBapuTenbHO onpegeneHa 3deKTMBHOCTL BbIBpaHHLIX Mep
obecneueHust besonacHocTu.

7.3.3 Ctagua «(pyHKUMOHUPOBaHUe cUCTeMbl oGecneyeHUss UHpopmaLUoHHON GezonacHoCTU»

B npouecce akcnnyartauum cetu ceasu obecneveHne UB nonxkHo GbiTb UHTErpupoBaHo B NpoLecchl
ynpasnieHus ceTbto cBsA3W. Mpu akcryaTaumm ceTy CBA3WU AOMKHbI BbIMOMHATLCA NMPOLECChl YNPaBneHUa MHLK-
AeHTaMu, BHYTPEHHero ayauTa, ynpasreHust U3MeHeHUsaM1 1 apyrue npoleccel, onpeaenedHsie 8 CMUB.
Peanmzauus OaHHbLIX NpPoLECCOB MO3BOMUAT CBOEBPEMEHHO MPOBECTU Heobxoaumoe U 06ocHoBaHHOe
coBeplleHcTBoBaHNe COUB.
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7.3.4 CTagusi <cMOHUTOPUHI COOTBETCTBUSI cCUCTEMbI 06ecneyeHuss MHcopMaLmoHHol 6e3onac-
HOCTU»

Mpu akcnnyaTawum ceTn CBA3WN U ee PEKOHCTPYKLIMMU (MOAepHU3aLMn) A0IDKHBI NPOBOAUTLCA criedyroLyne
npouecchbl:

- TecTUpoBaHWe KOMMOHEHTOB, CBONCTB U yHkuun UB ceTn ceasu;

- BHYTPEHHUI ayauT;

- ynpasrieHue puckamu (B NONHOM obbeme);

- obpaboTka MHLUMAEHTOB U yNpaBneHue USMeHEHUSIMU.

HoBble unu nsmeHeHHblIe KOMMoHeHTbl B AoImKHBI TECTUPOBATLCA OTAEMBHO C TEM, YTOObI NOATBEPANUTD,
4TO OHW (bYHKLMOHUPYIOT AOIKHBIM 06pa3om, a fanee B onepaLyoHHOM OKPY>XeHUW ANsl NOATBEPXKAEHMs!, UTo
WX UHTErpauus B CeTb CBA3U HE HapYLUUT KAa4eCTBO YCIyr CBsA3u u/unu dyHkuuin 6esonacHocTu. INo pesynbTa-
Tam npouecca MOHUTOPUHIa A0SMKHBI BbITb BHECEHBI 060CHOBaHHbIE 3MeHeHust B COUB.

7.3.5 Crapus «coBeplUeHCTBOBaHUe cucTeMbl o6ecnevyeHust UHopMaLMoOHHOU 6Ge3onacHoOCTUY

Crapus «coBeplueHcTBoBaHne COUB» (Npolecc yrnpasneHue U3MeHeHUsiMU) npegycmaTtpusaeT NpoBe-
AeHne KoppeKkTUpyoLWnxX U Npeaynpexaaolmnx 4eCcTBUN, HarnpaBeHHbIX Ha YCTpaHeHUe NPUYWH BbisSIBIIEH-
HbIX HECOOTBETCTBUIA NPU OCYLLECTBNEHUN NPOLECCOB YNpaBneHUs pUckamn, MHLUMAEHTaMN U BHYTPEHHero
ayauTa.

MpumeHeHWe KoppeKTUPYIOLWNX U NPpeaynpexaaloLLMX 4eACTBUIR, Ha OCHOBE OLeHKU PUCKOB, 06ycnaBmnu-
BaeTCsl BO3MOXHOCTbIO BHECEHUA B annapaTHble U NporpaMMHble cpeAcTBa HOBLIX YSI3BUMOCTEN npu ux
MozepHusauum (moandukaunm).

MpumeuyaHnune — lNpu npekpaweHnn hyHKLUMOHMPOBaHWS ceTy CBA3M (hasa CHATUSA ¢ aKcnnyaTauum), nepeq
yTunu3saumen, nepegaven annapartHoiX CPEACTB UK CAAYU B PEMOHT BCE MH(OPMAaLIMOHHBIE U BEIMUCIUTENBHbIE pecyp-
Cbl, 0COB6EHHO 6a3bl AaHHbIX, TAGNUUBI MapWpPYyTU3aumm (U T. A4.), BOMKHbI 66T NPOBEPEHbI HA OTCYTCTBUE B HUX OCTaTOM-
HOWM MHbopmaumm.

8 HanpaBneHusa o6ecneyeHna MHpOpPMaLMOHHON 6e30NacHOCTH

8.1 MpaBoBoe HanpaBreHue obecneyeHUs1 UHPOPMaLMOHHON 6e3onNacHOCTHU

8.1.1 MpasoBoe HanpaBneHue obecneveHns B npegycmaTpuBaeT cosgaHune 1 noaaepxaHue hyHKUmM-
oHuposaHua COUB B opraHusaLnm cBA3M Ha OCHOBe peannsalmn o61ieobs3aTesibHbIX MpaBoBbiX HOpM No UB,
OCYLLEeCTBAEMbIX B COOTBETCTBUM C MONOXEHUAMM:

- (heaepanbHbIX 3akoHOB P®;

- yKasoB 1 pacnopsbkeHui MNpesnaerTa PP;

- MocTaHOBMEHUA U pacnopsbkeHuii MNMpasuTtenscTsa PP;

- HOpPMaTUBHbIX MPABOBLIX aKTOB (MPKUKasoB, pacrnopsixkeHunin) POUB, ynonHOMOYEHHBIX B 061acTax cBsi-
3K, obecneyeHnss 6e30MacHOCTN N TEXHUYECKON 3alnThbl MHopMaLMK.

8.1.2 lMpaBoBoe HanpagneHne obecneveHnsi Ub ocHOBLIBaeTCA Ha KOHLENTyarbHbIX NPaBOBbIX OCHO-
Bax UB, onpegensemeix:

- OCHOBHbIMW HanpasneHUsIMU rocygapcTBEHHON NoNUTKKK B o6nactn UB;

- OCHOBHbIMMK NpaBamMun 1 0bsa3aHHOCTAMK rocygapcTea, POUB, cybbekToB Poccuiickoin Peaepavnmn,
opraHusaunin cBssu 1 rpaxaaH B obnactu UB;

- OCHOBHbIMM MpaBuamMu 1 npouedypamun obssaTenbHOM cepTudmrKaL M CpeacTs 3aLnTbl Hgopma-
Lu1 M Npasunammn aTTecTaunmn o6 beKToB MHOpMaTU3aLLMM NO TpeBGOBaHNAM TEXHNYECKON 3aLLMTbl KOHUAEH-
LuanbHon nHcpopmauun;

- OCHOBHbIMMK NpasunIaMn U NpoueaypamMn NULEH3UPOBaHNS OeSATENbHOCTU B 061acTAX coxpaHeHust
rocyaapcTBEHHOW TalHbl U TEXHUYECKON 3alnTbl KOHhUaeHLManbLHoN nHdopmMaLumu;

- BuAaMu n opMamu OTBETCTBEHHOCTW OpraHu3aLni CBA3MN U rpaskaaH 3a HapyLUeHWe NPaBoBbIX M HOP-
MaTuBHbIX TpebosaHuin no NB.

8.1.3 lpaBoBoe HanpasneHne obecneveHns VB B opraHusaumu CBA3M peanuayeTcs Yepes cUcTeMy
BHYTPEHHUX JOKYMEHTOB OpraHusaLmmn CBs3n, Knaccudukalms koTopeix NpuBeaeHa B pasaene 12.

8.2 OpraHu3auuoHHOe HanpaBneHue o6ecne4vyeHnsa UHOpMaLMOHHOM 6Ge3onacHOCTU

OpraHusaumnoHHoe HanpasneHue obecneveHus VB BkntovaeT B cebs:

- pernaMmeHTauuio B3aMMOoOTHoLWeHNsi cyobekToB B Ha HopMaTUBHO-NPaBOBON OCHOBE;

- pa3paboTKy U BbIMOMHEHWE MporpaMm 0By4eHust M NOBLILLEHNS KOMMNETEHTHOCTN COTPYAHWUKOB OpraHu-
3alu cesasn B Bonpocax UB;

- peanusauuio MeponpuaTiin no obecneveHuto UB;

- BbIMOSIHEHWE OpraHn3aLnoHHbIX TpeboBaHWin 6e3onacHoCTK.
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8.2.1 PernameHTaums B3anMooTHoLeEHWI cy6bekToB VB npeanonaraeT:

a) onpepgeneHune B OMXHOCTHLIX UHCTPYKLMAX 06513aHHOCTEN U porieii COTPYAHUKOB OpraHusaLum ces-
31 o Bonpocam BbiNofHeHUs TpebosaHuin UB. Ponb B opraHnsaummn cBssu npeacTaBnseT sapaHee onpege-
NeHHYIo COBOKYMHOCTb Mpasus, ycTaHaBMBAOLWMX AOMYCTUMOE B3avMOAENCTBME Mexay cyObekTamn u
obGbekTamu B opraHusaLmm CBA3N.

MpumeyaHue—KcyGbekTam OTHOCATCA NULA 13 YMCra pyKOBOACTBA OPraHM3aLum CBSIaU, e COTPYAHNKN, No-
Nb30BATENM YCIyram CBS3W U MHULMUPYEMbIe OT MX MMEHU NMPOLECCHI MO BLIMOTNHEHUIO ASHCTBUIM Hag obbekTamu;

6) ycTaHOBMEHWe Mep OTBETCTBEHHOCTUN COTPYAHUKOB OpraHn3aLm cBsian 3a HapylieHue UB;

B) onpeaeneHne orpaHNYeHnin B AeATENbHOCTU COTPYAHUKOB OpraHM3aLm cBA3WU U KOHeYHbIX MONb30-
BaTenen, onpeaensieMbix pakropamm obecnevenns B 1 gpyrumm ycnosusiMu.

8.2.2 Mporpamma oby4eHus COTPYAHUKOB opraHusalum cessn Bonpocam UB npeaHasHavaeTtcsa ans
nepcoHana, MMetoLLero B CBOMX OyHKLMOHaMNbHLIX 06S3aHHOCTAX NMOMOXEHNS, KacatoLLMeCs BbINONHEHNA Tpe-
6osanuii Vb, n npegnonaraeT Heo6Xxo4UMOCTb crieLuansHoro obyveHus Ans 3ToN KaTeropum CoTPYAHUKOB.
FnybuHa atoro obyyeHns 3aBUCUT OT cTeneHW BaxHocTh VB anst opraHusauum u aoskHa BapbUpoBaTbLCA
cornacHo TpeboBaHNaM 6e30MacHOCTU K BbiNofHAeMol paboTe. MporpaMma 0byyeHus cotpyaHukos UB gon-
XHa 6bITb paspaboTaHa Tak, YTobbl 0XBaTUTL BCe NOTPEBHOCTM B Mepax 6€30MacHOCTU, OTHOCALLMXCA K CETAM
arekTpocesA3n. B cnyvyae HeoBxoQMMOCTU MOXeT BbITb UCMONbL30BaHO 0ByYeHne Ha ypoBHe cneupnanbHbIX
KypcoB.

B opraHusaLumn cBA3un gosmkeH 6bITb COCTaBMNEH CNUCOK COTPYAHUKOB, A5l KOTOPbIX Heo6XxoaUMO cneuu-
anbHoe 0byyeHue Vb 1 cnMcok A0MKHOCTEN, Ha KOTOPBIX AOMKHbI UCTIONb30BaTLCSl COTPYAHUKU, NONY4YUBLUMNE
cneunanMsnpoBaHHoe obyyeHue Ha Kypcax unn umetowme Boicluee obpasosaHue B obnactu UB.

HeobxogumocTb cneuumansHoro o6yveHna B gomkHa 6biTb onpeaeneHa Ans TeKyLMX U 3annaHnpoBaH-
HbIX 3a4a4, NPoeKToB U T. A. Kaxabln HOBLIN NPOEKT co cneLuansHbiMu TpeboaHusamMu K MB gormkeH conpoBox-
AaTbcsl COOTBETCTRYIOLLEN NporpamMmmol o6ydeHus, pa3paboTaHHOM A0 Havana npoekTa.

8.2.3 lMporpamma noBbILWEHUA KOMNETEHTHOCTU COTPYAHUKOB OpraHn3aLum ceasun B Bonpocax B oTHo-
CUTCA K KapkAOMY COTPYAHWUKY OpraHusaun n AofkHa rapaHTUpoBaTh, YTO NepcoHan UMeeT A0CTaTOMHbIN ypo-
BeHb 3HaHWU 06 ocHoBax obecneveHns UB.

8.2.4 Peanusauus meponpusaTuii no o6ecnevennto b gorkHa npegycMatpusaTh:

a) perynupoBaHune cyHKUMoHUpoBaHus cnyx6el UB (cM. pasgen 13);

6) n3gaHune Npukasos 1 pacnopsbkeHui no obecneveHnto B, 0CHOBHLIMU U3 KOTOPLIX ABMAIOTCA:

1) ocosgaHum MAK no UB;

2) o Ha3HaveHWUM KoMUccUK No KaTeropupoBaHuIo, KnaccudukaLumm n aTtectaumMm o6 LEKTOB CBA3N U
NHbOPMaLMOHHBIX crucTem no TpebosaHusam k UB;

3) oponycke coTpyaHMKOB K paboTe co cpeacTBaMm CBA3Y;

4) oHasHavyeHun agmuHucTpatopa UMb nnuu, oTBeTCTBEHHbIX 3a o6ecneveHne UB B nogpasaeneHu-
SIX OpraHn3aLnm CBsI3u;

B) orpaHudeHvne gocTyna K TeXHUYeckoMy, NporpaMMHOMY ¥ annapaTHo-nporpammHomy obopyaosa-
HUIO, KpoccaMm, pacnpeaenuTeribHbIM WKTaM, HesallWLLEeHHbBIM IMHUSIM 1 KaHanam cBA3W Ans npeaynpexae-
HWUA HECaHKLMOHMPOBAHHOIO AOCTYNa K HUM;

r) ocywecTBneHne husn4eckomn N MHXeHePHO-TEXHNYECKON 3aLLMTbl 0O bEKTOB OpraHn3aLnm CBA3Nn;

4) nnaHvpoBaHWe AeNCTBWIA No ynpasneHuto nHumaeHTamm VB;

e) nraHvpoBaHue aencteun B YC;

X) BKIOYEHWE B AOMKHOCTHbIE MHCTPYKLMUN COTPYAHMKOB OpraHu3aLmmn ceasmn obasatenscrtsa o Hepas-
rnaweHnn n COXpaHHOCTY CBeAEeHNIA OrpaHUYeHHOro 4OCTYnNa;

1) obopyaosaHue ciyxebHbIX nomeLLeHWn ceipamu, wkadamu Ans XpaHeHUs ByMaXKHBIX, MarHUTHbBIX
HocuTenen nHopmaumn 1 ap.

8.2.5 BbInonHeHue opraHn3aLMoHHbIX TpeGoBaHui 6esonacHocTu, npeanonaraeT:

- onpejeneHve U BHeApeHUe opraH3aLMoHHbBIX Mep obecneveHns besonacHocTy;

- BbINOJIHEHMWE OPraHnU3aLMoHHbIX Mep, OCYLLECTBNAEMOe Yepes npoLieayphbl, onpeaensioe Meponpu-
ATNA N NOPSAOK AENCTBUIN MO UX OCYLLECTBIEHUIO, ONUCaHNE KOTOPbIX He SIBNSeTCA OAHO3HAYHbIM U B HACTOS-
LLieM cTaHaapTe He paccMaTpuBaeTCs;

- KOHTPO/b BbINOMHEHWS OpraHn3auuoHHbIX Mep 6e3onacHoCTy.

8.3 TexHuueckoe HanpaBneHue o6ecnevyeHUA UHGopMaLUOHHONU Ge3onacHoOCTU

TexHu4eckoe HanpasneHue obecneyeHus UB BknoyaeT B cebst MeponpuaTUA U 4eUCTBUSA MO:

a) BbIMNONIHEHUIO (PYHKUMOHAmMbHbIX Tpe6oBaHWMin 6e30nNacHOCTK, MyTeMm:

1) onpegeneHus pyHKUMOHaNbHLIX Mep 6e3onacHocTu,
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2) BHeApeHus1, OCYLLECTBIIEHUSA SKCNyaTauMmn U KOHTPOISA 3a TEXHUYECKUM obcrnyXuBaHmem mexa-
HWU3MOB obecneyeHus 6e30NacHOCTU U CPeACTB 3aLUThI, peanuayloLwmx Mepbl obecneyeHus 6esonacHocTy;

6) peanusauun paspelunTenbHON cucTeMbl gonycka oGenyxuBaloLwero nepcoHarna k paéotam, 4oky-
MeHTaM 1 MHOpMaLUM yNpaBneHusi CpeacTBamMu CBA3N;

B) pasrpaHuW4eHuio gocTyna obcnyxuearowero nepcoHana kK MHopMauMoHHBIM pecypcam, Nporpam-
MHbIM cpeacTBam obpaboTku (nepedaun) u 3awmTbl MHDOPMaLMKM B NoagcucTeMax pasfUyHOTO YPOBHS U
HasHa4eHus;

r) yyeTy aKTMBOB, peructpauunv 4eicTeumn nofb3osartenei n obcnyxusarowero nepcoHana, KOHTPoso
3a HeCcaHKLMOHUPOBaHHbIM AOCTYMOM U AeUCTBUAMU Nonb3oBaTenei, o6cnyxusatoLlero nepcoHana u nocTo-
POHHUX UL,

4) nNpedoTBpalleH o atak U BHeApeHUA B CPpeacTBa CBSI3M U aBTOMaTU3MPOBaHHbIE CUCTEMbI MPo-
rpaMM-BYpYCOB U NPOrPaMMHBbIX 3aKNnaaok;

e) npumeHeHuio CK3U (npu HeobxoaumMocTh) Ana 3awmTel 06pabaTbiBaeMoin nHopmaumn.

MpwnMeyaHune— BHacTosiwem cTaHgapTe He paccMaTpuBaeTcs NOpsAoK ucnonb3osanus CK3U, kotopsin per-
nameHTnpyetcs POVB, ynonHomoueHHbIM B obnactn obecnevenmns 6esonacHocTy;

X) HageXHoMy XpaHeHue HocuTenen nHdopmauuu, Knoden (Knovesoin AoKyMeHTauu1) u ux obpate-
HUIO, UCKMIoYatOLLEMY XULLIEHUE, NOAMEHY U YHUYTOXEHME;

n) pesepBUPOBaHUIO TEXHUYECKUX CPEACTB, 6a3 AaHHbIX U HocuTenel HgpopMaumu;

K) obopygoBaHuio MHGOPMaUMOHHBIX cUCTEM, cpeacTs cBA3n U CBT ycTpoiicTBamu 3awmThl oT c6oeB
3NeKTPONUTaHUA U NOMEX B JIMHUAX CBA3MU;

1) NOCTOSAHHOMY OGHOBIIEHWNIO TEXHUYECKMX U NPOrPaMMHBIX CPeACTB 3aLUUTbl OT HECaHKLMOHUPOBAHHO-
ro 4OCTyna K cpecTBaM CBA3WU M aHTUBUPYCHLIX CPEACTB B COOTBETCTBUM C MEHSIOLLIECA OKpY>KatoLle o6cTa-
HOBKO.

9 MoaTBepxaeHUe COOTBETCTBUA CeTeN 3NEeKTPOCBA3N TpeGoBaHNAM
MHdOpMaLMOHHON 6e30NacHOCTHU

9.1 MoaTBepXaeHWe COOTBETCTBUA CETEN 3NeKTPOCBA3U (aTTecTauuma) Tpebosanuam UB Hocut nobpo-
BOMbHbIN XapakTtep.

9.1.1 Oo6poBonbHoe NoATBEPKAEHUE COOTBETCTBUS OCYLLECTBASIETCA MO UHMLMATUBE ornepaTopa CBs-
31 B hopme 4oBpoBONbLHON cepTUdMKaLmu.

9.1.2 [o6poBonbHOE NOATBEPKAEHUE COOTBETCTBUS MOXKET OCYLLECTBIIATLCS A5 yCTaHOBIIEHUA COOT-
BETCTBUSI CETU AMeKTpoCcBsA3M TpeboBaHusaM Kk MB HaumMoHanbHbLIM cTaHAapTaM, cTaH4apTaMm opraHusauui,
cBoJam npasuIl, cuctemam JoO6poBONbLHON cepTuduKaLmm.

9.2 MoaTBepxaeHNe cOOTBETCTBUS NpeAycMaTpuBaeT KOMIMMEKCHYIO NpoBepKy (aTtTecTauuoHHbIe
UCNbITaHWST) CETU NEKTPOCBS3M U obecneunBatoLlein ee uHdpacTpyktypbl — COUB nonoxeHusiM HacTosiLle-
ro ctTaHgapTa, B peasibHbIX YCIIOBUSIX SKCMITyaTaLu u.

Mpu aTTecTaumm ceTy 3NeKTpocBA3U NoaTBepKaaeTCs ee COOTBETCTBUE TpeBGoBaHusaAM 6e30nacHoCTY, B
TOM 4ucre cnocobHOCTbL ceTn Nno:

- 3awwmTte oT HC[] k Heli n nepegaBaeMol NocpeAcTBOM Hee MHopMaLmu;

- NPOTUBOAEWCTBUIO BIIUSIHUSI BPEAOHOCHbLIX MpOrpamMM Ha cpeacTBa CBS3U U MHchopMaTusauuuy;
0obHapyXXeHu o U NPOTUBOAENCTBUIO aTakaM Ha cpeAcTBa CBA3W U MHopMaTusauuu;
coAepXKaHUI0 OXPaHSAEMbIX U KOHTPONMPYEMbIX 30H.

M pumeyaHn e — KoHkpeTHble TpeboBaHUsi 6e30MacHOCTM ceTel aNeKTpocBsian MOryT 6biTk nanoxeHsl B HIMA
dOUB, ynonHoMo4eHHOro B 06nactu cesiau.

9.3 lMpoBepka COOTBETCTBUS CETU ANEKTPOCBSA3U TpeboBaHUAM 6e30MacHOCTN A0MKHA OCYLLECTBNATL-
¢ cneunanu3npoBaHHbIMU cepTUMDUKALMOHHBIMU LEHTpaMu unu nabopaTopusiMu nNo MeToaunkam, paspabo-
TaHHbIM B cucTeme AobpoBonbHol cepTudukaumnm Ub ceteld anekTpocBasu.

10 ApxMTeKTypa cucTeMbl o6ecneyeHusa MHPOPMaLIMOHHOW 6e30nacHOCTU

10.1 OCHOBHbI€ NONOXEHUA

COWB siBnsieTCS HEOTHLEMITIEMOM YaCTbIO M0G0 CeTU CBA3N, U ee apXUTEKTYpa He 3aBUCUT OT TEXHOMO-
r1n, NCNosb3yeMbIX Npy nocTpoeHun cetu cesian. COUB siensieTcs npeaynpeanTenbHON CUCTEMON B OTNUYME
OT OTBETHOM MoJenu, ocyllecTersiiowen 06paboTky cobbiTusi nocne ero npovcxoxaeHus. Mpoueccel COUB
OOMXKHbI paboTaTb 40 TOro Kak CAyYnTCs HenpeaBUAEeHHbI MHUMAEHT 6e30nacHoCTU.

10
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Apxutektypa COUB CCOIN gonmxHa 6biTb MHOrOYPOBHEBOMW U BKMoYaTh B cebs cneayowme hyHKUMO-
HanbHbIe CTPYKTYpHEIE anemeHThl: yposHU UB, nogcuctemel VB, cnyx6bl obecnevenns UB pasnuyHbIX opra-
HW3auuin (onepaTopoB) CBS3U, KOOPANHUPYEMBIE LieHTparbHbIM opraHom COUB CCOI, koTopblit MoXeT 6biTb
o6pasosaH POUB, ynonHoMoueHHBIM B 06nacTu CBA3N.

10.2 YpoBHM cucTteMbl o6ecneveHusi UHopMaLUOHHOW 6e3onacHOCTH

Apxutektypa COUB moxeT coaepxaTb cnegytowime yposHU b, onucaHune KoTopbix NpUBEAEHO B pasae-
ne 8 MOCT P 52448:

- ynpasrneHue Ub;

- OpraHu3aLvoHHO-aAMUHUCTPATUBHBLIN;
6e30MacHOCTb UH(POKOMMYHUKaLMOHHOM CTPYKTYPbI;
6e3onacHOCTb yCnyr;
ceTeBasi besonacHoCTb;
cuanueckas bezonacHoCTb.

Onepatop cBA3u B Lensx obecneveHns cBoein AeATeNbHOCTU U AOCTUXKEHUSA AeNMOBLIX Lienei MoxeT
YTOYHATb AaHHbIE apXMTEKTYPHBIE KOMMOHEHTBI, B YaCTHOCTU, onucaHHble yposHu COUB moryT 6biTh 06beau-
HeHbl B TP YKPYNHEHHBIX YPOBHSI:

- OpraHu3auUOHHbIMN;

- OpraHu3aLUOHHO-TEXHUYECKUNA;

- TeXHUYECKUNA.

10.3 MNMoacucremsbl cucTteMbl 06ecneveHU UHGPOPMaALMOHHOW Ge3onacHOCTU

PasneneHue COUB Ha noAgcucTemMbl HOCUT YCIOBHBLIA XapakTep U npegHasHavyeHo Ana obbeauHeHust
XapaKTepHbIX MeponpusaTUiA n AencTBui no obecneveHuio Vb B eAnHYI0 apXUTEKTYPHYIO KOMMOHEHTY. B obLem
cnyyae B coctaB COUB moryT BxoanTts criegytolume pyHKLUOHarbHbIE NOACUCTEMBI:

- ayTeHTuduKaLum u aBTopusaLum;

- KOHTponst gocTyna u sawutel oT HCL;

- peructpaumm cobbiTuin Ub n ayauta;
ynpasneHus;

- pe3epBMpOBaHUS.

10.3.1 MNMopacucrema «ayreHTUdUKaLUu u aBTopU3aLun»

Moacuctema «ayTteHTUdMKaLMN U aBTOPU3aLMMY NpeaHasHavaeTca AnNa LeHTPanuM3oBaHHOW ayTeHTU-
hukaLmmn n aBTopU3aLMN AoCTyna cyGbEeKTOB K NporpaMMHo-annapaTHbIM CpeacTBam CBA3N U cUCTEME yNpaB-
neHus.

OcHOBHBIMU hYHKLUSIMUN MOACUCTEMbBI «ayTeHTUdUKaLUN U aBTopusaLnn» ABNAIOTCA:

- npegocTasneHne obcnyxuBaroLLeMy NepcoHany CUCTEM U ceTel CBA3N BO3MOXHOCTU UCNOMb30BaHUA
OQHOW (UM HECKOMbKMX) YYETHOR 3anmncu 1 naposns npu 4ocTyne K cpeacTsBam CBA3N U cepBepam CUCTEMBbI
ynpaBlieHUs C UCTIONb30BaHMEM MEXaHN3MOB BHeLUHeN ayTeHTUduKaLum n asTopnsaunm;

- LeHTpanusoBaHHoe xpaHeHue 6a3bl AaHHBIX NONb30BaTENen 1 NX aBTOPU3aLMOHHOW MHopMaLmn ¢
NCronb30BaHNEM MeXaHU3MOB BHELLHEN ayTeHTUdUKaL M1 1 asTopusaumm.

MoacncTeMa «ayTeHTUUKaLMM M aBTOPU3aLMN» MOXET ObITb peanM3oBaHa BCTPOEHHBIMU MexaHU3Ma-
MW ayTeHTUUKaLMM N aBTOPMU3aLIMN CPEACTB CBA3M N MHOpMaTN3aLmMmn U ABNSETCS O4HUM U3 3BEHbEB MoJTy-
YeHWs 4OCTYMa K cpeacTBaM CBS3U, peanuayowemy cnegytoLme normieckme npoLecchl:

- naeHTudmrKaLmo NonNb3oBaTenNs, Koraa onpegenseTcst UMs y4eTHOW 3anucu Unm NornH;

- ayTeHTUdukauno — NpoBepKy NOANMHHOCTU TOrO, UTO NPeabaABUTENlb UMEHW YYETHOW 3anncu sBns-
eTCsi NIULOM, YblOo YUYETHYHO 3annch OH NPpeabsBUN B NpoLecce naeHTnbukaumm;

- aBTopusaLMio — MpoLecc HaaeneHus npasamu gocTyna kK obopyaoBaHuto.

B nogcucteme «ayTeHTUdMKaLNM M aBTOPU3ALIMU» JOMYCKAETCs NPUMEHeHVe ayTeHTUdUKaLmm pasHbixX
YPOBHEW CIOXHOCTHU:

a) ogHodaKkTopHOM ayTeHTUDMKALMN C UCMONb3OBAHNEM:

1) napons,
2) naponsi o4HOKpaTHOro 4EeACTBUS;
6) AByxdpakTopHON ayTeHTUMKaLMN C UCTIONb30BAHWUEM:
1) TokeHoOB,
2) cmapTkapT,
3) kpunTtokapT,
4) ceptudmkaTtos;
B) TpexdakTopHoli ayTeHTUdMKaLNUM C UCNONb3oBaHNeEM BMOMETPUYECKUX METOO0B.

11
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10.3.2 MNMopacuctema «KOHTpons AocTyna U 3awuTtbl oT HCA»

Moacuctema «koHTpONa gocTyna v 3awmTbl oT HCO» npegHasHaveHa ans:

pasfeneHna nepeaasaemMoro Tpaduka nonb3oBaTenei U CUCTEMbI YNPaBeHUs;
obecneyvyeHns LenocTHOCTA MapLUPYTHOM MHOopMaLLMM U MHOPMaLUnUn O TEKYLLIEM BPEMEHN;
- 3awuThl ynpasnsawouiero Tpadguka n komnoHeHToB COUB;

pasrpaHu4YeHns 4ocTymna K cucTeme yrnpasneHusl CeTbio (CETAMMN) 311eKTPOCBSI3N.

MoacucTtema «koHTpoONsa gocTyna v 3awutel oT HC» peanusyetca nocpeacTBOM CpeACTB CErMeHTUPO-
BaHUS CETU, MEXCETEBOro 3KpaHUPOBaHUS, OpraHM3auun KpunTorpagpuyeckux TyHHenen u aHTUBUPYCHOTo
KOHTpONS.

10.3.3 Mopacucrema «peructpauum co6bitTuin Ub n aygurar

Moacucrtema «peructpauum cobbituin UBb n ayantay npegHasHaveHa Ans:

- MOHWUTOPWHIa CEeTEeBOW aKTUBHOCTY 1 ONoOBeLLeHUs 0 COBbITUsIX, CBSI3aHHbIX ¢ UB Ha ceTeBOM ypOBHE;

- MOHWUTOPUHra akTUBHOCTU CUCTEMHOIO YPOBHs (ypoBeHb OC) 1 onoBeLLeHnA 0 COBbITUAX, CBA3AHHBIX C
MB Ha cMcTeMHOM ypOBHE;

- KoHconupauun uHcopmMauumn 06 akTMBHOCTU CETEBOTO M CUCTEMHOIMO YPOBHA Ha LEHTPann3oBaHHyo
KOHCOIb ynpaBneHus;

- BedeHus XXypHarnoB ayauta cobbitui UB;

- pervucTpauun AeACTBUIA NepcoHarna, ynpasnsowero cpeacrTsamm cesisn u komnoHeHtamm COUB;

- aBTOMaTMU3NPOBAHHOIO KOHTPONSA 3awuLLeHHOCTU 06bekToB UB ceTu (ceTel) anekTpocBA3M U KOMMNO-
HeHTOoB COWUB C Lenbio BLISIBNIEHNS YA3BUMOCTEN;

- (hopMUPOBaHNS OTHETOB MO pe3ynbTaTam aHannsa 3alueHHOCTU U pekoMeHaauni No yeTpaHeHuto
BbISIBIEHHBIX YA3BUMOCTE;

- aBToOMaTU3NPOBaHHOrO aHanuaa XypHaros ayauTa.

Moacuctema «peructpauun cobbiTnii UB n ayantay peanuayetcsl C UCMONMb30BaHUEM MEXaHU3MOB aHa-
nunsa xxypHanos cobbiTWiA, aHanunsa 3aluLLeHHOCTU U 0GHapyKeHUsA/NpeAoTBpaLLeHUs BTOPXKEHUIA.

10.3.4 MNMopacuctema «ynpasneHuss COUB»

Moacuctema «ynpasneHnss CONBy» npegHasHaveHa ans:

- opraHusauumn 6e30nacHoro yaaneHHoro 4oCTyna K CUcTeme ynpasrieHUs CEThIO (CETAMM) 3NeKTPOoCBsi-

3u;

- OCYLUECTBMEHWS LeHTpanM3oBaHHOro ynpaseHUst U MOHUTOpUHra komnoHeHTamn COUB;

- opraHusauum 6esonacHoro yaaneHHoro 4octyna K cpeacTsam CBA3W ANA yNpasneHns B cnyvae otka-
30B, CIe4CTBMEM KOTOPLIX AIBMSETCA HEBO3MOXHOCTb YrpaBreHns 060pyaoBaHNeM No OCHOBHOMN CXeEMe Yepes
TEeXHOMOrn4ecKyto ceTb;

- KOHTpOns BbiNoNHeHus TpebosaHuia HA,.

Moacuctema «ynpasneHnss CONB» gomkHa no BO3MOXHOCTU MUCNONb30BaTh WTATHLIE CpeAcTBa ynpas-
NeHnsa U MOHUTOpUHra komnoHeHToB COUB.

10.3.5 Moacucrtema «pesepBUPOBaAHUAY

Moacuctema «pesepeupoBaHMs» NpeaHasHavaeTcs Ansa:

- Ay6nunpoBaHuns 0CHOBHbLIX koMnoHeHToB COUB;

- pesepBHOro konvposaHus uHpopmavuum COUB 1 cuctembl ynpasneHusl CeTbio 9NEKTPOCBA3N.

Mogcuctema «pesepupoBaHusay COUMB gomkHa obecneunBath GecnepeboiHyo paboTy MexaHU3MOoB
obecneveHns 6esonacHOCTN N HaaeXHOe coxpaHeHue hainoBs peructpauum cobbiTuii UB.

Moacucrtema «pesepBUpoOBaHUS» peanunayeTcs:

- 3ac4yeT BCTPOEHHLIX MeXxaHU3MOoB obecnedeHust HaaeXHocTu cpeacTs obecneyeHus UB;

- Ha OCHOBaHWM peKkoMeHAauMiA MOCTaBLUMKOB MexaHU3MoB obecrnieueHusi 6esonacHocTu (cpeacTs
3aLUMUThI);

- cpeacTBaMu pe3epBHOIo KONMMpoBaHUS MHOpMaL UK.

10.4 MexaHusmbl 06ecneueHusi 6e3onacHOCTU U CcpeAcTBa 3alUThI

10.4.1 BeinonHeHune (yHKLMIA, onpeaeneHHbIX ans kaxaon noacuctemol COUB, ocyllecTBnaeTcs ¢
UCMOMb30BaHMEM KOHKpPeTHbIX MexaHn3moB obecneyeHns 6e30nacHOCTM U CpeacTB 3alUThbl, peanu3yoLmx
dyHKuMoHanLHLIe Mepbl obecneyeHns GesonacHocTu, onpegeneHHble TpeboBaHUsIMKU BesonacHOCTU ceTein
3NEeKTPOCBA3N.

10.4.2 To cBOEMy Ha3Ha4YeHUI0 N XapakTepucTukam MmexaHusmbl obecnevyeHns 6esonacHoOCTU U cpea-
CTBa 3alL1Thl YCMOBHO 06beAMHSIOTCS B KIMACChl, OPUEHTUPOBOYHbLIA NepeveHb KOTOPbIX ¢ 0603Ha4YeHNEM UX
ucnonb3oBaHus B noacucteMax COUB npuseaeH B Tabnuue 1.
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Ta6nunuya 1—NepeueHb KNaccoB MeXaHU3MOB 0becneveHns 6e30NacHOCTU, CPEACTB 3awWwmnTbl 1 UX UCNONbL30BaHWE B
noacuctemax COMb

Mopcucremel COUB

HaumeHoBaHUe KIaccoB MEXaHU3MOB
obecneyetis 6e30NacHOCTU M CPEACTB 3aLUUTBI | AyTeHTUMKALMM

U aBTopusauuu

KonTpons Peructpauuu
fnoctyna u cobbiTuit UB | Ynpaenenus
3awuTbl ot HCQ u ayguta

Pesepsupo-
BaHUA

1 MexXceTeBOro 3KpaHMpPOBaHUsI U CETMEH-
TUPOBaHus ceTemn +

2 BawwmTel oT HCA1 +

3 KpunTorpaduyeckon 3awmrbl uHoOpMa-
umm (CK3W) + +

4 KoHTpons goctyna +

5 AyTeHTucbunkaumm +

6 OGHapyxeHus/npegoTBpaleHnsi BTOp-
KEeHUn +

7 Pe3epBHOro KONMpOBaHWUSI U apXMBUPO-
BaHUA +

8 UeHTpanuaoeaHHoro ynpasnenus Ub +

9 AyamTa n monuTopuHra cobeitun Nb +

10 KoHTpons genaTenbHOCTU COTPYAHUKOB
B HTepHeT +

11 AHanusa coaepXMMOoro NnouYTOBbLIX CO- +
obueHni

12 KOoHTpOns 3awwmeHHOCTH +

13 3awmTbl OT cnama +

14 3awmTbl OT atak Knacca «oTkas B 06-
CMNYXUBaHUN» +

15 KoHTponsi LenocTHOCTU +

16 AHTVBUPYCHOW 3almUThbl +

17 3aWwmTbl OT YTEYKU NO TEXHUYECKUM Ka-
Hanam +

11 Cucrtema o6ecneyeHmns MHPOPMaALIMOHHON 6e30NacHOCTH
KaK TeXHONOrn4yeckasi CACTeMa ceTu CBA3M o6Lero nonb3oBaHusi

11.1 COMWB siBnsieTcs TexHonornyeckor cuctemon CCOIM Hapagy ¢ ApyruMn TEXHONOMMYeCKUMN CUCTe-
Mamu (CUrHanMsaLun, TaKTOBOW CETeBOW CUHXPOHU3aUNK, yripaBneHUsa U agMUHUCTPaTUBHO-OUINUHIOBOM).
Bsaumopencteue COUB ¢ 3TUMn cuctemamu npuBeeHo Ha pUCYHKe 4.

11.2 OcHoBHbIMU byHKUMAMU COUB kak TexHonorundeckomn cuctemsl CCOlM agnsiloTea:

- BHe[peHue U KOHTPOIb BbiNoNHeHUA TpeboBaHuin HopMaTUBHOMN NpaBoBol 6a3sbl B 06nactn obecneye-
Hua B CCOIT;

- co3gaHue yCrnoBui ANs peanusauuy npas rpaxaaH v o6LecTBeHHbIX 06 beAUHEHUI Ha AeATeNbHOCTb
8 cchepe MHPOPMaLMOHHOTO 0OMeHa;

- onpegeneHue 1 noagaepxaHue 6anaHca mexay noTpebHOCTLIO rpaXxkaaH, obLecTsa U rocyaapcTea B
cBoboaHoM o6mMeHe nHdopmauuein n HeobxoaUMbIMU OrpaHU4EHUSIMU Ha pacnpocTpaHeHue nHbopmauuu;

- oueHka coctosiHuss UB CCOIN, BbisiBNeHWe UCTOYHUKOB BHYTPEHHUX U BHELLHKX yrpo3 6esonacHocTu,
onpeaeneHue NPUOPUTETHLIX HaNpasneHUA NPeAoTBPALLEHUS, OTPaXKEHNA U HEUTPanNU3auun 3TUX yrpos.
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TexHonornyeckue
cuctembl CCOI1
Moacucrema
— Cuncrema curHanuaaumm | obecneuenns |et=—
713
Cucrema TaKToBOM Moncucrema
- ceTeBon obecrieyeHns  [t=—
CUHXPOHU3aLIUK ne
Moacucrema
— Cucrtema ynpaBrneHus obecrieyeHus =
(713
Cucrema Moncuctema
- aAMUHUCTPAaTUBHO- obecneyeHns |[t=—
6unnuHrosas Vb
Cucrema obecneueHus
— nHdopMaLMOHHOM
6GesonacHoOCTH

Pucynok 4 — B3aumocesisab COUB ¢ TexHonormyeckumm cuctemamm CCOINM

11.3 OgHoii u3 3aga4 COUB siBnsieTcs obecneyeHne 6€30MacHOCTU TEXHONMOIMYECKUX CUCTEM U, MPex-
[e BCero, cucteMbl ynpaBneHus ceTbio (ceTsimun) anekTpocssisu, ans yero COUB gomkHa:

- npegycMmaTpuBaTh HaAEXKHYIO 3aLUTY BCeX TUMOB UH(OKOMMYHMUKaLMOHHBIX PECYpCOoB CeTu (CeTel)
3MNEKTPOCBA3N;

- yuuTbIBaThb crneunduky HoBbiX UT 1 nHTerpaumio TexHonorui 6esonacHoctu mexay UT n ceTeBbiMK
anemMeHTamu;

- WUCNOSb30BaTb LieHTpann3oBaHHoe yrpasfieHne BceMn MexaHuamamu obecnedeHnst 6e3onacHoOCTU
(cpeacTBamu 3alUUThI) U3 eAUHOTO LIEeHTPa;

- obecneunBaTb B Mepamu, COOTBETCTBYIOLLUMMU CTENEHN BO3IMOXHOIO HaHeCEeHUA NOTeHUMarnbHOro
yuiepba B criyyae BH;

- ncnonb3oBaTb B cocTae COUB Tonbko cepTUMLMPOBaHHbIE MeXaH3Mbl 06ecneveHua 6esonacHoc-
TV (CpeacTBa 3alnThI).

11.4 Bsaumocssizn mexay COUB 1 gpyrummn TexHonorudecknmmn cuctemamum CCOIl, npuseaeHHbIe Ha
pucyHke 4, nogpasyMeBaloT HanuMumMe B KaxaoW TexHonorudeckon cucteme CCOIlN aneMeHTOB nogcuctem
obecneverus N6. OCHOBHBIMU (OYHKLUSIMU AaHHBIX NOACUCTEM OOMKHbI BbITh:

a) UCnonb3oBaHWe CUCTEM pacnpeieneHHOro MOHUTOPUHIa U aHanuaa obLiekaHansHoN curHanmaauum
Ne 7 B «cucTEME CUrHanM3aummy;

6) HedonyLeHWe HecaHKLMOHMPOBaHHOIo BMeLlaTenbCTBa B paboTy «CMCTEMbl TaKTOBOW CETEBOM CUH-
XPOHM3aLMNY;

B) obecneyeHne N30NMPOBaHHOCTA 1 3aLLULLEHHOCTM «CUCTEMBI YTIPaBeHUs» OT BHELLHUX CeTel CBA3U
W OCYLLIECTBINEHME KOHTPOMSA HaJ AeACTBUSIMMI B CETU (CETAX).

OcHoBHol Lenbto o6ecneverns VB B ycnoeusix BH Ha ceTeBble pecypcbl «CUCTEMBI YIpaBneHUs» SBns-
eTCs coXpaHeHue criegyoLnx oCHOBHLIX kKpuTtepues UB:

- KoHdungeHUMansHoCTb NHpopmaL M1 ynpasleHus,

- LeNIoCTHOCTb UHbopMaLLMK yNpaBreHust,

- OOCTYMHOCTb MHbOpMaLIMK yNpaBIeHuns,

- MOAOTYETHOCTb Y4aCTHUNKOB (CYOBEKTOB) YrpaBneHust;

r) BCUCTEME KaQMUHUCTPaTUBHO-OUNITMHIOBONY:

- obecneveHne GesonacHOCTU NepcoHanbHbIX AaHHbIX, cBeaeHWn 06 aboHeHTax 1 NpegocTaBnseMblX
UM ycryrax cBsiau,

- paspaboTka NonuMTUKN 6opbbbl C MOLLEHHNYECTBOM KakK CO CTOPOHbBI BHELLHWX 310YMBbILLSIEHHUKOB, TaK
1 CO CTOPOHbI COBCTBEHHOIO NepcoHana,

- pasBepTbiBaHWE Ha CeTU CBSA3N CUCTEMbI OBHapYXeHUsA MOLLEHHNYeCcTBa, HanpasieHHON Ha 3aluTy
[0X0A0B onepaTopa v MOHUTOPUHT He3annaHMpoBaHHbIX NOTepb,

- MOHWUTOPWHT OeSATENbHOCTU 1 COBbITUIA, CBSA3AHHBIX CO CYETaMU KIIMEHTOB W C onfaTaMy CHeTOB.
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12 [dokyMmeHTbI, perynupytowme obecrneyeHne MHpopMaLMOHHON
6e30nacHOCTM B opraHM3auunmn CBA3N

12.1 OokymeHTbl, perynupytolne obecnedveHne UB B opraHusaumm ceasu, npegctaensaot cobon obbe-
AVHEHHY0 LIeNneBoi HanpaBneHHOCTbIO YNOpPsSAOUEHHYI0 COBOKYMHOCTb TpeboBaHWA, npasun, npoueayp u
WHCTPYKLMA Ha ByMaKHBIX HOCUTEMSIX U B 3NIEKTPOHHOM BrAe, ONpeaensitoLLMX 1 orpaHnHnBaoLLMX (OYHKLMO-
HanbHOCTb OO BLEKTOB U AeATENbHOCTL CyGBEKTOB, NPUHMMaLLMX y4acTue B obecneveHun UB.

12.2 HacTosiwnin cTaHgapT He onpeaensieT KOHKPETHOro NepeyHst AOKYMeHTOB, paspabaTbiBaeMbIX B
opraHusaunm cesi3n. CocTaB 4OKYMEHTOB OrnpeaensieTca UCXoas U3 AeroBbIX Liener opraHMsaunm, UCrnorsbaye-
MbIX TEXHOMOTNIA U 060PYAOBaHNA, CTPYKTYPbI M 06bema NpefocTaBnsaeMblX yenyr cBasu. Hactoawumii ctaH-
AapT npeanaraeT TOMbKO LENeByto HanpaBneHHOCTb paspabaTbiBaeMbIX JOKYMEHTOB.

12.3 OokymeHTbl, perynupytowme VB B opraHusaumu ceasu, paspabatbiBaoTca ¢ y4eTOM MONoXKeHWUiA
obueobasaTtenbHbIX NpaBoBbix HOpM no VB (cm. 8.1.1 ) n no cBoeMy dbyHKLMOHaNBHOMY Ha3HavYeHWIo nogpas-
AensitoTcs Ha cneaytolmne OCHOBHbIE KIaccehbl:

- OpraHu3aLMOHHO-PacnopsaMTEeNbHbIE;

- HOpPMAaTUBHO-TEXHUYECKNE;

- MHOPMaLMOHHBIE.

Kaxabliii 3 NpMBeAeHHbIX KITAaCCOB JOKYMEHTOB, B 3aBUCUMOCTU OT XapakTepa 1 HanpaBneHHOCTU N3no-
KEeHUs MmaTepunanos, nogpasaensieTcs Ha pasnnyHble BUabl JOKYMEHTOB.

12.4 OP[ onpefgensatwoT 1 pernameHTUpyoT A4edTeNbHOCTb MO NIaHNPOBaHUIO W OCYLLECTBAEHUIO NPOo-
ueccoB obecneveHusi b B opraHnsaLmm cBssu.

Mo xapakTepy pernameHTNpyeMbIX BOMPOCoB (pelaeMelx 3agad) OP[ noapasaensioT Ha:

- opraHu3aLWOHHbIe AOKYMEHTHI;

- pacnopsiauTenbHble JOKYMEHTHI;

- OOKYMEHTbI MoATBepKAEHUS COOTBETCTBUSA.

12.4.1 OpraHusaunoHHble JOKYMEHThI ABNAOTCA OCHOBOMNONAralwmummn 4oKyMeHTamun B obnactu obec-
nevyenusa B, oHn npeacTaBnsaoT:

- AeTanusauuto NonoXeHUn n TpeboBaHUi NPaBoBbIX AOKYMEHTOB;

- CUCTeMmy B3rnsigoB M eAuHbIN nopsiaok obecneyenust Ub B opraHnsaumm ceasuy;

- byHKUMOHanNbHOCTbL cnyx6bl B 1 ee B3anMoCBA3b C ApYrMMU CTPYKTYPHBIMU NoApasaeneHusaMu opra-
HU3aLUnN CBA3N;

- JONroBpeMeHHbIe 3ajayu, npasBa, 0053aHHOCTUM U Mepbl OTBETCTBEHHOCTU B obnactu obecneve-
Huna UB.

K ocHOBHbIM, pekoMeHAyeMbIM, OpraHu3aLMoHHbIM AokymeHTam no UB oTHocaTes:

- nonutuka Wb (koHuenuus UB);

- nacnopt opraHusauuu ceasu no Ub;

- nnaH o6ecneyeHus b opraHusaumm cBssu;

- MONOXeHWUs;

- WHCTpYKLUN.

12.4.1.1 Monutuka UB siBnsieTcs 4ONroBpeMeHHbIM IOKYMEHTOM U NpeACcTaBnsieT A0KYMEHTUPOBaHHYIO
cUCTeMy B3MMSIAOB, onpeaensiiowmx Lenm u HanpaeneHnsl AeaTenbHocT cybbekToB B obnactu obecneye-
Hua UB.

[okyMeHT, npeacTaBnsoLwmMin nonutuky UB opraHnsaunm csasu, 40MkeH BKIovaTs B cebs obuue nono-
XEHUs1, COOTBETCTBYOLME TpeboBaHusAM, nanoxeHHsim B FOCT P UCO/M3K 17799.

12.4.1.2 Hapsigy ¢ normtukon VB B opraHusauum cBasn MoxeT 6biTb paspaboTaHa koHuenuusa UB.
B naHHom cniyyae B koHuenuuu UB nsnaratotcst BONPoChl, He Halealwne packpbiTus B nonutuke UB, n nep-
cnekTuBbl coBepLueHcTBoBaHUA COUB, Hanpumep, CBA3aHHbIE C BHEAPEHMUEM Ha CETSIX 3NIEeKTPOCBSA3U HOBbIX
TEeXHOIOTMI U paclUMpPeHns CnekTpa NpeaocTaBNseMbIX NOMb30BaTENAM YCIyTr CBA3M.

12.4.1.3 MacnopTt opraHusauuu cesau no UB paspabatbisaetca B cootBeTcTBUM ¢ FTOCT P 53109.

12.4.1.4 TnaH obecnevyeHns b opraHnsaunmn ceBs3n NnpeacTasnaeT exeroqHo hhopMupyemblii koopan-
HaLMOHHBI JOKYMEHT, onpeaensiowunin AeicTeus, Tpebyemble Ana peanusauum MeponpusaTuii no obecneve-
Huo UB B cooTBeTCTBUN C NonuTukoi b opraHnsaumm ceasu.

B nnaHe obecneveHus b opraHvMsauuMn cBA3WM AOMKHO NnaHMpoBaThcs oGecneyeHne BcexX CUCTEM,
HaxoOALLMXCSA Ha 3KCnnyaTtauum B opraHusauuu. MNpu Hanuyuum BbiaeneHHbIX CUCTEM UK CUCTEM, Tpebyrowwnx
NOBbILLIEHHOTO YPOBHA 6e3onacHOCTU BO3MOXHa pa3paboTka oTaenbHbIX NnaHoB obecnevernsa UB aona Takux
cucTeM.
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12.4.1.5 Kpome ocHosHoro nnaHa Ub B opraHusauum ceasu MoryT paspabaTtbiBaTbcs NNaHbl No peanu-
3aLMM KOHKPETHBIX MeponpusaTuin o6ecneveHuns UB.

Tpumepsi

1 Inax peazupoeaHust Ha UHYUGeHMbI 6e30MacHocCMU.

2 [1naH delicmeuti e HC.

3 InaHn u cxema obecneyeHusi oxXpaHbl Op2aHU3ayuu cesasu.

12.4.1.6 MonoxeHnss — OOKYMEHTbLI, coAepxXallune opraHu3auUoHHbIe YKasaHus Mo OCyLeCTBIIEHUIO
KOHKPETHbIX HanpaBneHui AeAaTenbLHOCTU No obecneyexuio UB.

Mpumepnbi
1 Monoxerue o cnyx6e UB.
2 Monoxerue o N4K no UB.

12.4.1.7 WNHCTPYKUMN — OOKYMEHThI, CoAepXallme ykazaHua 1 Npasuna, ycTaHasnusatoLme nopsack 1
cnoco6 BbINONHEHUS U OCYLLIECTBIEHNUS ONpeAeneHHbIX AEACTBUNA.

Tpumepsbl
1 Uncmpykyus no o6ecneyeHuUI0 aHMU8UPYCHOU 3aujumabl.
2 Uucmpykyust aOmunucmpamopy Ub.

12.4.2 PacnopsiguTenbHble AOKYMEHTbl — AOKYMEHTHI TeKyllero ynpaBneHusi, KoTopble U3gatTcsa BO
NCMONHEHNe NN B AOMNOMHEHWe K OpraHU3auMoHHBIM JOKYMEHTaM W YCTaHaBNMBAOT HanpaBreHus, MeToasbl
(cnocobbl, Npuembl) opraHnsaummn pabot no obecneveHuio VB B 3aBUCUMOCTU OT BO3HUKAIOLLMX KOHKPETHBIX
3ajad ynpasneHusi U USMeHsIHoLLUXCS YCIIOBU OKpYXKatoLLe cpeapbi.

OCHOBHBIMW B1Aamu pacrnopsanTesnbHbIX Ao0KYMeHTOB No VB aBnaloTcA Npukasbl, MporpamMmmel, nepeyvHi,
peLUeHuns, pacropsikeHUs!, ykaszaHus.

12.4.3 KpgokymeHTam, NoaTBepXaaroLwmm cOOTBETCTBUE NpoayKumn, paboT nycnyr Bobnactub, oTHo-
caTcs:

a) OOKYMEHTbI BbILIECTOSILLMX PEryfiMpyoLnX OpraHos:

1) nuueHsnM Ha NpaBo NpoeeaeHUst paboT co CBEAEHUAMU, COCTaBMSIIOLLMMA FOCYAAPCTBEHHYIO
TanHy;
2) NULEH3MU Ha NPaBo OCYLLECTBNEHNs paboT B 06racTi TEXHUYECKOM 3alLnThbl MHOpMaUnK;
3) nuueH3MM Ha NpaBo ocyllecTBneHus paboT B obnactn kpuntorpaduieckon 3awmntbl MHGOpP-
maumu;
4) cepTudunkaTtbl cCOOTBETCTBUSA cpeacTs 3U;
6) BHYTPEHHME AOKYMEHThI OpraHMsaLnm cBA3su.

lMpumep — AKm Kamezopupog8aHusl cemu 3JIeKMpocesiau no mpeboesarnusim Ub.

12.5 HJ yctaHaBnueatoT eguHble TpeboBaHus, HOpMbI U Npasuna obecneyeHus b, 0b6sa3atensHble 4nNa
NCMONHeHNa B Npegenax ycTaHoBNEHHOW Npy nx BBeAeHUN cchepbl AeCTBUS U 06riacTu pacnpocTpaHeHUs.

12.6 OcHoBHbIMM BUaaMn HL aenawoTea:

- OOKYMeHThbl cucTeMbl cTaHgapTusaunm Poccuinckon deanepavuu;

- PO ®OUB, ynonHoMo4eHHOro B 061acT TEXHUYECKOW 3alunTbl MHcbopmaLumu;

- MEeTOAMKWN, MeToaNYECKNE YKaszaHUsl, HOPMbI U 4p. AOKYMEHTbI, pazpaboTaHHbie POUB, ynornHomMoveH-
HbIMW B 06nacTsx ceasu, obecneveHns 6€30NacHOCTU U TEXHUYECKOW 3aLUnTbl MHcbopmaLmu;

- [OOKYMEHTbI OpraHun3aLmMmn cBasn, passusatoLLme TpeboBaHUS BhILLECTOSALLNX PEryJIMpPYOLLMX OPraHoB U
nonoxeHusi BHyTpeHHux OP[] opraHnsaumm ceasu.

12.7 K ocHOBHEIM, paspabaTbiBaemMbiM B opraHusauum ceasvu HL, oTHocATcs:

- CTan4apTbl OpraHn3aLmmn cBasu;

- Moaenb yrpo3s un Hapywmntens Vb ceTu anekTpocsssu;

- pyKOBOACTBAa, NpoLeaypbl, MOPSAKY, NpaBuria, pekoMeHaaumn, nepeyvyHu.

12.8 NHpopmaLunoHHble JOKYMEHThI crnykaT Ansl UHbopMaLnoHHOMW NoaAepKKU peLleHust NpoLeccoB
obecneyverus 1 ocyllecTsneHus UB.

Mo popme npeacTaBneHust HMOPMALIMOHHBIE OKYMEHTHLI MOTYT ObITb CrieyHoLLIMX BUAOB:

- CMpaBOoYHbie JOKYMEHTHI (CnpaBoyHble Nocobus, UCXoAHbIE AaHHbIE A1 aHanM3a akTUBOB OpraHu3a-
LU CBA3U, YIPpo3, YA3BUMOCTENA U Ap.);

- OTYeTHas Hay4yHO-TeXHU4eckas JOKYMeHTauus;

- Hay4yHas u yyebHas nuTeparTypa;

- OOKyMeHTbl AenonponussoacTsa (akTbl, 6raHku, 6a3sbl AaHHBIX, OHECEHWS, XKypHarbl y4eTa u ap.).
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12.9 HI 1 vHdbopMaLunoHHble AOKYMEHTHI, paspabaTbiBaeMble B OpraHuM3aUnu CBsI3W, AOMMKHbI OblTb
cornacoBaHbl C pyKOBOAUTENAMU 3avHTEepecoBaHHbIX NnodpasaernieHud opraHvsaumyd CBA3W U yTBepXae-
Hbl/NognucaHbl pykosogutenem cnyxobl B opraHusaumm ceasu.

12.10 [OokymeHTaums no obecnevermo b B opraHusalmMmn CBa3nU A0MKHA NepUoaNYEcKN nepecmaTpu-
BaTbCsA M OBHOBNSATLCA MO pesynbTaTaM OLEeHKU PUCKOB, BHELWHEro U BHYTpeHHero ayauTa UMb, a Taikoke B CBSI3u
C U3MeHeHUAMN JenoBbIX Lenei N BHeaApeHUA HOBbIX TEXHOMNOMIA U YCIyT CBS3N.

13 Cnyx6a nHdopmMaunmoHHON 6e30NacHOCTH

13.1 CosgaHue COUB ceTn (ceTeln) 3neKTpOCBA3M AOMKHO NpegycMaTpuBaTh (bopMupoBaHue B opra-
HW3aLMM CBSI3N OPraHn3aLMOHHO-LUTATHOM CTPYKTYpLI (Cnyx6a, oTaen, noapasaeneHue, agMuHnctpatop UB),
Aanee — cnyx6a UB opraHnsaunm ceasu, ocywecTBNAOLWEeNn HeNnocpeACTBEHHOE BhINONTHEHWUE MEPONPUATUIA
n gerictuii no obecnevernto B cetn anektTpoceasu. MepeyeHb OCHOBHLIX BLINOHAEMbIX cryx6oii B mepon-
pPUSATUA NpuBeaeH B nogapasaene 8.4 FOCT P 52448.

13.2 OpraHusaunoHHo-NpaBoBon cTaTyc cnyx6ul UB onpeaensieTcs:

- AOCTaTOYHON YMcneHHOCTbIo cnyx6bl B Ans BeINONHeHUs Bcex hyHKUUIA, onpeaensieMblX HacTos-
LWMM CTaHaapToM;

- MoA4YnHeHHOCTbo cnyx6bl B nuuy, HecyllemMy nepcoHarnbHy 0TBETCTBEHHOCTL 3a obecneveHue UB
B OpraHunsaLumn cBsasu;

- OTCYTCTBMEM Yy nepcoHana cnyx06bl apyrux o6sa3aHHOCTEN, He CBA3aHHbIX ¢ obecneyeHuem LB cetn
CBA3W;

- npodeccrnoHanbHoN NoAroToBKoM CoTpyaAHUKOB cnyx6el Ub B obnactu Ub, nogTBepxaeHHOW Aunno-
Mamu 1 cepTudmkaTamu;

- MpaBoM AOCTyna coTpyaHMKOB cnyx6bl VB Bo BCe NnomeLLeHus], rae yCTaHOBNEHbl CPeACcTBa CBA3N U
NHOPMaLIMOHHBIE CUCTEMBI OpraHu3aLni U NPaBoM MpekpalleHus obpaboTkn uHdopmaum Npu Hanu4uu
HenocpeacTBEHHOM yrpo3abl AN o6pabaTtbiBaemMoi nHdopmaumu;

- npegocTaBneHneM npasa pykooauTento cnyx6ul B 3anpellaTtb BKIOYEHNE B YNCNO A€ UCTBYOLNX
HOBbIX 3/1EMEHTOB CPeACTB CBA3M, ECNN OHU HE OTBeYatoT Tpeb6oBaHuaAM UB, 4To MOXET NPUBECTU K CEPbe3HbIM
nocrneacTeusiM B criydae peanunsauum yrpos UIb;

- obecneyeHnem ycrnosuin 4ns dyHKLUMOHNPpoBaHKs cnyxbel B, HeobxoanMbIX Ans BbIMONHEHNUS CBOUX
hyHKLMA.

13.3 [ns pelleHus 3agad, BO3NOXeHHbIX Ha cryx0y VB, ee coTpyaAHUKN AOMKHBI UMETb crieaytoLume
npaea:

- onpegensTb HeobxoaMMOoCTb 1 pa3pabaTbiBaTbh AOKYMEHTbI, Kacatolmecs BONPOCcoB obecneveHus
WB, BKNtoYas 4OKYMEHTHI, perfiaMeHTUpyoLne AeATeNbHOCTb COTPYAHWUKOB APYIMX NogpasaeneHunin opraHu-
3auun;

- nonyvaTtb UHOPMaLMIo OT COTPYAHUKOB APYruX noAapasgeneHuin opraHmsalum no Bonpocam npume-
HEeHWs 1 aKcnyaTauum cpeacTB CBA3N U MHAOPMAaLIMOHHBIX CUCTEM;

- KOHTpONMpoBaTb AEATENbHOCTL COTPYAHWKOB APYruxX nogpasgerneHnidi opraHnsaumMm no Bornpocam
obecneveHus MB.

13.4 CrpykTypHo cnyx6a Vb moxeT umeTb crieaytowmin cocTas:

- HavanbHWUK cryx6bl B;

- noapasaeneHue passutusa COUB (peanuayeT npouecchl ynpasrieHusi puckamu 1 yrnpasneHie nameHe-
HUAMUW, BHeapeHust cpeacTs obecneveHusi B, yyacTByeT B npoLiecce ynpasneHne HuMaeHTamm);

- noppasaeneHue akcnnyarauum (peanunayeT NpoLecc akennyartauum cpeacTs obecneveHns B, ynpas-
neHve UHUMAGHTaMW, y4acTByeT B npoLecce ynpaseHnst UsSMeHeHUAMN);

- nodpasgeneHune ayanta (peanusyet NpoLecc BHYTPEHHero ayavTa, y4acTByeT B npoLiecce yrnpasne-
HUSA USMEHEHUAMU).

13.5 B coctae nogpasgeneHui cnyx6sl B gomkHbl BXOOUTb:

a) cneuuanuctbl, cnocobHble aAMUHUCTPUPOBAT:

1) cpeactea sawmTbl oT HC[] (BbIGOp, ycTaHOBKA, HACTpoOWKka, COMPOBOXAEHWE, CHATUE CPEACTB
3alnTLI, NPOCMOTP XXYPHaroB perucTpauum cobbITUiA, onepaTUBHbIN KOHTPOb 3a paboToi Nonb3oBaTenen
pearvmpoBaHue Ha cobbiTus HCO v ap.),
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2) CK3U (BbiGop, y4eT, Bbigaya, ycTaHoBKa, HacTpolika, conposoxaeHune, cHaTue CK3WU, reHepalins
1 pacnpegerneHue knovein, obyyeHne nonb3oBaTenei npasuiam NpUMeHeHus n ap.),
3) cpeacrtBa ceTeBol 6e3onacHocTy U 6a3bl AaHHBIX;
6) aHanuTuku, cnocobHble y4acTBOBaTb:
1) BHaNMCaHWU 1 3KCMePTU3E TEXHUHECKON JOKYMEHTaLMN Ha ceTu CBA3W (pa3gen CUCTEMHOrO Npo-
ekTa ceTu cea3u no UB),
2) B paspaboTke TexHU4eckux TpeboBaHuUiA Mo Bonpocam obecnevexuns VB,
3) B BBIGOPE MeTOAOB U cpeacTB obecneveHuns UB (cpedcTB 3alimThl),
4) B UCMbITAHUAX HOBbIX NPUKNagHBIX NPOrpaMM C Liefbio NPOBEPKM BbINONHeHUs TpeboBaHuiA no
obecnevenunto Ub n ap.;
B) creuvanncTbl B 06nacTu salluLLeHHbIX ceTel cBA3n 1 6e30nacHOCTU 3NeKTPoHHbIX ATC v ap.
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Bu6nuorpadusn

[11 PepepanbHbIvi 3akoH Poccuiickon Pegepaunm Ne 2446-1 o1 5.03.92 «O 6e3onacHoOCTM»
[2] depepanbHbIv 3akoH Poccuiickon ®egepaumm Ne 126-03 o1 7.07.2003 «O cBsian»
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