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TOCYJAPCTBEHHBIN CTAHJAPT POCCHUMCKOMN ®PEJEPAIIUN

3amura nadgopmanun
HUCIIBITAHUS ITPOI'PAMMHBIX CPEJICTB HA HAJIMYUE KOMIIBIOTEPHBIX BUPYCOB
Tunopoe pyKoBOICTBO

Information security. Software testing for the existence of computer viruses. The sample manual

Jlara sBenenns 1999—07—01
1 OBJIACTS IITPUMEHEHUA

1.1 Hacroammmii craHmapT pacIpocTpaHsAeTcd Ha uclbTaHusa IporpaMMmHbix cpencts (ITC) m ux
KOMIIOHEHTOB, LIeJIM KOTOPBIX — O0OHapyxXuTh B 3TuX IIC M ycTpaHuTh M3 HUX KOMITBIOTEPHBIE BUPYCHI
(KB) cwiaMu CITELMANBHBIX TIPERNpUATUIl (ITOApa3JelIeHNi), U YCTAaHABIMBAET OOIMe TPeOOBaHMA K
OpTraHM3allMy U IIPOBEICHUIO TAKUX MCITHITAHMIA.

1.2 TpeGoBaHust, yCTAHOBIEHHBIE HACTOSIIM CTAHAAPTOM, HAIIPABIIEHHI HA 00ECIIEYEHIE CIIEIAATBHOM
obpaborku I1IC B nessix BeBIeHUA KB, a Takke Ha yCTpaHEHME TIOCHEACTBUI, BBI3BAHHBIX BO3MOXHBIMU
BosmeiicTBusIMY KB Ha onepalliOHHBIE CUCTEMBI, CHCTEMHBIE M TIOJIb30BaTeIILCKIe (PAIiIbI ¢ TIporpaMMaMu 1
JIAHHBIMU, HAaYaJIbHBIE CEKTOPHI MATHUTHBIX AMCKOB, TAOMUIHl pasMerieHus GailloB U Jp.

1.3 HacTosmnmit cTaHmapT ycTaHABIMBAET TUIIOBBIE TPEOOBAHMS, IIPEXbABIIAEMBIE K UcibITanusM [1C
Ha Hamruue KB, B ToM uucie:

- K COCTaBY MEPOIPUATHUI IT0 TIOATOTOBKE M IIPOBEACHUIO UCIILITAHMIA;

- K COCTaBy, CTPYKTYpe 1 Ha3HAYEHWIO OCHOBHBIX YacTeil IIpOrpaMMHO-aIlIapaTHOTO CTEHIa, 0bec-
TIEYMBAIOIIETO IIPOBENCHUE UCIIBITAHUI;

- K BBIOOPY U MCIIOIB30BAHUIO METONOB ITPOBENECHUS MCIIBITAHUIA;

- K TeCTOBBIM (aHTWBUPYCHBIM) IIporpaMMaM, OGHapyKMBaIOLIMM U YHHUYTOXaonmM KB;

- K COCTaBYy U COAEPKAHUIO TOKYMEHTAIIMY, (PUKCHPYIOIIEH IOPSIOK IIPOBEACHNA UCIIBITAHUM 1 UX
pe3yAbTaTHL.

1.4 Hacrosgmuii ctTaHgapT IIpeIHasHaueH Ul IPUMEHEHUS B UCIBITATEIBHBIX J1abopaTopusx, Mpo-
BOmAIINX cepTuUKaTUoHHbIe McnbITanyua 11C Ha BEIIOIHEHNE TPeOOBAHMIA 3aIUTH NHGOPMALINH.

2 HOPMATHUBHBIE CCBLUIKHA

B HacTosIIleM CTaHAapTe MUCIIONB30BAHA CCHUIKA Ha CIEAYIONWIA CTAHAAPT:
T'OCT 19.301—79 EamHas cucteMa IporpaMMHOM JoKyMmMeHTarmu. ITporpaMmMa M MeTOIMKA MCIIbI-
Tanuii. TpeGoBaHUA K comepskKaHUIO ¥ O(hOPMIICHUIO

3 OIIPEAEJNEHUA U COKPAIIEHHA

B HacroseM craHIapTe MPUMEHEHBI CIISAYIOIINe TEPMUHBI C COOTBETCTBYIOIIMMU OIIPEIeICHUAMM:

3aumuTa MPOrpaMMHLIX CPeICTB — OPTraHW3ALVIOHHBIE, TIPABOBBIE, TEXHUIECKNE W TEXHOJIOTUIECKIE
MEpEI, HAIIPaBJIEHHBIE HAa IIPEAOTBPALEHIE BO3MOXHBIX HECAHKIIMOHUPOBAHHBIX JEMCTBUII 110 OTHOIICHUIO
K IIPOTPAMMHBIM CPEICTBAM U YCTPaAaHEHME TOCIEACTBUU 3TUX JEUCTBUIA.

Cepmudukanua — IefiCTBUS TPEThEH CTOPOHBI, IIEb KOTOPBHIX — ITOATBEPIUTD (C TIOMOIIBIO CEPTH-
duxara cooTBETCTBUA) TO, YTO M3AETME (B TOM YHCIIE IIPOrPAMMHOE CPEACTBO) WIM YCIIYTa COOTBETCTBYET
OIIPENEeJIEHHBIM CTAaHIAPTaM WM APYTMM HOPMATUBHBIM JOKYMEHTAM.

IIpodunakTHKa — cUCTeMaTUYECKNE NEMCTBUS IKCIUIyaTAIIMOHHOIO IIEPCOHANIA, IIEIb KOTOPHIX —
BBISIBUTD U YCTPAHUTH HeOMAronpUsITHBIE U3MEHEHHWS B CBOMCTBAX M XapaKTEPHCTHKAX WCIIOIb3YeMBIX
TPOTPaAMMHBIX CPEACTB, B YACTHOCTH IIPOBEPUTH SKCILTyaTUPYyeMbIe, XpaHUMBIE U (VJT) BHOBB ITOJIy9eHHBIC
NIpOrpaMMHEBIE CPEACTBA HA HAJINYME KOMITBIOTEPHBIX BUPYCOB.

HU3nanue odpuupaibaoe
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PeBuzua — mpoBepKa BHOBB ITOIYYEHHBIX ITPOIrPAMM CITELIMATLHBIMU CPEACTBAMU, IIPOBOAUMAS ITyTEM
1X 3aIlycKa B KOHTPOIUPYEMOH cpeze.

HecanknuoHNPOBAHHKBIN A0CTYN K MPOrPAMMHBIM CPeICTBAM — IJOCTYII K IIporpaMMaM, 3aIliCaHHBIM
B mamMaTi DBM 1wIn Ha MalllMHHOM HOCHTEIE, a TaKKe OTPasKeHHBIM B JOKYMEHTALIMM Ha 3TU IIPOTPaMMEI,
OCYILECTBIIEHHBIN ¢ HAPYIIEHUEM YCTAHOBIIEHHBIX IIPABIIIL.

BakumunaupoBaaue — o6padoTtka (dailyio, AMCKOB, KaTajJOTOB, IIPOBOAMMAS C IIPUMEHEHUEM CIIELM-
ATHHBIX IIPOTPaMM, CO3IAIONIMX YCIIOBUS, ITOMOGHBIE TeM, KOTOPEIE CO3TAIOTCS OIPEIeTeHHBIM KOMIIBIO-
TEPHBIM BUPYCOM, U 3aTPYAHSIONIMX IIOBTOPHOE €I0 IIOSIBIEHUE.

KomnbioTepHElii BUpYC — IIporpamMMa, CIIocoGHAasA CO3IaBaTh CBOM KOIMMHK (HE00A3aTeIbHO COBIIAAAIO0-
1IME ¢ OPUTMHAJIOM) U BHEAPATH UX B (haliyibl, CUCTEMHBIE 00JIaCTH KOMIIBIOTEDA, KOMIIBIOTEPHBIX CETEN,
a TakKe OCYIIEeCTBIATh WHBIE JEeCTPYKTUBHBIE AeMCTBUA. IIpM 3TOM KOIMU COXPAHSIOT CIIOCOOHOCTD
JMAJIBHENIIETO PaCIIpOCTpaHeHNsI. KOMITBIOTepHBIN BUPYC OTHOCHUTCS K BPEAOHOCHBIM IIPpOrpaMMaM.

B HacrosmmeM cTaHmapTe IPUHATHI CISAYIONINE COKPAIEHUS:

IIC — nporpamMMHbIe CpeACTBa.

- KB — KOMIIBIOTEPHBIE BUPYCHI.

II®BM — nepcoHalbHas 3JIEKTPOHHO-BLIYUCIUTEIBHASA MallliHA (I1I€PCOHAIBHBIM KOMIIBIOTED).
- BBM — 5J1eKTPOHHO-BBIUNCIIUTEIbHAS MallIHA.

4 TIOPAOK ITPOBEJEHUS UCITBITAHU ITPOTPAMMHBIX CPE/JICTB
HA HAJIMMUE KOMITBIOTEPHBIX BUPYCOB

4.1 Ucnprranus [1C Ha Hammume KB ciieqyeT poBOoaUTh Ha CITEIIMAIEHO 000pyIOBAHHOM IIPOTpaMM-
HO-aIllIapaTHOM HCIIBITATeIGHOM CTEHIE, B COCTaBe KOTOPOTO MOJDKHEI OBITH HEOOXOMMMBIE TEXHUUECKUE
¥ IIpOrpaMMHBIE CPEJCTBA, B TOM YHCJIE aHTUBUPYCHEIE IIPOTPAMMEL.

4.2 TlpemmpusTue [nompasaeieHue (lajee — opraHusanus)|, mposoasiiee mpoBepKy I1C Ha Hamamne
KB, mommkHO mommepXuBaTh UCIIBITATEILHBIN CTEHO B paGOTOCIIOCOGHOM COCTOAHMM M HE OITyCKaTh
npoHukHoBeHUS KB B 1mporpamMMbl ¥ TaHHBIE 10 Havajla IIPOBEAEHUS NCITBITAHUIA.

4.3 Opranuzauus, rpoogsias rnposepky I1C Ha Hammure KB, noimkHa onpegenuts U 3aduKcupo-
BaTh B IIPOTPaMMe UCITBITAHUI IeNThb U 06BeM UCITHITAHMI, a TAKXKE CBOM 06A3aTeIbCTBA, KACAIONMECT MEp
3ammThl IIpoBepsieMbix [1C ot ux 3apaxenus KB ¢ yaerom tpeboBanuit 'OCT 19.301.

4.4 Mepsl 1o 3auute npoepseMbix 1C ot 3apaxenuss KB MoryT BKiouars B ceo:

- pa3paboTKy U BBLIIOJIHEHUE KOMIUIEKCA MEPOIIPUATHIA 110 IIPOMWIAKTHAKE, PEBU3UHA U BAKUMHHUPO-
BaHUIO HCTIOIb3yeMbIx 11C;

- TOATOTOBKY MOJLKHOCTHBIX JIULI, OTBEYAIOLIMX 3a MpoBeAeHUe ucibrranuii I1C;

- pa3paboTKy U BHIGOP CIIOCOGOB IMPUMEHEHUS IIPOTPAMMHO-TEXHUYECKUX CPEACTB WISl OOHAPYXKEHUS
KB B IIC;

- B3aMMOACICTBME OpraHM3aIMii, 3aKa3bIBAIOIIMX U NMPOBOAAIUMX ucrbITanuda I1C;

- KOHTpOJIb 3a MpoBeaeHreM uctbitanuii I1C;

- OLEHKY 3¢hdeKTUBHOCTH IIPUMEHAEMBIX aHTUBUPYCHBIX CPEICTB;

- COBEpLIEHCTBOBaHME cucTeMbl MepompusaTuit mo 3amutre IIC or KB Ha ocHOBE COBPEMEHHBIX
JIocTvDKeHUi nHGOPMaLMOHHOM TEXHOJIOTUY;

- YCTaHOBJIEHNE AAMUHUCTPATHBHON OTBETCTBEHHOCTH JAO/DKHOCTHBIX JIMIT 34 BEITOJTHEHHE TpeGoBa-
Huit 3amuThl [1C ot KB;

- Ha3HAYeHHE OTBETCTBEHHBIX JODKHOCTHBIX JIUI] 1 OINpeAeieHHe MX MOJTHOMOYMI, OTHOCAIIUXCSI K
OopraHu3alrM U MpoBeAcHNI0 MeporpuaTii o 3amure I1C or KB.

4.5 Opranusauus, BeinonHsomasn nmpopepkKy I1C va nanmmuue KB, moimkHa o6ecieunTs BECh IIPOIIECC
NPOBEPKN HEOOXOAUMBIMU BBEIYUCIUTEILHBIMU TEXHUYECKUMM Y IIPOTPAMMHEBIMU CPEICTBAMHU, a TAKXKE
HA3HAYUTh CIIELMATBHO OOGYYEHHBIX COTPYAHUKOB WIS IIPOBEACHUSA VCITHITAHMIA.

4.6 OpraHu3zauus, BeinoHsmomnas nposepKy I1C Ha Hammaue KB, mojoKHa Ha3HAYUTH TOCTOSAHHOTO
IIPEACTABUTEINS, KOTOPBI IOJydaeT OollpelesieHHbIE ITOTHOMOYHS M HeceT IMOCTOAHHYIO OTBETCTBEHHOCTD
33 BBIITOJIHEHME TpeGOBaHUI1, YCTAHOBIEHHBIX HACTOSAIIMM CTAHIAPTOM.

4.7 B cocTaB TEXHUYECKHX CPENCTB UCIBITATEIEHOTO CTEHIA JODKHBI BXOIUTD:

- cosMectuMmbie IIDBM;

- HEOOXOOVMBIE 3JIEMEHTHI TEJIEKOMMYHUKALIMOHHBIX CETEH;

- KaHAJIbI CBA3MU.

4.8 KoHkpeTHBIIT HA0Op TEXHMIECKUX KOMIIOHEHTOB UCILITATEIFHOTO CTEHAA AODKEH OBITh TAKWM,
YTOOBI OBUIM OOECIIEYEHBI YCIIOBMS BOCIIPOU3BEAEHUS BCEX HEOOXOAMMBIX BHEUIHUX Bo3aeicTBuit Ha I1C
B IIpolLiecce IIPOBEAEHUA UCITBITAHUIA.
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Ilepen HaYaIOM MCIIBITAHUIA COCTAB TEXHUYECKMX CPEICTB, UCIIONB3YEMBIX IS IIPOBEAEHUS IPOBEPOK
T1C Ha Hayrame KB, gojokeH OBITh COTTIaCOBaH ¢ OpraHW3alMel, 3aKa3pBAIONIei 5TH mpoBepku. [1pu sTom
COIJIACOBAHME JTOJDKHO OBITH 0(OPMIIEHO COOTBETCTBYIOIIMM aKTOM.

4.9 Hapsay ¢ KOMIIOHEHTaMM, YKa3aHHBIMU B 4.7, B COCTaB MCILITATEIbBHOIO CTEHIA MOTYT BXOAUTH
COOTBETCTBYIOIIINE aIllIaApaTHBIC aHTUBUPYCHBIE CpeAcTBa. K HIM OTHOCATCA:

- KOMIIBIOTEPHI CIIETAIIBHOM KOHCTPYKIINM, GIarofapsi KOTOPOM HECAHKIIMOHMPOBAHHBII JOCTYII K
JAHHBIM 1 3apaxeHue ¢aiutoB KB MoryT GBITH CYIECTBEHHO 3aTPYAHECHEL,

- CHEeIMAalIbHBIE IUIATHI, MOAK/IIOYAaeMble K OMHOMY M3 pasbeMoB IIDBM u BBITOIHAIOLIME T€ MM
WHBIE (PYHKIIMH 3aIUTH THGOPMALIN;

- BJIEKTPOHHBIE KIIIOUM 3aIUThl MH(MOpMAIIUM, IJIABHBIM JOCTOMHCTBOM KOTODPBIX SBISETCS MX
MHOTO(YHKIIMOHAILHOCTb.

4.10 CoctaB M (YHKIIMOHAJIBHOE Ha3HAYe€HUE IIPOIPAMMHbBIX CPEICTB MCIIBITATEJILHOTO CTEHHA
OIIPEHETSAIOTCA CUCTEMOM 3aIUTHI, IIPUMEHIEMOI1 Ipu IpoBeaeHnK ucibitanuii I1C Ha Hanuuyne KB.

4.11 TIporpaMMHBIE CPEICTBA, BXOAAIINE B COCTAB UCIIBITATEILHOTO CTEH/IA, JIOJDKHBI 0G€CIIeYnBaTh:

- PETYJISIPHOE BEIEHME apXUBOB U3MEHEHHBIX (haiiyioB;

- KOHTPOJIbHYIO IIPOBEPKY COOTBETCTBUS JIMHBI M 3HAYCHUA KOHTPOJIBHBIX CYMM, YKAa3bIBA€MBIX B
cepTu(duKaTe M IMOJIYICHHBIX IIPOrpaMMax;

- CHCTEMATHYECKOe OOHYJICHUE TMEPBBIX TpeX 0aliTOB CEKTOpa HAYAJIBHOM 3arpy3Ky Ha ITOJTYYEHHBIX
HECUCTEMHBIX JTUCKETAX;

- JIpyrye BUABI KOHTPOJISA LIEIOCTHOCTU IIPOrpaMM Ilepel CIUTHIBAHUEM C JUCKETHI,

- TIPOBEPKY IIPOTPaMM HA HaJIW4MeE U3BECTHHIX BUIOB KB;

- OOHApYXEHHUE IIOIBITOK HECAHKIIMOHMPOBAHHOTO MOCTYIIA K MCIBITATEILHBIM (MHCTPYMEHTAIb-
HbIM) ¥ (WJIM) UCIIBITYEMBIM IIpOrpaMMaM U JAHHBIM;

- BakKIIMHUpOBaHUE (hailyIoB, TUCKOB, KaTaJOTOB ¢ UCIOJb30BAHUEM PE3MIECHTHBIX IIPOrpaMM-BaK-
IIMH, CO3JANIMX IIpY (PYHKIIMOHMPOBAHUM YCJIOBUA s o6HapyxXeHusas KB maHHOro Bujaa;

- aBTOKOHTPOIIb LEJTOCTHOCTH MPOTrpaMM IIeped UX 3aIyCKOM;

- ypnasieHue obHapyXeHHoro KB M3 3apaXeHHBIX NpOTpaMM MIM JAHHBIX M BOCCTAHOBJIEHME MX
TIIepPBOHAYATIEHOTO COCTOSHM.

4.12 CocrtaB IpOrpaMMHBIX CPEICTB, MCIIOIbB3YEMBIX IIPM IPOBEIECHUM WCIBITAHWIA IO MPOCEOE
3aKa34ynKa, HOJDKE€H ObITh JOKYMEHTAJIIBHO 0()OPMIIEH B COOTBETCTBUM C TPEOOBAHMSIMM 3aKA3YMKA.

4.13 Cpoxu 1poBeAeHUA UCIIBITAHUI JOJKHBI OBITh YCTAHOBJIEHBI B IIPOrpaMMe M METOIUKE HCIIbI-
TaHUI II0 JOTOBOPEHHOCTU MEXIY 3aKa34MKOM M OpraHu3alueil, IIpOBOMAIIEH NCITBITAHS.

4.14 TIpoepsemble IIC mOIKHBI OBITH TepefaHbl I WUCIIBITAHWIT HAa MATrHUTHBIX HOCUTENIIX
(mucKeTax) BMECTe ¢ JOKYMEHTAIIUEH.

4.15 CocraB pabot 1o ImoaroToBke 1 nposeaeHmio ncibiranmii I1C Ha Hanuyne KB B 0611eM cirydae
CIIEIYIOILIMI:

- O3HAKOMJIEHUE ¢ JoKyMmeHTaumei Ha I11C;

- BBIOODP MeTonmoB NpoBepku I1C Ha Hammune KB;

- OIpedesreHre KOHGUTYpaIln IPOrpaMMHBIX U alllapaTHBIX CPEACTB UCIBITATEIbHOTO CTEHIIA,

- IIOATOTOBKA IIPOrpaMMHO-AIIIIapaTHOIO UCIIHITATEIGHOTO CTEHIA K ITPOBEACHUIO MCTIBITAHMIA,

- OpraHM3alMsd U IIPOBedcHNe UCIILITAHNIA,

- odopmireHue poTokosa poBepku I1C u ero mepemaya B opraf 1o cepTu(GUKANM B COOTBETCTBUHI
¢ 6.2 HACTOAIIETO CTAHAAPTA;

- Iepemava 3aKa3uuKy IpoBepeHHBIX [1C Ha MarHUTHBIX HOCUTEIIX (IUCKETax);

- YCTaHOBJIEHME TIO COIVIACOBAHWIO C 3aKa3UMKOM IIPAaBWII (ITOPSIAKA) TAPaHTUMHOTO COIIPOBOXKICHUS
nposepeHHbx I1C.

4.16 Ilposepka IIC Ha Hammuyue KB B 061IEM Cilyyae BKIIIOYAET B CEOS:

- IOWCK BUPYCONOmOOHBIX (pparMeHTOB KoaoB 11C;

- MOIEIMPOBAHME CUTYAIINI, IIPEATIOIOXKUTEILHO CIIOCOOHBIX BRI3BATh akKTUBM3ario KB;

- aHajIMu3 ocobeHHOoCTel B3auMoneiicTBus KoMroHeHTOB I1C ¢ okpyXarolie oIepalliOHHOM CpeIoii;

- OTpaXeHHUe Pe3y/IbTaToOB IIPOBEPKM B COOTBETCTBYIOIIEH TOKYMEHTAIIMU.

5 METOJbI IPOBEJAEHWS UCITBITAHUI ITPOTPAMMHBIX CPEJICTB
HA HAJIMMUE KOMITIBIOTEPHBIX BUPYCOB

5.1 TIpu ucnorranusax I1C Ha Hammaue KB MCIIONb3y0T IBe OCHOBHBIE TPYIIIIEI METOOOB O0HApYXKe-
Hut KB ¥ 3a1uTsl IporpaMM OT HUX: IIPOTpaMMHBIE U aIlllapaTHO-IIPOTPaAMMHEIE.
K mporpaMMHBIM MeTOTAM OTHOCSTCH:
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- CKaHMPOBaHUE;

- obHapyXeHUe U3MEHEHUIT;

- BBPUCTUYECKMI aHAN3;

- DE3UIEHTHBIE «CTOPOXKAY;

- BakuuHupoBanue [1C.

ATIapaTHO-IIPOrpaMMHBIE METOIBI OCHOBAHBI HA PEAIM3ALIMY JII000T0 (JIF0OBIX) U3 YKA3aHHBIX BBILIE
TiporpaMMHBIX MeTOZOB 3aiuTsl [1C o1 KB ¢ IOMOIIBIO CIIEMMATIbHBIX TEXHUYECKUX YCTPOMCTB.

5.2 Tlpu BEIGOpe MeTONOB UcTbITaHUH U 3aiuTsl [IC ot KB ciiegyeT pyKOBOICTBOBATECS CBEACHUAMU
O CYIIHOCTH KaXHOro M3 HUX, IPUBEAEHHBIMU B 5.4—5.9, a TakKe JOIIOIHUTEIBHBIMU IIOSCHEHUSAMU 00
MX BO3MOXHOCTAX, JOCTOMHCTBAX U HEXOCTATKAX, IIPUBENEHHBIMU B IIPWIOXKEHUU A.

5.3 B KOHKpPETHBIX UCIIBITAHUSIX MOTYT OBITh UCITOJIB30BAHBI CIIOCOOBI U cpemcTBa obHapyxXeHus KB,
peaM3yoNIre OOUH U3 METOHO0B, YKA3aHHBIX B 5.1, Wi UX KOMOUHALINY.

5.4 MeTon CKaHMPOBAHUSA 3aKIIOYAETCA B TOM, UTO CIIELIMAJIbHAS AaHTUBUPYCHAS IIporpamMma, Ha3bl-
BaeMas CKaHEpPOM, ITOCIENOBATEIIbHO IIPOCMATPUBAET IIPOBEPIeMble (Dailyibl B ITIOMCKE TaK HA3BIBAEMBIX
«curHaTyp» u3BecTHRIX KB. Tlpu sTOM ITom CUTrHATYpOl MOHUMAIOT YHUKAJIBHYIO I1OCIENOBATEIbHOCTD
6aiiToB, MPUHALIEXKAIIYI0O KOHKPETHOMY M3BecTHOMY KB 1 He BCTpevarolyocs B APYrUX IpOorpaMMax.

5.5 Meron o6HApyKeHUA U3MEHEHUI 3aKIIIOYAETCS B TOM, YTO aHTUBUPYCHAS IIporpamma IIpeiBa-
PUTETHHO 3aIIOMUHAET XapaKTEPUCTUKHU BCeX 00sacTell JUCKa, KOTOPBIE MOTYT IIOABEPTATHCS HAIANEHUIO
KB, a 3atem nepuogmdecku 1poBEPIET UX. ECIM U3MEHEHME 3TUX XapaKTEPUCTUK OylneT 0OHAPYXKEHO, TO
Takas IIporpaMMa COOOIIUT I10JIb30BATENI0, UTO, BO3MOXHO, B KoMITbioTep nonan KB.

AHTUBUPYCHBIE IIPOIPAMMBI, OCHOBAHHBIE Ha OOHApYXE€HMM M3MEHEHUII IPOrPAMMHOI CPEIbI,
HAa3bIBAIOTCS PEBU3OPAMU.

5.6 MeToa 3BPUCTHYECKOTO AHAIN3A PEAM3YeTCA ¢ ITOMOIIBIO AHTUBUPYCHBIX IIPOrPAMM, KOTOPHIE
TIPOBEPSIOT OCTAIBHBIE IIPOIPAMMEL U 3aIPY30UHBIE CEKTOPBI JUCKOB M JUCKET, IBITAsICh OOHAPYXUTh B HUX
xom, xapaktepHbrit msg KB. Tax, Hanpumep, 9BpUCTUYECKUIT aHAIU3ATOP MOXET OOHAPYXUTh, 4TO B
TIPOBEPSIEMON IIPOrpaMMe IIPUCYTCTBYET KOJ, YCTAHABIIMBAIOIMIA PE3UACHTHBII MOAYIIb B IIAMSITHU.

5.7 B MeTome pe3sHIeHTHBIX CTOPOXEN UCIIOIb3YIOTCH AHTUBUPYCHBIE IIPOrPAMMBI, KOTOPBIE ITOCTO-
SAHHO HAaXOHATCS B OIEPATUBHOM IMAMSITU KOMIBIOTEPA M OTCIIEXMBAIOT BCE IOHO3PUTEILHBIE ACICTBUA,
BBIIIOJIHAEMEIE OPYIMMU IIPOTPaMMaMU. Pe3MAEHTHBII CTOPOX COOOIIUT IIOJIb30BATENIO O TOM, HUTO
Kakas-JI16o IIporpaMMa ITITAeTCH U3MEHUTD 3arPY30UHBIN CEKTOD XKECTKOT'O IMCKA WM AUCKETHI, a TaKKe
BBIIIOJIHUMBIN (aiil.

5.8 BakuumHUpoBaHUE yCTAHABIUBAET CIIOCOO 3alLUTHI OO0 KOHKpeTHOI mporpaMMel ot KB, ipu
KOTOPOM K 3TOi IporpaMme IIPUCOEANHSIETCS CIIELIMAJIbHBIN MOXYJIb KOHTPOJIA, CIENAIIMIT 32 ee LEeJIoCT-
HOCTBIO.

IIpu 3TOM NIPOBEPAIOTCS KOHTPOJIBHASL CyMMa IPOTrpaMMBI WIM Kakue-Tu6o IpyTue ee XapakTepuc-
Tuku. Ecim KB 3apaxaeT BakIIMHUPOBAaHHBIN (aiiyl, MOXyJIb KOHTPOJISI OOHAPY:KMBAET U3MEHEHUE KOH-
TPOJILHOI CYMMBI (haityia u coobiiaerT 06 3TOM IOJIB30BATENIO.

5.9 AnrmapatHo-TiporpammMHbie MeToasl 3aiuThl I1C or KB peanu3yroTcst ¢ ITOMOIIBIO CIIEIUAT3H -
POBaHHOTO YCTPOMCTBA — KOHTPOJUIEPA, BCTABJIIEMOTO B OAVH U3 Pa3beMOB PACIIMPEHUA KOMIIBIOTEPA, U
CIIETAIBHOTO IIPOTPAMMHOTO 06€eCTIeYeHUS, YIIPABISIOILETO paGoToil 3TOr0 KOHTPOIUIEPA U PEATIM3YIOLIETO
OIVH WIM HECKOIBKO U3 IIPOTPAMMHBIX METOJOB, YKa3aHHBIX BHILIE.

6 TPEBOBAHMS K JOKYMEHTAIIMNA HA UCIIBITAHUSA ITPOTPAMMHBIX CPEJICTB

6.1 JokymenTaius, odopmisieMas IIpU IIOATOTOBKE U MpoBeAeHUH ucnbitanuii [1C Ha Hammaue KB,
JIOJKHA COIepXaTh CBEIEHMSA, OTpaXalolllie LieNib, 00BbeM, IMOPANOK IIPOBENCHUS M PE3YIbTATHI TAKUX
VCTIBITAHWIA.

6.2 Brmyck mokyMenTa Bua «[IpoToKosI MpoBepKy IIPOrpaMMHBIX CPENICTB HA OTCYTCTBHE KOMITBIO-
TEPHBIX BUPYCOB» SBISeTca 00s3aTelbHBIM. PopMy mokyMmeHTa «IIpOTOKON IIPOBEPKHM IPOrPAMMHBIX
CpPEICTB HAa OTCYTCTBHE KOMIIBIOTEPHBIX BUPYCOB» OIPEHENAIOT B YCTAHOBICHHOM IIOPSNKE U IIEPENAIOT B
OpraH 110 ceptudukamu.

6.3 Jlpyrue BHOBI JOKYMEHTOB, BBIIIYCKAaeMBIX IT0 pe3yibTataM ucnbeiranmii [1C Ha Hammuue KB, n
JIOTIOTHUTEJIGHBIE TPEOOBAHUS K UX COAEPXKAHUIO OMPEIESIOT 10 COrJIACOBAHMIO MEXIYy OpraHu3aluei,
BeIITOJTHSAIOMEN TpoBepky IIC, 1 opraHu3alueil, 3aKa3pIBalOLIEN 3Ty IIPOBEPKY.

6.4 JloxymenTamust, oTHocswasica K ucrbitanusaM I1C Ha Hamruue KB, MoxeT OBITh TIpeCTaBiIeHA
HA MArHUTHBIX HOCUTEJISAX JAHHBIX.

4
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ITPHIOXEHHUE A
(cnpasouroe)

NMOACHEHUA
0 BO3MOJKHOCTAX PA3THIHBIX METO/IOB OOHAPYKEHHA H YCTPaHeHHs KOMIBIOTEPHBIX BUPYCOB

A.1 CKaHUpPOBAHUE SIBISIETCS CAMBIM IIPOCTHIM ITPOTPaMMHBIM MeTOJOM Torcka KB.

AHTHBUPYCHBIE IPOIPAMMBI-CKAHEPBI MOTYT FapaHTHPOBAHHO OOHAPYXUTh TOJIBKO YXe 13BecTHbIe KB, KoTopbie
OBUIN TIpeIBAPUTEIHHO U3YICHBI 1 U KOTOPBIX ObUTA OIpeeieHa CUTHATYpa.

IIporpamMmMaM-cKaHepaM He 00s13aTEIBHO XpaHUTD B cebe CUTHATYPHI Bcex 3BecTHBIX KB. OHU MOTyT, HaIlpuMep,
XPaHUTh TOJIBKO KOHTPOJNBHBIE CYMMBI CHATHATYp. AHTHMBHUPYCHBIE IpPOTpaMMBbI-CKaHEPHI, KOTOpbIe MOTYT YAAIUTH
obHapyxeHHBIe KB, 00br"MHO Ha3bIBAIOTCS TIOM(paraMu.

st 5hDexTUBHOrO UCIONB30BAHMAS AHTUBHUPYCHBIX MPOTpaMM, Peau3yIOIINX MEeTOJ CKaHUPOBaHUS, HEOOXO-
JIIMO TIOCTOSIHHO OOHOBIISTH WX, IOJIYy4asi CaMble MOCIeIHIE BepCHUH.

A.2 Meron oOHapyXeHUSI M3MCHCHHA OCHOBAH HAa HCIONB30BAHMH AHTHBHUPYCHBIX IMPOrpaMM-peBU30POB,
KOTOPBIE 3allOMUHAIOT B CHEIMANBHBIX (aitax oOpa3bl IIaBHOIT 3arpy304HOIl 3alllCH, 3arpy304HBIX CEKTOPOB
JIOTUYECKUX JMCKOB, IapaMeTphl BCeX KOHTPOMUpYeMbIx (aiiioB, a Takxke HMHMDOpMAIIUIO O CTPYKTYpe KaTaloroB M
HOMepa IUTOXHX KJIaCTepoB IUCKa. MoryT ObITh NPOBEPEHBI U JpYIHe XapaKTepUCTHKK KOMIIBIOTEpa: 00BbEM YCTaHOB-
JIEHHOU OIIEpPaTUBHON MaMSITH, KOJIUIECCTBO MOAKIIOYEHHBIX K KOMIIBIOTEPY JUCKOB U UX MapaMeTpHI.

ITporpaMMBI-peBA3OPHL IOTEHIIUAIBHO MOTYT OOHapyxXuTh moOble KB, maxe Te, KOTopble paHee He ObUIH
n3BecTHBI. OOHAKO CIENYET YUUTHIBATD, YTO HE BCe U3MeHeHMS Bbi3BaHbI BropxeHueM KB. Tak, 3arpyzouHas 3anuch
MOXET M3MEHUTHCS IIPH OOHOBIEHUM BEPCUM OINEPAlIMOHHON CHCTEMBI, a HEKOTOpbie MNpOrpaMMBbI 3allMCHIBAIOT
M3MEHIEMBbIe NaHHBIE BHYTPU CBOETO BBITOJHUMOro aitna. KoMaHgHble daitibl U3MEHSIOTCS ellle 4alle; Tak,
"anpumep, daitt AUTOEXEC. BAT o6bIMHO H3MEHSIETCSI BO BpeMsl YCTAHOBKH HOBOTO IIPOTPAMMHOTO 00eCTIeUeHHS.

ITporpaMMBI-peBU30PHI HE IOMOTYT ¥ B TOM CJy4yae, KOTJa M0JIb30BaTe/h 3allliChiBaeT B KOMITBIOTEP HOBBII ¢haiis,
sapaxedHsit KB. ITpu stoM, eciiu KB 3apa3uT apyrve MporpaMMbl, YKe YUTeHHBIE peBU30pOM, OH OyleT OOHapyxKeH.

JOTIOTHUTENLHOW BO3MOXHOCTBIO MTPOTPaMM-PEBU30POB ABIAETCA CIIOCOOHOCTh BOCCTAHOBUTH M3MEHEHHBbIE
(3apaxeHHBIe) Galiabl U 3arpy304HBIE CEKTOPHI HA OCHOBAaHUM 3alIOMHEHHOI paHee MHGbOpMaIIH.

AHTUBUPYCHBIE [IPOrPAMMBI-PEBU30PHI HEJB3S MCIIONb30BaTh A1 oOHapyxeHus: KB B ¢aiinax 1oKyMeHTOB, Tak
Kak 3TH (Qalabl MOCTOSSHHO W3MEHSIOTCS. ITo3TOMy JUIST KOHTpPOJS 3a JAaHHBIMHU (daiilaMu clielyeT HCIONb30BaTh
[IPOTPaMMBI-CKAHEPHI WM SBPUCTAICCKUI aHAIN3.

A.3 DBpUCTUYECKUII aHAIA3 MO3BOJIAET OOHAPYXKMUBATh paHee Heu3BecTHble KB, mpuyeM [UIST 3TOrO He HalIo
[PE/IBAPUTENBHO COOMPaTh JIaHHBIE O (aiioBoii cUCTeMe, KaK TpedyeT MeToa OOHApYKEeHUST U3MEeHEeHUId.

K OCHOBHBIM HeJIOCTAaTKAM 3BPUCTHYECKOTO METOAA OTHOCATCS CIEMYIONINe:

- MIPUHIUIINAILHO HE MOTYT ObITh OOHapyXeHbI Bce KB,

- BO3MOXHO I[OSIBJICHME HEKOTOPOTO KOJMUYECTBA JIOXHBIX CUTHAIOB 00 ob6HapyxeHuu KB B mporpammax,
HCIIOJB3YIONINX BUPYCONOJOOHbIE TEXHOJIOTUM (HAIIPUMEDP, AaHTUBUPYCHI).

A.4 BONBIMUHCTBO pe3UIEHTHBIX CTOPOXEH TIO3BOISICT ABTOMATIICCKH IIPOBEPATH BCE 3aITyCKACMBIC IIPOTPaMMBI
Ha 3apaxeHne n3pecTHHIMU KB. Takas poBepka OyieT 3aHUMATh HEKOTOPOE BPEeMsI, U IIPOIIECC 3arpy3KM IIpOTrpaMMBbL
3aMeTUTCS, HO 3aTO ITOJb30BaTe b OyIeT yBepeH, 9To n3BecTHhIe KB He CMOTYT aKTMBU3MPOBATHCS HA €TO KOMITHIOTEPE.

PesmneHTHDBIE CTOPOXA UMEIOT OUCHh MHOTO HEIOCTAaTKOB, KOTOPBIC ACNAIOT 3TOT KIIACC MPOrPaMM MaJTOTIPUTOTHBIM
JUISE UCTIOIB30BaHMsI. MHOrHE MpoTrpaMMBI, Jaxke He cofepxainue KB, MOTYT BBITIONHSITH ASHCTBHS, Ha KOTOPBIC pearpyioT
pe3uneHTHbIe cTopoxka. HanpuMep, oobraHas koMaHna LABEL m3MeHsieT JaHHBIC B 3arpy309HOM CCKTOPE W BBI3HIBACT
cpabatbIBaHre cToposka. I109ToMy paboTa MOML30BATENS OYICT IOCTOSTHHO TIPEPHIBATHCA Pa3IpPaKAIONIIMI COOOIICHUSIMI
aHTuBUpYyca. KpoMe TOTO, TIONIB30BaTENb IOJDKEH OY/IeT KaX IbIid pa3 pelaTh, BEI3BAHO JIH 3TO CpabaThIBAHIE KOMIIHIOTE PHBIM
BUPYCcOM MM HeT. Kak mokKa3bIBaeT MpakKTWKA, paHO WIH TO3MHO MHONB30BaTe/lb OTKIIOYACT Pe3UICHTHBIA cropox. U,
HAaKOHEI, eIIle OIH HeTOCTATOK PE3HACHTHBIX CTOPOXEH 3aKITI0IAETCS B TOM, UTO OHH JIOJDKHBI OBITH ITOCTOSTHHO 3aTPYKCHBI
B OIIEPaTURHYIO IAMSITh W, CICAOBATCIILHO, YMEHBIIAIOT 0OBEM TIaMATH, TOCTYITHOM APYTUM TIpoTpaMMaM.

A.5 OCHOBHBIMH HEAOCTATKAMH METO/A BaKIIMHAPOBAHUSI SBIISTIOTCSI BO3MOXHOCTH 06X0/1a TaKOM 3alUTHI TIPH
HUCITOIB30BAHIN KOMITHIOTCPHBIM BUPYCOM TaK HA3BIBACMOM «CTEIIC-TEXHONMOTHMY, 4 TAKXKE HCOOXOAMMOCTh U3MCHCHUS
KOJIa TIpOrpaMM, 13-3a 9eT0 HEKOTOPBIC IIPOrPAMMBI HAUMHAIOT paboTaTh HEKOPPEKTHO WIIA MOTYT IIEpECTATh paboTaTh.

A.6 Al1apaTHO-IIpOrpaMMHBIE METO/IBI TIPEICTABISIIOT COO0M OMH U3 CAMBIX HAIEXHBIX cr1oco60B sammTel 11C or
sapaxeHuss KB. Braromapst ToMy, 9T0 KOHTpPOJUICP TAKOW 3aIUTHI TOAKITIONCH K CUCTCMHOM IMHHE KOMIIBIOTEpa, OH
TIOTy4aeT IIOMHBIN KOHTPOIIb Hajl BCEMH OOpallicHAsSMHA K JIMCKOBOH MTOJICKCTeME KoMIThioTepa. ITporpaMMHoe obecrieucHe
arapaTHOM 3aIUTHI TIO3BOMISIET YKA3aTh 0bMacTi ailoBoOil CHCTEMBI, KOTOPBIC HEB3S N3MCHSTH. [10Ih30BaTelb MOXET
3aIUATUTD [IABHYIO 3aTPY309HYIO 3aIIMCh, 3aTPY30THBIC CCKTOPHI, BHITOTHUMBIC (aiiibl, haitis KoHbuTyparay u T.4. Ecim
arapaTHO-TIPOTPaMMHBII  KOMIDIEKC OOHAPYXWT, WTO KakKasd-IMOO TporpaMMa TIBITACTCA HAPYIIUTH YCTAHORICHHYIO
3aIIUATY, OH MOXET HE TOJIBKO COOOIIUTH 06 3TOM TOIB30BATEN0, HO 1 3a00OKMPOBATh JATHHEHTIYIO paboTy KOMIIBIOTEpA.

ATIIapaTHBIA ypOBEHb KOHTPOIS 3a JACKOBOM TOICUCTEMON KOMIIbIOTepa He To3BoisieT KB 3amackupoBaTh
cebs. Kak torpko KB 1ipostBuT cebs1, oH cpasy 6yueT obHapyxeH. [Ipu 5TOM COBEpIICHHO 6e3pa3iiMiHo, KaK UIMCHHO
«pabotaeT> KB n Kakume cpe/icTBa OH MCHOMB3YET JUIS JOCTYIIA K IACKAM W JIUCKETaM.

ATapaTHO-TIPOTPaAaMMHBIE CPEJICTRA 3aIMATHI TTO3BOJIIOT HE TOJLKO 3alllUTHTHh KoMIbioTep ot KB, HO Takke
BOBpEMS TIpECeUb BBHIMOMHCHHUE MPOTPaMM, HAIlCICHHBIX Ha paspylicHue ¢GailioBoil cCHCTeMBI KOMITbIOTepa. Kpome
TOTO, allllapaTHO-IIPOTPAMMHBIC CPEICTBA TTO3BOJLIIOT 3aIMATUTH KOMITHIOTEP OT HEKBATU(MUIMPOBAHHOTO TIOIH30BA-
TeJIs, HE JaBasi eMy yIalATh BaXHYI0 HHOOPMAIMIO, TiepeopMaTHPOBATh TACK, M3MCHUTH (Pailibl KOHMUTYpaIi.

HenocTtatkoM ammapaTHO-TIPOTPaMMHBIX METOMIOB SIBJISICTCSI TTIPUHITUIIMANBHAA BO3MOXHOCTD IIponyctuth KB,
€CJIM OHU He TIBITAIOTCS M3MEHSATD 3aluIeHHbIe Hhailbl 1 CHCTEMHbIC OOacTH.
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